ABSTRACT The invention is a nethod and systemin which an authentication
chip having secret information stored within it, including secret data
stored in multi-level flash menory, is protected from unauthorised

modi fi cafT O of val ues stored in the flash menory. The secret information
is stored using an internal conmmand and can only be accessgd by one or. nore
further commands. Secret data in the information is stored: ﬁnXUﬁtZﬂﬂﬁedl ate

states of the nulti-level flash nen&aByTRACYHeen t he mi ni mum and nmaxi num
voltage | evel states. A vali dity check is perfor med on secret data itens
before all ow them to b out, The

Val | d| ty Chec&ﬂ? IH\\//GB ({?é I‘&egl'lo(dlﬁfl Slteglnmg lCh an aht Cnil cagon Cﬂl gavm(% Se %IE ingogrﬁatlg t he

resul t wistohd gitiihisdickwding strordetd starsd mglutthlevel f?fﬁﬁ*éfrlwa*y é@fﬁ?ﬁtﬂ@ff%u%‘a’ﬁ‘t“siﬁf t he
secreg ' moﬁ)i?%gr{ &Qa]uelszlstgred h&e flash memory. The secret information is stored using an internal

command and can only be accessed by one or more further commands. Secret data in the information is stored
in intermediate states of the multi-level flash memory between the minimum and maximum voltage level
states. A validity check is performed on secret data items before allowing them to be read out by a command
accessing them. The validity check involves calculation of a checksum and comparison of the result with a

10 checksum stored using the internal command as part of the secret information.
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