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WHAT\ IS CLAIMED IS:

1 A video file encryption method, comprising:

obi\zli\ning a to-be-encrypted video file and an encryption key,

cncry\i)\ging the video file using the eneryption key to obtain an encrypted video
file, \

obtaining ‘\éc\anned non-hidden partitions of a mobile terminal and an extended
memory of the mob\flg terminal for storing user data,

determining a iSq\rtition storing the to-be-encrypted video file among the non-
hidden partitions, and m;\i\(ing the encrypted video file to a folder in the partition storing
the to-be-encrypted video tll\L

2. The method of clz;?‘rp |, comprising:

scanning the non-hiddcr;\‘partitions of the mobile terminal and the extended
memory of the mobile terminal, af\i\aj\

creating a folder in cach of the partitions from the scan.

3. The method of claim 1, whé\@in encrypting the video file using the encryption
key to obtain the encrypted video file cor\ﬁ rises:

reading header data having a length eéqual to a first length and stored in a header
of the to-be-encrypted video file, \

encrypting the header data using the encryption key to obtain ciphertext, and

obtaining the encrypted video file in accorcﬁncc with the ciphertext and
remaining non-header data in the to-be-encrypted video [ile.

4. The method of claim 3, wherein obtaining the\@ncrypted video file in
accordance with the ciphertext and the remaining non-header data in the to-be-encrypted
video file comprises:

obtaining a header data storage area in the to-be-encrypted video file,

obtaining, based on the header data storage area, a designated header data storage
area having a second length and a ciphertext storage area, the Secons\ingth less than the

first length, the designated header data comprising the storage area for storing the

encryption key and an encryption 1D,
generating the designated header data while maintaining the remaining non-

header data in the to-be-encrypted video file, writing the designated header da}a\ and the
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cnér.%/ption key into respective corresponding storage areas to oblain the encrypted video
file. \

5\. The method of claim 4, wherein obtaining, based on the header data storage
area, the Elt;;signating header storage area having the second length comprises:

stariigg from a start point of the header data in the storage area for the to-be-
encrypted vid\eQ file, obtaining a storage area having the second length for storing data as
the designated h\egder data storage area.

6. The method of claim 4, wherein obtaining the ciphertext storage area based on
the header data stora\igs area, comprises:

obtaining a lenégh of the ciphertext, and determining whether the length of the
ciphertext is greater than\a\ difference between the first length and the second length,

if the length of the &phertext is less than or equal to the difference, subtracting the
designated header storage art,\ from the header area storage area to obtain the ciphertext
storage area,

if the length of the ciphertéxt is greater than the difference, subtracting the header
data storage area from the designat& header data storage area to obtain a partial
ciphertext storage area having a length\equal Lo the difference, obtaining a storage area
for the to-be-encrypted video file, startir\l\g from the end point of the storage area for the
to-be-encrypted video file, obtaining a st(kgc area having a length of a remaining part of
the ciphertext to obtain a remaining ciphertth\storage area.

7. The method of claim 1, wherein cietef\x{ljning a partition storing the to-be-
encrypted video file among the non-hidden partit;\®ns and moving the encrypted video file
1o a folder in the partition storing the to-be-encrypted video lile, comprise:

obtaining inode information associated with the to-be-encrypted video file, the
inode information comprising a storage path, the inode information corresponding to
video data in the video file,

allocating, in accordance with the storage path associated with the to-be-
encrypted video file, one of the partitions for storing the to-be-egcrypted video file,

calculating, in accordance with the folder of the partition [gr storing the to-be-
encrypted video file, a storage path associated with the encrypted vitleo file so that the

storage path associated with the encrypted video file points to the foldgr in the partition
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for \S\L\oring the to-be-encrypted video file, obtaining inode information associated with the
encrﬁb\ted video file, and

\h{oving the encrypted video file to the folder of the partition for storing the to-be-
encrypte&wideo file by changing the inode information associated with the to-be-
encrypted vi&lco file to the inode information associated with the encrypted video file.

8. Thc;\{nethod of claim 7, comprising:

establis\}\i\ing a correspondence between the inode information associated with the
to-be-encrypted v (\160 file and the inode information associated with the encrypted video
file. N\

9. A videy file decryption method, comprising:

obtaining a to—bé\-decrypted video file and a decryption key,

decrypting the to—\ih\e—decrypted video file using the decryption key to obtain a
decrypted video file, and

determining a pre-enchyption storage location of the to-be-decrypted video file
and moving the decrypted video, file to the pre-encryption storage location of the to-be-
decrypted video file. \\

10.  The method of clair\r\i\9, wherein decrypting the to-be-decrypted video lile
using the decryption key to obtain thé%decrypted video file comprises:

reading header data having a seognd length and stored in a header of the to-be-
decrypted video file and obtaining a cipH\é«‘;\‘text storage area in accordance with the header
data, \

reading the ciphertext in accordance é\(\ith the ciphertext storage area,

decrypling the ciphertext using the dcc}‘x\ption key o obtain an plaintext, the
decrypted ciphertext having a first length greater\\g\han a second length, and

obtaining the decrypted video file in accorc\igncc with the decrypted ciphertext and
remaining data in the to-be-decrypted video file othc\r\ than the header data and the
ciphertext. '

11, The method of claim 10, wherein obtaining [iﬁ\e decrypted video file in

accordance with the plaintext and remaining data in the Lo—lge-dccrypted video lile other

Y
%

than the header data and the ciphertext comprises: \

5
kY

obtaining a to-be-decrypted video file storage area, \\
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starting from a start point of the to-be-decrypted video file storage area, obtaining
a stokage area having a first length as a plaintext storage area,
aintaining the remaining data in the to-be-decrypted video file, overwriting the
plaintext storage area with plaintext to obtain the decrypted video file.
12. The method of claim 10, wherein the to-be-decrypted video file comprises
a preview-required video file, the method comprising:
reading tha plaintext of the first length and the remaining data, and making a

streaming video from the plaintext and the remaining data to be provided to a streaming

media to be played.
13. The method of claim 9, wherein determining the pre-encryption storage

location of to-be-decrypted ¥ideo file and moving the decrypted video file to the pre-

encryption storage location of the to-be-decrypted video file comprise:

obtaining inode information associated with the to-be-decrypted video [ile,

obtaining an established cortespondence between inode information associated

with a to-be-encrypted video file and ihode information associated with an encrypted

video file,

obtaining, [rom the established corregpondence, pre-encryption inode information
corresponding to the inode information associated with the to-be-encrypted video file, the
pre-encryption inode information comprising the\g—bc—cncrypted video file and a pre-
encryption storage path,

moving the decrypted video file to a storage logation indicated by the pre-
encryption storage path by changing the inode information associated with the to-be-
decrypted video lile Lo the pre-encryption inode information,

14. A video tile encryption device, comprising:

a first obtaining module that obtains a to-be-encrypted video file and an
encryption key,

an encryption module that encrypts the to-be-cnerypted video filc using the
encryption key to obtain an encrypted video file,

a second oblaining module that obtains scanned non-hidden partitions of a mobile

terminal and an extended memory of the mobile terminal for storing user datayand
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X\ﬁrst moving module that determines a partition storing the to-be-encrypted
video file\among the non-hidden partitions and moves the encrypted video file to a folder
in the partikon storing the to-be-encrypted video file.

15. The device of claim 14, comprising:

a scanr&;g module that scans the non-hidden partitions of the mobile terminal and
the extended me;l\ory of the mobile terminal, and

creates a folyer in each of the scanned partitions.

16. A videy file decryption device, comprising:

a third obtaining\module that obtains a to-be-decrypted video file and a decryption

key,

a decryption module\that decrypts the to-be-decrypted video file using the
decryption key to obtain a deorypted video file, and

a second moving modulk that determines a pre-encryption storage location of to-
be-decrypted video file and movey the decrypted video file to the pre-encryption storage
location of the to-be-decrypted videp file.

17. The device of claim 16, wherein the decryption module comprises:

a second read sub-module Lhatk\ads header data having a second length and
stored in a header of the to-be-decrypted %ideo file, obtaining a storage area of ciphertext
in accordance with the header data,

a third read sub-module that reads the ¢iphertext in accordance with the storage
area of the ciphertext, \

a decryption module that decrypts the cip}\r?rtext using the decryption key to
obtain an plaintext, the plaintext having a (irst lcngih\greatcr than a second length, and

an overwriting sub-module that obtains the desrypted video file in accordance
with the plaintext and remaining data in the to-be-decrypted video [ile other than the
header data and the ciphertext. \

18. A mobile terminal, comprising the video tilp:\c\ncryption device of any one
of claims 14-21 and the video file decryption device of any orf(; of claims 22-26.

A\

19. A non-transitory compulter-readable medium ol a‘device, the medium

\

. , S .
storing a program which, when executed by a processor, performs ‘the steps of:

\

Y
\

obtaining a to-be-encrypted video file and an encryption key,
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engrypting the video file using the encryption key to obtain an encrypted video
tite,

obtaining scanned non-hidden partitions of a mobile terminal and an extended
memory of the mokile terminal for storing user data,

detcrnljning}%rtition storing the to-be-encrypted video lile among the non-
hidden partitions, and mqving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file.

20. A non-transitory computer-readable medium of a device, the medium
storing a program which, when ¢ Scuted by a processor, performs the steps of:

obtaining a to-be~decrypted\video file and a decryption key,

decrypting the to~be—decrypte} ideo file using the decryption key to obtain a
decrypted video file, and

determining a pre-encryption storageNocation of the to-be-decrypted video file
and moving the decrypted video file to the pr&ncryption storage location of the to-be-

decrypted video file.

N\

\
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What is claimed is:

1. A video file encryption method, comprising:

obtaining a to-be-encrypted video file and an encryption key,

encrypting the video file using the encryption key to obtain an encrypted video file,

obtaining scanned non-hidden partitions of a mobile terminal and an extended
memory of the mobile terminal for storing user data, and

determining a partition storing the to-be-encrypted video file among the non-hidd
en partitions, and moving the encrypted video file to a folder in the partition storing the
to-be-encrypted video file,

wherein the determining a partition storing the to-be-encrypted video file among the
non-hidden partitions and moving the encrypted video file to a folder in the partition storing
the to-be-encrypted video file, comprise:

obtaining inode information associated with the to-be-encrypted video file, the inode
information comprising a storage path, the inode information corresponding to video data in
the video file,

allocating, in accordance with the storage path associated with the to-be-encrypted
video file, one of the partitions for storing the to-be-encrypted video file,

calculating, in accordance with the folder of the partition for storing the to-be-
encrypted video file, a storage path associated with the encrypted video file so that the
storage path associated with the encrypted video file points to the folder in the partition for
storing the to-be-encrypted video file, obtaining inode information associated with the
encrypted video file, and

moving the encrypted video file to the folder of the partition for storing the to-be-
encrypted video file by changing the inode information associated with the to-be-encrypted

video file to the inode information associated with the encrypted video file.

2. The method of claim 1, comprising:
scanning the non-hidden partitions of the mobile terminal and the extended me
mory of the mobile terminal, and

creating a folder in each of the partitions from the scan.
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3. The method of claim 1, wherein encrypting the video file using the encryption
key to obtain the encrypted video file comprises:

reading header data having a length equal to a first length and stored in a header of the
to-be-encrypted video file,

encrypting the header data using the encryption key to obtain ciphertext, and

obtaining the encrypted video file in accordance with the ciphertext and remaining

non-header data in the to-be-encrypted video file.

4. The method of claim 3, wherein obtaining the encrypted video file in accordance
with the ciphertext and the remaining non-header data in the to-be-encrypted video file
comprises:

obtaining a header data storage area in the to-be-encrypted video file,

obtaining, based on the header data storage area, a designated header data storage area
having a second length and a ciphertext storage area, the second length less than the first
length, the designated header data comprising the storage area for storing the encryption key
and an encryption ID,

generating the designated header data while maintaining the remaining non-header
data in the to-be-encrypted video file, writing the designated header data and the encryption

key into respective corresponding storage areas to obtain the encrypted video file.

5. The method of claim 4, wherein obtaining, based on the header data storage area,
the designating header storage area having the second length comprises:

starting from a start point of the header data in the storage area for the to-be-encrypted
video file, obtaining a storage area having the second length for storing data as the designated

header data storage area.

6. The method of claim 4, wherein obtaining the ciphertext storage area based on the
header data storage area, comprises:

obtaining a length of the ciphertext, and determining whether the length of the
ciphertext is greater than a difference between the first length and the second length,

if the length of the ciphertext is less than or equal to the difference, subtracting the

designated header storage area from the header area storage area to obtain the ciphertext
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storage area,

if the length of the ciphertext is greater than the difference, subtracting the header data
storage area from the designated header data storage area to obtain a partial ciphertext storage
area having a length equal to the difference, obtaining a storage area for the to-be-encrypted
video file, starting from the end point of the storage area for the to-be-encrypted video file,
obtaining a storage arca having a length of a remaining part of the ciphertext to obtain a

remaining ciphertext storage area.

7. The method of claim 1, comprising:
establishing a correspondence between the inode information associated with the to-

be-encrypted video file and the inode information associated with the encrypted video file.

8. A video file decryption method, comprising:

obtaining a to-be-decrypted video file and a decryption key,

decrypting the to-be-decrypted video file using the decryption key to obtain a
decrypted video file, and

determining a pre-encryption storage location of the to-be-decrypted video file and
moving the decrypted video file to the pre-encryption storage location of the to-be-decrypted
video file,

wherein decrypting the to-be-decrypted video file using the decryption key to obtain
the decrypted video file comprises:

reading header data having a second length and stored in a header of the to-be-
decrypted video file and obtaining a ciphertext storage area in accordance with the header
data,

reading the ciphertext in accordance with the ciphertext storage area,

decrypting the ciphertext using the decryption key to obtain an plaintext, the
decrypted ciphertext having a first length greater than a second length, and |

obtaining the decrypted video file in accordance with the decrypted ciphertext and
remaining data in the to-be-decrypted video file other than the header data and the ciphertext.
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9. The method of claim 9, wherein obtaining the decrypted video file in accordance
with the plaintext and remaining data in the to-be-decrypted video file other than the header
data and the ciphertext comprises:

obtaining a to-be-decrypted video file storage area,

starting from a start point of the to-be-decrypted video file storage area, obtaining a
storage area having a first length as a plaintext storage area,

maintaining the remaining data in the to-be-decrypted video file, overwriting the

plaintext storage area with plaintext to obtain the decrypted video file.

10. The method of claim 9, wherein the to-be-decrypted video file comprises a
preview-required video file, the method comprising:

reading the plaintext of the first length and the remaining data, and making a
streaming video from the plaintext and the remaining data to be provided to a streaming

media to be played.

11. The method of claim 9, wherein determining the pre-encryption storage
location of to-be-decrypted video file and moving the decrypted video file to the pre-
encryption storage location of the to-be-decrypted video file comprise:

obtaining inode information associated with the to-be-decrypted video file,

obtaining an established correspondence between inode information associated with a
to-be-encrypted video file and inode information associated with an encrypted video file,

obtaining, from the established correspondence, pre-encryption inode information
corresponding to the inode information associated with the to-be-encrypted video file, the
pre-encryption inode information comprising the to-be-encrypted video file and a pre-
encryption storage path,

moving the decrypted video file to a storage location indicated by the pre-encryption
storage path by changing the inode information associated with the to-be-decrypted video file

to the pre-encryption inode information.

12. A video file encryption device, comprising:
a first obtaining module that obtains a to-be-encrypted video file and an encryption

key,
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an encryption module that encrypts the to-be-encrypted video file using the
encryption key to obtain an encrypted video file,

a second obtaining module that obtains scanned non-hidden partitions of a mobile
terminal and an extended memory of the mobile terminal for storing user data, and

a first moving module that determines a partition storing the to-be-encrypted video
file among the non-hidden partitions and moves the encrypted video file to a folder in the
partition storing the to-be-encrypted video file,

wherein the first moving module comprises:

a first obtaining sub-module that obtains inode information associated with the to-be-
encrypted video file, the inode information comprising a storage path, the inode information
corresponding to video data in the video file;

an allocation sub-module that allocates, in accordance with the storage path associated
with the to-be-encrypted video file, one of the partitions for storing the to-be-encrypted video
file;

a calculating sub-module that calculates, in accordance with the folder of the
partition storing the to-be-encrypted video file, a storage path associated with the encrypted
video file so that the storage path associated with the encrypted video file points to the folder
in the partition for storing the to-be-encrypted video file, obtaining inode information
associated with the encrypted video file; and

a first changing sub-module that changes the inode information associated with the to-
be-encrypted video file to the inode information associated with the encrypted video file to
move the encrypted video file to the folder of the partition for storing the to-be-encrypted

video file.

13. The device of claim 14, comprising:
a scanning module that scans the non-hidden partitions of the mobile terminal and the
extended memory of the mobile terminal, and

creates a folder in each of the scanned partitions.

14. A video file decryption device, comprising:
a third obtaining module that obtains a to-be-decrypted video file and a decryption

key,
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a decryption module that decrypts the to-be-decrypted video file using the decryption
key to obtain a decrypted video file, and

a second moving module that determines a pre-encryption storage location of to-be-
decrypted video file and moves the decrypted video file to the pre-encryption storage location
of the to-be-decrypted video file,

the decryption module comprises:

a second read sub-module that reads header data having a second length and stored in
a header of the to-be-decrypted video file, obtaining a storage area of ciphertext in
accordance with the header data,

a third read sub-module that reads the ciphertext in accordance with the storage area
of the ciphertext,

a decryption module that decrypts the ciphertext using the decryption key to obtain an
plaintext, the plaintext having a first length greater than a second length, and

an overwriting sub-module that obtains the decrypted video file in accordance with
the plaintext and remaining data in the to-be-decrypted video file other than the header data

and the ciphertext.

15. A non-transitory computer-readable medium of a device, the medium storing
a program which, when executed by a processor, performs the steps of:

obtaining a to-be-encrypted video file and an encryption key,

encrypting the video file using the encryption key to obtain an encrypted video file,

obtaining scanned non-hidden partitions of a mobile terminal and an extended
memory of the mobile terminal for storing user data,

determining a partition storing the to-be-encrypted video file among the non-hidden
partitions, and moving the encrypted video file to a folder in the partition storing the to-be-
encrypted video file,

wherein, to perform the step of the determining a partition storing the to-be-encrypted
video file among the non-hidden partitions and moving the encrypted video file to a folder in
the partition storing the to-be-encrypted video file, the program performs the steps of:

obtaining inode information associated with the to-be-encrypted video file, the inode
information comprising a storage path, the inode information corresponding to video data in

the video file,
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allocating, in accordance with the storage path associated with the to-be-encrypted
video file, one of the partitions for storing the to-be-encrypted video file,

calculating, in accordance with the folder of the partition for storing the to-be-
encrypted video file, a storage path associated with the encrypted video file so that the
storage path associated with the encrypted video file points to the folder in the partition for
storing the to-be-encrypted video file, obtaining inode information associated with the
encrypted video file, and

moving the encrypted video file to the folder of the partition for storing the to-be-
encrypted video file by changing the inode information associated with the to-be-encrypted

video file to the inode information associated with the encrypted video file.

16. A non-transitory computer-readable medium of a device, the medium storing
a program which, when executed by a processor, performs the steps of:

obtaining a to-be-decrypted video file and a decryption key,

decrypting the to-be-decrypted video file using the decryption key to obtain a
decrypted video file, and

determining a pre-encryption storage location of the to-be-decrypted video file and
moving the decrypted video file to the pre-encryption storage location of the to-be-decrypted

video file,

wherein, to perform the step of decrypting the to-be-decrypted video file using the
decryption key to obtain the decrypted video file, the program performs the step of:

reading header data having a second length and stored in a header of the to-be-
decrypted video file and obtaining a ciphertext storage area in accordance with the header
data,

reading the ciphertext in accordance with the ciphertext storage area,

decrypting the ciphertext using the decryption key to obtain an plaintext, the
decrypted ciphertext having a first length greater than a second length, and

obtaining the decrypted video file in accordance with the decrypted ciphertext and
remaining data in the to-be-decrypted video file other than the header data and the ciphertext.

17. A mobile terminal, comprising the video file encryption device of any one of
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claims 14 or 15 and the video file decryption device of claim 16.
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