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We claim :        

                                                            
1.         A method for securing an online service provided over a network via a continuously 

learning model, the method comprising: 

            gathering a set of security signals associated with one or more network sessions from 

the online service, wherein the set of security signals are gathered in a rolling window of 

time; 

            identifying whether each security signal of the set of security signals is malicious or 

benign; 

            producing a balanced training dataset for the rolling window of time by : 

            balancing malicious signals of the set of security signals based on an attack type 

identified for each malicious signal,  

            balancing benign signals of the  set of security signals based on a device type from 

which each benign signal is received, and 

            balancing the malicious signals with the benign signals by cross-joining the malicious 

signals with the benign signals; 

            producing a predictive model based on the balanced training dataset, wherein in 

response to receiving an additional security signal associated with a new network session 

from the online service, the predictive model is applied to determine whether the additional 

security signal is malicious or benign. 

 

2.         The method of claim 1, wherein identifying whether each security signal of the set    

of security signals is malicious or benign further comprises: 

             examining each security signal at a production model, wherein the production model 

is produced by a model trainer in accord with the balanced training dataset and configured   

to produce a detection result of whether a given security signal is malicious or benign; 

              transmitting the detection result to an analyst user; and 

              in response to receiving an action from the analyst user relative to the detection 

result, updating the detection result to indicate whether the given security signal is malicious 

or benign. 

 

3.           The method of claim 2, wherein an automated attacker simulates an attack on the 

online service, and wherein identifying whether each security signal of the set of security 

signals is malicious or benign further comprises: 
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               receiving a notification from the automated attacker identifying security signals 

produced in response to the attack; and 

               treating the security signals produced in response to the attack as malicious 

regardless of the detection result. 

 

4.            The method of claim 2, wherein identifying whether each security signal of the set 

of security signals is malicious or benign further comprises: 

                extracting features from the given security signal; 

               determining whether the features extracted from the given security signal satisfy a 

feature set designated by an administrative user as defining an attack type; 

                in response to determining that the features extracted satisfy the feature set, 

designating the given security signal as malicious; and 

                in response to determining that the features extracted do not satisfy the feature set, 

designating the given security signal as benign. 

 

5.           The method of claim 4, wherein balancing the malicious signals of the set of security 

signals based on the attack type identified for each malicious signal further comprises:        

                balancing a relative number of attack types for a set of attack types observed for the 

malicious signals by at least one of: 

                 increasing a relative quantity of underrepresented attack types in the set of     

attack types; and 

                 decreasing a relative quantity of overrepresented attack types in the set of       

attack types. 

 

6.          The method of claim 4, wherein the feature set is identified in a structured document 

submitted by the administrative user, the structured document specifying feature types and 

data fields to observe in the set of security signals, and features of the feature set are 

dynamically extracted from the set of security signals based on the structured document 

without having to modify code. 

 

7.          The method of claim 1, wherein historic data signals are included in the set of 

security signals. 
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8.          The method of claim 1, wherein balancing the benign signals of the set of security 

signals based on the device  type from which each benign signal is recevied further 

comprises: 

              identifying a device in the online service from which at least one malicious signal 

was gathered within the rolling window; and 

              removing benign signals associated with the device from the set of security signals. 

 

9.           The method of claim 8, wherein balancing the malicious signals with the benign 

signals by cross-joining the malicious signals with the benign signals further comprises : 

               cross-joining the malicious signals with the benign signals to produce a plurality of 

attack scenarios for the balanced training dataset, wherein the plurality of attack scenarios 

include the malicious signals and the benign signals. 

 

10.          The method of claim 1, wherein gathering the set of security signals in the rolling 

window further comprises : 

                identifying a timeframe in which to define the rolling window from a current time; 

                receiving, at the current time, new security signals from the online service; 

                adding the new security signals received at the current time to the set of security 

signals; 

                identifying existing security signals that have been added to the set of security 

signals outside of the time frame from the current time; and  

                 removing, from the set of security signals, the existing security signals that have 

been identified as having been added to the set of security signals outside of the timeframe 

from the current time.  

 

11.           A system for securing an online service provided over a network via a continuously 

learning model, the system comprising: 

             a processor; and 

              a memory storage device, including instructions that when executed by the processor 

are operable to: 

                                  receive security signals from devices within the online service, the 

security signals associated with one or more network sessions;   

                                 

                                 extract feature vectors from each of the security signals, wherein a given  

               feature vector provides numeric values representing a status of a given device from   
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               which a given security signal is received; 

 

                              produce detection results for each of the feature vectors via associated       

                   predictive models, wherein a given detection result identifies whether the given        

                   security signal associated with a given network session is indicative of malicious 

or benign activity on the given device;    

 

                             define a rolling window, wherein the rolling window includes a plurality of   

                   security signals and associated detection results that have been received within a  

                   timeframe from a current time; 

 

                              produce a balanced training dataset for the rolling window, wherein to   

                    produce the balanced training dataset the system is further configured to: 

 

                                       identify an attack type of each of the security signals in the rolling   

                               window identified as being indicative of malicious activity; 

 

                                        increase a quantity of security signals identified with 

                                 underrepresented attack types in the rolling window relative to security  

                                 signals identified with overrepresented attack types; and 

 

                                        cross join the security signals identified as being indicative of  

                                  malicious activity with security signals identified as being indicative of  

                                  benign activity to produce attack scenarios for the rolling window; and  

 

                            update, according to a machine learning algorithm, the associated predictive  

                 models based on the balanced training dataset. 

 

12.         The system of claim 11, wherein updating the associated predictive models includes 

replacing production models, used to produce the detection results, with development  

models, developed from the balanced training dataset according to the machine learning 

algorithm, in response to the machine learning algorithm indicating that the development 

models more accurately identify whether the security signals are indicative of malicious or 

benign activity on the devices according to the balanced training dataset. 

 

13.         The system of claim 11, wherein historic signals are included in the rolling window, 

wherein the historic signals include security signals gathered outside of the timeframe. 

 

14.         The system of claim 11, wherein the security signals received from the devices 

within the online service include security signals generated in response to an automated 

attacker performing known malicious activities on the online service, and wherein the 

detection results produced for the security signals generated in response to the automated 

attacker performing the known malicious activities are set to indicate that the given security 

signal is indicative of malicious activity based on a notification from the automated attacker. 



23 
 

 

15.          The system of claim 11, where to produce the balanced training dataset, the system 

is further configured to: 

                 remove security signals identified as being indicative of benign activity from the 

rolling window in response to identifying that a particular device from which the security 

signals identified as being indicative of benign activity were received is associated with one 

or more security signals identified as being indicative of malicious activity in the rolling 

window. 

 

16.           The system of claim 11, where to produce the balanced training dataset, the system 

is further configured to: 

                identify a device type from which each of the security signals in the rolling window 

identified as being indicative of benign activity was received; and 

                increase a quantity of security signals identified with underrepresented device types 

in the rolling window relative to security signals identified with overrepresented device  

types. 

 

17.           A computer readable storage device including processor executable instructions for 

securing an online service provided over a network via a continuously learning model, the 

instructions comprising: 

              gathering a set of security signals associated with one or more network sessions from 

the online service, wherein the set of security signals are gathered in a rolling window of 

time; 

               examining each security signal of the set of security signals via predictive models to 

identify whether each security signal associated with a given network session is malicious or 

benign, wherein the predictive models are configured to produce detection results of whether 

a given security signal is malicious or benign based on a feature vector defined by an 

administrative user; 

                associating the set of security signals with the detection results to identify the set of  

security signals as malicious signals or benign signals; 

                balancing the malicious signals with the benign signals to produce a balanced 

training dataset, including: 

                 identifying an attack type of each of the malicious signals; 

                 identifying a device type from which each of the benign signals was           

gathered; 
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                 equalizing relative numbers of malicious signals in the rolling window based       

on identified attack types to produce a set of attack examples; 

                  equalizing relative numbers of benign signals in the rolling window based on 

identified device types to produce a set of benign examples identified; and 

                   cross joining the set of attack examples with at least a portion of the set of   

benign examples to balance a number of attack examples in the set of attack examples 

relative to a number of benign examples in the set of benign examples; and  

                 refining the predictive models based on the balanced training dataset and a 

machine learning algorithm. 

 

18.            The computer readable storage device of claim 17, wherein balancing the 

malicious signals with the benign signals further comprises : 

                  identifying a device in the online service from which at least one malicious signal 

was gathered within the rolling window; and  

                  removing benign signals associated with the device from the set of security 

signals. 

 

19.             The computer readable storage device of claim 17, wherein examining each 

security signal via the predictive models further comprises : 

                  transmitting the detection results to an analyst user; and 

                    in response to receiving an action from the analyst user relative to the detection 

results, updating the detection results to indicate whether the given security signal is 

malicious or benign in light of the action from the analyst user. 

 

20.               The computer readable storage device of claim 17, wherein the feature vector 

includes a set of features of a status of the device that are identified in a structured document 

submitted by the administrative user to define a predictive model configured to identify one 

or more attack types, the structured document specifying feature types and data fields to 

observe in the set of security signals, and features of the set of features are dynamically 

extracted from the set of security signals based on the structured document without having to 

modify code.      

 




