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^ 4 ̂  
^41: 71SVS1 3E -S°g ^ ^ n 

4 ̂ £<4 
[1] 4 4^ 4 7| "4 3Hi tfl fl; 4^ 35 4^ 4 BJ-^1 ̂  ̂  ̂  ZL 4^ ofl 

44^°-S4,ii4 4^47ll^r4^ 44 tfl4 4^flofl 4^4^4553145. 
4444 o] 354 ^^^7] 4^-4 4—19 °1 f]\3 £HS 
444^ 444 Wr?1^3H 4°-^444 4^45# 444 4 §1~ 
44 ^ ZL 4«H 44 444. 
^ ̂  ~A IET 

[2] 4°J 44 4 4444 M47l 444 44 ̂ 4 447l~44 ̂ 4 
2-44# 4^4 tfl*(1 4^4 444 44 §14-4^ 
444 2.4 4 ̂  ofl tfl 4 5§3 6. H7lj j= 44 ^ e yj-^l o_s £ a.^ ̂  CO 4_ 
44^45544 7144 4•? 44 °1 4 444 44"ir 44^444(hypervisor) 
444 4^ 4444. 

[3] 40144014 7144 444 4^ 91?} ̂ k QJL §l°-4, ^H^M^l-
^sil^^ 44 44 4IHH44 4444 44 4 §14.44^4444 
444 4 ̂ 44 4 4 47>4 4 ̂  S B o| ̂  ^ 0j ̂  7y AT-O^ g| ^ oj o_q.t 
4 71-4 4 4 4 4 4 ££4 4 S4 #14444 44411 4 §1 
^444 4444 4444^444. 

[4] 44 444 2-444 (kernel integrity monitoring) 4 44 7]^ 4444 
tfl-444 444 444±r 42-44 tfltb 4444 ̂ 4# 444^r 44^-S 
4444 44. 7L44 44 -£4&7il 4 44 444 44 44 355 44 
4^4 4^r 444. 7144 4444 4444 44471-444 3571-444 
H45. 444514 44 4 w—S 444^144, 44 44 ̂ 44 444^ 
7H> 4 4 4^ 4 35 44 4 4 444 4. 25 44 4 44471 4 4 4^ 
4013£| Hj-o] *1 7] 4^1 ^ e 4^ °14,4^ HS^ll A-] 7} *1144~cr HS^-114 s\ 
447144 °144 354^ 4^1714ofl tfl4^440l 4^5l3i §14. ̂ ^4 
°1 ̂  4 ̂ e 4^4 ̂  4^1 A34 4^111- a711 ^—717j4, 44 ?i44 £-<£ 
4T11^OI §14. 
i^-^l 4Mlt!:^^ 
7l #4 j^^l 

[5] 4 4^°1 °14^-4 4^ 714^ 4711^, 71^ 25 tfl 4^71 7,154 
Al^Hfl o] 7j \i£5S 444^r 44 4^54^r ^ 35 °J ^ 4^.s4^ 
4^4^4 4^14^1 71^ 25i tfl4 4^ 25 4<y 451- 44^ 4 4 
§l^r 4553H 714^1 4^ 4^1 4^1 ^ ^ 4^4 7^4^ tfl §14. 
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4^1 
^]$] 7]^^ 4^11" W, ̂  4^ ̂  ̂1 ̂ 1^ H 

<?]Bl5)lol^(pTI)SJfBl 
3^t*Rr ^r^}Jl, ̂ 7} ^ ^ ̂7] ^7) 

^$\ 2H «-
ir «ll °) ̂  311 *1 ̂  (ATBR) , 5LH £E~ PTI ^ ̂  31 4 

§l^r 2H «-#• tfl ^ 
^ Tfl Sfl ^,^"71 ^7] 
°ltel- r M Wl^^l BHfl^-ir^^^H ^2-^Sl 
#51^ 2H lfl^^7l A]£l- ^#1?Br BHfl^ S^t}-. 

#71^1 7l^^ 4^1-i- £ vJrx$o\] tnfs ^ «0>*j o} 

sSzL?g ^Blsllol^pT^JfBl ^Ef<y 
3^t*Hr ^^ji, ̂-71 ^ ^ ̂7l ^T) 

71^^51 JfB^l ^$\ 2H 
wfl °1 ^ 31 *1 (ATBR) ^, 5LH W ££^ PTI *fl ^ 31 *] ̂  ̂  # 

§l^r3H tfl^H^O-S 
tfl^l^!: >a-Bflofl^i, >S-7l #7] H^^sl n^M^ll ol^l-

r Wl^^l BHfl^-ir^^^H ^2-^Sl #5^ 2H °J <*M1 
tfl ^ ̂ 7l A] £|| % #tr}^ ̂ 711 ;# 
^<5] 

^ 1t^°\) 4^, 431 ^^^1^11 71^4 ̂  7H^r 
A%-S\ 513, 7l o>7lS]^ 

^#711 C]7}<y^l 7^ ̂ 7^ BJ-^1§ ^ §1rf. 

5L l£ £ ̂  i 43 4H310] 7} H>S1 7j ^ 2H ̂ -<y ^73 BJ-4 ^1-4 ^ 

£ 2^r ^ ̂  °fl 4^ 2-H W ̂  ̂  Si ^ i# £4 ̂  
£3^ ̂  4^ ATBR ^Sl olHflHl- yoV^^l ^ i# 

£4 ft £tf[5 

£4^r 4-E-B^^^Sl ^ i#£Al^£ig; 

£ 5^r ^ ̂  °11 4^ *>H$H ^ 7l HtSl 71 ^ 2H ^73 BJ-^ ^ 5 
ol-g-4&| ^73^ yo>o|4^ yj-wq 01 ^1 =. £Al^ 
£ 6^ ^ ̂  °11 4^ *>H$H 7l H>51 71 ^ 2E ^73 HJ-4 ^1 01 z| 

^1 ^S- $\ ̂  $] ^ ofl It" ^A1 tb i1^, 
4^ ̂ l^BiiJiyot^Sl 4^€^1 i#5L4^5L^, 

£ 8^ ^ ̂  °fl 4^ ̂ >H31 o] 7} H>Sl 7\ ̂  2H ^73 BJ-4 01 4 
-sAl °11# £A1 ̂  i1?!, -IlSlJL, 
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[17] 3 94 ̂  4^ 4^ 43^1 ̂  7] 44 4 4 2H 4<^ 44 44 4^ o] 

ig^o] 
[18] °14°114, ^44 34« 434^1 £ 4^ 433H 7] 44 44 

2H 4^4 44 44 4 3 4«H rfl^rfl 44^ 4^ 44. 
[19] 3 1^4 4^ °fl 4^ 43^1 ̂ | 7] «>^| 5^1 ^ 2H 4<^ 44 44 44 o] 

44 i4 444 34 4 34 °| 4. 
[20] 4 44 i °11 4, 43^1 ̂  7] 44 4 4 2H 4<^ 44 44 44 (O] 4, '4^ 

44 44'4 4)(100)4 33H 434(135)4 4344 4°|3 314 3B] (ATBR, 
Address Translation Base Register)^] 44T3 444 I;] 5] 4 3 §143 7} >§ 44. 
ATBR4 31 1 31 4 sll °1 4 31 °1 4(iE4 sll o] 4 4^4 4 ̂ £5])4 7} 4 43# 
S444- 33H 434(135)4 ^3314(140), 3l2.5](150) 4 44741(160) 
44 S444 444 ^4^ 4434 44471- 44 3Hf 4^4^ 
444314 314°14. 

[21] 34 33H 4 34(135)4 4 4 511 °1 4 31 °1 444 BL7] 4H(boot)4 7HJ-
2H °J ^ 4 #5] 3H °J ^ 4 44^31 44 43 §143 7>^§ 44- <$7]X\, 
7H> 3H °J ^ 4 4 4 3Hf 7-] 443 §14 7HV 42.5] °J ^ 4 4 4 43, 
#5] 23 °J ^ 4 4 4 2Hf 7-] 443 §14 #5] nil 2.5] °J ^ 4 4 4 44-

[22] 34 44 44 44(100)4 33H 434(135)°| 4^4 4,44 
2_3(privileged-mode)4 444 2_3(user-mode) 4°1 -1 2.3 444 43714 
4 44 23 44, 444 2.3341 44 £HS 4^44 H3314 °fl 431 
4W4 33 44(4, 3HH4°I 33 44), ATBR 444 444 33 44, 
41 °1 S-31 °1 33 #4^1 33 44,HSZL^ B31fl3 
4 Ei 4 o] /i(PTI, Program Trace Interface)# /fl 4^9 i r 33 flj- ̂ 4 -rl ^1 # 

^"^1 ^1(100)^ 4 33 44^ ̂  ̂  33 
3L] ̂ 1 (snippetj(°l 4,(trampolines)'0] 2} 4)°11 31 fl" ^7] (jump) 

rfl41 w. ̂ 7]x\ 4 3344^1 31?FH^!-^ 31-g-sl^r €314 
33 44^ n^J^l-3 4314 33 444 ^r®3°11 4^ 2-3 4^°14 ATBR 
^r± ^^,PTI3H 3H3B14 4^ 44 ojiaflHl- 4^ ^1 ̂ 1(100)^711 
£L5L^ 7]4^ °lte«- 13^ B^4^4 °4 i4 £4^1 
i^l^M §14. 

[23] 7123 4^-4 4^1^r ^314 4^^ yo^^^ll 44€ ̂  §14. i# 
iiH 43^(135)°1 4-§-4 2-3^114 44 2.3S 31, HS4A1(140)4 
31 °1 H31 °1 33 47}E17l 4 4 ̂  4^i(designated addresse)# 44"?!:4. 
t]1444 sSA-flA-]4 4^ 4^4 314471 44°i 314 3El (special 
register)# S444- 444 ^4 44 44^ 33B 434(135)4 4B4, 
44 3143B-14 4^^ °144&l 31°lB4°l 33 444 44# 444 4 
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§14. 
[24] £ 14 4^44, 44 BJ-^1 44(100)4 4^(135)4 4 4^31 ̂  4 

44£H §1 4314(110), 12 4314(120), 
4314(130)4^444. 

[25] 43|4(110)4HS44(140)4 PTI(142)4 44^H, PTI(142)S4^1 
444 44^ ^4 S444 ̂ ] °] Bj 4444- <$7]X\ PTI(142)4 

44 4^4 44°1 HS44°H s]Jf 4B14°1^S4, ul^J 
<?]B]5)1O1^5]-JI£ 44- PTI(142)\r £^11^5] iHf-ofl 45} 44tF o]s.o_s, 
4314 4 §1^, 4 iS '44 x86 HS44'°H44 'HS44 
j=L3ll o]^(processor tracer)'ic- 43] *4 'ARM J£ 5-7-]|<*]12] ^ 4 'Program Trace 
Macrocell(PTM)'S. 1:44. 444 4 €4 °M4 PTI(142)^ HS44 4 
444^4 44^4^4 4 §I4 2.-g- 444 4B14°1^4 4444 
4 ^444. 

[26] H31 °1 ̂  43| Y(1 10)4 44 3 4 4^1 3.^-7} 44 2-1 ̂ (privilcgcd-modcj0l] 4 
4W444 4444 44<4 444 4^4 444*1 4^ 471 ̂ 4 
4-4 indirect branch target addressess)# 4444. °4H °l] 4 44 4 X14, iLul 
4314(120)4 ATBR 4^°14 2-H 44 44 °14H71-^4^- ̂ 4 
HiSl-44 44 ATBR 4^°14 2-H 44 44 °14B1- iiji444. 444 

4314(110)4 PTI(142)4 44 444 4^ 471 ^4 4^4 is 
4314(120)1-44 444 ATBR 4^°14 2-H. 44 44 °14B1- 7}^s., 
423 471- 7j-.A> ^rr oj 03 Vlo\]A] HS44(140)1- 44^1 44 2.HS 

44431 ̂  4 £4 ̂ 44 4 §14. 
[27] i# 4^, 4314(110)4 4^ 471 ^4 5]^B4 sl^H 4 

4 4^7l-o|tti 2.H7>^^£]c>| §i^i 4^^(135)4 ^7] 4^4 4^ 
§14^ 4 ̂ , PTI4 44 444 4^ 471 ^4 4^4 444 2.H7> 
4444 £.3- 4314(120)4 44 M-44 2.H# ^4 444°1 4^ &I44 
4442 444 1H 44. 

[28] JiJL 4314(120)4 4—^(135)4 44741 vi]^(180)4 444*4 
7] °o' (keying) sfl 7j S~B] (122), iL Jl(notification) sfl 7j E-) (124), Ack 3]] 7j E) (126) 
44S444. 4314(120)4 44741 ̂ ^4-^7114 44 
441(192,194)4 7}^ 4 §14. Till 444711(194)4 44, HS44(140)4 
B^44°l 4W4 44ATBR4^°14 2-H. ^^PTI^H 3H^E1 4^ 
44 °14B4 iLJi 43]4(120)°T| i244. 42 444T11(192)4 44, is. 
4314(120)4 4^13(135)4 i4 i2-3l(150)°11 ^42, 
HS44(140)4 M.#^47l 44°i ^2-31(150)4 4fe4 4444. 

[29] iL4 4^1 ̂ —S, HS-44(140)71- T\4 T^^4 4^447l-B^l-4011 tfltb 
471 (jump) ^^4 444 HiSl-4 4714*4 B^44 4534 44 2.H 
44°14ATBR4 4^ 4^, PTI 314^1 ̂  ̂ -4 01^^. 
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444(120)°1l7ll &3L 444(120)71-4 3114^4(122,124,126)# 44 
HS44(140)S44 o] ljlEf £L5L*t^ 4^ i 444 44 i4 £ 3 4 £ 7°fl 
^444 §14. i#44,ATBR4 44 44:2 34 ^S£ff 4444 
^LJL^}JL, J5LH 44 44 £ 74 HSSff 4 -§-*H 4 4 §14. 

[30] 444(130)4 4^15(140)4 ^2.4 4^(170)4 447]7] 
4^(180)4 44(196,198,199)44, 4 4^(170,180)4 i4 
^1J5LS] (150)°]] tfl ^ 7] (write operation), PTI( 142)4 T)]4 3)]4—B]o]] tfl ^^7] 

7PU1M ii4 444°-S, 444(130)4^4 i 2.4 (150)4 
444 4 4^(170,180)5] B5]]4 4 ̂ 44 (snooping)44 HS44(140) 
44 7] 7] (160)°1] 44 i4 pflSLS] (150)5] ^7] 444 444-0.^4 ATBR°] 
7>5] 7] JI §i^r Til 1 3] ig 5)1 o] 4 B]1 o] ^-(Tt)] o] 4 #^4 4 4S5]) ̂  
444-7] 4, ̂ 7}7] 4^(180)5] ^444^4444 ^12.5] ^ 44 
3]] 4 iB] (memory-mapped control register)# 44 PTI(142)1- 4 4 44 2.-E-
4^4 4°4t4. 

[31] i# 44, 4447? 44 2H 444 2Hf 44442 4 £442 
444(130)4 44741 4^(180)44 44 44(198,199)# 

44 44 42.4(150)4 tfltb 2.^-^7] H444 ̂ 44(snooping)42, #4 
2H 444 ̂ 7] 4^7]- §I^_^ 444 4444- H44 444(130)4 
HS44(140)4 4444(160)S444 ^7] H444 4444 iT^^S, 
44 4 2.4 4 ̂ (Direct Memory Access)# 44 ̂ 7] 42L 44 41^4 4 §14. 

[32] i4^ iS, H44 444(130)4 44 44 444 4^# 4 4 7}x]5L 
§1—4, 4—(170,180)5] ^444^4444 44 44 444 tfl^^7] 
4 £# 4444 444 44 4 4 §14. 4 44 4 4 44 4 4 442 44 
4 4 2H 4 4, 4 ̂  4 4 4 4 4, 4 B] ^ H 4 4 4 31 44(IDT, Interrupt 
Descriptor table) 44 7}5] 44- 4 4 44 4 4 °T| 44 4^4 JL^JEL 
4^4(135)4 44 444 ̂ |4f«fl 444 4 §14. 

[33] a 44 is, ̂ 2444(120)4 44 ATBR 444 444 444, H44 
444(130)4 441 ATBR5] 5)1 O]4 B]]o]^-o)l tfl^5))^^^-3g^^ol 
44 4, 444 ATBR4 71 4^1] 44 44 41 314 4 o]4 4 O]#(a^ 
444 4S4 4 4^4)4 4442 444 444 tfl^ 444 ̂ 44-4 
4-4 ̂ 4-. 

[34] £2r^ 444 44 2.H 444 4444 4^4 4 i# £44 £444. 
[35] £ l 4 £ 2# 44 4s44, HS44(140)4 PTi(i42)^r 4 4 ̂  44 47] 

444 44i# 444 °_s H44^ 444(110)4 4442 §1 °_4, H44^ 
444(110)4 PTI(142)S44 4 47] 4-44 4^# 4444 444 4 
§14. £|2.H 444,HS44(140)4H41-4°-S. 47144 Biil-44 
45S4ss, iLJi 444(120)4 HS44(i40)S44 2.H 444 ̂ 244 4 
§14. 
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[36] i# 1:^,^1 # (a)(200)5] £7] ¥^(200)5]- 'SM 2-H^r *>-§-*1-
5LHO] JL, ZL t]--g- ^-7] ¥^4 ̂ ^£1 £LH^ 2.HSA] £LH 

Tg^E-S., HS^H(140)¥ ^ £HiA] B^1-^5] ̂ 4 ̂ ]] 
5LH7> Af^SLHiA] ^ 2.HS ^£15344 ^5] Jf (120)^1 

[37] i4^ iS, 4^}(b)5] £-7] ^41(210)5]- ^^s] 2.H^r ^ 
SLHo] JL, ZL t]--g- ^-7] ^-^7] ¥^4 2-H^ *}-§-*]- £HSA] 5LH 

Tg^E-S., HS^1A-](140)¥ ^ £HiA] B^1-^5] ̂ 4 ̂ ]] 
5LH7> ^ £HiA] A]~§-*]- £HS ̂ £15344 ItJL ^5]¥(120)i 

[38] £. 3^: £ °fl 4^ ATBR ^ ¥4 ol«3lBl- 12^ yj-tfjo] i# 
S_X\ ^ £igo]r]-_ 

[39] £ 1 ^ £ 34 IN 4 ̂ (135)^ ATBR5] ^ 0} 4 2.H 
W¥°l 1H1H1 ^7]^, PTI# ^ B^l-^7,]3]-4 
^ ̂ 1 ̂ ^1(100)°]]7]1 t3]$r]-(S320). ^ BJ-4 ^-^(100)¥PTI(142)1- ^ 

-Al^fl(135)0_sw-B] *1^4 6]^!^, 7]°J 3H^£](l22)i 
<y 5]5] 7](0°] o}\i ^^>2, JL^JEL 4^fl(135)^ 
B^l-515] 7]°J 314^4(122)1- 7]# S^-^r]-(S310). 7] °J 
31 4^4(122)^25] °1#7]1- g-]^7Br ^4 yoV447l Jr 4 ̂  °l 
7l°J 314^4(122)1- & 4 °-4, S]Ai 44-

[40] 4^4(135)^ 7]°J 314^4(122)5.^4 4# °-4, ^4 44 
44(100)4 £_JL 3l4^4(124)°fl ol«3lB ifl-§-(it 5LH W, ATBR 
^_s\-, PTI 7]H 314^4 ^ ¥)4 7]#^t]-(S330). ^4 44 44 ¥ 
31 4^4(124)5] ifl-g-4 i-H 4^4(135)°H4 444 °ltel- 444 
¥ §14-

[41] -§"444 ~T"s] (bypass) "o"4°14 A 4 (replay) "§"44 4447] 444, 
^H4 ̂ 4(135)^ °14H 444 44 °14 ^44 41-4711 ^f T 
§14(S320). ¥ -S—JEL 4^4(135)4 7] 5]- O]H]1H ifl-g-4 °_S ^4 44 
44(100)°H 4^44(S320,S330). 

[42] ^4 44 44 (100)¥ IL3I 31 *1 ̂ B] (124)i 4 f-7fl ^ S.JL Ml -g-4 H ^ 
|it^^^l°J i2-5](150)¥i 

i# ATBR ^ ^-*1 ^1(100)¥ Alls4 ATBR^l 
7]-5] 7] jl §I^r i2-5] ^^5] ^Yl-WW.PTI 
7]]o| 3]^I^B]S] ^ ̂-*1 ^l(ioo)¥ i2.5]i 
*1 PTI Til O] 314 iE] 1- g-] JL, JL^JEL 7,] cj\ H.E A] PTI 7]] o| 
3l*l^B]5]-tilja^]-&| J5LH ^^¥l£5] 
^¥°1 €-S-^H ^4 ¥ §14. M ifl-g-o] ^£] ^7] BJ-4 ^1(100)¥ 
Ack 3H^4(126)i ^-^1 ?14 7l#^>JI, JL^JEL 4^Hfl(135)o] Ack 
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314^4(126)1 H4 5^ 44 4444(S340), 44B M-l 44 444 
4^44. 

[43] £44 4 4T3°ll 44 4^44 °1 IB! iL37^>7] 44B^444 4 ofli 
S_X\ 4 £igo]r]-_ 

[44] 5L 4# 44, ARM 4 — 4 4 VBAR(vector base address register)4 44 44 
314^41 4444 44B1 44 44 44°114 iL37^>7] 44B^444 
4 i 7]-i-A] £] o| oir^_ VBAR4 44 ARM4^4°114 314B314 2HM2] 
o]^l ̂ Ol-^r-ll 4444-

[45] B a"44 4al] 4 44(exception)°| 4 ?! E] ^ B(interupt)l 
4444431S. 44 44(44 2). BlSl-44 44 4 7] (indirect branch) ^4 
S444 ^°-4, 44°ll 44 44 44^44 44 44(ack)4 7]45]7] 44 
44 4H1 4444 444 4 44 44 47](direct branche)! S444-
444 BiSl-44 io~ii 444 ^4 4°H1 44 44 ̂ 44 4^344 
yA o. PT-_CL 41 ol rf. Tla -| s ^ M LT. 

[46] 44 44 444 B314^ 4sl4(ii0)4 PTI(142)S44 444 47] 4^4 
44i(jumP target address)(4, 1144)4 44 44 44(100)7]-4 44 4 444 
444 44 4^4 4^(4, BiSl-44 44 4^,44 1)44 sl^Bl 
4^4°-S4 444 4444 4 44. 

[47] £ 54 4 4^ °11 44 44 44 441- 4 444 4 4 44 4 44 44 
4w4 4 il £44 £444. 

[48] £i^£5f 4^44, HS4 4 (140)7]- BIS1-4°-S. ^444 44 44 
44(100)°]] 4 2.H 44 44 4 4B i2l 4 44s] 2 4 4, 4444 7]-4 
44B i2(S500)l BiSl-4 44(S510)4 44 44B i2(S540) 44 
44 44 44(100)S 4443] 2 4 £4 4 44. 

[49] 4 44,44 44 44(100)4 BiSl-4 44 *12(S510) 4 44B S.JL7} 
41444444 441 7]^s 44 44B i2(S540)4 44 44B 
i2(S500)l 444 4 44. 44 is 4444 £442 44 44(S550)°11 
44 444 4^44 4444 7}4 5L5i 4441 *12 314^4(124)°11 
444 4 §14. 

[50] £ 64 4 4^ °11 44 44 44 44 4 4 44 4 4JL 4 44 4 4 i 1 
£4 4 £444. 

[51] £ 64 4^44, 44 44 444 4444 444 44 44 ^4 
Ji^B 4^44 43] 4°ll 4444. ̂ -^4 4 7114 44 &.±, 4 *7] 
2-4 4 ̂  (600)4 4B(secure boot)(610)4 4 44 °1 §14. 

[52] ^4^-SS44 444 44,i4 4B(6i0)4iL^B4^44 ^4°fl 
4-H5] (injection-free), ATRA(Address Translation Rediration Attack)-J£4 
43]s 4444 44 ̂ 444. 444 4447]- 44 44 444 44 
44 4 4 43] 14JL44 4 3 4 4444 4 44 444 4444. i 1 44, 
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ATBR44 4^ 414*1 41444 4444 ATRA4 44^1 
4W*1 4, 414 *1^4 ATRA-H5] 4^44. 4*1 441, 47]4^ 
ATBR4 44 4^1 ^144 ATBR B^ 7j 4. JiSfA] ̂  7] 4 41 4 *1 41 4 4 
4 fe# 44471 £144 —7] 2.4^144 514444 4^,47] 4*1 
4*m 47] 4^4 47] 4 44441 4*14 4 §14. 

[53] £ 74 4 44 41 4^ 2.H 44 4^4 4 4H4 ̂ 2-4^ 4^! ̂4 4^ €*1 
41 4 £*14 £4 °14. 

[54] £ 74 4^44, £ 34 44 -S—B *1 ̂ (135)4 2.H. 44 44] 44 
HiSl-4 47144 HiSl-4 *144 47] 4*1 4*1(100)4141 
4s!44(S710) 44H S.5L 444 *1444. nsl4s^B *1^(135)4 
B^l-4^1 453 44 41- ^44^ ̂ o] 444 44 HiSl-44 453 
44414414 ^44 7](S700)1- 4 444 44H4 i244(S720,S730). 4*1 
441,JL^H *1^^(135)4 44H1S1-4 453 44414 ^44 41- 4 7114 
44H *121- £14 7]s 4444 47] 4*1 4*14141 4444(S720). 

[55] *1^^(135)4 714 441 2.H. 44 44 4 'ist iJ! 41*1^4 <4 
7144 4l(S720,S730), 44 44H ii24l 444 7]!- 45] 4442(S740), 
4^4 44(ack) 44 §14 is. 444 4^44(S750). 

[56] £ 84 4 44 41 4^ 47] 4*1 4*1 4 4^ 4 411- £*14 £4 4 4. 
[57] £ 84 42:44, 4*1 4*1 4*l^r H414 4s]4(800), SLJL 45]4(810), 

H414^ 45] 4(830), *1^ 45]4(850)1- a444. H414 45] 4(800)^ 
^44(802), 411 ^44(804), 411 44 444(806)1- S442, SLJL 
45]4(810)^r SL5L 444(812), ?} 4144(814), 44 71144(816), SL5L 
444(818), *12 45] FSM(Finite State Machine)(820), 7] 444(822), 4l2 44 
444(824), 412-5] ^44(826), 412-5] ^4(828)4 S442, H414^ 
45] 4(830)^ B414^ 444(832), H414 — 444(834), H414^ 
^44(836), B414 45] FSM(838), 44 4*1 444(840), 44 444(842)1-
5L444. 

[58] 47] *1^ 45] 4(850)^ 444 HS4144 412.5]!- a444 ^414 
45] 4(800), *1245] 4(810), H414^ 45]4(830) 44 ̂ 7] 442 
41444. *1^15 4s]4(850)^r B414 4s] 4(800), *12 45]4(810), 
B414^ 4514(830)^1 4 44 444(806,824,842)4 41H44 44 
47] 441- 4444. 44 4444(806,824,842) 4 4— 4471- 444 
444 4441, *1^ 45]4(850)^r *1^ 45]*}4141 444 445J44 
444. 

[59] 44^-SB414 4514(800)41 4141 4444. 
[60] —44(802)\r 5L 14 4°1 412.5] 4^4 44741 4^°]B4144 

^4444 44(804)5. 4444. ̂ 44(804)^ ^44(802)^44 
4444B4144 44SH 4^4 44 35 44 ^4 444*11-
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444^ ZL ^4-# ^344(806)5. 4444. ̂ 44(804)^ H^l-44 
S444 4s] 2H ^, 7^4 2H ^4^4 44 i 2-S] ^ 31 *1 ̂ 4 4 
5)1 o] ̂  4 o] -&ofl tfl ^ ̂ 7l (wirte) 4 £# 44 $ ̂  4 §14. 44 
^344(806)4 ^44(804)^1 44 2H 4<^ ^4 ^4^, 
^3444 f^M 

[61] 44°-S H314^ ^^^(830)^1 44 4444. 
[62] H314^ 444(832)^- 4^4 PTIS44 r-)] o] ^ 4444. 

H31 4 ̂  44 4(834)^r 4444 5)) ^ o] u) ^ 7].:g.^ ^ o] ̂  
444(836)S ii44. o)]!- ^ ̂314^ 444(834)^ H314^ 444# 
^ -A]^ 4444 4^ 44 ^44 ̂ # 4444. 

[63] H314^ 444(836)4 H314^ 444(834)^44 4444 ̂ JS.# 
4444 ?)^3H^ ̂ 4 JL^B 4^4 #Eflofl 
45} 44 44 444(840) ^r 44 ̂ 344(842)4711 44 44# 4444. 

[64] 4# 44, H314^ 444(836)4 H31 4^ 444(832)4 44 444 44 
£7} 4~44 4^4 4 444 2-^44 ^3^ ̂ ^7]4 4^44 44^4. 
2.H. 4^4 H3l4^ 44 FSM(838)°] SL5L ^5](810)^4 B] 4444 
H3l4^ 444(836)4 7)1^1: ^ §14-. H314^ 444(836)4 44 £H5} 
44 §14 44i i^r 44 2.H45L 44&4 4^4 §144, 4# 44 44 
44 Si 3:7] ^4 4-4^ 4 ̂ 4 Si 7HV 2H °S 4 °)1 Ml 4 4^ 4 £• 

ti] 1^44. ZL5] J1 H31 4^ 4 44(836)4 4^4 7^4 2H 4 4 0)1 §1^ 
44 4444 44 44 444(840)5. 444^, ZL S]o)l^ <£53- ^^Jf(842)S 
4444. 

[65] H314^ 44 FSM(838)4 *13. 444^44 2.H. 44 44 4ii# 
4444, 44 44 444(840)4 444 ^^^-(842)^ 
^^^4.^31^^^^(836)^-^^0151^101^0)1 X-H>£]O| oi^B^s.^oi 
4^"^ ̂ -^^4^31^^^4^(834)0)1^ 
B^1-4S1 ^^H14 £«| Blil-4 2L5L9 ^5l4^r 4£# ̂ #44. 
JL31 °1^ ^^(836)^r -f ̂ 1 4£# 444^r ̂ r±Wr ^44^, 44 
^44(842)# ^f-sfl 444 4^44. 

[66] 444^-S iL5i 4214(810)°)! tfl^fl 4444. 
[67] iL5L 4^14(810)4 4 ̂ si 4711 431# 444^1 ̂ 4^1 

4 —^°1 4S£# ̂ Sl^ £S£ff ^442 §14. 7} ^44(822)^r 
H3H^ 4S14(830)# ̂  Blil-4 44°1 ̂ ^14, ̂ l^1 314^^1(814)71-
^1#4444 §l£4- 9$ si 7l# ^til 44. i2-s] ^^4(826)4 
4^°l £-3- 314^^1-^11 iiji4 °14B 444 ̂ 4(il- 4^, ATBRS] 
4^ ^14)47] 4—^4 i4 issll- issl ̂ ^4(828)# 
44 i-144. M. 4s] FSM(820)4 4^ 2--t44 TIH4JI 7}4 ̂ LJL 
414 4 4 44 444 *3 4 7} 3#4 4 44 ̂ 344(824)# 44 444 
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^444-
[68] *12 444(810)4 £ 14 44 31*1^^4 S44 4 44. 7}°J 

31*1^(814)4 24^71 4^4 7-144J124 H7l 4^44^1444. i# 
4^,4 ̂  31*1 ̂ 4 (814)4 4 ̂ 444 4 4 4 # 4 444 4 42, 7] 7} 
4471-44*1 44# 4444 44 42# S444- *12 44 FSM(820)°] 

4^4 7] A>-g-o] 71-442# ^4 42# 4444, 44 
31*1^(814)4 44 7} ^44(822)^44 AflS^ 4#4444 4 iH^l 
41- 7] 444. oj -g- 7]-44 7] 7} 4 ̂  ofl o] J)] z] £] 4, 7] 4 
31 *1 —B] (814)4 7]7l- o]-g- •i:7>^^-i: 444 7l 444 ̂  rr # 
44(clear)44. Ack 31*1^(816)4 44(ack)4 4444 Jl4 44 $ fHo)l 
4711444 *114 44, 714 31*1^(814)4 7] 4 444T11 4444. i2 
31*1^4(818)4 444 44 4^2 444*1 &°-4,^4 4^4 4°-4 4# 
ii2 44 FSM(820)^-2. 4444. 

[69] °ll# 44, ATBR 44 ii2# 44471 444,^2 444(810)4 
HlSl-44 444 4444. H314^ 444(830)7]-PTIS44 B^l-4 
Al 44 ̂ Jl4 o_4, JS.2 44 FSM(820)4 7} 7} 44 71-442# 7] 4 
31 *l^Bl(814)1- 4442, 7} ^44(822)^44 71# 444 4 S.5L 
31 *1^B](818)# 44 4444 ii2# 71444. 44H S.3L7} 4# 4444 
4444,^2 44 FSM(820)4 4125] 444(826)71-444 3144 
4 442# 4 o| ̂ JL, 71-4 2H °S 4 Si 31 o] M- ^ ̂1 i7> 444 4 4°ll Ack 
31 *1^B1 (816)1- 44 44 41441- 7^44. 

[70] I9r^ 44 °fl 44 4231 4 7l 44 714 2H 44 44 44 44 si 4 
44 i si JL#4 244 2444. 

[71] 2 9# 4^44, 44 44 444 4^44 4^444,22 44, 
ATBR 4^1 44, PTI 7)H ^ 444 714S1 22 4444 44# 4442, 
444^2 4##4H41-4011 Ml 4 471 44^-2. tfl4144(S900). 

[72] 44 44 444 4^44 PTI# 44 444 4^# S444 444 
4444,444 444 4444 44 471 44*1 *r± 44 4^# 
4444(S910). 44 444 44 44 444 4^44 22 44 44 
4444 H4444 44 22 44 44 i2444(S920). 22 44 44 
^244 4414 4 44 si 4 ̂  £ 3 ^ £ 7on 24 £] 6] oirf. a4 44 44 
444 4125] 4^4 44741 4^4 B3144 ̂ 4444 44 22 444 
44 444 —7l 4 ̂  ̂ -4 4#44(S930). 

[73] 44 44 444 PTI# 44 444 4^14 444°i 444 44 471 44*1 
4^4 Biil-44 44 ii244 22 44 44 4ii# °144&l, 44471-
7>4 22 4 4^4-] HS44 44 44 22s #*11 444^1 22# 
4^44 44 44 44 44(S940). a4 44 44 444 ATBR ^r± 
44°14T1H 4^1 ^14B7l- 4^44 1-44 44 44°14Bsl 4^ 
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§14(S940). 
[74] -& ^ ^ iff £] 5. ^ 4 §l^r 7l J=-nH 41 °fl ^ ̂  7} ^ §1^ 

3-ZLS-*] ^*Rr 3M ^^7> g-14 §1^ 7] J=-nfl4l^r 
X\ ^ ofl o] ̂ 6) H ^ ̂  ̂  SX^r Ml o] El 71- ^ ̂  if 3.^ 7} J^l # 

^ Trtf 7} g-l 4 §1^ 7] 41 Si i S^r H Ml S\ ROM, RAM, 
CD-ROM, 7}7l MHH, #SSliM^H, #MME1 -^-oj JE^ 
^^7> g-14 §Kr 7l^-nfl4l^r MlB^lHS <3^ ^ir^l *l^°fl 
^A>£] 6\ ^A>yo>Al o_S ^ ̂  71- H §Kr 3H7} ̂  ̂  JI € ^r £14. 

[75] °1*1W*1 M14°1 o_S#^iL§14 
^ o) 4^}^ 7} £ *\ 4 *14 7}*1 7}^ £ ̂  o] iL ^ d\ 

^O\]A\ 9J0144 ^ i£f§£ ^MlS^?i€^ §144 
°1 ̂  ̂  nr §14 ?A °] 4. ZLfr| E.S. 711 ^1 ̂  €^1 i ̂ ̂  3 ^ °1 °W 4 
^^91 ̂ °1H fh}. °}^$r 

444 §1°.^, MH §1^2-^4°l^^ 
%°-3- ^^£1^6]:^- ^Olr]-. 
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3^41 
[^T^l] JiS Alibis) H3.n=» SSIMi <yElil]0]i(PTI)S.JfEl ^Ej-ol 

^>7] 5)-^H ^7] 
^*1 ̂p^l- H3H^ ̂ n3-; 

o] 2H #^-ir ir 41°!^ 
31 *1 ̂  (ATBR) ^, 2.H. W ££^ PTI *fl ^ 31 *1 — B| i£ ̂  # 
S^Bf tfl^H 
^^SLS. ojifflE ^^1 4>7l 
^ olHflHl- S.JL^ S.JL ^SlY; ^ 
Wl^S] B3H# 412-51 $] #e|^ 2H °J<^41 lflt^7l 
A15L# 3#*Hf B3H ^SlY;# a^Br ̂  ̂SLS. ̂  

7lti>S] ?1^3H ^ ̂*1 ̂ 1. 
[^ ̂  2] *11 1 %H1 9X°]*\, ̂ 7} B31 °1 ̂  ̂ 51 Jf if, 

£L5L ^ 4H olHflBl- 7l^S ̂ -7] ^ ̂7] ^4 
^±S\- 5LH7> ^4^*1 ^ <*}«- = BJ-4^>if 

7]#$\ 4^ 2H ^73 BJ-4 ^4. 
[^^J-3] 41 l^-ofl $X*\*\, 

^7} B3H^ ̂ SlY^r ̂ 7] PTlS^fBl X\ 3>4 ̂ ^51, 
-$7] S.JL ^21^-if <$7} JE.31 °1^ X\ 3>4 

71# ^7l JL^JEL O_S 41^1-Jl, ̂ 7] 
f]$\- 5LH ££^ 41 °}^ 

3l*l^Bl(ATBR) ̂  n^l^Br ̂  ̂G-S. 
7]#$] 4^ 2H #<$ ^73 BJ-4 ^4. 

-tf 7l JL3I ^ Y-7l °J 31 *1 ̂ , IL3I 31 *1 ̂  ̂ Ack 31 *1 ̂  # 
&^5L, 

^7} $L3L ^sl^-if ̂ -7] JE.31 °1^ ^51^-41 431-4 
71# ^7l 7l°J 31*1 ̂ 41 4^4-Jl, JL^JL 

X\ ̂  o] #7j 7] °J 31 *1 ̂ B\ 1- ^ tij o] o_ig ^7] 7] °J 31 *1 ̂ B\ # 
e|^l -5}3L, ^7} Aj-7] 

41 °1^ 31*1 ̂ £l(ATBR) ̂  ̂^-1- 7l^-^>^ ̂ >7l 5L51 
3l*l^Bll- ^ 6] SLH W 
^>H3H 7lti>Sl 4 ̂ 2H ̂  ^"*1 ^1. 

[^ ̂  5] Til 1 «J-oH $X°]*\, ̂ "71 BHfl•^ ^21Y^f, 
wl^S] M2H^, ATBRSl 411 3MM1°1*1 
Bfl O] -a i£if PTI41 tfl ̂  ̂  #X\ ̂ >if 4 4 ̂ 1 O.S 4^31 ̂  
7im 4V| 5iH A1-OJ ^2j BJ-4 ^>4. 
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[^U-6] BMH^ ^ElMH^PTI^^fBl ^Ef<y 
^r^}51, #71 ^ ̂7] 

^3*1 ̂ r^l- 4 Ml; 
5^ 2] 2H -f^-ir ir Ml°|^ 

Ml *1 ̂  (ATBR) ^, 5LH W £E^ PTI Ml <M Ml *1 ̂ B\ f]% #• 

^^SLS. Ml Ml ^ ̂Ml Ml *\, 4M ^7] 
O o ;fl o] 1311 HI- 4 Ml; ^ 
Wl—S] HMH-i: M12-51S] 2E °J^M1 Ml^^7} 
Al£# ^#^Bf 4 Ml;# S^Bf ̂  7]^$\ 
7^ 2H ^ BJ-^1 ^ 

[^ 7] Ml 6%H1 £M *1, 
^"71 ^LJL^^r ^ltel- 7l^S ̂ -7] ^ &7] ^*1 ̂±2}-
5LH7> ^4^*1 ^ <M ^flr ^*14^ 4 Ml;# ^1 
-I7lti>S] ̂  2H Al-ol ^ B]-^ 

[^^J-8] Ml6lMl£M*l, 
PTIS^-Bl 7]3]-4 4 Ml; 

71# ^7l JL^JEL O_S Ml^Br 4 Ml; 
^7] o_^JfBl 7l<q- o]CE 
^Ml;# Cl S^Br ̂  7]^$\ ^ 2H >$<$ 
^ BJ-^1 

[^ 9] Ml 6U- Ml *1 Ml 8^" ir <M £ Q 1H 7} *11 ̂  yc>^ # n^<§ 471 £| 4 
7]JL^ ^^fBlS H-ir^r §l^r 7lJ=-nflMl. 


