WO 2004/ 114190 PCT/ US2004/019198 1 This application
is a continuation-in-part of and clains priority from
woR2®4/1Provi si onal Patent Application Serial NeCT/US2004/019198
60/ 478,363 filed on June 161 2003 for a METHOD AND
SYSTEM FOR CREATI NG AND OPERATI NG BI OVETRI CALLY
ENABLED MULTI - PURPOSE CREDENTI AL MANAGEMENT, DEVI CES.
5 BACKGROUND OF THE | NVENTI ON The present invention
relates to a nethod and system aused to integrate and
control multiple secure credentialing approaches
i ncl udi ng magnetic stripes, bar codes, contact and
contactl ess SmardCard chi ps, Short Message Systens
(SM5), d obal Positioning Systens (GPS), vicinity
type Radi o Frequency ldentification Devices (RFID),
and prewd fPplidhtiby B8 cdi¥iniditbfin-pant 02 ak@ETBAS bsiority from U.S. Provisional
sel f-powered, bionetrically-protected devices.
SOMMARN Bt bhTES cHNNEIN O/, Fdaefiled b ThneOT6, 200X sl BIESHOD AND
a Digital ldentification Verification Authentication -
Paiysoprl FORI eREATING AINDNO BXERA TIR G BIOVE TRUICALRY B BIED MULTI-
enrol | ment system 14 that al so enabl es i nstant
| GORPORE CREDENTRAIUMUWBIAIGEMEN T DBVIIES he devi ce hol der
and their credentials for selected 15 applications.
5 The DI VA-PID 12 mAGKEGROUNDODPEHEINIENIIONet ri ¢ data
of the user by utilizing a one-to-few match to
r el easEhetphser divelginh latas keméthad ant ststemotusedieintegrate and control
fingerprint image. The rel eased credential enables
muultiplepacuposeleatmbihg apatopdnsinclidisg inganetivt stipes, ibsr cgdescboniact and
capture the results of personal background checks with
approgess SmerdGerd wipd, SharsMessege Syitdms (EME), GlebahRositipring Bystems
the status of an individual, transformthis data into
afGRAcyigiptydrpe Radiodiraauerey Korigication Revisepd RFIAY and progygty dype
this credential onto the device and subsequently
10 v &F{Ip.jnte peannaeteselipgwerpd biogestrictlly-preteqtsd deHeesuser can

energi ze the device 12 by a fingerprint driven

bi ometric system §9¥ﬂﬂéﬁ¥4ﬂ¥ﬁﬂﬁ&§£ﬁﬂﬁﬂﬂ%vice i ncl ude

vi sual _and el ectronjc personal identificatjon for, .
accesslbedyygitog 10 consists s gyl ddeniiticepiprofitioptipy uthgntigation -
menber shi p, prograns, enpl oyee identification, 5
pAesghgentifipatian Dyige BIVARI 3 ﬁg‘gana‘?i‘EPHQ’GVéﬁﬁ% Kt (it also enables
identificatioon credentials. WD 2004/114190 ,

T RUSB R ARG S 5ot I AP Ve ol A o8 Ferdsatoha e sged

15 ! %pp ilgz?tltong. Iﬂws Df\PA\{ﬁ%t f2%?otg:ltsl t él\gersc(:nrla? ggg}etlri% ldflitg gf tgep lrlsgll' qul“:f‘iﬂging a

one-to-few match to release the holder's credential but not the fingerprint image.

The released credential enables multi-purpose applications. The invention is used to
capture the results of personal background checks with appropriate authorities to verify and
authenticate the status of an individual, transform this data into an encrypted, secure personal

20  credential, transfer this credential onto the device and subsequently verify the user to the
device.

Only the user can energize the device 12 by a fingerprint driven biometric system.
Applications of the device include visual and electronic personal identification for access
control, financial transactions, loyalty or membership programs, employee identification,

25  passport, VISA, driver’s license and government identification credentials.
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i nformati on through uni que rocesses and equi pnent. 5
Anot her obj ect and advantage of the present invention
is that this invention protects individual civil
liberties while enabling the positive identification
of the owner to the credential managenent device

wi t hout the use of external power, human, or

el ectronic detection neans. Another object and

advant age of the present invention is that the
credential 10 managenent device is visually

uni dentifiable, inaccessible, and unusabl e except when

energ i&ﬁrﬁxcﬁ%}é JbR8 BN hntaPROE Blis RRINGET 21RRS B RIEh A BRoliment

of the present” invention is that the invention creates

AauthBRkiE0 fevi @ bwhdr Yhd ot o SR MipBicatiBhd t¥ 8t@iishAHnd déHnt bédt@Ndver
access and transacti on account control that can

| it 8486 lanMrdnBrePdT cRESAAILA® Mcesd Eorft8 PhRYeMion through unique processes
infrastructures or new i nfrastructures including 15

astdeampaehtt el | er machi nes (ATMs), point-of-sale (POS)
termnals, SmartCard contact and contactl ess

t er m nalboter dbpdi MAd hdvatikRE the PRk Mednsion | far this imssiag erotects
services (SM5), G obal Positioning Systens (GPS)
NagRELal Giv libérie whilaeieblng tRaebsitioy idenifieation afthesvener to the

Anot her obj ect and advantage of the present invention

i Gredeltid] niahegetnydevitk Brithowt értubeodf extemal poweniamahac elastedic

and integrated into small, self-powered formfactors
sdwdetiasmemedi t 20 cards, key fobs, pagers, or other
simlar sized devices. Another object and advantage of

t he priestetobjecteadtdventagesf thh atesenhiavintiorei thabthe ¢redeptiayh| y
secure since the bionmetric enabling switch can be
amtragereatidanice ks vsagllyomislentifiable, inroebssible, endunuenyle egepifehiong
multiple fingers in a pattern. In addition, the

r efergizeé bpthe ovradent i al s is encrypted. Anot her obj ect

and advantage of the present invention is that the

i nventinethetrhisctand adyanipgedite pepant BEten ¥ ghahihe Hydtiohgeates
uses pressure sensitive printed materials to create

t metheypoppyoviding seee PR, b Bism 1y gnd tpnpeion apqopniagptgel that
functionality in vol unes. The printed materi al

af R GHPTRB iR P’éﬁ@?%ﬁ%’? C{]f deplqsef IREBTTPIPS SRV RS EF g eteime
CaRaRlLL, SOTELELGTL, WA oL SHES 09,1 20 Sandande,
Ol Eesnd 20y A998, Of LGB! SR8 Mesdabb SRceOBMs}, il
Positioning Systems (GPS), magnetic stripe readers, and bar code scanners.

Another object and advantage of the present invention is that the DIVA-PID invention
can be manufactured and integrated into small, self-powered form factors such as credit
cards, key fobs, pagers, or other similar sized devices.

Another object and advantage of the present invention is that the invention is highly
secure since the biometric enabling switch can be activated with various “pass codes” created
by using multiple fingers in a pattern. In addition, the release of credentials is encrypted.

Another object and advantage of the present invention is that the invention has a

unique manufacturing method that uses pressure sensitive printed materials to create the
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connected to a personal computer can interact with
anot her infrastructure, such as using this new account
information during a transaction with an ATM or POS
term nal through the nagnetic stripe emulation.

Anot her princi pal object and advantage of the present
invention is that the invention 10 integrates

numer ous credential, access control, and credentia
transfer techniques into a single device enabled and
protected by a fingerprint system Another object and
advant age of the present invention is that the

I ﬁwmpm Boré ﬂﬁl&%ﬁwﬁ highlvBMind. €rngpAStSd SMBEd AbE for flexibility,
materials into the device layers to provide dielectric

| Smbiatity O Qfrastrduirs bphbili@ ¥6HsBteRi Ve tH(R BREABMISO kandRi| BbR ming
the 1SO 7816 standard to be net for thickness and 15

f ket BkdsiahysimRAbhek. obj ect and advant age of the

present invention is that the device can conbine the

f i ngerpiothet obiicOaNe bilvafitapdl Jf fhe PreSQE RREDOY isHha e inftios M¥s for

as voice recognition to enhance the security of the

demipedapfinoippRdatio’] Bfférmatieh fathianrtaafe; with cnbRifipsteseda]f such as

invention is that this invention uses 20 Tenpest

s hévehodbungert dentilsobenitied vin a $inanCird eddea camsgeditoa pdreaslrcomper

systens and data through renote electronic

e eangsichnd pyith AgptheAimb ftartuepjuetcds vaingl thisceant@ge idbmiahien during a

present invention is that this invention enbodies

degwsction withiant ST or POSteaminal drougb teymageatie ssipe emditoeer i ng

that woul d penetrate the internal security of the

i nventAnotherymigcipal objdettand adyvydt420 0fithd ardse@iOnvention is that the invention

PCT/ US2004/ 019198 4 Anot her object and advant age of

t Inéegpates gemaros axedentinloreciss cankral; andieredentialteansfprgerhpiness indes single

for inter-circuit comunication that is internally

efirviop prabled pesl setedieddyatfmepping astemof  appl i cati ons and

data. Anot her object and advantage of the present

i nventingties cbjeptiad advantageiof (e Ricpahingrations dat the RyeHan iiegrates

behaV|or t hrough on-hboard appl.ications, that either

afleitle glprs sqbéwematmalwfg S1dev ey rs th e éﬁle?%ﬁ?laﬂon of

cantj nui ng use. Anoth obj ect__and advant age _of

pf]@g’é HerF SYGRIP R fo SEFhlR the FSOT ST A veaIanonst &xéhlilﬁess and
ﬁ er to instantiate nultiple types of encryption

t &n be used in any conbination to

Another object and advantage of the present invention is that the device can combine
the fingerprint biometric with a secondary biometric such as voice recognition to enhance the
security of the device. |

Another object and advantage of the present invention is that this invention uses
Tempest shielding to prevent unauthorized access to electronic systems and data through
remote electronic eavesdropping.

Another object and advantage of the present invention is that this invention embodies
decoy circuits to prevent or delay reverse engineering that would penetrate the internal

security of the invention and its data.
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secure applications and data internally and
externally. 10 Anot her object and advantage of the

w@e@gant1od nvention is that this invention all oR&T/{/82004/019198

each transm ssion of data t9 be uni quely encrypted
limting the effectiveness of eavesdropping on the
comruni cation of data and the replication of
transmtted data. BRI EF DESCRI PTI ON OF THE DRAW NGS
FIG 1 is a schematic of the enroll nent systemof the
present invention. 15 FIG 2a is a top plan view of a
first enbodi nent of the device of the present
invention having a formfactor simlar to a credit
card. FIG 2b is a bottomplan view of a first
enbodi nent of the device of the present invention
havi ngnothef s4jért il @Intagd GFithedprest® ifrer@io 6 that €@ ifvenfidn(provides
is a plan view of a second enbodinment of the present
ifsr\i@ertcirowit doamiunigation tiQE Midtaedle endypBd tasectio tha pliexy bob.
20 FIG 3 is a schematic of various elenents of the
dpplicgtienofndtdlxe. present invention. FIG 4 is a schematic
of a second enbodi nent of the present invention having
a f orsnotifendij®t angliafvahiage dfthegrdsent irffverision ksltkeBthisGavebionaletects
perspective views of a third enbodi nent of the present
iampeitnus babavidrdhiowgh oa-bbod aprflieationy thadieitiel alert the issuep arhisable W
2004/ 114190 PCT/ US2004/019198 5 FIG 6 is an expl oded
perdioefoinventinkisgusft the | ayers of the device of the
present invention. FIG 7 is a flowhart of the
devi cnother didchandtadyeptegrod theforasend inyensior istthat Aisdmitenidan. allows the
FIG 8 is a flowhart of the device activation nmethod
éspuer tpanstanbiaiepmultiple et ¢fercryptign fptcan be ysed dn 4oy govabimgtion tof
the security control nmethod of the present invention.
BETAPRIC e dteafnelly mskextesiely f act ors for the
DIVA-PID 12 cone in three general configurations,
cr edi4notherabipet g advepigrnt the fregeny inpgpion jsjthat %r%?cmonaH%WSafor
| i ke format. Nunmerous varj ations of these

E*Hﬁ FrRRsER SR ohfatade be yniuely grogypteplimiting tha 9 f?@wsneé% %tion 14
IS eri es of |nte rate devi es .see fj ), and
S imarne oh4e i ot B i crgtinauctand!
configuration Dl VA- PI D
12 ang t he enmé Lpgﬁ ;ﬁu_ﬁiﬂ?. oﬁ@ge el enment s

g; S: gﬁqx Clrlgg sec ema 1c o?gle enrgﬁmen gylst%r%tolf 81@ pr%ge(let ngrr]l 9ne rent

FIG. 2a is a top plan view of a first embodiment of the device of the present invention
having a form factor similar to a credit card.

FIG. 2b is a bottom plan view of a first embodiment of the device of the present
invention having a form factor similar to a credit card. FIG. 4 is a plan view of a second
embodiment of the present invention having a form factor similar to a key fob.

FIG. 3 is a schematic of various elements of the device of the present invention.

FIG. 4 is a schematic of a second embodiment of the present invention having a form
factor similar to a key fob.

FIGS. 5a-5¢ are perspective views of a third embodiment of the present invention

having a form factor similar to a pager.
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are three functions to Enroll nent and Credentialing
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Control Equi pmrent 16 Conmmumi cations Process (not
shown) DI VA-PID Enrollnment Station The station 14 is
used to create and manage personnel access. It

consi sts of bionetric 20 device interface nodules to
capture data, networked stations integrating the
device with the Security Integration Engine, and a
networked station to create and control personne
enrol | ment and aut hori zation records. Specifically,
the DIVA-PID Enrol Il nent Stationl4 is used to: Create
aut hori zed personnel records. 25 Capture fingerprint
recorgg;, 6 isfan @)gﬁécfe@gerﬂ{ect% PR e the MY ert BABE daicB Bf tROprkMY) -
Run background checks with appropriate authorities to
Vigfehfign. st atus of personnel (if desired or mandated by
underlying policy). ProgramD VA-PID 12 access

devi CE®. 7 140 fR0QKbirtlot tht A8yiRGhoUD2A AebiHad 911BS8pre @niG@htion.
aut hori zati ons based upon the unique profile of the
hol deFIG. Pisiaflowaliugh oF €6 d&GeeRbitAtit mxtiod of eh¢ipfoest mmehtipssue
each device to an Authenticated individual. Security
Cont r FIIG. Eiyuiflonelnit ob thE keuBiSorkf] msthaise thetpteser inivemion.t he
status of an access control application and rmake
necessary i ntervenDEIAMLEDSPESOICATIONN al so be used
to nodify the general security protocols being used
by t hBhesfyst otprs dor thefﬂél\@pblﬁ 12 comp riothee gbrera ednfiguratimsl ayyedit

AR R AL o 08 P U6 R0 DR e o s
tchrefigotiens ete passide. Tl.LeOenmlmen@tatlmhbl iah eqries eftintegraieddevicere(see fig
thﬁf%&ar&%aﬁg%ﬁ r@%& Mﬁmhe&)&ﬁtc%ua{m YA EGHon. The

tries In ar ea ni cati ons Process
DIVA-PID 12 and the enrollment station l4comprise the elements of the credentialing

authentication and management system.

The Enrollment and Credentialing Control Center

There are three functions to Enrollment and Credentialing Control:
DIVA-PID Enrollment Station 14

Security Control Equipment 16

Communications Process (not shown)

DIVA-PID Enrollment Station

The station 14 is used to create and manage personnel access. It consists of biometric
device interface modules to capture data, networked stations integrating the device with the
Security Integration Engine, and a networked station to create and control personnel

enrollment and authorization records.
Specifically, the DIVA-PID Enrollment Station14 is used to:
Create authorized personnel records.
Capture fingerprint records (if desired or mandated by underlying policy).

Run background checks with appropriate authorities to verify status of
personnel (if desired or mandated by underlying policy).

Program DIVA-PID 12 access devices.
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The communi cati ons net hodol ogy i ntegrates conpatible
wirel ess and non-wirel ess devices and enabl es access

we@omwtnod19e o aut hori zed devi ces only. The comuPCT/HS10041619198

process 15 consists of a networked station that

I ntegrates secure wireless and non-w rel ess voi ce
communi cati on devices. Specifically, the

comuni cations process is used to: Mnage

conmuni cations with security personnel fromthe
security office, including the transm ssion of
security protocols and changes to alert status. 20
Control and/or limt access to the conmunications
network. Update, add, or renove credentia

i nformati on. Typical Enroll nent Process (Fig 8)

DI VA-PI D 12,40 L 38Ut Bt ba 'u'péfoéh@G'm&l{é pﬁﬁ‘ﬁ 'tﬂﬁﬁﬁl efenters

for personalization to t user, ave al
the appr omﬁhtaaﬁ GRARS DI\V&JPﬁﬁlslz aBgees rﬁd elrague adash alddied to an
(see figure 25 Prior to issuing a DIVA-PID 12,

t he eﬁwivmﬁ@ﬂﬂmEW¢Pker will follow the established
policy for card_issuance. A policy will typically
|nvoI%¥J§1§§@¥€§$ﬁﬂ%1€heck and a verification of

dent d/
of 11 ol iR ain PEGRR Dol e Ebtes Dol BrliasfE M pese
\negebshayi mgpritehtins.t e 3@P16 cantalshds ixedno paslify ithegyperal security
:5’903&51 s bLifidhi Ry 1;;%e EyQte ré%‘ﬁ%es?écﬂ% p[rotg%%l%%?zﬁg G&g Iﬂg geﬁseofré? €

yi'n i CY, e use enro

fi ngeg c1ﬁ£all (RO mtaﬁmsmo%w 114190
PCT/U§EOO4/ 119198 7 of digits. The ability to enrol

mul tipl e digk ths 1eRAA ST futRtizdiPeRodnbiRRofhButi thtotird] dh.
can be enrolled to a single card. The DI VA-PID 12 can

be set u p MoRit@Cthé \afettestittre bf iHe PDEA-PIDV @D yand i teheltthef loestion of

any one S now stored in nmenory or a
cg?ntrbeis 8’1 t VY

conbﬁwgp‘gﬁe PR g8 pecific order to act as

addi thonal . secunit A certain pattern of fingers
coul Je—assrgnEﬁL¥o overtly 5 indicate that a user
was Uﬂféecrom%ﬁl@aﬁnmgeﬂo@sﬁ%mgr@@st o%ahb@@?elgﬂ%nd non-wireless

enrol I nent process Is co e enrol
vices pad gpables agreshprintel thputhaizeddqvises enlyrdan sompuniqaiens process

%Hsﬁtstctfea %@Mfﬂeﬁ%ﬁﬁo@ftﬁa{ GRegtAR &P vhireREs biT GAH- erélesé voice
user. policy allowed, the DIVA-PID 12 coul d be

§%Wnﬁﬁmﬂﬁ“§WW6M/the addition or renoval of credentials
At, the time of enrollnment: 10

thro
DI VA- F#Tgy’%fog‘ﬁ‘ﬁleoﬁsrﬁ?ﬂ?ﬁtl? ‘&?ﬁ&&’nd digitally secure
transfer HPC hani %[31:@1/ gecgn& I;I'e%sgﬁx?a? (gﬁ%%t %xg esgajcufri%/r office,

Plalmumca
every secure ca
including the transmission of security protocols and changes to alert status.

Control and/or limit access to the communications network.
Update, add, or remove credential information.

Typical Enrollment Process (Fig. 8)

DIVA-PID 12 blanks are delivered to enrollment centers for personalization to the
end user, and to have all the appropriate codes, tokens, and credentials added (see figure 8).
Prior to issuing a DIVA-PID 12, the enrollment officer will follow the established policy for
card issuance. A policy will typically involve a background check and a verification of
credentials and/or access privileges. The enrollment officer and the policy mechanisms are
responsible for verifying that the applicant has been positively identified prior to proceeding.

Depending upon the underlying policy, the user will enroll a single finger, or a combination



credit card protection. Each DI VA-PID 12 has the
ability to store nultiple credentials, such as a
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card, health care card, etcl 15 Unl ess authenti cat ed,
the DIVA-PID 12 renmains in the "deep sleep" default
node, but can be "seen' 'once the DIVA-PID 12 is
within the read range of the RFID network. This is
due to DIVA-PID 12's on-board RFID being in the

sem -active RFID node while the card is in deep
sleep. Only when the DIVA-PID 12 is turned on by an
aut henti cated hol der can the card functions be
activated. 20 Enroll nment Center Equi pnent Description
Enrol Il ment Center Digital Canera A di gital canera 18

' of &Qi%n ?ﬁi?cqht& P Etﬂ'@l E‘ﬂﬁgie @Qtr?]egﬁsaﬁ%xtc 01rI it a[}ce {ndﬁrgiual can be

capture t owner SAS
eArelled e A tsinglefdarde r The DIVRRID 5l (@aﬁae isgt Ypole agtiiaty whsn rltpm@vely

i ﬁeﬁhff’ bRk O D8 ks et storeddh %ﬁloﬂy@r G QBRbifatioR of digits in a specific
Enrol Il ment Center Printer A card printer 20 is used to

pPFFtio pelp pdflitionRl seeEtYi £ qeBYR PRIFOS rtRerT® Foulst beapspmst & ‘I°D°~fﬂy

| fnddite thaC is¥Evaa st ditess ARdn @iheRichi@d. Was not sel ect ed.

A typical IDcard printer is a Fargo CardJet 410

Phot 0 Onde S}eSérﬁﬂhneEj’WrﬁdebsﬁE rdomgletet ake Eﬂdﬁlﬁﬁdnﬂ&i’dlut&t iatdisabled by

g\q%ct% gglgrlm%%_ndélg%ﬁf él%yebjs /eg 03 fice Ocra%%f:nrolll']%e Fnr? l1 B USeL.. tIf tae policy

adb%@, teooRIVPID Sbédtﬂxhlveaef wotm aBatv aleyad@oiot potegioval of credentials
% @Xﬁﬁﬁy¥$9%u Igféu sfem captures t he persona

cre ral—in B

ormation %ransferred fromthe background

check SiehanBee caflhofl 885t b BAAY B OblePrddiiioms

secure cre at abase.

pi Ct UFge IDFVAIABGH Q:gn 8e ﬁée@ Ghet QRiyCRbdrY o4:@ nEé?lefro?ﬁ Q&84 control to
credential to conplete the data portion of

eﬁ?fb‘lqa’f?@ﬁ?te“ﬁ%cess The personal conputer |s

Comp Fath D EhRhT 85 B e B o RBE eridls YokA adrivers

alidoade| pa&pﬁﬁ,l‘bﬁiﬂdjﬁgﬁ%eﬁ@ OfddiOtard; fekilth adre bdrd, etcENr ol | nent
Center RFID Reader The RFID reader 22 is a 802.15.4
trans @alcvmuthdaichte@ thelTAV AeRIDd @ rgndinsén the Edemsleepdflefault nidde, but

D a}{%e E I”IO%CJ e & Pf[91231(s) g\(lé’l]%%e %X@%n%ecﬁ %{é%:‘?ﬁ 0ok, This is

StTUCET ons or e specific frequen
due to DIVA-PID 12’s on-board RFID being in the semi-active RFID mode while the card is
in deep sleep. Only when the DIVA-PID 12 is turned on by an authenticated holder can the

card functions be activated.

Enrollment Center Equipment Description

Enrollment Center Digital Camera

A digital camera 18 is connected to the Enrollment Station computer to capture the
owner’s photograph, which is taken by the enrollment officer. A typical camera for this

purpose is a Polaroid model SX-2, photo ID camera.
Enrollment Center Printer

A card printer 20 is used to print return address if lost information or a photo ID if an
active display configuration was not selected. A typical ID card printer is a Fargo CardJet 410
Photo Id System.

Enrollment Center Enrollment Station



selected. The reader will interface back to the
enrol | ment station conputer 14 to validate the
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30

aut henticates the DIVA-PID82. The reader is

equi val ent to the DI VAcard configuration except it
does not include the optional functions |ike the
LEDs, tone generator, LCD, Display, smart chip, or
magnetic stripe 15 enulator. The reader can interface
back to the enrollnent station over a wired or

W rel ess connection as desired in the application.
The reader is preferably conpatible with the Chipcon
CC2420DK Devel opnent Kit. Enroll nent Center Secure
Background Check Database A secure server 24 is used

t 0 St Gh&enrSIBRE RaticAN i§ ﬁkfeka%lﬂied p@%ﬂrc@hﬁﬁﬁeﬂ e CF”REéSQ Bontrol
on_ 20 enrolled users. | ai nt t abase

W CrR e aZlZ)O‘??P“%‘F \}%Qde’é?/st@a Lﬁoaaﬂéﬁt Sysm@ 9ptes rth pgrsonal
Uc&@iéntfa@ infbi@tiota thansFriedl Cod €he FdIRrO@IAVEHeck Fatifaf M BbMs the

atlble thaDe Power E TM7O es seryver
CRPBRR T b iufe SEumHY CHeHFo R A6, SGB ReCBE giched
Cd‘l@d&tﬁialllﬁl ko tht abrad) eredemtial & coddpleteSthel azedpctrcio:sdfoﬂieaemoﬂﬁlaﬁtthess
eve crede or,mat on_enr ol
o5 el S B e Bkt B, ot B e Comptinn
bdesiitepr fonshy coi@madiab@urcdsuelfaaibell SipnensionH 40Mér eaitAdnas e
wi th wi ndows 2000 server or equivalent is preferably

used Eorollnient Cautex REID Reddare. The server is preferably
conpatible with a Dell Power EdgeTM 700 series server.

Enr ol TheRFIDCsadee 22 B A/BR2APH tBnsriver BPicOrNdRicH thpresence of a
il i

ZRALED8 8] b p SRR RIS B0F B S SR Sl

algcted The edey will\gedge dackd the Grupimenisiovgopm ity to galidate the

QieM@e ﬂh@r $ ZreB¥RiaC aﬁce FtQJ BRIRHRES authdlicald ethbWAlpnsi%d The
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A secure server 24 is used to store, search, and retrieve background information on
enrolled users. A common SQL complaint database with windows 2000 server or equivalent
is preferably used for the data structure. The server is preferably compatible with a Dell

PowerEdge™ 700 series server.

Enrollment Center Secure Credential Storage

A secure credential storage server 26 is used to store, search, and retrieve credential
information on enrolled users from the enrollment station and the secure background
database. A common SQL complaint database with windows 2000 server or equivalent is
preferably used for the data structure. The server is preferably compatible with a Dell

PowerEdge™ 700 series server.
Enrollment Center DIVA-PID Blanks

DIVA-PID 12s, available in all three configurations are delivered to authorized

enrollment centers to be matched to users and activated.
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coupled with control circuitry (not shown),
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source 36. An al phanuneric 9 10 display 38 , tone
generator 40, and LEDs 42 are provided for interacting
wWth the user. A visual display area 44 with either an
active display or a printable area is provided with
mul ti pl e neans of securely interacting with the user
and with existing infrastructure, including: a
magnetic stripe enulator 45 for interacting with
magneti c stripe readers in ATMs or POS devices; a
smart card contact pad 46 in the 0.78mmthick
configuration; and an 15 enbedded antenna 48 for

i nter aevA Beb Y4 Thid1 RReLoPf el ectromagnetic devices,
|ncIud|ng contact-1less snmart card readers, SM5, GPS,

fre entlflcatlon devi ces RFI Ds) .
@ % ﬁgﬁﬁﬁégtgpg¥? F WB s also capable gf
i nt er a Phepogidt 2 fpntfat é%aela seyarally depigned todifies Sorpyfactor (see Figs.
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eIectronagnetlc devi ce terntnals such as “cont act -
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interaction with a USB port
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tier a non-rechar _
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bnexpiweed view bfxhé Byers tikingdip Sl caye fiatibis of thp IOV Rcaldf , see Figure 4.
interacting wi th bar code scanners such as standard

ﬁﬂ?gﬁ%b%99§n§g g the checkout | anes
Zf jfg P n% a ar code
he DIV ob 12, 1nc ude llowing components a biometric sensor 30

coupled with control circuitry (not shown) and memory 34, an on-board power source 36, a
means of interacting with the user, such as an alphanumeric display device 38, and various
means of securely interacting with existing infrastructure, such as through a magnetic stripe
emulator 45 for interacting with magnetic stripe readers in ATMs or POS devices, an antenna
48 for interacting with any of a number of electromagnetic device terminals, such as contact-

less smart card readers or other radio frequency devices.

In one variation a Universal Serial Bus (USB) plug 50 is included for interaction with

a USB port of a typical personal computer. The power source 36 includes a rechargeable



simlar to a Universal Product Code used on nost
consuner goods or of the type used to 5 identify a

weoestomrd s | oyalty or nenber account nunber, BC/OSHS4/019198

those used at a retail stone. |In this formfactor,
the magnetic stripe enmulator 45 does not work in
so-cal l ed capture mnmagnetic stripe readers of the type
found in ATMs and gas punps, but does work in nost

Swi pe-style POS termnals where the magnetic stripe is
swi ped through a slot that contains the nmagnetic
stripe read head. 10 (c) The Pager |ike configuration
(Figs. 3, ba, 5b, 5c) The DI VApager 12, 12c i ncl udes
the follow ng conponents: a bionetric sensor 30
coupled with control circuitry (not shown) and nenory
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interacting with any of a nunber of el ectromagnetic
devi c&n this dorii fadrSthe SeghbtiasripeemiiAtk 45 @S n&WREY in 6atalled capture

VBB Gle> e R b BT Sl R B NG ks ion, 1 FiRprtc in most
pivig-sde PO leudinels fvbere thenrhagnetictsiripe inkwibedaiidEd peottthay omains
%@h&ggggﬁggggﬁhwﬁonputer The power source 36 is a

stan phone rechargeabl e battery. In one
variation, the display 38 is capable of interacting

wi R EB?P%B@%@M?@“ (Eige 3, 25 g":l>t58)ndar d infrared bar
code Shabhevegadddl2stindiies the Heltdeang conpomestsod bjogwit lsensor 30

Lfrtl)l ler Sa}f’%gg& HLMCQ% &o@@ ag& %ﬁx W§J ﬂﬂ Lr%n—ﬁo%rdapower L squrce ; 36, a

u ct t’ consuner
oreaphef intyiaeting S@d theousprgl sush iof gn @lplmummspby B&)ylal 4 ynsucalr display

MRIOLT anRCLRME neRMBCLecyrSii Qx?et@uscmg hage :Hs%ﬁg n?f%aat?uc{u?et Adh as

Sstore. 25 In one variation
g}érﬁ%&haﬂ mengtishiipEpEulaoe 49 i iniereding zvyltbwg@tw styipe Tepgsrs in ATMs

| R POK aGhide)An Whtbrila B Br HSdcting Wit dHy Sf phu\%@@&%[ec&&ﬁa‘&eﬁc device
factor, the magnetic stripe enulator 45 flips out from

iefaing]scpych %5100%% lessunartsprd radas onpfer ioremyeneplerisss) ed
capture magnetic, stri ders of, the e found _in
ATV e A B ApE, U HRE oD Do LRE g drided for
RPSadtien Withad FSBARfteoftagpicd (eSBgd @bhguté! I'THREpokver So0tcBSd is a
t hrough.a sl ot fhat..c ai ns the netic ripe re
RGO Lot et E PR T PiYs YR e coriay A g gl of
206 40tibg 4118 GaRGCT¢ kiSRROY Ak A4 Bndafilinfrared bar code scanners used at the
checkout lanes of retail stores, by displaying a bar code similar to a Universal Product Code
used on most consumer goods or of the type used to identify a customer’s loyalty or member

account number, such as those used at a retail store.

In one variation (not shown), an audio tone generator and LEDs are included to assist

in the interaction with the user.

In this DIV Apager form factor, the magnetic stripe emulator 45 flips out from the side
of the case and does not work in so-called capture magnetic stripe readers of the type found
in ATMs and gas pumps, but does work in most swipe-style POS terminals where the

magnetic stripe is swiped through a slot that contains the magnetic stripe read head.

The DIVA-PID Manufacturing Approach (Fig. 6)




The core functionality integrated by the D VA-PID 12
device utilizes a unique manufacturing process
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i ndustry to build up printadl | ayers of functiona

devi ces at hi gh machi ne speed feeds (see figure 10)
utilizing flexible glass, glass epoxy or polyimde
substrates. 5 Pressure sensitive adhesive |layers using
flexi ble substrates The core functions are partitioned
on up to three layers of adhesive material that are
conbined to forma single flexible assenbly for the

Dl VAcard and t he DI VApager formats. The preferred
substrate material is a thin woven fiberglass sheet
that is vacuuminpregnated wth a solvent-less resin

tAeheR |ftﬁlgﬁl'onaﬂ— lnﬁeg%d%ry il DI'V‘:Z\ MBIy d&l&mnﬁzets BERTR thahuBRHring
nmechani cal |y with éxcellent dielectric properties.
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adhesive is applied during the process to pernanently

bipeel dr pelyimadattuatthe Dl VAkey will use the sane
manuf acturing techni que but will have different
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contact/contactl ess chip The DIVA-PID 12 includes a
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access, conputer access, network daccess, electronic
fATRshesiva s afenireéégnng|ﬂemgoc&$5§@ pereanepdl wphbalveal | s at pay
phones, mmbil e phone network access and nobil e

hccounte HfAKeY #10 s thF S-S mpREactiring dpchpigpg it w@a.kﬁge  different

Vibylets t@fifi6 fRidenieehsd)l VA-PID 12 with at | east one
previously initialized credit or debit account
nunbe$mart@srdfcomget/cpiitactiess chifpl at e of the aut hori zed

user and the 25 initialized account numbers are stored

i n t h&hendiV-AsBIDat] ineludes rreoptactfless I$anad€mil cleviceTind qan agesg with
: ) ¢ y : gy
e e R
Ivtapdeed qompsttelrs; deserivpddn the FSOTHE 6 EevificoDsurh ghePitekes Mddgled30.

eI'KU |04 RIS C}{%§ %e%dr&gl‘du ol eRfiGA LB%H 46” ’ﬁlér@ | a!rez Q%{ﬁﬂex of

process and an enul ation process
tnﬁ@ra%]@psnfor dyhich fapdardrprearhepgisetrs Bsedt mplg@ng) pulldmg access, computer

access, network access, electronic financial purses, long distance telephone calls at pay
phones, mobile phone network access and mobile phone account numbers ox purses. The
interaction begins with a personalized DIVA-PID 12 with at least one previously initialized
credit or debit account number. The fingerprint template of the authorized user and the
initialized account numbers are stored in the non-volatile memory of the device. The process
includes three principle steps: enabling the device, selecting an account, and enabling the

SmartChip.
Magnetic stripe emulation

The DIVA-PID magnetic stripe emulation processes include an account initialization

process and an emulation process at an ATM or at the point of sale. The magnetic stripe of
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WO 2004/ 114190 PCT/ US2004/019198 12 common
identification cards are specified by the Anerican

woldononabo St andards Institute (ANSI), such asPCTIUSNGI/019198

standard X4.16-1983, and by2the nore recent

i nternational standard for identification cards
provided in ANSI/ISO | EC 7811 Parts 1-5. The typica
process for any of the devices described herein with
a magnetic stripe enmulator is the use of the magnetic
5 stripe enulation at a POS termnal or, at an ATM for
the purpose of transmtting to the nmagnetic stripe
reader a credit or debit account nunber. The
interaction begins with a personalized device with at
| east one previously initialized credit or debit

&%ﬁ%ﬂheﬁggﬁ%ﬁ car-gpg %p@(gﬁc{dpﬁs} [He Axﬁgglcn@tl\ﬁtl&fal 5Bfdards Institute

ut hori zed user he 1nitializ account nunbers

NS5 push ediniANSL hfendqtswi‘bkﬂ 1083 .| 2ad i the mpregpeeptateratianglgtandard

fh ﬁieﬂtgic&[og(é%§ ﬁ&ﬁé&%@@ﬁlhﬁ@@ﬁ@% NGaRL €-5St18R %gncal process for
enabl |n eVICe sel eCtln?ban account ,

anel the idgyrlf:eﬁ)qicsmpéd hﬁﬂﬁ @(ftp @ magyefl gnpq\ygr@lll?éqr ISC gltlsp Iof)@e magnetic

anpdl @uddtisn af £ PQ)S rteffraﬁal yr, kDYWATVSER thd flipX aNphBmitlihgSto the
Pat ent No. No. 5,834,747, and No.

i T B
lﬁagf‘@ticsﬁfg’greaéﬂlacfew P%?F"&‘B’ég f atterrpt to reproduce

t he etic s nst.ead tr
coup Ierg% 1rgerﬁcg1|% ? 5 SH D! h e %%f%%‘a% d d%&’(%e étﬁ ¥ Cl e ﬁ neo 'I\é’usb'
initighivet icedis br dgdé atcoantknuadbert HEre eimgerbrinteemplae oﬁ:@s guthdrized user

%rﬁ tﬁe 1n1 QIIZ?({ aCtC(I;]l{%.t Hun\u%%rssareusﬁﬁtg a %’gé]e]‘{g)% %’0]?&1? n{g}nn#[)g Iﬂ‘legﬂﬂgﬁ/& The
prbess alqhm@nthre@ anrwdlphtempzse efpblige the Bivisereseldctinge emtacehnt, and

é%ﬁ&@g% ﬂ %%%%g. Qn 10 can incorporate fingerprint

sensor ec €5 30a of three 20 available types,

Pr €S Sk futi e%e Gﬁ{llatoﬂrhge gen&a@yserwv& det, fSﬂJéx%ﬁBlU ¥.S. Patent No.
fOCUSGS on t pressure téﬁ ron1F| del i ca

@2(}6,{&8?,,1‘1105, 5@%7&70211'@, l\ice 4,784 4718 mvERiioa Jaes 19t attempP to reproduce

8 entra alapieBe QtRipd BhtNindtdali BleciBhANY Bbuples lapotiddiof it@Nmeedddeode
pressure type sensor 30a can he used as a sel ector

WiiitncH thresncly sEPHEES T hhenrolbrat Poresadyifiis giager the power

HQMiefBfs arbhBinfrhd G0 Pl Mbgrs@NSEpe B0Araditle ailafmed on by the
|ntell|gent off switch for all function

JuEBicpls ‘éﬁ"gah?lﬁ?fo the DIVA-PID 12. During the
enroblnent 25 %;%ess the owner of the DNA-PID 12 nay
enro P"EH?”PPHB P8P thunb and nultiple additiona

di gl tl“ﬁe tll'R/'Clﬂﬁ);]l (ﬁ%ﬁl grﬁ grgt\él i Eigtr séﬁ?Jr%&S&lU gs 30a of three
r o

app i cations the enro cess can
Fveitebler tyrss, resagerapticad 4pé ulém@weét qurrerstlySfp@@«?sf anth© mfésﬂlre type

#d3E FRBYCa G, Windatily 'BRE Qo sigh, febit Gk khel QseCOURIRGE R on ICEIM
the fingerprint enrol | nent process is conpleted, the
rerglsafneaddition, the pressure type sensor 30a can be used as a selector switch thus

eliminating the need for additional devices. The fingerprint sensor 30a acts as an intelligent
on-off switch for all function incorporated into the DIVA-PID 12. During the enrollment
process, the owner of the DIVA-PID 12 may enroll any finger or thumb and multiple
additional digits to activate the device. For more secure applications the enrollment process
can require a number of fingers to be entered in a specific order, thereby making it more
difficult to counterfeit. Once the fingerprint enrollment process is completed, the templates
are stored in memory and the enrollment process is electronically permanently destroyed so
no tampering with the authentication process can occur. The software algorithm used to

match the results has a “single touch” false acceptance rate (FAR) of 0.001% and false



are stored in nenory and the enroll ment process is
el ectronically permanently destroyed so 30 no
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The software al gorithmused3to natch the results has
a "single touch" fal se acceptance rate (FAR) of 0.001%
and fal se WO 2004/ 114190 PCT/ US2004/019198 13
rejection rate (FRR) of 0.08% and is based on the

| eading forensic fingerprint algorithm devel oped by

Bi oScrypt. The interaction begins with the fingerprint
tenpl ate(s) of the authorized user that is stored in
the non-volatile nenory of the device by the

aut hori zed enroll ment officer. The 5 process includes
four principle configurations: unauthenticated,

ardogdit iaﬁea(?ﬁﬂ) of @bé‘}@dandqytxﬁ@cm)ﬁ QRULANe Bffic fingerprint algorithm
authentlca under duress." RFID system The %é?
afitvelqpedd Sqrvat: chi ps support operating frequencies
from anscei ver

type 2‘%& ﬂ*ﬁ’?’ﬁz T PRSI L AT BBy o o BRsoF e tha i

i stored & the hOn-caatflé @H]lh&iyloﬁ)ltlﬁ: détict by ehelaofhbrized enrollment officer. The

802, 15. bee cols a_Chi n.cc242

Frgshe it fte? "B BRHE DB Pe cWREGRmISH ShabiRo s e e
bgutltehm:aamt, hrolrantherdicatsdunddr bered®Pl D circuit can be '
selected to operate in the active node. The

sem - XtPypstamnde al |l ows the device to be detected by

V|C|n|ty and proximty readers to alert the reader
t hat tTHeREERAntsEngs 48 wid;chipp suppesboieragng fipquencies Fom SAANIIAG 2.45

YELz BeEie 3PHD %ﬁéc&@ér e loPerPdz Sn SEMSkfiveVRd G5 SabAlThe initial
i nfQrmation, 1|s feature is 15 inportant in access

cHRBFBoaEilize HER§C 154/ Zigberpratoesln i mpipop £6320 Gee e 14).
T(bﬁ:e rt&aﬁbﬁ‘%th& ensdz 3PP hdtﬂvité(d B (e Wath6riRd |tk tﬁé RFIPciR\it can be
oni cal |, dat ed dded, ar renove
SR Patee at b o et a Qe aoftiomp et daviop agiegtected
V\byt \Hcmtymhﬂ $)ﬁﬁaintyzre£ﬁeﬂ &Y hlee théllr&aheralhat |tl@&§?1c@ﬁ®v1ﬁ1hpi &fdtrol area,
ent i al print te e. t he
T 1o B e e e Tepe RIS B, This e i
Cir@okgant mahcsem reentro? @p}ﬂicﬂi'oﬁd ad A defecion Qind \tﬁl:laﬂig 1061, IMBEdayl/write

o, 038 Y LB B gk, 2980 3 5B B Lo
bmmmgemmged;by a RF reader. Once the device is

detected, the reader can activate the device's tone
gener &howterrgtianbepiEpwitlpa pesonplirdd detics Withat lepét enaigered credential.
SR lﬁlngerﬁﬁntt %%Eatetcﬁ’ t}ﬁléﬁtlﬂ&%a GRF fndt acg€ Valnﬁ %emlqg&\% credentials are

aut henti cat ed one Or nore credenti a
tStoRgsisifithernenrvolaile memer of thedeviem <Thedevitre e‘@anm“cmesleep mode, is

aGhdyY & @6 sbRi-doNLhedk soWt L defer SR deRBEEDyY a RF reader. Once the

device is detected, the reader can activate the device’s tone generator 40 or LED 42 to

indicate that the user should attempt to authenticate the device. Once authenticated, one or
more credentials are transmitted, or other functions on the card are activated to interact with

the reader.
Barcode

The bar codes displayed by the devices described herein are dynamically rendered on
the alphanumeric display 38 that can be read by standard bar code scanners. Further, the user
is able to select from a number of bar codes stored in the device. Further, the display device
can be directed to remove the image of the bar code from the display so that the bar code
cannot be scanned until the user again selects the bar code to be displayed and potentially re-

verifies his identity through biometric input. This invention 10 can be used to display



Barcode The bar codes di splayed by the devices
descri bed herein are dynamcally rendered on the
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bar code scanners. Further l4the user is able to
select froma nunber of bar codes stored in the

devi ce. Further, the display device 30 can be directed
to renove the image of the bar code fromthe display
so that the bar code cannot be scanned until the user
again selects the bar code to be displayed and
potentially re- verifies his identity through

bi onmetric input. This invention 10 can be used to

di spl ay WO 2004/ 114190 PCT/ US2004/019198 14
menber shi p account nunbers of the type used by retai
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use
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I nformati on can be stored in nenvrg
An optional configuration provides for an acfive d1sp1ay 44 that has sufficient

resolution to produce tables of information. Information can be stored in memory or
dynamically written to the card through the RF interface. Once the image is written there is
no need to keep power applied to the display to retain the image, thereby saving battery

power.

In one use of this display, a table includes immigration and visa information of the
authorized user. In another use, the display shows information typically found on a driver’s
license. However, the device is not limited to storing a single display as the biometric sensor
pad permits input from the user that includes the ability of selecting and displaying multiple

pages of information.

By way of example, a single device could store and display data for various purposes,

such as passport control, driver’s license information, border control authorization, building
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Short Messaging Service

The optional SMS Circuitry (not shown) can send and receive messages using the

same deployed infrastructure as is used by existing two-way pagers.

The interaction begins with a personalized device with at least one stored credential.
The fingerprint template of the authorized user is stored in the non-volatile memory of the
device. Once the DIVA-PID 12 comes within range of a reader, the reader can send the user
a signal to authenticate in order to receive a message. Once the user authenticates the card,
the finger platen can be used to index through the functions displayed on the LCD until the

desired SMS function is selected and becomes active for a-predetermined period of time.

Global Positioning System

The optional GPS receiving circuitry (not shown) can be queried by the

microprocessor to determine the global position of the device.
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t6 &fleriX® with SmartCard contact readers. An antenna provides interactions with contact-
less read/write devices and may interact with common transponder technology such as EZ-

Pass and SpeedPass.

In addition, card queries and detection can be managed from distances of up to 300

feet, depending on power and data transmission speed requirements.

A significant advantage of the DIVA-PID 12, in addition to biometric security, is the
magnetic stripe emulation capability that allows current magnetic stripe readers, the least
expensive and most ubiquitous credit card reading devices, to interact with the DIVA-PID 12.

Most credit card and access control infrastructure is based on magnetic stripe readers.

The inventors have developed a method for sending a signal to the magnetic stripe
area 45 of the card to “unlock” the magnetic card stripe. The major difference is that, unlike

current magnetic stripe technology, the magnetic stripe cannot be read unless the device is
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d. Once the Active RFID function has been activated, a timer is started for a total of (X)
seconds, then the Active RFID is disabled.
e. An audible tone is sounded once at the beginning of the transmittal and twice at the
end of the time out period.
f. The user can select another function through the LCD 44, or do nothing and the card
12 will shut off in (X) seconds/minute(s). Once the time out period has completed the
card 12 will deactivate, which will be noted by two audible tones.
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44 is activated to allow ti®e user to scroll to select
the desired function. c. The user scrolls to the
Active RFID function using the platen 30a then "double
presses the platen"” to execute the Active RFID
function and the credential is transmtted (X) tines
per second for (X) seconds. 20 d. Once the Active RFID
function has been activated, a tiner is started for a
total of (X) seconds, then the Active RFID is

di sabl ed. e. An audible tone is sounded once at the
begi nning of the transmttal and twice at the end of
t@eAgwg%m?M§&@erlod f. The user can sel ect another
function through the LCD 4 or do nothing and th
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the dgsdik@dofdINEtdo@Aed to alert the user the card will shut off in (x)

seconds/minute(s).
c. If the platen 30a is depressed during the time out period the time out period will
restart. Once the time out period has completed the card will deactivate, which will be

noted by two audible tones.



b. The platen 30a can be depressed once to scroll
t hrough functions or |ines of Al pha- nuneric data as

waleaiuned9o Once the pl aten ceases to be depr essedr/iig2004/019198

10

15

20

25

30

(x) seconds and audible tdfhe is sounded to alert the
user the card will shut off in (x) seconds/mnute(s).
20 c. If the platen 30a is depressed during the tine
out period the time out period will restart. Once the
time out period has conpleted the card wll

deactivate, which will be noted by two audi bl e tones.
WO 2004/ 114190 PCT/ US2004/019198 19 4. Smart Card
operational a. The user activates the card 12 by

pl acing the correct finger(s) on the platen 30a. Once
the scan is conplete, a single audible tone occurs and
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t ones.end of thtigmevitperBidr i pe operational a. The user
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| "at en e scan is conplete a $ing
aud| bI]éWIBﬁl@t@@an@Wd(S} he LCD 44 is activated to
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Stri péwfedﬁxfwcbaﬁd@?.tww he platen 30a then "doubl e
P5 e 98R8etk BRipP bptkAfdnalt O €xecute the Magnetic Stripe

fun %t IT%Q user activates the card 12 by placing the correct finger(s) on the platen 30a. Once
the scan is complete a single audible tone occurs and the LCD 44 is activated to allow
the user to scroll to select the desired function.

b. The user scrolls to the Magnetic Stripe function using the platen 30a then “double
presses the platen” to execute the Magnetic Stripe function.

c. Once the Magnetic Stripe function had been activated, a single tone is heard and the
magnetic stripe emulation circuit is energized complete the Magnetic Stripe
information and a timer is started for a total of 30 seconds, then the magnetic stripe
emulation circuit turned off and the function is disabled with a double tone executed.

d. The user can select another function through the LCD 44, or do nothing and the card
12 will shut off in one minute. Once the time out period has completed the card 12
will deactivate, which will be noted by two audible tones.

6. Bar code operational

a. The user activates the card 12 by placing the correct finger(s) on the platen 30a. Once
the scan is complete a single audible tone occurs and the LCD 44 is activated to allow
the user to scroll to select the desired function.

b. The user scrolls to the bar code function using the platen 30a then “double presses the

platen” to execute the bar code function.
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Magnetic Stripe informati@h and a tinmer is started
for a total of 30 seconds, then the magnetic stripe 25
emul ation circuit turned off and the function is

di sabl ed with a double tone executed. d. The user can
sel ect anot her function through the LCD 44, or do
nothing and the card 12 will shut off in one mnute.
Once the tine out period has conpleted the card 12
wi |l deactivate, which will be noted by two audible
tones. 6. Bar code operational 30 a. The user
activates the card 12 by placing the correct finger(s)
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w Il shut off in (x) mnute(s). Once the tinme out

per bodthpassT esiprsebesad Ry plens thp comger fingrdnopitiealaten 30a. Once
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E: PS d 2 lﬂ? f eelnp"roéaomn? %ﬁo perlodlczﬁg transmit 1{" tracking 1s%esqrte!1 on and the
e. An audible tone is sounded once at the beginning of the transmittal and twice at the
end of the time out period.
f.  The user can select another function through the LCD 44, or do nothing and the card
12 will shut off in (X) minute(s). Once the time out period has completed the card 12
will deactivate, which will be noted by two audible tones.

Personalization Process

Before any of the DIVA-PID 12 devices described herein can be used to conduct
transactions on behalf of a particular user, the device must be personalized to the owner. For
example, the owner must register his fingerprint with the device through the biometric
fingerprint platen 30a. After the personalization step, that individual becomes the authorized
user of a particular device. For the devices with a display 44, the authorization process can
be facilitated through graphical prompts in the display. For secure credentials, the enrollment
and credentialing systems must be used. However there are numerous applications where the

owner can download information from the Internet directly onto the DIVA-PID 12 through
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Once the SM5 or GPS function has been activated the
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for a total of (X) seconds2then the SM5 or GPS is

di sabl ed. The GPS can be progranmed to periodically
transmt if tracking is desired. 20 e. An audi ble tone
i s sounded once at the beginning of the transmttal
and twce at the end of the tinme out period. f. The
user can select another function through the LCD 44,

or do nothing and the card 12 will shut off in (X

m nute(s). Once the tine out period has conpleted the
card 12 wll| deactivate, which will be noted by two
audi bl e tones. 25 Personalization Process Before any

Ofthet siRirt BhiHadPhrld AlPCMEM &EEwHRBE thi Resd tbleﬂh@ blﬁolﬁ@dﬂt §8tem 14. For
used to conduct tra é{cﬂt’l ons on behal f

of
p&F TR ICEPORs Seciale g3 IoIB0Y PRERESE %@Pﬁﬁ(r’%’n‘é{’ls‘i‘ petffer HIVA-PID
t ben@wner. For exanple, the owner nust register his
fingerprint with the device through the bionetric
f i ngeripitializatioh Rte@ess30a. After the personalization
step, that individual becones the authorized 30 user
of a pamceiaddVArPIBdY besheciparsanplezed etvineely intieliredwidh 93¢, aych as

4%¢coﬁrneinﬁaﬁﬁanigﬁ 'r@l@tl;:(!l QR aPhL SRR c?e%lﬂ acl?&mt %bdéﬁttﬁé %ﬁirollment and
é@gh graphi cal pronpts in the display. For secure
cF@ plingmagemensyséit ol | ment  and credential i ng systens

nmust be used. However there are nunmerous applications
wher e ﬁﬁg’asmtﬁﬁl?é}n%%rﬁmﬁtﬁmf 20O FIPEFSHEY on from t he
Internet directly onto the DI VA-PID 12 t hrough WO
2004% TAn4tIeg tHe@eyitdSR0A4hibdkd®Byne21 t he smart chi p pad
and a PCMCI A card without the need for the enroll nent

systye rﬁsi‘a’%hshﬁg b secﬁ?&%%ea?on Qtf)éﬁpaqa% zfeﬁ H%'h%g mst&&tlokx W f’ﬁLnI y

programs a conmpany nay W sh VA-PID owners.
| ni ti altarticdles @f?@@@é@éego‘@i@@e%w[ﬁle\mt@ dgichas been
personalized, it may be initialized wth data, such as
ac c O Mterifydpgthdmadh O thd WBbrab fdeds theadopdf dffeCifornation,dd t

managelrE e R etan pLr Bogpdpie i CHEN Lo 8o be
initi addwnahdedrby puthcesseaierstations dER@iphs 1o chtibizeSddiduas, Bitich
an aut 881118 &l? Js‘%ms vie Y/ﬁpthe lI’l% 1zal%o ?nglma%ag%aleliletﬁgcic?sf ut | on

connection or't 768
so that
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bi onetric device - Verifying the right of the user to
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the information to the bioadetric device. Credentials
can al so be downl oaded by authorized reader stations
at various locations. See Figure 8, which 15 details
the systens view of the initialization and managenent
process. WD 2004/ 114190 PCT/ US2004/ 019198 22 Enabling
Processes See Figures 8 Card Activation 7 Card
Enrollment 5 9 Security Control Once a DIVA-PID 12
that has been initialized with the necessary
informati on associated with the authorized user, the
enabl i ng process wll verify that that individual is
an aydapldeagdcesieer of the device. The enabling
process must be successfully perforned before the
devi cSevFiklred ransmit 10 any personal data to any
out si de device. The enabling process is the sanme for
al | of8 GankActivatomet ri ¢ devi ces. Where the bionetric
device 30 includes a fingerprint sensor 30a, the
bi onmet/rGagd Breelingat 30 i s enabl ed by the authorized user
the placenent of the user's enrolled finger, or
flngeﬁépﬁﬁla.§@?%es on the fingerprint platen 30a.

The finger recognizes the cenent

o S Bl brrblodh Rec 00k in SRR R B8 plsofnt s
dextetarad ﬂs&th&}h:&uth&zfeﬁ 0Ge Itliérehﬂilmg ﬁ@&ﬂd@\hiﬂlg’exﬁﬂy €hat hRGRNBdUans an
tota é% ?@ f mnutiae as is common in the art.
THOrizdusE of e ?@ﬁplate i's conpared with a previously
if’;lloz: 5ﬁ“gf %nglﬁl%lrg%{‘&ens mustrl])g %uc@ciesfq ﬁyggerf? réneed%?t% %E cﬁwg ill tré'lﬂsmit
t 4ny pervanal datrpd aityemtside ﬂevude eThmtlajnﬂmgmectess is fhe eangstbedil of gleed
Clﬁbr{x&ﬁé @e'wcgsh %helel'}ﬁe H&L&Hc &le%}cg €0 inf:llugeq a@ig;éyxpf. Nt semo? g?%f {hL: c

device converts to an

stierpettiadeise plis snabled y muth@tzedmgr bm@laya@w& ofsth@vsr $ emrolled
t e £ Db O 6 a%x@& %h@ﬁr%ex%hﬁ’t‘%@a@én%é(‘"ﬁ@ Fifbelift ;ﬁa{ténr 30a

COHSI St ent Wi t h conce I nvent i1 on 10,

sra«fqgmé?Séli*ﬁplaﬁw Oﬁ the §ingen agd g@Bmﬁhet & qa’ élmﬁ@é@ t(si%ewnmhﬁﬁ
t fiBerpARARii-RY HRITAESSt A teRBIRH foﬂqnhtlih‘é Wb istBRm& il uRfarieWs

ot her device. This step i s, crucia
minutiae template is compared with a previously stored ﬁngerprmt minutiae template and a

calculation is made as to the degree of match between the two templates. If the match meets
pre-established criteria, then the match is verified and the biometric device converts to an

enabled state.
The enabling step takes less than two seconds.

The basic steps in the enabling process are standard within the art. Consistent with the
concepts of the invention 10, sufficient power is included in the devices such that the
enabling process can occur without the aid of any other device. This step is crucial to
enabling the biometric device 30 to transact with other systems, such as a magnetic stripe
reader, a contact or contact-less smart card reader, a radio frequency device, or a bar code

scanner.

Consistent with the invention 10 herein, each device includes a display or an audio
tone generator, or some combination thereof, which separately or together aid the authorized
user of the device through the enabling process by providing prompts on the display or
generating one or more tones or tone sequences, or some combination of these prompts and

feedbacks. Once enabled, the device may stay enabled until, for example, a predetermined



10

15

20

25

30

w@oenkAactidbr contact-less smart card reader

enabling the bionetric device 30 to transact wth
ot her systens, such as a nagnetic stripe 25 reader, a

frequency device, or a bar 28ode scanner. Consi stent
with the invention 10 herein, each device includes a
di splay or an audio tone generator, or sone

conmbi nation thereof, which separately or together aid
the authorized wuser of the device through the
enabl i ng process by providing pronpts on the display
or 30 generating one or nore tones or tone sequences,
or sone conbi nation of these pronpts and feedbacks.
Once enabl ed, the device nmay stay enabled until, for
exanple a predeterm ned WD 2004/ 114190

é‘él%@d'l&g‘or a%%dﬁt‘eﬁfﬁnd&%ﬁlh@éi‘ oP'@8s. OhaNELEbvRE lsf119£n
eternl uses. Once the device is in

ERENAS é@tes%flféﬂceeqféadaé%ﬂ@e%?ognﬁs‘élaﬁynFtere Ko e devissg fectived

&eﬂeacﬁlthaeu@td&playsmr thé h‘@l@&ﬂdyc‘sﬁ@w e S €0 Q6nben 6de@ diingithdlast
active dis ' t he, account

s .44, di spl ay may sho

st o e SRR aLiog P e fos e POESr 6 e Ao s
@ ftidp B @istidiitioh @xrhe, thRait orgtledationd na@s of den. account nunber to
the user such as 5 either an institution nane, credit
orgaﬁﬂmamm@nmﬂHMHh@mpMMMﬁmﬁﬁmkaﬂnemhﬂseﬁmbhmm$®ﬁgdm

£ piRimt 2 e NAG e AUON, LG L URGAb KIANSAGLIAY, BE

0 per orm e accoun e user wants

tsmnw@efmounmedgin\xmpmvncaﬂ asedtion tieg thiyweep iscompletes Qnhethe
%Qs‘ﬁg&‘ wcodﬁ? ﬁfg bQJﬁ SEIQ cp {hg\{ ef &@gxggal%%gg& i’i.r%gr onttllik E hrﬁ I;1)1aten

tep I's conplete. t ount ha
§@4 ocorigm th%@wawntaglgntxnn, [ghdieg:the adqeun sefectigyesiep dpnce rbé

ahtﬁ&?z@cpﬁepstelegtls fe %E‘sm@t@ac@&ﬁ\t $rpan%9£iﬁédrd%547&e DEWeiBfe LM the
sel ection, end |n%@$ée account sel ection step. Once the
S

RV AT 2o ip thrsere ke qqxptogwine PRseAldR & MAgeBStaps reader, or
enpbl/iagisay uSse hidweiruser either hands the DIVA-PID 12
to the store clerk for the clerk to swpe or insert in
a magbiedblieg Bfdcepe reader, or sw pes/inserts the

device hinsel f. Disabling Process 15 Consistent with

t he i (Enna'stbﬁtmithﬂ& inkestioni lb deiscﬁmdéémm, Selebtfacdouﬁtdﬂfomﬁon or all of

the ll%nnaaon on secur? (ECVICC bS subﬁect éo%em% eglOBe g ﬁm al?t}‘l(hrl%c cengal

ev cers su g reno rze
s@&vite &ing SS/ESrarla(smnhswn@esSM&sagmgezsncm demablnglmimcnons are

g&ﬁrﬁﬂ%aﬂﬁ 1r1§zg1re|¥1%r9§ed J&%erddgséﬁ gl!lth&ged AR arl ls'e‘%&ke nﬁ)ﬁ Qsblin

conmuni cat n encr manner an a ori ze
ansimotion is sdled ffas avhernesetfs salohdengpthoripesite u@taa particiler ageiuhten

t»ﬂsneﬁ@ss@r@p&é%deacmﬂm%g%fsta horized to use a
particul ar” account or 20 when the user reports the

B8N nfoRe SohtdPhpiatbd fr ArrFih®b & The invention

The business processes that are enabled by the integrated biometric devices are in the
areas, among others, of financial transactions, information security traﬂsactions, physical
access control, identification, device access control, loyalty program transactions,
immigration and border control, travel identification, coupon solicitation and coupon

redemption processes.

One of the novelties of the new invention is that information from interacting with
one infrastructure, such as new account information obtained via a smart card reader
connected to a personal computer, can subsequently be used during interactions with another
infrastructure, such as making use of this new account information during a transaction with

an ATM or POS terminal through the magnetic stripe emulation.

a PEMiIR2004/019198



10

15

20

25

30

Best node contenplated for carrying out the invention
The busi ness processes that are enabl ed by the

WO paoegreaded bi ometric devices are in the areaBCT/HRWNYG019198

ot hers, of financial transa&¢tions, information
security transactions, physical access control,
identification, device access control, loyalty program
transactions, 25 imm gration and border control,

travel identification, coupon solicitation and coupon
redenpti on processes. One of the novelties of the new
invention is that information frominteracting wth
one infrastructure, such as new account information
obtained via a smart card reader connected to a
personal conputer, can subsequently be used during
iThnRgragbd PRvsesi t h another 30 infrastructure, such as
maki ng use of this new account information during a

t r ansR@hé @tiatdrl df the DTV ABID 0F, sR&Soft tBE plig@Af irdfétm@fit@iiha B be

etic stripe e on.. WD 2004/ 114190
RO G BTUB TR RN O § DA OER Sses riugipgtvpe of
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i.nformati t hat i spl ayed ain the sa
P 8t PR bt eeP ot et SR shd rekilng
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A and place of birth, sex, and 5

gég%gdtggﬁgﬂ %&g& o% aUlC%[lrﬁgfsport expiration dat e of the
Eﬁssport authorlty, and i mage of the passport

jvgigs Licenge Pricessvar i ati on, anot her page that can be
sel echete oatioiofithe DIV APIRA12 with the Slrgetdisglay 44,8 oxbeofithegpagasdf

. in t i
SR SO s G S SR e
deiver's Gernspinclufing hicegeng softe, ddGr’s Héepsaramberndnivirs naomncuiyent

disak axeds ﬁﬂﬁ‘ tsé’y! Qf§1 ﬁthlﬁﬂ f‘@'fe dofdt Ak 'ﬁﬁ'z% Pinb E'r]zi’\ler laftd £4itiBnal

State-1ssued  drive |cense |ng i éensi ng

§#@F@ﬁmU¥F%ﬁ#ﬂgwmwéﬁwgéﬂﬁanber drlver S name, current

address, date of birth, sex, melght hei ght, eye

dErv6kProgess | mage of the driver, and additiona

i nformation as q e i.ssui state. Trave

pr 0o d8 iy gk B9 deiers et Rt AR St T he e
hevebprigesd th @alidien ilnethe auar mlmﬁddedwe I;]sl’tigadduhﬁnzeﬁ fugy €T his
r.ocess to,.v e us ol di ng the,

PESERE st mF el adeplind (et et Bflecltimpiigh Opeen

pzsmigd:rmbeﬁdre thayrhie mehdrirel t8 bcand camymettid anaspare siuhas e StEe airline,

BlAFaihO screen

Multi-Pass Process

There are several existing infrastructures presently deployed that make use of the
ability to transmit an identification number over a radio frequency as a means of iniﬁating a
transaction with a subscribed patron. This radio frequency identification (RFID) process is
used by drivers of vehicles to pay tolls at the tollbooths of toll roads and toll bridges, by
drivers at gas pumps to pay for gasoline, and by patrons of convenience stores and restaurants
to pay for goods and services. In the current art, each of the organizations that deploys RFID
infrastructure for the purpose of accepting payment also gives to each of their customers that
subscribe to the RFID payment service a physical token that responds with a preset RFID

number.

Consistent with the invention 10 described herein, some variations of the DIVA-PID

12 devices can interact with one or more of these existing RFID payment infrastructures.



passengers before they are authorized to board
comercial transport, such as a ship, airline, bus or

WO eaun14120 Mul ti - Pass Process There are sever abCT/US2004/019198

10

15

20

25

30

exi sting infrastructures pRésently depl oyed that nake
use of the ability to transmt an identification
nunber over a radio frequency as a neans of initiating
a transaction with a subscribed patron. This radio
frequency identification (RFID) process is used by
drivers of vehicles to pay tolls at the toll booths of
toll roads and toll bridges, by 25 drivers at gas
punps to pay for gasoline, and by patrons of

conveni ence stores and restaurants to pay for goods
and services. In the current art, each of the

°r éf‘éuéc%&shﬂl@?xp&ﬂ% 0 SRk RVt Shd der{‘&fﬂfbﬁ%d‘éﬁﬁs%&rfzﬂb

urpose-of acc ptln paynent Ives to each of
t matnbers; the pethesized wshieaf theﬁa‘ﬁwn prabledhe dq‘écwafmt thaJeriest RFID

S%Ec\{){nﬁ %n@m&%éﬂvﬁl@!he Rﬁl‘ﬁaﬂlyﬁlgﬁﬁnffaﬁﬁﬁﬁiﬁds with a preset
nunber. 30 Consistent wth the invention 10

descrlbed herei n, some vari ations of the DIVA—PID 12
d&OPRSelestipn Broges ot with one or nore of thes
exi st | ¢rysistet prith Apivertion 4P deserited bergingsgme \mlazemf the PYGHFID

P@I s LARAR 044 A8 L9 Bputed BpibdtRhs M G5B 5Tissk bk rbtail bthrd hhére Bigre-

device with one or nore authorlzed subscri ber

Lﬁsr‘f?é PEmaRSNEISS COBanS fEACCHedt fBe JEIT paB TRterpct @Vepigsnc%nputef
t B]?ph@:ﬂl‘éh &ﬁiowﬁl%hxﬁ&&cggfi@véiﬁ&is roﬁa)uﬁﬁifs Dffera€ Akt Heviceunel by the
interact with the ment Iinfrastr
SEOEC FUNBIESEE a0 e LRGN AP %#@%Fb#réﬁ{%wp%wsumg
d gﬁiﬁf i R WPIeh &Y, BudeS efmﬁdymmtfmnbspr@&ucm@mmxm&iaed with the
12 (o inferact wi.th conpu tlons
§ EvPet s L S Vb ghermr st to R B pET T mdthdof e
maguideact ur er - i ssued coupons are accepted. The device

can interact wwth a conmputer application to downl oad
el ect rlothiecanatipss o tis devices tatiosisdedlief abilitsdtotimeradt draigh fadwe

u?r@ uePCXest(ﬁl?ca%EbQ{ ife’r\]ch% r[ﬁeﬂﬁ(*i@%t Elgfg acn?aliedactt ﬁlg El{ﬂn&g&t y

nit zatli on-ac t he coupon
i sgmlwgmg @ ileiotes pyd caiThI@Vl@P@ audidils, or giglitspronmit tObed@Vlce user that

P %Sutpgﬂs'&re a%ﬂa%??o 5 %r sQEotlgﬁ ngﬂﬁﬁtﬁnﬁﬁ Qi REREn Wb Bteract

coupon 0 er an he anmount of the di scount are
d Bith the derdes 1 Hiew thwnumm thatiafedeing affergd '{"9¥ progsts beiag paged by ghe

t DiMihd @il 'herﬁst géenteﬁ't@re&j aMd &%%el&é@ & ackdpCdd @?m&r&%o@)@hé fof vke in

to interact through radio.  frequencies

dégingas §ypure-t eneIER s he SO dE oeigxeéfdevéad offFi 1 Aelesable by the
eBdupaieer. Of

| In some variation of the RF capable devices, the device can interact with an electronic
coupon-dispensing device located on the store shelf near the product. When the user device
is within a pre-selected distance (for example, ten feet or less), the shelf device can alert the
shopper that a coupon is available for selection by flashing a light on the shelf unit and/or

showing a prompt on a display attached to or part of the shelf unit.

In at least one variation, the shelf unit contains information on a default value of the
coupon available for selection. In another variation, the shelf unit receives a value for the
coupon from the user device. This step permits the coupon issuer the ability to offer a
coupon to a device user that is different from the default value, with the specific user’s
coupon value having been previously selected during the coupon download process. In turn
this personalized coupon value can then be displayed at the shelf unit for viewing by the

device user.
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this variation, the user cam then interact wth the
device to view the coupons that are being offered for
products being carried by the retail store that has
just been entered, and can select to accept one or
nore coupons for use in the near future. In one
variation, the expiration tinme of the selected offers
is selectable by the 20 coupon issuer. In sone

vari ation of the RF capabl e devices, the device can
interact with an el ectronic coupon-di spensing device
| ocated on the store shelf near the product. Wen the

ugg;oﬁg¥h ti?%ﬂ%&J”n a pre-selected distance (for

exa eet or less), the shelf deV|ce can al ert

t he ou vai.l sel ecti
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oupon val ue aV|ng been EreVIOUS| sel ected
ditie Praepst %@r@@fﬁm heyesken e storgreseinessfull paymenfrfpr the geods or services.

PEle3RRALL 46 drab MR AR eéadauen@@rto %He ShecRBuidheiRt. ame,ﬁe Alriatid¥ethe
shel f unrt, for view ng devi ce user.
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Re 26866 1 ufelsa&cmtco bohd) ahdBe hsoMi@EHtitiOHiod P RHRSEhitdLEbntral
her ei n, gJecte coupons are redeened through a

ﬁ@@@%aﬁPmPﬁ TPHELIEHTE: Iane of the retall st ore.
There i S vi ce,.at ne that int
wieh E Dl i oo PR SRS, raniiEes Moy Fefhe
anyr doficd dnd ﬂwmmsle\ﬁceﬂmpmmtbdrabgpcﬁdnéog,lﬂle selatexd lcol@ons]'hml user
Ct&en% ﬁtf‘a%on mPe Vatfolge% to 3 cegtécl cg %ﬁg’mﬁlﬁ‘o}l Ige 1cef In E&ﬁ ganatlons, the

rtmimmpmcmmﬁ fhetitfermstiopp ére cgmytl;semod B Ot mhe plme@ﬁerah_m:heck-
tgﬁ?}i)rﬁc?egsol{ag ccfngﬁgédvﬁﬁh 5 d?lflhgl%mﬁglgfgo upon that it submts

e coupon 1 ssuer or a party coupon

r edenpf O rREHRA @h‘é gEer ﬁ&ﬁce%ﬁ(ﬂt@ Ehe @Jfoﬁxﬁ{%onf 46 BseY Bdvite us the
t he coupon plus a he process

BT patperl ussd b quweqrs togwne&tbff ’éfOP’é‘%f’@P {retlie gegiegl service. In

RAYEBHond, @6 stbRQcGROCSI PAynReY ¥ thESoodsld s&bﬁesﬁiﬂ%ﬁ@sed including
register transmts_the transaction log t

dherrrdusty or sEKRiSes ©r w}nﬁh theasey gq,slsgl?qtedlrfouﬂoH% The retl]eemed funds from

the coupon issuer for the face value of the coupons plus handling or transaction fees are then

credited to the user’s account. In one variation some of the handling fee is shared with the
store. In another variation, the store receives a transaction log transfer fee for any transaction
log that includes at the least, one coupon redemption. At the time of purchase, the user
device either calculates the total coupon savings that is earmarked to be credited to the user’s
account, or receives the total coupon savings amount from the central service via SMS
messaging or similar wireless messaging service. After the coupons have been redeemed
from the coupon issuer and the funds received by the central coupon redemption service, the
appropriate earmarked funds are then credited to the user’s account. On the devices with

displays and wireless messaging service, the user can view the value of the coupon
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information to a central @Fectronic coupon redenption
service. In an alternate variation, the Check-out

Device transmits the transaction log to the 15 user
device and the user device transmts the transaction

| og, the selected coupons, and user identification
information to a central coupon redenption service. In
both variations, the transm ssion of the information

to the central service may occur sone tinme after the
check- out process has concluded, such as during the
night. In the variation that the user device transnits

t Iﬂ:ﬁe ofl Emcr{t ﬁﬂecﬂ%\gﬁ ﬁﬁl@ dgﬁ&; SfmEate H&?ce 20esoMRds may be
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or. services for which the user has sel ected coupons.
THEADS YRR LaHPROGES from the coupon issuer for the

face ensigensfvith fhe inventignAQ deseribed herpia th%'ﬁanéﬁcﬁ?wlaﬁsos@t%ﬁom

f @EDIRRSd he @ewc‘ég @ﬁifng @1@ c& o R@erﬁiﬁﬁﬁ pRocAE &0 Wdined |bﬂ a @ﬁﬂlﬁal
vari ation sone of ling fee I's shared

25%% rlge uqehcaaﬂwﬁ@iﬂ %?ar/%&n. o and fhese dagp pig u?ﬁééé}ﬂ%émﬁvaﬂous

t hIBRHERES thPernRE tHe @R &f KEmin€ Bredr Plevidtibul i@ PAREH bl theit ©@F of
that includes at the Ieas} one coupgn redenpti on.. At

t FREPYT 1A GRPYAYNRRS BACEgRaII, g ranHENFR Aok e IptD asot n e

cpkﬁyhaﬁeﬁaQbﬁn@gkakrm@upﬂn savings that is earmarked
e credited to the user's account, or receives the

tot al Ieonepariatioawt mg$roa¢mum usérrselaets dvepape it eatdesreeduaftere

via S I si ry MAreI S

< ePor Pl PR R e BlepBhl: Rl MBS IEBR T o pongrs e
t bedehHupidnup ersigiverrand t he funds received by the

central coupon redenption service, the appropriate

eﬂgmgg@qteghgag@esar e then credited to the user's
aCCOUD[the devices (IT?GSCII GX I% %ges mg 1%3 at%lagcp USQX?AF]I%@;]&? f\ﬁvgi?a SS

nmessagdi Ng" Serv TAR V1 ew ue of the
c@dpphgﬁmmﬁm@méll4190 PCT/ US2004/ 019198 27 redenption
account directly through the display on the secure

devPc &ingRinantserfspnavailaplg yropdidelieaeprpl prregeivalents hr ough use
of thes,dgyi 'te‘Eﬁl Bvalififfe #GE SolR6le @olpoor bMBvaREEOUNt tO be

used durin ? I nanci al transaction, simlar to the

tradi ticH 151’@?@’@"%1@1’18&%@@@&131@}14&3’6 Eptptor gi@entry ansact i on

Log »Ppasess asnspiveORsikSl € HhanWatihridgh @vdilaMe bR "MK &tac  Corp or
descri bed herein, the transaction | ogs obtained from

the DEHAYAMID 12 devi ces during the coupon redenption
prosesHRRplhR! ArBegbniiitoR, @Maf@klectronic components, available from

numerous commercial sources.

> Microprocessor and memory devices available from Atmel Corp or equivalent.

> IEEE 802.15.4/zigbee protocol chipsets available from Chipcon Corp or equivalent.

> Fingerprint matching algorithms available from BioScrypt Corp, Fidelica Corp or
equivalent.

> SmartChip chipsets available from Datakey or equivalent.

v

Flexible glass substrates available from Atholl Imagineers Co Ltd or equivalent.
» Photo ID cameras available from Polaroid such as mode] SX-2 photo ID camera or

equivalent.



service. The user can view their transaction | ogs and
these logs are used as input into various algorithns

w0 b@u/1paeorits the user to exam ne their previ oRGT/DE3004HL9198

10

15

20

patterns and their use of 28oupons and coupon savi ngs.
Additionally, the transaction |ogs are used to assi st
in the 10 preparation of a shopping list for the user.
In one variation of this process, the user selects
coupons to be redeened after successful transm ssion
of the shopping list to a participating store and the
store prepares the goods for pick-up or delivery.
Leveraged Technol ogi es 15 The devi ces descri bed above
may integrate and use a nunber of avail able
technol ogi es, including: > Fingerprint sensor

avaiy ablrentdienti ‘iiﬁhtln@ BveIBIP 6 FarEH isica8 Blodel CardRRALIEFRbto 1d
technol ogy avail able from Solicore Corp or equivalent.
> Act i VERBios¢uEYleBvai | abl e from ZBD Di spl ays Corp or

equiy atr@ditment KationP5RS SofBreS AR WBmTBLIBKY @btrols Corp such as
manuf acturing availahle from MACtac Corp or

equwa‘P‘@ﬁVSYS@nE@C?r&ﬂ‘gﬁc&ﬁ/s tone generators, standard

el egt rRRbeal S&ﬁ'ﬁﬂﬁf"%{lﬁﬂe B6aDbIARL B ad HiBRhsi MO ObkSequivalent.
ConTrer cial sources. - Mecr O$r ocessor and me

devi’c & Bepdsriasaieile frpm AhiRCoRt o8t 26 modsy EFF%‘!%OQH%/I?C"?SPWH‘: Kit
I EEE 8t ridlitfbhZdn@dp eguivaledf OCcol chipsets available from
con Corp or equlvalent. > F ngerprint matchj

ol G e Pagont Chhr GHoece A Eop TR Fdides 700 sercs
Corp Q&wm&ﬂ&h%@kﬁnt > Smart Chip chlpsets avai |l abl e
fron1Datake ent. > Flexihle gl
subst s olgRiss gﬁgﬁn@/ fﬂ!l IS g ol ferBe e kspein hage (e same
e el ag Bémm(%ﬂ)y mdabtg&c}byl dae Sﬁﬁamﬁg siaN & thedat 16 which fhis invention
[ Oi ch as el, SX-2 photo ID ca

ool et RS ey e G B S TG g o gessibed

| Bee¢ih bdn beatddamthepracticp bi tadtieg 6f tha/@edeatihventiandin) dﬁaarbgmahudh and
rdJ .0 ..ld te r e a

e G s PRETT b PRl poR APPSRl
CofitrenotssneBtionsd bereih a@sgncorporated by reference in their entirety to the extent

allowed by applicable law and regulations. In case of conflict, the present specification,

including definitions, will control.

The present invention may be embodied in other specific forms without departing
from the spirit or essential attributes thereof, and it is therefore desired that the present
embodiment be considered in all respects as illustrative and not restrictive, reference being
made to the appended claims rather than to the foregoing description to indicate the scope of

the invention.



nodel / system 602 or equivalent. 5 > Personal conputer
avai l able from Dell such as D nensi onTM 4600 or
weowinpdient . > RF Reader avail abl e from Chi pcoPCTZU83904/019198

such as nodel CC2420DK Devébopment Kit wth

nodi fication or equival ent. Secure Background Check

Dat abase avail able from Dell Power EdgeTM 700 series

server or equivalent. 10 Unl ess otherw se defined, al

technical and scientific terns used herein have the

same neani ng as comonly understood by one of

ordinary skill in the art to which this invention 10

bel ongs. Although nethods and materials simlar to or

equi val ent to those described herein can be used in

the practice or testing of the present invention 10,

Suitable methods and materials are descri bed bel ow.
Claims) publ i cations, patent applications, patents, and

ot her 15 references nenti oned qgrein are incorgfrate%

ple

L pyAparahe hard-held prgramahle devicp fprintegaiiag g fontrolfing g

secul¥orfRR 16 2 Rpichtidis aRbfor REMAhE ih-exlethal 48@mef comprising:
conflict, the present specification, including

de{'nitions,_mﬁll control. The present invention may
bel2enb FHI¥BHIRSGENer specific forms without departing
fr&?1the sgjrit or essential attributes thereof, and
i t%s (RBFLrBFE Sesired that the present 20 enbodi nent

be, considered in all respects as illustrative and not
re$tri @ATVRPEP r ence being made to the appended

cl bnsrﬁgther than to the foregoing description to
in 'catel?%%’scope of the invention. WO 2004/ 114190

Egﬁgpﬁé&8$kp&%&%8 29 Clains: 1. A portable,

progranmabl e device for integrating and

COM I O'Aéaﬂgfmnga@gg with &R §skRE8M aal | ng

applications an Interacti'ng wt h ext ernal

syé#enﬁmegﬁgmmggﬁwg%_ (a) a bionmetric sensor; (b)
control “circuitry; (c) a mcroprocessor; (d) nenory;

2. (eTheMeRRWBT cISa, Gerelr the BRAREIcIsOfisot RlaGInd6rptifiGeddot.h
external systens; and

3. The device of claim 2, wherein the fingerprint sensor also acts as a selector switch for

selecting a programmed function in the device.
4. The device of claim 1, further comprising a means for interacting with a user.

5. The device of claim 4, wherein the means for interacting with a user further comprises an

alphanumeric display, a tone generator, an LED, and a visual display.

6. The device of claim 1, wherein the means for interacting with external systems further

comprises a visual display area.

7. The device of claim1, wherein the means for interacting with external systems further

comprises a magnetic stripe emulator.

8. The device of claim 1, wherein the means for interacting with external systems further

comprises a smart card contact pad.

9. The device of claim 1, wherein the means for interacting with external systems further

comprises an antenna.



(g) operational software. 2. The device of claim1,
wherein the bionetric sensor is a fingerprint sensor.

w@200Fhetigevi ce of claim2, wherein the finger pPCTUS2004/019198
sensor also acts as a seledbor switch for selecting a
programed function in the device. 4. The device of
claim1, further conprising a neans for interacting
with a user. 5. The device of claim4, wherein the
means for interacting wth a user further conprises an
al phanumeric display, a tone generator, an LED, and a
visual display. 6. The device of claim1l, wherein the
nmeans for interacting with external systenms further
conprises a visual display area. 7. The device of
claim, wherein the neans for interacting Wi th

Xt ef t her s.a net | tripe .
X PR S GG g SOTRE 5% Bk S la anciv
supportingderaog frequanicich fromt800 ivEHz ﬁwsaﬁﬂz.f urt her
conprises a smart card contact pad. 9. The device of

| ai h s Kels interacting w.th ) .
lgx i e’l‘rﬂﬁ ;d]ewx\pc%{c%lﬁ 1?)U {1%? %nh v1c? Iresnéasms a{ﬁ g?{&éaﬁzﬂgg m% until activated
b}Qiﬁ@H]/om&ib%nsEf:T/ us2004/ 019198 30 10. The device of
claim9, wherein the antenna further conprises an RFID

nt enn nd I u tin eratln fre
ors a5 A2, yRURRTR s SREA Gkl R e furthor
contpeisesian alphenutesric displag miuagng Hba cs&em active node until
activated by the bionetric sensor. 12. The deV|ce of

clal c
ot AP AR 1 P RE T oot Bt sPptiat g howsd batery
di splay enmul ati ng a bar code. 13. The device of claim
141, \ihedeviee ¢flobnimpdywehersiodireoreahs) fdr eeraciongpyithsaxtenah systems further
gﬁngggw%éxuter 14. The device of claim1l, wherein
Fores |nteract|ng with external systens
further conprises a USB connector. 15. The device of
15¢| aiTie deviedhickiim 1§ Whereie dirvandans far idtenatigiwith eatetrdal systems further
coeXL5§§$F3 gstens further conprises SM5 nessaging. 16.
TRESGeVTreB*EP 4 ai m 1, wherein the neans for
interacting with external systens further conprises
16GPSThé devidetafylaim 1, wherein the means for interacting with external systems further

l:ri

comprises GPS circuitry.

17. The device of claim 1, wherein the form factor of the device conforms with the physical
requirements of standard magnetic strip cards and smart cards as specified by ISO 7811 and ISO
7816.

18.  The device of claim 1, wherein the form factor of the device conforms generally to a key
fob.

19.  The device of claim 1, wherein the form factor of the device conforms generally to a

pager.

20.  The device of claim 1, wherein the operational software prevents use of the device until

an authorized user is identified by the biometric sensor.



17. The device of claim1l, wherein the formfactor of
the device conforns with the physical requirenents of
wga@adarigo magnetic strip cards and smart car dsPEBUS2004/019198
specified by 1SO 7811 and B8O 7816. 18. The device of
claim1, wherein the formfactor of the device
conforns generally to a key fob. 19. The device of
claiml, wherein the formfactor of the device
conforns generally to a pager. 20. The device of
claim1l1, wherein the operational software prevents use
of the device until an authorized user is identified
by the biometric sensor. WO 2004/ 114190
PCT/ US2004/ 019198 31 21. A data processing systemfor
integrating and controlling nultiple secure

red Lali.ng. ' ] . US| onpact. .
s R
appjisations ustmggpedngianigselfmwezedpbivmatpical]y frarcted édvike, the system
mg&ggrannable devi ce having a bionetric sensor, contro

Ci'rcurtry, a m croprocessor, a menory, a power source,
nmeans for interacting with external systens, and
oper(@t i ongbrtsié, hamd-kxld, pacgrdpimhatia demiredialing 8 biosesie@hsor, control
I nt er act icirgnitny, talmittopropesegy anembLYE a Peweraeurcs niaadfol interacting with
i denti f i esteinalsyateshs,\eed bpersthhlaoftwbre} il devi ce hol der
and the device holder's credentials for selected
appl(bxat aoasollident sfdten tedractipg 0dtaslsd prograyaiabledeficeio@hible
21, wher @lentifidatior apdoletifietion 9 it devitekidlie and the dpviEsSiRtder’s
(a) an enredtdtiaBidr ssledted applicatioas.acti ng with the
programmabl e device to create and nmnage access to
22 he The dgtn arovedsing sgiean ofclaifdd)1, sdergin thy ere6lthér® bystem further
o8 uh%nent operating over a defined control area to
H¥® the |ocation of authorized per sonnel throughout
the control area and to nonitor an alert status of
t he (devi eremoliném stati@tiktetaiting Wil the Phogddmn AL Eeitd 8date and
entries inandge@ccesOP ihiePro@i@mabladevits) a communi cati ons
process managi ng comruni cations wth security
per gOnnetecurityeotirad kipiipigent op@atinglovefa CIHOY Dérkid! Ar41® track the
net wor k, loamibnuyfdahorivgd pasdingighrodgigbut the control area and to monitor an
alert status of the device and to track the location of unauthorized entries in the
control area; and

(c)  acommunications process managing communications with security personnel,
controlling access to a communications network, and updating, adding, and
removing credential information in the programmable device.



renmoving credential information in the programable

devi ce. WD 2004/ 114190 PCT/ US2004/019198 32 23. A
walad0a/1priecessi ng met hod for integrating and coPCT/0k10041019198

mul ti pl e secure credential Bdg applications using a

conpact, self-powered, bionetrically-protected device,

conprising the steps of. (a) inserting a blank

bi onetrically-protected device into an enroll nment

station; (b) loading security policies and

applications fromthe enrollnment station into the

bi onetrically-protected device; (c) |oading personne

data and credentials fromthe enroll nment station into

the bionetrically-protected device; (d) a user

pl acing at | east one finger on a fingerprint sensor on

he pi Leal | y-. nrof. vi ce: (.e) st.orin o s
2 nger ke SR et REL Sl i GRro il w8l i redsatioting
apphidatmss uwingd ¢ongpatthees] f-iveraddbibmetgenlpy-protecdd tieviod, tdingriséng the steps

Jersonnel data and credentials; and (f) activating the
iometrically-protected device. 24. The data

processi ng nethod of claim 23, wherein the step of

act i(ent i mgpetting abilankbiometrihlly-propacaideietieclinttean eneollinent ftstion;
conprises the steps of. (a) the user placing at |east

one (b} ngésadong sedveityf podigies prd appliseiosofrom thetdnsllment station into the
bi onet r i dalmepricafiy-ptotcteddedessi ce; (b) conparing the

user's fingerprint to the stored fingerprint data on

t he (chi ohedingpaisbynepiate @citceetientéals fem tenmirqlipjent station into the
acti vat i hpoetradinpiotdciedgledpq! i cati ons on the

bi onetrically-protected device if the wuser's

fi nder pr iensergiacmgatleathene figer en o fingerprint gersprdnrthe biamatrically-
25. The datetgdrdeviessi ng net hod of claim 24, further
conprising the step of requesting voice print data

f r oieX he stogieg fingetbrobdysaon thg bidrectiedy-poteatidoievipe amt assaiating the

voi ce pr stieteddmgapsitaiadvitrnthe hesonnel data and credentials; and

bi ometrical |l y-protected device before step 24(c). 26.

The (Bat aapivetestbe higmewicalidprofeceidevie24, furt her

conprising the step of transformng the fingerprint

24 endde dpaprocasiingpsthod of ploim 3BIvéwredt thalsiep ebietivatingkehiometrically-
prg%%}g(?&év?c%tfuﬁeg E&HSREL @L LG or appl i cation after step

(a)  the user placing at least one finger on the fingerprint sensor on the biometrically-
protected device;

(b)  comparing the user’s fingerprint to the stored fingerprint data on the
biometrically-protected device; and ‘

() activating credentialing applications on the biometrically-protected device if the
user’s fingerprint data matches the stored fingerprint data.

25.  The data processing method of claim 24, further comprising the step of requesting voice
print data from the user and comparing the user’s voice print to voice print data stored on the

biometrically-protected device before step 24(c).

26.  The data processing method of claim 24, further comprising the step of transforming the
fingerprint sensor into an application selector whereby the user can select a credentialing .

application after step 24(c).



WD 2004/ 114190 PCT/ US2004/019198 33 27. The data
processi ng nmet hod of claim 23, further conprising the
wae@p/1ofivdet ecti ng the presence of the PCT/US2004/019198
bi onetrically-protected devdce and conparing a device
I D nunber on the bionetrically-protected device to a
list of approved device ID s. 28. The data processing
met hod of claim 27, further conprising the step of
matching the wuser's fingerprint data with fingerprint
data stored on the bionetrically-protected device. 29.
The data processing nethod of claim27, further
conprising the step of disabling the
bi onetrically-protected device if the device |ID nunber
does not match the |ist of approved device ID s.

27.  The data processing method of claim 23, further comprising the step of detecting the
presence of the biometrically-protected device and comparing a device ID number on the

biometrically-protected device to a list of approved device ID’s.

28.  The data processing method of claim 27, further comprising the step of matching the

user’s fingerprint data with fingerprint data stored on the biometrically-protected device.

29.  The data processing method of claim 27, further comprising the step of disabling the
biometrically-protected device if the device ID number does not match the list of approved

device ID’s.



