METHOD AND APPARATUS FOR A WEB- BASED APPLI CATI ON SERVI CE MODEL FOR SECURI TY

MANAGEMENT Abstract:

PKI

0O 02/015530 A3

A
Wji’

ser vencrinobelsBadah pri vat e
I ncl udi ng

(43) International Publication Date

21 February 2002 (21.02.2002)

e
r‘/<( A
1)

PCT

The i nvention conbi nes cryptographi c key nanagenent
technol ogy with various authentication options and the
SYSt efRiINTERNAEIDNAR APPLICATION [BUBIISBRINUND BRENH E A

and apparatus called (PXa[err]
Aut hori zati on and Adm ni stration) Thgf
profil e (unvguia Iitelegtusl EtopeitkOtgadsatiamnd
A PXa[err]
security profile,

use of a conpani on
RSBONMREYTY@CHOd

Preci se eXtensi bl e Authenticati on,

G

(10) International Publication Number

WO 02/015530 A3

(51) International Patent Classification’: HO04L 29/06

(21) International Application Number: PCT/US01/25730
(22) International Filing Date: 15 August 2001 (15.08.2001)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:

60/225,796 15 August 2000 (15.08.2000) US
60/239,019 4 October 2000 (04.10.2000) US
09/930,029 14 August 2001 (14.08.2001) US

(71) Applicant: VIAQUO CORPORATION [US/US]; 2460
N. First Street, Suite 280, San Jose, CA 95131 (US).

(72) Inventors: SWEET, William, B.; 3415 Oakwood Court,
Morgan Hill, CA 95037 (US). YU, John, J.; 770 Wood-
stock Lane, Los Altos, CA 94022 (US).

(74) Agents: LAURIE, Ronald, S. et al.; Skadden, Arps, Slate,

@n

‘4

Meagher & Flom LLP, 525 University Avenue, Palo Alto,
CA 94301 (US).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR, BY, BZ, CA, CH, CN, CO, CR, CU,
CZ, DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, LC,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK,
SL, TI, TM, TR, TT, TZ, UA, UG, UZ, VN, YU, ZA, ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE,
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF,
CG, CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD,
TG).

[Continued on next page]

(54) Title: METHOD AND APPARATUS FOR A WEB-BASED APPLICATION SERVICE MODEL FOR SECURITY MAN-

AGEMENT

i —
(I
LN

Hhgroup e
\ drT'Sh"‘m’rAd inistrator

Certificate
Authority

Securit
Officer

(57) Abstract: The invention
combines cryptographic key
management technology with various
authentication options and the
use of a companion PKI system
in a web-centric cryptographic
key management security method

7/
147
[ dwiv

and apparatus called (PXa’™

ive Tasks: Member Account Admini

Domain Policies, Ci

PXadi
Member!
Client:
System
850— SRRy

I AZCOOO> IMIIMZ

Precise eXtensible Authentication,
Authorization and Administration).
\ The (PXa®) model uses a security

Member Authenticatios \
« Passwords
H +Time & Place Auth—{
* HW Token
« BiolD Templates ...}

profile unique to a network user
and the member domain(s) he/she

|
|
120 i
Security Profile ,]
s
15

belongs to. A PXa? server holds
all private keys and certificates, the
user’s security profile, including
credentials and the  optional
authentication enrollment data. The

155

< ials)
/
\ s
/ - .
SmartCad | server maintains a security profile for
Synchronization L. .
\ ngmputing A Wombor each user, and administrators simply
\(p&i‘fp e : = = : Accm;}gr 160 transmitted credential updates and
DA, e1c) = = - Struct, s :
™ D D B (Website) other perlf)dlc I'namtenance updates
NIENN \5\ K k B4 to users via their PXa® server-based
SO0 105~ 105 105 105 A" .
NN 27 100 member accounts. Domain and
L i ..
NN -7 (Domainis)) workgroup  administrators  also

perform administrative chores via
a connection to the (PXa®) web site,

rather than on a local workstation. A member’s security profile, containing algorithm access permissions, credentials, domain and
maintenance values, a file header encrypting key, optional biometric templates, and domain-specific policies is contained in one of
two places: either on a removable cryptographic token (e.g., a smart card), or on a central server-based profile maintained for each
member and available as a downloadable "soft token" over any Internet connection.
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