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A method and apparatus for providing XML document encryption
Field of the Invention

The invention relates to the field of information security, and more
specifically to a mechanism that provides XML with a relative level of security and
method 'qf access control on XML documents. The mechanism is applicable to all
well-formed XML documents. The secure XML docurment generated by usihg this
technology keeps the well-formedness of the source document.

Background of the Invention . .

XML™, the extensible markup language, is ‘engendering a revolution in
online commerce and business communications. For the first time, an accessible
standard is available that enables real business applications across the Internet.
At the same time, the widespread adoption of information security technology is
providing the foundation for global electronic security within business
applications. A fusion of these technologies is inevitable, enabling secure
interactions among businesses and consumers across the Internet.

XML

' XML, which can either be regarded as a significant extension of HTML
(hypertext markup language) or, more properly, as a simplification of SGML
(standard generalized markup language), is'a meta-language for defining the
structure of documents. That is to say, using XML, you can unambiguously
define the structure of a document containing, for example, a purchase order. If
multiple entities agree on the structure of such a document then they can
meaningfully communicate those documents between each other electronically,
and automatically.

As the adoption of XML spreads across platforms, clients and servers, it is
poised to become the language of business across the Internet.

XML Standards

Overall, XML technology is being guided and defined by the W3C™ (World
Wide Web Consortium). Under this body, various groups are working towards
defining standards for XML itself, as well as various complementary technologies
such as XSL™ (XML style language for automatically converting from XML to
HTML), etc.
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The goal of this arm of the W3C is to lay down standards that define how
XML can be used across broad, horizontal markets. In parallel with the work of
the W3C, various industry groups are additionally defining standards that govern
the use of XML within their particular vertical markets.

Document Definitions | )

The definition of the structure of a particular type of document is called a
DTD (document type definition). Across the planet, industry consortiunis are
coming together to define DTDs for various vertical markets; such as healthcare,
insurance, etc. Once these standards are in place, electronic communication
within and among these industries will be, for the first time, uniformly possible
across the Internet in a completely standard manner.

Electronic Security

Adoption of electronic techniques for doing business across the Internet .
requires the same (or better) security guarantees as the real world: Sensitive
information should not be publicly accessible (security envelopes). Documents
should identify who they are from (signatures). Documents should be unalterable -
(no whiteout). And finally, possession of a document should be proof that it was .
actually sent (again, signatures).

Aspects of Electronic Security

The adoption of appropriate cryptographic technologies enables these four
critical aspects of electronic security, collectively referred to as PAIN:

Privacy - using encryption techniques, it is possible to transform the
contents of an electronic document so that it is unintelligible to anyone but the
intended recipient. This means that sensitive documents can be safely
transmitted across open networks, without the possibility of them being
intercepted and read by an unauthorized individual.

Authentication - using certificates and digital signatures, in tandem with a
trusted third party infrastructure, it is possible to uniquely identify the origin of an
electronic document. This means that a recipient can verify, with absolute
certainty, from whom a particular message has arrived.

Integrity - a second benefit of digital signatures is that they can be used to
verify that an electronic document has arrived intact and unaltered from the
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moment that the sender signed it. This means that a recipient can verify that a
document has not been altered, whether deliberately or accidentally, from the
time that it was issued.

Non-repudiation - with a public key infrastructure in place, it is not
possible for the sfgner of an electronic document to sUbsequently disavow the
signature. This means that a document cannot be denied at a later date in an
attempt, for example, to revoke an order because of changing market conditions
or malicious intent.

Cryptography

Cryptography is the study of mathematical techniques related to aspects of
information security such as confidentiality, data integrity, entity authentication,
and data origin authentication. Cryptography is not the only means of providirg
information security, but rather one set of techniques.

These techniques include symmetric key crypto-systems (DES, RC4,
IDEA, etc.) and public key crypto-systems (RSA, ECC, DSA, etc.). Symmetric
key crypto-systems are mainly used for data encryption. Public key crypto-
systems can also be used for data privacy protection, furthermore; when
combined with message digest functions in cryptography (MD5, SHA-1, etc.), they
can be used to generate digital signatures for authentication and integrity
protection at the same time.

XML Security (Prior Arts)

It is now generally accepted that XML is the meta-language through which
the content and structure of information on the Internet will be defined. XML will
also become the main mechanism for interoperability among applications.
However, in the networked world, sensitive information becomes more generally
available and accessible. This increase in information flow introduces a number
of risks, necessitating the introduction of security solutions, which can provide
both authentication of the parties involved in any transaction, and protect data
while in transit or storage.

XML Signature

There is a joint Working Group of the IETF (Internet Engineering Task

Force) and W3C, called XML-Signature WG. The mission of this working group is
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to develop an XML compliant syntax used for creating and representing the
signature of Web resources and portions of protocol messages (anything
referencable by a URI) and procedures for computing and verifying such
signatures. ‘

XML Signatures provide integrity, message authentication, and/or éigner
authentication services for data of any type, whether located within the XML that
includes the signature or elsewhere. XML Signatures can be applied tc any
digital content (data object), including XML. An XML Signature may be applied to
the content of one or more resources. Enveloped or enveloping signatures are
over data within the same XML document as the signature; detached signatures
are over data external to the signature document.
SDML - Signed Document Markup Language

The Signed Document Markup Language (SDML) was developed by the
Financial Services Technology Consortium (FSTC) as part of the Electronic :

Check Project. SDML is designed to:
° tag the individual text items making up a document,
. group the text items into document parts which can have business’

meaning and can be signed individually or together,

. allow document parts to be added and deleted without invalidating
previous signatures, and
o allow signing, co-signing, endorsing, co-endorsing, and witnessing

operations on documents and document parts.

The signatures become part of the SDML document and can be verified by
subsequent recipients as the document travels through the business process.
But SDML does not define encryption.

While cryptography has long been accepted by the public and private
sectors as the method by which to enable applications to securely work over
public networks, the underlying technologies of digital signatures and encryption
are not immediately usable within an XML framework due to the lack of XML
supports for these technologies.

There exists a need to provide new ways to apply cryptographic
technologies to XML framework. It is desirable to provide full encryption and
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digital signature capabilities, which can be used in an Intranet, Extranet or

Internet environment.

It is an object of the present invention to seek to address at least one
problem or need associated with the prior art.

Summary of the Invention
In this regard, the present invention provides a method and / or sysfem of

providing XML document security by way of encryption, the encryption being in
accofdance with any symmetric key cryptosystem, the document having conitents
defined by a plurality of levels, namely at least an entity level, the entity level
having at least one element level including element(s), the method and / or
system providing the encryption at the element level.

Various other aspects and features of the present invention are set out in
the attached claims.

In essence, the present invention stems from the realisation that most of
the effects on XML security are focused on digital signature and verification. The
main reason that security is related to the transport level. Thus the privacy of the
XML documents depends on the security of the document transportation. in the
present invention, however, an element-level security mechanism is provided for
XML documents, and in this way, the privacy of secured documents doesn’t rely
directly on secure document transportation.

In the prior art, protection of an XML document is provided by encrypting
the document as a whole. As a result, the encrypted document isn't XML-
formatted and human readable any more. However, it is not possible to leave
some contents of the document unencrypted if using the prior art methods to
protect the document.

The present invention addresses these problems by providing a concept of
more secure XML document, which has the following features:

. Element-wise Encryption — This means that the encryption is held at the
element level. What's more, in accordance with the present invention, a
user may selectively encrypt elements or encrypt elements in accordance
with a predetermined schema, with or without leaving other elements
unchanged, and / or encrypt an element(s) with its children (sub-elements)
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as one block, again selectively or in accordance with a predetermined

schema.

In addition, it is preferable to provide at least one of the following features in

addition to the element-wise encryption above, namely:

. 5 .

10 o

15

Various Encryption Algorithms and Modes Supporting — All kinds of

_symmetric key encryption algorithms, either block cipher or stream cipher,

can be used in this security mechanism for XML. And different encryption
modes (CBC, EBC, etc.) can be applied here as well. DES, Triple-DES'and
IDEA are all exémples of commonly used symmetric key ciphers.
Convenient Key Management — Each element can be encrypted using
one unique key value. The key value of each element is secured by the
document key or the key value of its parent element. The whole document
is protected by the document key.

XML Compatibility — All secure XML documents converted from well-
formed XML document are still well-formed. No new element definitions
are added into the secure format. We only introduce several new
attributes and one namespace for secure XML document definition, which
are shown in the following table.

Advantageously, the present invention does not require a new element

20 definition for secure XML document. The namespace and attributes currently

used in secure document are shown in the following table (more attributes can be

added when needed in future versions):

25

Type Name Deseription
nunespace | Xming .l namespace fir secure XML docoment sttriboies
attribute gl geourad whether the docament is in secure format or not

(root only) | sxwl:algovivim

encryption algorithim and mode used

axml; kavprotection

key manggement method

atiribute gamlencryphed

whether the element is encrvnted or not

{general} saml rkeyints

information abont the key value used fo encrypt the
clement and key values of children elements

Secure XML document

can be applied to various Internet applications. In

an on-line information service, secure XML technology can protect the valuable

information to be provided.

In a cyber-library, books and magazines can be
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provided as secure XML documents, readers can view TOC and other
introductory parts, but need to pay money or give more information if they want to
read the whole content of the book. In an electronic transaction, sensitive
information can be stored in encrypted elements in secure XML documents.
Detailed Description of the Present Invention g

Preferred erribodiments,of the presént invention will now be. described' With
reference to the accompanying drawings, in which: |

Figure 1 illustrates schematically document encryption in accordance with
the present invention, '

Figure 2 illustrates schematically element encryption in accordance with
the present invention,

Figure 3 illustrates schematically element and key pair computation in
accordance with the present invention,

Figure 4 illustrates schematically document decryption in accordance with
the present invention, and

Figure 5 illustrates schematically one exemplary implementation of the
present invention.

XML Introduction ,

XML is based on the concept of documents composed of a series of
entities. Each entity can contain one or more Iogical elements. Each of these
elements can have certain attributes (properties) that describe the way in which it
is to be processed. XML provides a formal syntax for describing the relationships
between the entities, elements and attributes that make up an XML document,
which can be used to tell the computer how it can recognize the component parts
of each document.

XML differs from other markup languages in that it does not simply indicate
where a change of appearance occurs, or where a new element starts. XML sets
out to clearly identify the boundaries of every part of a document, whether it is a
new chapter, a piece of boilerplate text, or a reference to another publication. To
allow the computer to check the structure of a document users must provide it
with a document type definition that declares each of the permitted entities,
elements and attributes, and the relationships between them.
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Elements are the most common form of markup. Delimited by angle
brackets, most elements identify the nature of the content they surround. Some
elements may be empty, as seen above, in which case they have no content. If
an element is not empty, it begins with a start-tag, <element> and ends wnth an
end-tag, <lelement> 3

Attributes are name-value pairs that occur inside tags after the element
name. Fbr example, <div class="preface"> is the div element with the attribute
class having the value preface. In XML, all ettribute values must be quoted.
Secure XML Document Structure
Element-Wise Encryption for XML Document

The main idea of this invention is element-wise encryption for XML
document, i.e. the encryption is held at element-level and only sensitive elements
are encrypted while the others are left untouched. For example, there is one XML
document describing staff information of the company:
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RERPEnN idx"sig QWQ&SZ”:» :
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gyl ’ifsenrgig-r: i g; i*rggﬁ:a
ﬂt{t‘alﬁﬂ‘a ’ .
cdepignab ien>féaxzagwrc fdeeigmtiaﬂa
wgalaryail, PRI fRalarys :
, wemadleohings ameﬂeamfemaﬁu
< PEDZoE.
spsranrn Lds vore workor s
S ELE NS
- =fanliyeRorkarc/famiiys
eglvensOtas fgivens
< udras
wdenignab ioneNarivare d“;i::zmt: EXe
cgalarys 00/ salarys
ﬂenaihene,cmn mm»cg’emam,a
=Fpensons .

xzaerstm idapin worker®s
<P '
wfaml: iy:«marfezafﬁami By
sglvens@ine fgivens
= Y
eﬁeeignetmeﬂmxkem{ ﬁee&gﬂaz;mm
<Balarys5 00/ gadary
wemallsninddon. oomeenails
o BT ET .
wiperaonnels
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Generally some sensitive information, such as salary, can only be available
to senior members of the company. So this kind of information should be
protected in storage. While some other information in this document should still
be available publicly, such as designation, depariment, etc. All these

5 requirements can be easily satisfied by using XML element-wise encryptlon
technology

The secure XML document can be in the folldwing format:

< Zaml  verslonel, §4%s '
(% IEUEYRPR. porgovnel TYFTER “r:vaz:mms&i Ardts - . : ’
epgeaontgl mnine HRile it bp e fane el oxdy ggﬁsﬁcﬁ‘&" v hitd ,%{:mm@;idyegﬂ

sl lgori thi Y IDEASCROY 1L o, B T R
apareon LdeMBig Bosg? sual oanorspt st guml s kevinfoe s
<hamE 8Eml e:zmxy:;;trzﬁwm" Bt s Kapd nEam FXRRT >
elgmily genlosncrypbede tant mont plespd s PRy L Hogd e FEami ] v
=gtvan &m& Mwygﬁzf@dm"m* s};xm mymm» RRRHN :-E:‘.gr,fgmfﬁnas
«gnaw—x:a s -
wdgsignation v:etm:i:emﬂmrgmamn@h gmﬁ kgaymmww*»m%ggnm aighations
waalgey qumly mmrygxtgdwws" sy kel ufqﬂm% S
ARIBS R ATFRRAINGIEQIRIGL fs«'msmi’f
. owfsalatys
cgmall eswd. gz\m:‘*”pw:ﬁ”"ywﬂ gacl s Reyvanfosta RS
31 *a@aznaeu,,nza:’;12?5Bcé:?ss?a{“"?iia,sgmx?saka{’:ﬂsm.mm
sfgmatls
i pErRens
sparstey s "one . worker® aumby em:rygtﬁia Rt smmtl kﬁgéﬁfﬁmtxxwv :
<trame gl s enorypids gt arpd shayinfostxin s
cf;:mi’%_y ganl conolypbedane® Sxwls knymn*gn’m"mﬁr}?ém{fam;m
wdwan Ronmky &ncrygtf@dwna"‘ mmitfﬁyiﬁht&m "m’wﬂnge,ﬁgium@
wf names .
cdasigmation sl enarypede g sxmak&ymtaa‘!mx%ﬁanagmm’aes g&&ti&m«
wgatary sxndl;dncryptadavyes? somlckerinfosfmextn . .
ﬁBf‘I}HSE’rE’ IEMQZ%IQEEGQ‘EQBEECE&E Egﬁaéé’n E?F’?‘EEEE
wizsalarys. )
cemall gxmi. sriorypteds \non sl S:ce*:yn’xmn“m"wmwwma (:émd»maii:@
%f’ﬂf:rﬁm”’w

zfparaotnels

10
In the above example, all the salary elements are secured. And the email
of “Big Boss” is secured too while that of “Worker’s are kept in clear text. Only
the content of the selected elements is encrypted. The children of the encrypted
element will be left in clear text if not selected.
15 NOTE: The attribute sxmi:encrypted indicates whether the content of the
current element is encrypted or not. If “yes”, the content is
encrypted; if “no”, the content is unencrypted.
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NOTE: The atiribute sxml:secured indicates whether the document has any
encrypted element or not.

Element Block Encryption
‘ Element can be encrypted with its children (sub—elements) as one block.
5 Sometlmes it may be unnecessary to encrypt XML document element by
element. This situation can be avoided by using elements group encryptlon.

An Internet publisher, for instance, usually only publishes the title, author,
and abstract of the book over Internet. The reader can read the whole content
only after paying for the book.

10

wExREh versiaherl, g%
= IDQCTYRE, bosk SYSTIM “wck, ﬁtﬁ*
wheri igﬁzmu%;@’m? -243-B¥" :
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cabtitles (Rey, Decenbey IHFE!clsubritiss
cauttmrs-&amg aeckhuameaurhors
e
Thaptez I Tex Changesd Lov x;&dﬁv&:&ﬁ&ic .
e f G
SRONLEnh :
woRapter 28=T0hapd e
<EinlasTay Changes for Indlvidualse/tiziss
wgegnicn idetchapinea s
=pitlewchild Dax Coedls Tng zrepnede] ﬁ;:xtle::
SpEts idu“e&a}ﬂ%e fxaralw .
Thee maxizow ehild sax ersdis mr sanh ,xgnaiifymg emm »wi.ﬁ%
inwerf.ﬁe o “eic;s m gaga In m&; . i . )
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ohaky, bhial, blah, high, bln.h, mf;?x, e
»:;fchaptexa .
J.c,"{:@xvz;&%tﬂ

q:fk;aa}a

In this case, it is repetitive and unnecessary to encrypt all the content
elements one by one. So we can encrypt the content element with its children as
one block. Here’s the result:

15
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NOTE: If the value of sxmliencrypted is “block”, then the content of the
element is encrypted with its children as one block.

Encryption Algorithms and Keys
Encryption Algorithm and Mode

All kinds of symmetric key encryption algorithms, either block cipher or
stream cipher, can be used in this security mechanism for XML. And different
encryption modes (CBC, EBC, etc.) can be applied here as well. DES, Triple-DES
and IDEA are all examples of commonly used symmetric key ciphers. The root
element has one attribute called sxml:algorithm specifying the encryption
algorithm and encryption mode used in the secure XML format.

For example, as shown in the secure XML document given in the above

section:

wixesl verslone®l, %8s
= DETTYPE book SYRTEN "hook.dpdvs
=hook .. saalislgewichms " IDEASCRCY ... ,»

= e
The attribute sxml:algorithm here specifies IDEA encryption algorithm and

CBC encryption mode for the document.

NOTE: The value of the attribute sxml:algorithm usually is in the format
ALGNAME/MODE, where ALGNAME is the encryption algorithm
name and MODE is the encryption mode used in the document.

Key Management
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One special feature of this technology is that we can use different key
values to encrypt different element in the XML document. Different key values
are generated randomly for different elements when the XML document is being
encrypted. .

The point here is how to manage all the key values used so that we are
able to fetch them when decrypting selected elements of the document. .The
answer is the root key, which is the secret value used to protect all the key values
for element encryption.

One way to protect key values is to encrypt them using the document key
respectively. The encrypted key values are saved in the attribute sxml:keyinfo of
the corresponding element. And the document root element will have an attribute
called sxml:keyprotection with value "root” indicating that the key values are
encrypted using the document key. ‘

Another method to protect key values is based on the hierarchical feature
of XML document. In XML document, every element node except the root
element has a parent element node:

“..., for each non-root element C in the document, there is one other

element P in the document such that C is in the content of P, but is not in

the content of any other element that is in the content of P. P is referred to

as the parent of C, and C as a child of P.”

--- XML 1.0 (W3C Recommendation 10-Feb-1998)

Like the former method, the key value of some non-root element will be
encrypted, not using the document key but using the key value of its parent
element. The key value of root element will be encrypted using the document
key. All elements will have an attribute sxml:keyinfo with the encrypted key value
as the attribute value, and the attribute value of the root element attribute
sxml:keyprotection will be "parent”.

Both methods has the following features:

. the key value of every element is randomly generated and is unique;
. only one key, i.e. the document key, is required to be remembered or
saved for secure XML document.
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NOTE: The value of attribute sxml:keyinfo stores the encrypted key value
for current element.
NOTE: The attribute sxmlkeyprotection indicates which method the

document uses to manage the key va!ues for all elements.
XML Compatibility '
All secure XML documents convertea from well-formed XML document are
still well-formed. No new elément definitions are added into the secure format.
We only introduce several new attributes into the document. The attributes are

rﬂﬁt element  only attrlbut;@s o PR
sxmlsgecured - - {yaalnﬂ) R RE«Q’GIREDV

sxmlsalgorithm i : CODETR T T REQUiRED
- sxmlrkeyprotection {rmt:%par«enti T “parant”‘
genaral alemant attributes .
. sxml:encrypted ‘ {yes]zmmidﬂk? jkh”‘QUIRED
sxml 1 keyinfo ooepatA 0 BEQUIRED .

All the new attributes are placed in the namespace sxml, which is
identified by URL

http://www krdl.org.sg/sxmi/

As shown in the above examples, the namespace declaration is placed

before wherever secure XML attributes are needed:

xmlng s gxmls*htop: / feww. krdl.org. sg/exmit

Secure XML Document Operations

Now we give the procedures to author secure XML documents and decrypt
them.
Document Encryption

The document encryption process is illustrated in FIG 1. When authoring a
secure XML document, two inputs are needed: source document and document
key (11).

The source document can be already in secure XML format. In this case,
the document key should be equal to the corresponding value, the existing
namespace declaration with attributes of document root element - sxml:algorithm

and sxml:keyprotection - will be kept unchanged.
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If the source document is not in secure XML format, then namespace
declaration
xmins:sxml="http://www krdl.org.sg/sxml!"
shall be added into the attribute list of the root element. And encryptlon algonthm
5 and mode key management method is specified for the encryption process and
is given as the values of attributes sxml:algorithm and sxml:keyprotection of the
root element re'épectively. (12)
The next step (13) is to decide which elements are sensitive and the way
to secure them (as one block with children elements or individually). Then the
10 element encryptioh procesé is applied on the document root element (14) and will
be applied on all elements recursively. After the element encryption process, the
attribute of root element sxml:secured should be set to “yes” (15). And finally we
get the result document in secure XML format (16).
Element Encryption Process
15 The element encryption process (FIG 2) starts from the document root
element and then is applied on all elements recursively (14).

When the element encryption process is applied on an element (21), the
attribute sxml:keyinfo should be checked first (22). If the attribute is already set,
then the key value for this element can be computed from the attribute value.
20 Otherwise, a random key value is generated for the element and the attribute
value of sxml:keyinfo is set to the encryption result of this new generated key
value using the document key value or the key value of the parent element.

Based on the element selection (13), the element is processed in different
ways. [f the element is to be encrypted as one block with its children, then the
25 attribute sxmlencrypted is set to “block” (23), the whole element with all its
children will be encrypted as one entity using the key value for this element (24),
and the ciphertext is given in the result element (29). The encryption process for
the element ends.

If the element is selected to be encrypted individually, then the attribute
30 sxmkencrypted is set to “yes” (25), all the text-nodes (content) of this element are
encrypted using the key value for this element (26). If the element is not selected
and is unencrypted in the source document, the attribute sxml:encrypted is set to
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no” (27) and the content is left unchanged. Then the element encryption process
is applied on all the children elements ( 28). After all sub-elements are
processed, the result for this element encryption is given (29). The encryption
process for the element ends.
Document Decryption

.t If user wénts to view contents of some encrypted elements in a secure
XML document, these elements can be decrypted. first while other elements are -
left untouched. The decryption process includes two steps: (element, key) pairs
computation (FIG 3) and document decryption (FIG 4).
(element, key) Pairs Computation

Before a secure XML document is decrypted, some (element, key) pairs
need to be computed based on user’s element selection and access right. Surely
this computation needs source secure XML document and the corresponding
document key (31). This process is usually held on server side.

Like the document encryption process, this process starts from the
document root element (32). If the element is selected for decryption (33) and
user has access right to it, or sxml:keyprotection equals "parent” and there is
already one (element, key) pair for the parent element (34), then the key value for
this element will be decrypted and one (element, key) pair will be output (35). For
all sub-elements, repeat this process (36).

After this process is finished, a set of (element, key) pairs are generated
for document decryption (37).

Document Decryption

Atfter (element, key) pairs are prepared, the source secure XML document
is ready for decryption (41).

Again, the document decryption process starts from the document root
element (42). For each element, if the corresponding key value can be found in
the (element, key) pairs (43), the content of this element will be decrypted using
the key value and the attribute sxml:encrypted is set to "no” (44). For all sub-
elements, repeat this process (45).

After above procedure is finished, we need to check whether all elements
are decrypted or not (46). If so, all secure XML attributes and namespace
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declaration should be removed (47). A new XML document is generated with
selected element decrypted (48) after the document decryption process is
finished.

Access Control Using Secure XML

In this section, a s‘.fample usage of secure XML document is give:n'. Please
note this sample is just guidance for secure XML document usage. Secure XML
documents surely can be used in other ways not described in this section as long -
as the security of the documents is guaranteed.

Usually one document server (51) stores all secure XML documents in
secure XML document database (52) and all document keys in document keys
database (53). These documents and keys are prepared by a secure XML
authoring tool (54) with input from source XML document and document key
value.

In most common cases, client (55) logs on first and browses the
undecrypted secure XML document over network or some terminal. If client is
interested in the contents of some encrypted elements, client will send element
selection and other information (some payment data usually) to the server.

The server will verify the user information first and check whether user has
the access right to the elements user selected based on the access control policy
(56). If all checks are passed, the server will decrypt the key values for the
elements user selects and output some (element, key) pairs. Then a document
decryption agent (57) will decrypt the document for the client using these
(element, key) pairs. The document decryption agent can be either client-side or
server-side.

Then the client can read the contents of his/her choice if client has the
access right.

Copyright Protection

As the selected sensitive information is provided in ciphertext and only
authorized users can access this kind of information in secure XML document,
this technology also suggests a new method for copyright protection. If the
publishers adopt this mechanism for their electronic publications, the'n other

parties cannot provide key information for accessing the secured data in the
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document. This means that publishers can utilize this mechanism to protect their
electronic publications.
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CLAIMS

1. A method of providing XML document security by way of encryption, the
encryptlon being in accordance with any symmetnc key cryptosystem, the
document having contents defined by a plurahty of Ievels namely at least an
entity level, the entity level having at least one element level |nclud|ng element(s)
the method including the step of: ‘

providing the encryption at the element level.

2. A method as claimed in claim 1, including the further step of:
providing the encryption to selected element(s).

3. A method as claimed in claim 1, including the further step of:
providing the encryption in accordance with a predetermined schema to

element(s).

4, A method as claimed in claim 1, 2 or 3, in which an element is encrypted
with its children elements as one block.

5. A method as claimed in any one of claims 1, wherein each element is

encrypted using a key value.

6. A method as claimed in claim 5, wherein the key value is a random key
value.
7. A method as claimed in claim 5, wherein the key value is encrypted using

the value of its parent element.

8. A method as claimed in claim 7, wherein the key value of a root element is

also protected by a document key.
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9. A method as claimed in claim 5, wherein the key value is encrypted using a
document key.
10. A method as claimed in claim 1, wherein an indication is given whether

there are any elements with encrypted contents in the document.

11. A method as claimed in claim 1, wherein an indication is given of the
encryption algorithm and encryption mode used in the securing the XML

document.

12. A method as claimed in claim 1, wherein an indication is given of the key
management method used in the secure XML document.

13. A method as claimed in claim 1, wherein an indication is given of whether
the content of an element is encrypted, encrypted with its children as one block,

or is unchanged.

14. A method as claimed in claim 10, in which the indication is provided by way
of a namespace declaration to specify field(s) of attributes used in the document.

15. A method as claimed in claim 1, wherein information about the key values

for elements is stored.

16. A method as claimed in claim 1, wherein the well-formedness of the source

document is substantially kept in tact.

17. A method of protecting copyright of electronic documents using a method
as claimed in claim 1.



WO 02/46893 PCT/SG00/00196

20

18. A system adapted to provide XML document security by way of encryption,
the document having contents defined by a plurality of levels, namely at least an
entity level, the entity level having at least one element level including element(s),
the system including:

encryption means adapted to provide encryption with any symmetric key
cryptosystem, and wherein the encryption means provides encryption at the

element level.

19. A sys"cem as claimed in claim 18, wherein the encryption means provides

encryption to selected element(s).

20. A system as claimed in claim 18, wherein the encryption means provides
encryption in accordance with a predetermined schema to element(s).

21. A method as claimed in claim 18, 19 or 20, in which the encryption means
encrypts an element is encrypted with its children elements as one block.

22. A system as claimed in claim 18, wherein the encryption means encrypts

each element using a key value.

23. A system as claimed in claim 22, wherein the key value is a random key

value.

24. A system as claimed in claim 22, wherein the key value is encrypted using
the value of its parent element.

25. A system as claimed in claim 24, wherein the key value of a root element is
also protected by a document key.

26. A system as claimed in claim 22, wherein the key value is encrypted using

a document key.
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27. A system as claimed in claim 18, further including indicator means for
indicating whether there are any elements with encrypted contents in the

document.

28. A syst§em as claimed in claim 18, wherein the indicator means provides an
indication of the encryption algorithm and encryption mode used in the securing.
the XML document.

29. A system as claimed in claim 18, wherein the indicator means provides an
indication of the key management method used in the secure XML document.

30. A system as claimed in claim 18 , wherein the indicator means provides an
indication of whether the content of an element is encrypted, encrypted with its
children as one block, or is unchanged.

31. A system as claimed in claim 18, further including storage means for
storing information about the key values of elements.

32. A system adapted to use a method as claimed in claim 1 to secure XML

documents.

33. A system as claimed in claim 18, further including access control means

providing control of access to the document.

34. An XML document encrypted in accordance with the method as claimed in

any one of claims 1 to 17.

35. An XML document encrypted in accordance with the system as claimed in
claim 18.
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36. A computer program product including:

a computer usable medium having computer readable program code and
computer readable system code embodied on said medium for providing XML
document security by way of encryption, within a data processing systerrj, the
encryption being in accordance with any symmetﬁc key cryptosysteni', the
document having contents defined by a plurality of levels, namely at least an
entity level, the entity level having at least one element level including element(s),
said computer program product further including:

computer readable code within said cbmputer usable medium for providing
the encryption at the element level.

37. A computer program product as claimed in claim 36, wherein the computer
readable code is further adapted to perform the method as claimed in claim 2.



