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A method and apparatus for providing XML document encryption 

Field of the Invention 

The invention relates to the field of information security, and more 

specifically to a mechanism that provides XML with a relative level of security and 

· 5 method ·of access ·control on XML documents. The mechanism is applicable to all 

well-formed XML documents. The secure XML document generated by using this 

technology keeps the well-formedness of the source document. · 

Background of the Invention 

XML TM, the extensible markup language, is ·engendering a revolution in 

1 O online commerce and business communications. For the first time, an accessible 

standard is available that enables real business applications across the Internet. 

At the same time, the widespread adoption of information security technology is 

providing the foundation for global electronic security within business 

applications. A fusion of these technologies is inevitable, enabling secure 

15 interactions among businesses and consumers across the Internet. 

XML 

XML, which can either be regarded as a significant extension of HTML 

(hypertext markup language) or, more properly, as a simplification of SGML 

(standard generalized markup language), is· a meta-language for defining the 

20 structure of documents. That is to say, using XML, you can unambiguously 

define the structure of a document containing, for example, a purchase order. If 

multiple entities agree on the structure of such a document then they can 

meaningfully communicate those documents between each other electronically, 

and automatically. 

25 As the adoption of XML spreads across platforms, clients and servers, it is 

poised to become the language of business across the Internet. 

XML Standards 

Overall, XML technology is being guided and defined by the W3C™ (World 

Wide Web Consortium). Under this body, various groups are working towards 

30 defining standards for XML itself, as well as various complementary technologies 

such as XSL ™ (XML style language for automatically converting from XML to 

HTML), etc. 
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The goal of this arm of the W3C is to lay down standards that define how 

XML can be used across broad, horizontal markets. In parallel with the work of 

the W3C, various industry groups are additionally defining standards that govern 

the use of XML within their particular vertical markets. 

5 Document Definitions 

The definition of the structure of a p'articular type of document is called a 

DTD (document type definition). Across the planet, industry consortiullis are 

coming together to define DTDs for various vertical markets; sucti as healthcare, 

insurance, etc. Once these standards are in place, electronic communication 

1 O within and among these industries will be, for the first time, uniformly possible 

across the Internet in a completely standard manner. 

Electronic Security 

Adoption of electronic techniques for doing business across the Internet 

requires the same (or better) security guarantees as the real world: Sensitive 

15 information should not be publicly accessible (security envelopes). Documents 

should identify who they are from (signatures). Documents should be unalterable ·· 

(no whiteout). And finally, possession of a document should be proof that it was 

actually sent (again, signatures). 

Aspects of Electronic Security 

20 The adoption of appropriate cryptographic technologies enables these four 

critical aspects of electronic security, collectively referred to as PAIN: 

Privacy - using encryption techniques, it is possible to transform the 

contents of an electronic document so that it is unintelligible to anyone but the 

intended recipient. This means that sensitive documents can be safely 

25 transmitted across open networks, without the possibility of them being 

intercepted and read by an unauthorized individual. 

Authentication - using certificates and digital signatures, in tandem with a 

trusted third party infrastructure, it is possible to uniquely identify the origin of an 

electronic document. This means that a recipient can verify, with absolute 

30 certainty, from whom a particular message has arrived. 

Integrity- a second benefit of digital signatures is that they can be used to 

verify that an electronic document has arrived intact and unaltered from the 
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moment that the sender signed it. This means that a recipient can verify that a 

document has not been altered, whether deliberately or accidentally, from the 

time that it was issued. 

Non-repudiation - wit~ a public key infrastructure in place, it is not 

5 possible for the signer of an electronic document to subsequently disavow the 

signature. This means that a document cannot be denied at a. later date in an 

attempt, for example, to revoke an order because of changing market conditions 

or malicious intent. 

Cryptography 

10 Cryptography is the study of mathematical techniques related to aspects of 

information security such as confidentiality, data integrity, entity authentication, 

and data origin authentication. Cryptography is not the only means of providing 

information security, but rather one set of techniques. 

These techniques include symmetric key crypto-systems (DES, RC4, 

15 IDEA, etc.) and public key crypto-systems (RSA, ECC, DSA, etc.). Symmetric 

key crypto-systems are mainly used for data encryption. Public key crypto­

systems can also be used for data privacy protection, furthermore; when 

combined with message digest functions in cryptography (MOS, SHA-1, etc.), they 

can be used to generate digital signatures for authentication and integrity 

20 protection at the same time. 

XML Security (Prior Arts) 

It is now generally accepted that XML is the meta-language through which 

the content and structure of information on the Internet will be defined. XML will 

also become the main mechanism for interoperability among applications. 

25 However, in the networked world, sensitive information becomes more generally 

available and accessible. This increase in information flow introduces a number 

of risks, necessitating the introduction of security solutions, which can provide 

both authentication of the parties involved in any transaction, and protect data 

while in transit or storage. 

30 XML Signature 

There is a joint Working Group of the IETF (Internet Engineering Task 

Force) and W3C, called XML-Signature WG. The mission of this working group is 
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to develop an XML compliant syntax used for creating and representing the 

signature of Web resources and portions of protocol messages (anything 

referencable by a URI) and procedures for computing anq verifying such 

signatures. 

5 XML Signatures provide integrity, message authentication, and/or signer 

authentication services for data of any type, whether located within the XML that 

includes the signature or elsewhere. XML Signatures can be applied tO any 

digital content (data object), including XML. An XML Signature may be applied to 

the content of one or more resources. Enveloped or enveloping signatures are 

1 O over data within the same XML document as the signature; detached signatures 

are over data external to the signature document. 

SDML - Signed Document Markup Language 

The Signed Document Markup Language (SDML) was developed by the · 

Financial Services Technology Consortium (FSTC) as part of the Electronic· 

15 Check Project. SDML is designed to: 

• tag the individual text items making up a document, 

• group the text items into document parts which can have business 

meaning and can be signed individually or together, 

• allow document parts to be added and deleted without invalidating 

20 previous signatures, and 

• allow signing, co-signing, endorsing, co-endorsing, and witnessing 

operations on documents and document parts. 

The signatures become part of the SDML document and can be verified by 

subsequent recipients as the document travels through the business process. 

25 But SDML does not define encryption. 

While cryptography has long been accepted by the public and private 

sectors as the method by which to enable applications to securely work over 

public networks, the underlying technologies of digital signatures and encryption 

are not immediately usable within an XML framework due to the lack of XML 

30 supports for these technologies. 

There exists a need to provide new ways to apply cryptographic 

technologies to XML framework. It is desirable to provide full encryption and 
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digital signature capabilities, which can be used in an Intranet, Extranet or 

Internet environment. 

It is an object of the present invention to seek to address at least one 

problem or need associated with the prior art. 

5 Summary of the Invention 

In this regard, the prese.nt invention provides a method and I or system of 
providing XML document security by way·of encryption, the encryption being in 
accordance with any symmetric key cryptosystem, the document having contents 
defined by a plurality of levels, namely at least an entity level, the entity level 

1 O having at least one element level including element{s), the method and I or 
system providing the encryption at the element level. 

Various other aspects and features of the present invention are set out in 
the attached claims. 

In essence, the present invention stems from the realisation that most of 
15 the effects on XML security are focused on digital signature and verification. The 

main reason that security is related to the transport level. Thus the privacy of the 
XML documents depends on the security of the document transportation. In the 
present invention, however, an element-level security mechanism is provided for 
XML documents, and in this way, the privacy of secured documents doesn't rely 

20 directly on secure document transportation. 

In the prior art, protection of an XML document is provided by encrypting 
the document as a whole. As a result, the encrypted document isn't XML­
formatted and human readable any more. However, it is not possible to leave 
some contents of the document unencrypted if using the prior art methods to 

25 protect the document. 

The present invention addresses these problems by providing a concept of 
more secure XML document, which has the following features: 

• Element-wise Encryption - This means that the encryption is held at the 

element level. What's more, in accordance with the present invention, a 
30 user may selectively encrypt elements or encrypt elements in accordance 

with a predetermined schema, with or without leaving other elements 

unchanged, and I or encrypt an element(s) with its children (sub-elements) 
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as one block, again selectively or in accordance with a predetermined 

schema. 

In addition, it is preferable to provide at least one of the following features in 
addition to the element-wise encryption above, namely: 

5 • Various Encryption Algorithms and Modes Supporting - All kinds of 
. symmetric key encryption algorithms, either block cipher or stream cipher, 

can be used in this security mechanism for XML. And different encryption 
modes (CBC, EBC, etc.) can be applied here as well. DES, Triple-DES and 

IDEA are all examples of commonly used symmetric key ciphers. 

10 • Convenient Key Management - Each element can be encrypted using 

one unique key value. The key value of each element is secured by the 

document key or the key value of its parent element. The whole document 

is protected by the document key. 

• XML Compatibility - All secure XML documents converted from well-
15 formed XML document are still well-formed. No new element definitions 

are added into the secure format. We only introduce several new 
attributes and one namespace for secure XML document definition, which 

are shown in the following table. 

Advantageously, the present invention does not require a new element 
20 definition for secure XML document. The namespace and attributes currently 

used in secure document are shown in the following table (more attributes can be 
added when needed in future versions): 

T''DC Name Descriotion 
nrunesnace ~l'lS ~:::xrnl nmnesnace for secure X1'.·fL document attributes 
attribute $:xml ; ~ecnr~d ·whether the document is in se<:ure fonnat or not 
(mot -0niy) ~xmlralgori.t:.hm encryption al_gorithm lllld mode use-ii 

iixml;k~yprotc<:!;:.iOll key manag0;1ment method 
attributtl' ITTCml : <;il1Cl."YP.ted whether the ·el~nent is encrvnted or uot 
(general) exmJ. rk.e::i,•infi:i information about tl1e key value tised to encrypt the 

element and kev values ofchildren dements 

25 Secure XML document can be applied to various Internet applications. In 
an on-line information service, secure XML technology can protect the valuable 
information to be provided. In a cyber-Iibrary, books and magazines can be 
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provided as secure XML documents, readers can view TOC and other 
introductory parts, but need to pay money or give more information if they want to 
read the whole content of the book. In an electronic transaction, sensitive 

information can be stored in encrypted elements in secure XML documents. 
5 Detailed Description of the Present Invention 

Preferred embodiments of the present invention will now be described with 
reference to the accompanying drawings, in which: 

Figure 1 illustrates schematically document encryption in accordance with 
the present invention, 

1 O Figure 2 illustrates schematically element encryption in accordance with 
the present invention, 

Figure 3 illustrates schematically element and key pair computation in 
accordance with the present invention, 

Figure 4 illustrates schematically document decryption in accordance with 
15 the present invention, and 

Figure 5 illustrates schematically one exemplary implementation of the 
present invention. 

XML Introduction 

XML is based on the concept of documents composed of a series of 
20 entities. Each entity can contain one or more logical elements. Each of these 

elements can have certain attributes (properties) that describe the way in which it 
is to be processed. XML provides a formal syntax for describing the relationships 
between the entities, elements and attributes that make up an XML document, 
which can be used to tell the computer how it can recognize the component parts 

25 of each document. 

XML differs from other markup languages in that it does not simply indicate 
where a change of appearance occurs, or where a new element starts. XML sets 
out to clearly identify the boundaries of every part of a document, whether it is a 
new chapter, a piece of boilerplate text, or a reference to another publication. To 

30 allow the computer to check the structure of a document users must provide it 
with a document type definition that declares each of the permitted entities, 
elements and attributes, and the relationships between them. 
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Elements are the most common form of markup. Delimited by angle 

brackets, most elements identify the nature of the content they surround. Some 

elements may be empty, as seen above, in which case they have no content. If 

an element is not empty, it begins with a start-tag, <element>, and ends with an 

5 end-tag, </element>. 

Attributes are name-value pairs that occur inside tags after the element 

name. For examp·1e, <div class="preface"> is the div element with the attribute 

class having the value preface. In XML, all attribute values must be quoted. 

Secure XML Document Structure 

10 Element-Wise Encryption for XML Document 

15 

The main idea of this invention is element-wise encryption for XML 

document, i.e. the encryption is held at element-level and only sensitive elements 

are encrypted while the other~ are left untouched. For example, there is one XML 

document describing staff information of the company: 

o<?::aml. version ... "1. ll"?:-
-: !OQ-C:TYPE p~r!l')onni.;i $Y$'.I'JJ:!.l "Pf~J:7!l<}iU:'l$1. di;,j.•,. 

-c!,)"1!.:$0ill~>l!i>o . , 
0

<P*:t':'H>!l i<t"' "S..!:g. Boa:i;:;1•;. 
.oitam.¢:. 

d aitiil y:>BWS ,./ t awJJ.;y;. 
"'9.i.V<?ti>.:2i,g""/ghre1:1~ 

""/nan:ie~ 
.rde~Ig1'.$.t;iolll-"'f~~1u;.g<;<r<:;ld,el'il.:l.gnatiQn::< 
""llal~r;r,..;i.1.,1.)!) Q .!: f$al~;ry,. · 

. ..:e:ma:Lhcchii;::t;:n:~.-r;ioro::;/~ma:l.h 
</~l'.l~·(ln> . 
.;:~"i!l't(t::;in idu••orne,'lf~rk:er"'> 

..;name,. 
-::farill!y:><'ll't;;rk~"'/:famHy:­
.:ghreu:i.one.;: I gt ven;. 

oe/t1aq:e;> 
..;dei>.i'f!l'.!.."'il.t; i;;>n>'ll"o;r!te::t'.</d~i1J::i:Bnat: ion,. 
<Balar'if:i.G, !'.l!'P!l.o::ts:altll?Y> 
•:i;>mall:-o.!l*l<ltC:.Q. r/:fim"/<:'llliail..,. 

"'i /pe:rson,. 

<riex:;.tr>n i.d"' ~pd x, '!!4>rk~r,.,. 
'Clti:llll".~> 

.:tartii!y:i-111oi::ke:r~/ta1M.li» 
-:9i ve11:-~ix< {~$. Vl;lin>< 

</l'iiilJllJl\l"' 
""d¢.;i.i.gn.a.J;::i.;;i1o):;.l/ft.;.:i:::ker.:/de$i9n~t1°1?n"' 
-:eal;ary"'!i, ~{)O.c/salary,. 
..::l';ma.U >1117..;g,:t-oo .. •1:Qnl</.i::!iiiai.1> 

""/f1.erg.i:;:n,. · · 
</peral'.mnel> 
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Generally some sensitive information, such as salary, can only be available 
to senior members of the company. So this kind of information should be 
protected in storage. While some other information in this document should still 
be available publicly, such as designation, department, etc. All these 

5 requirements can ·be easily satisfied by using XML element-wise encryption 
technology. 

10 

The secure XML document can be in the following format: 

~?xml. Vl\lt'.l:'.$i¢f!"'·"il.c., lJ"''t::.: . 
"'J.~QC'rYPE p,;;:ri;;·c.mnel sYS'l'l!~ "P~$<?1lll~. dt.d ,,.,. 
><::p~l:.$-::;>nn~'.1. 10~n~ t .f.i~.., ~11t;t;::p d fww .lti:;tU, ~g ~ !llf!/ s!1~w)•. s::un'l,i$e1;:1iCf~!,'t""•y~;~ 11 

illxm:'litalnont.hl11 .. 1':to£.1\./oi.1".:" , • , ••• ,. . 
.i::~r11-i'>n i<,11<: ''Big ,.f.!;;:.11>~" . m'-m+; ,;;ni.t·i:yp;.;;;d"'"m;;" :;:_:.11inb kll'y.;1.nti>"" ~:lt'.q;" ::­

"'1l$1l<e s:xml '· t;;1nc:rypµ:;,;;d,..1'11i:i" ~';mil 1.keyi nf{'J,. n:xxx .. :-.. 
.;:fi;tnnily· ~int. i·~i>t;!~'pt;:.i;ii" ••ini;i·~ ~ ~k~)dr.i.t(J•"'"JQQt" i-.f!Q$$<f~f~n:!.;l.y:> 
>:Qiv'l;}U .:!il€lThl.•~fi¢~te4"''Zl>:i" ~;i<m'l~kcey:i~f.o-,.·~"':;-B:!~r.fgtv(lit;; 

-.:/~!'irtfe:. · · · · · : · · · · · · 
<d1;;1l<ign,f).t1.911 $x'.ii1l l!°atv..-::q'!_jt;.\\'¢"' ";p.¢ 11 ~ml.~ k~yinf.o.., "~"'>Mi.ll.'l<'lg~r-" fd~a,ig't>at;l.{)n> . 
.;;>jali)!l:·)! tueml i 'i)P'f;:r}'pted" Ny*!;\:"' li!Xml tk~yiilf'Q'-' "XJCX-" :A . 

.i11.·rn:;.2~Y!.'i.\2.i\lli::11i'.ilE~4;.Ut;lJ.~<.!'EOM:f;:i 
</ l!'~ia:t:1•;. 
«':1li.ail $.Xllll : i;l!~:u::rypteilz •:ye;;;" $Xml i :tey:i.nf Ci" ~=x"' > 

:ij 1"!C!$~l0].f)0$P~ili.!?"J2iSBCG 7.$1"§C7nBsin1.l?S.Rlal>@MCtlRRg 
•:{i;ifl!af.l.> 

</p<;r~on> · 
.;::pere;i;.n .Hll" n one-~crkeF" sxinl: ell(;rypt~J," "!le.!" $.:iq1t'.i ,;M)'!nfq.,~x" ~· .. 

"'1\:a.1\1¢ ,s;X!llli enc:rypti;:d"'":nr:i" s:a11l i:J!:ey.i:nfo,.· 1':xxx""·;. · . · 
.,:f aintl.y i;;xml :i:ncr~•41t::.i:i;t ... ''po" $:ml ik!O.yintc" "xxx." ;;,W~rk~r~/fam:i;l.y;;; 
.;:giv~n <'!'X:nl ;:flmcryptf:(I"'· ~no" exinl r kf.!jin:ft~ ··=" :i.Oit!t-« ;togL1x~n~ 

.;:/n~WL;>> , 

.::d;;oi.ign<Jt.ion s:ximi ~ !i'll·::?XJrp~e~"""no• s;mn:i 1lceyi.nfo<>11;x;i;:"'~11a1;J.er.::fdes:ig:nati<:>n"" 
<sa."l.;1r;t sxm.l;ent;-~•pt>ed""Yli!!il" lilJCD~ikeyfot:<'.l"'"XXX'.'> · 

Q$BCliDG1JS11SC'A,S.2ii;I.A\'.IE(}WS:ZB!iBCEili1:6B!!?S'1$E'G'lF7l;tE2S 
.:,twail!<:ry::- . . . 
<=i;o;mail ~li!f;o:ri~:yp1;.eC!""n$" \l!IXl'<ll11k~ytu£-0«~= .. :-on~\\i'toc.cc~i</iill'1;1il,.. 

''" /pt;l:l$0l'J:• 

In the above example, all the salary elements are secured. And the email 
of "Big Boss" is secured too while that of "Worker"s are kept in clear text. Only 
the content of the selected elements is encrypted. The children of the encrypted 
element will be left in clear text if not selected. 

15 NOTE: The attribute sxml:encrypted indicates whether the content of the 

current element is encrypted or not. If "yes", the content is 

encrypted; if "no", the content is unencrypted. 
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NOTE: The attribute sxml:secured indicates whether the document has any 

encrypted element or not. 

Element Block Encryption 

Element can be encryp~ed with its children (s~b-elements) as one block. 

5 Sometimes, it may be unnecessary to encrypt XML document element by 

elemen~. This situation can be avoided by using elernents group encryption. 

10 

15 

An Internet publisher, for instance, ·usually only publishes the title, author, 

and abstract of the book over Internet. The reader can read the whole content 

only after paying for the book. 

~-~',';(.n:tl 't'J".erai~~ '•1: .. B*?.:- . 
,;::!lOOC!'Y,fi~ b<>6k SYS'fl">M "~...k.ctt-1~> 
..:;b(>Qk i1;i;,;m"""l~~ti;7i,i7..,2Al-ll~°"' 

..,-tit;1111,,,.9'ighi:lglit.tr~ ·of _1999 T~ Clt\lt•f.lelil.c/¢.itl;;:,,. . 

. .;!.'1:tlbt:itle"' !Rev. ~;;.i;~!D,!;le;i; l'if~g.) .:l:;f1,1t,rt.it:le.;, 
,,;ii'!\ltht'.!:e:>.;;.a~w Be<;;kl:<.<;tll'..O{aµ.~or:. 
-;1;.QC;;.· 

ch:aJ;>ter l. T1%JC Chrutges to:i:: l.1idi:1r:il."iUii'!lS 

•<"(to~"' 
"i;!OWt.t;;n;t<' 
.;;:chapter f('J:,,,"a~p1''"" · 

.ct;ir;.li:ii,.'t'aX ·Changes tq:r ln.,h~1(iui;l.l.i;r-:/1;.A.::;:,1.<l=· 

•:sei;;tion id"'·">Chjjpl.i;:ieel ""' 
.::t . .itlJil·=·CM.14 ~i,llll: .C:!:\e.'il:Lt TJ1,;:1:<0r.t;.iiecl.:tdtl~:. . 

.. par~ :1.~.,•c11ap+se;;;1J?ar(!l:t,"·~ · · . 
The ~imnm .~hHd t::ax. 1Zl:11;;1Ut :t'.¢r ~~i::h ~ia'i:~f?£1hf! ¢1lfl.d wi.1J 
'$,;ru:;;re:~-s~ ;l:t'QP' $4G() .tQ $51Hf '.l;n HlH. . · · ' · · 

c/p,a'r~:J< . 

><:/!l>?_<;:ti<:;<n~ 

.:section iu"'"<.ihap1.'l'o;.c5·°'> 
J:;ile:h, hl~h, blah, 

,.,) Si<::Gti.orL::. 
.;;:/,ztrapl;f.;;x:i-

"'';fhap;;..,,,r i4" •1 ab{:il!'l ",. 
~'.I.ah, hl>Olh, b1$1i, ble1i, bltl<h, tl-1<,>b, 

~/ch4p1;,~~,. · 

</ c<:ml\:-~11tt:. . 
.. jll '(:le;ik "' 

In this case, it is repetitive and unnecessary to encrypt all the content 

elements one by one. So we can encrypt the content element with its children as 

one block. Here's the result: 
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..:;?'x~nl v::or:s;Lon"'ni, l:i1'1"" 
"'· LDO<':TYFB io04k $YS'i'll:'td 11 b()<Ck .• :ltd• > 
.,t;.()Qk il1!>dn .. "1-~$'Fl;7-2.t3-9" xmlt,$: 11:itnu~"~ttp: ! f·.,·v;cv;. nd1. Qrg,·sg/~xll'..l" 

fl;xn;l; i'J~~::i~r~d·; .. ye!ll" sxm1 :~:1.~rithrn .. ~lDEA./c11011 • , ,, •• >. 
d;i!;:li;i: ~X!iil: e:11c:cypt(i:d,.~1U1" e,1xr;1l.dc.eyini!.;:;"'"X""';t""· 

Highligfu;.li!J of ! 9'il~. T,;i::,o:: Chang*$ · · 
.c/tli\;-1·~;. 
<~"11>?;.it;,l,>!i! · \;lxm:li '*ltt;ry!ltii!d"' "nQ" ~:im11 k'\',lyinfi;¥~'".=".> 

{~"'"" • lli'\!!•elllbeit ·l 91Vil} 
.,,/~ulit±.t:teo-· · 
.,:;:lUthor JJX!ll'.l Hi\l".t;t.rypteCf" ~ll<Ci"' WlQll! d.;;;;yi-,nf1:)<;" "::ax" ,.J .. ~$ Se>t:;:'.kha,'%c/;;1Uj:hor> 
.,:b::i·q ~xnl'f • ei1i;orypt<l'.d".1i11t:t"' !l>n'.J: ~k!il:y·intq.-. "JPtX",. · 

Cll.apt.1Jr 1 Tax ~Jtall'9¢<! for TJ'.\diYit;lua'.l~ .. 

«;/toe>. . . 
·<<i<tn~ent .sz.::ml ·1enf!!:f"JPt<'Sdi!? 11:bloelt:~ ;i.x~ti ;k~:yl nli;;i:<>rxxx~ ;.:. .. · 

, 1!1'.lt-AP~Al?S':;!S-'4-45~~1~il.re:.in~e1r-,:~:>1.i9~FR~pq}l.~:o;ti;>'.6ti.$?:~{1QB!?it.:!;!;~il~M4. 
4~jS?,~ll$J\l2!!'~~cn:srec1::i:u.u,lQliJV~7E!ii''i\i>Ci;7t;lEPD.£?l).24.1i;lt;:-O!>lf(;~~'i'S~inlll 

.;:/C<;:1ll:eflt:l< 
.cf~"' ' 

NOTE: If the value of sxml:encrypted is "block", then the content of the 

element is encrypted with its children as one block. 

Encryption Algorithms and Keys 

5 Encryption Algorithm and Mode 

All kinds of symmetric key encryption algorithms, either block cipher or 

stream cipher, can be used in this security mechanism for XML. And different 

encryption modes (CBC, EBC, etc.) can be applied here as well. DES, Triple-DES 

and IDEA are all examples of commonly used symmetric key ciphers. The root 

10 element has one attribute called sxml:algorithm specifying the encryption 

algorithm and encryption mode used in the secure XML format. 

For example, as shown in the secure XML document given in the above 

section: 

-t:;''XMl \l'(:olf$iC::<U'>"1.0•?.:i; 

"'WOC!'YPW hook: s\';STE:llf "l:iO~k.~t4":.. 
"';bOQk , '' mxmhelg¢:i:;it;hn> .... "lDEJl/CBC'1 •••• ",:;. 

.:/bi;}<)};°> 

15 The attribute sxml:algorithm here specifies IDEA encryption algorithm and 

CBC encryption mode for the document. 

NOTE: The value of the attribute sxml:algorithm usually is in the format 

ALGNAME/MODE, where ALGNAME is the encryption algorithm 

name and MODE is the encryption mode used in the document. 

20 Key Management 
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One special feature of this technology is that we can use different key 

values to encrypt different element in the XML document. Different key values 

are generated randomly for different elements when the XML document is being 

encrypted. 

5 The point here· is how to manage all the key values used so that we are 

able to fetch them when decrypting selected elements of the document. .The 

answer is the root key, which is the secret value used to protect all the key values 

for element encryption. 

One way to protect key values is to encrypt them using the document key 

10 respectively. The encrypted key values are saved in the attribute sxml:keyinfo of 

the corresponding element. And the document root element will have an attribute 

called sxml:keyprotection with value "root" indicating that the key values are 

encrypted using the document key. 

Another method to protect key values is based on the hierarchical feature 

15 of XML document. In XML document, every element node except the root 

element has a parent element node: 

" ... , for each non-root element C in the document, there is one other 

element P in the document such that C is in the content of P, but is not in 

the content of any other element that is in the content of P. P is referred to 

20 as the parent of C, and Casa child of P." 

---XML 1.0 (VV3C Recommendation 10-Feb-1998) 

Like the former method, the key value of some non-root element will be 

encrypted, not using the document key but using the key value of its parent 

element. The key value of root element will be encrypted using the document 

25 key. All elements will have an attribute sxml:keyinfo with the encrypted key value 

as the attribute value, and the attribute value of the root element attribute 

sxml:keyprotection will be "parent". 

Both methods has the following features: 

• the key value of every element is randomly generated and is unique; 

30 • only one key, i.e. the document key, is required to be remembered or 

saved for secure XML document. 
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NOTE: The value of attribute sxml:keyinfo stores the encrypted key value 

for current element. 

NOTE: The attribute sxml:keyprotection indicates which method the 

document uses to manage the key values for all elements. 

5 XML Compatibility 

All secure XML documents converted from well-formed XML document are 

still well-formed. No new element definitions are added into the secure format. 

We only introduce several new attributes into the document. The attributes are 

r99t e:lem:a'nt: 9.t:iIY attribl;lt~~ · 
sxrril: secured · {ye!il:lr1fu·) . 
caXni:l ~ ~Ig:orithm. (';DA'l'A · 
sxm'l~.:Jiteyp:rotection {root h'arent} .. 

gep;eral ele®nt . ~ttribiites ·. 
. sxrnl.: em:;:ryptet;l (yt;!$ j :flQ I b1p~) 

sxml : keyirifo . CDATA .. 

, , ... 

:~WIRED 
· rW;Qp±R:SD 

<Jt?arent" 
·I&"'QPJ:RED 
Rll)QOIR,ED 

10 All the new attributes are placed in the namespace sxml, which is 

identified by URL 

http://www.krdl.org.sg/sxml/ 

As shown in the above examples, the namespace declaration is placed 

before wherever secure XML attributes are needed: 

xml:Us : .;imul:,., tt h t:tp: / lwww. :ip:'al .org. sg/ i;>:)..'ln1 fl! 

15 Secure XML Document Operations 

Now we give the procedures to author secure XML documents and decrypt 

them. 

Document Encryption 

The document encryption process is illustrated in FIG 1. When authoring a 

20 secure XML document, two inputs are needed: source document and document 

key (11). 

The source document can be already in secure XML format. In this case, 

the document key should be equal to the corresponding value, the existing 

namespace declaration with attributes of document root element - sxml:algorithm 

25 and sxml:keyprotection -will be kept unchanged. 
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If the source document is not in secure XML format, then namespace 

declaration 

xmlns:sxml="http://www.krdl.org.sg/sxml" 

shall be added into the attribute list of the root element. And encryption algorithm 

5 and ·hiode, key management method is specified for the encryption process, and 

is giyen as the .values of a~ributes sxml:algorithm and sxml:keyprotection of the 

root element respectively. (12) 

The next·step (13) is to decide which elements are sensitive and the way 

to secure them (as one block with children elements or individually). Then the 

10 element encryption process is applied on the document root element (14) and will 

be applied on all elements recursively. After the element encryption process, the 

attribute of root element sxml:secured should be set to "yes" (15). And finally we 

get the result document in secure XML format (16). 

Element Encryption Process 

15 The element encryption process (FIG 2) starts from the document root 

element and then is applied on all elements recursively (14). 

When the element encryption process is applied on an element (21), the 

attribute sxml:keyinfo should be checked first (22). If the attribute is already set, 

then the key value for this element can be computed from the attribute value. 

20 Otherwise, a random key value is generated for the element and the attribute 

value of sxml:keyinfo is set to the encryption result of this new generated key 

value using the document key value or the key value of the parent element. 

Based on the element selection (13), the element is processed in different 

ways. If the element is to be encrypted as one block with its children, then the 

25 attribute sxml:encrypted is set to "block" (23), the whole element with all its 

children will be encrypted as one entity using the key value for this element (24), 

and the ciphertext is given in the result element (29). The encryption process for 

the element ends. 

If the element is selected to be encrypted individually, then the attribute 

30 sxml:encrypted is set to "yes" (25), all the text-nodes (content) of this element are 

encrypted using the key value for this element (26). If the element is not selected 

and is unencrypted in the source document, the attribute sxml:encrypted is set to 
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"no" (27) and the content is left unchanged. Then the element encryption process 

is applied on all the children elements ( 28). After all sub-elements are 

processed, the result for this element encryption is given (29). The encryption 

process for the element ends. 

5 Document Decryption 

If user wants to view contents of some encrypted elements in a secure 

XML document, these elements can be decrypted first while other elements are 

left untouched. The decryption process includes two steps: (element, key) pairs 

computation (FIG 3) and document decryption (FIG 4). 

1 O (element, key) Pairs Computation 

Before a secure XML document is decrypted, some (element, key) pairs 

need to be computed based on user's element selection and access right. Surely 

this computation needs source secure XML document and the corresponding 

document key (31). This process is usually held on server side. 

15 Like the document encryption process, this process starts from the 

document root element (32). If the element is selected for decryption (33) and 

user has access right to it, or sxml:keyprotection equals "parent" and there is 

already one (element, key) pair for the parent element (34), then the key value for 

this element will be decrypted and one (element, key) pair will be output (35). For 

20 all sub-elements, repeat this process (36). 

After this process is finished, a set of (element, key) pairs are generated 

for document decryption (37). 

Document Decryption 

After (element, key) pairs are prepared, the source secure XML document 

25 is ready for decryption (41). 

Again, the document decryption process starts from the document root 

element (42). For each element, if the corresponding key value can be found in 

the (element, key) pairs (43), the content of this element will be decrypted using 

the key value and the attribute sxml:encrypted is set to "no" (44). For all sub-

30 elements, repeat this process (45). 

After above procedure is finished, we need to check whether all elements 

are decrypted or not (46). If so, all secure XML attributes and namespace 
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declaration should be removed (47). A new XML document is generated with 

selected element decrypted (48) after the document decryption process is 

finished. 

Access Control Using Secure XML 

5 In this section, a s·ample usage of secure XML document is give'n·. Please 

note this samp.le is just guidance for secure X~L document usage. Secure XML 

documents surely can be used in other ways not described in this section as long 

as the security of the documents is guaranteed. 

Usually one document server (51) stores all secure XML documents in 

1 O secure XML document database (52) and all document keys in document keys 

database (53). These documents and keys are prepared by a secure XML 

authoring tool (54) with input from source XML document and document key 

value. 

In most common cases, client (55) logs on first and browses the 

15 undecrypted secure XML document over network or some terminal. If client is 

interested in the contents of some encrypted elements, client will send element 

selection and other information (some payment data usually) to the server. 

The server will verify the user information first and check whether user has 

the access right to the elements user selected based on the access control policy 

20 (56). If all checks are passed, the server will decrypt the key values for the 

elements user selects and output some (element, key) pairs. Then a document 

decryption agent (57) will decrypt the document for the client using these 

(element, key) pairs. The document decryption agent can be either client-side or 

server-side. 

25 Then the client can read the contents of his/her choice if client has the 

access right. 

Copyright Protection 

As the selected sensitive information is provided in ciphertext and only 

authorized users can access this kind of information in secure XML document, 

30 this technology also suggests a new method for copyright protection. If the 

publishers adopt this mechanism for their electronic publications, then other 

parties cannot provide key information for accessing the secured data in the 
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document. This means that publishers can utilize this mechanism to protect their 

electronic publications. 
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CLAIMS 

1. A method of providing XML. document security by way of encryption, the 
~ncryption being in accordance with any symmetric key cryptosystem, the 

: i 

document having contents defined by a plurality of levels, namely at least an 
entity level, th.e entity level having at least one element level including.element(s), 
the method including the· step of: 

providing the encryption at the element level. 

2. A method as claimed in claim 1, including the further step of: 

providing the encryption to selected element(s). 

3. A method as claimed in claim 1 , including the further step of: 

providing the encryRtion in accordance with a predetermined schema to 
element(s). 

4. A method as claimed in claim 1, 2 or 3, in which an element is encrypted 
with its children elements as one block. 

5. A method as claimed in any one of claims 1, wherein each element is 
encrypted using a key value. 

6. A method as claimed in claim 5, wherein the key value is a random key 
value. 

7. A method as claimed in claim 5, wherein the key value is encrypted using 
the value of its parent element. 

8. A method as claimed in claim 7, wherein the key value of a root element is 
also protected by a document key. 
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9. A method as claimed in claim 5, wherein the key value is encrypted using a 

document key. 

10. A method as claimed in claim 1, wherein an indication is given whether 

there are any elements with encrypted contents in the document. 

11. A method as claimed in claim 1, wherein an indication is given of the 

encryption algorithm and encryption mode used in the· securing the XML 

document. 

12. A method as claimed in claim 1, wherein an indication is given·of the key 

management method used in the secure XML document. 

13. A method as claimed in claim 1, wherein an indication is given of whether 

the content of an element is encrypted, encrypted with its children as one block, 

or is unchanged. 

14. A method as claimed in claim 10, in which the indication is provided by way 

of a namespace declaration to specify field(s) of attributes used in the document. 

15. A method as claimed in claim 1, wherein information about the key values 

for elements is stored. 

16. A method as claimed in claim 1, wherein the well-formedness of the source 

document is substantially kept in tact. 

17. A method of protecting copyright of electronic documents using a method 

as claimed in claim 1. 
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18. A system adapted to provide XML document security by way of encryption, 
the document having contents defined by a plurality of levels, namely at least an 
entity level, the entity level having at least one element level including element(s), 
the system including: 

encryption means adapted to provide encryption with any symmetric key 
.cryptosystem, and wherein the encryption means provides encryption at the 
element level. 

19. A system as claimed in claim 18, wherein the encryption means provides 
encryption to selected element(s). 

20. A system as claimed in claim 18, wherein the encryption means provides 
encryption in accordance with a predetermined schema to element(s). 

21. A method as claimed in claim 18, 19 or 20, in which the encryption means 
encrypts an element is encrypted with its children elements as one block. 

22. A system as claimed in claim 18, wherein the encryption means encrypts 
each element using a key value. 

23. A system as claimed in claim 22, wherein the key value is a random key 
value. 

24. A system as claimed in claim 22, wherein the key value is encrypted using 
the value of its parent element. 

25. A system as claimed in claim 24, wherein the key value of a root element is 
also protected by a document key. 

26. A system as claimed in claim 22, wherein the key value is encrypted using 
a document key. 
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27. A system as claimed in claim 18, further including indicator means for 

indicating whether there are any elements with encrypted contents in the 

dpcument. 

I ' . 

28. A system as claimed in claim 18, wherein the indicator means provides an 

indication of. the encryption algorithm and encryption mode used in the securing 

the XML document. 

29. A system as claimed in claim 18, wherein the indicator means provides an 

indication of the key management method used in the secure XML document. 

30. A system as claimed in claim 18 , wherein the indicator means provides an 

indication of whether the content of an element is encrypted, encrypted with its 

children as one block, or is unchanged. 

31. A system as claimed in claim 18, further including storage means for 

storing information about the key values of elements. 

32. A system adapted to use a method as claimed in claim 1 to secure XML 

documents. 

33. A system as claimed in claim 18, further including access control means 

providing control of access to the document. 

34. An XML document encrypted in accordance with the method as claimed in 

any one of claims 1 to 17. 

35. An XML document encrypted in accordance with the system as claimed in 

claim 18. 
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36. A computer program product including: 

a computer usable medium having computer readable program code and 

computer readable system code embodied on said medium for providing XML 

document security by way of encryption, within a data processing systen;l. the 
. . 

encryption being .in accordance with any symmetric key cryptosysterri, the 

document having contents defined by a plurality of levels, namely at least an 

entity level, the entity level having at least one element level including element(s), 

said computer program product further including: 

computer readable code within said computer usable medium for providing 

the encryption at the element level. 

37. A computer program product as claimed in claim 36, wherein the computer 

readable code is further adapted to perform the method as claimed in claim 2. 


