TITLE OF THE I NVENTION I nvalidity Monitoring Program
Invalidity Monitoring Method and Invalidity

Moni toring System BACKGROUND OF THE | NVENTION Field
of the Invention: (00011 This invention relates to an
inval i dity-nonitoring prografm invalidity-nonitoring
met hod and invalidity-nonitoring systemfor

nonitoring invalid data that causes a conputer to
execute an invalid operation. Description of the
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When a computer is connected to a network such as the Internet and
used, it is necessary toprevent the input of invalid data from the outside,
as well as prevent the flow of data or the leaking of data from the inside
due to invalid operation of the computer. In order to prevent the input
of invalid data, placing a firewall between internal networks such as an
in-office LAN and blocking invalid data or using anti-virus software in
an internal network or individual computer terminal to prevent viruses is
widely performed. In firewalls or anti-virus software, it is common for
rules for determining invalid data from keywords, the IP address of the
sender, or the like to be set in advance, and then determine whether or
not data is invalid data by referencing those rules.

(0003]

On the other hand, as a method for preventing the flow of data due
to invalid operation, technology has been disclosed {refer to patent
document 1) in which rules for data being sent to the network such as the



interrupted. Patent docunment 1: Japanese Patent
Appl i cation Laid-open No.2002-232451 [0004] The
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i nvention disclosed in patent docunent 1 are each
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using a conmputer is not limted to nethods via a

highkfkacciess. esndes dypelodrdocunentasend. aordthegbikeodret raferenced,

R s UIEY abf oah el Gt i thcal ) tPipission s
prienewsted. to an external network by an unaut horized
cdmenERoapeRr b apBicss: Patent ARB Tt sombe | Goen Rar2002-232451
external disc. In other words, it is preferred that

nonitoring of data that executes invalid operation be
ﬂbrned not only between a conputer and network, but

or i i "oty i oBtva . CBRRCH (3 SRRRERRCGnt® tAvent ion
dilsoVesedc ltum rrgman g&iohuﬂm if ¢:rj a rmlreiat:brmengodm\fgl'i mkevgm ianlgpi nvalid
ar e I n sed on , sftored rules such,as Ke r » .

£HaErR0cer | RnE RJUBLL EON A6 BEK | KONeYaineUWa 1d operat ion
UASRE R oMBU BT FRotTRIMIAEd 4ofethddsey B ﬁhFF]wdﬁkmﬂo?tégamﬁFh? there

contents of rules that can be stored. order to
iget ksor indaagarephithatfilow afcinfioanat ipn by methods aodrusing a network

S48, P3PS o M Sl SRTRFRERME R g external
networtke by exi srt&nghmr itziadtttﬂhd mur@grmﬂi t:lgpueui_wigr enformation stored
t n eavy. .lherefore, 1t | .
difs SRR Q" BTV o, o Bie IBFERALIPS do\An pRteroaL dise.  In
oaﬁermohdsaSip@s?rairbfm@ﬂdtr?mroﬂitm oafndhttagtrtarrpémuaes invalid
es are rererence

system so th t hose r
%%ra@ioerhq 9?%%0@&]”“@!“%@"%%,3 cemputepaadnetwork, but also

dn”Vl?\a’ ldfi for ﬁ’@ﬁeﬂr%g@gligﬂf‘eﬁaﬁorﬂf&%@% fa'brti'ﬂf‘éii' % drive.

perrorm ng evel determ nati on al one us
nmet hods conpletely different than conventiona
mmﬁﬁods, it is difficult to detect

Also, as was explained above, current methods for monitoring invalid
data are mainly based on stored rules such as keywords, IP addresses, MAC
addresses, and the like, however, depending on the method used, there are
[imits on the contents of rules that can be stored. In order to perform
determination accurately, it is preferable that the number of rules be
increased as much as possible, however, when there are too many rules, a
problem exists in that the processing required for determination becomes
heavy. Therefore, it is effective to simplify rules from a variety of
aspects as much as possible and store them and to employ a system so that
those rules are referenced efficiently.

[0006]
Furthermore, level-based invalidity determination has problems in



when an invalid operation that is not in accordance to

the stored rules is being executed. Therefore, it is
effective to be able to accurately determ ne whether

or not there is a possibilityg of invalidity by
under st andi ng the operating patterns of new users.
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[0008]

A first aspect of the invention for solving the aforementioned
problems is an invalidity-monitoring program for monitoring invalid data,
which causes a computer to execute an invalid operation, and causes the
computer to execute: a step of acquiring input/output data that is input
or output over a network that is connected to the computer., or over an
externally connected bus that connects the computer with an external
device; a step of identifying ID information from the input/output data
for identifying a user; a step of acquiring at least part of the attribute
data corresponding to the ID information from a user-information-storage
unit that stores attribute information for all users having authorization
to use the computer; a step of referencing a determination-rule-storage
unit that stores rules for determining whether the input/output data is
invalid data, and determining whether the input/output data is invalid



data; and a step of stopping execution by the

i nput/output data when it is determned in the
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In this first aspect of the invention, the computer can be used as
aclient, or can be used as a server over the network, as long as the computer
is connected to a network and provided with an externally connected bus.
This network includes all networks that are capable of sending or receiving
data such as an LAN, dial-up network or the-like. The external device
includes all peripheral devices that can be connected to a computer via
an externally connected bus such as a printer, drive or the like. Invalid
data is data related to invalid operation of the computer, such as an
instruction to send a file to the outside that is prohibited to be sent,
operation by an unauthorized user, etc. A user’s age, sex, department,
position, or the like can be used as user attribute information.

[0011]



9 This first aspect of the invention can al so cause

the conputer to execute: a step of referencing the

user- information-storage unlg and determ ning

whet her the user corresponding to the ID information

has authorization to use the conputer; and a step of
stoppi ng operation by the input/output data when it

is determned in the step of determ ning
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operation is by a user that is not authorized to use the computer.
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Furthermore, this first aspect of the invention can also cause the
computer to execute a step of referencing a profile-storage unit that stores
log data related to the input/output data as profiles for each user, and
comparing the input/output data that was acquired in the data-acquisition
step with the normal operation trend of the user to determine whether
operation is unusual; and stops the operation executed by the input/output
data in the step of stopping operation executed by the input/output data
also when it is determined in the step of determining whether operation



data in the step of stopping operation executed by the
i nput/output data also when it is determned in the
step of determ ning whet her ogeration i s unusual that
operation is unusual. [0014]"By collecting | og data
for each user in this way, a profile containing the
characteristics of the operation of each user is
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Furthermore, this first aspect of the invention can also stop the
process of executing adriver in the step of stopping the operation executed
by the input/output data when the input/output data is acquired from an
externally connected bus in the step of acaquiring input/output data.

[0017]

In this first aspect of the invention, when it is determined that the
process being executed by the computer is an invalid operation, processing
is performed so that the execution of that operation is quickly stopped.
When the process being executed is sending or receiving data over a network,
it is possible to prevent leakage of information due to transmission of
data to the outside by performing a process of interrupting the session
being executed. When the process being executed is for operating an



bei ng executed. \Wen the process being executed is for
operating an 1 external device by way of an externally
connected bus, it is possiblg to prevent |eakage of
i nformati on due to the outputl of data by stopping the
process of executing the driver. [0018] A second
aspect of the invention is an invalidity-nonitoring
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executed by the input/output data is an invalid operation when it is
determined in the step of determining whether the input/output data is
invalid that the input/output data is invalid data: and where the
determination-rule-storage unit stores determination rules that
correspond to user attributes; and in the step of determining whether the
input/output data is invalid data, references the determination rules that
correspond to attribute information acquired in the step of acquiring
attribute information and determines whether said input/output data is
invalid data.
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Instead of stopping the process being executed by that data when it
is determined that the input/output data is invalid data in the first aspect



[0019] Instead of stopping the process being executed

by that data when it is determ ned that the

i nput/output data is invalid data in the first aspect

8 of the invention, in thisﬁsecond aspect of the

invention, invalid data is andl ed by notifying the

user that is executing a process with that data, or
notifying the conputer or termnal admnistrator.
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I D-information-i ication means that identifies ID
information fromthe input/output data for identifying

r; a user- information-storage neans that stores
attribute information for all users having
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externally connected bus that connects the computer with an external
device; an ID-information-identification means that identifies ID
information from the input/output data for identifying a user; a
user-information-storage means that stores attribute information for all
users having authorization to use the computer; an attribute-information
acquisition means that acquires at l[east part of the attribute data
corresponding to the ID information from the user-information-storage
means; a determination-rule-storage means that stores rules for
determining whether the input/output data is invalid data; an
invalid-data-determination means that references the
determination-rule-storage means, and determines whether the input/output
data is invalid data; and a stoppage means that stops execution by the
input/output data when it is determined by the invalid-data-determination
means that the input/output data is invalid data; and where the
determination-rule-storage means stores determination rules that
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unusual - gper ati on- determi nation means that references

Qﬂé'bﬂf@ﬂ'ﬂ'@@ﬁbmﬂg@cﬂiﬁérﬁl%d conpaMmeas nput / oudbput the
fivadid-data-determination means is not executed.

[0023]

Also. the first aspect of the invention can comprise: a
profile-storage means that stores log data related to the input/output data
as profiles for each user; and an unusual-operation-determination means
that references the profile-storage means and compares input/output data
that was acquired by the data-acquisition means with the normal operation
trend of the user to determine whether operation is unusual; and where the
stoppage means also stops the operation executed by the input/output data
when it is determined by the unusual-operation-determination means that
operation is unusual

[0024]



that was acquired by the data-acquisition nmeans with

the normal operation trend of the user to determ ne

whet her operation is unusual; and where the stoppage

means al so stops the operatjpn executed by the

i nput/output data when it Is determ ned by the

unusual - operati on-determ nati on neans that operation

i's unusual, [0024] to Moreover, in the first aspect of

t he iMoreewéronjn tthe Birsppaspectrefnthe daventienuttbeastoppage means

G 3T & dPoBkSs Lo BT 8 SelptHh Mo the dataracauisition
imeans acoelredr knpult 96APLt datat hrgmmermetwbrk.t he first
aspect of the invention, the stoppage neans can stop

the process of executing a driver when the

qgpasjacqui sition neans acquired input/output data

froman externally connected bus. [0026] The second
aspedurbhermaee,i hvdhe ifons t espet taifstherénventsom uthesteppage means

[ Lditys j ' S f | tor] C i
R0t Ptk b, bREq 0302y <H 3Tkt Hhe b uRkadiouisif ion means
aomeilried opatAdutpnt datd Hrempin Lxtginad |y dinpeeedubss.ti on
means that acquires input/output data that is input or
out put over a network that is connected to the
qogagdter, or over an externally connected bus that
connects the conputer with an external device; an
| D- i Aherstsondraspeehwoiff theat neen tiemroud daal sp dnconsteactel as an

g _ » : ¢ . dat. . £ v
AN ATATH.H0n L{gtThe A5s | AF Yot b PNe 162 Bun £ B e Bbuses
a@rlnrt]iitb_ﬂt e':cjo nfex{enmte' oratnf orinwdllidt usperathomi naand comprising: a

rization to us e conputer; .gn L
Bt Bh i i e She 2cRiiTes: v t70ubnut data Shaduis elpout or
odtpugasvedal tnedkorkahatt 1$ DetnAe€lBdd® toC Qhé CEMPUEENT droover an
t he IE}ngornatlon fromthe user- informtion-storage

peergal by dopeechiedabuonthadl eortestsgthencomputesr wtbramhgexternal
?%Uii%g\;/ ;ﬁh ; g);igfé?gﬁitf‘&%@ﬁmﬁcm%ni Rehs OWAYt WRhRifies 1D
information from the input/output data for identifying a user; a
user-information-storage means that stores attribute information for all
users having authorization to use the computer; an attribute-information
acquisition means that acquires at least part of the attribute data
corresponding to the ID information from the user-information-storage
means; a determination-rule-storage means for storing rules for
determining whether the input/output data is invalid data; an
invalid-data—determination means that references the
determination-rule-storage means, and determining whether the
input/output data is invalid data; and a notification means that notifies
the terminal being operated by the user or administrator that the operation
being executed by the input/output data is an invalid operation when it
is determined by the invalid-data-determination means that the
input/output data is invalid data; and  where the
determination-rule-storage means stores determination rules that



i nval i d-dat a-determ nati on nmeans that references the

determ nati on-rul e-storage neans, and determ ni ng

whet her the input/output data is invalid data; and a
notification neans that notijfies the term nal being
operated by the user or admnistrator that the

operation being executed by the input/output data is

an invalid operation when it is determ ned by the
|qwaesnﬂanda’tcauaet @t bt ibateon andabie imed id+data-determination means
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i nformati on acquired by the
\?Iﬂ”' but e-i nformati on- ach|S|t| on neans to determ ne
B¢Her the i nput/out put data is invalid. [0027] Wth

thls e ilson 0, t ich

causeo‘w cosnﬁméé”rﬁp%nwghu@@qgﬂ}'}ﬁé ?%Hﬁpg?gwiv@ﬁ?hiqausw a

icemmutes i tiol exxetwt enart mnrdlydrtmaratqnn, d&tia polsetb liesto mytudn Igrmon i tor
ut al so nltor data that

AbAitha 5 Bl B Gulanl va etk o’ ahSbattox) data that
deVinpgt orediitpdt 'Hetwé’é?rsfh@gﬁmﬂtﬁewﬁdeéﬁ e&fhﬁrn'agqj@ag@e,oﬁ,akmg it

i nformati on due to invali

ApstitRer {0 eaevaats the dﬂalﬂﬁeaobdﬂif,@lfmaptd)@n yeatd dnvalid output of
ﬁh‘fd‘lﬁ’%hﬁﬁﬁ’a by Pfbd. pe[rg{?ﬁ@% bf"asp‘éra@i P@fl nggas“a?heéu ithgr ized person.

attribute i orrmtlon nce
for one rule item it is possible to set various rules
f@)q determning invalidity. Mreover, by using

z£ %ﬂbute information to determ ne whether there is

aut hansaatbyorusm ugert Bet enPalt Bif oA 1908 tmolnsl Megistered in
ﬁéles it 1S ?lbleto make the process of

3PLRi ﬁ%gonemra e ai tem r‘fﬁrésePﬁS&ilbéhttO Fett arh@ise, rules for
H’é’terrﬁlWFr@' ﬂﬁv%‘ﬂ dIPEr atMrPr‘éog? ug?ﬁ%‘ #iit?;al{l?zrﬁ'l?@l‘n}at ion to

pro Il econes pOSSI
mme Vd’reéhaltuﬁwrehas auathoaslzateorlettermmemwszomwter before

§8t15%ng Bhfks! N4Sid fos'sTb PPEShik e the process of determining invalidity
more efficient. Furthermore. by recording an operation log for each user
as user profiles, it becomes possible to identify patterns of unusual
operation that cannot be determined using rules, and thus it is possible
to determine whether there is a possibility that a third party is posing
as an authorized user, and to determine operation, which even though it
is in the range of being authorized could be an invalid operation that
is not normally executed.

BRIEF EXPLANATION OF THE DRAWINGS
FIG 1 is a drawing showing an example of the invalidity-monitoring
system of the present invention that is used for monitoring a network.
FIG. 2 is a drawing showing an example of the invalidity-monitoring
system of the present invention that is used for monitoring the connection



to determ ne whether there is a possibility that a
third party is posing as an authorized user, and to
deternmi ne operation, which even though it is in the
range of being authorized, gguld be an invalid
operation that 1is not normally executed. BRI EF
EXPLANATI ON OF THE DRAWNGS FIG 1 is a draw ng

show ng an exarrple of the invalidity-nonitoring

¥t extennad n€evicesent invention that is used for
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show n& second con urati
i nvaFi@i 6yL3rr@rﬁraurnmghwsgem examphe ofr theeuser-datarsitorage unit

Gt e i1 Sy abar [F2 s PR of KT b Bt ibRentionng

syst Ebf.of itsheed paweiagshow meear Iemmptlélcﬁ the irmvadiditewrobe-storage
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yst|
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flow of thelnval noni toring program o
Ei'roé%é‘htﬂ i BRe M post DE&DRHMI ON OF THE PREFERRED

EMBCDI MENTS [0029] The preferred enbodi ments of the
invention will be explained in detail below using the
RESERA IJON O dHE rREAERRED EMBODIMENTSed bel ow are only

m les, and the inventionis not limted to these

i ments. [0030]
The preferred embodiments of the inventionwill be explained in detail

below using the drawings. The embodiments explained below are only
examples, and the invention is not limited to these embodiments.

[0030]

FIG. 1 and FIG 2 are drawings showing examples of using the
invalidity-monitoring system of this invention to monitor a network and
to monitor the connection with external devices. FIG 3 is a drawing
showing the installation position of the invalidity-monitoring system of
the invention. FIG 4 and FIG. 5 are block diagrams showing a first and
second configuration of the invalidity-monitoring system of the invention.
FIG. 6 is a drawing showing an example of the user-data-storage unit of
the invalidity-monitoring system of the invention. FIG. 7 is a drawing
showing an example of the invalidity-rule-storage unit of the
invalidity-monitoring system of the invention. FIG 8 is a flowchart
showing the flow of the invalidity-monitoring program of the invention



FIG 1 and FIG 2 are draw ngs show ng exanpl es of
using the invalidity-nonitoring systemof this
invention to nonitor a network and to nonitor the
connection with external devices. FIG 3 is a draw ng
showi ng the installation position of the
invalidity-nonitoring systemi@ the invention. FIG 4
and FIG 5 are block diagrans showing a first and
second configuration of the invalidity-nonitoring
gpg3gm of the invention. FIG 6 is a drawi ng show ng
an exanpl e of the user-data-storage unit of the

i nvalThaiinya hishit yosonatoipgtsusiten of b iis nneant ion. i sscapabie of not
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i nvention i's capable of not only nonitoring various

As shawoin §AGa 3t nde imvel dierman iner e systemtoti khisl kwention can

of i LD e I t for. __cc:
ENaeAEATln (B A GhAT RePiheB e LR Y | GEPRER,SHBRAS an°fn-office
bAlpaand the sintlreet, aamt can eonatetr aheetwoKe, or ayad be located in a
ext.ernal nmenory apparatus such as an external ,disk . .
B4 SCEYRT | ARO {6406 mon HLore ABIRINEn af ecg] Vinga of email that is
exvhahgell oveMNhEfHorRI MISHEMtOtart eSudedv FoY ndAi ¥ Ing Rdements

| ocated in the gateway between an internal network. ]
Sudn hitespal medwerkseor Loan ahsel benusechifer rean i tarideceennections
Eﬁ%&ﬁrirﬂi(??dd’é‘?rEsePrte‘f'ﬁfhaqg. 'af?&aﬁegﬂgﬂp dr. gﬁ’r\rlefctions between
server, and can nohitor sendi ng an ec¢eiving o
endiwi dualhausen dermivahsrapddexteenah desioesk. Al so, it can
be used for nonitoring segnents in an interna
network, or can also be used for nonitoring
[0938kcti ons between individual user termnals and

i ops, bet wee i ndi vi dua] use

ter Wﬁi 47544 exanalea t%mwﬁer{ bosssystem is used, Eoraoni tor ing
£ Rl Sl s L SEFGT 4 W, pyntion i
copst erpted sonitbat rivecampsisess an invalidity-monitoring server 10, a
user-data-storage unit 12 and an invalidity-rule-storage unit 13. The
invalidity-monitoring server 10 can be such that it is located in the
gateway between an internal network and the Internet, and monitors the
leakage of invalid data from the entire internal network, or can be such
that it is focated in an internal network, and monitors the leakage of

invalid data in segments of the internal network.

(0033]

The invalidity-monitoring server 10 acquires all of the input/output
data that flows along the network and acauires information from the
user-data-storage unit 12 related to the attributes of the user who is
performing input/output of data. In addition to general rules for



constructed so that it conprises: an
invalidity-nonitoring server 10, a user-data-storage
unit 12 and an invalidity-ryle-storage unit 13. The
invalidity-nonitoring serv 10 can be such that it is
| ocated in the gateway between an internal network
and the Internet, and nonitors the |eakage of invalid

ata fromthe entlre i nternal network, or can be such
BEErmining inwlddedetan wHesntarr datermén g knvadidity according to
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OV il U8 TN 4T B i T totSng Sk Phtr B Bieciigs racessing to
blovkr the seseivnt dr wleEeriAbi /dtbutvaki IE ing ﬁe&lfarm to

the input/output data, and references the rules
corresponding to the attributes acquired fromthe

po034} dat a- storage unit 12 in order to determ ne

whet her or not the input/output data is invalid. For

i npuflulpis ataesamptat shawd ngether nassedhen cthieesysheml isiused for

RO o, LRI BRLIE, Ry 4 tyoni orin

$ygien/ oft E'he Ilfﬂvtblﬁlllrmg psrfwnrsechct[eﬂo%?] thEltGitdempﬂhses: an
SNOW. N e case e e, syste r

ATy ot O Bide e Gerap 5 ek o liioreduch dhenabb 214 of

priveass icigt Yagpurates | 0, SYat etf@e?tdéﬁest&‘é%@“@rﬂ tS12 and an

COI’]EIJ ucted so that it caonprises:

iWg ki didveouleontarage wy | bridgraathwhere rtbe pregeamansistoredidata are
Hl]é?gr%g"t' gfhsef‘oHngr g?ﬁsﬁhéfgif?o‘ﬂ‘?gliﬁtnﬁs i$1@xedited. and computation
processingis performed by the processing apparatus 210.  In the processing
apparatus 210, a CPU 211 activates various fundamental programs that are
stored in ROM 213 for performing hardware control such as input control
or output control in order to execute monitoring by the
invalidity-monitoring program 11 that is stored in the HDD 214, and using
RAM 212 that functions as a work area for the invalidity-monitoring program
11, performs computation processing. In the computation process of the
invalidity-monitoring program 11, necessary data are read from the
user-data-storage unit 12 and invalidity-rule-storage unit 13 in the HDD
214, and used. In the processing apparatus, it is also possible to use
another memory medium, such as a flash memory that is capable of storing
a program instead of the HDD 214 that stores the program



invalidity-rule-storage unit 13; and where the program
and stored data are read fromthe HDD 214 when
nonitoring i s executed, and conputation processing is
performed by the proceSS|ngL§bparatus 210. In the
processing apparatus 210, a CPU 211 activates vari ous
fundanental prograns that are stored in ROM 213 for
gﬁéfﬁ{ﬁing har dware control such as input control or
control in order to execute nonitoring by the
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[0036]

The method by the invalidity-monitoring server 10 shown in FIG 1,
and the invalidity-monitoring program 11 shown in FIG. 2 for determining
invalidity will be explained in further detail using FIG. 4 and FIG 5.
FiG. 4 shows a determination method in which rules according to user
attributes are added to general rules for determining invalidity, and FIG.
5 shows a system in which not only is determination performed on a rule
basis, but inwhich operating patterns are determined from profiles of each
user, and invalidity is determined when there is unusual operation.

[0037]



acquired fromthe user-data-storage unit 12. For
instruction data that 1is determned to be invalid,
the invalidity-nonitoring program 11 executes
processing to stop the procggsi ng executed by the
driver program 22, for exanple, executes a process
such as stopping a print out, or stopping

comuni cation with a cogruter that is directly
conndiétedninat tancobxinen hidiity as shewcted lusd J3. pgld@zagd in the
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will be the target of validity determnination,
having an invalid-operation-determ nation unlt 15
3gI M ne whether there is invalid operation on a
rule_basis, and finally having an
i nt eiﬂnmpﬁkatmqauosldsen rupidx &¢ wacquhrasnidataidhat oks flowing on the
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work area. [0038] The data-acquisition unit 14
acquires data that is flowing on the

[0039]

The invalid-operation-determination unit 15 acaquires user attribute
information from the user-data-storage unit 12 that corresponds to the user
ID data that was acquired by the data-acouisition unit 14 FIG 6 is an
example of wuser attribute information that is stored in the
user-data-storage unit 12, where records for each user store a user ID,
and attribute information such as department, work type, and the [ike.

[0040]

Next, the invalid-operation-determination unit 15 references the
invalidity-rule-storage unit 13 and determines whether or not the data
acouired by the data-acquisition unit 14 corresponds to a rule determining
that it is invalid data.  General rules for determining invalidity
regardless of user attributes, and attribute rules that determine



network or on an externally connected bus. The
acquired data includes ID data for identifying the
user executing the operation related to the data. The
ID data is specified by the login ID or the |ike when
a user logins to a conputf [0039] The
i nval i d- oper ati on- deterntnatlon unit 15 acquires user
attribute information fromthe user-data-storage unit
pay Hgr 128 ravepbhdecoosding (psarser| ptanibutesaareastored in the
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determning that it is invalid data. CGeneral rules
fl8041determ ning invalidity regardl ess of user
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the irsternaistngtoautéor efedrdsémi ¢mil, and the e-mail sending process
igﬁglldlty rul e-storage unit 13. Attributes to be

and rules to be applied are stored in records
that are set up in rule units, and in this exanple,

ﬂﬂh¥]full-tine enpl oyees

When the invalid~operation-determination unit 15 determines that the
operation related to the acquired data is an invalid operation in this way,
the interruption-processing-execution unit 16 executes a process for
stopping the process executed by that operation. In other words, a
blocking process is executed for the data that is input or output over the
network for the session for which input/output was performed, or processing
such as stopping a print out or stopping writing to an external disc is
executed for the execution-processing data that is sent to an externally
connected bus.

[0043]

In the invalid-operation-determination unit 15, when there is no data
corresponding to the user ID when acquiring user attribute information from
the user-data-storage unit 12, or when the user 1D is invalid due to the



are given authorization to send e-mail. For exanple,

when a nurse intern tries to send e-nmail in the
exanple shown in FIG 6, it is determned that the
intern is not authorized to nd e-nmail, and the a-mm

| sending process is stopped. [0042] Wen the
|nvaIid-operation-detern1nat|on unit 15 determ nes

t the peration related to the acquired data is an
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PEOCESE AU ikt esponding to the user | D when acquiring
user attribute informat ion f rom the
user-data-storage unit 12, or when the user IDis
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I{fam theqkAss shayn 1n FIG 4 these units do not need to be physicaily
separated from each other, but can be stored in the HDD 214 as parts of
the invaiidity-monitoring program 11 that executes them, and can be read
in order by the CPU 211 that executes computation processing with RAM 212

functioning as a work area.

[0045]

Also in FIG 5, the processing of having the data-acauisition unit
14 acquire  target data for  determination, having  the
invalid-operation-determination unit 15 determine on a rule basis whether
there is invalid operation, and having the
interruption-processing-execution unit 16 stop the process in question,
is the same as the processing shown in FIG 4. This configuration is
characterized in that a profile-creation unit 19 creates profiles for each
user, and the unusual-operation-determination unit 18 determines whether




unit 14 acquires data for invalidity determ nation,
the invalid-operation-determ nation unit 15
det er m nes whet her there is invalid operation on a
rul e basis, an unusual - f tion-determ nation unit

18 determ nes whet her ther Is invalid operation from
operation patterns for each of the user and not on a
rule basis, and the interruption-processing-execution
diere 16 snedd dronerpt iome feon rtﬁqmrablmg patd erms tofeeacksuser.
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[0047]

The operation patterns that are registered in the user profiles 17
can be created from data that is used in the determination by the
unusual-operation-determination unit 18, and user attribute information
from the user-data-storage unit 12. It is also possible to use a log of
data acquired by the data-acauisition unit 14  The profiles can be updated
by an online process that is executed each time new data is acquired, or
can be updated by periodic batch processing.

[0048)
There is a "knowledge engine’ in the unusual-operation-determination
unit 18 for comparing operation with user profiles 17 and determining



operation related to the acquired data with the

operation pattern for that wuser that is registered in

the user profiles 17, and when it determines that the
operation is invalid, the 44

I nterruption-processi ng-execution unit 16 interrupts

the process. For exanple, when a user perforns an

operatlon at certain times of the day when the user _
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normal operation and unusual operation, where the
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I 'be explained using the flowchart shown in FIG 8. First, the program
acquires input/output data that is flowing on the network or externally
connected bus, and the ID of the operator that executed the operation
related to that input/output data (S01). For the acquired ID, the program
references the user database that stores user attribute information (S02),
and when that 1D does not exist in the user database (S03), determines that
operation is by an unauthorized party, and executes processing to stop the

operation related to that input/output data (S08).

[0051]

When the ID exists in the user database (S03), the program acauires
attribute information related to that ID from the user database (S04).
Next, the program references the rule database (S05), and determines
whether the acquired attributes correspond to the rules set for the
attributes (S06). When the attributes correspond, the program determines



a session when operation is determned to be invalid
operation, and in the case of execution-processing
data over an externally connected bus, processing is
execut ed such as stopping a prait out, or stopping
witing to an external disc, homever, construction
could al so be such that when operation is determ ned
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(S08). (00511 Wien the ID exists in the user database
(S03), the programacquires attribute infornmation
related to that ID fromthe user database (S04).

Next, the programreferences the rul e database (S05),
and determ nes whether the acquired attributes
correspond to the rules set for the attributes (S06).
When the attributes correspond, the program determ nes
21 that operation is by a party that is unauthorized
for that operation, and executes processing to stop
the operation related to that input/output data

(S08). When the attributes do not correspond, the
program determ nes whether the acquired input/output
data corresponds to general rules (S07). Wen the
data corresponds, the program determ nes that the
operation is an invalid operation, and executes
processing to stop the operation rel ated



to that input/output data (S08). Wien the data does
~not correspond, the programdeterm nes that the
operation is proper, and the gperation related to
that input/output data is executed as is. 22 Draw ngs
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Does the acquired input/output data correspond to
general rules? S0O7 Execute processing to interrupt
the operation related to the input/output data. S08
End 26 WHAT IS CLAIMED IS [1] Aps
invalidity-nonitoring programfor nonitoring invalid
data causing a conputer to execute an invalid
operation, which causes said conputer to execute: a
step of acquiring output instruction data for
outputting data to an external output device over an
externally connected bus that connects said conputer
with an external device; a step of identifying ID

I NWEATELS gmfmgnmm d output instruction data for
| east part

identifying a user, a step of acquiring at

of attrlbute |nforrmt|on corresponding to said I'D
informati on froma user-information-storage unit that
stores attribute information for all users having

auf{tor i Aatinvalidity-moeniterng! program or tﬂoﬁt@mﬂnvalld data causing a
rul e storage uni t that

referen a det rmnatl
st SPWBUfa] Iy eule; @ inalidneparRione witish dcausss 8ald computer to

I Ngkég¢igei on data is invalid data, and determ ning
whet her said _output' instruction data, is invalid data;

and a QtSéfEP of aeqwifipy eytputdnstrugtiontdate fomutppﬁlrgtdata to an extarnal

CIOMEhE Belean e e Aidhiblty APhea Glls ihErolnoca sald computer

dewith ahrextemnal devidest ep of det er mi ni ng whet her sal d
l'id data, that sai

Ut buta e 1l e afiving: D iformation drama said aidpit insdustion data for

dedentifyingta @ser ul e-storage unit stores determ nation
rul es that correspond to user attributes; and in said

step ¢ stepx ef aeauinggvatdeast pariof attribube mfoanation icomesponding to
35,10, ienFiSn Ao SRR HBoAA Sl B3k Sros st
airfoimationi for el ubers aving sithedzation s éaid RHBULBR! t
of attrlbut or mat i on .and
astepo ?reférencmg a detertmnatron-rule—storage unit that stores rules for
determining whether said output instruction data is invalid data, and determtnlng
whether said output instruction data is invalid data; and
a step of stopping outout instruction operation executed by sald_output
instruction data by stopping a process_executed bv a driver when it is
determined in said step of determining whether said output instruction data is
invalid data that said output instruction data is invalid data; wherein
said determination-rule-storage unit stores detarmination rules that
correspond to user attributes; and
in said step of determining whether sald output instruction data is invalid
data, references said determination rules that comrespond to altribute information
acquired in said step_of acquiring. at. least part of attribute information and

determines whether said output instruction data is invalid.

[2]  The invalidity-monitoring program according fo claim 1, wherein said
_program' causes said computer to execute:
a step of referencing said user-information-storage. unit and determining



determ nes whet her said output instruction data is
invalid. [2] The invalidity-nonitoring program
according to claim1, wherein said program causes
said conputer to execute: a stepypf referencing said
user-information-storage. unit and determ ning 26

whet her the user corresponding to said ID information
has authorization to use said conputer; and a step of
st oppi ng operation executed by said output instruction
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ausadromad_amt_erc damd use said conmputer, wherein said step
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user, and ter m ni ng her ~"sai I NS ruc
ddata isdgvalidedatan said step of acquiring output
Instruction data is unusual conpared to the nornal
operation trend of said user, and in said step of

si3ppiTihe: invalidity-onttse Sebording B Elalifist bF 2! Whiarein said

data, also stops out pﬁ? i nst ruction operation
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in said step of stopping operation executed by said output instruction data,
also stops output instruction operation executed by said output instruction data
when it is determined in said step of determining whether said output instruction
flata is unusual that said output instruction data is unusual.

[4]  An invalidity-monitoring method for monitoring invalid data causing a
computer to execute an invalid operation, oomprising'

a step whereby said- computer acquires oufput instrugtion. data for
outouljmg data to an extemnal. output device over an externally oonnected bus
that connects said computer with an external device;

a step whereby said computer identifies ID information from said output
instruction data for identifying a user:
| a step whereby said computer acquires at least part of attribute information
-correspondmg to said ID information from a user-information-storage unit that



a step whereby said, conputer acquires output

I nstruction- data for outputting data to an external.
out put device over an externally connected bus that
connects said conputer with an external device; a step
wher eby said conputer |dent|f|e§1l3|rﬁornat|on from
pai d-output instruction data for identifying a user;

a step whereby said conmputer acquires at |east part of
attribute information corresponding to said ID

i nf t from.a user-information-stora ni.t .t hat
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means for acquiring output Instruction data for
outputting data to an external output device over an
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| nf or gdbtPACqUSHion means for acquiring output instruction data for outputting
data to an external output device over an externally connected bus that connects
said computer with an extemnal device;

an ID-information-identification means for identifying ID information from
said output instruction data for identifying a user;

a user-information-storage means for storing attribute information for all
users having authorization to use said computer;

an attribute-information acquisition means for acquiring at least part of the
attribute data comesponding to said D information_ from said

. _user-information-storage means;

a determination-rule-storage means for storing rules for determining
‘whether said outout instruction data is invalid data;

an  invalid-data-determination ‘means  for referencing  said
detenmnatlon-rule-storage means, and determining whether said oufput
- instruction data is invalid data; and



said output instifuction data for identifying a user, a
user-information-storage neans for storing attribute
information for all . users having authorization to use
said conmputer; an attribute-inforggtion acquisition
means for acquiring at |east part“0f the attribute
data corresponding to said ID information6 from said
user-information-storage neans; a

determ nation-rul e-storage neans for storing rules for
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-nonitoring systemaccording to claimb5,
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