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METHOD FOR VERI FYI NG A SECURI TY DEVI CE COWPRI SI NG A
S| GNATURE

The present invention relates to the field of
security devices. It is known to nake a security device
and to associate it with a docunent that is sensitive in
terms of security, such as an identity docunent, in order
to make sai d docunent secure. An effective security
device is characterized in that it is difficult to
produce or to reproduce, and difficult to nodify in
undet ect abl e manner .

I n known manner, an identity docunent includes an
i mge associated with the holder of the identity
docunent, such as an identity photograph. During an
identity check, it is thus possible to conpare an inage
conprising a photograph of the holder as present in the
identity docunment, with an image acquisition perforned on
the bearer of the identity docunent in order to verify
whet her the acquired i mage does or does not correspond
bionetrically with the docunent inmage in order to
determ ne whether the bearer is or is not the alleged
hol der.

Such a conparison is particularly probative when the
i mge present on the identity docunment does indeed show
the authorized holder. That is why it is appropriate to
ensure that the imge is indeed the authentic and
original imge as applied by an issuing authority, and
that it has not been nodified since it was issued.

In order to ensure that a counterfeiter can neither
repl ace nor nodify the image on the identity docunent,
e.g. in order to attenpt to reproduce the appearance of a
bearer other than the holder, the inmage is advant ageously
associated with a security device. The security device
is advantageously intimately linked with said i mage so
that the security and authentication features of the
security device also apply to the imge.

The present invention proposes a multinodal
verification technique suitable for verifying a security
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docurnent including an i nage, and nmaking it possible to
detect and di stingui sh between vari ous possible
forgeries.

The present invention provides a nethod for
verifying a security device including an i mage having a
signature, the nethod conprising the foll ow ng steps:
acquiring the image in a first optical spectrumin order
to obtain a first representation, extracting the
signature, and verifying the signature.

According to another feature, the signature is
colorinmetric and conprises: an orientation of a color
pl ate, and/or a particular set of base colors, and/or a
particul ar hue.

According to another feature, the signature is a
frequency signature, the image including at |east one
reference spatial period, and the nethod further
conprises the follow ng steps: applying a spectral
transformation to the first representation in order to
obtain a first transformincluding at |east one first
spatial period, verifying that the value(s) of the
spatial period(s) correspond(s) to the value(s) of the
reference spatial period(s).

According to another feature, the image is visible
in the first optical spectrumand in at |east one second
optical spectrum and the nethod further conprises the
foll ow ng steps: acquiring the inmage in the second
optical spectrumin order to obtain a second
representation, verifying that the two representations
are graphically substantially identical, verifying that a
di stance between the two representations is below a
t hreshol d.

According to another feature, the threshold is equal
to 10 mcroneters (un), preferably equal to 5 um

According to another feature, the distance between
the two representations is determ ned by neans of a
registration algorithmto identify a transformation for
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whi ch one of the representations is the image of the
ot her representation.

According to another feature, the first optical
spectrumis situated in the visible spectrum and/or the
second optical spectrumis situated in the infrared.

According to another feature, the nmethod further
conprises the follow ng steps: applying the sane
transformation to the second representation in order to
obtain a second transform verifying that the first
transformis substantially equal to the second transform

According to another feature, the nmethod further
conprises a step of: verifying that the val ue(s) of the
spatial period(s) of the second transform correspond(s)
to the value(s) of the reference spatial period(s).

According to another feature, the spectral
transfornmation is applied to at | east one portion of the
first representation and/or to the sane at | east one
portion of the second representation.

According to another feature, the spectral transform
is applied to at |least two portions of a representation,
and the nethod further conprises a step of: verifying
that the transforns of the different portions are
substantially equal.

According to another feature, the nmethod further
conprises a step of: verifying that the two
representations are colorinmetrically different.

According to another feature, the inmage represents a
portion of the body, preferably the face, the eye, or the
finger, of a holder associated wth the security device,
and the nethod further conprises the steps of: acquiring
an image of the portion of the body froma bearer of the
security device, verifying that the acquired inmage
corresponds bionetrically with the first representation,
and/or verifying that the acquired inmage corresponds
bionetrically with the second representation.

According to another feature, the security device is
associated wth digital storage neans including a digital
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representation of the imge, and the nmethod further
conprises the steps of: reading the digital
representation of the imge, verifying that the digital
representation is substantially identical to the first
representation, and/or verifying that the digital
representation is substantially identical to the second
representation.

According to another feature, the nethod further
conprises a step of: verifying that the acquired i mge
corresponds bionetrically with the digita
representation.

The invention al so provides verification apparatus
i ncludi ng nmeans for inplenenting such a verification
met hod.

The invention al so provides a conputer program
i ncluding a sequence of logic instructions suitable for
i npl enmenting such a verification nethod.

The invention al so provides a conputer data medi um
i ncl udi ng such a conputer program

O her features, details, and advantages of the
i nvention appear nore clearly fromthe detail ed
description given bel ow by way of indication and with
reference to the drawi ngs, in which:

- Figure 1 shows an identity document including an
i mge associated with a security device;

- Figure 2 shows a step of the verification mnethod,
maki ng a conpari son between two representations of the
i mge acquired using different optical spectra;

- Figure 3 shows another step of the verification
nmet hod using a spectral transformation; and

- Figure 4 shows a possible counterfeit, which a
spectral transformation is capable of detecting.

Figure 1 shows an identity docunent 20 having at
| east one inmage 2. \Were appropriate, the identity
docunent 20 may have other elenents 21. The inmage 2 is
made in such a manner as to incorporate a security device
1. According to a feature, the security device 1
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consists in the image 2 including a signature. A
signature is a specific feature of the image 2 that is
capabl e of being detected, typically by an anal yzer tool.
A signature is usually a consequence of the way the inmge
2 is made or of the machine used for making the inage 2.
A signature can thus be intrinsically linked with the way
the image is made. Alternatively, a signature may be
voluntarily introduced into the image 2 in order to
enable it to be detected therein for verification
pur poses.

The nature of a signature may be very vari ed.
Several non-limting exanples are described bel ow

The verification of such a security device 1
conprises the following steps. A first step acquires the
image 2 using a first optical spectrumin order to obtain
a first representation 3.

Such an acquisition is perfornmed by illum nating the
image 2 with Iight having the desired optical spectrum
and making the representation 3, 4 by an acquisition,
typically by nmeans of an inmage sensor that is sensitive
in said desired optical spectrum The result that is
obtained, i.e. a representation 3, 4, is an inage that
may be digitized and stored in a conputer nenory and is
conventionally organized in the formof an inmage, i.e. a
t wo- di nensional matrix of pixels.

In the present docunent, an optical spectrum may be
defined by at | east one optical frequency band. An
optical spectrummay thus be all or part of the infrared
spectrum or all or part of the X-ray spectrum all or
part of the ultraviolet spectrum or indeed all or part
of the visible spectrum or any conbination of the above.

Thus, obtaining a representation 3, 4 in an opti cal
spectrum such as for exanple the infrared opti cal
spectrum assunes that the image 2 is illumnated by a
source covering at |least the desired infrared optical
spectrum and that the representation 3, 4 is acquired
si mul t aneously by means of a sensor, such as a canera,
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that is sensitive at least in the desired infrared
optical spectrum The representation that is obtained is
an image, i.e. a two-dinensional matrix of pixels, in

whi ch each pixel conprises a single intensity, indicative
of the optical radiation in the optical spectrum under
consideration that is reflected by the image 2. Such a
representation 3, 4 is generally in the formof a

nmonochr onme i mage.

In the particular circunstance of an optical
spectrumincluding at |east partially the visible optical
spectrum a pixel may conprise a plurality of
intensities, indicative of the intensities of primary
colors. A representation 3, 4 is then in the formof a
pol ychronme imge, i.e. in the formof a superposition of
a plurality of nmonochrone inages, referred to as
conmponent i mages.

During a second step, the signature is then
extracted. The way in which this extraction step is
performed depends on the nature of the signature. During
athird step, the signature is verified in order to check
whet her the signature extracted fromthe representation 3
derived fromthe image 2 does indeed correspond to a
signature of the kind that ought to be present, in that
it was introduced and inserted in the image 2 during
fabrication of the image 2. Once again, the way this
verification step is perfornmed depends on the nature of
the signature and is described in detail bel ow

In a first inplenmentation, the signature is
colorinmetric. This still covers numerous operating
procedures, which are illustrated by non-limting
exanples. A general idea for this type of signature is
to take advantage of technol ogi cal advances in terns of
fabrication nmeans and verification neans, generally
observed anong manufacturers in the field of security
devi ces, and/or authorities issuing identity docunents,
in conparison with counterfeiters.
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A first exanple of a colorinmetric signature uses the
orientation of a given color plate. Thus, in an offset
printing process, each base color (e.g. RGB (K) or Cw
(W), of which there are typically two to five, is
printed by nmeans of a color plate. In order to avoid
unwanted noire effects, each such color plate is oriented
at a different angle, so that each color plate is
angul arly spaced apart relative to the others. The angle
of each color plate is thus characteristic of a printing
machi ne.

A very accurate neasurenment of this set of angles,
or even of a deliberate nodification to at |east one
angl e, can nmake it possible to identify and/or
particularize a printing machine, and nore generally an
i ssui ng organi zation. Wth accurate verification tools,
it is thus possible to use at |east one of the angles in
this set of angles as a signature.

A second exanple of a colorinetric signature uses
t he precise hues of each color plate. Each color plate
has a base color. The various colors of the various
color plates thus define a colorinetric base, like a
vector base. The base col ors nmust conprise colors that
are substantially distributed in order to have good
ability to express color. It is thus known to use a Red,
Green, and Blue (RGB) base, possibly together with Wite
and/ or bl ack. Another base is Cyan, Magenta, and Yel |l ow
(CWY). However it is possible to define any n-tuple of
base colors, or indeed to start froma conventi onal
triplet and nodify at |east one of the base colors a
little by offsetting its hue a few % An accurate
measur enent can thus accurately detect a printing
machi ne, by relying solely on the inevitable dispersion
from one machine to another, or indeed by creating a
deliberate offset. A deliberate offset is advantageous
inthat it enables all of the machines belonging to a
single entity to be particularized and thus to
characterize an issuer, such as a service or a state.
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A third exanple of a colorinetric signature is using
a particular hue. Such a hue, in a particular
conbi nati on of base colors can thus be used to nmake a
specific portion of an image 2. By way of exanple, it
may be a frame, or even a particular spot, that is nade
with a given absolute or relative hue definition that can
be verified with great accuracy. The position of the
spot used may itself be part of the signature.

I n anot her inplenmentation, the signature is a
frequency signature. For this purpose, the inmage 2

i ncl udes at

| east one reference spatial period. Once

agai n, several inplenmentations are possible and sone are
illustrated below. The reference spatial period nay be

intrinsic,

inthat it is introduced by the nmethod for

fabricating the image 2, or indeed it may be artificial,

in that it

is added to the i mge.

The presence of at |east one such reference spati al
period constitutes a signature for which it is possible
to verify its presence and its quality. Gven the way
the image 2 is made, the period(s) 6, 7 is/are
incorporated in all of the surface area of a

represent at

ion 3, 4 and nmust be equal to the reference

spatial period(s) present originally in the security

devi ce 1.
The si

ghature is then extracted by the foll ow ng

steps. A spectral transfornmation 8 is applied to the
first representation 3. This nakes it possible to obtain
a first transform9.

Because of the decomposition into a series of
periodic functions, such a spectral transformation 8 is
characterized in that when it is applied to an
i mge/ representation it reveals the spatial frequencies
that are present in said inmage/representation. Such a
spectral transformation 8 may be any transformation that
performnms deconposition into a series of functions. A

transf or mat
because it

ion of this type that is in w despread use,
i s advant ageously associated with a digital
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i npl enentation that is effective and fast, is the fast
Fourier transform (FFT). Such a transformati on nay be
uni di mensional. Wth a transformation 8 that is
applicable to an image, there exists a two-di nensional
version of the transformation (two-di nensional fast
Fourier transform FT2) that transforns a representation
3, 4 corresponding to an image into a spectrunitransform
9, 10, itself corresponding to an image. A point of high
intensity, represented by a black dot in the figures, is
i ndicative of a spatial period 6, 7 being present in the
representation 3, 4.

An absolute verification step is then perfornmed to
verify that the value(s) of reference spatial period(s),
at | east the nost remarkable one(s), correspond(s) to the
val ue(s) of the period(s) 6 of the first transform 9.

This correspondence is verified while accepting a
certain anmount of tolerance in order to acconmpdate
possi bl e neasurenent and/or calculation errors. It is
thus verified that a point of the transform9,
representing a spatial period, does indeed correspond to
a reference spatial period, to within tol erance.

The val ue of this tol erance nust be capabl e of being
configured so as to take account of the performance of
the optical sensor used. A tolerance equal to 50 um rmay
be used for a | ow performance sensor. Nevertheless, this
tol erance should be selected to be as small as possi bl e.
A tol erance preferably equal to 30 um and nore
preferably equal to 10 um should be used if the
performance of the sensor mekes that possible. Wen
using a nobil e sensor, such as a smartphone canera, the
val ue of the threshold nmay be adapted as a function of
the variabl e distance at which the acquisition is nade.

This step of frequency verification serves to verify
that the inage 2 corresponds to the original inmge as
made by the organization issuing the security device 1
and that it does indeed include the reference frequencies
that were originally present. This can nmake it possible
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to discrimnate a counterfeit attenpting to nodify all or
part of the image 2 without satisfying said reference
frequency.

According to another feature, the inage 2 is nmade in
such a manner as to be visible in a first optical
spectrumand in at |east one second optical spectrum
The first optical spectrumand said at | east one second
optical spectrum are advantageously disjoint in pairs.

Several inplenentations that enable such a feature
of the image 2 to be obtained are described in greater
detail below. It should be observed that, by
construction, the security device 1 is characterized by a
particul ar conponent constituting the inmage 2 being
visible both in a first optical spectrumand also in at
| east one second optical spectrum

It may al so be observed that such a feature enabl es
the security device 1 to be intimately linked with the
i mge 2, thus making any separation practically
i npossi ble. Such a security device 1, if verified, thus
authenticates in relatively certain nmanner its own
authenticity and origin, and thus the authenticity and
the origin of the inmage 2.

Such a security device 1 is verified by performng
the follow ng steps, shown in Figure 2. A first step
acquires the inage 2 in a first optical spectrumin order
to obtain a first representation 3. A second step
acquires the inage 2 in the second optical spectrumin
order to obtain a second representation 4.

Such an acquisition is perforned by illum nating the
image 2 with illumnation in the desired optical spectrum
and by acquiring the representation 3, 4, typically by
means of an image sensor that is sensitive in said
desired optical spectrum The result that is obtained,
i.e. arepresentation 3, 4, is an inmage that can be
digitized and stored in a conputer nenory and it is
conventionally organized in the formof an inmage, i.e. a
t wo- di nensional matrix of pixels.
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In the present docunent, an optical spectrum may be
defined by at | east one optical frequency band. An
optical spectrummay thus be all or part of the infrared
spectrum or all or part of the X-ray spectrum all or
part of the ultraviolet spectrum or indeed all or part
of the visible spectrum or any conbination of the above.

Thus, obtaining a representation 3, 4 in an opti cal
spectrum such as for exanple the infrared opti cal
spectrum assunes that the image 2 is illumnated by a
source covering at |least the desired infrared optical
spectrum and that the representation is acquired
si mul t aneously by means of a sensor, such as a canera,
that is sensitive at least in the desired infrared
optical spectrum The representation that is obtained is
an i mage, a two-di nmensional matrix of pixels, in which
each pixel conprises a single intensity, indicative of
the optical radiation in the optical spectrum under
consideration that is reflected by the image 2. Such a
representation 3, 4 is generally in the formof a
nonochr one i mage.

In the particular circunstance of an optical
spectrumincluding at |east partially the visible optical
spectrum a pixel may conprise a plurality of
intensities, indicative of the intensities of primary
colors. A representation 3, 4 is then in the formof a
pol ychronme imge, i.e. in the formof a superposition of
a plurality of nonochrone inages, referred to as
conmponent i mages.

As nentioned above, by construction, a given
conmponent nmaking up the inage 2, forns the image 2 and is
visible using different optical spectra. This feature is
used for verification purposes by conparing the two
representations 3, 4 in order to verify that both
representations 3, 4 are graphically substantially
identical. Furthernore, during a second step, it is
verified that the two representations 3, 4 have not been
offset relative to each other, in that a distance 5
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bet ween the two representations 3, 4 remains bel ow a
t hr eshol d.

Thus, as shown in Figure 2, it is verified that the
first representation 3 shows a first pattern that is
substantially graphically identical to a second pattern
shown by the second representation 4.

Once this first step has been successful, it is
possible to determ ne a di stance between the first
pattern and the second pattern and to verify that this
di stance is bel ow a threshol d.

It follows that the security device 1 is
successfully verified if and only if both preceding tests
are successful: the first pattern is graphically
substantially identical to the second pattern, and the
di stance between the two patterns is bel ow the threshol d.

The security device 1 is designed in such a manner
that a given conponent of the image 2 is visible in the
first optical spectrumand in said at | east one second
optical spectrum Any offset or distance between the two
representations 3, 4 should theoretically be zero. In
order to acconmmopdat e measurement and/or cal cul ation
i naccuracies, tolerance is introduced in the formof said
t hreshold. Nevertheless, the threshold should be
selected to be very small. In order to be able to
di scri m nate between an authentic device in which the
image visible in a first optical spectrumis made jointly
and sinmultaneously with the inage visible in a second
optical spectrum and a potential counterfeit in which a
first image visible in a first optical spectrumand a
second image visible in a first optical spectrum and
aligned with the first image are made in two steps, it is
appropriate for said threshold to be snmaller than the
regi stration capabilities of existing producing
t echnol ogi es and nmachines. A threshold equal to 10 pum
and preferably equal to 5 uym satisfies this need in that
such regi stration performance is inpossible whatever the
t echnol ogy used.
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It has been seen that a first verification step
consists in conparing the first representation 3 with the
second representation 4 and in testing graphical identity
bet ween the two representati ons. Nunerous inage
processi ng techni ques can be applied to nake such a
conpari son

In an illustrative inplenentation, it can be
verified that the two representations 3, 4 are identical
by using a known registration algorithmto identify a
transformation for passing fromone representation 3 to
the other representation 4. Under such circunstances,
verification is successful if said transformation is
sufficiently close to the identity transformation. An
advant age of this approach is that identifying the
transformation al so provides the distance between the two
representations 3, 4, which distance can then be conpared
with the threshold, the distance being given as the
nodul us of the transformation.

When at | east one of the representations 3, 4 is a
pol ychronme i mage, the conparison nay be applied to any
one of the conponent images of said polychrome inmage, or
i ndeed after preprocessing of the polychrone inmage in
order to make it nonochrone, using any nethod what soever
(averagi ng, saturation, etc., ...).

The two optical spectra may be arbitrary, providing
that a conponent is available that is visible
simul taneously in both of these optical spectra and that
can be used for naking the imge 2.

Advant ageously, in order to nake certain tests
possible with the naked eye, one of the optical spectra
is situated in the visible spectrum An optical spectrum
included in the visible spectrumal so presents the
advantage of sinplifying illum nation of the i mage 2 when
maki ng the acquisition, since it can be done in daylight
or indeed with any conventional type of artificial
[ighting.
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The use of the visible spectrumis al so advant ageous
inthat it nmakes it possible to obtain a polychrone
representation. As described below, a polychrone inage
can provide an additional verification.

Al ternatively, one of the optical spectra may be
situated in the ultraviolet (WV).

Al ternatively, one of the optical spectra may be
situated in the infrared (IR

Such optical spectra that are not situated in the
vi sible inprove security in that a counterfeiter does not
necessarily detect that they are being used. They
conplicate the verification step a little in that
specific lighting and acqui sition neans are necessary.
Neverthel ess, it should be observed that for an identity
docunent 20, inspection sites such as border crossings
are usually already provided with scanners capabl e of
performng IR or UV acquisition.

| mpl ementations of the inmage 2 enabling it to be
visible in at |least two optical spectra are described in
greater detail bel ow

Sonme of these inplenentations contribute,
intrinsically or artificially, to giving the inage 2 a
frequency signature so that it includes at |east one
spatial period.

As nentioned above, the frequency signature of an
imge 2 can be verified in absol ute manner.

When the image 2 is visible in at | east two opti cal
spectra, it is also possible to apply relative
verification. For this purpose, the sane transformation
8 is again applied to the second representation 4. This
makes it possible to obtain a second transform 10.

On the basis of these transfornms 9 and 10, it can be
verified that the first transform9 is substantially
equal to the second transform 10.

This equality can be tested by nunerous nethods. |If
the transforns 9 and 10 are inmages, it is possible to
apply any i mage conpari son nethod thereto, such as the
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nmet hod descri bed above for conparing the representations,
and verifying that they are identical (registration
i dentifying).

Under all circunstances, the transforns 9 and 10
show points that are characteristic of remarkabl e
periods. It is possible to use nethods that extract a
set of the p nost remarkabl e periods for each of the
transforns 9 and 10 and then to conpare the p periods in
each of the sets. It is considered that two transforns
are equal if at least certain portions of the remarkabl e
periods of one transform9 are to be found in the set of
remar kabl e periods for the other transform 10.

If equality is found, then the verification step is
positive and the security device 1 is deened to be
successfully verified and thus valid. Oherw se, the
verification step is negative and the security device 1
and/or its authenticity are doubtful.

The above verification step is relative in that it
conpares the transforns 9 and 10 of the two
representations 3, 4, respectively. This nmakes it
possible to verify that the inage 2 was i ndeed nmade
jointly concerning its portion 3 visible in a first
optical spectrumand its portion 4 visible in at |east
one second optical spectrum and that substantially the
sanme frequency spectra are to be found in both
representations 3 and 4, indicative of the presence of a
single original frequency signature 5.

The absolute verification step perforned on the
first transform9 can also be applied to the second
transform 10 in order to verify that reference period(s),
at | east the nost remarkabl e one(s), is/are indeed
present in the period(s) 7 of the second transform (10).
This second frequency verification step serves to verify
whet her the particular periodicity of the inmage 2
corresponds to particular periodicity of the organization
i ssuing the security device 1.
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In a first inplenmentation, the spectral
transformation 8 is applied to all of the first
representation 3 and/or, likewise, to all of the second
representation 4.

Al ternatively, in another inplenentation, the
spectral transformation 8 is applied to at |east one
portion of the first representation 3 and to the sane at
| east one portion of the second representation 4. Each
of these partial transforns can be then be conpared to a
partial transform of the other representation, e.g. the
correspondi ng partial transform which conparison may be
performed portion to portion, although that is not
essential, and/or to another partial transform of the
sane representation.

An advant age of verification making use of a
spectral transformation 8 is illustrated below with
reference to Figure 4.

It is assunmed that an image 2 is forged in order to
nodi fy at least a portion 11 thereof. Thus, as shown in
Figure 4, a nodified portion 11 seeks to nodify the eyes
in an identity photograph. Although the original inage 2
and thus its representation 3 includes a frequency
signature 5, the portion 11 that has been nodifi ed,
whet her by bei ng added or by being replaced, and
regardl ess of the technol ogy used, is very likely to
present a frequency signature 5 that is different from
the original frequency signature 5, which includes the
situation in which no frequency signature 5 is present.
Thus, conparing the spectrumtransforns 9 and 10 of all
or part of a representation 3, 4 necessarily causes a
detectabl e difference to appear.

Several inplenentations are described bel ow suitable
for obtaining an image 2 including a security device 1
that is visible in a first optical spectrumand in at
| east one second optical spectrum

In a first inplenentation, a security device 1 may
be an inmage 2 made in known manner by nonochromatic | aser
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etching. Such a security device 1 is known and very

wi despread in this technical field. The principle is to
have a | aser-sensitive layer in which it is possible to
use a |l aser beamto produce |ocalized carbonization.
Using a laser, it is thus possible to draw and make an
image 2. This inplenentation enables an i nage such as an
identity photograph to be made, which image is
necessarily a nonochrone image. It is known that a dot
of the imge 2, as blackened by the laser, is visible in
a first optical spectrum the visible spectrum and that
furthernore a dot of the image 2 is also visible in a
second optical spectrum the infrared spectrum

At this point, it should be observed that this
property of being visible in at |least two optical spectra
is known and is used by inspectors. For an imge that
has been obtai ned by nonochrone | aser etching, it is
verified that the image is visible in the visible optica
spectrumand that it is also visible in the IR optica
spectrum This enables an inspector to verify that the
i mge present was i ndeed made by nonochrone | aser
etching. Nevertheless, at present, this verification is
purely human and qualitative: the controller verifies
visually that the inmage can be seen in both optica
spectra. Nevertheless, the prior art does not verify
that the two representations 3, 4 are identical, nor does
it verify that their distance is below a threshold. The
invention provides a quantitative approach and
advant ageousl y enabl es those two operations to be
performed automatically, with nuch nore accuracy, and
i ncl udi ng deci si on maki ng.

I n anot her inplenmentation, a security device 1 may
be an inage 2 nmade by color |aser etching. For this
purpose, a security device 1 has an arrangenent i ncl uding
a color matrix. The color matrix is a table of pixels,
each pixel conprising at |east two sub-pixels of colors
that are advantageously primary and different. 1In a
first inplenmentation, the color matrix is sensitive to



10

15

20

25

30

35

18

the |l aser, such that a | aser shot enabl es each pi xel
selectively to express a hue by conbining the primary
colors of the sub-pixels. 1In another inplenentation, the
color matrix is not sensitive to the |aser, and said
arrangenent includes at |east one |ayer that is sensitive
to the laser. Said at |east one sensitive |ayer is
arranged above and/or below the color matrix. Laser
etching, using the above-described nonochrone technol ogy,
t hen serves to nake a nonochronme mask in said at |east
one sensitive |ayer, thereby enabling each pixel
selectively to express a hue by conbining the primary

col ors of the sub-pixels.

These two i npl enentations enable a color inmge to be
made by | aser etching. Once again, the dot carbonized by
| aser and constituting the image 2 is visible
sinmultaneously in the visible optical spectrumand in the
| R optical spectrum It therefore constitutes a single
conponent that is necessarily situated at the sane
| ocation in the first representation 3 and in the second
representation 4.

In yet another inplenentation, a security device 1
may be an inmage 2 nade by a printing technique. The
printing technique may be any printing technique: offset,
sil kscreen printing, retransfer, sublimnation, ink jet,
etc., ..., solong as it uses an ink having at |east one
conponent that is visible in the first optical spectrum
and in the second optical spectrum This conmponent,
incorporated in the ink, thus determ nes the opti cal
spectra in which the image 2 can be seen. The image 2
may thus be invisible in the visible spectrum but be
visible in the IR and in the UV spectra. The printing of
the image 2 creates inage dots that are visible
sinmultaneously in the at |east two optical spectra. Once
again, an image dot is a single conponent, that is
necessarily situated at the sanme location in the first
representation 3 and in the second representation 4.
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A sinplified counterfeiting technique consists in
maki ng a nonochrone image 2. Thus, a counterfeiter may
be tenpted to nake a nonochrone inmage 2, which is easier
to fabricate or requires sinpler tooling. Thus, a
pol ychronme print can be replaced by a nonochrone print.
Li kewi se, a counterfeiter nmay have a nonochrone etching
| aser avail abl e and be good at using that technol ogy,
which is already quite old, and may be attenpted to
replace a color image 2 created by laser etching with a
nonochrone i mage 2 created by |aser etching, where col or
| aser etching is a technology that is very recent and
still not very w despread, and is very likely difficult
for a counterfeiter to obtain.

Thus, providing the authentic security device 1 has
a color image and at | east one of the optical spectrais
the visible spectrum the verification nethod may
advant ageously include an additional step of verifying
that the two representations 3 and 4 are colorinetrically
different. Thus, typically, one of the representations
shows a pol ychrone acquisition of the imge 2 while the
ot her representation, e.g. because it is visible in an
optical spectrumlying outside the visible spectrum
shows a nonochrone acquisition. This verification step
checks that color is indeed present in one of the
representations. The representations 3, 4 in this
exanple are colorinetrically different, even if they are
graphically identical (sane pattern).

The colorinetric difference may be verified by any
colorimetric processing nethod. |In one possible
i npl enentation, the representations 3, 4 may be nodel ed
using a CIE Lab colorinetric nodel. It can then be
verified that the representation that ought to be in
col or does indeed present generally high values for the
coefficients a and b, whereas the representation that is
supposed to be nonochrone is gray and presents smal
values for the coefficients a, b. An anal ogous approach
woul d be to convert the representations 3, 4 using a hue
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| i ghtness and saturation (HLS) nodel, and observing the
val ue of the saturation S

Three inplenmentations are descri bed above of a
security device 1 that is visible using at |east two
optical spectra: nmonochrone |aser etching, color |aser
etching, and printing with a special ink.

An image 2 nmade by nonochrone | aser etching has a
frequency signature 5 because the | aser shots are
performed according to a shot matrix. Such a shot
matri x, e.g. a rectangular matrix, is advantageously
periodic. There thus appears, spacially, at |east one
period 6, 7 per dinension. Wth a rectangular matrix,
there can thus appear one period 6, 7 along a first axis
and a second period 6, 7 along the other axis of the
mat ri Xx.

Thus, if a spectral transformation 8 is applied to a
representation 3, 4 comng fromsuch an image 2, the
transform9 of the representation 3 is equal to the
transform 10 of the representation 4. This spectral
transformation 8 reveals at |east the two periods 6, 7,
and does so for both of the optical spectra. |If the
rectangular matrix is oriented parallel to the image 2,
and if the spectral transformation 8 is an FFT2, at | east
one first point 6, 7 will appear on the ordinate axis,
bei ng representative of the period al ong the abscissa
axis and at | east one second point wll appear on the
absci ssa axis, representative of the period al ong the
ordi nate axi s.

An i mage made by color |aser etching usually
intrinsically includes a frequency signature 5 in that
t he arrangenent enabling such a color imge 2 to be
etched itself includes a color matrix. Although this is
not essential, in order to facilitate etching, the pixels
and the sub-pixels conprising the colors are
advant ageously arranged in said color matrix in a manner
that is periodic. It is thus possible, in at |east one
di mrension, to find a main period 6, 7 corresponding to
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t he di stance between the pixels. Furthernore, each pixel
conprises a nunber n of at |east two sub-pixels, and
conventionally of four (Cyan, Magenta, Yellow, Bl ack),
each sub-pi xel conprising one base color. These n colors
are advant ageously evenly distributed spatially, thereby
form ng a secondary spatial period that is an n-

subnul tiple of the main period 6, 7.

In an inplenentation, the color matrix is arranged
inrows, e.g. horizontal rows, alternating with a
sequence that advantageously repeats identically every n
col ors.

The color matrix is theoretically visible only in
the visible optical spectrum Neverthel ess, the dots
made by | aser etching are visible both in the visible
optical spectrumand also in the infrared (IR) optical
spectrum Thus, in an etched inmage 2, the etched dots
are necessarily arranged on the color nmatrix and
therefore cause the main spatial periods 6, 7 and the
secondary spatial periods of the color matrix to appear.
This feature assunes that the density of the etched dots
is sufficient. This is true for a conplex inmage and in
particular for a photograph. The main spatial periods 6,
7 and the secondary spatial periods appear both in the
first transform9 fromthe representation 3 using a first
optical spectrum herein the visible spectrum and in the
second transform 10 froma representation 4 using a
second optical spectrum herein the IR spectrum

For an authentic security device 1, the sane
frequency signature 5 fromthe color matrix is reveal ed
and shown up by the etched dots and the two transfornms 9
and 10 shoul d be substantially identical. Furthernore,
the periods 6, 7 revealed by the spectral transformation
8 nmust correspond to the nmain reference period of the
frequency signature 5, as fabricated, and also to its
secondary reference periods, if any.

An inmage 2 made using a printing nethod does not
necessarily have a frequency signature 5. Neverthel ess,
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certain printing nmethods can give rise to a periodic
arrangenent of dots, which then forma frequency
signature 5, having at | east one spatial period 6, 7
bei ng the distance between the dots. The periodic
pattern thus forns a frequency signature 5 that can then
be used for verifying the security device 1 by applying a
spectral transformation 8.

I n anot her inplenmentation, it is possible to include
an additional frequency signature in the image 2 that is
voluntarily added thereto, by printing a periodic
pattern. It is thus possible to insert a frequency
signature 5 into an image 2 by replacing certain dots or
rows, advantageously arranged periodically, with a given
color. Thus, like a color matrix suitable for nmaking a
color image by laser etching, or indeed in an attenpt to
sinmulate such a matrix, it is possible to nodify an image
2 by replacing one in every p rows with a black row.

This nodifies the inmage 2 sufficiently little for it to
remai n usable, while giving it a frequency signature 5
that is usable for verification purposes after applying a
spectral transformation 8.

If an image 2 is also printed with a special ink, it
is possible to verify the presence, the simlarity and
t he di stance of both representations 3, 4 derived from
acqui sitions according to at |east two optical spectra.

If the inage 2, or at |east said additional frequency
signature 5, is printed using a special ink, then the
frequency signature 5 as nmade in this way is visible in
at | east two optical spectra and must be present in both
transforns 9 and 10 derived fromthe two representations
3 and 4, so that these two transforns are then equal.

According to another feature, the inage 2 represents
a portion of the body of a holder associated with the
security device 1. The verification nmethod may al so
include the following steps. A first step consists in
acquiring an i mage of said portion of the body fromthe
bearer of the security device 1. A second step verifies
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that this acquired i mage corresponds biometrically with
the image 2 of the security device 1. The image 2 of the
security device 1 is deened to be a representation of the
aut hori zed holder. Thus, if a bionetric correspondence
is found with a direct acquisition fromthe bearer
acconpanyi ng the security device 1, it can be assuned
that the bearer is indeed the holder he or she clains to
be.

If the inage 2 is visible in two optical spectra,
the verification can be duplicated, verifying that the
acquired i mage 13 corresponds bionetrically to the first
representation 3, and/or verifying that the acquired
i mge 13 corresponds bionetrically with the second
representation 4.

The term "bionmetrical correspondence” is used herein
since such a step of conparing a live acquisition from
the bearer with an image 2 associated with the security
device 1, com ng froman acquisition that was perforned
when it was issued, and perhaps sonme tine ago, such that
t he appearance of the holder m ght have changed, is
necessarily nmore conplex than verifying whether two
i mges are identical. The corresponding bionetric
techni ques are assuned to be known.

This applies for exanple to the situation in which
the portion of the body is the face, the imge 2 then
representing an identity photograph of the bearer of an
identity docunment 20 associated with said security device
1. In another inplenentation, it may be the eye, one of
the fingers, or any other portion of the body.

The verification nethod thus conbines a plurality of
verification steps targeting different aspects for

checking. It is verified that the inage 2 is authentic
and that it is not possible that it has been nodified
since the security device 1 was issued. It is also

verified that the bearer corresponds to the holder. The
guar antees provi ded by each of these verifications
reinforce the security of the security device 1
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According to another feature, the security device 1
is associated with digital storage nmeans including a
digital representation of the image 2. Such storage
nmeans are typically a secure device (SD), such as a
m crocircuit, proposing services for accessing an
internal nenory in secure manner. The digital
representation of the imge 2 was previously stored in
controll ed manner by the authority issuing the security
device 1. It is therefore deened to be a representation
of the holder. The secure aspect guarantees that it has
not been nodifi ed.

Such a feature makes it possible to provide
redundancy for the security device 1 and to add to the
verification nethod by addi ng anot her verification by

nmeans of the followng steps. In a first step, the
digital representation of the image 2 is read fromthe
storage neans. 1In a second step, the nethod conpares the

digital representation with one and/or both
representations 3, 4. The verification is deenmed to be
successful if the digital representation is substantially
identical to all of the representations 3, 4 with which
it is conpared.

| f an acquisition of an image of the bearer is
performed, it is also possible to add anot her
verification by testing for bionetric correspondence
bet ween said i mage acquired fromthe bearer and the
digital representation of the image 2 fromthe storage
neans.

The various features of the verification nethod
havi ng been descri bed, the description continues with
utilization scenarios serving to show the capacities for
di scrim nation of each of the verifications.

Utilization scenario A - authentic device

An authentic identity docunent 20 having both an
i mge 2 showi ng an identity photograph nmade by col or
| aser etching and also a mcrocircuit containing a
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digital representation of the identity photograph is
i nspect ed.

The verification nethod makes an acquisition,
advant ageously in color, of the image 2 in the visible
spectrumin order to obtain a first representation 3, a
nmonochronme acquisition of the inage 2 in the IR spectrum
in order to obtain a second representation 4, and a
direct acquisition, advantageously in color, of the face
of the bearer, and extracts a digital representation from
the mcrocircuit.

A first verification confirns that the (visible)
first representation 3 is graphically identical and very
close to the (I R) second representation 4.

A second verification confirms that the direct
acqui sition corresponds bionetrically with the (visible)
first representation 3, and corresponds bionetrically
with the (IR) second representation 4.

Athird verification confirns that the digital
representation fromthe mcrocircuit is identical to the
(visible) first representation 3, is identical to the
(I'R) second representation 4, and corresponds
bionetrically with the direct acquisition.

A fourth verification applies a spectral
transfornmation 8 both to the representation 3,
advant ageousl y been nmade nonochrone, and also to the
representation 4, conpares the two transfornms 9 and 10
that are obtained in order to verify that they are equal,
and verifies that the spatial periods 6, 7 as detected
are the periods of the frequency signature 5 of the color
matri x used. The presence of the frequency signature 5
of the original color matrix, visible both in the visible
spectrumand in the IR spectrum ensures that both
transforns 9 and 10 are equal and that their periods 6
and 7 correspond to the periods of the original color
matri x.
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Afifth verification verifies that the col or
representation 3 differs colorinetrically fromthe
nmonochr onme representation 4.

Utilization scenario B - forged device 1

An identity docunent 20 is forged in that it has an
i mage 2 nmade by printing.

The image 2, printed in this exanple, presents no
visibility in the IR Thus, the second representation 4
is a blank imge. The printed i mage does not have any
frequency signature 5.

The first verification fails in that it detects a
difference between the (visible) first representation 3
and the (IR) second representation 4 (which has no
content).

It may be assuned that the counterfeiter nmade an
i mge 2 representing a photograph of the bearer. The
second verification succeeds in that a bionetric
correspondence is found for the (visible) first
representation 3. However, it fails for the (IR) second
representation 4.

Providing the counterfeiter was able to nodify the
digital representation in the mcrocircuit, the third
verification succeeds in that an identity is found for
the (visible) first representation 3 and a bionetric
correspondence is found wth the direct acquisition.
However, it fails for the (IR) second representation 4.

I f the counterfeiter has not nmanaged to nodify the
digital representation in the mcrocircuit, then all of
the verifications fail.

Because of the absence of a frequency signature 5 in
the forged printed image 2, the fourth verification may
find equality between the two transforns 9 and 10 (no
meani ngf ul spectrun) but fails in that it does not find
the periods of the color matrix, neither in the transform
9 fromthe visible spectrum nor in the transform 10 from
the IR spectrum
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The fifth verification succeeds in that the i mge 2
is in color.

Utilization scenario C - forged device 2

An identity docunent 20 is forged in that it has an
i mge 2 made by nonochrone | aser etching.

The image 2, which is |laser etched herein, is
visible in the visible and in the IR and presents two
representations 3 and 4 that are identical and superposed
(not spaced apart). The nonochrone etched i mage does not
have a frequency signature 5.

The first verification succeeds in that it detects a
(visible) representation 3 that is identical to and
super posed on the (I R) second representation 4.

It may be assuned that the counterfeiter nmade an
i mge 2 representing a photograph of the bearer. Thus
t he second verification succeeds in that bionetric
correspondence is found, both for the (visible) first
representation 3 and for the (IR) second representation
4.

Providing the counterfeiter was able to nodify the
digital representation in the mcrocircuit, the third
verification succeeds in that an identity is found for
the (visible) first representation 3, for the (IR) second
representation 4, and a bionetric correspondence is found
with the direct acquisition.

Because of the absence of a frequency signature 5 in
the forged etched inmage 2, the fourth verification may
find equality between the two transforns 9 and 10 (no
meani ngful spectrum but fails in that it does not find
the periods of the color matrix, neither in the transform
9 fromthe visible spectrum nor in the transform 10 from
the IR spectrum In the particular situation in which a
frequency signature is present, it does not in any way
resenble a frequency signature 5 of a color matrix, and
the spectral verification fails.
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The fifth verification fails in that the image 2 is
nmonochr one.

Utilization scenario D - forged device 3

An identity docunent 20 is forged in that it
i ncludes an image 2 made by printing, said printing
including lines simulating a frequency signature 5 of a
color matri x.

The image 2, printed herein, presents no visibility
inthe IR Thus, the second representation 4 is a bl ank
image. The printed image includes a convincing frequency
signature, but only in the visible.

The first verification fails in that it detects a
difference between the (visible) first representation 3
and the (IR) second representation 4 that has no content.

It may be assuned that the counterfeiter nmade an
i mge 2 representing a photograph of the bearer. The
second verification succeeds in that a bionetric
correspondence is found for the (visible) first
representation 3. However, it fails for the (IR) second
representation 4.

Providing the counterfeiter was able to nodify the
digital representation in the mcrocircuit, the third
verification succeeds in that an identity is found for
the (visible) first representation 3 and a bionetric
correspondence is found wth the direct acquisition.
However, it fails for the (IR) second representation 4.

If the printed frequency signature is nmade
sufficiently well to sinulate a frequency signature 5 in
the visible, the fourth verification can succeed in that
it finds an acceptable transform9 in the visible.
However, the fourth verification fails in that the
transform 10 in the IR is not acceptable (no nmeani ngful
spectrum and it is also not equal to the (visible)
transform 9.

The fifth verification succeeds in that the i mage 2
is in color.
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CLAIMS

1. A method for verifying a security device including an image having a signature, wherein the
method comprises the following steps:
e acquiring theimage in afirst optical spectrum in order to obtain afirst
representation;
e extracting the signature; and
o verifying the signature,
wherein:
e the signature is colorimetric and comprises a particular orientation of a color plate, or
e the signature is afrequency signature and the image includes at |east one reference

spatial period.

2. A method according to claim 1, wherein when the signature is a frequency signature and the
image includes at |east one reference spatial period, the method further comprises the following
steps:

¢ applying a spectral transformation to the first representation in order to obtain afirst
transform including at least one first spatial period; and

e verifying that the value of the at least one first spatial period corresponds to the value
of the at least one reference spatia period.

3. A method according to claim 1, wherein theimage is visible in the first optical spectrum and
in at least one second optical spectrum, and in which the method further comprises the following
steps:

e acquiring theimage in the at least one second optical spectrum in order to obtain a
second representation;

¢ verifying that the first representation and the second representation are graphically
substantially identical; and

e verifying that a distance between the first representation and the second representation
is below athreshold.
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4. A method according to claim 3, wherein the threshold is equal to one of: 10 um or 5 pum.

5. A method according to claim 3, wherein the distance between the first representation and the
second representation is determined by means of a registration algorithm to identify a

transformation for which one of the representations is the image of the other representation.

6. A method according to claim 3, wherein the first optical spectrum is situated in the visible

spectrum, and/or the at least one second optical spectrum is situated in the infrared spectrum.

7. A method according to claim 2, further comprising the following steps:
¢ applying the spectral transformation to the second representation in order to obtain a
second transform that includes at least one second spatia period; and

o verifying that the first transform is substantially equal to the second transform.

8. A method according to claim 7, further comprising a step of:
¢ verifying that the value of the at least one second spatial period of the second transform
corresponds to the value of the at least one reference spatia period.

9. A method according to claim 7, wherein the spectral transformation is applied to at least one
portion of the first representation and/or to the same at least one portion of the second
representation.

10. A method according to claim 7, wherein the spectral transformation is applied to at least two
portions of arepresentation to produce at least two transforms, and in which the method further
comprises a step of:

o verifying that the at least two transforms of the at |east two portions are substantially
equal.

11. A method according to claim 9, further comprising a step of:
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o verifying that the first representation and the second representation are colorimetrically
different.

12. A method according to claim 3, wherein the image represents a portion of the body of a
holder associated with the security device, and in which the method further comprises the
steps of:

e acquiring an image of the portion of the body from a bearer of the security device;

o verifying that the acquired image corresponds biometrically with the first
representation; and/or

¢ verifying that the acquired image corresponds biometrically with the second

representation.

13. A method according to claim 3, wherein the security deviceis associated with digital
storage meansincluding a digital representation of the image, and in which the method
further comprises the steps of:

¢ reading the digital representation of the image;

o verifying that the digital representation is substantially identical to the first
representation; and/or

¢ verifying that the digital representation is substantially identical to the second

representation.

14. A method according to claim 13, further comprising a step of:
o verifying that the acquired image corresponds biometrically with the digital

representation.

15. A verification apparatus for verifying a security device that includes an image that has a
signature, the verification apparatus comprising:

amemory that includes instructions; and

a computer, operably connected to the memory, that executes the instructions to

perform operations comprising:
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acquiring the image in afirst optical spectrum in order to obtain afirst
representation;
extracting the signature; and
verifying the signature,
wherein:
the signature is colorimetric and comprises a particular orientation of a color plate, or
the signature is a frequency signature and the image includes at least one reference

spatial period.

16. A non-transitory computer data medium that includes a computer program that, when
executed by a computer, implements a method for verifying a security device that includes an
image that has a signature, the method comprising:
acquiring theimage in afirst optical spectrum in order to obtain afirst representation;
extracting the signature; and
verifying the signature,
wherein:
the signature is colorimetric and comprises a particular orientation of acolor plate, or
the signature is a frequency signature and the image includes at |east one reference
spatial period.



