ABSTRACT OF THE DI SCLOSURE DI A TAL CONTENT PROTECTI ON SYSTEM The nedi a
i nherent key storing unit 220 prestores an inherent key Ki, the conversion
unit 230 generates an encrypted inherent key Ji fromthe inherent key read
fromthe nmedia i nherent key storing unit 220, the random nunber generating
unit 331 generates a. random nunber R1, the encryption unit 252 generates
an encrypted random nunber S1, the decryption unit 333 generates a random
nunber R'1 fromthe encrypted random nunber R1l, and the mutual
authentication control unityg @frp@fegﬂghglggﬂgggqﬁunber R1wth the
random nunber R1 and, if the random nunb mat ches the random nunber
R1, judges that the nenory CanGHZQOCONnENT'aBDhECWKENSﬂéﬂTbe If the nenory

card 200 and the nmenory card witer have successfully authenticated each
other, the nenory Thednesiseinkeweymtieen ot Wsithgd 4P REGIHRE an

i nher ent key. If the renor y car 200 and the e o ve
SUCCGSSfU||}n§§Fﬁ§ﬁtI5§¥ed tach Bt h&P e 1ty Xba?gere %@?gégggyp?% an

encrypt.ed C%rr]m%%p/ptgﬁl ghgpé“nge}%ypjleq_’rdnm?:%reemnhié%)ént key read from the
media inherent key storing unit 220, the random number
generating unit 331 generates & random number R1, the
encryption unit 252 generates an encrypted random number S1,

the decryption unit 333 generates a random number R'1 from

10 the encrypted random number R1l, and the mutual authentication
control unit 334 compares the random number R'l with the
random number Rl and, if the random number R'l matches the
random number R1, judges that the memory card 200 is an
authorized device. If the memory card 200 and the memory

15 card writer have successfully authenticated each other, the
memory card writer encrypts a content using a decrypted
inherent key. If the memory card 200 and the memory card
reader have successfully authenticated each other, the memory

card reader decrypts an encrypted content using the decrypted

20 inherent key.
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