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BACKGROUND OF THE | NVENTI.ON . . This invention relates to gI@%gi r
processing digital imge data, in particular a device for encodi ng d
decodi ng i nage dat a. In recent years, devices have been devel oped for

conpressing i rage data based on standqygﬁ_puch as JPEG WMPEG 1, MPEG 2,
H261, H263, and reproduci ng the inage ata. | mage encodi ng devi ces based

on these standards offer a high data conpression ratio while naintaining
hi gh image quality, and are therefore expected to becone nore w despread.
As this conpressed data is di iMAFE RATR BRREEESPR  al npst no_deterioration -
of quality even if the data is

BACKGROUND OF THE INVENTION
"This invention relates to a device for brocessing
digital image data, in particular a device for encoding
and decoding image data.
In recent years, devices have been developed for

compressing image data based on standards such as JPEG,

Vg

MPEG-1, MPEG-2, H261, H263, and reproducing the image
data. Image encoding devices based on these standards
offer a high data compression ratio while maintaining
high_image quality, and are therefore expected to become
more widespread.

As this compressed data is digital data, there is
almost no deterioration of quality even if the data is
repeatedly duplicated, or copied. It is therefore
possible, instead of expending the effort required to
produce original data, to illegally duplicate data which
is already commercially available and release any part of
it onto the market as if it was original data. To counter
‘this trend, producers of the original data are for example
scrambling their data in order to prevent unauthorized
duplication or partial misappropriétion.

FIG. 8 is a block diagram showing an example of
a conventional encoder/decoder of digital image data

comprising an illegal duplication protection mechanismn.



repeétedly duplicated, or copied. It is therefore possible, instead of
®Bxpending the effort required to produce original data, to illegally
duplicate data which is already commercially avail abl e and rel ease any
part of it onto the market as if it was original data. To counter this
trend, producers of the original data arg for exanple scranbling their
data in order to prevent unauthorized duplication or partial
m sappropri ation. FIG 8 is a block diagram showi ng an exanple of a
conventi onal encoder/decoder of digital inage data conprising an illegal
duplicati on D odgCénhOPISECHAD} Sk original image is passed through a -2-
In an encoder 201, an original inmage is passed through a D screte Cosine
Tr ansf or nat i bhs¢PEHd s 1n@ 0P rapusid fmaetior QDG amd. tv &0i,algu@nidizeéd engt h
coder (WALL) 60 to be

{0) 50 and variable word length coder (VWL) 60 to be

converted into the compressed digital image data based on
MPEG, for example, and is then scrambled in a scrambler
210. The scrambled digital image data can be reproduced
only by a descrambler corresponding to the scrambler. The
scrambled data is transmitted to a recording/transmission

means 70.

%,

The digital data inputted to a decoder 202 is
therefore scrambled. In the descrambler 220, the
scrambled data is descrambled,.and the original compresseé
digital image data based on MPEG, etc., is re-constructed.
The re-constructed data passes through-é variable word
length decoder 80, reverse quantizer 90 and inverse
discrete consine transformation (IDCT) unit 100 so as to
give a reproduced image. In this way, in the prior art,
illegal duplication was prevented by scrambling data.
JP-A-6-121313 (1994) discloses an example where a
scrambling technique is applied to an analog picture
signal.

Hence, it was previously possible to prevent illegal
duplication by scrambling, but due to technical advances,
protection of illegal duplication by this method has
become ineffective. Specifically, a person who intends

to illegally duplicate data analyzes the scrambling



converted into the conpressed digital imge data based on MPEG for

@xanple, and is then scranbled in a scranbler
i mage data can be reproduced

scranbler. The scranbled data is transmtted to a recording/transm ssi

means 70.

the origina

re-constructed.

210. The scranbl ed digital
only by a descranbl er corresponding to the

on

The digital data inputteg to a decoder 202 is therefore
scranbled. In the descranbl er 220, the scranbled data is descranbl ed,

conpressed digital inmage data based on MPEG etc., is

| engt h decodgrg8@ithrRyensd fGuafheneabld8 andiéswessle dilseratmdorsi ne
on (IDCT) unit 100 so as to give a reproduced image. In this

transformati

way, in the datar ahb, a rkkegal, dupiitathan besn presadradedigrecr anbl i ng

data. JP-A-6-121313 (1994) discloses an exanple where a scranbling
t echni que i spapghiedst ofanragahed gataucentEigmbly develogia@ie, it was

previously possible to prevent illegal duplication by scranbliqgi:Put due
to techni cal sagenhééng algorithms, and illegal duplicators continually

analyze the new algorithms to descramble the scrambled
data. Consequently, it has become fundamentally impossible
to eradicate illegal duplication. After a sc:ambling
algorithm is analyéed and the data has been descrambled,
it may then be duplicated in the usual way. It is also
extremely easy to duplicate data which has been duplicated
once. Therefore, conventional techniques could not prevent
the increasing sbread of illegal duplication.
SUMMARY OF THE INVENTION

It is therefore an object of this invention to provide
an image data processor which can distinguish illegally
duplicated data.

One aspect of this invention therefore provides an
encoder for producing compressed, digital image data,

this encoder comprising a DCT unit for subjecting DCT

to an original image, electronic water mark embedding

means for embedding an electronic water mark containing
predetermined specific information in the data transformed
by the DCT unit, a quantizer for quantizing data output by
the electronic water mark embedding means, and a variable

length encoder for performing variable length coding on

The re-constructed data passes through a variable word

and

P
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protéEtion of illegal duplication by this method has becone ineffective.
Specifically, a person who intends to illegally duplicate data analyzes

t he scranbling - 3- algorithm and is
then able to descranble the scranbled data. As a result, a cycle has been
created where producers of original datga continually devel op new

scranbling algorithns, and illegal duplicators continually analyze the new
al gorithns to descranble the scranbled data. Consequently, it has becone
fundanmentally inpossible to eradicate illegal duplication. After a

scranbling ghgoghtAmyiiananakyizbg and hentier hasshe el etasensinblveater i t
may then be duplicated in the usual way. It is also extrenely easy to

duplicate dagharwhwehlhps higso dapledatetiectorme.c Hearkel dreee owmfitean iional
t echni ques coul d not prevent
the specification.

It is a further object of this invention to provide
a decoder for decoding the compressed, digital image data,
variable length decoder for performing wvariable length
decoding on the variable length coded image data, an
invefse gquantizer for performing inverse quantization on
the variable length decoded data, means for detecting an
electronic mark in the inverse quantized data, means for
nptifying the result detected by the detecting means to
aﬁ operator, or controlling the state of a device according
to this result, means for performing an inverse discrete
consine transformation on the inverse quantized data, and
means for obtaining a reproduced image.

In the encoder, electronic mark data is embedded by
electronic water mark embedding means in a characteristic
part of the image represented by a spatial frequency area.
In practice, the human eye cannot perceive the embedded
electronic mark data, so the information can be incorporated
in the image without affecting image quality.

Also, as the embedded electronic mark data cannot be —
deleted or modified, it is not eliminated by duplication.
Hence, by first embedding electronic mark data having a
specific meaning in the image data when it is produced,

and detecting this mark in the decoding process, it may -



-t he |ncreasLng—sp#ead—e#—+++egal duplication. SUMVARY OF

THE | NVENTI
an i mage dat
One aspect off
conpr essed,
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T Py,
Ht n therefore provides a ﬂ@ﬁ 422% %$C|ng
ata, this engader confii - uni t

is therefore an object of this |nvent|on toﬁprOV|de
h can distinguish ill dat a.

subj ecti ng DCT to an original inmage, electronic mater mar k enbeddi ng
nmeans for enbedding an el ectronic water mark contai ning predeterm ned
specific information in the data transforned by the DCT unit, a quantizer
for quantizihg Gedéd ooitpeti by thdeowhects anightsatter iNdrlgadiyeddi ng nmeans,
and a variable Ilength encoder for perform ng variable I ength coding on
-4- duplicated data and to suppress unauthorized duplication

by controlling the playback device.

One example of this is when the embedded electronic

mark in the image data has the significance of prohibiting

duplication. When the decoder on the playback side detects

that such a mark has been embedded in the data, a warning

may be given to the user in the form of sound or characters

informing him that duplication is prohibited, and appealing

to his moral sense to avoid illegal duplication.

Another example is when the electronic mark bears the

electronic signature of the data's copyright owner. If

data is found which is though to have been illegally copied,

the decoder shows that the electronic mark is embedded in

the image data. The user is then requested to stop using

the data, or the mark may be used as evidence in a legal

action to claim damages for the unauthorized use of the

data.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing a first embodiment

of this invention.

Fig.

2 is a block diagram showing the construction

of an electronic mark embedding means 40 according to the

first embodiment of this inverition.

Fig.

3 is a block diagram showing the construction

ot



]
the data quantized by the quantizer. The electronic water mark will be
also called "electronic mark" hereinafter in the specification. I t
is a further object of this invention to provide a decoder for decoding
the conpressed, digital inage data, variable |Iength decoder for performng
vari able length decoding on the variable length coded i nage data, an
I nverse quantizer for performng inverse quantization on the variable
| engt h decoded data, nmeans for detecting an electronic mark in the inverse
guanti zed data, neans for notifying the result detected by the detecting
means to ano@penatbectoontontrokl drgethiostmeansdfl desderdigtdring to
thi"s result, nmeans for perform ng an inverse discrete consine
t ransf or mat | theofiirat pmnbedimegbanfi zhdsdareentien. neans for obtaining a

reproduced inmage. In the_encoder, electronic mark data i.s enbedded by
el ectronic water Fafk énbedai R4orBafdagran THAWERY & i AGAD RRROGMGIHE

I mage represented by a spatial frequency area.
of this” invention.

Fig. 5 is a block diagram showing a third embodiment
of this invention.

Fig. 6 is a block diagram showing a fourth embodiment
of this invention.

Fig. 7 is a block diagram showing a fifth embodiment
of this invention.

Fig. 8 is a block diagram showing the prior art.

Fig. 9 is a block diagram showing the construction
of an ordinary encoder 1 and decoder 2 according to the

prior art.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
In order to better comprehend this invention, a simple
description will first be given of an encoder/decoder based
on JPEG, MPEG-1l, MPEG-2, H261 and H263. These standards
differ in fine details, however there is no real difference
in that their basic image compression algorithms perform

discrete cosine transformation (DCT), gquantization and

44

variable word length coding (Hufmann coding, for example),
and in that motion compensation is performed on moving
images. Fig. 9 is a block diagram showing, in schematic

form, the construction of an ordinary encoder/decoder based



In practice, the human eye cannot perceive the enbedded electronic mark
tdata, so the information can be incorporated in the inmage w thout
affecting i mage quality. ' Al so, as the enbedded el ectronic mark data
cannot be deleted or nodified, it is not elimnated by duplication.
Hence, by first enbedding el ectronic mari data having a specific neaning
In the image data when it is produced, and detecting this mark in the

decodi ng process, it may be used to verify the owner's
rights to illegally duplicated ata and to suppress unauthorized

dupli cati on ohyJeaelrubEGAY,t MEEGHAYbHRKl dewiKZ63. Hawlexgnpleesfindis is
when t he enbedded el ectronic mark in the i mge data has the significance

of prohibitiagd zigzaduptanaihngnar¥heagtuieed etmderllors ttansiandsy lsxsiersdi de
detects JPEG, however, apart from the fact that they are shown in
the diagrams, their description has been omitted because
they are unrelated to true nature of this invention.

In Fig. 9, this general encoder 1 consists of a DCT
unit 20, guantizer 50 and variable word length coder (VWL)
60.

An original image 10 is input to the DCT device 20,
and two-dimensional DCT is subjected to rectangular area
units (blocks) of 8 pixels x 8 pixels size so as to
transform data expressed in a time area to data expressed
in a spatial frequency area.

In general, when data is expressed in a spatial
frequency area, data compression is easy because data in
a spatial frequency area tends to be concentrated in the
low spatial freguency region.

The data outputted from the DCT device 20 is inputted
to the quantizer (Q) 50, where it is quantized. This
processing reduces the a number of values to which the
guantized data may become. Data outputted from the
quantizer 50 is inputted to the variable length encoder —
60, and is variable-word-length coded. In variable length
coding, the amount of data is compressed by assigning
shorter code lengths to lower appearance frequencies in

the data, so Huffman codes are used in case of MPEG.



that such a mark has been enbedded in the data, a warning may be
given to the user in the formof sound or characters I nform ng himthat
duplication is prohibited, and appealing to his noral sense to avoid
‘illegal duplication. Anot her exanmple is when the electronic mark
bears the el ectronic signature of ¢ he data's copyright owner. If
data is found which is though to have been illegally copied, t he
decoder shows that the electronic mark is enbedded in t he i mage dat a.
The user is then requested to stop using the data, or the mark may be

used as evi dence ik ad€YbutputtedCite dHe laaiimblemwged flengthe
unaut hori zed use of the dat a. According to

one aspect oinddEepPreseid $vesdion thaisnittad oy dedeanrdimgge data

processor conpri sing:
transmission means 70. Specifically, it is recorded
on a recording medium such as an optical disk, magnetic
disk or magneto-optic disk, and then sold or distributed.
It may also be transmitted or broadcast by a wireless or
wire, e.g. by ground wave/satellite/cable.

Fig. 9 also shows a general decoder 2 comprising
a variable word length decoder (VWLDEC) 80, inverse
guantizer (Q’l) 90 and inverse discrete cosine
transformation (IDCT) unit 100.
The data which has been generated in the enéoder 1

and passed through the recording/transmission means 70,
is inputted to a variable length decoder 80. The variable
word length decoder 80 decodes fixed length codes
representing values assigned to variable length codes,
and outputs them in order to facilitate subsequent
processing. Data outputted by the variable word length
decoder 80 is inputted to the inverse quantizer 90 where
it is inverse-quantized. In other words, it is re-
qonstructed to values having the same magnitude as prior

to quantization on the encoder 1 side. The output of the

tid

inverse guantizer 90 is inputted to the inverse discrete
cosine transformation unit 100, and two-dimensional inverse
discrete cosine transformation is subjected to spatial

frequency data of each 8 pixels x 8 pixels block. 1In this e



conversion means for applying all orthogonal transformation to an

briginal imge so as to convert it to a spatial frequency area data set;
dat a enbeddi ng nmeans for nodi fying said spatial Frequency data by

addi ng n second spatial frequency data cal culated from one set of n
predetermned identifying data w(1), w(2y,.... w(n) and n spatial frequency
data f(1), f(2), ... f(n) selected fromsaid spatial frequency area data
set respectively to said spatial frequency data f(l), f(2),.... f(n),
and enbeddi ng said identifying data in said spatial frequency

area data sepaypnglata expressed in aCHSOEid1g ARASener ageapriessing this
nodi fi ed spatial frequency area data set in which said

i dentifyi ng tedms fermedetidies, daber £h na staink datta reproduced imegieeddiOng neans
nodi fies said spatial frequency data by nultiplying said n

i dentifyi ng shabstait)al f 2hhe . samé\(a3 . the spdtgialalf ipqgendyP d&t &berEPY
f(2)... f(n) and a constant a respectively together, adding the
product a * eltaired(i)However, ag part af the informatios 4& dosfatia
frequency data, respectively where (a) is a _constant tog the
spatial frequencyresess (¢F )Juamel st por A agnpap dvendd zefdorg 1t 1is
frequency data. According to another aspeﬁF of the present

i nvention t Heple sampleketeddenticadgee ddien PrigdasdoinagecH O

I _ suppl i es data
ODLAINE DY, gt et b O VISR CRTNST S 50 o0
data set, described referring to the drawings.

Fig. 1 is a block diagram showing the first embodiment
of this invention. 1In Fig. 1, an encoder 3 according to
this invention comprises a DCT unit 20, electronic water
mark embedding means (EWME) 40, quéntizer (Q) 50 and
variable word length coder (VWL) 60. A decoder 4 accordingl
to this invention comprises a variable word length decoder
(VWLDEC) 80, an inverse quantizer (Q‘l).90, an inverse
discrete cosine transformation unit (IDCT) 100, electronic
water mark detection means (DET) 120 and a display 130.

As in the case of ordinary JPEG or MPEG encoders/
decoders mentioned hereabove, header processing, zigzag
scan processing and motion compensation are unrelated to

the salient features of this invention and their description

is therefore omitted, but they are the same as for ordinary

FREE

encoders/decoders.
In Fig. 1, the original image 10 is inputted to the
DCT unit 20 on the encoder 3 side, and two-dimensional DCT

is subjected to blocks of 8 pixels x 8 pixels size so as -



nndiﬁying said spatial frequency data by adding n second spati al
frequency data cal cul ated fromone set of n predeterm ned identifying data
w1l), wm(2), .... w(n) and n spatial frequency data f(1). f(2),.... f(n)
sel ected fromsaid spatial frequency area data set
respectively to said spatial frequency ;4 data f(1), f(2); .... f(n), and
conpression encoding this nodified spatial frequency area data set said
prpcessor conpri sing; expansi on neans for expanding said
conpressed data set, and detecting neans for outputting a
detection si goatrwhefiosni datdeakpkysbad data tinaleisd ek fqam restored
values F(i), (i =1, 2,.... n) of said nodified n spatial frequency
data f(1), fé2pressedffin)aobpathed frequsmcy aladea. set expanded in said
expander; wherein said detecting nmeans conputes a degree of simlarity
bet ween, firstly, ThevdbhbasoRtphtbed(EcoR)tife DAT whit .20 is)inpoiittaidhed

by d|V|d|ng said restored values by partial averages cal cul ated by parti al
to the electronic water mark embedding means (EWME) 40

where a specific electronic mark data 30 is embedded in it.
The data outputted from the electronic water mark embedding
means 40 is inputted to the guantizer 50 where it is
guantized. The data output from the quantizer 50 is
inputted to the variable word length encodér 60 where

it is coded from a fixed length code to a variable length
code, and it is outputted from the variable length encoder
as compressed digiéal image data based on, e.g., MPEG.

The compressed digital image data based én MPEG. ,
etc., which is outputted from the variable word length
coder 60, is inputted to the decoder 4 via a storage/
transmission means 70. Specifically, or it is recorded
on a storage medium such as an optical disk, magnetic
disk or magneto-optic disk and so0ld or distributed, or
transmitted by wireless or wire broadcasting such as a
ground wave/satellite/cable, or transmitted by a network
such as wireless/wire communication, e.g., grouhd wave,
éatéllite or cable, ATM, or ISDN, and is then delivered
to the decoder 4.

On the side of the decoder 4, the compressed digital
image data delivered by the storage/transmission means 70

is inputted to the wvariable word length decoder 80,

15}



average cal cul ati ng nmeans cal cul ating partial averages avg(F(i)) (i = 1. 2.
*... n) of said restored values F(i) (i 1, 2, ....n), and secondly, said
identifying data w(i) (i 1, 2, ... n).and outputs said detection signals
when this degree of S|nilarity exceeds a predeterm ned val ue.
According to still another aspect of thg present invention there is
provided an i mage data processor conprising an encoder and a decoder.
wherein said encoder conpri ses: conversion nmeans for applying an
orthogonal transformation to an original inage so as to convert it to
a spatial freguensedren tiated Seingth codes anddatépefbeddi nGheedasaf or
nodi fyi ng said spatial frequency data by addi ng n second spati al
frequency dafwtmattod affresin filemvenel stglte oford lengthr ddebéemn B8disdenti fying
data w(I). w(2),.... wn) and a spatial frequency data f(1),
f(2),.... f(irr)pxste&eai:ttgd fhemrsa s e patardli zere §lewbyprar &4 dat Anggrse-
5C respectively to said spatial frequency data f(1), f(2) .. f(n).
and enmbeddi rgpantized, and outputted. The data outputted from the

quantizer 90 is inputted to the IDCT unit 100 and

electronlc water mark detection means 120.

- In the inverse discrete cosmne transformation unlt 100,

a two~dimensional reverse discrete cosine transformation

is subjected to data in a spatial frequency area of each

8 pixels x 8 pixels block. The data is thereby transformed

from data expressed in a spatial frequency area to data

expréssed in a time area, and the reproduced image 110

that' is substantially the same as the original image is

thus outputted.

A check is also made as to whether the specified

electronic mark data (EMD)} 30 has been embedded in the

data which is supplied to the electronic water mark

detection means 120. When it is detected that the

specified electronic mark data 30 was embedded, a signal

indicating this fact is outputted. This electronic mark

data 30 is the same as the electronic mark data 30 on

the encoder 3 side.

be d

The signal indicating that the electronic mark data
30 is embedded in the data, which is outputted by the
electronic water mark detecting means (DET) 120, is

inputted to a display 130, and, according to the signal, ~



said’identifying data in said spatial frequency area data set, and
ronpression neans for conpressing this nodified spatial frequency area

data set in which said identifying data is enbedded, and wherein
sai d decoder conpri ses: : expansi on neans for expanding said
conpressed spatial frequency area - data set, and restoring said spati al
frequency area data set, and detecting neans for outputting a
detection signal when said identifying data is detected fromrestored
values F(i), (i 1, 2, .... n) of n spatial frequency data f(1),
f(2),.... f(@) detevhiion sziadesdgonddipatedl by rsguehcyliddita, charawiserglided.

in said encoder, wherein said data enbeddi ng neans nodifies.said
spati al frequenen dakgebprmihei glikieng Shedresulients fygqmrdat om(a)filg 2) .

w(n), n spatial frequency data f(l),f(2);.... f(n) and a constant a
respectivel yand othe@gélteweuceSad@yn@et nentpfail%d deepEimy e dhaladigngd) to
the product a * m& n) and sai d detecting
means conput @ ¥i égb@ed6§°§ﬂﬁﬁﬁaﬁﬁ$9rbetmeen firstly. n val ues
F(i)/lavg(F(i)) (i =1, 2, ..... obt ai ned by di vi di ng sald restore

val ues by papﬂﬁal2a&§r§g?§°€£lé&?3?%ﬁ %Rg%%ﬂq éh SR i ng

LS 121 or e R ot B {odnqﬂzv g 3
Cignal whon FREE deqtBE BRoEtRonsel vptar mefR yBiditay dhiaetor
comprises a first multiplier 45a, second multiplier 45b,
constant (o) register 46, adder 47 and partial average
calculator 48.
Fig. 3 is a block diagram showing the construction
of the electronié water mark detecting means (DET) 120.
i As shown in Figf 3, the electronic water mark detecting
* means 120 comprises a partial average calculator 48, a
divider 125, an internal produc¢t calculator 126, a
threshold register 127 and a comparator 128.
Next, operations of the first embodiment of this
invention will be described referring to Figs. 1 - 3.
First, on the side of the encoder 3, it will be
assumed that the original image 10 is digital data
expressed in a time region. This digital data originates

from digital data produced by computer graphics (CG), or

bid

that produced by scanning a photograph or picture with
a scanner or a TV camera.
The original image 10 is inputted to the DCT unit 20,

and by subjecting two-dimensicnal DCT, which is a type of -



predéternined val ue. According to still another aspect of the

present invention there is provided a recording nmediumfor storing a

program for operating a conputer as an inmage processing device, said

program conprising the steps of:

Sd (a) applying an orthogonal 1gonversion to an original inmage so

as to convert It to a spatial frequency area data set,

(b) obtaining n second spatial frequency data fromn spatial frequency data
f(1), f(2),.... f(n) selected fromsaid spatial frequency area and

predet er m nedrthdeohalytngndfbamatipn, wd)blocks w{h)§ pixels x § @ixebwi ng
said second spatial frequency data respectively to said n spati al
frequency dasaze(lit fé2fransforprell, faad dath fexprpsad dpat iEINT r&fRency
dat a set by the addition, and (d) encoding for
conpr essi ng tei dakdderpeasspdt ial af ppatibatyfreier&etarea.  wpherein in said
step (b), said n second spatial frequency data are obtaineq by .
mul tiplying n of YheB pEed8t XRrREGSAJER 71 MY IR RO T %%.%?.n%Wn)
and

statistical bias on the occurrence probability of the data,

data compression is difficult. However, when the data is

transformed by two-dimensional DCT to a form in which it

is expressed in a spatial frequency area, a statistical

bias on the occurrence prbbabiiity of the data appears

and data compression is easier to perform. Specifically,

the data is biased toward the low frequency area.

- The data from the DCT unit 20 is inputted to the
eldctronic water mark embedding means 40, and the specific
electronic mark data 30 is embedded. Embedding of this
electronic mark data 30 is performed in each blocks, as
follows.

n data are taken in sequence from the low frequency
component of the AC component having higher value in the
spatial fregquency area outputted from the DCT unit 20.
T.et this data be f£(l), £(2), ...., £(n).

The electronic mark data 30 wi(l), w(2) ... w(n) is

chosen from a normal distribution with an average of 0 and

b}

variance of 1. In practice, meanings are first selected
and assigned to the electronic mark data. Then:
F(i) = £(i) + a * avg(f({i)) * w(i)

where, 1 = 1, 2 ...n and "*" denotes multiplication. -



sai d gpatial frequency data f(1), f(2), ... f(n) respectively together

and mul tiplying the product by a constant (a) to give a product
(a) * wi) f(i) (i =1, 2,.... n). According to stil
anot her aspect of the present invention there is provi ded a

recording mediumfor storing a programfps -executing on a
conputer, processing to restore data obtained by applying an orthogonal
conversion to an original inmage so as to convert it to a spatial frequency
area data set, adding n second spatial frequency data cal cul ated
fromn spatials calculated Heguercly datand (the impRk, data. £ {fifn)issel ected
fromsaid spatial ffeﬁgenc _area data set and predeterm ned
i dentifyi ag degrlagead byy®yi) .and qyipuiteshectliniel pquation meango thaitd
spatial frequency data f(1), féZ), .... f(n), and conpression encodi ng
the spatial fireutaed arbaHathiskt howli)i d¢ BEdeRi #5aadmerknteargch
processi ng conprising the steps of SA)
expandi ng sai PR et Jdat™ ‘géﬁ Ofginal image spectrum. In this
context, o is a scaling factor, and avg(f(i)) is a partial
average which is the average of the absolute values of m
neighboring areas, for example, when m = 3, the neiboring
areas are f£(i-1), f£{i) and £(i+l). It should be noted
here that (i-1), (i) and (i+l) are not limited to side by
side frequencies. This partial average is calculated by
the partial average calculator 48. It will be understood
that computation of the aforesaid F(i) is performed by
the partial average calculator 48, the multipliers 45a,
45b and the adder 47 of Fig. 2.

In the spatial fregquency area, data is biased towards
lower frequencies. In other words, there is a high power
spectrum in the low frequency area, so there is very little
effect on the image if a small value is added in the form
of an electronic mark to this part, and therefore the mark
can hardly be perceived in practice by the human eye.

On the other hand, as the part where there is a high power

spectrum shows characteristic features of the image, the

U}

image would be severely degraded 1f it were attempted to
remove the embedded electronic mark. This means that an
electronic mark can be embedded without impairing image

quality, but it is almost impossible to remove the mark



(B) outputting a detection signal when said identifying data is detected

from restored values F(i), (i =1, 2, ....n) of said nodified n
spatial frequeacy data f(1), f(2), f.... f(n) obtained fromsaid
expanded data set wherein said step (B) conprises the follow ng steps:
calculating partial average avg(F(i)) -(iks 4, 2, .... n) of said restored
values F(i) (i 1, 2, ...... n), conputlng a degree of
simlarity between in values F(i)/avg(F(i)) (i = 1. 2,....n),

obt ai ned by dividing said restored val ues by correspondlng partlal

aver ages, an#ishpdti deptrefijingg itage wielity.= ThiQ. is.a myjomandifference
outputting said detection signal when this degree of simlarity exceeds

a predet er ni ife*émvé;lh@ecase where information indic®RIEyF CESCRIEH A& THE
DRAW NGS 1 is a block diagramshowing a first epbodi ment

of this inveAsi ghtered in n e formppg 2 fiag oF okle dl Hif anfuvifidehr

construction_of .an el ectronic mark enbeddi ng neans 40 accordi ng
to the firstP&AB6&-nent of this invention. Fig 3 is a block

di-agram show ng tgorgggggnugglgﬂe mark is embedded in a prominent part

of the image in the spatial frequency area, it remains when
the image is enlarged or reduced, or part of the image is
cﬁt out and recorded on a VTR or printed on paper, and it
may be detected for example when the image is re-digitized
and detection processing is performed.

The data from the electronic water mark embedding
means 40 is inputted to the quantizer 50, where it is
gquantized. In this context, quantization means that the
value of each spatial frequency component is divided by
an integer greater than 1. As a result, many high spatial
frequency components which had only a small value become 0,
and even when they are not 0, the range of possible values
becomes narrower so that the amount of data is reduced.

Data outputted by the gquantizer 50 is supplied to the
variable word length encoder 60, converted from fixed length
codes to variable length codes, and outputted as digital

data compressed by MPEG or the like.

1y}

In variable length coding, the amount of data is
reduced by assigning shorter codes the higher the
appearance frequency in the data, such as Hufmann codes

oxr algebraic codes. -



-6- = of an electronic mark detection neans 120 according to the first

enbodi nent of this invention. Fig. 4 is a block diagram show ng a
second enbodi nrent of this invention. Fig. 5is a block diagram
showing a third enbodi nent of this invention. Fig. 6 is a block

di agram showi ng a fourth enbodi ment of;4¢his invention. Fig. 7is a
bl ock di agram showing a fifth enbodinment of this invention. Fig. 8
is a block diagram showi ng the prior art. Fig. 9 is a block diagram

showi ng the construction of an ordinary encoder 1 and decoder 2 according
to the prior artin MpEG, MIHMdhEDGERSCRIRT UINIOF hbkie vEREEERRED IBM3@DI MENTS

word length coding, the coding-decoding process 1is
reversible, and there is no difference in the action or
effect of this invention whichever code is used provided
that it is reversible.

Digital image data from the variable word length
coder 60 in this way is sent to the decoder 4 by a
recording/transmission means 70. Spécifically, it is
recorded on a storage/recording medium such as a CD-ROM,
sold or distributed, or may be broadcast or transmitted
by wireless or wire to the decoder 4. This invention is
not dependent on these forms of treating the data.

The compressed digital image data reaching the
decoder 4 is supplied to the variable word length decoder
80, and is converted from variable length codes to fixed
length codes. Variable length coding is performed in
order to reduce the amount of data in the process of
storage/transmission, but fixed length codes are easier
to process.

The data from the variable word length decoder 80
is inputted to the inverse quantizer 90 where it is

inverse-quantized and outputted. Here, the value of

"ie!

each fregquency component is returned almost to the original
value by multiplying with the integer used for division
during quantization in the encoder 3. At this stage, the
original image has effectively been reproduced in a form

expressed in the spatial frequency area.



I'n or der to better conprehend this invention, a sinple description wll
first be given of an encoder/decoder based on JPEG MEG 1, MPEG 2, H261
and H263. These standards differ in fine detgj = FreTe

—ReweweEE=ERere | S no
real difference in that their basic inmge co’-&g@?éﬂﬂ?ﬁﬂ@%ﬁﬁgﬁ & perform
di screte cosine transformation (DCT), -quanti z \ion ammLAﬁEBiabl,{mord

5=

| ength codi ng (Huf mann codi ng, for exanple),
conpensation is performed on noving inages. Fig. 9 is a block diagram
showi ng, in schematic form the construction of an ordinary

encoder/ decoder baseddata from the inverse quantizer -90 is Znputtsd JPEG
MPEG 1, MPEG 2, H261 or H263. Header processing and zigzag scanning are
requi red fortel thet Anderde disepetelPESinpotesesfompion rwmt HPG act t hat

they are shown in the diagrans, their description has been onmtted because
and the electronic water mark detection means (DET) 120.

aNe —
L A

A two-dimensional inverse discrete cosine transformation
is subjected to data of each block in a spatial frequency
area, the data inputted to the inverse discfete cosine
transformation unit 100 is thereby transformed from data
expressed in the spatial frequency area to data expressed
in the time area, and is outputted as the reproduced
image 110.

To be precise, the embedded electronic mark data 30
is then present in the reproduced image 110 as noisé, but
this does not present a problem as it cannot be perceived
by the human eye, as mentioned hereabove.

The reproduced image 110 may be displayed in various
ways, e.g. displayed on a CRT, encoded as a NTSC video
signal, recorded as a file on a magnetic disk, or printed
on paper by a printer.

The data inputted to the electronic water mark
detection means 120 is examined to see whether or not
;t contains the specific electronic mark data 30, and

when this mark is embedded, a signal indicating this fact -

i

is outputted.
Detection of the electronic mark data 30 is performed
in block-by-block by the following process.

n data are sampled from the low freguency components

-_—
This Sheet Has B




they are unrelated to true nature of this invention. In Fig. 9, this
general encoder 1 consists of a DCT wunit 20, quantizer 50 and vari abl e
word | ength coder (VW) 60. An original imge 10 is input to the DCT
device 20, and two-dinensional DCT is subjected to rectangular area units
(bl ocks) of 8 pixels x 8 pixels size soi1gs-to transform data expressed in
atinme area to data expressed in a spatial frequency area. I n
general, when data is expressed in a spatial frequency area, data
conpression i s easy because data in a spatial frequency area tends to be
concent r at ed iinn thise ACl owmppaendl offr édpeenoputelgloeck data, The. dat &Lbut putted
fromthe DCT device 20 is inputted to the quantizer (Q 50, where it is
quanti zed. TH $2)pr ecessFndndedudss thigeparhinberveragal erkcebaimi cind he
quanti zed data may becone. Data outputted fromthe quantizer 50 is
inputted to CA¥LGREI dBPe PeRGERicACOYErageava i (ik) of i the cabwp Hutengt h

coded. In var&able | ength, %gdin%, t he anmount of data is_ conpressed by
assi gni ng values of m neighborihg points, for example, F(i-1l), F(i},

F(i+l) is calculated for all i, i.e.

W(i) F(i) /avg (F(1))
where i =1, 2 .... n

Next, a summation of each W(i) over an entire image
is calculated as WF(i) for each i in the innexr product
calculator 126.

Next, the internal product calculator 126 calculates
a statistical similarity C for w(i):which is the electronic
mark data 30 and WF(i) described above using internal
product vectors.
C = WF - w/ (WFD*wD)
where WF = (WF(l), WF(2), ..., WF(n)}
w = (w({l), w(2), ..., wi{n))
WFD = absolute value of vector WF,
wD = absolute value of vector w, and
< denotes an internal product of vectors.

When the statistical similarity C is equal to or

greater than a specified wvalue (threshold value), it is

ir d

determined that the electronic mark data 30 is embedded.
This electronic mark data 30 is the same as the electronic
mark data 30 on the encoder 3 side.

A signal output by the electronic water mark detecting



shorter code lengths to | ower appearance frequencies in the data, so
Muf f man codes are used in case of MPEG

-8-

stored or transmtted by a recording/

The data outputted fromthe variable word | ength encoder

it is recorded on a recording nedi unrsl&h-as an optical disk, magneti
di sk or magneto-optic disk, and then sold or distributed. It may al so be
transmtted or broadcast by a wireless or wre, e.g. by ground
wave/ satel | i te/ cabl e. Fig. 9 also shows a general decoder 2
BeyRas i hbbe mﬁucwéhgg htiee odl efPYOMEDES B T PiFe FEE X difant i zer
(Qerr]) 90 and inverse discrete cosine transfaormation IDCE unit 100.
The data whi 8RPpadedetn Hoacfatad 1% M eddedifplay u 30.

conpri sing

According to this signal, the display unit 130 outputs
sound, audio, light or an image, or records on a file,
or transmits information, or controls another device
depending on the signal, so as to display the fact that
the electronic mark data 30 was detected.

Next, a second embodiment of this invention Qill be
described referring to the drawings.

Fig. 4 is a block diagram showing the second
embodiment of this invention.

As shown in Fig; 4, aﬁ encoder 5a comprises'a DCT
unit 21, electronic hark embedding device 41, eléctronic
mark data 3la, quantizer 51 and variable word length
coder 61.

A decoder 6a comprises a variable word length decoder
81, an inverse quantizer 91, an inverse discrete cosine
transformation unit 101, electronic mark detector 121,
an alarm display 131 and an electronic mark data 3la.

On the side of the encoder 5a, the original image 10
is supplied to the DCT unit 21, converted from data
éxpressed in the time area to data expressed in the
spatial freguency area by subjecting two-dimensional DCT
on a 8 x 8 size block basis, and is then outputted.

The electronic water mark embedding device 41 embeds

electronic mark data 3la, which has previously given the

60 is

transm ssi on neans 70. Specifically,

c



and passed through the recording/transmi ssion means 70, is inputted to a
Vvariable I ength decoder 80. The variable word |ength decoder 80 decodes
fixed Il ength codes representing values assigned to variable | ength codes,
and outputs themin order to facilitate subsequent processing. Data
outputted by the variable word | ength- ggcoder 80 is inputted to the

I nverse quantizer 90 where it is inverse-quantized. In other words, it is
re- constructed to val ues having the sanme magnitude as prior to

guanti zati on on the encoder 1 side. The output of the inverse quantizer 90
i's inputted heatingg i dFepschibseisyedupdstaeidn ansf ahraidade dividm #0%  and

t wo- di nensi onal inverse discrete cosine transformation is subjected to
spatial frepoenayitlata, of each 8 pixels x 8 pixels block. In this

- The output of the electronic water mark embedding
device 41 is supplied to the quantizer 51 and quantized.
The quantized output is supplied to the variable word
length encoder 61, encodéd as variable length codes from
fixed length codes.

The output of the variable word length encoder 61 is
output from the encoder 5a as compressed digital image
data. The compressed digital image data, is passed via
the storage/transmission means 70, and reaches the decoder
6a. épecifically,'it is recorded.on a storage medium such
as a CD-ROM, an optical disk such as a DVD-ROM, a magnetic
disk such as HD or the like, or a magneto-optic disk,
after which it may be sold or distributed. Alternatively,
it may broadcast or transmitted by wireless or wire such
as via satellite, terrestrial radio broadcast, cable
broadcasting, ATM circuits or ISDN, and thence reaches
the decoder 6a.

The compressed digital image data is supplied to
the variable word length decoder 81, is decoded from
variable length codes to fixed length codes. -

The output from the variable length decoder 81 is
supplied to the inverse quantizer 91 where it is inverse-
guantized. The output of the inverse quantizer 91 is

supplied to the inverse discrete cosine transformation



vay, data expressed in a spatial frequency area is transforned into data

inatinme. Areproduced image 110 substantially the same as the original

image 10 is thereby obtained. However, as part of the information is |ost

in the process of quantization/inverse quantization, it is not conpletely

identical to the original image 10. -~ 21 Next, a first enbodiment of this

i nvention will be described referring to the draw ngs. Fig. 1is a

bl ock di agram showi ng the first enbodinent of this invention. In Fig. 1,

an encoder 3 according to this invention conprises a DCT unit 20,

el ectroni ¢ wathet 10hrin@nébedingnieanstéEWRK 4Btepfan il2dr (@ 50 and

variable word | ength coder (WL) 60. A decoder 4 accordin to this

i nvention ?oﬁ@@f@é@eas¥9n$hbiévﬂb$d fdbseretelaasdae a¢doMan inverse

guanti zer err]) .90, an inverse discrete cosine transformation unit

(1 |3 (II))CT) 100, flsa*’e%tl derked ke cpadhr R1aek &oF i it iddds )qefz(?oaﬁ&‘ea di spl ay
: s in the_case of ordjinary JPEG or NMPEG encoders/

ment i oned he%%%%%%%,dh%%ﬁ%vep?%§é§§i%ﬁ?n YRfFLon 1899 “ﬁggﬁpqers

is thereby converted from an expression in the spatial
frequency area to an expression in the time area, and

is outputted as the reproduced image 110. The electronic
mark detector 121 deﬁects whether or not the electronic
mark data 3la is embedded in the input data, and if so,

a signal indicating detection is outputted.

According to th;s embodiment, the significance of

prohibiting duplication is previously assigned to the

! electronic mark datg 31a in this embodiment, so it is
possible to know whether duplication of the digital image
data in which the electronic mark data 3la was detected,
is prohibited by copyright laws.

When a signal output by the electronic water mark
detector 121 indicating that the electronic mark data 3la
was detected, is inputted to the alarm indicator 131,

a warning that duplication of the digital image data is
prohibited is presented to the user, and unauthorized

use is suppressed by appealing to the user's conscilence. -
Specifically, this alarm can take the form of a lamp

indicating prohibition of duplication, the lighting of

an LED or the like, output of a warning sound, oxr a

character display.



scan processing and notion conpensation are unrelated to the salient
features of this invention and their description is therefore omtted, but
they are the sane as for ordinary encoders/decoders. In Fig. 1, the
original image 10 is inputted to the DCT unit 20 on the encoder 3 side,
and two-di nmensional DCT is subjected-t@sblocks of 8 pixels x 8 pixels size
SO as - 10 - to transform data
expressed in a tinme area to data expressed in a spatial frequency area.
The data outputted fromthe DCT unit 20 is inputted to the electronic

wat er mark enbeddiNegtrean:HibWWEnHAR indner e fatipecihvenelest wobl chenar k dat a

30 is enbedded in it. The data outputted fromthe electronic water mark
enbeddi ng nEEsridkeads nafpttiedy tto the deartingsr 50 where it is

Fig. 5 is a block diagram showing the construction
of the third embodiment of this invention.

In Fig. 5, the encoder 5a is identical to the encoder
5a of the second embodiment.

The decoder 6b is different from the second embodiment
in thét it comprises a recording protection device 141
provided after the reverse discrete cosine transformer
101 in addition to the elements of the decoder 6a of the
second embodiment.

ﬁext, the action of the third embodiment will be
described. Elements which are identical to those of the
second embodiment have the same operation, and their
description will not be repeated here.

The output of the inverse discrete cosine
transformation unit 101, namély the reproduced image
data, is supplied to the recording protection device 141.
The output of the electronic mark detector 121 is also
supplied to the recording protection device 141 and the
_glarm indicator 131.

In the recording protection device 141, reproduced
image data from by inverse discrete cosine transformation
unit 101, is converted to a TV signal such as NTSC, PAL,
etc.

However, when a signal indicating that electronic



quantized. The data output fromthe quantizer 50 is inputted to the

vari able word | ength encoder 60 where it is coded froma fixed | ength code
to a variable length code, and it is outputted fromthe variable |length
encoder as conpressed digital inage data based on, e.g., MPEG The
conpressed digital image data based or BPEG, etc., which is outputted
fromthe variable word |l ength coder 60, is inputted to the decoder 4 via a
storage/ transm ssion neans 70. Specifically, or it is recorded on a
storage nedi um such as an optical disk, magnetic disk or nagneto-optic

di sk and sol dask dpterwbat ddteotedt Lanswpplbed bfran ridie ssiartuenic
broadcasting such as a ground wave/satellite/cable, or transmitted by a
network suchasl dpkertes/ wheisoimmuttedi oh,e e vien gluniidatehan isatellite
or cable, ATM or_ | SDN, and is then delivered to the decoder 4. On

the side of PhehdRibaey 4TheneeesrfirgsRECtRGIan A9 QHIRYERI3 vered by

t he storage/t[ansgigsion negns 70, Ls I nputted to the variable word | ength
decoder 80, Signa 0 Interfere with normal recording on a VTR, etc.,

in addition to the reproduced image. This signal to
interfere with normal récording on a VIR must be such
that, for example, it permits normal display on a TV
receiver even when added to a TV signal, but prevents
normal recording from taking place on a VTR.

Several types of signal may be used for this purpose.
Use may be made of the fact that scan sync and coloxr sync
feedback control loops comprise mechanical elements in a
VIR so that response is slow, whereas these loops comprise
only electrical elements in a TV receiver so that response
is slow. Frequently, therefore, a non-standard signal is
mixed with the reproduced image signal to cause a
malfunction of these control loops in the VIR .

The output of the recording protection aevice 141
is the output of the decoder 6b, and the reproduced image
110 is obtained by displaying this on a TV receiver.

In this embodiment, not only is a warning given to

prohibit duplication, but also a playback image is N

outputted in the form of a TV signal which has been
processed so that it cannot be normally recorded on a
VIR. It can be expected that this is a more efficient
means of preventing duplication than that of the second

embodiment.

¥



converted to fixed | ength codes and outputted. The data outputted fromthe
vari able word I ength decoder 80 is inputted to the inverse quantizer 90
where it is inverse- quantized, and outputted. The data outputted fromthe
gquantizer 90 is inputted to the IDCT unit 100 and electronic water mark
det ecti on neans 120. In the inverse discrete cosine transfornation
unit 100, a two-dinensional reverse discrete cosine transformation is
subjected to data in a spatial frequency area of each 8 pixels x 8 pixels
bl ock. The data is thereby transformed from data expressed in a spati al
frequency area toNdata aefpuesdhedmbodimentreoclr bhis ahaversiorprbbliced i mage
110 fhat' is substantially the same as the original image is thus

out putted. describefeskfesringo toadbeadravinget her the specified

Fig. 6 is a block diagram showing the fourth
embodiment of this invention.

As shown in Fig. 6, the encoder 5c¢ and decoder 6¢
are different from the second embodiment in that the
electronic mark data 31lc has the significance of copyright
ownership information, and comprises a detection indicator
132 instead of the alarm indicator 131.

Next, the operation of the fourth embodiment will be
described. The construction and operation of parts for
which a description is omitted, are identical to those of
the second embodiment.

The output of the electronic water mark detection
means 121 is input to the detection display device 132.

When a signal is inputted to the electronic water
mark detection means 121 showing it has been detected
that the electronic mark data 31lc was embedded, the
detection indicator 132 indicates this fact by, for
example, lighting an LED.

In the coder S5c¢ and decoder 6c¢, if the electronic
mark data 3lc is stored on a memory card or the like and
the card is such that it can be fitted to or removed from
the device, the device may be shared by a plurality of
users.

In this example, a producer of digital image data



glecfronic mark data (EMD) 30 has been enbedded in the data which is
supplied to the el ectronic water.mark detection neans 120. Wien it is
detected that the specified electronic nark data 30 was enbedded, a signal
indicating this fact is outputted. This electronic mark data 30 is the
same as_the electronlc mar k data 30 on- $fe- encoder 3 side. The
signal indicating that the electronic nark data 30 is enbedded in the
data, which is outputted by the electronic water mark detecting nmeans
(DET) 120, is inputted to a display 130, and, according to the signal,
- 12 - a detectilon atatder s5¢nth catieed by duunrditddightic elacdereds or an
i mge or the like. The result is recorded on a file, and other devices
may be controhdekl Gatoriags oathendi ghat digital signature during

the process of creating the data.

Digital image data produced in this way passes via
the storage/transmission means 70 and is distributed,
but some of the data may be data which has been illegally
duplicated and used without permission.

If some data is discovered which seems to have been
illegally duplicated and used without permission, the
electronic mark data 3lc used as the copyright owner's
ID is detected in this data in the decoder 6c. If this
data is illegally duplicated data 200, the embedded
electronic mark data 31lc can be detected, and this may
be used as proof so that legal means, such as requiring
the user to stop using the data or requesting the user
to pay compensation, can may be employed.

Conversely, when some data which seems to be
counterfeit is discovered, an attempt may be made in
the decoder 6c to detect the electronic mark data 3lc
which was used as the copyright owner's ID. If the data
is counterfeit, the electronic mark data 31lc which should
have been embedded in the data will not be detected, and
legal means can be employed using this as proof.

Next, a fifth embodiment of this invention will be
described referring to the drawings.

Fig. 7 is a block diagram showing the fifth embodiment

of this invention.



as W |l be described |ater. Fig. 2 is a block diagramshow ng the

construction of the electronic water nmark enbeddi ng means 40. As shown in

Fig. 2, the electronic water mark enbeddi ng neans 40 conprises a first

mul tiplier 45a, second nultiplier 45b, constant (a) register 46, adder 47
and partial average calculator 48. . 2¢ Fig. 3 is a block diagram show ng
the construction of the electronic water mark detecting neans (DET) 120.
As shown in Fig. 3, the electronic water nmark detecting neans 120
conprises a partial average calculator 48, a divider 125, an internal

product cal cul at oasl86pwa ihhFéghol7d thgi stesdd?275damnmhd donplenatol 428.

Next, operations of the first embodiment of this invention will be
descri bed reber congtrocEegsthat- a3pluralitfioftelerttdnicinmriofdat® encoder
3, it will be assuned that the original image 10 is digital data

expressed i ncant baeenbgfidad Thi eliegtedl data origi nates

produced by conputer graghlcs (Cy, or
Firs

fromdigital

he encoder 5d is provided with an electronic

water mark data table 32 for storing n electronic mark

data from electronic mark data 1 (EMDl) to electronic

mark data n (EMDn), instead of the electronic mark data

3la of the encoder Sa of the second embodiment.

In addition to the elements of the encoder 5a, an

electronic mark data selection (EMDS) 151, feedback

controller (FBC) 161 and feedback device (FBD) 171 are

also provided.

Next, the action of the fifth embodiment will be

described. The construction and operation of parts for

which descriptions are omitted are identical to those of

the second embodiment.

To embed a plurality of electronic mark data,

processing is performed to embed electronic mark data

in data which already contains electronic mark data.

The electronic mark data selector 151 selects jJ

electronic mark data (0 £ j <n) from n electronic mark

data, i.e. from electronic mark data 1 to electronic mark

data n, which are stored in the electronic mark data

table 32, and controls the electronic mark data table 32

so as to output the selected data in sequence to the

electronic water mark embedding means 41.

dat a



t hat broduced by scanning a photograph or picture with a scanner or a TV

caner a. The original inmage 10 is inputted to the DCT unit 20, and by
subj ecti ng two-di mensional DCT, which is a type of

- 13 - orthogonal transformation, to blocks of 8 pixels x 8 pixels

size, it is transforned fromdata expressed in a tine area to data
expressed in a spatial frequency area. Wien it is expressed in a tine

area, and there is no statistical bias on the occurrence probability of
the data, data conpression is difficult. However, when the data is
transformed by twa- duaBesi qA3l oBCEnbeddef oMt frovii € mdtk dstexpressed in a

spatial frequency area, a statistical bias on the occurrence probability
of the data appeabeddand @abaecseipyesepenitsoratietudrocypef f arsn
Speci fically,

outputted to the feedback controller 161.

The feedback unit 171 is controlled so that the
output of the electronic mark embedding device 41 is
fed back j-1 times to its input. The feedback unit 171
feeds back the output of the electronic mark embedding
device 41 to the input according to the output of the
feedback controller 161.

Next, the decoder 64 is provided with an electronic
nmark data table for storing n electrqnic mark data from
electronic mark data 1 to electronic.mark data n instead
of the electronic mark data 3la of the decoder 5a of the
second embodiment.

In addition to the elements of the decoder 6a, the
electronic mark data selector 151 and a detection
controller 181 are also provided.

To detect a plurality of electronic mark data,
detection processing is performed on all the electronic
mark data which it is desired to detect.

The electronic mark data selector 151 selécts
electronic mark data k {0 € k< n} from n electronic mark
data, i.e. from electronic mark data 1 to electronic mark
data n, which are stored in the electronic mark data table
32, and controls the electronic mark data table 32 so as

to output the selected data in sequence to the electronic

mark embedding detector 121.



the data i s biased toward the | ow frequency area. The data fromthe
DCT unit 20 is inputted to the electronic water mark enbeddi ng nmeans 40,
and the specific electronic mark data 30 is enbedded. Enbedding of this
el ectronic mark data 30 is performed in each bl ocks, as follows. n
data are taken in sequence fromthe | ew2fgrequency conponent of the AC
conponent having higher value in the spatial frequency area outputted from
the DCT unit 20. Let this data be f(1), f(2) ...., f(n). The
el ectronic mark data 30 wW(1), W(2) ... w(n) is chosen froma norm
di stribution w thTeneardlagehdfs Tepedt papransingf the ¢heprrenicenark
meanings are first selected and assigned to the electronic mark data.
Then: Rettpetor(Of fhis: eppgdfiment oufppkis therk, @ mumbep of n and
"*" denotes multiplication.
electronic mark data to be detected, i.e. a detection
repeat frequency k, to the detection controller 181.
The detection controller 181, controls the electronic
mark detector 121 so as to repeat detection k times.
According to this embodiment, more information can
be embedded and detected than in the first to fourth
embodiments, so if two electronic mark data, i.e.
information intended to prohibit duplication and
information regarding owner's copyright, are embedded.
Therefore, the combined effect of the first and second
embodiments may be obtained in this embodiment. ﬁoreover,
if other information is also embedded, a correspondingly
greater effect may be expected.
In the aforesaid embodiment, the case was described:
where DCT was. used as a means to convert an image signal
into data in a spatial frequency area, but it will be
obvious to those conversant with the art that other
orthogonal transformation methods may be used, e.qg.
Hadamard transformation, PFourier transformation, K-L
transformation and so on.
It will be understood by those skilled in the art
that the encoder and decoder of the image processor of

this invention may comprise a microprocessor and a

recording medium for storing a program such as a ROM or



- 14 - Is calculated for each i, and the input data f(i) is replaced by
F(i) and outputted. This equation means that the data a * avg(f(i)) * wWi)
is added as a mark to each conponent f(i) in the original inmge spectrum
In this context, ais a scaling factor, and avg(f(i)) is a partial

average which is the average of the absopgite values of m neighboring
areas, for exanple, when m= 3, the neiboring areas are f(i-1), f (i) and
f (i+1). It should be noted here that (i-1), (i) and (i+1) are not limted
to side by side frequencies. This partial average is calculated by the
partial aver affeomey cidsit pradB. that wihé Hformddisstfoaths bifatheoipweattiion of
the aforesaid F(i) is performed by the partial average cal cul ator 48, the
mul tipliers 4&scridgyd dmiredtsoveldeny e ofmHignenzed by stbmihbe aspabigalan
frequency area, data is biased towards |ower frequencies. In other words,
there is a hitgh Poirfukbenerfnim these apdnaddoascpnatbas sedibmre is very

little effect on the image if a small value is added in the form
These modifications also comprise a part of this invention.

The encoder of this invention can embed electronic
mark data (identifying data) in the image without impairing
the image quality. This is because, as the embedded
electronic mark data is present as iow level noise in
spatial frequency component having higher values, it is
hardly perceptible to the human eye.

Also, embedding of the electronic mark data is
perforﬁed by adding én electronic mafk data pattern to
spatial frequency components having % high value when
image is expressed in a spatial frequency.area. The
electronic mark data is chosen from a normal distribution
having an average of 0 and a dispersion of 1, and this is
added after scaling in direct proportion to the value of
the frequency components. The effect on the image is
therefore small.

It is almost impossible for a third party to
eliminate or modify the electronic mark data embedded
in the image by the encoder of this invention. This is
because as the electronic mark data is embedded in frequency
components having a high wvalue when the target image is
expressed in a spatial frequency area, it is not removed

by processing such as filtering, duplication, recording



of an electronic mark to this part, and therefore the mark can hardly be
perceived in practice by the human eye. On the other hand, as the part
where there is a high power spectrum shows characteristic features of the
i mage, the inmage would be severely degraded if it were attenpted to
renove the enbedded el ectronic mark. Fhas aeans that an electronic mark
can be enbedded without inpairing imge quality, but it is al nost
i npossi ble to renove the mark wi t hout degrading image quality.
This is a mgjor difference fromthe case where information indicating copy
i nhibition o8 enVE&Redri priheihgr onopapef| agferthdme, |ekey Slch Hsighta
header . Moreover, as the mark is enbedded in a promnent part of the
i mge in thepspayi ehbedeqeediffereat elerbrnenhe mimwn data, the original
mark remains and is detected by the decoder. If the image
is processed so that the electronic mark data can no longer
be detected, information in characteristic parts of the
image is destroyed, so the image considerably deteriorates.
The value of the image. is then lost, so there is no_meaning
in removing the electronic mark data.
According to this invention, by first embedding a
unique electronic mark data relating to himself in the
image using the encoder of this invention, a producer oxr
publisher of digital image data can easily verify the
! situation when there is a possibility that illegal
duplication has occurred.
Specifically, detection is performed on this data
in the decoder, and if the unique electronic mark data is
detected, it proves that he is the rightful owner of the
data. This is because the electronic mark data cannot
be removed or modified, remains indefinitely, and image
quality severely deteriorates if an attempt is made to
remove it.
According to this invention, when a producer or
publisher of digital image data previously embeds, in
the encoder, electronic mark data containing information

to prohibit duplication of an image, this is detected in

the decoder and the user is warned that duplication is



the i

when

The data fromthe el ectroni c water

mage is enlarged or reduced, or part of the inage is cut out and
recorded on a VIR or printed on paper, and it may be detected for exanple
the image is re-digitized and detection processing is perforned.

mark enbedding neans 40 is inputted to

the quantizer 50, where it is quantizedl +n this context, quantization

nmeans that the value of each spatial frequency conponent is divided by an
i nteger greater than 1. As a result, many high spatial frequency
conponents which had only a small val ue becone 0, and even when they are
not 0, the rpngbibitepdssi Bleevabhtévselpecbhbsyalardupidrcagd drhdts t he

dat a
t he

I s reduced. Data out putted by the quantizer 50 is supp
vari abl prepedteééngné theodenesls copyekaidd ifs amdteaddd gt h

anount of
ied to
codes to

vari able length codes, and outputted as digital data conpressed by MPEG or

the |

i ke. procepsing| kheelirenft Aocblrhglt t¥anngo it corrxeatdy s

r educed

by assigning shorter codes_the higher the appearance frequency in the

dat a,

h
such aSORHEREPR RoWER- Thlg is because the electronlc mark

data cannot be removed or modified, remains indefinitely,

and image quality severely deteriorates if an attempt

is made to remove it.

This invention is suited to operate in combination

with the coding systems JPEG, MPEG-l, MPEG-2, H261 and
and may be implemented by a relatively simple addition

these systems. This is due to the fact that the basic

H263,

to

algorithm of JPEG, MPEG-1, MPEG-2, H261 and H263 converts

from an 'original image expressed in a real space area to

data expressed in a spatial frequency area on the encoder

side, performs data compression, stores or transmits the

data, following which the data is decompressed and
converted from data expressed in a spatial frequency
area to data expressed in a read space area on the

decoding side so as to obtain the reproduced imate.

There is thus no need for a large amount of computation

such as DCT transformation or reverse DCT transformation

for the sole purpose of embedding and detecting the
electronic mark data. As this processing 1s common
with the basic function of JPEG and MPEG, it can be
implemented by only a small increase in the amount of

computation.
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MPEG, Huf
codi ng- dec

coder 60 in

ﬁ v!“ however in variable word |ength coding,
rever5|ble and there is no difference in the

t he

action or efféct of this invention whichever co;"-m~“ér- provi ded t hat
It is reversible. Digital inmage-daRa-from tengt h
this way is sent to the decoder 4 b 3m ssi on
means 70. Specifically, it is recorded on a storage ag. nedi um such
sold or _distributed, or may be broadcast or transn1 ed by

as a CD- ROM
W reless or
t hese forns

WA £6 ChéIYESGder 4. This invention is not dependent on

of treating the data. The conpressed digital imge data

reachi ng the

1. An image data processor comprising:

conversion means for applying an orthogonal
transformation to an original image so as to convert
it to a spatial frequency area data set;

data embedding means for modifying said spatial
frequency data by addiﬁg n second spatial freguency data
calculated from one set of n predetermined identifying’
data w{(l), w(2), .... w(n) and n spatial frequency data
£(1), £(2), .... f£(n) selected from said spatial frequency
area data set respectively to said spatial frequency data
£(1), £(2), .... £(n), and embedding said identifying data
in said spatial frequency area data set; and

compression means for compressing this modified
spatial frequency area data set in which said identifying

data is embedded.

2. An image data processor as defined in Claim 1,
wherein said data embedding means modifies said spatial

frequency data by multiplying said n identifying data

w(l), w(2) .... w{n), n spatial frequency data £(1),
£(2), .... £(n}) and a constant o respectively together,
adding the product o * w(i) * £(i) (1 =1, 2, .... ...n)

to said spatial frequency data, respectively where (u) is

a constant to the spatial frequency area £{i), and outputs

said modified spatial frequency data.
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decoder 4 is supplied to thevariable word | ength decoder 80, and is

converted fromvariable | ength codes to fixed I--o codes. Vari able

| engt h codi m“lﬂ&l“ﬂﬂutmm order to reduce t : Ftreae=iin t he
process of sion, but fixed Ieng to
process. * fhe'dala fromthe vari ablyxs word | Bagth decOs js

I nputted to the inverse quantizer 90 where it is |nvéF§€NaU5ﬁrrzed and
outputted. Here, the value of each frequency conponent is returned al nost
to the original value by nmultiplying with the integer used for division
during quanti3zati &m iimagiee derteogeroc®sshr whilshstageliehedabai gi nal image
has efféctively been reproduced in a form expressed in the spati al
frequency ar @®tained by: -17-

applying an orthogonal conversion to an original
image so as to convert it to a spatial frequency area
data set,

modifying said spatial frequency data by adding n
second spatial frequency data calculated from one set of
n predetefmined identifying data w(l), w(2), .... w(n)
and n spatial frequency data £(1), £(2), .... £(n)
selected from said spatial frequency area data set
respectively to said spatial frequency data £(1), £(2),
«eee £(n), and

compression encoding this modified spatial frequency
area data set, said processor comprising;

expansion means for expanding said compressed data
set, and

detecting means for outputting a detection signal
when said identifying data is detected from restored
values F{i), (L = 1, 2, .... n}) of said modified n spatial
frequency data £(1), £(2), .... f£f(n) obtained from said

data set expanded in said expander.

4. An image data processor as defined in Claim 3,
wherein said detecting means computes a degree of
similarity between, firstly, n values F(i)/avg(F({i))

(1 =1, 2, ...., n), obtained by dividing said restored

This Sheet Has Been Repl.

[T



The dat a fromrtte—inverse guantizer 90 is inputted to the inverse discrete

tosine transf and the electronic mater nark det ecti on
e D
applies a two

rse discrete cosi Bteai=dini t 100
rse discrete COSi1ePMQ%ﬂE@@Hﬁ§BEEth dat a
of each block in a spatial frequency -dgnmin. Na y, 5

ﬁﬁ{ﬁb&@.lnp tted to

the inverse discrete cosine transformation is t lteceby SO FErFEg=f r om
data expressed in the spatial frequency donmain to dat a expressed in the
time domain, and is outputted as the reproduced i mage 10. To be

preci se, thevalbeddedy eleedtimdniayamdesdatdc8lated bhepaptiesénavenaghe
reproduced i mage 110 as noise, but this does not present a problemas it
cannot be pecgdicuddtibyg weansuf@r epd.cudstinat banbiahereabaves The
reproduced i mage 110 may be displayed in various ways, e.g. displayed on a
CRT, encoded ay§ (§ (T3$C (i ded - dirgnal- - méc@ﬁdéélésr%SF©¥@doﬁahuﬁﬁgnet|c

di sk, or prlnted on paper. by a printer e data |nput%ﬁd to the
el ectroni c witld? rk 1defzectlon ﬁ@an§n§2§eF§n@%&n1ﬂ%ﬂdtﬁd§%el thfer or

not it contains t e speC|f | ectroni this mark

an
i's enbedded, 988 §rid? i'hdr cdvi ﬁg thie Flet aniso }&P%?t%%llg agbEBeish

signal when this degree of similarity exceeds a

predetermined value.

5. An image data processor as defined in Claim 3 or 4,
comprising:

means for applying an inverse orthogonal transformation
to said restored spatial frequency area data set so as to
restore said original data, and

means for mixing a signal for causing incorrect
operation of an image recording device on which said
restored original image is to be recorded when said
detecting means outputs said detection signal, and
supplying said restored original image to said image

recording device when said detection signal is absent.

6. An image data processor comprising an encoder and
a decoder, wherein said encoder comprises:

conversion means for applying an orthogonal
transformation to an original image so as to convert
it to a spatial frequency area data set,

data embedding means for modifying said spatial

This Sheet Has Been Replaced
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peteétion of the electronic mark data 30 is perfornmed in block-by-block by
the foll owi ng process. n data are sanpled fromthe Iomzfreauenqy

or tne 1 nput of INEN NN HAIMELIR (o). ¢ () ;mé‘sg ﬁ@ﬁgﬁf“i{“
F(i-1)

average cal cul attor “and ™i Vi d&r 125, a partial aver e

absol ute values of mneighboring points, for exanple F(|)

F(i+|) is calculated for all i, i.e. Wi) = F(i)/avg(F(i)) where i = 1, 2
n Next, a summation of each Wi) over an entire imge is

cal cul at ed aﬁr#&@ehc?oﬂaéacby|addlnhenlaaeon@rsmhkialcﬁﬂqannQy d26a

Next, the internal product calculator 126 cal cul ates
calculated from one set of n predetermined identifying

_I,._._—-

data w(l), w{2), .... w(n) and n spatial frequency data
£{1), £(2), .... £{(n) selected from said spatial frequency
area data set respectively to said spatial frequency data
f(1), £(2), .... £{(n), and embedding said identifying data
in said spatial frequency area data set, and

compression means for compressing this modified
spatial freguency area data set in which said identifying
data is embedded,

and wherein said decoder comprises:

expansion means for expanding sald compressed sﬁatial
frequency area data set, and restoring said spatial i
frequency area data set, and

detecting means for outputting a detection signal
when said identifying data is detected from restored
values F(i), (i = 1, 2, .... n} of n spatial frequency
data f(1), £(2), .... f£(n) to which said second spatial

frequency data was added in said encoder.

7. An image data processor as defined in Claim 6,
wherein:

said data embedding means modifies said spatial
frequency data by multiplying said n identifying data
wi{l), w(2), ... w(n), n spatial frequency data £(1l), £(2),

f(n) and a constant o respectively together, adding

This Sheet Has
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sidtistical simlarity Cfor wi) which is the electronic nark data 30

and WE( 1) descrrbed—abe#e—uSLng_lnternal product vectors..

( WED* wD) vvher V\F(2) .., VE(n) BT L., wn)
WFD absolute Hu& wD. ;@absol ut (=0} § _ \v, and
denotes an int er*na VECt or S )

simlarity Cis equal to or greater than a speciTied value (threshold
value), it is determned that the electronic mark data 30 is enbedded.
Thi s eIectronith¢mﬂ9@ﬂxaﬂafSQquntheaseanﬂaas fhe ebethe qioduchar k data 30 on

t he encoder 3 S|de S|gnal out put by the el ectronic water mark
det ect i ng * w(i) * £(i) (i = 1, 2, e i )]_,gand

said'detecting means computes a degree of similarity
between, firstly, n values F{i)/avg(F(i)) (1 =1, 2, .... n)
obtained by dividing said restored values by partial
averages calculated by partial average calculating means
for calculating partial averages avg(F(i} (i =1, 2, .... n)
of said restored values F(i) (1 =1, 2, .... n), and secondly,
said identifying data w(i} (i =1, 2, .... n), and outputs
said detection signal when this degree of similarity exceeds

a predetermined value.

8. An image data processor as defined in Claim 6 or 7,
comprising:

means for applying a orthogonal transformation to
said restored spatial frequency area data set so as to
restore said original data, ané

means for mixing a signal for causing incorrect
operation of an image recording device on which said
restored original image is to be recorded when said
detecting means outputs said detection signal, and
supélying salid restored original image to said image

recording device when said detection signal is not output.

9. An image data processor as dzfined in Claim 6,
wherein said encodsry further comrrises:
_
This Sheet Has Be,
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neah§ 120, imditcating that a specific electronic mark is enbedded in the

data, is inpu It 130. According to this signal, the
di splay unit Hmml‘ﬂ“lﬂlmum audi o, light or_an irraqe Qr Lecords on a

file, or transmts unﬁorﬁatfon or controls and i ng on
the signal, so as to display the fact thai - thejle dait a 30 was
det ect ed. Next, a second enbodi nent of t hilgesip LeHA-Oh -' 4(e]
described referring to the draw ngs. Fig. 4 i s bl ock dlagram
showi ng the second enbodinment of this invention. As shown in Fig. 4,

an encoder 5a conp ifies® {XHle Ut sdoriglee! paRiraliekk (Rbeddi ng devi ce
41, electronic mark data 31a, quantizer 51 and variable word | ength coder
61. A deéeodurfyBag aiglrd sests, ward abl e word | engt h decoder 81, an

i nverse quantizer 91, an inverse discrete cosine transformation unit 101
el ectroni ¢ mark déttecitmodex] control circuit which reads specified
sets m (0 <m < M) of data sequentially from said first
table, and feeds back the output of said embedding means
to the input side of said embedding means each time the.
first table is read on the (m - 1)th occasion from the
second occasion, and said decoder further comprises:
a second table for storing identical identifying
data to said first table,
and a decoder control circuit for sequentially
reading said second tablé from said specified identifying

: {
data and supplying it to said detecting means.

10. An image data processor as defined in Claim 9,
wherein at least one of said first or second tables
can be freely attached to and detached from said image

data processor.

11. A recording medium for storing & program for operating
a computer as an image processing device, said program
comprising the steps of:

(a) applying an orthogonal conversion to an original

image s0 as to convert it to a spatial frequency area

data set,

(b) obtaining n second spatial frequency data from n

\
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an al%rn1display 131 and an el ectronic mark data 3la. On the side of
t'he encoder—5a, the original image 10 is supplied to the DCT unit 21,

converted fro il Enﬁd in the tine area to data expressed in the
spati al freq “lmlnﬂ(mﬂ jecting two-di mensi on#F—tx or—a-8.x 8 size

bl ock basis, a&nd¢isttHen?’outputted. 38 the el ecy

enbeddi ng devi ce 41 enbeds el ectronic nark data 3iLa ously
gi ven the - 20 - Bf=psabiibi ti ng
duplication, in the data fromthe DCT unit 21. The output of the

el ectroni c wairest il kK rapedoingiatteve €8 AX (29 ,SUppl.i €dn) oskhecgeanttiroar 51
and quantized. The quantized output is supplled to the variable word
| engt h encodeyaifil spertcicde &f msywvatidvldred engt breddeeridosd identifying
data w(l), w(2), .... w(n),
(c) adding said second spatial frequency data respectively
to said n spatial frequency data £(1), £(2), .... £(n),
and modifying said spatial frequency data set by the
addition, and

(d) compression encoding said modified spatial frequency

data set.

12. A recordlng medium for storing a program as defined
in Claim ll, wherein in said step (b), said n second
spatial frequency data are obtained by multiplying n of
said predetermined identifying data w(l), w(2), .... w(n)
and said spatial frequency data £(1), £(2), .... £(n)
respectively together, and multiplying the product by

a constant (o) to give a product

(@) * w(i) * £(1) (i =1, 2, .... n).

13. A recording medium for storing a program for executing,
on a computer, processing to restore data obtained by
applying an orthogonal conversion to an original image

so as to convert it to a spatial frequency area data set,
adding n second spatial frequency data calculated from

n spatial frequeney data f£(1), £{(2), .... £{n) selected

from said spatial frequency area data set and predetermined

i




fﬁiqxéd' length caodes. =~ The output of the variable word | ength encoder 61
I's output fromthe encoder 5a as conpressed digital inmge data. The

conpr essed ﬂlﬂ'ﬂ,&m a, is passed via the n
means 70, anduieHEF ' MCoder 6a. Specifi cal Ig IS SHEET A BEEN jon a
storage nedi um Such Massa €D ROM an optical di sk [lsuch ﬁgpb‘\@ﬂDRGVlfa
magnetic disk such as HD or the |ike, or a magneto-optic disK; er

which it may be sold or distributed. Alternatively, it may broadcast or
transmtted by wireless or wire such as via satellite, terrestrial radio
broadcast, cadldestifydadcastiangs (IATMwei2)cui.t.s .ow (hEDhespadtihehgetoeaches

t he decoder 6a. The conpressed digital imge data is supplied to the
vari abl e wor ¢aidhgpatdedodereBigndys dddeoddd) fr 6k2) vari abl E(hkngahdcodes to
fixed | ength codes. The output fromthe variable | ength decoder 81 is

suppl i ed to chopnessicon quaeding e Weatdalt freghepey sareagdahti gel. The

output of the inverse quantizer_ 91 is supplied to the inverse discrete
cosi ne transfefidiliesh by this addition, said processing comprising the

steps of:

{3) expanding said compressed data set and

(B) outputting a detection signal when said identifying
data is detected from reétored values F(i), (i = 1, 2, ....n)
of said modified n spatial frequency data £(1), £(2), ....

f(n) obtained from said expanded data set.

14. A recording medium.for storing a program as defined
in Claim 13, wherein said step (B) comprises the following
steps:
calculating partial average avg(F(i}) (i = 1, 2, .... n)
of said restored values F(i) (i =1, 2, .... n},
computing a degree of similarity between in values
F(i)/avg(F(i)) (1 = 1, 2, ...., n), obtained by dividing
said restored values by corresponding partial averages,
and said identifying data w(i) (i =1, 2, .... n), and
outputting said detection signal when this degree of

similarity exceeds a predetermined value.
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=T - unit 101 and electronic water mark detector 121. A

‘ﬁ?\/\o-di mensi onal inverse discrete cosine transfornmation is subjected to
each bl ock of the data supplied to the inverse discrete cosine
transformation unit 101, which 1is thereby converted froman expression in
the spatial frequency area to an expression in the tinme area, and is
outputted as the reproduced i mage 110..4de el ectronic nmark detector 121
detects whether or not the electronic mark data 3la is enbedded in the

i nput data, and if so, a signMAGEDATAIRROCESIR i on is outputted.
According to this enbodi nent, the significance of prohibiting duplication
i s previ o/sBYTRA€Igned to the electronic mark data 31a in this enbodi ment,

so it is possible to know whether duplication of the digital inmage
An encoder, which comprises a means (40) for embedding a specific electronic

mark data in a characteristic part of an image converted to a spatial frequency area, a
quantizing means (50) for quantizing the spatial frequency area data in which the
electronic mark data is embedded and a variable length encoder (60) for variable length
coding the quantizer output, outputs compression coded digital image data. A decoder
comprises a variable length decoder (80) and reverse quantizer (90) for restoring
compression encoded digital image data to spatial frequency area data, means (120) for
detecting the electronic mark data from the restored data, and detection display means
(130) for displaying the detection result.

Fig. 1



5 .
gta in which the electronic mark data 3la was detected, is prohibited by

copyright | aws. When a signal output by the electronic water mark

detector 121 indicating that the electronic mark data 3la was detected, is

i nputted to the alarmindicator 131, a warning that duplication of the

digital image data is prohibited is presented to the user, and

unaut hori zed wuse is suppressed by appeal.ing to the user's conscience.

Specifically, this alarmcan take the fotifof a | anp indicating

prohi bition of duplication, the lighting of an LED or the like, output of

a warning sound, or a character display.

- 22 - Next, a third enbodi nent of this invention wll be

described referring to the draw ngs.
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Fig. 5 is a block diagramshowi ng the construction of the third enbodi ment
of this invention. In Fig. 5, the encoder 5a is identical to the
encoder 5a of the second enbodi nent. The decoder 6b is different
fromthe second enbodinment in that it conprises a recording protection
device 141 provided after the reverse discrete cosine transforner 101 in
addition to the elenents of the decoder ,6a of the second enbodi nent.
‘Next, the action of the third enbodi neff2wi || be described. Elenments which
are identical to those of the second enbodi rent have the sane operation,
and their description will not be repeated here. The out put of the
i nverse discrete cosine transformation unit 101, nanely the reproduced
image data, is supplied to the recording protection device 141. The
out put of the electronic mark detector 121 is also supplied to the
recording protection device 141 and the alarmindicator 131.

i .

e st o e e . e

48

Fig. 2
CALCULATOR [

PARTIAL
AVERAGE

et e T S S U

___________________ -l

EMD
DCT

- -]



In the recording protection device 141, reproduced imge data from by
imverse discrete cosine transformation wunit 101, is converted to a TV
signal such as NTSC, PAL, etc. However, when a signal indicating
that electronic - 23 - mar k data was
detected is supplied fromthe electronic mark detector 121 is inputted,
i.e. when duplication is prohibited, The recording protection device
outputs a signal to interfere with noB3? recording on a VIR, etc., in
addition to the reproduced imge. This signal to interfere with nornmal
recording on a VIR nust be such that, for exanple, it permts normnal
display on a TV receiver even when added to a TV signal, but prevents
normal recording fromtaking place on a VIR .
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Several types of signal may be used for this purpose. Use may be made of

the fact that scan sync and col or sync feedback control |oops conprise
mechani cal elenents in a VIR so that response is slow, whereas these | oops
conprise only electrical elements in a TV receiver so that response is

sl ow. Frequently, therefore, a non-standard signal is mxed wth the
reproduced i mage signal to cause a - majfgnction of these control |oops in
the VIR The output of the recording protection device 141 is the

out put of the decoder 6b, and.the reproduced image 110 is obtained by

di splaying this on a TV receiver. In this enbodinent, not only is a
warning given to prohibit duplication, but also a playback i.mage is
outputted in the formof a TV signal which has been processed so that it

cannot be nornally recorded on a VTR It can|[be exq€6féﬁ“fhar“thTs*rs a
nmore efficient neans of preventing duplicatiop @har ithat of the second
enbodi nent . W :
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~ 24 - Next, a fourth embodi ment of this invention will be
described referring to the draw ngs. Fig. 6 is a block diagram
showi ng the fourth enbodinment of this invention. As shown in Fig. 6,
t he encoder 5c and decoder 6¢c are different fromthe second enbodi nent in
that the electronic mark data 31c has the significance of copyright

ownership information, and conprises a thection i ndi cator 132 instead of
the al armindi cator 131. Next, t operation of the fourth enbodi nent

will be described. The construction and operation of parts for which a
description is omtted, are identical to those of the second enbodi nent.
The output of the electronic water nmark detection neans 121 is input to
t he detection display device 132. When a signal is inputted to the

el ectroni c water
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mark detection means 121 showing it has been detected that the electronic
mark data 31c was enbedded, the detection indicator 132 indicates this
fact by, for exanple, lighting an LED. In the coder 5c¢ and decoder
6c, if the electronic mark data 31c is stored on a nmenory card or the like
and the card is such that it can be fitted to or renoved from the device,
t he device may be shared by a pluralitg/8f users. In this exanple, a
producer of digital imge data - 25 -

uses the encoder 5c to enbed a characteristic.electronic mark data 31lc as
a kind of a digital signature during the process of creating the data.
Digital inmage data produced in this way passes via
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4

the'storage/transni ssion means 70 and is distributed, but sone of the data
may be data which has been illegally duplicated and used without

per m ssi on. I f some data is discovered which seens to have been
illegally duplicated and used wi thout perm ssion, the electronic mark data
31c used as the copyright owner's |IDis detected in this data in the
decoder 6¢. If this data is illegally gyglicated data 200, the enbedded

el ectronic mark data 31c can be detected/”and this nmay be used as proof so
that | egal neans, such as requiring the user to stop using the data or
requesting the user to pay conpensation, can nmay be enpl oyed.

Conversely, when sone data which seens to be  counterfeit is discovered, an
attenpt may be made in the decoder 6¢ to detect the electronic mark data

31c which was used as the copyright owner's | Lhe.data is_ .
counterfeit, the electronic mark data 31c whig shﬁ@lu Rave been enbedded
in the data will not be detected, and |egal ndEans}déa %fa;e enpl oyed usi ng
this as proof. 3 |i|ge :
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Next, a fifth enbodi nent of this invention will be described referring to
tshe draw ngs. Fig. 7 is a block diagram show ng the fifth enbodi nent
of this invention. - 26 - As shown
in Fig. 7, the encoder 5d and decoder 6d are so constructed that a
plurality of electronic mark data can be enbedded or detected.

First, the encoder 5d is provided with ngelectronic wat er mark data table
32 for storing n electronic mark data fromelectronic mark data 1 (EVMDL)
to electronic mark data n (EMDn), instead of the electronic mark data 3la
of the encoder 5a of the second enbodi nent. In addition to the

el emrents of the encoder 5a, an electronic mark data sel ection (EMDS) 151,

f eedback
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+
comfroller (FBC 161 and feedback device (FBD) 171 are also provided.
Next, the action of the fifth enbodiment will be described. The
construction and operation of parts for which descriptions are omtted are
identical to those of the second enbodi nent. To enbed a plurality of
el ectronic mark data, - processing-is perforned to enbed el ectronic mark
data in data which already contains el gggronic mark data. The
el ectronic mark data selector 151 selects j electronic mark data (0 [err]
j [err] n) fromn electronic mark data, i.e. fromelectronic mark data 1
to electronic mark data n, which are stored in the electronic mark data
table 32, and controls the electronic mark data table 32 so as to output
the selected data in sequence to the electronic water mark enbeddi ng neans

41.

Q
w
O
S
8
o ] a:%
- ﬂ]<
- r =
4
y PR At
5| | =
~ O ' H
g i 5]
= W 1
22wl S 2|
o"*OZ:‘E - :
o)) R R 1N B E S ! } ?
' ; (Tl - : :
2 : i A
! $
LL P | : : N :
1 T > Ty I
| 8 z | 'S :
| ! : :
: ; : T
i ! ' :
s . e
E e, : { o™ = !
——~ 1 1 . !
K | s 2]
: | E : 4 :
; $ ! e Bt ‘
! 1
i - :
PN —
| 8 |
! !
Cmmmcee X ____1
|
4
Z w
606
o~ &£ I
- &=




- 27 - A nunber (j) of enbedded electronic mark data, i.e....an

enbeddi ng processing repetition frequency j, is olppprt @M}th' -gt'leedback
controller 161. The feedback unit 171 i s con{rglted-se-thattHe

out put of the electronic mark enbeddi ng device 41 §s|{ fed back j-2 tiines to
its input. The feedback unit 171 feeds back thejolit gu Joi 3 dl dctronic
mar k enbeddi ng device 41 to the input according t¢ the output of ithe

f eedback controller 161. Next, the decoder 6¢ is provided with an

el &ctronic mark data table for storing n el ectronic—park—data—from

electronic mark data 1 to electronic mifk data n instead of the electronic

mark data 3la of the decoder 5a of the second enbodi nent. In
addition to the ghegRafemahe bersdlgeotnRr 96 injufiel toaheiavrsydigrare tdsindat a
sel ector 151 and a detection controller 181 are al so provided. To

detect a pl yfaledariQh ut fF dnB Mol dBbKic HlePmark detection means (DET) 120.

The inverse discrete cosine transformation unit 100 applies a two-dimensional
inverse discrete cosine transformation to data of each block in & spatial frequency
domain. Namely, the data inputted to the inverse discrete cosine transformation is
thereby transformed from data expressed in the spatial frequency domain to data

expressed in the time domain, and is outputted as the reproduced image 110.

To be precise, the embedded electronic mark data 30 °
is then present in the reproduced image 110 as noise, but
this does not present a problem as it cannot be perceived
by the human eye, as mentioned hereabove.

The reproduced image 110 may be displayed in various
ways, e.g. displayed on a CRT, encoded as a NTSC video
signal, recorded as a file on a magnetic disk, or printed
on paper by a printer.

The data inputted to the electronic water mark
detection means 120 is examined to see whether or not
it contains the specific electronic mark data 30, and
when this mark is embedded, a signal indicating this fact
is outputted.

Detection of the electronic mark data 30 is performed
in block-by-block by the following process.

n data are sampled from the low freguency components

A4 A 3TVE -4
2 1R



det-ection processing is perfornmed on all the electronic mark data which it

electronlc mar
from el ec
stoered in the

is desired to_detect- The—el ectronic mark data sel egtot lramﬁﬁi%ghin

k[erﬂ n)fromr1e|axroﬁmf
t E’ m to electronic mark datain{ which are
ta table3232, and control $ Lh%jﬁuﬁﬂﬁﬁﬂﬂ

mar k dat a table 32 so as to out put the selected data in $e
mar k enbeddi ng detector 121. _ -

repeat p
of thﬁ@ﬁgﬁagbphﬁﬂgzgutputs

data to be detected, i.e. a detectlOLh“,;z;w__;;ue"»nm
controller

el ectronic
28° -
det ect or

uenhCe to the

ctrqnic mar k
Bﬁg iel ctroni c nark
: K, to the detection
The detection controller 181, controls the electronic

IR Sk o

1R

1. An image data processor comprising:

conversion means for applying an orthogonal
transformation to an original image so as toc convert
it to a spatial freguency area data set;

data embedding means for modifying said spatial
frequency data by adding n second spatial freguency data
calculated from one set of n predetermined identifying’
data w{l), w(2}), .... wi{n} and n spatial frequency data
£(1), £(2), .... £{n) selected from said spatial freguency
area data set respectively to said spafial frequency data
£(1), £(2), .... £{n), and embedding said identifying data
in said spatial freguency area data set; and

enccding means for compressing this modified
spatial frequency area data set in which said identifying

data 1ls embedded.

2. An image data processor as defined in Claim 1,
wherein said data embedding means modifies said spatial
frequency data by multiplying said n identifying data
w(l), w{2) .... w(n), n spatial freqguency data f£{1),
£(2}, -... f£{n) and a constant o respectively together,
adding the product o * w(i) * £(i) (i =1, 2, .... ...n)
to said spatial freguency data, respectively where (o) is

a constant to the spatial freguency area £({i}), and outputs

said modified spatial frequency data.
This Sheet Has Been Replaced
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mark detector 121 so as to repeat detection k tines. R AGTRMEBNT SHEET
this enbodi mrent, nore informati on can be enbedded and dei ected—ttarmirmg§hé

first to four B _ so if two electronlc mar k d tia,

i nf or rrat ion i *mmmmﬂﬁm. t duplicatign_and infor onOr%SQ,-dﬁ% 1
owner's copyright ¢ afre *enffedded. Therefo the conbined| effect of.the.
first and second enbodinents may b§ ﬂ%é%%EEQHNSé i@genb di mrent. Mbreover

if other information is al so enbedd@d g§§ L
may be expect ed, gi-d-e

L LAGHON .
where DCT was uSt %% %#:h§§¥§%<a Cowggﬁghgﬁﬁﬁggg??gES%EP%%iﬁemggsggggg'ged
Phe it harered A B il P BB TS A By RRNRRSS L
e EYIBON FR0e BY EhosenTibt Pl Pasrh 3T VAR 01 °°

encoder and dequff fg 4'%%'2FBQQ.QrO ﬁsgg& gécondly, said identifying

1”4

data w(i} (1 = 1, 2, .... n), and outputs said detection
signal when this degree of similarity exceeds a

predetermined value.

5. BAn image data processor as defined in Claim 3 or 4,
comprising:

neans for applying an inverse orthogonal transformation
to said restored spatial frequéncy area data set so as to
restore said original image, and

means for mixing a signal for causiﬁg inéofrect
operation of an image recording device on which said
restored original image is to be recorded when said
detecting means outputs said detection signal, and
supplying said restored orxriginal image to said image

recording device when said detection signal is absent.

6.  An image data processor comprising an encdder and
a decoder, wherein said encoder comprises:

conversion means for applying an orthogonal
transformation to an original image so as to convert
it to a spatial fregquency area data set,

data embedding means for modifying said spatial

This Sheet Has Been Replaced
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storing a RO CED -} 29 -
f L oppy ém af or ¢ oL i nvent i on  geghr nhigd
her eabo enented by storing-a_program to faithful'ly perfgrm

t hese operations on thls medi um  Thes€ ‘nodi fications §l So~conprise—~apdrt
of this invention. The encoder of this inventionican enbed el ectrdnic
mark data (identifying data) in the inmge without inpairing the 1mage

qual iy, This is Deosisd (aBibhfognbeddsg achegiyanyo (Iprkdata is present

as low level noise in spatial tLrequency~co avi hg hi gher values, it

is hardly pergeptif)ihd @akhesbBygrn.gye. Al so, enbedding of the
el ectronic mark data is perforned by addi ng an électronic mark data
pattern to an encoder control circuit which reads specified

sets m (0 <mg M) of data sequentially from said first
table, and feeds back the output of said embedding means
to the input side of said embedding means each time the

first table is read and said decoder further comprises:

a second table for storing identical identifying
data to said first table,

and a decoder control circuit for sequentially
reading said second table from said specified identifying

data and supplying it to said detecting means.

10. BAn image data processor as defined in Claim 9,
wherein at least one of said first or second tables
can be freely attached to and detached from saild image

data processor.

1l. A recording medium for storing a program for operating
a computer as an image processing device, said program
.comprising the steps of:

{a} applying an orthogonal conversion to an original

image so as to convert it to a spatial frequency area

data set,

(b} obtaining n second spatial freguency data from n
[

1  This Shcet Has Been Replaced
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is - adde e vaj ug of the f
caonponents. The effect on the | mage i § 3§herefore smal | . ke 9% 4l
I npossible for athird party to elimnate or nodify the electronlc r
data enbedded in the inage by the encoder of this invention. This is
because as the electronic mark data is enbedded in fre

havi ng a hi gh SRFTAPWIEFILRBCY A3t & (Hgel (D ¢ expr cEFY] S81e5teRaEren

frequency are is. not renoved b rocessi ng such as filterin
dupﬁicat?on, %ﬁ&# na& freguency arel ard predetermined ;dg@t;fyigg

data w(l), w(2}), .... win),

spatial‘frequeﬂsyhcnﬂpgﬂgﬂis hapd-pg—a--hi-gh s mhen i_nage. is_ex d
in a spat uency ar ea. T‘-ﬂﬂgggggpghggggnk dat EKQEM%NT @ﬁ%ﬁ%
nor mal ﬂ!&ﬁ” m ’m g an hveragﬁmhcggan L Sbarct s auL this

E n di r est=—propor equency
ost
K

{c) adding said second spatial freguency éata regpectively
tc_said n spatial frequency data £(1), £{(2), .... f(ni,

and modifying said spatial frequency data set by the
addition, and

{d)  encoding for compressing said modified spatial Frequency
date set.

12. A recoxding medium for storing a program as defined

in Claim 11, wherein in said step (b), said n second

spatial frequency,data are obtained by multiplying n of ‘
said predetermined identifying data w(l), w(2), ... w(n)

and said spatial fregquency data £{1), £{(2), .... £(n)
respectively together, and multiplying the product by

a constant (o) to give a product

{foe} * wi(i) * £(i} (L =1, 2, .... n).

13. & recording medium for storing a program foxr executing,
on a computex, processing to restore data obtained by
épplying an orthogonal conversion to an original image

s0 as to convert it to a spatial freguency area data set,
adding n second spatial £fregquency data calculated from

n spatial frequenéy gata £1(1), £1{2), .... £in) selected

from said spatial fregquency area data set and predetermined

| This Sheet Has Been Replaced
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on a VIR or printing on paper. Further, even if a third party enbeds a
I fferent electronic mark data, the orlglnal mark r 1 “=cted
gy t he decoder. If the image is processed so that tﬁﬁﬁt EE@&%&?SH Lk data
an no |longer be detected, information in characteriidtic parts of thg -

I mage i s destroyed, so the inmage considerably deterloratqu Eghgg ug of
the image. is then lost, so there is no neaning in |éd&no |n8 bCcironi ¢
grk data. . Accordlng to this invention, by firisti-enbeddi-ng—a— uhi que
“el-ectroni.c mark data relating to hinself in the indge using the encofler of

“this.: dnvention, a producer or publisher of digital Thage data can easily
W%rlfy t he S|tuation when there is a possibility that illegal duplication

.has occurr e wied toSPeRidy edkl YundleleGlibRas i S rm%gmy on. this data :in
:the decoder, and if the unique electroni¢ mark data”is “detected, it. proves

‘t hat --he |sdm@eibagbafﬁatammmartefsﬁ esdabAautiy S Zed agggy@@tgﬁ@ electronlc
mafk.dat-a cannqt be renoved or nodified, remains indefinitely, and |nage
quallty se%qrebytdelkimpﬁaﬁesle?ba@ka%@&ﬁpt is made to

~ One example of this is when the embedded _electronic
| 'ma;k in the.image data has the significance of prohibiting
;.'duplication:_ Wwhen the decoder on the playback side detects
.that such a mark has been embedded in the data, a warning
;'may be g;ven.po the user in the form of sound oxr characters.
| inferming him that eupiication is erohibited, and;appealing
'% to his moral sense to avoid illegal duplication.
. . Another example is.wheeNthe electronic mark beaxrs the
:i'electronic smgnature of the data's copyright owner. If
S‘__ data 15 found which is though to have been illegally copied,
. the decoder.shews that the electronic mark is embedded in
‘the imege data. .The user.is then requested to stop using
iéhe data, or the mark ma&ibe used as evidence in a legal

- -': action to claim damages for the unauthorized use of the

ideta,.
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renmove it. According to this invention, when. ra—preogucer—o
publ i sher of digital inage data previously enbeds, iREIS‘ -W( dgﬁﬁm‘

el ectronic mark data containing information to prohiTt dupllcatl n jof an
i mage, this is detected in the decoder and the use
duplication is -3
AIIernatrver |IIegaI duplieation is_ prevented. an

i sTprotected by processing the |rrage5“50 that it cannot be correctly
copi‘ed on a- VTR. This i's because the el ectroni c mar K—gara canmot be
regoved ‘or nodAttwding bnannsspastiefithe pedspnt inypetionrtipee Guardtigedaverel y

rlght

deterlorates if an attenpt: is nade to renove it. . This invention is

sui ted tp O egati gtaipnocesdyicoatpiriaing:
' B coﬂvérs@on means for applying an orthogonél transformation to an
. : o 6ﬁ§inal in{age so s to convert it to a spatial frequency arca data set;
. - data émbcdding meang for modifying sa-id spatial frequency dafa by
HEE addmg n second spa.txal frequency data calculated from one set of n
predetermmed 1dent1fymg data w(l), w(2), . w(n) and n spatial frequency
Q.ﬁ : dat‘af (1}, f(2)-, f(n)selected from said spa;cial fiequency area data set
L rcsp;ctiv.ely 'tq_sai.d spatial fiequéncy data.f(l)', f(Z), cor f(n), and embe&ding
_ ._ sa,id. idenfifying‘ data in said spatial frequency area data set; and’ |
e_nc;a_di'ng means for compressing this mo&iﬁed spatiall frequency area
'd.at'a iset' in which said identifying data is embedded, wherein .said data |
iembédding i:means_ modifies said :5patia1 frequency data by multiply'ring said n
. .“.ident.ifyin'g dat# w(l), W(2) ... »\}(n),. n spatial frequeﬁcy data f(1), f(2). .
"'f(n.}' md a cantaﬁt o respectively together, adding the product o * w(i) * f(i) -
Q‘"ﬂ . .':(i =1, 2,1_...'. 1) lto said Spati.al fteq;uency data, respectively where () is a
| : ;.coxi_s'tgm 10 the spatial f_reqi;ency area f(1). and outputs said modified spatial
s ..'_freclguency: data. |
'. Accordmg to another aspect-of the present invention there is promded an
mwé,e data processor whxch supplies data obtained by:
. applying an 0rthogona1 conversion to an ong_mal 1ﬁxage‘ s0 as to convert
:it 104 spatiial freqﬁency aréa data set,
| _ :.nod'ifying.sa'id spatial frequéncy data by adding n second spatial
: frequency data cal_cula.tea from one set of n predetermined identifying data

wil). w(?:j, e w(n)and n spatial frequency data f(1). f(2). .... f(n) selected



wi th the coding systems JPEG MPEG 1, MPEG 2, H261 ang
i npl emented by a relatively sinple addition to thesgR&¥k
teo the fact that the basic algorithmof JPEG MPEG j
H263 converts froman original inmage expressed in a
data expressed in a spatial frequency area on the eng
data conpression, stores or transmts the data, follf : :

i s“deconpressed and ‘converted fromdata expressed | ql a spatial frequdncy
area to-data-expressed in a read space’®rea on the ' decodimy stde—se—ds to
obgai n" the reproduced inmate. Theré is thus no need for a‘large amount of
conput at:i onfropussid spatbdTragugnest scadeitcnt mspedivelysle pUspatiah&kavereri on for
the sol e purpose-of .enbeddi ng and detecting the electroni-c mark data. As

t hi.s. pr ocesdatad(i)s fRyrmpri(n)wasd t he basic function of JPEG and MPEG, it.can
be inplenmented by onlly a small increase in the amount of ‘conputatjon.,

compression encoding this modified spatial frequency area dat set. said

. :prpcess'cr comprising;
. ' “e:‘cpa_nsi-ont.lme;ns‘ for expan&ing said compressed data set, and |
| .détedtiug.'means fp; outputting a2 detection siénai when said lidcntifying'
1\ " data i's"dctec{‘eé': from resfeored__vﬂues F@), (i=1,2,...0)of said.modified :{
spatial freque:m‘{y. dgta f(1), f(é), ... f(n) obtained from said data set expanded
§ iﬁ. saﬁ_d' expancigr; whefein said deiecting means computes a degree of
.. sim,ilﬁri'ty betWe}n, ﬁtstl)lr, n values F(i)/avg(F(i)) (i= 1, 2, ...., n}, obtained
by dividing .sz.Li-c“i- res.toret.‘i vﬁlﬁcs by' partial averages calculated“by partial
' aVerag;'e 'c'alculati;pg means for caleulating pairtiai averages 'avg(F(i)) (i=1.2
n) of said r‘festor'ed \.ralueé By G =1, 2, .... n), and secondly. said
ide_nti'fying dgté. w(i) (i = 1, 2, .... n), and outputs said detection signal when
this degree of sim:';ilarity exceeds a predétermined value. |
According to still agothe_r agpect of the presént invention there is
.:'pro'\:'tde.d an -imaée data ﬁroccssor comprising an encoder and a decoder.
._whérein sz_;id enboéic-r comprises: |
| :_ c"o.nversion-'. ﬁzeaﬁs for applying an orthogonal transformamon to an
(;riginal 'image 50 as 1Q convert it to .a.spa‘ttial frequency area data set.
| . ds.gta embed%iiﬁ_g means for modifying said spatial frequency data by
.adding n second épéiial freqi;ency daita calculated from ane set of n
pged’ctermined id'eﬁtiifying da':a W(I.). w(2). ... w(n) and « spafial frequency

data (1), f(2). .... f{n) selected from said spatial frequency area data set



32 VWHAT |'S CLAI MED: 1. An image data processor conpri si ng:
conversi on neans for applying an orthogonal transf{ gﬁtdA

image so as to convert it to a spatial frequency a F.\dre
enbeddi ng neans for nodifying said spatial frequengyjdata by addi;
second spatial frequency data calculated from oneiset 9 prcgdet:
|denI|fy| ng data w(1), .w(2)... w(n) and a spatial firgquency data f(:1)
f(%2); ... f(n) -sel ected'from sai d spatis&l frequency €a data set |
respectlvely t.o said spatial frequency data f(1), f(2)..... f(n)..a

enpeddi ng'  seaispedtident iof ssidigpatiat frequienspidatadBy; f(a), .[.[ RaMendknteddindat a set;
and : enceodi ng means for. conpressing this nodified spatial frequency

area.  ‘data g Mu\mhsfaa&%ckaidi@ahglfﬂsf%{amne‘ﬁ@auames@peaqged wherei n_sai d

.datai enbeddi ng means nodifies frequency data by multiplying

fs?llgi nf:( , |) dent i. f&éh{lgeg?&nam%ﬁ's)for %rﬁﬁressmg it H)odlf&dss%%éiaéreﬁ’eﬁ&'r'g&cty dat a

data set in whxch said zdenufymg data is embedded,

L%%
o

; | and wharem_ said decoder comprises:
i expansion meaxi:s for ;xpanLding said compressc& spatial frequency area
N dﬁta}et, and rc‘sti_:rin_g said s;ﬁatia;l frequency area data set, and
'-..detecting 1n§ans for outpuﬂ:ing a actcction Signal when said identifying
'.détta'.is detected ';from restored ;.val_i.n:sj FG), @ = 1, 2, .... n) of n spatial
~.,f1§e§1i§ncy d{;ta f(_l), f(2), .... 'f(n)._ to which said second spatial frequency data
m%a_:s édd,ed iq said.', encoder, -‘wherein said déta embedding means modifies.said |
'_spétfx;} 'frequcng:f,data by multiplying s.aic} n identifying data wtl), w(2). ... '
: w(g); n spatial fre'que‘ncy, data f(li),-f(Z),ﬂ... f(n) and 2 constant & respectively |
Co | ﬁdé’aiﬁex, adding'tihc spatial -fieqﬁency area data f(i) to the product o "‘ w(i)
(i=1,2;...n). and .
_ | saia detecting x.n'eans computes a degree of similarity between, firstly. n
- \alues F(1)/avg(F(J.) 2.' n) obtained by dividing said restored values
by’ partxa* avcrages calculated by parua.l average calculating means for :
”"calculatmg pthaI averages avg(F(l)) (i=1, 2, .... n) of said restored values
Fu) (i=1,2,...0). and secqndiy, saxd identifying data w{i) (i=1. 2. .... u)_.
a'ndi outputs said &etgctitm signai when this degree of similarity exceeds a‘-
préc_ictgrmih_ed valf}c. |
T According to still another asﬁect of the present im;emibn there is
ﬁrm-ided & recordinig medium for s"toring a program for operating 2 com'puter

as an image processing device, said program comprising the steps of:



f¢n) and a constant a respectively together, adding MABMENT S& 1) *
f(i) (i =1, 2 .... ..n) to said spatial frequency gata—tespectnvely
where (a) is a constant to the spatial frequency prgea &i) and qutputs
sai d nodi fied spati al frequency dat a. 3 QAR i ge
dat a pr.ocessor which supplies data obtained by: polyving. an ot hogonal
conversion to an original imge so as §& convert it to a'spatial |

f rrequency -area‘data set. nodi fyi ng said spati aL—F—Feqﬂene-y—éa-t—a—{iy

adding m se@qndaﬁﬂgltmgadn ormég‘mUemﬁbersi@d & Ezﬁbﬁghﬁl afladd QIORE coBierof N

predef érm ned ‘identifying data W1l). wmM2), .. w(n) and n spati al
‘f rrequency daf & £ §akial. yeaaenw ared uﬁ setSel ected from sai d spati al
-frequency darea data set .respectively to said spatial frequency dat a
f(1),:f(2); i al

.frequenGy a

ay Bg{aﬁm o flond ORISR ENERE B Wl EPReb Gy SRR

conpri
f{T) (2). . f(n) selected from said spatial frequency area and predetermined

1denhf'y ing data w(1), w(2), .... w(n),

'gc)' addmu said second spatial frequency data respectively to said n spatial

.' frcquency data f(1), f(2}), .... f(n), and modifying said spatial frequency data

- set by the addition, and

{d) ercoding for compressing said modified spatial frequency data set, .

whereia in safd st.:_’ep (b), said n second spatial frequency data are obtained by
multiplying n of said predetermined identify'mg data w(l), w(2). .... w(n) and
s_éid' spatial :f.rcqu'ency. data £(1), {(2), .... f(a) respactively together. and
mitlti‘ﬁiy.ing the product by a constant (d) to give a product

(i) * D) (= 1, 2, ).

By Accarding to still another ispect of the present invention there is
provided a reccr’diﬁg medium for storing a program for exscuting. on a
computer, pro'clessilng to restore data obtained by applying an orthogonai
conversion to an ox}igixxai image so as to convert it to a spatial frequency area
data set, adding n s'ecoud spatial frequeni:y data calculated from n spatial
F.L:t:q.ucn'cy data f(1), f(2), ... f(n) selected from said spatial frequency area
'da!;;d.set and predcif;rmined identifying data w(1), w(2). .... w{n} respectively
to said spatial, frequen_cy data £(1), #2), .... f(n), 2nd compression sncoding
the spatial frequency area data set modified by this additicn. said processing

comprising the steps of



expan5|on means for expanding said conpressed data set,

and

detecting neans for outputting a detection signal wh e

data is detected fromrestored values F(i), (i 1, 2, @Eﬁm sHEET
nodi fied n Spatial frequency data f(1), f(2), ... f(n) obtained 1o
said data set expanded i n said expander, wherein gaiid 1%@@5.@@ neans
copgputes a degree of simlarity between, firstly, |njval -
F(1)/avg(F(i)) «(i=1, 2 ..... n). obtained by - di vijdi*fg—sai-e--restof ¢

34 val ues by partlal aver ages cal cul At ed by partidl average cal culafting
means for = ' écul atjin art| I aver@ges avg(F(l) (r="172my of
sai d restore%)vaqxtl?ég ing said co F§5° ata spt & .. and secondly, said

|dent|fy| ng: dat a vv(l) (i = 1. 2, n). ' and out

puts said detection

Si gnal ‘when. (B)i' sowlpystiag ﬂo¢Ets¢tmﬂ agmlyamcmcﬂsieanfymﬂ data iprdstrstast frivmed

value. - % 3.: An inage data processor as defined in

Cl aim 2 conpri sing:

1estored values F@), (i = 1 2, ....n) of said modified n spatial frequency data

o : f(‘{), f(2) f(n) obtamed from said expanded data set, wherein said step (B1

':campnses the,fol!owmg steps:

:galédlgting ..partial average avg(F(i)) (i = 1, 2, .... n) of said restored

vajties F() (i 21,2, ... ),

.. éomputing a degree of similarity between in values F(i)/avg(F(i)) (i =

- 2, coney T, obtained by dividing said restored valugs by corresponding partial

averages, and said identifying data w(i) (i=1,2. .... n), and

putj:utiing_said detection signal when this degree of similarity exceeds

" predétermined value.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig 1 is.-. a block diagram showing a first embodiment of this invemio;z.

Fig 21sa b]ock diagram showing the construction of an electronic mark

cmbeddmo means 40 accordmg 1o the first embodiment of this invention.

F ig Jisa block d1agram showing the construction



means for applying an inverse orthogonal transformation to said restored
sptial frequency area data—set—s0 as to restore said original image, and

neans for mxing a si SI ng incorrect operation of an image
recordi ng devic mm stored original imge 3 oL
when E\ \@m ans outputs said det ecthEPLM"T .
suppl yi ng sai d rest or e original inage to said inmge] recordl ng devi de
when:sai d detection signal i.s- absent. 4. An i mage dat al Briiee 4395
corrprl sing an encoder and a.decoder whei%i n $aild _encoder

odgprl ses: . . : conversion neans for applyi n? an-orthogonal
transformation to an i . original inmage so as tolteenvert ili.to.a. i
spati-al freqAdiay IRCEAINERD: set . data enbeddi'ng neans for
modi fyi ng sai d-'spati al 35 frequency: data by

add| ng: n second spati al frequency data cal cul ated from one
) -1_- - An image data proeessor comprising:

: conversion means for applymg an orthogenal. transfermation to an
. ongmal lmage 50. s to convert ittoa spatial frequency area data set:

’ data embeddmg means for modifying said spatxal frequency data by
N ~ adding n second spanal frequency data calculated from one set of n
‘ 'f predetermined: xdennfymg data w(l), w(2), e W(n). and 1 spauai frequency
. data f(1), £(2), .. f(n) selected from said spatial frequency area data set

l.respecther to saxd spanal frequency data f(l), f(2), .... f(n}, and embeddmg
said identifying data in saxd spatial frequency area data set; and

encodlng means for compressing this modified spatial frequency area
'data se'c in whxch said identifying data is embedded, wherein said data_

embeddmg means modlﬁes said spatzal frequency data by multiplying said n

lxdenufymg data.w(l), W(2) ... w(n). n spatial frequency data (1), f(2), ....

f(n) and a constent' a re'snectively together, adding the nroduct a * w(i * f(i)

{i-= 1 2 eonl) .to said spatial frequency data, respeetive[y_‘ where (o) is o

'eonstant to the spanal frequency area (i), and outputs lsaid modified Spatinl

frequency data, -



sét of n predetermned identifying data w(1), W2)...... w(n) and n
spati al frequency data f(1), f(2),.... f(n) s

el-ect-ed-from.-sai.d.
spatial frequ - data set respectively tHMGFM ISHIFET
frequency dat }{”mguﬁﬂﬁ U!!J f(n), and enbed at i fyi ng

data in said area data set, and e ol #reans
for conpressing this nodified spatial frequency ar ea ffg%&@g‘é En
nd-wherein saidf .

wfi ch said identifying data is enbedded,
decoder ‘conprises: : : expansi on ﬁeans for expandl ng said
_corrpreseed spatial frequency area ata set, ard-restortng-said
spatlal frequency area dat'a sets and _detecting neans for outputting a'’
det ection si gnal ARHEEEE 4pig Rraesseeiryhigl supplics datapbiingddifet ect ed from D
Testored val ues, F(i) (i = .1, 2,.... n) of n spati al frequency data
f(1);. £02), ... spiipmnetan ewthagengheatversiontd spatigiakl imaggusngsyLlodeaterert

was added in saldencoder wherein said data enbeddi ng nmeans nodifies Sald'
spatial - Treqm@mfa/spiﬁhafmqumytat@ dutmgetsaid n identifying data w(1), wW2)..
w(n), nspatial frequenecy data f(1), f(2).... f(n) and a constant o 3

respectiyvely - modxt‘yh&g%ﬂlerspaﬁ’éidﬁ@ﬁuency data by adding n second spatial

frequency data calculated from -one set of n predetermined identifying data
' 'f'w( 1. w(Z), w(nj) and n spatzal frequency data (1), £{2), .... f(n) selected
U . - nom saxd spaual frequency area data set respectnely to said spatial frequency - ‘
| {daxa £(1),82), . £(n), and
| comprpsswn- enchmg this modified spatial frequency area data set, said
pracessor comﬁriéin;.g; .
3 expansion m_ea;s'for expanding said compressed data set, and

- detecting meax{'s for outputtinfg & detection signal when said identifying

' ,__d'é'lt"a ié detected froﬁz restored valties F@), (i=1, 2, .... n) of said modified n"

:spattal frcqueucy data f(l), f(2) f(n) obtained frOm said data set expanded

C & ’ - " jm_ ::sg1d ,expander, herem said - detectmg mcans computes a degree of
,sinii'larity_ between, f;rstly, n values F(iYavg(F()) (i= 1, 2. ...., n). obtained -

. by dividing said restored



the spatial frequency area data f(i) to the product d * wi) * f(i) (i =

1, 2, .... n), and sai d detecting neans conput -
simlarity between, firstly, n values F(i)/avg(F(1))
M) obt ai ned by“ IHUW Eﬂlﬂ, stored val ues by partji g AU E Hdes
cal cul ated by part I at| ng nmeans for {cal C*“ at| ng par- I al
averages avg (F(i) of said resfofed LDEC (i) (i
=1, 2, ... n), and secondly, sai d |dent|fy| ng data w =1 .2 .
ny, and out puts sdi d detection si g,rlal when this degfee of sim ar
-exceeds .a predeterm ned val ue. An i mage - .
.d&fined i-n Cdalm 4, ‘ conprising: . means for applying a :
or tthogonal transformation to . said restored spatial frequency area data
‘'set. sO as to.- ¢ restore said original data, and :
L ) \aluea by partial averages calculated by partml average calculating means for
alculatmg parnal averages avg(F()) (i = 1,'2. ... n) of said restored values
F(x) (1 =1,2, .. n), and secondly, sald 1dentzf\ ing data W(I) (i=1.2, n).

s and qutputs sait} detection signal when this degree of similarity e,xcepds' a.
predé‘;eijmined.vl_'alue.
N 3, An image d;aia processor as defined in Cfaim 2 comprising:
‘ mcans for applying an mverse orthogonal transformation to said restored
_ szmal frcquency ared data set so as to festore saxd original image, and
'- means for ;n1x1ng a sxgnal for causmg ncorrect operation of an 1mage :
recOrdmg device ‘on which said restored orxgmal image is to be tecmded when
. sai:d_ dete:cting me_ans outputs said detection signal, and supplying saxd restqred' '
' oriéi'nél jmay_ée ta jsaid image recording devicé when said detection siigr_xal is .
'ilalbsél:ut‘.-_ ’
) . 4. :' An -.i_mage dé:;a processor comprising an encoder and a decoder. wherein
' j _said.i encoder comfarises; :
qoné'ersion means forl _applying an orthoggnal transfqrmation to an
_crigi-i_mai image 50 i:as 10 convert it to s.patial fre'quenc.y area data set. '

Jdata embedding means for modifying said spatial



means for mxing a signal for causing incorrect operatlon of an inmage

recording devjce—on—which said _ restored originalj

recorded when sa| () ecting nmeans outputs said I‘EVS@ET and
suppl ying said r ,mﬂ g&&’ I mage to said img recordi ng @evice
when said detecti@ out put . 6. n fi t recessor
as defined in Caim 4. eFel n said encoder furfhe mqgf |ggg

- 37- aflrst table for storlngaplurallty tM—of

i dent’i fyi ng data’ sets,; and 3:n encoder cantrol circuit whi Eh
reads speci.fied + sets m(O[err] m[err] M of data sequentralTy from
sal d fII’St : tablie, and feeds back the output of said enbeddl ng neans

freqﬁcncy da_ta.f;l.;)'f adding n second spatial frequency data oalculated from one
set of 1 Eré'deiér';ni}i'ed identif)_'in'g data w(l), w(2). ... w(n} and n spatial
frequency 'daiagffcf),' 1(2), ... f;(n).selected'- from said spatial'frequency arc-a:
data set reSpec{iw}él& tQ said sﬁ.atial frequéucy data (1), f(2), .... f(n), and_;
i embeddmg sa1d xdentzfymg data’in saxd spatial frequency area data set, and
LR ' compressan means for comprcssmg this modxfxed spatial frequency area
data set in whxch sald xdenufymg data is embedded,
_and wherem saxd decoder compnses
expansion mea.ns for expanchng said compressed spatial frequency area
data set, and restormg sald spanal frequency area data set, and
detecting means- for outputt;ng a detection signal when said identifying
: ciatai is detectcd? fi:orﬁ restored .:val'ues E@), (i = 1, 2, .... n) of n spatial |
frequency data f(l) f(2) f(n) to which saxd second spatial frequency data';
-was added in- sazd encoder, wherem said data embedding means modifies said .‘
:, spanal frequer.:cy' d.ata..by mulnplymg said n identifying data w(1), w(2). ...
w{n)i i Spatiallfr;q{lez.xcy data f(lj. ﬂ:). f(n) and a constant o respectively _;

‘together, adding .



to the input side of said enbeddi ng nmeans each tine {.he first taple is

read and sai d decoder—further—conpri ses: QEPQA@E@@%Q?S%@EP for

storlngldentlcab" ﬁm’lm l data to said f t-apt-e;
and a decoder co l!u sequential ly neagi ng s cond
table fromsaid M‘l ying data and supgl yi ngz 5&539%

detectlng nmeans. . : An |nage ata processdr as defined ini G aim
6, whéerei n at Ieast one of said®Pirst or secgnd tables .can} be
freely, .attached to and detached from said i mage tat-a——pPr-eeessor .
8.2 A recordlng nedi uth f or storlng a program for operating Sa

comput ef A hd TBAEROSRESL0R I W aas 88 £ A BB produgfOTPY 100 (NE

steps of: hogona conversro 0 ah ori gi nal
| mage so as t@ ,cqmg_qrt* |ft(i§o(§ spat |2a}l .t[eqzy)en%éar ea data set,

CL('D

said detect;ng means computes a degree of sxmllarlty
-between, firstly, n values F(il/avg(F(L)) (L = 1 2, ... n}
fobtaxned by dividing said restored values hy partial . ‘
av;raqes calculated by partial average calculating means .

for calqulaping partlal ayerages avg(F(i) (L =1, 2, .... n)

'-'of'saié'iéséored values P{A) L =1, 2, vevv 1)y and.secondly,'
* said identifying data W(i) {L =1, 2, .... n), and outputs
- said detectlon 31gna1 whern this degree of similarity exceeds
'a prwdetermined value.
5. An lmage data processor as defined in Claim 4,
'comprLSLng : - K
. ‘ ,.means £pr applying a.orthogoﬁai transformation to
o said restéreé sPatiél'frequency area data set so as to
& " restore éaidioriéinal data, and

..meah% f@r nixing a signél for éausing incorrect
opé:atioh;ofian image recording device on which said
restb:éd.ériéinal image is to be recorded when said

"detectinggmé§ns outputs sald detection sigﬂal¢ ang
”supélying;said restored original image to said image.

' recofding}deéice‘when said Zetection signal is not output.

6. an image data processcr as defined in Claim 4.

wherein said encoder furthsr comprises:



(b) obtaining n second spatial frequency data frf

uency data f(1), f(2), %EP?ACEWT%E‘Sgggﬁ from
sai d spati al : area and predeterjniined identifyihgidata
w1), Wm2), I 1) MUM addi ng sai d second qut BEcfpemuenty data
respectlvely t o frequency dat g f % F(Z) f(n)
and nodi fying said spatlalsfrequency ta set—bythe—ad |1ion,_and
(d)- encodlng for conpressing-said modi fi éd spatijal frequency datajset
wherein in sajd step (b), said n second spatial fréguency data are obtai.ned
by.. S mul'tiplyi ng' n of said predeternined identifying data w(1),
W2), ::.. WMN)za tabla fo& ds I N cyidatgd f(1), f(2),....
f(a) respectiVeli'?%gg%heﬁ an% % éﬁﬁﬁ%ﬁyl%é ?ﬁgebr% ugg by a-constant-(a)
to:give a pi@éﬂ@£&¥lng daza ks, wha)* f(i) (i =1, 2, n). 9-. A
recordlng medi um Tor storing a program for executlng, on a

conmput er’: -pr ocesm r&ddaervesio@&eoda&ﬂr@mtamedh bye&hp|gpeed £a840r t hogonal
h : :l sets m’ (0 «rn<: M) of data sequentially from said first

'T table, and feeds’ back the output of said embedding means |

. ito the lnput side’ of said embedding means each time the

.;'f:.rsat table is read and saild decoder further conpr:ses'

Q.

_ a second table for storing identical identxfying

‘:data to said first table, '

.: and a &ecoder control circuit for sequentially ) N
:.ifgadlng said second table from said specified idgntlfying

~ ‘data and supplying it to said detecting means.

. . _ ;

"'?{‘ Aﬁ image data érocessor as defined in Claim 6.

'-%%erein at léast one of sald first or éecond tables

Q;ﬁﬂif .: éan be ffeélyiaﬁtached.to and detached- from said image

data processor,

igil A recoragng-medium for storing a program for operating
;'ioméutei as-an.imaée processing device, said program
.cbﬂprm«xn¢ the sk=ps of:

.(a) applyirg an cvtnogc 1al conversion to an original

' zmage so as to convert it to a spatial freguency area
.'daha set, . s

ﬁb?% obLa¢n=ﬁq n £2cond spatial freguency data from n



conversion to an original image so as to convert REF}gA{%MBHT SERequency
ar ea data set, adding n second spatial f | qul at ed

fromn spati al T ——freguensy—data f(1), f(2) difrom

said spati al fre = data set and
39 i denti fyi m@ﬂ ' .. W(n) respe¢ sdat i al
frequency data f(*1)¢ Wﬂm\“’ ’( n) and conpression encodi ng the dpati al

frequency area ., data set m)dlfled by this additiofr—said~processing
conpr.i.si ng- .t he steps of (A) expandingigaid conpressed data set and (B)
Qutput'ting a detection signal when sai d identifying data is detected from

d val i f di f | +f :
et o VR e Rty 1l R ot B S
said .step (B) co I‘ISESIthOJOWIn cal cul ati ng partlal

average avg(* 49‘} detegming: u_ie_n_n_fymg) w@ﬁ*i HPest SHBY

. (c} ' adding said second spatml frequency data respectively to said n spatial

. frequency data f(l), £(2), . f(n). and modifying said spatial frequency datg_
-set'by the addmon_, and -
: '(d)' .enooding' fo;- comprcssin_g "said modified sPatigl frequency data seté :
_ ‘2:# ' .whére'x;n in said _St(;Bp (b), said n second spatial frequency data are obtained by .
| .muluplymg n cf saxd predetetmmed identifying data w(1), w(2),..... w(n)-andi
sald spa'zal frequency data f(l), f(2), .... f(n} respectively together,-and: -
mumplymg-the ptoduct by a.constam (a) to give a produci; | -
(&) * W(l) * () (1 51,2, ).
| 9. A recordmg medxum for storing 2 program for executing, on a;,:'
computer processing to restore data obtained by applying an orthogona! :
conversion to ari orjiginal image so as to convert it to a gpatial frequency area .7
- - - -daté.'-se"n, addipg.xféecond spatiﬁl frequency data calculated from n spatial
R frequéfxc§ data 'f(i}_';_,-f(2), f(n;) selected from said spatial freqycncy area -

data set and predetermined



y"alues F(i) (i =1, 2,.... n)' conputing a degree of S|mlar|ty bet ween
d

I n val ues F(i)/avg(F(i)) (i =1 2, ..., n), obtai dividing srld
restored val ueu co_u_es.peﬂeH—ﬁg-‘part i al aver ageipr 1 N fyin
and. out put ti ngi S M:E%@gi “gg‘ﬂg g%al )
m“m iH“\ceeds a predete T
" s ¥

data w(i) (i= 1, 2;
when this degree““m“mé o ngldz ;S%I{:u?eg.99

- B , 39

‘;iéérftffﬁrihg da_.ta w(f), w(Z), w(n) fespectively to said spatial frequenc;l‘
- . déta; f(l). f(2), f(n) and compresswu encoding the spatial frequency area
| data set mcdzﬁed by this addmon, said ptocessmz comprising the steps of!

- (A) ' eX.pandmg saxd compressed data set and
' (B) outputting g; detectmn signal when said identifying data is detected
' W - frOm resttlarcd'valuc-.s I?(_iﬁ, (i=1,2, n) of said modified n spatial frequgncy
| -da"ta lf(l..), f(2);- 'if(n) obtained from said expanded data set, wherein said
step (B) compnses the following steps: |

calcu].atmg partxal average avg(F(x)) i=1,2, .. n)of said restored

: values F (1) (1 = 1 2 . n),
: computmg a degree of similarity be‘tween in values F(i)favg(F@)) 1= 1.

. 2 ey Dy obtai'ned-by' dividing' said restored values by corresponding partial
‘_ .a.verages. ér_ld said iﬁentifying dataw(@®) (i=1,2, ... n), an_d

| ogtp__utting saf_d.,'detec'_tién signal when this degree of similarity exceeds

* . a predetermined value.’



