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Tidwel | BACKGROUND 1. CROSS- REFERENCE TO RELATED

APPLI CATI ON [ i [ Lan [ t he benefit
of U.S. Pr ovu%%l%ﬁfﬁgﬁﬁlﬁzf ﬁigATi‘Jﬁ’S_f‘gﬁ“z, 932, filed
Qct ober 2p ARG IRCOMPETER NETWORR! SEGQURPTYNO.

11/ 923,502, filed on Cctober 24, 2007, which are
hereby incorporated by reference herein in their
entirety. 2. FIELD OF THEVIe Ollger ON [0002] This

i nvention pertains in gentrati®Yo security

i nfornation/event managgamag S(ngldM or SIEM and in

particular to tracking state data (e.g., about a
network, a device, or &veradisgurapkal-world phenomenon)

so that the state dat . in conjunction with
security informati on/q%e\qllz1 tcg?h@?ggESCRI PTION OF THE

RELATED ART [0003] The BA&tcR@iNsecurity
i nformati on/ event managenent (SIMor SIEM is

L generRPISyREFEB RN HRREME ER ARPLESTI®Ct i ng data from
00 AR BB 90 0 b L i
60/862032 yfilehctaber 2B2A06,and Rhandeliyetpplicstion Forl 1/998503) Sled on

th can be analyzed to identify ap att.ack.on the
Octobs R of Hah AR S iet/picd 55 dhiarotes Berdionia i oyircs.
user or machine is responsible. If the attack is

ongoi ng, a counterneasure can be perforned to thwart
2. the HELRACKTIH INVENTIgAt e t he danmage caused by the

ttagk..The.data that is |l ected. usual.ly, originates
[0007," P iy aisr a8 el arcirly ot e gggient (S1
or STEM) it inypattituar k@ GadkihEstatehliaec oS aBORQI GRS KDY dévice, or another
net wor ked devi ce. Exenplary networked devices include

real-wiorldgnhgnengenany s¢ thet B stpée datt FnbsYssE dheoniwisdion ayitieyesurity
. ge or entry usually includes a tinestanp
mforr%%%?@é@?’ects when the network activity occurred.
[0004] Wiile it is possible to identify and
i nvestigate an attack usi ng only the collected data,

3. it | RESREGHO PIURELATER addi tional information
[000FUC Pﬂlﬁﬁém?f §etcﬁf'1§r r;gforﬁﬁﬁ%x{) ge\ﬁ?flﬁnag%gleﬂg SIRA & §ItE%ie)aiE Generally

I'nc S, or ex e, the various devices In
conceretiwaittk 1 Jamod c¢tong dakrefrdevictesks anenawnrked tedcésthef. refledienctwork
activit-rﬂr?ﬁ}ngy 0% {gggré%iﬁg % tg\g é)g\'dieEsaa%la 231 %Xél?z%ng lthseodalgaat% e%hglgc%tsgéurity. For
example, the data can be analyzed to identify an attack on the network or a networked device
and determine which user or machine is responsible. If the attack is ongoing, a
countermeasure can be performed to thwart the attack or mitigate the damage caused by the
attack. The data that is collected usually originates in a message (such as an event, alert, or
alarm) or an entry in a log file, which is generated by a networked device. Exemplary
networked devices include firewalls, intrusion detection systems, and servers. The message or
entry usually includes a timestamp that reflects when the network activity occurred.

[0004] While it is possible to identify and investigate an attack using only the collected
data, it is often helpful to have additional information such as the state of the network. A

network’s state includes, for example, the various devices in the network and how the devices

are connected (e.g., the network’s topology). Each device also has a state. This state includes
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logged&vtodhy devignobproces sittbute 4¢. e 8 EaFess thaftls paseplyepecuting on the
doicf S LIEHCRREIS el AN Afhen AR, |

[0005]t t @é(ns((&r g mesmgetﬂlﬁﬁ haebdenddantilied aatleing st of din at:BackP[nformation
address can then be used to identify other nessag

in the gppspagg maightingicaie thqzouscerfevicgiof raattapfe.g- th\B‘GIdSVlﬁF §6P
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. known, then.a n of the IP SS C
os indi Ay hodvient MEC yudRedr nafgame). fF ik aeedPadie gai i
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traced "back to the users. users' roles are
logged motarthattdewige atpekngswy, theo dlre dﬁmqercan dd tlaeeskback to Hisiusers. If the

and t rol es can.b C ns' er.ed ] i on
users 81§ St s U5 8 E R Trep SRS IS Bra B Bl Nn be
considdh@d intddgjunoBsERAR shekasBidddghat B&Q’@@fe}:elusd afd B atedng thdttthe
is not easy to deternmine the state of the network at

messagaydeseiteh tinme. This |s because the state is not

on -
1000600 B gy FARHE R Y Bt and @Rl B0k 3 gven
time. Abdriebsaasshgned it totaodauntceit cmgemmy eimeoVieparticuter, davh

. to dlfferent Dynam ¢ Host Confi ti on Protocol

devicq’pyies)chppggs oyer e tRar gxempigs the [B pddspss\agpignaddoigierise can change
over téryéj B‘?Q toRG# N mi® Ho%éﬁﬁ%ﬁr}ﬁ%ﬂrﬁ%c I tléa%@s dlfferent

NAT another exanpl e e users ogge
Virtud vivee Nraworkls zﬂv{ﬁNs)kang tlsedEOIaNet\mrk Addrepssﬁqahéaﬂlmg(NA"ﬁ) As

Thus, to know.not o

anoth i amRfe. Biye it 1 g lichbfisim ot i ys Spious paSpie log

in andbabel Thufit & 'ﬁ@lpﬂﬁtté!\@ﬁé‘w nd M1 tHh@rhi JthiB Wt 82 fwdk but also
particul ar device can change,” know ng the correct

the pagt state(suoebe actwanky. gnceethe p‘@lbutes of a pantculay dewicpican change,
knowmlg(%l?r %otrl(r)ecf Ba%teastéo eﬁ/ glr\]]tpg 80161{81 él&ln\é% {]sgnegpqel gieg rt]? ﬁorreriate events

1nvol¢1ﬁgtuag;aﬁ1@nha@gmbra)rhsera second machine. If the user
rires tolog inten tines within five mnutes and

[0007f]a| | Gonsiien a upgren & fshmaeiine Griag it gds tehssead myghine. If the user
tries tﬁs%%lg%ix} {119155 &J?t}{{j %ar“ﬁﬁgﬂﬁ %n&i ?alﬁ‘e%l{ t1 %: gtﬂélg Mlﬁsg(gbgggré@c%lghould

at” eac ogi n genera
be flagdattfor reelawdesatidedt inEgla d@nffy an :aftad:kh Asfunisthanech |fand lbdin

the first chine h t | P addr ess for t
genergtgs § Bi§syaggyt mc{“ﬁ%@ﬁ’ﬁﬂl’ &E&&&O %ﬁ&ﬁt BrchigeJf Fhre. a:,rat m@iﬂne had

the salfdGP QHIRSs for all ten failed logins, then an attack would be identified. On the other
hand, if the first machine changed IP addresses during the attack, then some messages would

indicate a first IP address and other messages would indicate a second IP address. Since



hand, if the first machine changed | P addresses during
the attack, then sonme nessages would indicate a first
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.. neith | P address was_.us or all ten failed | agins,
neith df gD BT AIIAGL oY fyaiiReosibins v B nESueg LG e
This if @Al&@aqﬁg@hbg@@we[ 0008] In this situation, it would be

| pful to know the state of the network at the tine

[000811‘ Initkis piseationl & wauidlekhelplot toekmwpﬂhe statet ofithenetiveek gfthe time of

the pARBlk ¥ B PR e oL e of s O RRER A el e helpfu

to kndWo &l WRNEE He¥ib& (d £, Rleld 68 MA@ IIALS @NRFtnamt) thBITB 20@ES was
known, then even though the failed |ogins cane from

assigngils If dltie ferq Imo v ghea sy e thopgle thepaileddipsins 6ame figmydifferent 1P

el GEROPPIGHR LB SATE SIS RIS A28 KL R
identifieldl Ih$sSie $naald @ohﬂﬂﬂb & mlﬁfacﬂ‘tﬁﬁlgﬂﬂ(ﬁﬁﬁiresfsdfmd&msﬂnymbbamnge less
| P addresses. In other waords, | P addresses are npre

frequentlyfhaneliraddresses Mmoo theruprds B addigeseh astmeisdensicyghay MAC
addreé\é% anfllft?sk} gngl ng | P addresses can al so cause fal se

al arnms the lines of the exanple above,
[OOOQjonsN@tertha‘tohzmgﬁmg ]P@didtemg&srwnhtsormmeefalsmﬂanes etémgzﬁedaimds of the

i x, failed ot her source .devi ce, .
exam B Sh0v RGNS R Tl Qi R e SpuS i Badesins fom
anothélisohfb% deRIIE, eaE‘l@S&Buﬁ@ng WhiRQUER- RIS OME §%1ndeﬁ1\d' dietedlafthe same

ferent, and they never had the sane |I'P address

rnachlslr: rmltlttmgé ctlmstoyrcestwwesj ergidefcrhatd amch@e:s aﬂ@r hed tedres 4P address
mmulttaﬁ?ousgra Sac h tvgg Zt\éclé % C auslg ragirgisﬁ at.the télinF 9?% ﬁe\Flgﬁ faétaed a failed

login.|S¥gdcnhRBEHAYR 8ddrEd \:Sasgﬁr@déhf @ntiaen m&h todie nfeh@ggse ¢hif O¢currence
review. This is called a fal se positive. ] What

would e firgzge dorirgvigwwdlyis docatad atfdpapesifivequer y changi ng
[001 Ogt at ﬁ’hgtalg ?18écf%dqpa ngaKI 'té: tn%ﬂlttam g%% Jaﬁgnrz t%?%tf&n%t stt%]tg 83k Qltt gc/fﬁcient

used 1 n real* in secur |
mannd:m;foohafmlﬁé &ad eareld wsed BR*@EFtlﬁUM/B&YmQﬁoﬁHEtH NVEINT T ON

0011] A network's state changes over tine. In
information{cygtay | each device's state changes over time. |f

a state attribute (such as Internet Protocol (IP)

address) changes over time, then a particular val ue

of that attri buBRBIEFSSUMMARY D8MTHA IpaENTIONI ar tine

we Wil refer t o In

0014ch,t twoak SSHLS Fing PSR g Sofara e deise sedh shanees
over tﬁﬁé WEL Brafc@riB il (SlcBSis ThBrridt Pro@oc@?(’[l’?; £dREd) a{angé’s over time, then

address or a person and an asset is valrd for

a parq@alrar rv@lub af that @té’lbupﬁetsw@bd f([TO’QIElﬁ]lCUSéé@ilQ)PﬁHQdf thatwmwﬂl refer to
on .t

asa‘ §eﬁ§181i; n’&lil ggﬁ:raq %seésmn 8?’1}1%?’ thagglg[ dtf 8? %Ié asgpmgté%tﬁli;ei(%\{veen two entities
(c.g., h at@edr@id eﬂf\I/PQ%daf&s§ of€Op¢reet 8l dur REBtNBRINRRKE ﬁn@/pmlcular time

period.

[0012]  Session information can be used by itself or in conjunction with other information
(e.g., other datastores or security information/events collected from networks and/or
networked devices). Session information can be used for correlation, auditing, associating
actions with users, associating users with business roles, identifying devices, enforcing
company policies based on users and/or roles, filtering events, reporting, etc. For example,

session information can be correlated with other information according to rules to identify



net wor ked devi ces). Session information can be used
for correlation, auditing, associating actions with
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i dentifying devices, enforcing conpany policies based
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timestafip§ @Aa@?éﬂéct’\@vhéh RLREFk dcﬁ(z@% BBdUrRD. REERELOGydn® dr¥b&Selated
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with &ewmsmfgmaeomtthemaom infameteingeidedethavéssion tsgovasivalrd at the

rrmation/events include tinmestanps that refl ect

0
tlme%nlé tl]ﬂgstt%i’ﬁ( activity occurred. Wien these events are

[0013]0r rRrah&ftypWof KessiBh.Sd @Bsibi{aBld B iladlaintder S&S§idh @ble includes
information reflects the session that was valid at the

one o ke rggordhevherneashapqesd rpovedp 2 pesiasagessiopgecasd information is
storedtslﬁ%?hgﬁk’ ﬁeﬁ u% gz&étﬂﬁré{h%?é ﬁeldg’ c%ﬁ%e?sgﬁ%ﬂe%%gg %{1 s810n 1nf01anat10n
Each schpmeseihlides ahrse sgkoof fidas Sldey') ficldscwlet fi¢liQandtinestag ficlds.
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SessiQngrfrmationissiepathgd po keystiwd valiss Brotdei (9rsHRRATbALCTY/ Egkhp
Operaﬁ&f}ema includes three types of fields: key fields,

ue fields, and tinmestanp fields. Session

[0014]nf oA sedsionrtabls calebecaisbaacd svitheyfltantho/blterelesdribenn detrof

to s t ry/ 1 ooku ations.. [0014] A session
condifi G BR R o5 ng X S F LR 08 THS TRt GOl g of Keys th
can béjﬁ&@ bR 8ords ﬁ?ﬂlatotfableﬁ eneligd AR detﬁ%ﬁs& @ﬁé t'i‘rﬁ§ nééé@sagé‘{cﬁevaluate
that is mana e session tab a set
an evdoepgain atvallabgensebﬁom gdernfagion Foe@cms@jsnnqqesswaItlowlatpls e s sessmn
info Us& ng a ﬁ&dt decreases the tine necessary to
R VR QVent agai nst avail abl e sessi on

[0015]nf cORRIVEP D RATBHS € 5465108 GBS RItY ubO@Mal Pont@ihcRSRL @it
information are elimnated. [0015] One way to popul ate

informgatipaieyprsh Rulpy @cicecated to édentifit aveatsrielaicddel s¢saiog dfgrmation, extract
e sl BEPEIRHGL HE0LE UG5 ARFSTETI ot IS0 W oo b
creatisg $8odifyin g) botefmtnatng a addionsecdriie ReBsigd @neventsao BAatt and end
.to nodify a session tahle .Q9.,, by creating,
SeSSIOf gy Sﬁ’ﬁlﬁém BringCEHIRHIRFIAYy tai??es dhiteahoblees F#) OC sddrgaseryby using
rules f&rl g%e{eﬁ)mﬁ{eas%m@”&uﬁagnﬁ%%%ﬁ S eﬁ%%&ft?ﬁu Bee'n%@e'?ved
|na cur te session t ese pro l ens can
[0016]ddr Bssedimbye adilmgbetwotrethe tiond aysission sthsts detrels lanah e time that
si.on.boundaties based vents that have bee o
this iR DB TS EK o106 TSI A Y (BT Hehis situation
it canbk lﬁ@lpﬁns@ SaltPRfot at&érﬁptﬁfg 8 REFclaRh bk ekr@nttm{ that ¥kon data.
information is entered into a session fable. Sonetines
Sometimpes theldalpyiis lasgealln thig sntuta‘nq)rs sesstaman fosmation tﬂlgbéﬁl’l’b@ “late,” in that
corre

correlgGorliatiay e ftRieh atEBER LEMEER SR PR dhft e pgrva and

VarloLQ;ESle@M‘lty Svdnd. gﬁ’oné &nbdi'tilﬁqeﬁﬂ irltsl Sdatici $6ir 1Bt diis PerfBirhddbgain
ht arrive "late," in that correlation has al r eady

to tak% SYRniee efcaassiut wEwmayen diabyas reeeivadiaon of t hat
[001 73' me stIs{‘:Or t%le %}gartlt\{'cﬂ{e QY Phat ﬁ?eq{dn{‘tyer ?f’ %@érﬁis ing 5B Ession table

uat I on, corre
partitipg i dHct’@dedaq &isndecreases the amount of resources required to perform each

query. A session table is processed periodically so that active sessions are moved to the
current partition. This feature, which is called “session rollup,” guarantees that if a session is
active, its record will be located in the current partition. In other words, live session

information is “rolled up” from a previous partition to the current partition so that the



to take advantage of the session information that was
received |ate. [0017] A session table is partitioned

W@ 008/352133 he nunber of records in each sessi onPCEIBEM07/082560
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) resources.. requjired to perform.eac uery. A session
informafjonds {Ggﬁl&z 6@1%I§élgdn H?I’ -uar&p‘b%qrﬁlgyo% cs roflup degreases the amount

of resS&SS BHFirdy 18 PR Gh hQiveREssidibdc gk oﬁﬁfﬂhb cliPbht pﬂﬂltﬁm need be
feature, which is called "session rol’lup,” guarantees

querigdhat if a session is active, its record will be
| ocated in the current partition. In other words, live
session information is "rolled up" froma previous
partition to tBRIFUERRIPIEN OFtTHEDIROWINGL the 4 WO
2008/ 052133 PCT/ US2007/ 082560  information is readily
[001&]y aj sl shows exranplyyrsehemasdpr difficenmt types af asipn infepmation.
ecr£as for [ c S
10019]0 ARt TE TR Bhbodlnch ERF IR F LT B 8B ORS Bitcd i
the arne@Drebdily poegdisdiromithdEholIDES(RI IS §N n@hat BHErmRRAVE NS iments of

[0018] FIG. 1 shows exenplary _ schemas far different
the strugtyees’ a9 nagtheds dhustigtedhestin 1Y becowiord vrthopt dpreme from the

Pﬁn“gﬁﬁb&kﬁg&iﬁ hodi ment for purposes of illustration

One skilled in the art wll readily recognize
fromthe follow ng description that alternative
enbodi ments_of the structures and nethods illustrated

herein may DETAHSD REFTHAY O THEEYBORY NS m ¢ he

[oozqr i n&it]ﬂﬂ%ﬁ tﬁjee'\#‘égé'nbﬁf tdhe 8l Be dRETALL-Fith RESEREED! o illustrated
HE EMBODI MENTS [ 0020] Al t hough the present system

exampley, Ithdse cxingl esshedldiat e resfdde dingethe bragdei spirst and scope of the
il.lustrated exanples, these ex es. shoul.d not .be
presef it iR ik SR B SaatP R prr PO bRt Y
infornRtRARNEntk,WEGH @Bles, AL r€062dP Waicht 228 bEXARTRINAD d @S 8Nt resent
herei n describe security information/events, session

inventigyh| Bre geanetl eeucepidsnd vack BT the dresgrt iprrntionssnkethbrogder and
. . ' t
may e%{t:é%fi ﬁcé S@fg@sme%l{t&l’&%d ?{het\m&-@a‘i&? gle%g?fégggﬁt%& S%l@@,ﬁeééﬁﬁfeg of the

invention are nmuic er an

messa@¥d hatmhp bapyssedpindefond dradnponaet vdihk shasednd eeudatd chemas
system Al so, exanples of the pessages that

that m&gi)g

be
d8cd by etippaneBinof M YePGHE SIS oF a1 #EeaR)de Biithsh escribe the
preser%tﬁﬁve‘ﬁﬁBfi‘, bRt RS mchitah bEBY-iRGuUSELkd l?sﬁeﬁﬂ%ﬁ@ﬁlg%o%e rggarded

e systemare given in an attenpt t her descri
as suchhe present invention, but are not neant to be

1002, ¢ S obH T B Bo Ge T oG RNyt i FHoECE it o of

algoriﬁﬂlﬁs}o anlfd_%lyhl%Wﬁc ?Jp?es@ﬁtﬁﬁ@rﬁt&%PEﬁtiBﬂ SYBd withlnAPEd hAS: A& Hory.

synbol i C representations of operations on data within

Theseapl gayithmicedesergpiiony and Fpessentaliqrurare heinecadessadiptthosesskiled in the

complGBLIETAA By R, PERES S B LIRS
in thetafte A5UAIg6@REEs Bbret DRl gendRillk, dohcOl BB foSheskidift &fhsistent sequence of
steps leading to a desired result. The steps are those requiring physical manipulations of
physical quantities. Usually, though not necessarily, these quantities take the form of
electrical or magnetic signals capable of being stored, transferred, combined, compared and
otherwise manipulated. It has proven convenient at times, principally for reasons of common
usage, to refer to these signals as bits, values, elements, symbols, characters, terms, numbers
or the like. It should be borne in mind, however, that all of these and similar terms are to be

associated with the appropriate physical quantities and are merely convenient labels applied



inthe art. An algorithmis here, and generally,
conceived to be a self-consistent sequence of steps
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hat throughout the description of the present.
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[0023] ommAsaa;q)lanccb@x)vemenerbworkﬁs Sa‘rc ospattcenstagt-wochkemgéeogr fime. In

. the t ardl ess he format, the c te
particlfAE s} ARG stwhaBTady SRt dirgs: SheSate AP e yS SR Protocol
(IP) a8dr3 &Y eRAcs B%r%ﬂn[b BcB aSjabiRiuYar &% R Gt Qﬂ‘mm@ 1st\ma%1oi

pr og rannlegxyren ering and processing techniques that

particplay tithe pag ach Wplveﬂmﬁer @spacsessmhn.’ tlhéorpra@gle pgsociated with a
sessmn? eegstn(leﬁ) }rr]lrﬁ 1%1?” K n;iﬁ) Sfor g}siegngél d hla;t 8 %p thatlplndlcates the
start of €l EJcEdI6E ats@cdﬂalalmé‘sltailhp’fﬁlat dicafed ItHeCBthdf ltl$e sesie (1ﬂfh|e@&51on has

Introduction to Sessions [0023] As expl ai ned above,
endedpe e kimesigpgpt that, lgdlﬁ@%:s e Easiah of a pession aeprged (deapsed below)

and 0]{1é &Emm{erbledgg‘{) {i rrlegﬁﬁﬁ] d?&t{%ﬁgt sses?&?t e changes over

ernet Protocol
[0024] Consider a device that has received an IP address via a Dynamic Host

Configuration Protocol (DHCP) lease. The one or more pieces of data might include a) an IP
address (and, if the IP address is not globally unique, a network zone that contains the IP
address) and b) an indication of the device to which the IP address was assigned (e.g., the

device’s hostname and/or Media Access Control (MAC) address). (A network zone is a



(1 P) address) changes over tinme, then a particul ar
value of that attribute is valid for a particul ar

W 2ov8/0f83 od, which we will refer to as a " sesBCDHS2007/082560
I nformati on associ at ed vvith a session ("session

informati o i.ncludes, exa af| st ti
network, sgEmenfid Q?Pslsld?fﬁ esgtngwor fZO{l?q%PJsléélé?dotﬁ %mgwégﬁavate address
spaced frHﬁS&@féﬁoﬂl@ﬁ} Sl'rrﬁgtH?a&ﬁﬁldEp@ d&NE: Bfit KREcEBRAANP Glfress via a
the session has ended), a third tinestanp that

Virtudl Rdivemthgwotke(VdNOdp gioningfddionde §4)and (e)cabouie, (thié sram@ge@re pieces
i f dat t i
or dug BhPRn ot wBREr BT bE AT R PR Bl X

exarnﬁl@ Cdi)lnylﬁgr AdevidRR B8 ServétarRtdArB@BY &n HO8ddress via Network Address
uration Protocol (DHCP) |ease. The one or

Transwlée IélgAEfﬁ Here-stherpamer mersi niefes af dagm might lwwéee@@n(lgﬁédress (and,
t

if the ;If)%&ed?%ﬁ% 1%3 n(ﬁ%ébeaﬁﬁ Su'nfqﬁlgo %;Q%Sg?aéogé é a%g%l)s ﬂlaerni% a‘ﬁﬁfe%s), b) an

indicatioflio€ il damcefto tvhechdby [Realdiress whik aksigried viPradthtien $c.pashe

. assigned (e, the device's hostnane and/or Medi a

devicps b ga%?ﬂq/% acupnt adghiens @8d Joureaped wor k zone is a 6

[002?1\D ZQQLQ{ 8223 3at PG b IR0 A A3 RE R0 dMEL VR e%ﬁ&ﬁ? Bbnsidbr a first
bel identifies a network zone and 1S to

devicd(“slbstmguios ievied™y ttacaliridy @ber usspac kzg o mﬁmm aaconbdeviye

w Si ar consi der a. devi tha ei nIP
(souizh Grede YT e e e HE Ry B R Gndy
possftﬁ¥j ki zbﬁe)(d?)th@dl@tlﬁzmon%%é% b)tAEn BRI of TR %uPéeede%fce (e.g.,
data m ght include a usernane that was used

the soumetdemce Sthh@tnwmandfgr 1P addgesa nnd hetworksmeblaed Cb@thelr login

ce t hat aracteri,zed P addres
mfo““”%?“l(ﬁtgmél}%“ﬁ’al&?lg Se(? aﬁrtg% ST %ﬁc‘k“?\%‘}dy Orﬁrg? &Y %Sﬁ§ at the
destm@ﬁomaanm)eces of data m ght include a) an IP addr ess

qgland if the IP address is not globally unique,
[0026€]et WihKe shorfessiomainferaiatian descrihed Vs duiekaded to I@)W%rhmg, many

dlfferetﬂ‘{i* teog ﬂg?gﬁ%téogﬁéﬁ%dgﬁr% aﬁﬁgﬁlﬁ{w'ﬁqﬂ@ ﬁgﬂelgcli %gfjtgl rnodeled
using aﬁd{oﬁs Fac exahple Anfudthagss alsod tl&cphlyelealpmﬂd can[HéGﬁ&deled using
O her device state attributes c n al so be nodel ed

SeSSIOS /My $ESETOHTS.2 COBRSIULTANPGHIH DY e gPL@oH {8 SPTSAALT BHILY- A
perso%@ésﬂelgeglﬁ dsetgh?ht ﬁﬂ}JS% WB1 004 é glg n ﬁbeto&n'b@ agsq%ﬁetd th 2P son.

evl ce source e one 0O nor e
Each of theesstayés id atnaparinyhund) thed, udlebel)nodnled Iasmg dses®n( and,

etwork zone), of . the desti nati on devi , b).
100283 eyl 51 Rio% 1B DE bariioh! ik iG asqobiation Detiien & sitics (c.g.

a devid€¥hE S B zﬂﬁl%s@ JFE paReh Qr'id hPadgltRe s vand roed petikul#ANRd period.
and c) other login information (e.g., the usernane

Sessmmleﬂ)rmatlmh eanslmrseé byrate¢if peingadjuoetiathwith othen aermagiod (ag., other

dest I on chi n 0 Sessi
datastorefs SF %Pﬂ é*rsngp{)]%gae golltheg %rrolé} aetwaq?s ﬁ/g{ etwior eéi devices).
SessidBiRSormaiidi emet ustd B&cobtlatibh QudRing Odk sadi &intad ckind ®ith @sers,
particular tinme period and thus can be nodel ed using

associgHag pyhs Witk busiases iglee Idantifapgrdeviens. afeising sannsRy Hpligips based
on use’f@ 541(9 orcl%ﬁles?glrt%m%eevggt ur%bﬁtglgg S& ijrog) ggegn C g%?gfog@g‘s%&g reﬁulred
to sw@E tl&litt]ill‘ sardsAwhen they enter and leave the office, then the followmg reports can be
generated: average number of hours spent by employees at work and time pattern of
employees entering and leaving the office.

[0028]  As another example, session information can be correlated with other information

according to rules to identify and/or investigate attacks or anomalous behavior. Recall that



person can be present in a physical |ocation. A phone
nunber can be assigned to a person. Each of these
wWee@BMO2183 t enporary and, thus, can be nodel edPCEHURPOH082560
session. [0027] In general, a session can be thought
of. as an associatjaqon between two entifies (e.g.,. .a
securify i QAR AR KT pelyd fggstagps ahaﬁéifﬁeahw ﬂbn%\gf()%{%@&f/)ty occurred.
Whentth&k elentY 8el Drik RfedBvRREdskioN iftbrhdt 8, MRERn infRRgliG reflects
information can be used by itself or in conjunction
the seggioththat Wey validfap thredtmonf the tinestanipheexengdarasoueletomsyinclude:

ecurity i.nformation/ events,collected from petworks .
10028) ) B et g R Ea B0 p T W SR b et FgC e session
table & ehih&rwisioh B&lied is @RmeaBdliot bittinead s BipdfsoNJA d6dih 9&tSion table
h users, associating users with business roles,

W t I
determigenwhiopidayicerchave dsen ogeest i tagy demprisan pevied and wrsledevices
have B8dn Y58 11?{6dflr(91f1 tllio%!e ?@vic% lettceﬁ{f&gs (?ﬁ?ﬂcjttﬁfg PEOSR g{otsé Q8vices are

et'c. For exanple, I'f enployees are Tequlre 0 SW pe
identifib&i r | D cards when they enter and | eave the office,

qahen the follow ng reports can be ggner at ed: average,
[0030]y il degrtifrige pdosp it woy THHHPES feBsa eatigsy atherhan thewser’s

. t e . . i i i
ocat g R R R S 08 Rl A R SRR M osecd
in to acergeetatied Anddtdstat determmntowhmhireal peade oowdéspgnd ® theluesnames

and wﬁ}grﬁié <? ?Ptﬂ,{rg%ééegg:%{; g{eﬁé?a\{e%s. %j%%%%@?%%%%éﬁ%ss?orn t%{)]l% %{e%fnes where
the re?%ﬁ%%@@l%@cﬁ@ REP, ‘tf)efs@@ Bh kdd¥ént SWipEBHal &G?@M@m Sarll REAMESR a

imestanps that reflect when network activity '
room grwitdieg). Thangahpaopbseloestants sreagoanmerd telthe suiresi delvices” locations.
R T e N T
the ncbwOMRSHANPS. — EXQIMREs3EYcontlincl i Bfipes AT attab 02O bompared to
| dent i fyi n]% events associated with a particul ar person
IP addressesfiang ¥BNseysivntabléssi on  tabl e det erni nes whi ch

evi ' . ' t I '
100343 ¢ P FuBiE iR FIHHRARG TG uBE R0 0ge D Rsthe the
networlogAedPN n- IPadbiesdch eomeinsd in sicdeydsaelagddo whadkk attesong@sed to 1P
have been logged in to fromthose, dtefl\léi ces, etc. Events

addregses gy %P NAGSFbith enMatehing psemames in the gesordsrare dotepined]

A Y N N S
attackses snapageablatdde be nttaakascluthiscin indiestivandshada/idbhataritiated the

devi ces have. |l ogged. i.n.to a rget .device. A. :
stk g R L b e P Lo RIERoT R fltshi & (RGP ESingablp getermines
whicht R8r4ARE RRFERga @I tYARK BedifCatIRH IR devi ces are

| ocated. A |ocation/person session table determ nes
[0034)herla ong kebpdimenp eopleecoameistoe set @l sifrplgor, canerderdcanditions

. recent . sw,pe a bad or. 1D card.to access a oom

optiorgi§ g FitHET T Fhertosdf WG dish ot sifieupRASSEE Ton bl A
rule ciObd RSO HAEE wASY,isGetS as: koSallha@Nmcom[@gQ3Ehts €dr specific conditions

Det er m nlr% a_novi ng aver a_c%e of attacks generated from
and paHeE; freeoretde yYpigation Heonn di{Resnk cvemds wamng tulg eoregiioags el as

i in- a . | at C . .

other ?cgf{é{@gg glg(ej rhée‘%ds"’ég?sl, ge%g‘lo@%ﬁfégagl;ﬁstb%ﬁﬁieg@Ic'éfcuﬁ'h‘énsc, QRS Heaning
about significance of events; and to initiate real-time actions in response to events.

[0035] Correlations and rules are further described in U.S. Application No. 10/308,415,
filed December 2, 2002, which is hereby incorporated by reference herein in its entirety.

Framework for Storing Session Data




[0032] d) Determ ning a noving average of attacks
generated fromusers accessing the network via VPN -
WO Roagisiesses contai ned i n nessages rel ated t oPEE/US2RF 082560
are conpared to IP addresses in a VPN session table.
t ing usern?nes in the re%g!d ar e, d rmne
[003 51T WAL TPYPRG: TSP Ly AU G4 O REHTRE: ogic session
table &Qﬁltaﬁﬁﬁﬂl&? inTSSHHBR réiel kA &FcRRnd Ab hdiksses While WH& session
related to an attack includes an indication of the
table mmlmesesham mf@nmatlan edated ¢o penplaakl apds. &\ sdspes tabhpincludes one
initiation of the agtack

or mog Skt ikt B paPiebiiRopsSeniaskivort Ebf it @its gp adress

sessm'nﬂ)vddl)d Héh@hb@@‘tihfé%eﬁbd faavhith Apartic@BddviddwBsigned a particular
diment, a rule cogyrlses a set of sinple or

1P ad(&@%p]”el)‘é recordivenlgrhs stes inon@gvise/ IPaddrasesrswon frbde. e pne

embo@%ﬁ{ %ggs‘f’o& tﬂﬁllg 1§§imqﬁggeag§éss§9 3L1Sgr\9HBh NP feaﬁl%jo%the ArcSight™
riggers. rul'e can be used in hany ways, such as:

Ente@r@e@baﬁmﬂ\eaﬂalgelo(msm) £0 entafiabblofroapacisigie, RonsliGupertio, CA).

j atterns; to correlate jnformation fraomdjfferent
[0037]y erftecalldhad @es‘smnén@mlﬁfé%mpl&ﬁe%owﬁmp&a figt fgpestamp that

1ndlca@e%Qﬁé §thﬁl‘ﬂo§t e slé§‘s (ﬁf:ta'sé(&)nh tﬁﬁe%ta 8 195,‘1c!1ﬂe§‘{h%’ena'8?lthe session (if
t hr eat eve CU at1 ons; rnter neani ng ab
the sessigmhdsicodedea tiﬁrdemmfstmp ‘é]ladmtincateﬂ ithel @taioned Ia-sbssum record, and

actions in.response t event 0035] Correl ations an
one of pissPicnes Of fia K atreeDAIanE Rist bEOR AFPY NG Npstored in a
sessioch@ERP8 FhbIhird Ehiea@m%ﬁcﬁ&ﬁ@g wRen &0 Qgssm‘M}béH?d s BRLRBYNote that
i ncorporated by reference herein in its entirety.
netwoFk ktensy mkghtgaust pgdpg tBeskiteecnDat atag of@ seB08y @8 zhggeation of
ﬂmre(§§/95%907/08%5§8 0036] For each type of session, a
ess %%PPgﬁPé hei HPai ned. For exanpl e, one session

[0038]abl SeseiBh Rcdt MM fEERELR M dtete@ iRdrioRs fickis ar tHe®, tHENI e
and | P addresses whil e anot her session abl e cont ai ns

COMPE LSS ICHAMP APTGherBeshion irfermagtian. D@ff?féwﬁveesaﬁ deSéwé@rmwon can
have cﬁﬁ% hO&hEA gé %IG.”? Is%dfssex%{%@ gcl{gﬁ{a f(grecﬁﬁgr%ﬁ té/mecff%essmn

each record represents’a e or exanp
inforrﬁk&tblnCTEl’ld Pustded schemae SﬁiEIﬂCRp‘VIPN NAST Liop#, and At Ownership. In

eriod for which a p rtlcular devi ce was assigned a
FH}-E&P@%%@W@EETWﬁaﬁﬁﬁr dd. This record would be stored in

d t e

10038 B R T T R Sy Ml 0 o TR AR mestamp
fields alnfomateotbedmicnt, lvessfnciBfqghifidd iskes@ilpdias keﬁ@a}dmams in order to

suppo%ﬁﬁ%%? {Oﬂ Es%aﬁion[s(@%%"; %glaag}qfng 3%{%% g)sgqcssre 1ntnorrnat10n in the
sessmhrﬂmé AR 418 TG ldudessed Bat)weyqﬁ fﬂﬁlk embadiblcng leadt $BSRMPBLe would
hat indicates the start of the session, a second

Spemfmomtegt m@pe ﬁﬂé$ of mtﬁcelaittebewhei a;sri@y@fth@ Hecysfed dis Qi or more

Sess nded t hat .
other [iffs B3 BeOR MO TR BRG] s Pl LBl TR BTTe Bhngple ina
devic®TP #adi&sRERRAIaBIE, tHalRaddreds (&d pyRibly, rdutdiRGohé)dan be used as a
session. This information is stored In a session

key, apgd efcy sesyige inflrpafion (s thappama ané MAS ad#rer) caebaesediap the
Jecord was created. Note that network |atency m ght
cause a gap in tinme between the start of a session and
[0040]he Tineatahprficdds, whivh in€lads the Svart €apoficldnBnd Dinid@éld, and

Sessi on. . . . .
Creation Time I%eld, cach contain a timestamp as described above (unless the session has not

value

ended, in which case the End Time field would be empty). The Start Time field value and
End Time field value are used to identify a valid session for a given key at any given instance

of time. For example, given a key and a particular timestamp, if that key maps to several sets



[0038] Session record information is stored in various
fields. Together, these fields conprise a schenma for
W@ b@s®sd33 on information. Different types of SREEUSI907/082560
i nformati on can have different schenas FIG 1 shows
ex | afy schemas for. differen es. of ses
of valfis ety EPTORTRS 14t Phetihe FES Sre RS Ve %m%mw End Time
surrol kthe RGitAmpand Asset Oanership. In FIG 1, each
rectangl e represents a field. [0039] Each schema

[0041]nc| Kiged Shhweéletlg@pébldﬁ) fimestaimp ficklfs)f ansl @béue ﬁdﬁ@é for each
scherig, The B ion b e Kok SefR it S F o OBe Sy S tqumatiqp

schenfar der to support query/| ookup operations. (Query
gperations are used to access information in the
[0042]¢ s Slinghis ttyl Bieapgionrtable aets e p kay-selys seappingl thatmyaps gr binds keys

ol P PORA TS SERSE SRR LR Y B,

the quek}EBésﬁlt @bdldsconjain écoranoBakies tah@ercfioahdso O ode besordkeys.
woul d be used as values ("value field(s)"). For
Since @gynpngcanbg thoughbeh asemn assosglion dstvessa dve Sntitigs) @ne qntigy isp

e used as a
represggts’ﬂ %2 2%6( %{3/‘1 and@8 SHRY: ¥nt1t2?§ ?’éﬁat ert&f tlfe%l

er session | 1 on .g., OSt nane and
[0043\}’AC mdnﬁm)aﬁmammanmmrom ficlhds cav dk mmlcrrmg dlfferent

t fields, ch include the Sta ime field
sessiop (o HETEFF1EH Ot P ETEN). SPRRPITLE d o QS20Fs s Gmied o s
IP adcﬁre§s‘dﬁ%%§i‘ﬁ]@d @§ec‘3§§ @P h&&@ss%ﬁ@ﬁh%r éld(?ﬂ E&%Sseﬁé?&l 1%@&%[' v@i'[l claﬁﬁam
not ended n whi case the Time f d woul d be

1dentleedpmfyymatmée&rém th%r thavidei (@led thedqyeceahMA(En@ﬂrﬁsm hpjterde).
valid sessipon for iven
similygf, Y g SO Eh et Gt e e %r@%%%sr%aeﬂrwwthﬂ
day, cactke¥siaf eecard@flt ddntdiRidchtiom sifafationfregdr Kl@é/lprmﬂsess af two
several sets 9 WO 2008/ 052133 PCT/ US2 07/ 82560 of

recordpagopairf jdentépgl figldanfappriamy angtthisdeld mforpatige deteeniggs thg key, then

that o{w%%gr;kg%#bo\fr%b@%@fohlé&%ﬁt %ﬁ%ﬁ%ﬁ@y ofrlé’g tglz'x’s‘%cﬁ R&sion). This
functlbhamiﬁ t:ﬁfﬂﬁ)e impeédéisdd by for ssahipe, puring (tsg seftstSf ®@&0¢h information in a
The i ndi cation_ of one or_nore % fields is

list anérl%mgéhﬁt keyr's yee Rethat by Ther pwdime ﬁields d Ergiolipe field
value bt dsBld % fﬁ@%ftlfytvl}lﬁd?gé %EQ& sibf %fgrrﬁ’a&{cﬁ @éelﬁi é‘tecry%:VéH iStance of time,

mappi ng that “maps or keys to values
as desexberpdbeye.dnoas smbndigneat, yhe/\mtd af sessndrainfororagowarersorted within the

. keys ("query keys"), and . th uery result woul

ist act gt STeresn Ohrp ety R iy st Phnnnd BB6 e ey fepesfum o

lookupl nore keys. Since a session can be thought of as an
associ ation between two entities, one entity is

[0044]epr1@§@nteeﬂ9061}fn€lnhei Szesyon tahlg is heplomhetred end hashnjag, and the key that

ent ed fornation
s usel FRTEPRRIT 1 Ml 1R} Mtk o B RARBIG b of the ey
ficlds drlnftfne reﬁﬂbbdm&ﬁﬁ . ShORShiP qtey tiiebethotght oRaDReipit 6 IfyeTilld values.

ds). For exanple, if a device is assigned a first
[0045] The hashmap value is a data structure (“SessionIntervalDataStructure”) that
represents a list of one or more sets of session information. This is similar to the chained hash
table technique. In one embodiment, the entries in the data structure (each of which is a set of
session information) are managed using an interval tree. An interval tree is an ordered tree

data structure used to hold intervals. An interval tree enables efficient determination of all

intervals that overlap with a given interval or point.

10



| P address one day and a second | P address anot her
day, each session record will contain identica
WO pfosnsEsd on regardi ng the device (e.g., the dewi/vs2087/082560
MAC address or hostnane). Simlarly, if an |IP address
gned to i rst devi e one day and a secqnd
[004gJ5, g srrﬁefvaﬁsff ‘hizy dhesth R R R T e
endpoilt€Nh 'oi;d%lr td Ekfr%lz{f@ta'sé’éhrﬁﬁ Q@ern%rrg 1ﬁﬂ3?m!1t'i3orﬁﬁqrs%§on ﬂaﬁret M
records contain identical field information and this
relevani gdssion nfust fiest bordeniefiest: i nleﬁsemlbmillklelyt,, thelpment’ st dndttinghie used to

di { et L.l
match G i E T e iR ey P Son P fnte s la the SRk Bignt. 17
an entiry R pERRhEH B, tHeQesEXARRIdt y@tUbiniiged)ne nﬁ&trﬁurﬁftlme is used as
session information in a |list and having the key's

an intgiphRadgane. e dptastructyrreusse 4 tepmsert the wravaldrcqsammigy Eigone

ernboa- 'n{gﬁt 1f t%L ﬂ rn%&l exﬁé&eéjec‘tﬁﬁesg& cr teﬁﬁ@&ﬁc{ Ve th rfs ﬁﬁgte&) n array-
session T nt en Gt

bmmdmmpﬁnmnaﬁode&ﬁkdbed above. In one enbodrnent the sets

f session information are sorted within the 1ist
[0047]; ¢ olhs memely reqwiFPddastoren sesiopdstic tsinrportrpnal tojhe mugbgsof

recordsf] n‘ﬁ t%;' Bl NRGRRG A otdd, %%%%Qfﬂeaulrérf%ngfbws{ Qf(% WhQrechnlg the

ment, a sessi on table”is nte
numbbrasheapds lnded: 1hend(mrytfb1rahe sa:sswusdﬂe fR‘ﬂgaaiuhg)k)bkl\np fimeaif m is the

numbgraqs ﬁq%?ﬁ%g)g Isesdf d lﬁﬂttﬂﬁ?lg)elgﬁgg 6&{5%153 {t‘a%? neo pe 1Ss tl% average
numbBASUTBR s lper/mﬁ rﬂe ks, rﬂaﬁlrwlﬁm@fre $red td y&r&moi lobRYp &R} p).
val ues. [004 The hashmap value is data structure

Hﬂf(”?ﬁss@@ﬁlntervalDataStructure ) that represents a
i st.of on ssion i.nfo ti,on.. This
100441, ¢ hindR Sp Bt G B PormBf SR Lot BRRY e (HAe Brcer
compRRRy efRQdbIgRN: Quchen®ntdskids valictRel @al aoebfrblatculieh a given
(each of which is a set of session |nfornat|on) are

eventhis Q4 pecp)ud pergingrihg endetipapf ¢ Faserd in@(jagyar knsgrtipg e @cyvgeesd is

O(log%% dﬂ{e%j v ﬁlte og@etr%o%kliﬁ eyl a‘t}fec' gégtsfog te!(%gesdto e tqﬁér\ll oaf?hd

nterva ree enabnl es e ICI en rmnation

rnaintarlnbd in hletimaks tHahthe sesseonl iaforimatibn B aghilabie inntalrtitad tose used for
poi nt. 10 WO 2008/ 052133 PCT/ US2007/ 082560 [ 0046]
COHdF@WEGCthe interval of an entry uses that session's

[004%t arﬁl JridfRo AR s dib B fétFnatiSR %@isnagp?hca{brﬂe QA8 ti&flar security

orrelate a security event wth information in a
event.sedepicndent alpliable funetionr wldefiagit s essérobodmstt, fhis d&tfinfteon includes a

i.dentifie enbodi t, the event's end tine is
name [GRE Hephik cRifHG & rruo EPiers b drekd oS B Spic e
inforr®MohYad SELSPARY oPMRIVERR! R V0 ek SLEUA fath€Y&8bn tdbflc. Based
an entry is open-ended (i.e., the Session has not yet

on thig érfﬁmham,e:ﬁyresmndmgremm eiendentdiedde theassssiemtaplistaad yadde available

to be a{ e, xye data structure used to represent the
Wﬁ é?v%? %réb can vary. In one enbodinment, if the

[0050]UNbBépcaticr? ¥RESHE &fca@FeldhgiBied & ordabbe.casid sé@@hbntlﬁ!ﬁhﬁat[cﬁl from
limted, an array- based inplenentation is used
differgrg @qm]cesrﬁeu%ﬁ%mewéqmtm&ry wyltplodaia souseasan oiighapleok Br

1nfom?a{t1%8q1'%1{ L0 aotrgertlﬁ SHREL Bl sufES 5&?1131 Be 108, F&b&g ple, a

n other words, the menory requirenent grows 1In nsn

user camepeeifp thes it DECP information and VPN information are both available, the MAC
address can be retrieved from either and then combined with information from disparate
sources to be used in correlation.

[0051] In onec embodiment, a session table can be associated with a filter. The filter

describes a set of conditions that defines the data that is managed by the session table (e.g., a
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nunber of records |oaded in nmenory for the session
table. Regarding | ookup tinme, if mis the nunber of
wa@riogs21Beys (based on the key field tuple) inPE€HES2007/082560
session table andp is the average nunber of entries
set of ﬁlg{sq( glq ﬁ ke%bfotﬁl)geecro]r éhat ?ﬁ;%ler)SIgwegli%)) tfgerfg{eéma $HHCP
inforr@RRhahil %Sketyb afe B RAJREE OthPR thedllted c§r?§e°sbl%le § ARLE ofMaddresses
their tine order conplexity are as fol |l ows: Qieryi ng
(c.g., ﬁleéBe.d,dI@ssev thag earf beeassllg(led by thetQH@B rsmeflelét Esmgtalﬁlfar gweaﬁes the

time I}eges&rl)y 6[% eva)%lati: %1% g{renit ﬁ auast ﬁlg%laltbge S(?PSdOIf glfm&al 188 %Sjause
unnecEBaBLlobRYYstf IBssRhdRforB g £ elim@fit@INAbfileer08i9k Qilerying a session
tables to be q%erled and maintained in real-tinme _so
table foan cy¢ie feyexkicl pespian arfgendtion ip gotavailatlel la thip weggd fiftermsts as a
ate-Ke? é?%r‘@%% 81Frecte°a°tfo r&h@gion, etc. [0049] In order to
& FeLT i eV nfornatlon that is applicable to a

[00523]ar tlinGuk ambs&ﬁanlt taﬁltdﬂﬁﬂtplerﬁerﬂ&bmﬁmvs vm b@é@ﬂt & identified for
function is defined. In one enbodi nent,

whicheesesyipn fable Tpplynig dssited. Rased onglata shered @ﬁ@ﬁa@ﬁﬁvent the query key
18 deté{’ﬁﬁﬁe@bbgfor@%l%Q§ocﬂu As Ioé}}P(L eHothQE_ Hﬁq{e{% soteﬁt@& 5% N tﬁatﬂ Bable’s
0 pI event's

sessi on rmatron,
filter. fif thk sy pa'ssd:shhe kasy tmanethd desmedtdhta mlghtsbmmltedhlh the tBds end the
on this d

finitio rrespondi ntries ar.e
lookuf thatettormess 1F et TakiBF kit @it Mo B e S S natyigninghe
filter’ peange edIp w&&%és‘?' @b 3R debiRARla DeBERIRAN URIhAPLRS ﬂfé%bkup is
be chained in order to access session information from

not pegifofhed.ent sources. A user can speC|fy not only

! dat
L0053 ¢ gé?‘r%‘“t%lo @u?glgﬁéggﬂuﬁaqedgggépamﬁnm iR ‘Ye}"(és%n%gf‘%ls to import

data fEoRuh E@Ssueh @y bl aRBiVUS TR filkOWhRE AP bE located YB Ry Gdfvorked device,
specify that if DHCP informati on and VPN i nformati on

can coptan gay i pawainfampasiontip anymomap@el- ogrpapensetekcralypesvedV)

forrnag)r RO &a{'x@?@r tl?enﬁletlﬁ]a%&ge usc?lgpl\ﬂ”btyhd da@efs?orr af Q&w[t%lggg?]formatlon

sources In“corre

that isl desmetetodimwemmmwltlas@aﬂw iaforinatibie'e v, b]enma@cdamte@le that
with a filter. The filter describes a set of

contaigy ey sowi (HIorinipesationssthes omn yoessange et Bpigps roles

withid Qﬁ?%%ﬁ%t%og%p&ﬁné BriJHR Fta Adm'HR SA30RZLAR aé1d then importing

200 set of keys that can be use
the file etordsssian teblatwitl atvke the da aveulahlplle real-fintehfer t(a’tfllalon etc. This

or mat.i on nd t he
data B BRdobT craRel BRI Otk fes e Bagell qg ey usiness
role reﬁﬂéirtﬁa?rﬁlﬁﬁed 6% aevict Bead 1P Adefgsses that can be
assi gned by the DHCP server). Using a filter decreases

[0054]he Argther W@S@alﬂ;@t@t apseasian trltcas amussvdirectonysarmises to retricve data

from ﬁ? Vt%ﬁl(?ljrgblﬁFse 1re§ o Is%]r%%%rg%m %glltl?oenaﬁtc)egslgg \leivla{mplﬁlgsfperg oc%\l)é such as
nght&zellghemlredt@fiyd@coewmtdagl @DB&B)sdransod.abl e for an event

for which session infornmation is not available. In
[0053]hi sY¢ieaothar way tsedp use pRe @fsmere sgivarcasapls (suchas quartCegnectors

from ﬂHS?é‘Ht,eﬂcs B @nti#: Gssired data in the form of events. Then, one or more rules
can be used to process the events. Specifically, the rules can extract session data from the
events and use this data to populate session tables.

[0056] Another way is to enter the session data directly into the data structure underlying
the session list. For example, if the session list is stored in a database (see below), then the

session data can be entered directly into the database.
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[0052] In one enbodinent, a filter is inplenented as
follows: An event is identified for which a session

w0 2B051180kup i s desired. Based on data storedP@i/Uki0n7/082560
the event, the query key is determ ned. Before the

perforned, . the query ist sted agai nst
[°°5ilhat ?ta?ﬁp@%waﬁr 19 Rasiulai§ f sepign &@? Eég D 4t £01@EEA My gty
1nfonﬁeﬁf°0n%§ﬂlt§ qeli16edra cFlagiatio 'P@enﬁﬁ%x%%s‘r@lafe'a% t&ablos 1%%5‘['&% extract
| ookup is perforned. If the key fails the test (e.qg.,
the sepdfiort inforhatigulcand sise H@;ses»ssomnformatlm to mhélfy f péssien 'table (e g., by
ata is

dd
creatif @ SR ing. prETPUBRRE & Mtpsto EorobiR THE FUES Gt Ristn p] et os the
event] QRBBL-1ide HRBSTIA ohafabeevers the hméleﬁtsﬁﬂed/‘df“bﬂcﬁi aode)n

vari ous ways. One way is to inport dat roma file
[0058&]yc HOmgsexgmpde efpapelatimpe spysian tablibesedcarevisats ipRBICEBneaping,
whereﬁﬁﬁg?ﬁgwg‘&% f%e\” 8?8’6 asﬁ%ﬂ?gnq r&&{t@ 1§lﬂ§/edttg BFeaPe a IaHCP session

table. Fat ebeﬁnlﬂé;s\DHCP@bnfaMIedgE@ent exampk eaudehe rlﬁlb h@cm’a&é ahavert a
been output by a datastore that contains informtion

sessiofihg¢. 3dd 3d‘@§“i’r|dé8 theDHEPesrsian tablsy APH Fstisdagps myssage causes a rule
to tenhﬁ‘l e J@Eél&p i %ﬁ%l 3n eg@ﬂ 46 5n @x1%%§@§1% ih IRt H@@%E?slld}lstable)

Human Resou CEés rnatlon as enp oyees and
[0059]hei Relpmgionesents 6 sisr“c amd ¢ gesaonsorag ackutah Ao naccurate session

orti thls HR data fromthe databa e to a fi
table. FERR TG AT 1 HE <R G eSS SEE OBl G 4BV QHpForer. Also
some BB Tt Al aAUR] é&hla@ DHCP‘ Eadast hﬁ@safggi wWHKH £k BpiiGHA. These
etc. This data can be used, for exanple, to enforce

problenet et addisesd hyalsing rekss hamemlloaﬁv detersene sespias bpewkries based on
rat her than, hased o dev an. | P ad
event] Bl BRAG seer Vo £0° pORefiare: s SieBhoffuriey AESPEREy
deterrhi®ied EHrls@GIoN MfcFRaNOIE St isoh@ivEH ngdat a  from
dat astores. These directory services can be accessed

[006Q]; a Sespippifopmasionesn §e sileds oxsrlanpinghenpongterlppniagthepad on the
type d?‘cfl?eeli%rgnaﬁ&? ﬁlQJolv(eh %P%SSI%B 1%%0?-%%\%%11[6 19 gggjﬁygﬁ%pgﬂgghgsg fheans that at

0 uUse one€ or

any 1n§ﬁiﬁl§é &imedbok giveih k@ynoﬁtwcﬁiegfahd st9’ibn)exists @addhiid)énly one valid
-desirgd data_in the form of event? Then, one or nore

sessionpeasd cigls)- BE1GR BHORRAH9R dt @RS CPRBIeQfdinsoverlapping session

infonﬁgﬁ' Thisd ﬁééausﬁr}gr 1 IES R riEXidakd II‘S és@ '@ké}zkénn H& Mfened by

events and use"this data to popu te se
a DH@B sérest to[0dB5G e danatifesluyay anggitvon enstapre bhtems €lBs$ aysignment can
ta directl nto the data structure .underlyin t he
chang§ B Grnpings dovidhy Buntiripfianns oL B Doy eV telcadd he
same ﬁi Resi VPR 1%%9@&{315 R6BcPSlafWo oftrﬁ)%[bvtenﬁ piR€ §e%h1@ﬁ

data can be entered directly into the database.
inforng©8/ 08 2 233 nPCTV UR 2007,/ \082 S@f‘@war[e@@@gt}s ayieP addmsm@ronhayne

ate a session.tabl.e dat.a cont ai ned
user/efth RN Y EvEh REBRHEE AP hatdl At Bt o nnred o
[0061]dentfisésyionifdtBaticH 9O dpPire §54 @Barsth&rafBhy Mtance of time, for a
extract the session information, and use the session

given |kﬁy,dm1,lﬁp]emqhgi SCSOaP £30 @(1@4@@ dhist mp Itiplq %‘cll]gl sesgign records can
ex1st)_|]rhcggq|§ ﬂ%ﬂ' gﬂenegca 'Ie SEVTH 1%155‘?% s§ont ?r?fgf'rﬁaﬂlo'h%ﬂls (@ because

C an pe run n even
for a given network zone, an IP address (key) can be logged in to by multiple users (value) at

any given instance of time.
[0062] The overlapping/non-overlapping nature of session information affects what types
of values are returned when a session table is queried. For example, if a session table contains

non-overlapping information, then a successful lookup based on a key/timestamp pair will
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events occur ("live node") or on past events that have
been stored ("batch node"). [0058] One exanpl e of

wW@oPelsiBhg a session tabl e based on events i sPOHIF2007/082560
snoopi ng, where DHCP information (e.g., |ease

assignnent .events). is used to create a.DHCP. session .
returngQly Q¢ $ebpT SRR o YA a&&éa&%&éiﬁ%wmams
overlag)ggl%qﬁfo@mﬁﬁklnﬁ the aﬁsﬁ@@és@ﬁlﬁﬂ)@kﬁﬁ Bskd %gla%)%?ﬁlg&@taﬁ{g [Faip might

a record to the DHCP session table): '
returnmatlépkescived sesg@nanivsmsation (eg..er list ovhioss entrie are acts ebssisgian
. i, €. dd..a nd.time to an existing record in the
Hﬂbn%ﬁfﬁ’%@%??&%%f§8YQ). [0059] Relying on events to
[0063]t arlimAiRd deREmBRESH ONSessiam bo@fldtits dddNn @ Esisainglicit session
_session_ table. For exang%g‘_network | at ency can cause
termingajien @ad {raplagit sepson slistingadmplicibsrssign tasmeation Apmpriscsgigipmining
. ' e K | .
ot S0 O A8 85000, PR LR g
eventaWHee s s&diohtasdvieat drtil&sthhtacontadlsl aClidyl fyr sleé-dstingnetive session, the
.session pboundaries based on events that have been i
previqug sessipador hat kyels &rptorend, 2 s sssyAN Batitried pesstaicd using the
infornlla{m)ln'c%h{a}ﬂéd i ﬁ{ees%fg'icﬁlesq it %&en@ﬂ%ﬁ' agﬁ}lé stBHPdtléo%fe o ha
non-over | appi ng. OOGOT ession information can be
“live”airt ‘hegoiny evchappiing sesion ovhosy sxcbapguicn got dvasadanend tme

. type of. the information involved. |If session. .
times oy Mt 1T R SO ST GYRY SIBTAe SORORERRRIT Yt DECP session
inforrRdMoniASHAR DRI OF sdridl® “?1];?32 d@ng'ld/galéai%eékplir%ﬂev%ﬁ%_. valid

sessi on exists (and, only one valid session

[0064]e c dndne xmbodimenDH@Plitih sessivnt¢ronnadtion pneccesseasfbbows: When a

. non-overl appin essiqn i nformation., This iS _becaus
sessiof e BP e B R Bt AR Gl i B e R a3 feode. he
relevan SdsgBR ehiyis cBedRIPRorsEpreekistifg aetw sefieord@itieSforldviad tdehat
at any given instance of tinme. This assignment can
hashcedm higfeptiezaxesting gctayeoichaon wounde thep this sgsstongpust hae tepainated,
. rlLi . i r . 1. . .
sinee ki RN ol St At CRAGEERUNAL BRI fefminarcd by
putting@nmesesnpippha gndseasifiold ofithd eossiah raord. Binaw gisvien is created
network zone, VPN software assigns an |P address to.
(corregpgingfe thgsame hashenpdgband statpd ugingdhe IiQimpdion iptherspypion start
eventPased on its configuration. [0061] If session
information is overlapping, this neans that at any
[0065]nst Emoelobf inplejt storongerngingteom k Agcordinigtto plrecovdin alsession table,
sessians can exi s angd, thus,. [tiple. valid sessio
an IP Pi‘fr B1°d8 2 &A™ “@Wér%)z.gnigiﬁhlsiaﬁ%ﬂ%‘} P iacmrt}célﬁ‘é h%sué%{%%‘? AC
addre®@f overl apping session information. This is because

for a given network zone, an |IP address (key) can be
(192.168dybdniernal gohs Lt thiopinemaseklsl I Vil Lid):14) at (gcnyl 220N 0PM. At
Ot 150 PI0ENEh S kP PRRLTN: e st s i e s

zone (koo rafiffedneddvaet s what types of values are returned
session table is querie r exanpl e

when a d. Fo , If a
(192.1684% | .dntetngh Lene britalhestnamed- Bk P2 Ag 21 fhe sawtangiart cvent

: It .
il ol A IS SRR b b s BT FEE8 0y BBt et TRy fana
secondBessthatto bt cwetdiand siarttd (wilh & start tioe dfh@ctdh2007hBiPdM). i f
[00661 SeI?nsplli%p[ stesasPolnespﬁgﬂltgaclopnses in two forms. In the first form, a session
termination event arrives for a session that has already terminated. If the session termination

time in the newly-arrived event is earlier than the end time currently stored in the

corresponding session record, the new session termination time is stored in the session
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over | apping information, then a successful | ookup
based on a key/tinmestanp pair mght return nultiple

W@ 2G08/05%135essi on i nformation (e.g., a |ist wWhoBEI/US2007/082560
entries are sets of session information, as described

0063] I nplicit determ nat.ion of. session
recor§JBATGFIAE QB IEEITIR TR Pl NPT LIPS iR g pijtion time was
derivddelstHenatplien séRdnitdlih&idn. session splitting. Inplicit

session termnation conprises determning that an
[0067dX| skiampls eigidivithassicarpétiing (fig fermavAenyrdiog trad teyord ina

ived a sessiop,t vent .. When.a sess
Sesm&t %ﬁ? RTEN T “@%9 @%%%&ﬁﬁﬁ? }Yg Aasi?%‘;‘?nf%P“%%lon Vet drrives
that c&%és@bhd“s@to AL bakGioh eERIr®Mnd bR atep ﬁ@é&hﬁmlo‘ﬁeﬁﬁé &roétqa 2007
is termnated and a new session i S crea

10: 303% Tél? ami deneds thegessien repertdds alanieth frerPeti lded0q7nl ltPIM to Oct 12,
2007 ?§§§pl\qn st Iart event . : (An ac.t.' ve session, also referred
ive" or "ongoing" session, is a session
[0068}hosia thesebad femsoffimpliciondssion splittiegch debdign sthit KRSt @FRespion end
Arriving session start events of this type commopnly
event ggrpigs WHOBHIDREPE 6QE5SPANDS (RS CiitiNG FespiaB alfieeXpiting session can

be an ?ﬁ‘%d’iﬁ‘% SeskidHak h¥erg1‘?(%,téd AGQQOI%l GAGE V%ﬁlg'sfcﬁ@d M€ ¥ﬁ5’tﬁr% session

I'n one em icit session term nation
dlffeI‘Epr‘OIIth salas stbodd 1o ws: ewthe thea thsesssturysessum is sphitgatd a new session

. arrives |ts ke el ds are determ ned and used to

18 Creag}%‘L él%ar%‘ﬁ%%e The relevant session table is

[0069]hecﬁ(>?a%ﬂl@5f @npch s@@éio'ilt%%)ﬁgln%%éc\’)ﬁd%ﬁﬁﬁ' -OAlccording to a session table,
corresponding to ashcode. |f pre-exi sting

a sessgatS lvstarsseat Jarp h, 3098 fl8yhand ch'i@ rat {ani ls 28@& S0/, andsa seh@w@ S2 starts

(] e Session cann
ot seng ol m By 805 AT G S8 bR PTPlp A SRR gt session
S3 staptitid dtTIGn @, T00SBPMIRRsdion Bhes gnielsd thaeit @ﬂaﬁb dt »h 1t PE0S 1PM and
sessi on record A new session is create

ends gt dejr X8 hdVhPession hdissupricchipsthielod &t)artsaﬁd‘ aB fl a2 QUSPRIM japgyends at
Jan 1,2‘92%? S@stsﬁo rSi f%{ﬂtaﬂ% a3 %ﬁ%lct S%gs% tha?é‘[%@st at J LIQ 962,:608 llPM

ICI session termnation - Accordi

[0070] r eTlafielcinbesa ﬁasﬂamhﬁﬂhb eime Bgesdibh adels esands randath@l tltﬁfnthat
networ k .zone (key) is aSSI gned to a art| cul ar
this injeyaqatignds elriere a gefdioadable pepmefigaes ghe delpyis szl Forgyample, if

a sessioh STt é%ﬂ?f&%{%ﬁ@%ﬁed 30% aldbyikd n}jag:!n]r it ée)n t@f{e dcotd or &ggyfor that
10PM At 12, 2007 11P session start event
event &r bé w/célﬁcteﬁahd papssset e tharnite® Stedekr: hs‘shls Sntuhh(m starame be helpful to
wait blzeﬁ{x]g Iaf& K e 8 c%rgllafgef a? %gg}%wd%ev%l Cvslggt ‘?seﬁstI? gat% ZIf %correlatlon is
attem t@@ tcﬁyes%%h Ofc §és§1foh dﬁtéerﬁfght i dthie %@Hrﬁghttd'é? e¢énre%tst sx%femg o
be termnated (wth an end time of '
correlm ramﬁcmtﬁ cgent sewbntbddessimmking” be seewsdy eﬂenariﬁ 0@1‘: anfoed!lment, if
start ti f t 2007 11P 0 .
sessiop fafa ey b b EopP i kg TR RN Wl iglerd B hgpg dhat he
sessmhldmtwﬂlodempdatea EFSib@¥sary PduFingahit i €8 kn@hch ¥e SvdiRblcfor
session that has already termnated. If the session

correlpligmyilihgpg Rbodimars, ifisctsin dneniges A0F PXjtida esparity gvent is parked for a

maxnﬁﬁ{ll a%.rtn{lg &ﬁlethlage ?sncﬂat thg@esglgﬁ rd?tﬁt\JAYI b%tl&fa%g dhﬂné Bt wait time
correspondi ng session recor New Sessi

and the@ bolangitabtenfot coreclatsorst ored in the session

[0071] Sometimes the delay is large. For example, session information from an employee

badging system might be imported nightly (e.g., in a batch process) rather than loaded in real-

time (e.g., as badge swipes occur). In these situations, session information might arrive

“late,” in that correlation has already been attempted between session information of that time
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14 WD 2008/ 052133 PCT/ US2007/ 082560 record. This
scenario can occur if, for exanple, the previous
wae®sis3i ermnation tinme was derived using iPgl/U81007/082560
session term nation. [0067] Exanple of inplicit
: session splittin first form. - Accqrdi.ng.to a record
interviping vagigy %%H“‘tyaf‘ng‘ét,s -1 00g sSPBlirih i ey, cprelasgn
perforkdddMgatht 18 8821 @0ardtEIBMRE iR of HEBEmAIh tNASvastERtved late. For
corresponds to this session record and indicates a
exampleradaneeidtion rulicreen bf r@um dipg wGOW of TASI3OANItY Thente(eds., the
time jn.the session.record.is.cha d fromQOct 12 .
securib ool Ty FogS BRENE2 it BSGH 045 SBIITF GBI plder which a
correl8@&ORTE $HOLM K relriP(dneli whisle Sedn@nit Siuild bé Rrundn$ 82 FoRAgurable.
start event or session end event arrives whose
Imple Chet t rresponds to an existing session. The
Xi s can.:
100747 TA B RR0e R ior 20 SRAEITR AERBHRY, floffcally. cach type
of seseish ghtangsts@ash aRepaiiat f@s®ntatden d. fieonadebtors fableefdr DRI ssion
event, then _the existing session is split, and a new
data a8@ g8¢ BHISION §A0iG EA MM AFHIOB (A1) B OF¢T PTeChi QA 1q s trred to
later, @é%gﬁgﬁ- @bled MRlstdréd iniﬂ%?s?iétgrrc, SA-LSIEHB gto@%%%sﬂ@lg ad Oh4Y drive. In
According to a session table, a sessio I starts at
one cihbodifnen® @S cddrd @ahlts ervdsorad inJadatdhas@ OO akQRMatiamed database.

essjon S2 starts , at Jan. 1, 2008 11PM and ..s acti ve..
1007315 > SbBunser b it « PonioB e BB TN gy oy time,
leadin®88 $& 3elarthhIBY PREforARe b quéQAh SBMc 19618 34 AlctPhots
ea]ngplifgggg§hgt it startsoat %aﬁul, 200§ ePM and %ndg
expengive Jiarterms fROBPERIIesSarsss Bivh 88 piasesspetimetthan petierming a query
st ar.t t Jan 2008 6PM and, ends af. an 2008
on a s§yfthiedh otg Amboaifdats e A @ N R BarflioncB ey o diinber of
recorditinbhch RbsididAbll, pad@ith id dEeaseld OhiOliecTRELhE @Moligt oF resources
~delay between the time a session starts or ends and
requirgdh o periasmrqggh querkii s i nformation is entered into a
essl t.ahl e. ' lay. i | )
1007425 e LiBofinerf TRe {oTiGn Lo § ptiiohZd B b sl start ime.
Recalbidui @eh irdvoddipansesdibn i inelkdeson st and timcstadipe The valubaf this
. event to be . col|ected and processed in the United
timestapprdgiormyngs ﬂrhwglcglinaﬁgtqndhe, rqeprdcia Aol et aMbademeniggach
partiti?ﬁfréyr@seﬁfs,taelﬁp-ﬁddg? eltlip(%cF?E Eﬁ{ 1€ 11%1,91%11{iﬁ6ﬁ/ regf’e%@ﬁts ﬂngﬂ 2007

at’ sessi on correlation Is attenpte
12:0000b tcsbbarl, 20011 E83R¥Vend dateondipgititidneepresdng Jan 202¢01t 1AM to

Xl .ting .o correlate a, securit vent s
san 2,252 AT 9P, 18 Pt Bheyesb s Graiy v dof g b stored
in 36EpRAGbITERher thfin iSGRIUQE sBRloA texbSts, a security event
is parked for a mnimuimwait tinme. The hope is that

[0078]he Ceredstiarcaddralont in cither basdlamede Of in maleteve dn pptch mode, when

securip i PalPE AR skt il el orF 1B S Buefeewinne

infornffon@XEfth arcBooBiRfatdd With EneatsidbinRafeEOn £ Qpecificalixihey8ision
) wait tinme. The hope is that the session data wll be
informasigndbptduasivalid ehthe tigestempp gbthegventshen be avail abl e

[007@o r I%qgéfl-e[}ﬂﬁi‘é m3fe \’[’1%%78%(111{§? “ﬁ'{)ﬁﬁrﬁﬁ){l}e@gntg S}ear&e%ii?ed ﬁ{e%re
or exanplé, session rnrormati on Trom an enpl oyée

correlated with the session information in real-time or near real-time. In order for this
correlation to take place in real-time, the session data must be maintained in real-time and
must also support real-time querying. This is very difficult to achieve, since thousands of
events are generated per minute, and each event can include one or more references to session

information (e.g., one or more IP addresses to be used to determine the MAC addresses to
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badgi ng system m ght be inported nightly (e.g., in a

batch process) rather than |oaded in real- tine (e.g.,
w@ooBasyes swi pes occur). In these situati ons, BEEENT/082560

information mght arrive "late,”™ in that correlation

S dy been atte bet ween session informtion
Whlchof?%q?‘%taﬁﬁfeﬁ%s R (s Sonancss ag ObePfﬁui%Weéé%g%bsed to
deterrhidb @V@krsaidh #aN65ped iSRCHE Hokt) eﬁ&rrb%m leNaPB&nt rate of 5,000

enbodi ment, in thi's situation, correl atlon i's
eventyigachd metl2 seyaion mf@reneﬂséva@t\ramltage 19,008 bession sefcrsnces/second.

nf or mat i on that  was L ecel ved
1007315, Bt Bt it fied Risiobhle ko i Bppa s Platil
memcFP e | & Ya¥@RREnd@n Acceds Mem&§IRAIM Y iR ¥eRE fo duPpbrt WRES access

recefved in the past two hours). The circunstances
for updalérg angfarerying Ser examnlont thg sessismdalle ispariigancdin [eggderm
storagf{ MER UL L ZA0 B0 G b M fory. 1

generaeﬂﬁlpemdilaifahe SesSibo teébd:b 1I11W0$£1$6m@ﬂlot'}a®ill?ﬁlclude sessions that are
Specifically,. each ty of session data |s stored
actwea@ﬂée@f)a?ﬁl&be s&eio8p Bt Wﬁ’&ﬂ rece(nélygeﬂme%d &b sVERinthppast %earmmutes)

Since ML ARk gdatg@n (fl%gieé)?/‘ﬁl §(ﬁ§§1‘n%t1(7@§’és§10f1951bd @Qélﬂly terminated

session or session data t
sessmnefsmrngdhdzse seslsalne iy vélhtele passirg iwitl abtresseaheamvwrted résnurces

.persis on-vol atil e storage, such a a hard ive.
requitfiio BT S AR B T 8 S o b adie Dottt el gion
table @h@@ 1@ BasRaBuE h Fladlec hRnRr Nidltiafl t1@421@§ €rom IoBP {3 sth@ge. The

mber of records in a session | e can i nCrease
nurnbsn @fﬁﬁchrdsaﬁ@tbewmv@m talards mepsay 1Srf-@nﬁeumb16y | ar ge

es bl es. e tabl i s
100785 Moo R b L el ABHE s B Bk B PReh R Safele
updat@swﬁra clfccRIdOHE $RALIIEAINEIpplib@ L fhekERIontiltle as SN op&Btiéh. For

small table. I'n one enbodi ment, a session table iIs

examplgyyndeies pecodectehareraaeiumpiereapd apéthep dapliay tedensession table
Hlbn?%&ﬁ{g&aggg%gbgﬁﬁgkéﬁﬁgh|s decreased. This decreases

he anou resources required to perform each
[0079]uerkyven[iD® fekbioh natd Rassithn ghinigivhed, ithan S8 $t @Rpdnaiit €o lovate a

partitioned based on session start tine. e@all t hat,
pamcela& pESpigRJIQY cXAMBlesid aSPEIPTY R tipedp pefddionnsthep eagh pastition

must ]\B,\'i] ﬁ%@@ﬁnuﬂﬁg sGbH S Blind. gh dne El'ngg E{%Hp AL SN ﬁr%cessed

partltlon the recor IS store I'n one
perlochcdj)kyctlortba”ltaptlmbmomseart irtoived tar thp ceiserttpsrtaiof4Tiie [ﬁftature which is

., rst. partition re res
callod] s 7ol GURRIED kit SSigb ctiva oG JallQedesfird n the
currerld %ﬁlttitfohofﬁ BRSNS ¢ $@RioA in PRtk @Mldtug” frg)ﬁf‘a BCVIOUS

07 11:59PM In this enbodi nent, one year's worth of

partition ¢ thereutfantzpaniisngsohatdhaindermation B6Sadihravailabipén thatchient

si on tabI 7 rel ati
partipRRnich i N6l o RER Mook I Esoried ABby S rSioR R, K fRases
the aniBIGA€ of Wh@RFcesTBGUFddLtY atdthOaEMTRItIVE RERIBITHeBa1RE OnlyaBE by@sht partition
they are stored. Later, the stored security

need ha@ustigdt | on/ events are correlated with the session

[008({]nf OK Bt s'egsn n 1&)?18? C}%ahsfel%?h ids vglhecoﬁ ?nsérﬂg terh%a?gd@gélg& (ie.,

hat was val nest anp
sessions whose records contain end time tlrnestarnps) Since past partltlons do not contain

live session data, it is easier to delete or archive these partitions.
[0081] In one embodiment, session rollup is implemented via a scheduled task. The task
is scheduled to run periodically (e.g., at each partition boundary if the partition is based on

time). The specific period is configurable. If a session extends from one partition to another
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[0076] In real-time node, when security

i nformati on/ events are received, they are correlated
WORER/051183 session information in real -tine or PERDS2007/082560

real-tims. In order for this correlation to take

YL R ———
dates), 8RlsedsidEis gﬂa‘lﬁrlﬂﬂoriﬂultliﬂé' s3ssichs 8§ o ffaltioH BouhBarRGhARV&ch

since thousands of events are generated per mnute,
sessioangisteredhn evigirentaartittonl ude one or nore references to

1008215 iR ot RIS R PO R S RLSde" { ULR T90AM to Jan
1 20027016185%211&%5’&541@%8@%11@&2 eseWRiJeh 2t 70056 20 AM to Jan 2, 2007

addr esses have been aSSI or one or nore hostnanes

11:59PYl. pesagsy e stegs Jadle]t ePei hb PBM apdeonds ima’. 2087 1.odhSgssien rollup

will dhfad @@}eﬁ%ﬁt %jro %%%@pel)%an ?";(ﬁ)‘?eﬂt. & R 1528653%1 59PM
even secon SeSSI on references/event resul

and b) Jan) ZO@DIEGGAMm Ja&ﬁgl(}fﬁcl@ﬁ\(/ls@@s@md (2) xE/ﬂ)l(He@torbdl 1mthe first

enbodi nent, a paortion of a sessjon tahle is
partitigp i # éqrﬁlét@tqqqs%p%tapfi aessiopB} ‘ylll(lée ﬁored an glgéﬁ@)ngrpartltlon (also as
I;
¢ BRSO RSSE LR g  SUERATE i
network eorsegsli roatch abthe sarse pastharhé ankeM A addvesy-forealhthe events that have

timesiisge Bepieet 4] 20021 ODEVL oiHah 20 20 Rl opitiys 8P cssion

splittiggneral , the portion of the session table in volatile
menory Wi ll include sessions that are active and, '
[0083]0s shbinpthe esenplescaniyigler @\@frselonéhﬁémarty Octt rﬁQQatZQM and is ongoing

as of ég f?{)?#efterflﬁgg{ngge ?oé’ltra hél? Ig]g1 \M%’WOZ (%lg égft tgg F?smgn into five

scssioBS Edie @ISO oh € €/t 2; bR ok Rt 8 bncFBSOL10N) 9nd SHOFIr Wt 5). The
t hese sessions in volatile nenory wl| decr ease t he

first fwemonéfstqr@hl@dh@égesmc@qa Ppigidioppagiermippted cmdihe fihsession (Oct
the portion of the

3 Wﬂggésjsstg%ﬁ i th #tlggﬁaﬁﬂplggﬁéﬁl}ﬁ ned in volatile nenory

[0084]s ilnidnk ahibxbdinmd@dssicrmmmp ighides:rOSthosagens fHaestarted since the

nunber _ of cords to be stored in volatile nenpry.is
last sesgjaR 1) P BY gle spwteps fhat ﬁtaafs@éwnt%)thﬁarw%srpaftﬁ@n whichever is

earheﬁ%‘e?érﬁhﬁﬂ%%vlﬂé i‘e@ﬁo%&ﬁéh Rt B &ch B 1h%§&se‘s %19{1
up atesaeco ect per|0|ca yapp ed
sessiogesteinnultiplalstwsicas bascdamahe ppétian boumdafo For eteamquiamd pOI‘tlon ofa
. updates_are col ] ected over a one-mnm nut erjiod an
sessiofPIE A SR E B OB & g sy poundary time
For ﬁ&ﬁg&g%i cﬁrﬁo@opﬁe%ﬁoﬁ’ PRIGAL AR pthQFt%]théEMﬁrfbnk parfitis® SS iHanit
been partitioned, it can still be expensive
beglnmtth@thléOlabOlpmiﬂty‘@mbar SE‘SSI on. For exanpl e, iIf a

10085} i 43 b TR bR Rt el BB e R BE RGN Piidylsical®
combBED BicoEIbLIly, A $8885ibABNdLAH |a§>ai‘t&10@%ﬁﬁ@a‘irﬁ @mmalt@@nes@bhmuon
so that active sessions are noved to e current

1n01uq§&ﬁtsi3&5}0@ﬁ/‘fltm4ilﬁ§amé sevprd valpgschatisgarts agtheagrtitipadeupdary time,
then th&kls mvlbls ?{)‘r@%s%g o I{egl%the{ ﬁe%ﬁ?ﬁloﬁy?fﬁe&%@%s\f&s da %e

Fecor ocal curren art
combipth er deseidse theidveativa ®s itaenitind @bﬁapht)@eslsﬁan roll ed up"
roma previous prtitiontot e current partition so
[0086{1hat1nt%1é mbpg 1} A CHAQRHiSISY fa}%ﬂ flma\]lﬁlfpiﬁ jepsigportions, cach

sessioﬁ%ft?dﬁtls annotated in some way to indicate that it is part of a larger session. This
helps identify session portions when determining the duration of an entire (non-split) session.

For example, a flag is added to the record for each session portion. As another example, the
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partition (which is stored in volatile nenory, as

descri bed above). Session rollup decreases the anpunt
W@R00BMOS18F ces required to access an active sesBCDES2007/082560

because only the current partition need be queried.

008 After sessian rollup, st partitions wll .
start g OYFHRY (B ARS8 §_§¢§ﬁf§_t‘%$ regord fog gAcjsgiion portion. In
this cV4AANE HREPoHGinG ABSsHIhIRAchstwSBd hhvEERAERERBItart BIS SorRRS byerall
~partitions do not contain |ive session data, it is
sessiopas péditiomtoddemtcel kyysand Nilwes.t hese partitions. [0081]

oney, S SAOP Tl T3, LB RO b ens

and isRRE hRehtadlinit he sebpe AthERGMHRA! ikt isespcRAuindiakdntioh i§ Rebe
~_partition is based on tine). The specific period is
limited gafyi Byuthabellowipg clings slioanthe gb@vedlsqupsen. sty pariefiensgrll be
I . ..
sppare] 888 o b S AR B RS pE G pRRERBY e spiitand
scopchEirtiaeeritioa. session is live on two different dates),
the session is split into nultiple sessions based on
partition boundaries, and each session is stored in a
different partition. [0082] For exanple, consider a
first partition that represents Jan 1, 2007 12: 00AM to
Jan 1, 2007 11:59PM and a second partition that
represents Jan 2, 2007 12: 00AMto Jan 2, 2007
11: 59PM A session starts Jan 1, 2007 11:00PM and ends
Jan 2, 2007 1AM Session rollup wll divide the
session into two sessions: a) Jan 1, 2007 11:00PMto
Jan 1, 2007 11:59PM and b) Jan 2, 2007 12: 00AMto Jan
2, 2007 1AM Session (a) will be stored in the first
partition as a term nated session, and session (b)
Wi ll be stored in the second partition (also as a
term nated session). If the session concerns DHCP
information, a given |IP address and network zone w ||
match to the same hostname and MAC address for all the
events that have tinestanps between Jan 1, 2007
11: O0OPM and Jan 2, 2007 1AM regardl ess of the session
splitting. [0083] As another exanple, consider a
session that starts Cct 1, 2007 2PM and is ongoing as
of Cct 5, 2007. Perform ng session rollup on Cct 5,
2007 will split the session into five sessions (one
for Oct 1, one for Cct 2, one for Oct 3, one for Cct
4, and one for Cct 5). The first four sessions stored
in their respective partitions as term nated, and the
fifth session (GCct 5) will be stored in the active
partition as ongoing. [0084] In one enbodi nent,
session rollup includes: O the sessions that started
since the |ast session rollup (or the sessions that
started during the previous partition, whichever is
earlier), determ ning which sessions are active. For
each of these sessions, splitting the session into
mul tipl e sessions based on the partition boundary. For
a termnated portion of a
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session, adding that portion to a past partition so
that it ends at the partition boundary tine. For an
woe@slsy3porti on of a session, adding that pork¢DHS1007/082560
the current partition so that it begins at the
partition boundary tine. [0085] In order to determ ne
the length of an entire s&e58™h, the split sessions
1. A tR@RodRyr e dRInNRGtatSRAGIN AR kMg al sbsRorS@BRI BB e tablc a
partition boundary time and the next partition
compiisiog auesr mowesssiancddh, a sessierarneoidaypmyridingaing @s nofakey fields
St a rts AN t| n boundar t he t ese. . .
and o Fh Gl BT AR BT ik et S gpine:
t hRAEMSOSS bANFHCARND WhekMTHenBelrit c o 86 MpARstaliBnestamp and
duration of the entire (non- spllti sessi on. [0086] In
one enbyeimen abopcpcrtion 6 p oatwaskedyavicei nt o nul tipl e
S ' 0 d
; QSRR AP R FRET on BRSS! APRNAL e FocBAROBYE
s ga&iymg.thd. kHsSmn Irail@sslmgjmetnﬂqstaamdane pasry kepsindhen
determ ning the duration of an entire (non-split)
s€§§m%ﬂga*ﬂF6Y“§R%nple a flag is added to the record
i r
2 T B8 6857 1, B P B8 s SRS Bl P AT Bon Ryl rom an
eventoveral | (non-split) session is added to the record for

eac sion.portion, In this ex corres ndi
3. ThEBEBoR BT Rl DB BUhe R gmp s Tk <omiree &7 Raaneffotocol
(IP) alifigssoveral | session in addition to identical keys and

val ues. [0087] The above description is included to
4. Th¢ inkihed ohtkeim hewbgremethé one af mpteevabretfoddsnesmpgise ganelof ghostname

t..meant 1o | i.m cope of the invention. The
anda@%@ﬁgggFmtﬁgn?ﬂ3§@%¢£?mf%;to be limted only by the
5. Thd @kihewionglafth 2l Wherefnr themét@riadaieeicdicsRpisdshe offafiyewall, an

varjations will be apparent to one skilled in the
intrusjog| ds{egrien aystenp.Hael ageiicll yet be enconpassed by the

o TSR TR Ry 15 o AR 221

7. Thesinathed iofitlainmal whercinstho gesaios eswird torhpities a firfteinsaasipoficld

table conprising one o essiqn records, a
indicaging &iskt tiag 6‘?%& SGRpY tlgteﬁ@m@ﬁfe %‘rﬁ difsting grgn i@fds and

8. Th@ﬁ‘@tlhgﬂ ofPlafin &7 WRSE e EhElifs i& h%ﬁ?y %@rﬁﬁﬁ&i BRLLE a session

ds, the nethod conprising: identifying a security
mmtawnﬁnt wherein the security event conprises a
nf or mat i gn. about

9. The gt ”ﬁsﬁwﬁ@laaam SeaPertniri s g GaRy SRefrisaL bibed n drigssion

termiftiofRy&ntf 1 el ds of the security event; querying the
session table using the tinmestanp and t he %1ery key
10. Tegethpéofielainn g, whayearqperyergithe ; sessmn table using the tlrnestarnp and the

query key comprises determining a session record whose start time is earlier than the
timestamp and whose end time is later than the timestamp.

11. The method of claim 1, wherein querying the session table using the timestamp and the
query key comprises testing the query key against a filter associated with the session table.
12. The method of claim 1, wherein querying the session table using the timestamp and the
query key comprises waiting a minimum amount of time.

13. The method of claim 1, wherein querying the session table using the timestamp and the

query key comprises waiting a maximum amount of time.
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2. The nethod of claiml1l, wherein the session record
i ncludes information extracted froman event. 3. The
woreaoBosk135 cl aim 1, wherein the one or nore keRCT/U8100%082560
conpri se an Internet Protocol (IP) address. 4. The
met h of claim rein the one or.nore val ue
14. Thqrag gd Egﬁlﬁﬁf‘? éeWé?@naﬁ © SCSHBR FSeRFReConypiFeR 2 g amRdisld indicating
acrea@ﬂhﬁfélof@b@%@lméﬁf;@b@ﬁﬁ 5. The method of claiml,
wherei n the networked devi ce conprises one of a
15. Tld methad bf clamn 1j whereigithnsatsipe tbil o pglstst,toaﬁd and a
erv t hod of ¢ rein t e
16. TR 48R oPs1abl s TAARR oty et il G L pé IR tilatup and he
query\M@fz b@ﬂnpn&égelu&%sg OParfiBEO6Tthe QRIS Sle asihg FfettirhésiRS AMPthe
Ild indicating a start tinme and a second ti mestanp
quef}’fkieﬁl d indicating an end tine. 8. The nethod of claim
qp]g I
17. Tl?e‘ liS&e §£ @g%ﬁ‘?% N trélhggsﬁ s?on;ﬂ%:'ﬁ%&t d%é%cg?te?% Egsplggt a?’%;?tgnds
acrosMpﬂretlm bhndatyals divtiddteintosmultiple seididryredeider m ned based
session termnation event. 10. The net hod of

18. Tleﬂ raﬁtm)@k of claen &7-rvlieip pasigroeerd of dasmplipleasprionEscorgs ipdudes an
annotﬁtidﬁq%tlﬁdlpat@ﬁﬁt [R& oo R phartdth | ﬁ@'é%éssﬁs& determning a

session record whose start ti Is earlier than the
19. Thd mmetbbdnpelaimd 1 Shvolsecietit dninotatios compasestonanf & fleg and a timestamp

i mesta 11. The t hod of claim 1, wherein querying
indic lﬁga‘é@gg]lggﬁe%smséarﬁgﬁﬁg the tinmestanp and the query

20. THEHROABY EIRRS 1 t\@%rbl‘ﬂghé 08siaH @e{bYe f’&%&iﬁﬁ%b@% s@si@h |sfa@trt1rne and
associ at ed V\/lt’h the session tab . he net hod

wheregn qiiarying tlva@s@omta@lﬁeusmm@e tlh@stsmwmd mhet wlrxek%scrqmg)rtsh@

R Brfot O of FECYip Ry BURRLRT: bl

V\/qaé@mg tHél @dtintifed ﬁ@tlﬁ@tﬁﬁdl@ﬂfeaﬁﬂlﬁtaﬂﬁi ad thbgudr, mept anp
and the query key conprises waiting maxi mum anount

21. A@pmpuwéprogmw@e@a%wz&%m&*ﬂ%z@vw@w%@g a gessionfigble, the
SGSSIO@E%? ?Otgéﬂsq}lg blgg &mm%%ﬁk%&%p& 8§ %Ssﬁks%h feggrgarcgmlpr 1smg one or

I mest anp ‘’cating a crea
more kéynficldf addh@nesssiro finfesatpdicldSandldne oretdredaloé ﬁellda,l the domputer

wherejn the session table |% part.itioned. 16. The
Progragp Cb‘fon&réﬁ% & COMRBHET ISR &‘u@? PWQDOPW@@%%%TPBW@% HRpgm

codef(‘)?gryl ng Ehféﬁﬁdafﬂér@%{?oc%% iy key conprises

partitio session table using the
t ndm!af}amg)a aﬁwdrltmen‘q wéicreik e seditity Thent cemhosks aftingdsganm and
15, wherein 2 session record Lhat, describes a session
determining a query key based on one or more fields of the security event;
querying the session table using the timestamp and the query key; and
returning a query result.
22. An apparatus for maintaining state information using a session table, the session table
comprising one or more session records, a session record comprising one or more key fields
and one or more timestamp fields and one or more value fields, the apparatus comprising;:
a security event module configured to identify a security event, wherein the security
event comprises a timestamp and information about operation of a networked
device;

a query key module configured to determine a query key based on one or more fields

of the security event;

21



across a partition boundary is divided into nmultiple
session records. 18. The nmethod of claim 17, wherein
we@2wR/0s88drd of the nultiple session records iPCT/US®E7/082560
an annotation to indicate that the record is part of
a larger session..19. The nethod of ¢laim 18, wherein
¢ AGUSR AOT O OB I uRas fossion taRyS Urpe Kot Rskmmppd the
i ndi cayjfg K, Myer al | -session start tinme. 20. The
met hod of "claim 1, wherein the session table is
partsuttingerhde eynfigersditomctsnar query resylt.and wher ei n
guerying the session table using the tinmestanp and the
query key conprises: determning a partition of the
session table based on the tinestanp; and querying the
determ ned partition using the tinmestanp and the query
key. 21. A conputer program product for maintaining
state information using a session table, the session
tabl e conprising one or nore session records, a
session record conprising one or nore key fields and
one or nore tinestanp fields and one or nore val ue
fields, the conmputer program product conprising a
conput er - r eadabl e nedi um cont ai ni ng conput er program
code for performng a nethod, the nethod conpri sing:
identifying a security event, wherein the security
event conprises a tinmestanp and infornation about
operation of a networked device; determning a query
key based on one or nore fields of the security event;
guerying the session table using the tinmestanp and the
query key; and returning a query result. 22. An
apparatus for maintaining state information using a
session table, the session table conprising one or
nore session records, a session record conprising one
or nore key fields and one or nore tinestanp fields
and one or nore value fields, the apparatus
conprising: a security event nodule configured to
identify a security event, wherein the security event
conprises a tinestanp and i nformati on about operation
of a networked device; a query key nodul e confi gured
to determ ne a query key based on one or nore fields
of the security event; 21 WO 2008/052133
PCT/ US2007/ 082560 a queryi ng nodul e configured to
query the session table using the tinestanp and the
query key; and a result nodule configured to return a
gquery result. 22
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