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Tidwell  BACKGROUND 1. CROSS-REFERENCE TO RELATED
APPLICATION [0001] This application claims the benefit
of U.S. Provisional Application No.  60/862,932, filed
October 25, 2006, and U.S. Utility Application No.
11/923,502, filed on  October 24, 2007, which are
hereby incorporated by reference herein in their
entirety. 2. FIELD OF THE INVENTION [0002] This
invention pertains in general to security
information/event management (SIM  or SIEM) and in
particular to tracking state data (e.g., about a
network, a device, or another  real-world phenomenon)
so that the state data can be used in conjunction with
security  information/events. 3. DESCRIPTION OF THE
RELATED ART [0003] The field of security
information/event management (SIM or SIEM) is
generally  concerned with 1) collecting data from
networks and networked devices that reflects network
activity and/or operation of the devices and 2)
analyzing the data to enhance security. For  example,
the data can be analyzed to identify an attack on the
network or a networked device  and determine which
user or machine is responsible. If the attack is
ongoing, a  countermeasure can be performed to thwart
the attack or mitigate the damage caused by the
attack. The data that is collected usually originates
in a message (such as an event, alert, or  alarm) or
an entry in a log file, which is generated by a
networked device. Exemplary  networked devices include
firewalls, intrusion detection systems, and servers.
The message or  entry usually includes a timestamp
that reflects when the network activity occurred.
[0004] While it is possible to identify and
investigate an attack using only the collected  data,
it is often helpful to have additional information
such as the state of the network. A  network's state
includes, for example, the various devices in the
network and how the devices  are connected (e.g., the
network's topology). Each device also has a state.
This state includes 1 



WO 2008/052133 PCT/US2007/082560  various attributes
such as, for example, a hardware attribute (e.g., a
Media Access Control  (MAC) address of the device), a
logical attribute (e.g., an Internet Protocol (IP)
address  assigned to the device), an ownership
attribute (e.g., a person or entity who owns the
device),  a geographical attribute (e.g., a physical
location of the device), a software attribute (e.g.,
an  operating system installed on the device), a login
attribute (e.g., a user who is currently  logged in to
the device), a process attribute (e.g., a process that
is currently executing on the  device), and a network
attribute (e.g., an active network connection of the
device). [0005] Consider a message that has been
identified as being part of an attack. Information  in
the message might indicate the source device of the
attack (e.g., by the device's IP  address). This IP
address can then be used to identify other messages
that are part of the same  attack. But it would also
be helpful to know to which device the IP address is
assigned (e.g.,  as indicated by the device's MAC
address or hostname). If the device/IP address pair is
known, then any mention of the IP address can be
traced back to the device. Also, if the users  logged
in to that device are known, then the device can be
traced back to the users. If the  users' roles are
known, then the users can be traced back to their
roles, and the roles can be  considered in conjunction
with the messages that were received and the actions
that the  messages describe. [0006] Unfortunately, it
is not easy to determine the state of the network at
any given  time. This is because the state is not
constant - it changes over time. In particular, each
device's state changes over time. For example, the IP
address assigned to a device can change  over time due
to different Dynamic Host Configuration Protocol
(DHCP) leases, different  Virtual Private Networks
(VPNs) being used, or Network Address Translation
(NAT). As  another example, the users logged in to a
device can change over time as various people log  in
and log out. Thus, it is helpful to know not only the
current state of the network but also  the past
state(s) of the network. Since the attributes of a
particular device can change,  knowing the correct
attributes at any given point in time is helpful in
order to correlate events  involving the same machine
or user. [0007] Consider a user on a first machine
trying to log in to a second machine. If the user
tries to log in ten times within five minutes and
fails each time, then this occurrence should  be
flagged for review because it might signify an attack.
Assume that each failed login  generates a message
that includes the IP address of the first machine. If
the first machine had  the same IP address for all ten
failed logins, then an attack would be identified. On
the other  



hand, if the first machine changed IP addresses during
the attack, then some messages would  indicate a first
IP address and other messages would indicate a second
IP address. Since 2 WO 2008/052133 PCT/US2007/082560
neither IP address was used for all ten failed logins,
nothing would be flagged for review.  This is called a
false negative. [0008] In this situation, it would be
helpful to know the state of the network at the time
of  the possible attack. For example, at the time of
each failed login message, it would be helpful  to
know to which device (e.g., based on MAC address or
hostname) the IP address was assigned. If this were
known, then even though the failed logins came from
different IP  addresses, the IP addresses could be
traced back to the same device and an attack could be
identified. This is made possible by the fact that MAC
addresses and hostnames change less  frequently than
IP addresses. In other words, IP addresses are more
transient than MAC  addresses and hostnames. [0009]
Note that changing IP addresses can also cause false
alarms. Along the lines of the  example above,
consider four failed logins from one source device and
six failed logins from  another source device, each
occurring within a five-minute time span and directed
at the same  machine. Although the source devices are
different, and they never had the same IP address
simultaneously, each device had the same IP address at
the time that device caused a failed  login. Since
this same IP address was present in all ten failed
login messages, this occurrence  would be flagged for
review. This is called a false positive. [0010] What
is needed is a way to maintain and query changing
state data in an efficient  manner so that the data
can be used in real-time in conjunction with security
information/events. BRIEF SUMMARY OF THE INVENTION
[0011] A network's state changes over time. In
particular, each device's state changes  over time. If
a state attribute (such as Internet Protocol (IP)
address) changes over time, then  a particular value
of that attribute is valid for a particular time
period, which we will refer to  as a "session." In
general, a session can be thought of as an association
between two entities  (e.g., a device and an IP
address or a person and an asset) that is valid for a
particular time  period. [0012] Session information
can be used by itself or in conjunction with other
information  (e.g., other datastores or security
information/events collected from networks and/or  



networked devices). Session information can be used
for correlation, auditing, associating  actions with
users, associating users with business roles,
identifying devices, enforcing  company policies based
on users and/or roles, filtering events, reporting,
etc. For example,  session information can be
correlated with other information according to rules
to identify 3 WO 2008/052133 PCT/US2007/082560  and/or
investigate attacks or anomalous behavior. Security
information/events include  timestamps that reflect
when network activity occurred. When these events are
correlated  with session information, the session
information reflects the session that was valid at the
time of the timestamps. [0013] For each type of
session, a session table is maintained. A session
table includes  one or more records, where each record
represents a session. Session record information is
stored in various fields. Together, these fields
comprise a schema for the session information.  Each
schema includes three types of fields: key fields,
value fields, and timestamp fields.  Session
information is described as keys and values in order
to support query/lookup  operations. [0014] A session
table can be associated with a filter. The filter
describes a set of  conditions that defines the data
that is managed by the session table (e.g., a set of
keys that  can be used for records in that table).
Using a filter decreases the time necessary to
evaluate  an event against available session
information because unnecessary lookups of session
information are eliminated. [0015] One way to populate
a session table is to use data contained in security
information/events. Rules are created to identify
events related to session information, extract  the
session information, and use the session information
to modify a session table (e.g., by  creating,
modifying, or terminating a session record). Relying
on events to start and end  sessions can result in an
inaccurate session table. These problems can be
addressed by using  rules to implicitly determine
session boundaries based on events that have been
received.  [0016] There can be a delay between the
time a session starts or ends and the time that  this
information is entered into a session table. Sometimes
the delay is small. In this situation,  it can be
helpful to wait before attempting to correlate a
security event with that session data.  Sometimes the
delay is large. In this situation, session information
might arrive "late," in that  correlation has already
been attempted between session information of that
time interval and  various security events. In one
embodiment, in this situation, correlation is
performed again  



to take advantage of the session information that was
received late. [0017] A session table is partitioned
so that the number of records in each session table
partition is decreased. This decreases the amount of
resources required to perform each  query. A session
table is processed periodically so that active
sessions are moved to the  current partition. This
feature, which is called "session rollup," guarantees
that if a session is active, its record will be
located in the current partition. In other words, live
session  information is "rolled up" from a previous
partition to the current partition so that the  4 WO
2008/052133 PCT/US2007/082560  information is readily
available in the current partition. Session rollup
decreases the amount  of resources required to access
an active session because only the current partition
need be  queried. BRIEF DESCRIPTION OF THE DRAWINGS
[0018] FIG. 1 shows exemplary schemas for different
types of session information.  [0019] The figures
depict an embodiment for purposes of illustration
only. One skilled in  the art will readily recognize
from the following description that alternative
embodiments of  the structures and methods illustrated
herein may be employed without departing from the
principles described herein. DETAILED DESCRIPTION OF
THE EMBODIMENTS [0020] Although the present system
will be discussed with reference to various
illustrated  examples, these examples should not be
read to limit the broader spirit and scope of the
present invention. For example, the examples presented
herein describe security  information/events, session
tables, and records, which are but one embodiment of
the present  invention. The general concepts and reach
of the present invention are much broader and  may
extend to any computer-based or network-based security
system. Also, examples of the  messages that may be
passed to and from the components of the system and
the data schemas  that may be used by components of
the system are given in an attempt to further describe
the  present invention, but are not meant to be
all-inclusive examples and should not be regarded  as
such. [0021] Some portions of the detailed description
that follows are presented in terms of  algorithms and
symbolic representations of operations on data within
a computer memory.  These algorithmic descriptions and
representations are the means used by those skilled in
the  computer science arts to most effectively convey
the substance of their work to others skilled  



in the art. An algorithm is here, and generally,
conceived to be a self-consistent sequence of  steps
leading to a desired result. The steps are those
requiring physical manipulations of  physical
quantities. Usually, though not necessarily, these
quantities take the form of  electrical or magnetic
signals capable of being stored, transferred,
combined, compared and  otherwise manipulated. It has
proven convenient at times, principally for reasons of
common  usage, to refer to these signals as bits,
values, elements, symbols, characters, terms, numbers
or the like. It should be borne in mind, however, that
all of these and similar terms are to be  associated
with the appropriate physical quantities and are
merely convenient labels applied 5 WO 2008/052133
PCT/US2007/082560  to these quantities. Unless
specifically stated otherwise, it will be appreciated
that throughout  the description of the present
invention, use of terms such as "processing",
"computing",  "calculating", "determining",
"displaying" or the like, refer to the action and
processes of a  computer system, or similar electronic
computing device, that manipulates and transforms
data represented as physical (electronic) quantities
within the computer system's registers and  memories
into other data similarly represented as physical
quantities within the computer  system memories or
registers or other such information storage,
transmission or display  devices. [0022] As indicated
above, one embodiment of the present invention is
instantiated in  computer software, that is, computer
readable instructions, which, when executed by one or
more computer processors/systems, instruct the
processors/systems to perform the designated  actions.
Such computer software may be resident in one or more
computer readable media,  such as hard drives,
CD-ROMs, DVD-ROMs, read-only memory, read-write memory
and so  on. Such software may be distributed on one or
more of these media, or may be made  available for
download across one or more computer networks (e.g.,
the Internet). Regardless  of the format, the computer
programming, rendering and processing techniques
discussed  herein are simply examples of the types of
programming, rendering and processing  techniques that
may be used to implement aspects of the present
invention. These examples  should in no way limit the
present invention, which is best understood with
reference to the  claims that follow this description.
Introduction to Sessions [0023] As explained above, a
network's state is not constant - it changes over
time. In  particular, each device's state changes over
time. If a state attribute (such as Internet Protocol



(IP) address) changes over time, then a particular
value of that attribute is valid for a  particular
time period, which we will refer to as a "session."
Information associated with a  session ("session
information") includes, for example, a first timestamp
that indicates the  start of the session, a second
timestamp that indicates the end of the session (if
the session has  ended), a third timestamp that
indicates the creation of a session record (discussed
below),  and one or more pieces of data that are valid
during that session. [0024] Consider a device that has
received an IP address via a Dynamic Host
Configuration Protocol (DHCP) lease. The one or more
pieces of data might include a) an IP  address (and,
if the IP address is not globally unique, a network
zone that contains the IP  address) and b) an
indication of the device to which the IP address was
assigned (e.g., the  device's hostname and/or Media
Access Control (MAC) address). (A network zone is a 6
WO 2008/052133 PCT/US2007/082560  network segment. A
label identifies a network zone and is used to
distinguish private address  spaces from one another.)
Similarly, consider a device that has received an IP
address via a  Virtual Private Network (VPN) login. In
addition to (a) and (b) above, the one or more pieces
of data might include a username that was used to
initiate the VPN login. As another  example, consider
a device that has been characterized by an IP address
via Network Address  Translation (NAT). Here, the one
or more pieces of data might include a) an IP address
(and,  if the IP address is not globally unique, a
network zone that contains the IP address), b) an
indication of the device to which the IP address was
assigned via translation (e.g., the  device's hostname
and/or actual IP address and source port). [0025]
Other device state attributes can also be modeled
using sessions. Consider a first  device ("destination
device") that allows other users to log in to it from
a second device  ("source device"). The one or more
pieces of data might include a) an IP address (and,
possibly, network zone) of the destination device, b)
an indication of the source device (e.g., the source
device's hostname and/or IP address and network zone),
and c) other login  information (e.g., the username
used at the source machine and/or the username used at
the  destination machine). [0026] While the session
information described above is related to networking,
many  different types of information are valid for a
particular time period and thus can be modeled  using
sessions. For example, information about the physical
world can be modeled using  sessions. An asset (such
as a computer) can be owned by or assigned to a person
or entity. A  



person can be present in a physical location. A phone
number can be assigned to a person.  Each of these
states is temporary and, thus, can be modeled using a
session. [0027] In general, a session can be thought
of as an association between two entities (e.g.,  a
device and an IP address or a person and an asset)
that is valid for a particular time period.  Session
information can be used by itself or in conjunction
with other information (e.g., other  datastores or
security information/events collected from networks
and/or networked devices).  Session information can be
used for correlation, auditing, associating actions
with users,  associating users with business roles,
identifying devices, enforcing company policies based
on users and/or roles, filtering events, reporting,
etc. For example, if employees are required  to swipe
their ID cards when they enter and leave the office,
then the following reports can be  generated: average
number of hours spent by employees at work and time
pattern of  employees entering and leaving the office.
[0028] As another example, session information can be
correlated with other information  according to rules
to identify and/or investigate attacks or anomalous
behavior. Recall that 7 WO 2008/052133
PCT/US2007/082560  security information/events include
timestamps that reflect when network activity
occurred.  When these events are correlated with
session information, the session information reflects
the session that was valid at the time of the
timestamps. Exemplary correlations include:  [0029] a)
Identifying events associated with a particular person
- A device/person session  table determines which
device is owned by or assigned to the person. A login
session table  determines which devices have been
logged in to by the person's device and which devices
have been logged in to from those devices, etc. Events
originating from those devices are  identified. [0030]
b) Identifying a login that was initiated from a
location other than the user's  location - A login
session table determines which usernames and source
devices have logged  in to a target device. A
datastore determines which real people correspond to
the usernames  and where the source devices are
located. A location/person session table determines
where  the real people are located (e.g., based on
recent swipes of a badge or ID card to access a  room
or building). The real people's locations are compared
to the source devices' locations.  [0031] c)
Determining a moving average of attacks generated from
machines accessing  the network via VPN - IP addresses
contained in messages related to attacks are compared
to  IP addresses in a VPN session table. 



[0032] d) Determining a moving average of attacks
generated from users accessing the  network via VPN -
IP addresses contained in messages related to attacks
are compared to IP  addresses in a VPN session table.
Matching usernames in the records are determined.
[0033] e) Identifying users logged into a machine at
the time the machine initiated an  attack - A message
related to an attack includes an indication of the
device that initiated the  attack and a timestamp
indicating the initiation of the attack. A login
session table determines  which usernames were logged
in to that device at that time. [0034] In one
embodiment, a rule comprises a set of simple or
complex conditions  optionally combined with other
constructs such as aggregation, groupings, and
triggers. A  rule can be used in many ways, such as:
to evaluate incoming events for specific conditions
and patterns; to correlate information from different
events using rule correlation as well as  other
constructs like active lists, session lists, and
threat level calculations; to infer meaning  about
significance of events; and to initiate real-time
actions in response to events. [0035] Correlations and
rules are further described in U.S. Application No.
10/308,415,  filed December 2, 2002, which is hereby
incorporated by reference herein in its entirety.
Framework for Storing Session Data 8 WO 2008/052133
PCT/US2007/082560  [0036] For each type of session, a
session table is maintained. For example, one session
table maintains session information related to devices
and IP addresses while another session  table contains
session information related to people and assets. A
session table includes one  or more records, where
each record represents a session. For example, a
device/IP address  session would describe a time
period for which a particular device was assigned a
particular  IP address. This record would be stored in
a device/IP address session table. In one  embodiment,
a session table is similar to a Session List, which is
a feature of the ArcSightTM  Enterprise Security
Manager (ESM) 4.0 (available from ArcSight, Inc. of
Cupertino, CA).  [0037] Recall that session
information includes, for example, a first timestamp
that  indicates the start of the session, a second
timestamp that indicates the end of the session (if
the session has ended), a third timestamp that
indicates the creation of a session record, and  one
or more pieces of data that are valid during that
session. This information is stored in a  session
record. The third timestamp indicates when the session
record was created. Note that  network latency might
cause a gap in time between the start of a session and
the creation of  the record corresponding to that
session. 



[0038] Session record information is stored in various
fields. Together, these fields  comprise a schema for
the session information. Different types of session
information can  have different schemas. FIG. 1 shows
exemplary schemas for different types of session
information. The illustrated schemas are DHCP, VPN,
NAT, Login, and Asset Ownership. In  FIG. 1, each
rectangle represents a field. [0039] Each schema
includes three types of fields: key fields, value
fields, and timestamp  fields. In one embodiment,
session information is described as keys and values in
order to  support query/lookup operations. (Query
operations are used to access information in the
session table and are further discussed below.) In
this embodiment, each session table would  specify one
or more fields of a record to be used as keys (the
"key field(s)"). One or more  other fields of a record
would be used as values ("value field(s)"). For
example, in a  device/IP address session table, the IP
address (and, possibly, network zone) can be used as a
key, and other session information (e.g., hostname and
MAC address) can be used as the  values. [0040]
Timestamp fields, which include the Start Time field,
End Time field, and  Creation Time field, each contain
a timestamp as described above (unless the session has
not  ended, in which case the End Time field would be
empty). The Start Time field value and  End Time field
value are used to identify a valid session for a given
key at any given instance  of time. For example, given
a key and a particular timestamp, if that key maps to
several sets 9 WO 2008/052133 PCT/US2007/082560  of
value fields, the appropriate set of value fields is
the one whose Start Time and End Time  surround the
timestamp. [0041] FIG. 1 shows the key field(s),
timestamp field(s), and value field(s) for each
schema. The indication of one or more key fields is
also part of the session information  schema. [0042]
In this way, the session table acts as a key-value
mapping that maps or binds keys  to values. For
example, a session query would contain one or more
keys ("query keys"), and  the query result would
contain one or more values that were bound to the one
or more keys.  Since a session can be thought of as an
association between two entities, one entity is
represented by the key, and the other entity is
represented by the value. [0043] The information
contained in some fields can be identical among
different  sessions (and, therefore, among different
records). For example, if a device is assigned a first



IP address one day and a second IP address another
day, each session record will contain  identical
information regarding the device (e.g., the device's
MAC address or hostname).  Similarly, if an IP address
is assigned to a first device one day and a second
device another  day, each session record will contain
identical information regarding the IP address. If two
records contain identical field information and this
field information determines the key, then  that one
key needs to map to two different sets of information
(one set for each session). This  functionality can be
implemented by, for example, putting the sets of
session information in a  list and having the key's
value be that list. The Start Time field value and End
Time field  value are used to identify which set of
session information is valid at a given instance of
time,  as described above. In one embodiment, the sets
of session information are sorted within the  list
according to each session's start time. This decreases
the time necessary to perform a  lookup. [0044] In one
embodiment, a session table is implemented as a
hashmap, and the key that  is used for a lookup is a
hashcode that is determined based on the hashcodes of
all of the key  fields. In this embodiment, the
hashmap key can be thought of as a tuple of key field
values.  [0045] The hashmap value is a data structure
("SessionlntervalDataStructure") that represents a
list of one or more sets of session information. This
is similar to the chained hash  table technique. In
one embodiment, the entries in the data structure
(each of which is a set of  session information) are
managed using an interval tree. An interval tree is an
ordered tree  data structure used to hold intervals.
An interval tree enables efficient determination of
all  intervals that overlap with a given interval or
point. 10 WO 2008/052133 PCT/US2007/082560  [0046]
Here, the interval of an entry uses that session's
start time and end time as  endpoints. In order to
correlate a security event with information in a
session table, the  relevant session must first be
identified. In one embodiment, the event's end time is
used to  match the interval to select an appropriate
entry (session) applicable to the security event. If
an entry is open-ended (i.e., the session has not yet
terminated), a maximum time is used as  an interval
end time. The data structure used to represent the
interval tree can vary. In one  embodiment, if the
number of expected entries per table and key tuple is
limited, an array- based implementation is used.
[0047] The memory required to store a session table is
proportional to the number of  records in the table.
In other words, the memory requirement grows in O(n)
where n is the  



number of records loaded in memory for the session
table. Regarding lookup time, if m is the  number of
unique keys (based on the key field tuple) in the
session table andp is the average  number of entries
per unique key, then the time required to perform a
lookup is O(log p).  Here, m * p = O(n). [0048] Common
operations that are performed on a session table and
their time order  complexity are as follows: Querying
a session value field (e.g., to correlate with a given
event) is O(log p). Updating the end time of a record
is O(log p). Inserting a new record is  O(log p).
These low time order complexities enable session
tables to be queried and  maintained in real-time so
that the session information is available in real-time
to be used for  correlation, etc. [0049] In order to
retrieve session information that is applicable to a
particular security  event, a dependent variable
function is defined. In one embodiment, this
definition includes a  name for the dependent
variable, a session table to be used to retrieve the
session  information, and a mapping of the event's
fields to the key fields in the session table. Based
on this definition, corresponding entries are
identified in the session table and made available  to
be used in correlation. [0050] Dependent variables can
be chained in order to access session information from
different sources. A user can specify not only
multiple data sources in which to look for
information but also the order in which these data
sources should be used. For example, a  user can
specify that if DHCP information and VPN information
are both available, the MAC  address can be retrieved
from either and then combined with information from
disparate  sources to be used in correlation. [0051]
In one embodiment, a session table can be associated
with a filter. The filter  describes a set of
conditions that defines the data that is managed by
the session table (e.g., a  11 WO 2008/052133
PCT/US2007/082560  set of keys that can be used for
records in that table). For example, if the table
stores DHCP  information and the keys are IP
addresses, then the filter can describe a range of IP
addresses  (e.g., the IP addresses that can be
assigned by the DHCP server). Using a filter decreases
the  time necessary to evaluate an event against
available session information because unnecessary
lookups of session information are eliminated. A
filter avoids querying a session  table for an event
for which session information is not available. In
this way, a filter acts as a  gate-keeper for queries
directed to a table. 



[0052] In one embodiment, a filter is implemented as
follows: An event is identified for  which a session
table lookup is desired. Based on data stored within
the event, the query key  is determined. Before the
lookup is performed, the query key is tested against
that table's  filter. If the key passes the test, then
the desired data might be stored in the table and the
lookup is performed. If the key fails the test (e.g.,
if the IP address key is not within the  filter's
range of IP addresses), then the desired data is not
stored in the table and the lookup is  not performed.
[0053] A session table can be populated with data in
various ways. One way is to import  data from a file
such as an archive. The file, which can be located on
any networked device,  can contain any type of
information in any format (e.g., comma-separated
values (CSV)  format). For example, the file may have
been output by a datastore that contains information
that is desired to be correlated with security
information/events. Consider a database that  contains
Human Resources (HR) information such as employees and
their business roles  within an organization.
Exporting this HR data from the database to a file and
then importing  the file into a session table will
make the data available in real-time for correlation,
etc. This  data can be used, for example, to enforce
network access policies based on a user's business
role rather than based on a device or an IP address.
[0054] Another way to populate a session table is to
use directory services to retrieve data  from
datastores. These directory services can be accessed
via various protocols such as  Lightweight Directory
Access Protocol (LDAP) or X.500. [0055] Yet another
way is to use one or more software agents (such as
SmartConnectors  from ArcSight, Inc.) to send the
desired data in the form of events. Then, one or more
rules  can be used to process the events.
Specifically, the rules can extract session data from
the  events and use this data to populate session
tables. [0056] Another way is to enter the session
data directly into the data structure underlying  the
session list. For example, if the session list is
stored in a database (see below), then the  session
data can be entered directly into the database. 12 WO
2008/052133 PCT/US2007/082560  [0057] Yet another way
to populate a session table is to use data contained
in security  information/events. Rules are created to
identify events related to session information,
extract  the session information, and use the session
information to modify a session table (e.g., by
creating, modifying, or terminating a session record).
The rules can be run on events as the  



events occur ("live mode") or on past events that have
been stored ("batch mode"). [0058] One example of
populating a session table based on events is DHCP
snooping,  where DHCP information (e.g., lease
assignment events) is used to create a DHCP session
table. For example, a DHCP acknowledgment message
causes a rule to create and start a  session (i.e.,
add a record to the DHCP session table). A DHCP
release message causes a rule  to terminate a session
(i.e., add an end time to an existing record in the
DHCP session table).  [0059] Relying on events to
start and end sessions can result in an inaccurate
session  table. For example, network latency can cause
events to arrive late and/or out-of-order. Also,  some
events might never arrive, such as DHCP release
messages, which are optional. These  problems can be
addressed by using rules to implicitly determine
session boundaries based on  events that have been
received. In one embodiment, session boundaries are
implicitly  determined for session information that is
non-overlapping. [0060] Session information can be
either overlapping or non-overlapping, based on the
type of the information involved. If session
information is non-overlapping, this means that at
any instance of time, for a given key, only one valid
session exists (and, thus, only one valid  session
record exists). DHCP information is one example of
non-overlapping session information. This is because
for a given network zone, an IP address (key) can be
assigned by  a DHCP server to only one device (value)
at any given instance of time. This assignment can
change later to another device, but by that time the
earlier device would have released the  same IP
address. VPN information is another example of
non-overlapping session  information. On a given
network zone, VPN software assigns an IP address to
only one  user/machine at any given instance of time,
based on its configuration. [0061] If session
information is overlapping, this means that at any
instance of time, for a  given key, multiple valid
sessions can exist (and, thus, multiple valid session
records can  exist). Login information is one example
of overlapping session information. This is because
for a given network zone, an IP address (key) can be
logged in to by multiple users (value) at  any given
instance of time. [0062] The
overlapping/non-overlapping nature of session
information affects what types  of values are returned
when a session table is queried. For example, if a
session table contains  non-overlapping information,
then a successful lookup based on a key/timestamp pair
will 13 WO 2008/052133 PCT/US2007/082560  return only
one set of session information. On the other hand, if
a session table contains  



overlapping information, then a successful lookup
based on a key/timestamp pair might  return multiple
sets of session information (e.g., a list whose
entries are sets of session  information, as described
above). [0063] Implicit determination of session
boundaries comes in two forms: implicit session
termination and implicit session splitting. Implicit
session termination comprises determining  that an
existing session has ended without having actually
received a session termination  event. When a session
start event arrives that contains a key for an
existing active session, the  previous session for
that key is terminated and a new session is created
and started using the  information contained in the
session start event. (An active session, also referred
to as a  "live" or "ongoing" session, is a session
whose record does not contain an end time  timestamp.)
Arriving session start events of this type commonly
occur with DHCP session  information because DHCP
servers usually don't log lease expiration events.
[0064] In one embodiment, implicit session termination
proceeds as follows: When a  session start event
arrives, its key fields are determined and used to
generate a hashcode. The  relevant session table is
checked for a pre-existing active session
corresponding to that  hashcode. If a pre-existing
active session is found, then this session must have
terminated,  since the session information cannot
overlap. The pre-existing session is terminated by
putting a timestamp in the end time field of the
session record. A new session is created
(corresponding to the same hashcode) and started using
the information in the session start  event. [0065]
Example of implicit session termination - According to
a record in a session table,  an IP address in a given
network zone (key) is assigned to a particular
hostname and MAC  address (192.168.0.1, Internal Zone
1) => (hostnamel, 11:11:11:11:11:11) at Oct 12, 2007
10PM. At  Oct 12, 2007 11PM, a session start event
arrives that maps the same IP address in the same
zone (key) to a different device (192.168.0.1,
Internal Zone 1) => (hostname2, 22:22:22:22:22:22).
The session start event  will cause the first session
to be terminated (with an end time of Oct 12, 2007
11PM) and a  second session to be created and started
(with a start time of Oct 12, 2007 11PM). [0066]
Implicit session splitting comes in two forms. In the
first form, a session  termination event arrives for a
session that has already terminated. If the session
termination  time in the newly-arrived event is
earlier than the end time currently stored in the
corresponding session record, the new session
termination time is stored in the session 



14 WO 2008/052133 PCT/US2007/082560  record. This
scenario can occur if, for example, the previous
session termination time was  derived using implicit
session termination. [0067] Example of implicit
session splitting (first form) - According to a record
in a  session table, a session terminated Oct 12, 2007
11PM. A session termination event arrives  that
corresponds to this session record and indicates a
termination time of Oct 12, 2007  10:30PM. The end
time in the session record is changed from Oct 12,
2007 11PM to Oct 12,  2007 10:30PM. [0068] In the
second form of implicit session splitting, a session
start event or session end  event arrives whose
timestamp corresponds to an existing session. The
existing session can  be an ongoing session or a
terminated session. If the value stored in the
existing session  differs from the value stored in the
event, then the existing session is split, and a new
session  is created and started in the middle. [0069]
Example of implicit session splitting (second form) -
According to a session table,  a session Si starts at
Jan 1, 2008 1PM and ends at Jan 1, 2008 10PM, and a
session S2 starts  at Jan 1, 2008 11PM and is active.
An event arrives that indicates the existence of a
session  S3 starting at Jan 1, 2008 6PM. Session Si is
split so that it starts at Jan 1, 2008 1PM and  ends
at Jan 1, 2008 6PM. Session S3 is created so that it
starts at Jan 1, 2008 6PM and ends at  Jan 1, 2008
11PM. Session S2 remains as an active session that
starts at Jan 1, 2008 11PM.  [0070] There can be a
delay between the time a session starts or ends and
the time that  this information is entered into a
session table. Sometimes the delay is small. For
example, if  a session start event is generated by a
device in Japan, it can take a second or more for that
event to be collected and processed in the United
States. In this situation, it can be helpful to  wait
before attempting to correlate a security event with
that session data. If the correlation is  attempted
too soon, the session data might be stale or might not
even exist. Waiting to  correlate a security event is
referred to as "parking" the security event. In one
embodiment, if  session data exists, a security event
is parked for a minimum wait time. The hope is that
the  session data will be updated (if necessary)
during that wait time and then be available for
correlation. In one embodiment, if session data does
not exist, a security event is parked for a  maximum
wait time. The hope is that the session data will be
loaded during that wait time  and then be available
for correlation. [0071] Sometimes the delay is large.
For example, session information from an employee  



badging system might be imported nightly (e.g., in a
batch process) rather than loaded in real- time (e.g.,
as badge swipes occur). In these situations, session
information might arrive "late," in that correlation
has already been attempted between session information
of that time  15 WO 2008/052133 PCT/US2007/082560
interval and various security events. In one
embodiment, in this situation, correlation is
performed again to take advantage of the session
information that was received late. For  example, a
correlation rule can be re-run on a window of past
security events (e.g., the  security events that were
received in the past two hours). The circumstances
under which a  correlation rule should be re-run (and
which events it should be re-run on) are configurable.
Implementation Details [0072] As discussed above,
session data is stored in session tables.
Specifically, each type  of session data is stored in
a separate session table (e.g., one session table for
DHCP session  data and one session table for login
session data). In order for session data to be
referred to  later, the session tables are stored in
persistent, non-volatile storage such as a hard drive.
In  one embodiment, the session tables are stored in a
database such as a relational database.  [0073] The
number of records in a session table can increase
significantly over time,  leading to very large
session tables. Performing a query on a large table is
much more  expensive (in terms of computer resources
such as processor time) than performing a query  on a
small table. In one embodiment, a session table is
partitioned so that the number of  records in each
session table partition is decreased. This decreases
the amount of resources  required to perform each
query. [0074] In one embodiment, the session table is
partitioned based on session start time.  Recall that
each record in a session table includes a start time
timestamp. The value of this  timestamp determines in
which partition the record is stored. In one
embodiment, each  partition represents a 24-hour
period. For example, a first partition represents Jan
1, 2007  12:00AM to Jan 1, 2007 11:59PM and a second
partition represents Jan 2, 2007 12:00AM to  Jan 2,
2007 11:59PM. In this embodiment, one year's worth of
session data would be stored  in 365 partitions rather
than in one huge session table. [0075] Correlation can
be done in either batch mode or in real-time. In batch
mode, when  security information/events are received,
they are stored. Later, the stored security
information/events are correlated with the session
information - specifically, the session  information
that was valid at the timestamps of the events. 



[0076] In real-time mode, when security
information/events are received, they are  correlated
with the session information in real-time or near
real-time. In order for this  correlation to take
place in real-time, the session data must be
maintained in real-time and  must also support
real-time querying. This is very difficult to achieve,
since thousands of  events are generated per minute,
and each event can include one or more references to
session  information (e.g., one or more IP addresses
to be used to determine the MAC addresses to 16 WO
2008/052133 PCT/US2007/082560  which those IP
addresses have been assigned or one or more hostnames
to be used to  determine the users who are logged in
to that host). For example, an event rate of 5,000
events/second and 2 session references/event results
in 10,000 session references/second.  [0077] In one
embodiment, a portion of a session table is also
maintained in volatile  memory (e.g., a cache or
Random Access Memory (RAM)) in order to support faster
access  for updating and/or querying. For example, if
the session table is partitioned in long-term
storage, then the current partition (or a portion
thereof) is also stored in volatile memory. In
general, the portion of the session table in volatile
memory will include sessions that are  active and,
possibly, sessions that were recently terminated
(e.g., within the past ten minutes).  Since most
real-time updates and queries will concern active
sessions and recently-terminated  sessions, storing
these sessions in volatile memory will decrease the
amount of resources  required to perform each update
and query. In one embodiment, the portion of the
session  table that is maintained in volatile memory
is initially loaded from long-term storage. The
number of records to be stored in volatile memory is
configurable. [0078] In order to maintain the
consistency of the session table in long-term storage,
updates are collected and periodically applied to the
session table as a batch operation. For  example,
updates are collected over a one-minute period and
then applied to the session table  in long-term
storage as a batch operation. [0079] Even if a session
table has been partitioned, it can still be expensive
to locate a  particular session. For example, if a
session's start time is not known, then each partition
must be searched until the session is found. In one
embodiment, a session table is processed  periodically
so that active sessions are moved to the current
partition. This feature, which is  called "session
rollup," guarantees that if a session is active, its
record will be located in the  current partition. In
other words, live session information is "rolled up"
from a previous  partition to the current partition so
that the information is readily available in the
current  



partition (which is stored in volatile memory, as
described above). Session rollup decreases  the amount
of resources required to access an active session
because only the current partition  need be queried.
[0080] After session rollup, past partitions will
contain only terminated sessions (i.e.,  sessions
whose records contain end time timestamps). Since past
partitions do not contain  live session data, it is
easier to delete or archive these partitions. [0081]
In one embodiment, session rollup is implemented via a
scheduled task. The task  is scheduled to run
periodically (e.g., at each partition boundary if the
partition is based on  time). The specific period is
configurable. If a session extends from one partition
to another  17 WO 2008/052133 PCT/US2007/082560
(e.g., because the partitions are based on date, and
because the session is live on two different  dates),
the session is split into multiple sessions based on
partition boundaries, and each  session is stored in a
different partition. [0082] For example, consider a
first partition that represents Jan 1, 2007 12:00AM to
Jan  1, 2007 11:59PM and a second partition that
represents Jan 2, 2007 12:00AM to Jan 2, 2007
11:59PM. A session starts Jan 1, 2007 11:00PM and ends
Jan 2, 2007 1AM. Session rollup  will divide the
session into two sessions: a) Jan 1, 2007 11:00PM to
Jan 1, 2007 11:59PM  and b) Jan 2, 2007 12:00AM to Jan
2, 2007 1AM. Session (a) will be stored in the first
partition as a terminated session, and session (b)
will be stored in the second partition (also as  a
terminated session). If the session concerns DHCP
information, a given IP address and  network zone will
match to the same hostname and MAC address for all the
events that have  timestamps between Jan 1, 2007
11:00PM and Jan 2, 2007 1AM, regardless of the session
splitting. [0083] As another example, consider a
session that starts Oct 1, 2007 2PM and is ongoing  as
of Oct 5, 2007. Performing session rollup on Oct 5,
2007 will split the session into five  sessions (one
for Oct 1, one for Oct 2, one for Oct 3, one for Oct
4, and one for Oct 5). The  first four sessions stored
in their respective partitions as terminated, and the
fifth session (Oct  5) will be stored in the active
partition as ongoing. [0084] In one embodiment,
session rollup includes: Of the sessions that started
since the  last session rollup (or the sessions that
started during the previous partition, whichever is
earlier), determining which sessions are active. For
each of these sessions, splitting the  session into
multiple sessions based on the partition boundary. For
a terminated portion of a  



session, adding that portion to a past partition so
that it ends at the partition boundary time.  For an
ongoing portion of a session, adding that portion to
the current partition so that it  begins at the
partition boundary time. [0085] In order to determine
the length of an entire session, the split sessions
can be  combined. Specifically, if a session ends at a
partition boundary time and the next partition
includes a session with the same key and values that
starts at the partition boundary time,  then these
sessions correspond to one another. The durations of
these sessions can be  combined to determine the
duration of the entire (non-split) session. [0086] In
one embodiment, when a session is split into multiple
session portions, each  session portion is annotated
in some way to indicate that it is part of a larger
session. This  helps identify session portions when
determining the duration of an entire (non-split)
session.  For example, a flag is added to the record
for each session portion. As another example, the 18
WO 2008/052133 PCT/US2007/082560  start time of the
overall (non-split) session is added to the record for
each session portion. In  this example, corresponding
session portions would have identical start times for
the overall  session in addition to identical keys and
values. [0087] The above description is included to
illustrate the operation of the embodiments  and is
not meant to limit the scope of the invention. The
scope of the invention is to be  limited only by the
following claims. From the above discussion, many
variations will be  apparent to one skilled in the
relevant art that would yet be encompassed by the
spirit and  scope of the invention. 19 WO 2008/052133
PCT/US2007/082560  CLAIMS 1. A method for maintaining
state information using a session table, the session
table  comprising one or more session records, a
session record comprising one or more key fields  and
one or more timestamp fields and one or more value
fields, the method comprising: identifying a security
event, wherein the security event comprises a
timestamp and  information about operation of a
networked device; determining a query key based on one
or more fields of the security event;  querying the
session table using the timestamp and the query key;
and  returning a query result. 



2. The method of claim 1, wherein the session record
includes information extracted from an  event. 3. The
method of claim 1, wherein the one or more key fields
comprise an Internet Protocol  (IP) address. 4. The
method of claim 1, wherein the one or more value
fields comprise one of a hostname  and a Media Access
Control (MAC) address. 5. The method of claim 1,
wherein the networked device comprises one of a
firewall, an  intrusion detection system, and a
server. 6. The method of claim 1, wherein the query
key comprises a hashcode. 7. The method of claim 1,
wherein the session record comprises a first timestamp
field  indicating a start time and a second timestamp
field indicating an end time. 8. The method of claim
7, wherein the end time is implicitly determined based
on a session  start event. 9. The method of claim 7,
wherein the start time is implicitly determined based
on a session  termination event. 10. The method of
claim 7, wherein querying the session table using the
timestamp and the  query key comprises determining a
session record whose start time is earlier than the
timestamp and whose end time is later than the
timestamp. 11. The method of claim 1, wherein querying
the session table using the timestamp and the  query
key comprises testing the query key against a filter
associated with the session table.  12. The method of
claim 1, wherein querying the session table using the
timestamp and the  query key comprises waiting a
minimum amount of time. 13. The method of claim 1,
wherein querying the session table using the timestamp
and the  query key comprises waiting a maximum amount
of time. 20 WO 2008/052133 PCT/US2007/082560  14. The
method of claim 1, wherein the session record
comprises a timestamp field indicating  a creation
time of the session record. 15. The method of claim 1,
wherein the session table is partitioned. 16. The
method of claim 15, wherein querying the session table
using the timestamp and the  query key comprises
querying a partition of the session table using the
timestamp and the  query key. 17. The method of claim
15, wherein a session record that describes a session
that extends  



across a partition boundary is divided into multiple
session records. 18. The method of claim 17, wherein
each record of the multiple session records includes
an  annotation to indicate that the record is part of
a larger session. 19. The method of claim 18, wherein
the annotation comprises one of a flag and a timestamp
indicating an overall-session start time. 20. The
method of claim 1, wherein the session table is
partitioned by session start time, and  wherein
querying the session table using the timestamp and the
query key comprises:  determining a partition of the
session table based on the timestamp; and querying the
determined partition using the timestamp and the query
key. 21. A computer program product for maintaining
state information using a session table, the  session
table comprising one or more session records, a
session record comprising one or  more key fields and
one or more timestamp fields and one or more value
fields, the computer  program product comprising a
computer-readable medium containing computer program
code for performing a method, the method comprising:
identifying a security event, wherein the security
event comprises a timestamp and  information about
operation of a networked device; determining a query
key based on one or more fields of the security event;
querying the session table using the timestamp and the
query key; and  returning a query result. 22. An
apparatus for maintaining state information using a
session table, the session table  comprising one or
more session records, a session record comprising one
or more key fields  and one or more timestamp fields
and one or more value fields, the apparatus
comprising: a security event module configured to
identify a security event, wherein the security  event
comprises a timestamp and information about operation
of a networked  device; a query key module configured
to determine a query key based on one or more fields
of the security event; 21 WO 2008/052133
PCT/US2007/082560  a querying module configured to
query the session table using the timestamp and the
query key; and a result module configured to return a
query result.  22 


