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CtNTRCL SYSTEM AND CONTROL METHOD, METHOD AND APPARATUS FOR PROCESSI NG
I NFORMATI ON, | NFORMATI ON PROCESSI NG TERM NAL AND METHOD THEREOF, STORAGE

'MEDI UM AND PROGRAM BACKGROUND OF THE INVENTION 1. Field of the Invention

' The present invention relates to a control systemand a control nethod, an

Fi
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i nformation processing method and an information processing apparatus, an
information processing terminal and a nethod for an i nformation processing
terminal, a storage termnal, and a program Mbore particularly, the
present invention relates to a controﬂ.systen}and a control nethod, an

i nformation processing method and an information processing apparatus, an
i nformation processing termnal and a nmethod for an information processing

ternmi nal ,CENTH®L ABESTHM AN Mt oNEHt %Epflﬂﬁj,afmfdﬁn GAFY pféﬂzi i G ce
connected via a network in a nore reliabl'e and nore efficient manner. 2.

Descri pt i FROCES S 1es RV PO YON,| NTNERGNT MRAIERoMa d Q1S S0H8IARE, haue been
proposed for controlling a device installed at a renpte | ocation. One of

such systems is NEIHGDSeHEREGRDFTETRdnexamured aAatEeEcriep! i cation
Publ i cati on No. 2000-184081. In this system home electric appliances
installed in a honme, such as an air conditioner or a video recorder, are
controlled in accordance with passwords transmtted via a tel ephone from
t he out SPAKGRONPEOF JEHRNBEENTEXAN ned Patent Application Publication No.

1. Field of the Invention

The present invention relates to a control system and a
control method, an information processing method and an
information processing apparatus, an information processing
terminal and a method for an information processing terminal,
a storage terminal, and a program. More particularly, the
pPresent invention relates to a control system and a control
method, an information processing method and an information
processing apparatus, an information processing terminal and
a method for an information processing terminal, a storage
terminal, and a program, for controlling a device connected
via a network in a more reliable and more efficient manner.
2. Description of the Related Art

In recent years, various systems have been proposed for
controlling a device installed at a remote location.

One of such systems is disclosed in Japanese Unexamined
Patent Application Publication No. 2000-184081. 1In this
system, home electric appliances installed in a home, such
as an air conditioner or a video recorder, are controlled in

accordance with passwords transmitted via a telephone from



2002- 41378 di scl oses a systemin which a server is disposed between a
controlling termnal and a controlled termnal, and the controlling
termnal controls the controlled termnal via the server. In those contro
systens, a device to be controlled is required to be always connected to a
control device via a comunication neans so that the control device

di sposed at a renote |ocation can access the device to be controlled (for
exanple, in the systemdisclosed in Japanese Unexam ned Patent Application
Publ i cati on No. 2000-184081, a hone- e ectric appliance is always connected
to a telephone line via a renote controller and an adaptor). That is, when
a first device serving as a controlling device and a second devi ce serving
as a controlled d can comruni cate with each ot her whenever

conmuni ¢ ?(ﬁ]?%ﬁ eﬁpm%ﬁther devi ce can start comunication under the
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needed. However, in a case whi ch a device such as a IC card
and the controlling terminal controls the controlled

"terminal via the server.

In those control systems, a device to be controlled is
required to be always connected to a control device via a
communication means so that the control device disposed at a
remote location can access the device to be controlled (for
example, in the system disclosed in Japanese Unexamined
Patent Application Publication No. 2000-184081, a home
electric appliance is always connected to a telephone line
via a remote controller and an adaptor).

That is, when a first device serving as a controlling
device and a second device serving as a controlled device
can communicate with each other whenever communication is
needed, either device can start communication under the
initiative of that device. Fir example, the first device
can transmit various data including a request to the second
device, and, conversely, the second device can transmit
various data to the first device, whenever transmission is
required.

This makes it possible to control the device by

communicating with the device wvia a network, whenever the



a display, or a nenory is renotely controlled in an environnment in which
the device is not always connected to a network, the device is generally
controlled in such a manner that a client such as a personal conputer

whi ch manages the device, transmts a request to a server, and the client
controls the operation of the device in accordance with a response
returned fromthe server. In this technique, however, it is difficult for
the server to directly control the device under the initiative of the
server. That is, because the device_i g not always connected to the
network, the server cannot access the client wwth an arbitrary timng to
control the device managed by the client. Mire specifically, it is very
difficult for the server. to take the initiative in changing a property of
a devi cETHFA! S £99€8%%rd or a non- cont act RF I D recei 8i ng) oP Perty
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bet ween t e server an |ent thus results 1n an increase in
comuni gafdi0rny (OStent such as a personal computer, which manages the

device, transmits a request to a server, and the client
controls the operation of the device in accordance with a
response returned from the server. In this technique,
however, it is difficult for the server to directly control
the device under the initiative of the server.

That is, because the device is not always connected to
the network, the server cannot access the client with an
arbitrary timing to control the device managed by the client.

More specifically, it is very difficult for the server
to take the initiative in changing a property of a device
such as a IC card or a non-contact RF ID receiving) or
controlling the operation of the device that is connected
indirectly to the server with a particular timing when the
device is placed near to or directiy on an apparatus {such
as a IC card reader/writer or a RF ID receiver) connected to
a network.

Furthermore, in the conventiocnal controcl system, when
commands or responses are transmitted between a server and a

client, one command or one response is transmitted at a time.



Because information such as a header and a footer is added each tine a
command or a response is transmtted, the data size transmtted at a tine
i ncreases and the conmunication tinme needed for each transm ssion

i ncreases. The above-described problemis serious in particular when a
term nal such as a portable tel ephone, conmmunication with which is lowin
communi cati on speed and needs high cost, is renotely controlled.
Furthernore, in the conventional control system when a client receives a
command transmtted froma server, iLfg4an error occurs at the client, the
process is termnated regardless of the type of the error. To nmake the
client performa followi ng process, it is required that the server and

the client, be connected to .each other and a comman e retransmtted.
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request iNhdNeddH AR IPEIRMPRERFVNS response is transmitted, the
data size transmitted at a time increases and the
communication time needed for each transmission increases.
The above-described problem is serious in particular when a
terminal such as a portable telephone, communication with
which is low in communication speed and needs high cost, is
remotely controlled.

Furthermore, in the conventional contreol system, when a
client receives a command transmitted from a server, if an
error occurs at the client, the process is terminated
regardless of the type of the error. To make the client
perform a following process, it 1s required that the server

and the client be connected to each other and a command be

retransmitted.

SUMMARY OF THE INVENTION

In view of the above, it 1s an object of the present
invention to provide a technique of remotely controlling a
device via a network in a highly reliable and efficient
manner.

The present invention provides a control system



apparatus to establish conmunication via the network, receiving neans for
recei ving a packet including a conmand for controlling the device, from
the information processing apparatus via comruni cation established in
response to the request issued by the request neans, and control means for
controlling the device in accordance with the command included in the
packet received by the receiving nmeans, and the information processing
apparatus includes establishment neans for establishing comunication
perfornmed via the network between theg information processing apparatus and
the information termnal, in response to the request issued by the
information termnal, and transm ssion neans for transmtting the packet
to the information termnal fromthe information processiggtapparatus

af t er -t KOTBEYHAIMT &N di L AFMAT 1O%e RTCSSTa%ARPEr TS 38 &8t abl i shed by,
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in accordance with the comman ncl uded 1 n the packet réceived in the

recepti Qfhpsd&fbus to establish communication via the network,
receiving means for receiving a packet including a command
for controlling the device, from the information processing
apparatus via communication established in response to the
reguest issued by the request means, and control means for
controlling the device in accordance with the command
included in the packet received by the receiving means, and
the information processing apparatus includes establishment
means for establishing communication performed via the
network between the information processing apparatus and the
information terminal, in response to the request issued by
the information terminal, and transmission means for
transmitting the packet to the information terminal from the
information processing apparatus after the communication
with the information terminal is esfablished by the
establishment means.

The present invention provides a method for a control

system, comprising the steps of, in a state in which a
device is connected with an informatidn terminal, requesting

an information processing apparatus to establish



establ i shing communi cati on perforned via the network between the

i nformati on processi ng apparatus and the information termnal, in response
to the request issued by the information termnal, and transmtting a
packet to the information termnal fromthe information processing
apparatus after the communication with the information termnal is
established in the establishnent step. The present invention also provides
an informati on processing apparatus conprising establishnment nmeans for
establ i shing comuni cation perforned gia a network between the information

processi ng apparatus and an information termnal, in response to a request
issued, in a state in which a device is connected with the information
terminal, by the information termnal, and transm Ssi on ans for
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wi th the command, a process s 0 nue
included in the packet received in the reception step,

establishing communication performed via the network between
the information processing apparatus and the information
terminal, in response to the request issued by the
information terminal, and transmitting a packet to the
information terminal from the information processing
apparatus after the communication with the information
terminal is established in the establishment step.

The present invention alsoc provides an information
processing apparatus comprising establishment means for
establishing communication performed via a network between
the information processing apparatus and an information
terminal, in response to a request issued, in a state in
which a device is connected with the information terminal,
by the information terminal, and transmission means for
transmitting a first packet including a command for
controlling the device to the information terminal from the
information processing apparatus after the communication
with the information terminal is established by the

establishment means.



in accordance with a follow ng command. The first packet transmtted by the
transm ssion neans nay include a plurality of commands bel onging to the
same protocol. The transmi ssion neans may transnmit, together with the
first packet, a sinple programfor causing the information termnal to
determ ne whi ch process should be perfornmed by the device. The first
packet transmtted by the transm ssion neans nmay include identification
information identifying the device to be controlled in accordance with the
command. Wien the conmuni cation |ink established by the establishment nmeans
includes a firewall of the information termnal, the transm ssion nmeans may
transmt the first packet using HTTP as a comruni cation protocol. The
transm ssi on neans may maintain the comunication |ink using HTTP
establ i shed Bjet AefestablpshRERFCABARS PBPAA2CPE1'8Y AUFFRG whi ch a

plurality of first packets are transmtted., The infaqrmat.i Gcessing
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The command may include information indicating whether,
when the information terminal fails to perform a process in
accordance with the command, a process should be continued
in accordance with a following command.

The first packet transmitted by the transmission means
may include a plurality of commands belonging to the same
protocol.

The transmission means may transmit, together with the
first packet, a simple program for causing the information
terminal to determine which process should be performed by
the device.

The first packet transmitted by the transmission means
may include identification information identifying the
device to be controlled in accordance with the command.

When the communication link established by the
establishment means includes a firewall of the information
terminal, the transmission means may transmit the first
packet using HTTP as a communication protocol.

The transmission means may maintain the communication
link using HTTP established by the establishment means for a

period during which a plurality of first packets are



communi cation perforned via a network between the information processing
apparatus and an information termnal, in response to a request issued, in
a state in which a device is connected with the information term nal, by
the information termnal, and transmtting a packet including a command
for controlling the device to the information termnal fromthe

i nformati on processi ng apparatus after the conmunication with the
information termnal is established in the establishnment step. The present
invention also provides a first progrgmand a storage nmedi umincluding the
first programstored thereon, wherein the program conprises the steps of
establ i shing comuni cation performed via a network between an information
processi ng apparatus and an information termnal, in response to a request
i ssued, GERNSTSEAES-i n which a device is connected with the information

ternlnal by the, information termnpal, and transnlttlng g acket including
a commnd foFhéoﬁPﬁBFWPﬁ@OPhEr8€§F§én90aPH@rPHF8rWﬁ¥|SH tP&Fminal fromthe
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The present invention also provides an information
processing method associated with an information processing
apparatus, comprising the steps of establishing
communication performed via a network between the
information processing apparatus and an information terminal,
in response to a reguest issued, in a state in which a
device is connected with the information terminal, by the
information terminal, and transmitting a packet including a
command for controlling the device to the information
terminal from the information processing apparatus after the
communication with the information terminal is established
in the establishment step.

The present invention also provides a first program and
a storage medium including the first program stored thereon,
wherein the piogram comprises the steps of establiéhing
communication performed via a network between an information
processing apparatus and an information terminal, in
response to a reguest issued, in a state in which a device
is connected with the information terminal, by the

information terminal, and transmitting a packet including a



conmmuni cation via a network, receiving neans for receiving a first packet

i ncluding a command for controlling the device, fromthe information
processi ng apparatus via conmuni cation established in response to the
request issued by the request neans, and control means for controlling the
device in accordance with the command included in the first packet
received by the receiving neans. The information termnal may further
conprise transm ssion neans for transmitting to the information

processi ng apparatus a second packet igncl uding a response indicating a
result of controlling performed by the control means on the device. The
present invention also provides an information processing nethod
conprising the steps of in_a state in which a_device is connected with an
i nf or matGFRANG AFalCON e NT A S e Vincorttatihéh PHSEEEd RS appar atus to
establish - 10 _ conmuni cat,ion via . network, .receiving.a packet including a
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The present invention also provides an information
terminal comprising request means for, in a state in which a
device is connected with the information terminal,
reguesting an information processing apparatus to establish
communication via a network, receiving means for receiving a
first packet including a command for controlling the device,
from the information processing apparatus via communication
established in response to the request issued by the request
means, and control means for controlling the device in
accordance with the command included in the first packet
received by the receiving means.

The information terminal may further comprise
transmission means for transmitting to the information
processing apparatus a second packet including a response
indicating a result of controlling performed by the control
means on the device.

The present invention also provides an information
processing method comprising the steps of in a state in
which a device is connected with an information terminal,

requesting the information processing apparatus to establish



a state in which a device is connected with an information termnal,
requesting an information processing apparatus to establish conmunication
via a network, receiving a packet including a coomand for controlling the
device, fromthe information processing apparatus via comunication
established in response to the request issued in the request step, ad
controlling the device in accordance with the conmmand included in the
packet received in the reception step. In the control systemand the

met hod according to the present invepjion, in a state in which a device is

connected wth an information termnal, a request for establishing

comuni cation via a network is issued to an information processing

apparatus, a packet including a command for, controllingﬁ%ﬂe device is
[
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included in the packet received in the reception step.

The present invention also provides a second program
and a storagé medium including the second program stored
thereon, wherein the second program includes the steps of in
a state in which a device is connected with an information
terminal, reguesting an information processing apparatus to
establish communication via a network, receiving a packet
including a command for controlling the device, from the
information processing apparatus via communication
established in response to the request issued in the request
step, ad controlling the device in accordance with the
command included in the packet received in the reception
step.

In the control system and the method according to the
present invention, in a state in which a device is connected
with an information terminal, a request for establishing
communication via a network is issued to an information
processing apparatus, a packet including a command for
controlling the device is transmitted from the information

processing apparatus in communication established in



i nformation processing nethod, the storage nedium and the program
according to the present invention, conmunication via a network between
the information processing apparatus and an information termnal is
established in response to a request issued by the information termnal in
a state in which a device is connected to the information termnal. After
t he communi cati on between the infornmation processing apparatus and the
information termnal is established, a first packet including a command
for controlling the device is transmjited to the information termnal. In
the information processing termnal, the nmethod for the information
processing termnal, the storage nmedium and the program according to the
present invention, in a state in which a device_ is connected with an
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established in response to the request issued by the

information terminal, a packet is transmitted to the
information terminal.

In the information processing apparatus, the
information processing method, the storage medium, and the
program according to the present invention, communication
via a network between the information processing apparatus
and an information terminal is established in response to a
request issued by the information terminal in a state in
which a device i1s connected to the information terminal.
After the communication between the information processing
apparatus and the information terminal is established, a
first packet including a command for controlling the device
is transmitted to the information terminal.

In the informatioﬂ-processing terminal, the method for “
the information processing terminal, the storage medium, and
the program according to the present invention, in a state
in which a device'is connected with an information terminal,
a request for establishing communication via a network is

issued to an information processing apparatus. After the



configuration of a server shown in Fig. 1; Fig. 3 is a bl ock diagram
showi ng an exanple of a functional configuration of the server; Fig. 4 is
a bl ock diagram showi ng an exanple of a functional configuration of a
client; Fig. 5is a state transition diagramof control protocols; Fig. 6
is a diagram showi ng an exanple of a data format of a packet; Fig. 7 is a
di agram showi ng nessages used in a handshake protocol; Fig. 8 is a diagram
showi ng a handshake protocol executed using nessages shown in Fig. 7; Fig.
9 is a diagram show ng nmessages used {$ a farewell protocol; - 13 Fig. 10
is a diagram showi ng a farewel | protocol executed using nessages shown in
Fig. 9; Fig. 11 is a diagram show ng nessages used in an error protocol;
Fig. 12 is a djiagram show ng an, error, protocol executed nmessages

) . , usin
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prot ocol executed using nessages shown in Fig. .11l: _ Fi 14 i s, a diagram
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received from the information processing apparatus via

communication established, and the device is controlled in

accordance %;th the command included in the received packet.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing an example of a control
system according to the present invention;

Fig. 2 is a block diagram showing an example of a
configuration of a server shown in Fig. 1;

Fig. 3 is a block diagram showing an example of a
functional configuration of the server;

Fig. 4 is a block diagram showing an example of a
functional configuration of a client:

Fig. 5 is a state transition diagram of control
protocols;

Fig. 6 is a diagram showing an example of a data format
of a packet;

Fig. 7 is a diagram showing messages used in a
handshake protocol;

Fig. 8 is a diagram showing a handshake protocol
executed using messages shown in Fig. 7;

Fig. 9 is a diagram showing messages used in a farewell

protocol;



Fig. 15 is a diagram show ng an update entity protocol executed using
nmessages shown in Fig. 14; ‘Fig. 16 is a diagram show ng nessages used in an
application data transfer protocol; Fig. 17 is a diagram show ng a sequence
of an application data transfer protocol executed using nmessages shown in
Fig. 16; Fig. 18 is a diagram show ng nessages used in an operate entity
protocol; Fig. 19 is a diagram show ng a sequence of an operate entity
prot ocol executed using nmessages shown in Fig. 18; Fig. 20 is a diagram
showi ng a sequence of communication ijya neutral state; Fig. 21 is a

di agram show ng anot her exanple of sequence of comrunication in the
neutral state; - 14 Fig. 22 is a diagramshow ng still another exanple of
sequence of conmunication in the neutral state; Fig. 23 is a diagram

showi ng a sefdsncélofisan EkeAxAGeShprRacs! ?arﬁgelgwrgtacailagr am showi ng a
sequence of an exchange protocol; Fig. 25 is a state transition di agram of
cont r ol EXFOTHEHIVS LT FesFRges él"(ﬂwé’ggé]mFslﬁovwgrig anot her exanple of a

sequence of %ig?n?ﬁhﬁgeap&gg%%g%’s%g%ing messages used in an error

protocol;

Fig. 12 is a diagram showing an error protocol executed
using messages shown in Fig. 11:

Fig. 13 is a diagram showing another example of an
error protocol executed using messages shown in Fig. 11;

Fig. 14 is a diagram showing messages used in an update
entity protocol;

Fig. 15 is a diagram showing an update entity protocol
executed using messages shown in Fig. 14;

Fig. 16 is a diagram showing messages used in an
application data transfer protocol;

Fig. 17 is a diagram showing a sequence of an
application data transfer protocol executed using messages
shown in Fig. 16;

Fig. 18 is a diagram showing messages used in an
operate entity protocol;

Fig. 19 is a diagram sho%ing a sequence of an operate
entity protocol executed using messages shown in Fig. 18;

Fig. 20 is a diagram showing a sequence of
communication in a neutral state;

Fig. 21 is a diagram showing another example of

sequence of communication in the neutral state;



Fig. 27 is a diagram show ng anot her exanple of a sequence of a farewell
prot ocol. DESCRI PTI ON OF THE PREFERRED EVMBCODI MENTS Fig. 1 shows an exanpl e
of a control systemaccording to the present invention. Cients are
connected to a network | (devices are connected to the network | via
clients), and servers 2 and 4 for renotely controlling the clients are

al so connected to the network 1. The server 2 is also connected to a
crypt ography/ aut henti cation server 3 for performng encryption,
decryption, and authentication of datgp;in cooperation with the server 2.

Each of the server 2 and the server 4 controls devices via a client. - 15
A portable tel ephone 5 and a personal conputer 6 serving as clients are
connected to the network 1. As will be described in detail later, a

protocol is H36d wRi 4B 2aFlegaR SBPYVERI(EhéldePROENSToRXERRISePYer 4) to
control a client (the portable tel ephone 5 or th ersonal conputer 6)
under tREFIFRGSAVE %W%Frbi‘%‘ecd}ﬁmaéat%%&%%etmen t he server
and the client,. I23the exgngle sho i.n Fig. 1,Ll a_rea er/mm&tger 11, a IC
card 13, a spelkef 145 &nd A9GPEPATIEY RRPERUSPES by PReS EORCPS | ed by
the server .2 or, the server 4 via the client, are connected to the portable

telephoﬁgq§Qﬁ°l’

Fig. 24 is a diagram showing a sequence of an exchange
protocol;

Fig. 25 is a state transition diagram of control
protocols;

Fig. 26 is a diagram showing another example of a
sequence of a handshake protocol; and

Fig. 27 is a diagram showing another example of a

sequence of a farewell protocol.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 shows an example of a control system according
to the present invention.

Clients are connected to a network 1 {(devices are
connected to the network 1 wvia clients), and servers 2 and 4
for remotely controlling the clients are also connected to
the network 1. The server 2 is also connected to a
cryptography/authentication server 3 for performing
encryption, decryption, and authentication of data in
cooperation with the server 2.

Bach of the server 2 and the server 4 controls devices

via a client.



di sposed in the portable tel ephone 5. An external IC card 12 is indirectly
connected to the portable telephone 5 via a reader/witer 11. Unlike the
IC card 13 that is directly connected to or disposed in the portable

tel ephone 5, the external IC card 12 is indirectly connected to the
portabl e tel ephone 5 via conmunication using electromagnetic induction
when the external IC card 12 is placed near to or directly on the
reader/witer 11. Simlarly, in Fig. 1, a IC card 21, a speaker 22, a
display 23, and a reader/witer 24,_which are devices controlled by the
server 2 or the server 4 via the client, are connected to the personal
conputer 6. An external I1C card 25 is placed near to or directly on the
reader/witer 24 with an arbitrary timng. - 16_ Those deV|ces (the
reader/ writeP PPrtehdcekedeRAPNECS @AFd21PSTERBALCCERPHTEY, the speaker 14,
the display 15, the.  1C card 21, the speaker 22, the dlsp é t he

r eader / WITENDAS £id aHe éb&eer‘?%nelcé P 28 A "{:‘dﬁnect ed to
the network | via clients but connect d th an ar rary timng as
requi r ed® ,&Eesf%ecder”bfds tterFe ﬁ/ﬁ G iGuras dg tk?‘r? inFig 1
can be ified as required. For ex in _additiqn.to or .nstead of the
por t abl gﬁt EhHore 5’ { Speerrvsed‘h%’rp it 76 ° T PoAY FEa Digital

Assi st ancgfiendcevé e a;:?oracaco eer‘[':[e erph%ﬂge@ré/r hé p%“?’éo%l@on%itc&" r‘cht ed
under the initiative of the server via communication between
the server and the client.

In the example shown in Fig. 1, a reader/writher 11, a
IC card 13, a speaker 14, and a display 15, which are
devices controlled by the server 2 or the server 4 via the
client, are connected to the portable telephone 5 or
disposed in the portable telephone 5.

An external IC card 12 is indirectly connected to the
portable telephone 5 via a reader/writer 1l. Unlike the IC
card 13 that is directly connected toc or disposed in the
portable telephone 5, the external IC card 12 is indirectly
connected to the portable telephone 5 via communication
using electromagnetic induction when the external IC card 12
is placed near to or directly on the reader/writer 11.

Similarly, in Fig. 1, a IC card 21, a speaker 22, a
display 23, and a reader/writer 24, which are devices
controlled by the server 2 or the server 4 via the client,
are connected to the personal computer 6. An external IC
card 25 is placed near to or directly on the reader/writer

24 with an arbitrary timing.



to the server 2 or the server 4 via the network 1. Fig. 2 is a block

di agram showi ng an ‘exanple of a configuration of the server 2 shown in
Fig. 1. ACPU (Central Processing Unit) 31 perforns various processes in
accordance with a programstored in a ROM (Read Only Menory) 32 or a
program | oaded into a RAM (Random Access Menory) 33 froma storage unit
38. The PAM 33 is also used to store data necessary in processes executed
by the CPU 31. For exanple, a server for controlling clients via

communi cation using a protocol (hereipafter, referred to as a control
protocol) in the communication systemshow in Fig. 1 is realized by
executing a particular control programon the CPU 31. - 17 The CPU 31,
the ROM 32, and the PAM 33 are connected to each other via a bus 34. The
bus 34 is al $§CE6nAEFLEESt dLAR TPAPRE/BHLREE At eFPEcEXBETNFheltnput / out put

mouse, GRFHE (B Ton SR (R SRR ddimd T8 BRSRIAY veh SE & ORT
St or age 1 25 At s SRR dick WA VBSEARY £ coMuni cat on-uni i 39
Puh 25 A L Rl IR AT 0 W 99 13
always connected tec the network 1 via clients but are
connected with an arbitrary timing as required.
As a matter of course, the system configuration shown
in Fig. 1 can be modified as reguired. For example, in
addition to or instead of the portable telephone 5 or the
personal computer 6, a PDA (Personal Digital Assistant)
device as a client or a memory as a device may be connected
to the server 2 or the server 4 via the network 1.
Fig. 2 is a block diagram showing an example of a
configuration of the server 2 shown in Fig. 1.
B CPU (Central Processing Unit) 31 performs various
processes in accordance with a program stored in a ROM (Read
Only Memory) 32 or a program loaded into a RAM (Random
Access Memory) 33 from a storage unit 38. The RAM 33 is
alsc used to store data necessary in processes executed by
the CPU 31.
For example, a server for controlling clients via
communication using a protocel (hereinafter, referred to as
a control protocol) in the communication system shown in Fig.
1 is realized by executing a particular control program on

the CPU 31.



A drive 40 is also connected to the input/output interface 35 as required,
and a magnetic disk 41, an optical disk 42, a magnetooptical disk 43, or a
sem conductor nenory 44 is nounted on the drive 40, as required, to
install a conmputer programtherefrominto the storage unit 38. The server
4 and the portable tel ephone 5 and the personal conputer 6 serving as
clients have simlar configurations to that of the server 2 described
above with reference to Fig. 2, and thus a duplicated description of the
configurations of those server and cljents is not given herein. In the
followi ng description, Fig. 2 is also referred to when the portable

tel ephone 5 or the personal conputer 6 is discussed. The protocol used in
conmmruni cation between a server and - 18 a client is described bel ow

Her ei naf t er, Thise CBPoB3eolthgsB@M PR, cerruiheafPn 35etReeROANSEFFEr tand a
client is referred to as a control protocol. In the background of a Wb

appl i catdash edar o Puclient TheomitmitatioR IRt FEReHELIG2/™ and a

server is perforned usin the contr ol protocol. In the portable telephone
5 or a SiTRYOHINH USSR nPas a client, the Wb application is not
cli nt and th server is

B:??gfﬁéé, ?&%Fhﬂ ng;nlc bt 3%&%%@86 égeéﬁpl 58tc8ﬁn8F Hetﬁoﬁpable

tel ephonie p5 ret'ztnailtn aﬂ!ACl cIJ.angt % qceey o r ; mdus%n,d n@ tqmaé[ alllée d'a%“pl ayed by
output unit 37 including a display such as a CRT (Cathode
Ray Tube) or a LCD (Liquid Crystal Display) and a speaker, a
storage unit 38 such as a hard disk drive, and a
communication unit 39 such as a modem or a terminal adapter.
The communication unit 39 is responsible or communication
via the network 1.

A drive 40 is also connected to the input/output
interface 35 as required, and a magnetic disk 41, an optical
disk 42, a magnetooptical disk 43, or a semiconductor memory
44 is mounted on the drive 40, as required, to install a
computer program therefrom into the storage unit 38.

The server 4 and the portable telephone 5 and the
personal computer 6 serving as clients have similar
configurations to that of the server 2 described above with
reference to Fig. 2, and thus a duplicateé description of
the configurations of those server and clients is not given
herein. In the following description, Fig. 2 is also
referred to when the portable telephone 5 or the personal
computer 6 is discussed.

The protocol used in communication between a server and



controlling the application and the display in a simlar manner to that in
whi ch the device is controlled. A Wb application using control protocols
may be developed. In such a Wb application, for exanple, a business

| ogi c may be described in a single function/nmethod. This provides the
foll ow ng advantages. Firstly, the application can be executed w thout
concern for disconnection of HTTP (Hyper Text Transfer Protocol).
Secondly, a server is allowed to transmt a request to a client (that is,
a requester of HITP is not limted t éi_client). Thirdly, an arbitrary
process is allowed to be prefornmed on a client (there is no limtation
simlar to' that in Applet or ActiveX control). The control protoco

i ncludes a data transfer protocol - 19 and other subprotocols. For

exanpl e,a suibpmdt deolde siardbede ke 1 avand $lealed nerfdtegoolthea pratemsil ysest ocol |
an error protocol, an update entity protocol, an application data transfer
pr ot ocolin avdmmicedrisre batricen B AITST awst @ Fadendulig Inpfaieddat a
transfer protocol defines a transm ssion/reception procedure of a

subpr ot d&vlases sEgdrolafF A€ Handshake protocol defines a procedure of

establishing_a connection. The farewell grgtoc%L defi nes a, Brocedure of
rel easing a &8nikB&t PBRKIZRITENEEePr BFPpREPILGRT 188 PEES L% PPof

noti ficatli ) i , i
é ll ioenn tp,r OCCO%gnlgnei ca-g}_% nu %de twee eel'ln ttl l‘;[ey Cp_]_rloet I'lq:C Oa!n CP ez';;r I Sneersv eq: pII_rSO ce d ure

performed using the control protocol. In the portable
telephone 5 or a similar apparatus serving as a client, the
Web application is not necessary, only communication between
the client and the server is performed. In this case, for
example, an application of the portable telephone 5 retains
all data to be displayed, and the data is displayed by
controlling the application and the display in a similar
manner to that in which the device is controlled.

A Web application using control protocols may be
developed. In such a Web application, for example, a
business logic may be described in a single function/method.
This provides the following advantages. Firstly, the
application can be executed without concern for
disconnection of HTTP (Hyper Text Transfer Protocol).
Secondl&, a server is allowed to transmit a fequest to a
client (that is, a requester of HTTP is not limited to a
client). Thirdly, an arbitrary process is allowed to be
preformed on a client (there is no limitation similar to
that in Applet or ActiveX control).

The control protocol includes a data transfer protocol



perfornmed by a server to change the state of a client. The application
data transfer protocol defines a transm ssion/reception procedure of data
specific to an application. The operate entity protocol defines a
procedure perforned by a server to operate a client. The control protocol

i ncludi ng those protocols described above defines only a core (frane) of
data conmmunication. To performa process specific to an application, such
as an operation of a particular device, an extension (extension nodule) for
the application is needed. That iqla%aqpnbination of ~a mai n control
protocol and an extension defines armoperation procedure. Fig. 3 is a

bl ock di agram showi ng an exanple of a functional configuration of a server
(for exanple, the - 20 server 2) perform ng comruni cati on according to a
control aner etded .suEgeto togedts .ondlo rblecekpdlsows Ubp reitgcod s dncdaldiezéd by
executing a particular control programon a CPU 31 of the server 2. A

cont r ol Iemd&hadentpmitoadie entianewedrly @ o daedl-uditn § T 18 hRFPSRaed rmessage
manager 52 for managi ng nessages included in a handshake protocol, a

far ewel lamegxstage raidgel PIBE G e GiRRY ifeddafe SatRc (RSP SST a far ewel |

protocol, an error nessage nmanager 58 for managi ng nessages included in
an erroPiiciesdol angh dppinRtomidata IS nessage  manager 61 for

managi ng nessages i ncluded i.n an_application .
arng Mo%e particularly, thep%ata ransfer protocol defines a

transmission/reception procedure of a subprotocol message,
and the handshake protocol defines a procedure of
establishing a connection. The farewell protocol defines a
procedure of releasing a connection, and the error protoccol
defines an error notification procedure.

The update entity protocol defines a procedure
performed by a server to change the state of a client. The
application data transfer protocol defines a
transmission/reception procedure of data specific to an
application. The operate entity protocol defines a
procedure performed by a server to operate a client.

The control protocol including those protocols
described above defines only a core (frame) of data
communication. To perform a process specific to an
applicatioﬁ, such as an operation of a particulér device, an
extension (extension module) for the appliqation is needed.
That is, a combination of a main control protocol and an
extension defines an operation procedure.

Fig. 3 is a block diagram showing an example of a

functional configuration of a server (for example, the



data transfer protocol, an update-entity nessage nanager 64 for nanagi ng
nmessages included in an update entity protocol, and an operate-entity
nmessage manager 67 for managi ng nessages included in an operate entity
protocol. The nessages included in the handshake protocol (hereinafter

referred to as handshake nessages) will be described in detail later with
reference to Fig. 7. The nessages included in the farewel!l protocol
(hereinafter referred to as farewell nessages) will be described in
detail later with reference to Figx_%H)Ihe nmessages included in the error
protocol (hereinafter referred to as “error nessages) wll be described in
detail later with reference to Fig. 11. The nessages included in the

update entity protocol (hereinafter referred to as update entity - 21
messagesemidd Me peesorrtied icordetndida tisne @ ogiotid ingf &oe@c€ont@ofi g. 14. The
messages included in the application data transfer protocol (hereinafter

r ef er r ebrtad cam lapplHacdt ifomctdara lt fdpstke shenss dgeFHowi 13 1se rg8ddi@efed in

detail later wth reference to Fig. 16. The nessages included in the
oper at e hahta®aruiricto colPatecai IfgT o tisrle PEEP e &3 Gpérdt &1 &t |
nmessages) W ll be described in detail later with reference to Fig. 18. The

handshal&e nsads Zge manager 52 nmanages processes associated w th handshake

nmessages. For exanple, if a , . .
J A conqgoller 51 controls the entire server 2 including

a handshake message manager 52 for managing messages
included in a handshake protocol, a farewell message manager
55 for managing messages included in a farewell protocol, an
error message manager 58 for managing messages included in
an error protocol, an application-data-transfer message
manager 61 for managing messages included in an application
data transfer protocol, an update-entity message manager 64
for managing messages included in an update entity protocol,
and an operate-entity message manager 67 for managing
messages included in an operate entity protocol.

The messages included in the handshake protocol
(hereinafter referred to as handshake messages) will be
described in detail later with reference to Fig. 7. The
messages included in the farewell protocol (hereinafter
referred to aé farewell messages) will be described-in
detail later with reference to Fig. 9. The messages
included in the error protocol (hereinafter referred to as
error messages) will be described in detail later with
reference to Fig. 11. The messages included in the update

entity protocol (hereinafter referred to as update entity



handshake message included in a packet transmtted froma client is

recei ved by a handshake nessage reception controller 54 and transferred to
t he handshake nmessage nmnager 52, the handshake nmessage manager 52
produces a handshake nmessage corresponding to the received nessage and
supplies the produced handshake nessage, to be transmtted to the client,
to a handshake nessage transm ssion controller 53. The handshake nessage
transm ssion controller 53 controls transm ssion, perforned by the

comuni cation unit 39 shown in Fig. .2, of handshake nessages to clients
such as the portable tel ephone 5. THe  handshake nessage reception
controller 54 controls reception, perfornmed by the comunication unit 39
shown in Fig. 2, of handshake nessages fromclients. - 22 The farewell
message miagers )5widdnieolde sprdtesses dededdi dederwintilthf pedwalencagessages.
For example, if a farewell nessage included in a packet transmtted froma
client it rEgei Vdd byhe fresewdds nessaged deepticorpPrddeitdionedas? and
transferred to the farewel| message manager 55, the farewel | . message
manager B&nmisduaret@cdlar@raginrdderagirnieshdvs &% ¢hpdd SBddéfved
nmessage, and supplies the produced farewel|l nessage, to,qg transmtted to
the cli elta ttoan FhateWmadsanesdage Il A% ASGHPontt 9@t 562 e farewel |

nmessage transmn ssion controll er. 56 , .
J with reference to Fig. 16. The messages included in the

operate entity protocol (hereinafter referred to as operate-—
entity messages) will be described in detail later with
reference to Fig. 18.

The handshake message manager 52 manages processes
associated with handshake messages. For example, if a
handshake message included in a packet transmitted from a
client is received by a handshake message reception
controller 54 and transferred to the handshake message
manager 52, the handshake message manager 52 produces a
handshake message corresponding to the received message and
supplies the produced handshake message, to be transmitted
to the client, to a handshake message transmission
controller 53.

The handshake message transmission controller 53
controls transmiésion, performed by the communication unit
39 shown in Fig. 2, of handshake messages to clients such as
the portable telephone 5. The handshake message reception
controller 54 controls reception, performed by the
communication unit 39 shown in Fig. 2, of handshake messages

from clients.



controls transm ssion, performed by the comunication unit - 39 shown in
Fig. 2, of farewell nessages to clients. The farewell nessage reception
controller 57 controls reception, perforned by the conmunication unit 39
shown in Fig. 2, of farewell nessages fromclients. The error nessage
manager 58 controls processes associated with error nessages. For exanple,
if the controller 51 detects that a fornmat error is included in a packet
received froma client, the error nessage nanager 58 produces an error
nmessage dependi ng on the detected erfi _and supplies the produced error
nmessage, to be transmtted to the clT®ent, to an error nessage transm ssion
controller 59. The error nessage transm ssion controller 59 controls

transm ssion, performed by the comrunication unit 39 shown - 23 in Fig. 2,
of error nesSagesatrewellienessafe menegemesSSagentredeprironessastrol | er 60
controls reception, perfornmed by the conmmunication unit 39 shown in Fig.

2, of ergsmogressabhesi tH riomeantd ldnmes spee sappliccataxarrd& a-itl énsf er nmessage
manager 61 nanages application-data-transfer nmessages. For exanple, if an
appl i catfanrewizlla nesgaderinmsiak ima@ riskath tapaekdited fHfhid ted froma
client is received by an application- data-transfer nessage reception

cont rol &Y it reGeiEgEmed tirigie bpMe BRIt -t Fansf er message

manager
controller 57 and transferred to the farewell message

manager 55, the farewell message manager 55 produces a
farewell message in response to the received message, and
supplies the produced farewell message, to be transmitted to
the client, to a farewell message transmission controller 56.

The farewell message transmission controller 56
controls transmission, performed by the communication unit
39 shown in Fig. 2, of farewell messages to clients. The
farewell message reception controller 57 controls reception,
performed by the communication unit 39 shown in Fig. 2, of
farewell messages from clients.

The error message manager 58 controls processes
associated with error messages. For example, 1f the
controller 51 detects that a format error is included in a
packet received from a client, the error message manager 58
produces an error méésage depending on the detected error
and supplies the produced error message, to be transmitted
to the client, to an error message transmission controller
59.

The error message transmission controller 59 controls

transmission, performed by the communication unit 39 shown



61, the application-data-transfer nessage nanager 61 produces an
application-data-transfer nessage in response to the received nessage and
supplied the produced application- data-transfer nessage, to be transnmtted
tothe client, to an application-data-transfer nessage transn ssion
controller 62. The application-data-transfer nessage transn ssion
controller 62 controls transm ssion, perfornmed by the comunication unit
39 shown in Fig. 2, of application-data- transfer nmessages to clients. Mre
particularly, the application-data-tgyansfer message transm ssion
controller 62 adds a finished nessage to a set of a particular nunber of
nmessages supplied fromthe application-data-transfer nessage nanager 61
and transmts themin the formof a packet to a client. - 24 The

appl i catiforidat &t rodh S0 ESSEge e deptaldsntEont A8 |eérroef3n@@ﬁtaﬂ@| s

reception, performed by the comuni cation unit, 39 shown in %f
appl i catiesiRRaoR Fandisylde §§’é’strf°r rEGERLEOT  MBSE ﬁarF‘ﬁdeﬂ atBf t he
appl i cati on-dat a-transfer receptlon controller 63 detects the end

of a pa&?é?“%t\?&il f4drh clsi By' fd&ecti 0 £5%T IrEFA%ESsage
i ncl ude |n tﬂ%ﬁ%} the application-data-transfer nessage reception
controll 6%'fﬁjts an application-data-transfer nessage included in the

packet to the,appllqatien: data:tr anghet IPRRads gIRAgesEeE1 61

manages application-data-transfer messages. For example, if
an application-data-transfer message included in a packet
transmitted from a client is received by an application-
data-transfer message reception controller 63 and
transferred to the application-data-transfer message manager
61, the application-data-transfer message manager 61
produces an application-data-transfer message in response to
the received message and supplied the produced application-
data-transfer message, to be transmitted to the -client, to
an application-data-transfer message transmission controller
62.

The application-data-transfer message transmission
controller 62 controls transmission, performed by the
communication unit 39 shown in Fig. 2, of application-data-
transfer messages to clients. More particularly, the
application-data-transfer message transmission controller 62
adds a finished message to a set of a particular number of
messages supplied from the application-data-transfer message
manager 61 and transmits them in the form of a packet to a

client.



The update-entity nmessage manager 64 manages processes associated with
update-entity nessages. For exanple, if the update-entity nessage nanager
64 is commanded by the controller 51 to transmt a particular
update-entity nessage to a client, the update-entity nessage nanager 64
produces an update entity nessage according to the command and supplies
the produced update entity nessage, to be transmtted to the client, to an
update-entity nessage transm ssion controller 65. The update-entity
message transm ssion controller 65 Q%ppfols transm ssion, performed by the
comuni cation unit 39 shown in Fig. of update entity.nessages to
clients. More particularly, the update-entity nessage transm ssion
controller 65 adds a finished nessage to a set of a particular nunber of
messages suppheedppilomathenugdatetrafsfeennesyagessagertanager 64 and
transmts themin the formof a packet to a client. An update entity
message aeedaptliler dontacuitiverl s66 ecepittiogl s Peadepmiesh PypdhFor med by the
comuni cation unit 39 shown in Fig. 2, of update entity message from

cl i ent s comnd gadritone et 39 ﬁW@W@pdéké“éhtlUyoﬁé§§Q$%9@§%%&|Q%ﬁ -
controller 66 detects the end of a packet received from.a %@_ent by

det ect i AFanshed; H5FaaeSs £g@M rdifded -i n MoFe Pﬁ‘zf(?ﬁ&ulaér‘}é"t fupdate entity
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detects the end of a packet received from a client by
detecting a finished message included in the packet, the
application-data-transfer message reception controller 63
outputs an application-data-transfer message included in the
packet to the application-data-transfer message manager 61.

The update-entity message manager 64 manages processes
associated with update-entity messages. For example, if the
update-entity message manager 64 is commanded by the
controller 51 to transmit a particular update-entity message
to a client, the update-entity message manager 64 produces
an update entity message according to the command and
supplies the produced update entity message, to be
transmitted to the client, to an update-entity message
transmission controller 65.

The update-entity meséage transmission controller 65
controls transmission, performed by the communication unit
39 shown in Fig. 2, of update entity messages to clients.
More particularly, the update-entity message transmission
controller 65 adds a finished message to a set of a

particular number of messages supplied from the update-



to the update-entity nessage nmanager 64. The operate-entity message manager
67 manages processes associated with operate-entity nessages. For exanpl e,
if the operate-entity nessage nanager 67 is conmanded by the controller
51 to transmt a particular operate-entity nessage to a client, the
operate-entity nessage manager 67 produces an operate-entity nessage
according to the command and supplies the produced operate-entity nessage,
to be transmtted to the client, to an operate-entity nessage

transm ssion controller 68. The operaj®-entity nmessage transm ssion
controller 68 controls transm ssion, performed by the comunication unit
39 showmn in Fig. 2, of operate-entity nessages to clients. Mre
particularly, the operate-entity nessage tragnsm ssion controller 68 adds a
fini she@ddagesssos Seragrra bl 28d SFerstitsr thghen #ené%&‘gé’; suppl i ed
fromthe operate- entity ssage manager 67 and transmts themin the form
of a p&cRECKESF &% S0%n operate-entity message reception controller 69

2. of oper at BB HOREyBnELEARes TPFSRER FORFE L ORbr e phPLLED 8Pl y, the
, _ _ : particularly, the
0BG 2t & L IR R G PIIS! ARAoRs el f o packe
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More particularly, the update entity message reception
controller 66 detects the end of a packet received from a
client by detecting a finished message included in the
packet, and the update entity message reception controller
66 outputs an update entity message included in the packet
to the update-entity message manager 64.

The operate-entity message manager 67 manages processes
associated with operate-entity messages. For example, 1if
the operate-entity message manager 67 is commanded by the
controller 51 to transmit a particular operate-entity
message to a client, the operate-entity message manager 67
produces an operate-entity message according to the command
and supplies the produced operate-entity message, to be
transmitted to the client, to an operate-entity message
transmission controller €8.

The operate-entity message transmission contrecller 68
controls transmission, performed by the communication unit
39 shown in Fig. 2, of operate-entity messages to clients.
More particularly, the operate-entity message transmission

controller 68 adds a finished message to a set of a



69 outputs an operate-entity nessage included in the packet to the
operate-entity nessage manager 67. Fig. 4 is a block diagram show ng an
exanple of a functional configuration of a client (for exanple, the
portabl e tel ephone 5) perform ng conmuni cation according to a control
protocol . The functional configuration shown in Fig. 4 is simlar to the
functional configuration of the server described above with reference to
Fig. 3, and thus a duplicated description t hereof is not given herein.
Each functional block shown in Fig. és realized by executing a
particular control programon a CPU éﬁ of the portable telephone 5. A
controller 81 controls the entire portable telephone (client) including a
handshake message manager 82, a farewell nessage nmanager 85, an error
nessage pgEfagall HBnuaber D regydageet isuprdateat thramsftére wpey@ge manager 91,
an update- entity nessage manager 94m and an operate-entity nmessage

manager 9ititRomesssd enandumy &V Wdhtteananiiths dssadge thhendasn froma
server is received by the update entity message reception controller 96
and trarsfecleEt tw ttheldeamtrol ler 81 via the update-entity nmessage nanager
94, the controller 81 commands a device controller 10 ntrol a device
to perform A opeaas cacibAdivn §S66 a0 IEECBOF GHRALS: & message.

controls reception, performed by the communication unit 39
shown in Fig. 2, of operate-entity messages from clients.
More particularly, the operate-entity message reception
controller 69 detects the end of a packet received from a
client by detecting a finished message included in the
packet, and the operate-entity message reception controller
69 outputs an operate-entity message included in the packet
to the operate—entity message manager 67.

Fig. 4 is a block diagram showing an example of a
functional configuration of a client (for example, the
portable telephone 5) performing communication according to
a control protocol. The functional configuration shown in
Fig. 4 is similar to the functional configuration of the
server described above with reference to Fig. 3, and thus a
duplicated description thereof is not given herein.

Each functional block shown in Fig. 4 is realized by
executing a particular control program on a CPU 31 cof the
portable telephone 5.

A controller 81 controls the entire portable telephone
(client) including a handshake message manager 82, a

farewell message manager 85, an error message manager 8B, an



After conpletion of the process performed by the device connected to the
client, the controller 81 acquires information indicating the result of
the process (for exanple, information indicating whether the process is
successfully conpleted) fromthe device controller 100 and supplies the
acquired information to the update-entity nessage nmanager 94. The
update-entity nessage nmanager 94 produces a response nessage
(update-entity nmessage) on the basis of the results of the process and
transmts the produced response nessage_to the server via the
update-entity nessage transm ssion controller 95. The device controller
100 controls the operation of a device connected to the client in
accordance with a coomand that nay be issued in one of the foll ow ng

si t uat i carsplic@BiorFdstd -yt rajefe nmegsdde adrooadatd+ raghsiglatifessage
acquired by the application-data-transfer nessage reception controller 93
i s transgmiyted messdge domadRt t4rgand atorARAGTIR LSRN IGHUS iNRF Hdfevi ce to
performa process according to the application-data-transfer nessage is

i ssued Byana@er cdhiroller 81. Secondary, when an update-entity message
acquired by the update entity nessage reception controller 96.is

transferred &% t‘i‘e‘e“a(”i‘lﬁﬂ’(e‘rrpI""Ih@?‘/’l e Ué’d@(i}rﬁ‘r'ﬁﬁ’&lfté’.r me(?‘é&gienajr&n&%t&?dt 0
perform a_pr ocess acco/ding (o, £0q, undate entity, mssage, g, ssued by the
reception controller 96 and transferred to the controller 81
via the update-entity message manager 294, the controller 81
commands a device controller 100 to contrcl a device to
perform a process according to the received update-entity
message.

After completion of the process performed by the device
connected to the client, the controller 81 acquires
information indicating the result of the process (for
example, information indicating whether the process is
successfully completed) from the device controller 100 and
supplies the acquired information to the update-entity
message manager 94.

The update-entity message manager 94 produces a
response message (update-entity message) on the basis of the
results of the process and transmits the produced response
message to the server via the update-entity message
transmission controller B95.

The device controller 100 controls the operation of a

"device connected to the client in accordance with a command

that may be issued in one of the following situations.



Thirdly, when an operate-entity nessage acquired by the operate-entity
nmessage reception controller 99 is transferred to the controller 81, a
command for causing a device to performa process according to the
operate-entity nessage is issued by the controller 81. The device
controller 100 supplies information indicating the result of the control
(the result of the process perforned by the device) to the controller 81.
On the basis of the result of the process, a response to be sent to the
server is produced by the applicationgata- transfer nessage manager 91
the update-entity nmessage mnanager 94, or the operate-entity nessage
manager 97. Now, referring to Fig. 5, state transitions of control
protocol s are described bel gw. The details of comrunication perforned in

r espect ifi&sdtldtre WHEN aPe cpddiGatdngidR —trapg Lo, neEe3Is1 2N T€AU 31 of a

client (for exanple, the portable te!ephone 5) starts .to execute a client
S

progr amPY AdS; 3REdR L 1ons198 ta At
tarted, t fal | ow i nf i j . *.S URL (Uni f
Reour CETHERIT A oft e it B REPEO 1RE Sy eft COBR Eanpl e,

http:// . 0ge. cond webapp/ Server) * URL of a vi r . lLication: URL of
a b ggwiééﬁ%%ﬂgtﬁ1qg¥%ce't ?Erf&fm a Hﬁgg&é@”%cco %P%%gto % e

al provi des a VI ewer screen

exeCUte%ﬁﬂlfaéfygﬁJgg%éig 'hé?gynﬂéésage is issued by the

controller 81. Secondary, when an update-entity message

application

acquired by the update entity message reception controller
96 is transferred to the controller 81, a command for
causing a device to perform a process according to the
update-entity message is issued by the controller B81.
Thirdly, when an operate-entity message acquired by the
operate-entity message reception controller 99 is
transferred to the controller 81, a command for causing a
device to perform a process according to the operate-entity
message 1s issued by the controller 81.

The device controller 100 supplies information
indicating the result of the control (the result of the
process performed by the device) to the controller 8l. On
the basis of the result of the process, a response to be
sent to the server is produced by the épplication—data—
transfer message manager 91, the update-entity message
manager 94, or the operate-entity message manager 97.

Now, referring to Fig. 5, state transitions of control
protocols are described below. The details of communication

performed in respective state will be described later.

MESHAEE WRETRAE I i ent programis



http://ww. oge. conf webapp/ Vi ewDi spatcher) This URL is not necessary when
the client (for exanple, the portable tel ephone 5) does not need the Wb
application. * Cookie (optional): Cookie for identifying a session A
client transmits a HITP request using a specified session IDto a server
(for exanple, the serer 2) specified by a server URL. In the exanple
descri bed above, a HTTP request for posting a nessage at "/webapp/ Server"
is transmtted to a particular port nunber of "www oge.conf. In a case in
whi ch cookie information is set mhegﬁé e client programis started, the
client adds specified cookie inforr on to a cookie header of the HTTP
request. A response nessage returned froma server is described in a
content part of a HTTP response. After starting the client program in step
S2, the - 30Inckkept styanbri C8Ua3dl béne- bélikntné§sagexanbhg, athandshake
subprotocol to request establishnent of communication. That is, in a
handshake tadtle (tlaphdng B )Fisfamd)s t® exaare Reldld s PIgErastransnmitted
and a connection is established. After conpletion of the handshake

pr ot ocolAs ian retsey 1S3 statise tolangitt torgnsyhars: -a Mhesé@ wds®dde to the
server. In response, the connection is established, and the initiative of
the contrmstonan tisardfagitast (9 e He ldamiidld I YR 108 &S, NEGHTECHYon i s

established in response to_ .
* Server URL (Uniform Resource Locator): URL of a

server that controls the client (for example,
http://www.oge.com/webapp/Server)

* UJRL of a viewer Web application: URL of a Web
application that provides a viewer on a screen of an
application executed at an end user (for example,
http://www.oge.com/webapp/ViewDispatcher)

This URL is not necessary when the client (for example,
the portable telephone 5) does not need the Web application.

* Cookie {optional): Cookie for identifying a session

A client transmits a HTTP request using a specified
session ID to a server (for example, the serer 2) specified
by a server URL. In the example described above, a HTITP
request for posting a message at "/webapp/Server" is
transmitted to a particular port number of "www.oge.com".

‘In a case in which cookie infofmation“is set when the
client program is started, the client adds specified cookie
information to a cookie header of the HTTP reguest.

A response message returned from a server is described
in a content part of a HTTP response.

After starting the client program, in step 52, the



transmtting a client-hello-done nessage froma client to a
25). That is, a particular command (nessage) is transmtted

server (Fig.
fromthe

server to the client, and a response indicating the result of the process
performed in accordance with the comrand is returned fromthe client to

the server. After the connection is established and the init
transferred to the server, the state changes into a neutral

in Fig. 5). In step S4, in the neutral state, the server cont
state of the client or transmts/recejyes data specific tot
in accordance with the logic- of the application. In this pr

iative is
state (state 2
rols the

he application
ocess, the

control of the state of the client is perforned using an update entity

subprotocaol. On the - ot her hand,. an applicati,on- da&g trgn

subpr ot GdiFhits t&?é’c?m%t& £r SRt Peddiy BeggrgSs pSdidi &
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subpr ot ocol” (t hat one “packet i nc es a
established.

After completion of the handshake protocol, in step 83,

the client transmits a finished message to the server.

In

response, the connection is established, and the initiative

of the contrel is transferred to the server.

In some cases, connection is established in response to

transmitting a client-hello-done message from a client to a

server (Fig. 25).

That is, a particular command (message) is transmitted

from the server to the client, and a response indicating the

result of the process performed in accordance with the

command is returned from the client to the server. After

the connection i1s established and the initiative is

transferred to the server, the state changes into a neutral

state (state 2 in Fig. 5).

In‘etep S4, in the neutral state, the server controls

the state of the client or transmits/receives data specific

to the application in accordance with the logic of the

application.

In this process, the control of the state of the

client

is performed using an update-entity subprotocecl. On the



nmessage sequence of one type of subprotocol). At the end of the packet, a
fini shed nmessage of the subprotocol is placed. In each nessage transmtted
fromthe server to the client using a subprotocol (update entity
subprotocol, application data transfer subprotocol, or operate entity
subprotocol) in the neutral state, there is included information

i ndi cating whether, if the process is failed, the follow ng process shoul d
be continued. For exanple, when the client fails to process a nessage
whose starting bit is "0", follow ng ssages are not processed. On the
ot her hand, when the client fails to f%rocess a nessage whose starting bit
is "1", following nessages are processed. This al so applies to other
subprot ocol extension nmessages. If the logic of the application is

conpl et ettherhérmnd,n an 2Dplstce 185 - datte ~deransit ety swdFNCE o cderhfelsgsod- bye
message to the client using a farewell subprotocol. The state after the
transm $si dirasfsntiie’ resraiore gedd Hpeaifssade 4h¢ FERddeatind r Ahsi™g of
connection is referred to as a farewell state (state 3 in Fig. 5). If the
server duteratierentifat suRPTafased 115rsest do iPer@dltdte e, in step
S6, the server transmts a finished nessage to the client and ends the
connect isHnga-addordde cliienfi-ep S7, the client rel eases the resource and

ends the rocess. , . .
P Only in the neutral state, an arbitrary combination of

the above three subprotocol protocols is allowed to be
transmitted/received at a time in an arbitrary order. For
example, as will be described late with reference to Figs.
20 to 22, one packet can include only one type of
subprotocol (that is, one packet includes a header and a
message sequence of one type of subprotocol). At the end of
the packet, a finished message of the subprotocol is placed.

In each message transmitted from the server to the
client using a subprotocol (update entity subprotocol,
application data transfer subprotocol, or cperate entity
subprotocol) in the neutral state, there is included
information indicating whether, if the process is failed,
the following process should be continued.

For example, when the client fails to process a message
whose starfing bit is "0", following messages are not
processed. On the other hand, when the client fails to
process a message whose starting bit is "1", following
messages are processed. This also appiies to other
subprotocol extension messages.

If the logic of the application is completed, then, in



In sone cases, the connection is ended when the server transmts a

server -
respons
When an
I Mpossi
junps t
to the
the en
error s
nmessage
ended,

good- bye-done nessage to the client not via the farewell state.

In

e, the client releases the resource and ends the process (Fig. 25).

error occurs at an arbitrary step (state) and it becones

ble to continue the follow ng process, the <client of the server

0 step S8 and transmts an error nessage using an error subprotocol
server or the client. The state fromthe occurrence of an error to

d of communi cation using a cgnéﬁol protocol is referred to as an
ep S9, for exanple, when a finished
is transmtted fromthe nessage to the client, the error state
and the connection is closed. As described above, conmmrunication

tate (state 4 in Fig. 5. In s

is

bet ween step it Wrl sed3®r oty @ FEEFWITED AbiHe aessRIItPr ot ocol
tate changes in the above-described manner. Now, the data format of

packet s &g i PPy BHa @& Laggwiish it 4 s T Etiade diow. Fig. 6

whose s

shows an exanple of a data format of a packet. As shown inp Fi%. 6, a

of

subprotocol nmessages). The header ipcludes three fields: a
%d%ﬁ e‘{?g‘t Sl q.

packet
message
vVer si on

iHhe ddeanshent and e SEFRE WY prsfstadsnatst
S

(
the Tf Lep s i i ot REIeg ($PHe
state (state 3 in Fig. 5).
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If the server determines that the farewell protocol is
completed, then, in step S$6, the server transmits a finished
ﬁessage to the client and ends the connection. In response,
in step 87, the client releases the resource and ends the
process.

In some cases, the connection is ended when the server
transmits a server-good-bye-done message to the client not
via the farewell state. In response, the client releases
the resource and ends the process (Fig. 25)}.

When an error occurs at an arbitrary step (state) and
it becomes impossible to continue the following process, the
client of the server jumps to step S8 and transmits an error
message using an error subprotocol to the server or the
client. The state from the occurrence of an error to the
end of communication using a control protocol is referred to
as an error state (state 4 in Fig. 5}).

In step S9, for example; when a finished message is
transmitted from the message to the client, the error state
is ended, and the connection is closed.

As described above, communication between a client and



The version nunber of the control protocol is described in the version
field. Mire specifically, a major version nunber is represented by

hi gh-order bytes of the version and a mnor version nunber is represented
by | ow order bytes. If the data transfer protocol is changed, the ngjor
version nunber is increased, and the m nor version nunber is increased
when a subprotocol is added or changed. The subprotocol type indicates the
type of a subprotocol used in a packet, wherein the type nmay be one of
handshake protocol, farewell protocol,,error protocol, application data
transfer protocol, update-entity prBt%%oT, and operate entity protocol.
The length indicates the I ength of the nessage sequence. Each nessage

i ncluded in the nessage sequence consists of an extension (Ext) field, a

devi ce |D deRvidr fiiselpbrmrmedl uatess ayednps ) MBotdasild whedemgtat s i el d, and

a data field. 1In the extension field, the type of an extension for a
process @pagds dnt chchalapidtminpagbmamEs. described. In the device ID
field, the ID of a device to be controlled according to the nmessage is
descri bed. F¥ow,exiepldata fozrediseli pagfess &eﬁﬂﬁﬁéigﬂytéﬁ géffces are
connected to a client, the ID may be set so as to generically indicate al
t hose déifiadesfan LAY o L SETRFHIRRL Y t he nmessage, or the 1D may be

set such that [ ' i i
Fi%he6 %%Bm%ra%h%x%%%l%lb%n%.%%%ad%%kﬁgtt%ftgepg%i%%qe wi t hout

As shown in Fig. 6, a packet includes a header and a
sequence of a predetermined number of messages (subprotocol
messages) .

The header includes three fields: a version field, a
subprotocol type (SPT) field, and a length field.

The version number of the control protocol is described
in the version field. More specifically, a major version
number is represented by high-order bytes of the version and
a minor version number is represented by low-order bytes.

If the data transfer protocoel is changed, the major version
number is increased, and the minor version number is
increased when a subprotocol is added or changed.

The subprotocol type indicates the type of a
subprotocol used in a packet, wherein the type may be one of
handshake protocdi, farewell protocel, error protocol,n
application data transfer protocol, update-entity protocol,
and operate entity protocol.

The length indicates the length of the message sequence.

Each message included in the message sequence consists

of an extension (Ext) field, a device ID (DID) field, a



concern for a specific device. In the nmessage type field, the type of the
nmessage is described. As wll be described | ater, the handshake protocol
may include a client-hello nmessage transmtted from a client to a server
or a server-hello message transmtted froma server to a client, and the
type of such a nessage is indicated by the nessage type. In the |length
field, the length of data in the data part of the nessage is described.
The data format of the data part of the nessage depends on the nessage
type. The subprotocols are described §£ further detail below. Fig. 7 shows
messages transmtted usi ng a handshake® protocol. As shown in Fig. 7, a
finished nessage indicates the end of a subprotocol, and a warni ng nessage
indicates a - 35 warning. The data part of the warning nessage includes a
war ni ng neepregseivee b Fhetlidculearl estgdhadiiel bt mingg 2 Aadla dhdteligel | o
message indicates the start of transm ssion of handshake data froma
client to a $artbe, exapasionl féaldnekhs- §oRE AEs3BgEXtRBF&QReSOhE end of

t he handshake data. A server-hellaqo nessage jndicates the start of
handshalEoasssa SasTh i G dray diha GRPIdIGaEROD Aapad s érsy &S Hess-done

Focsit TS #1506 |
ressage i ndi cat eg (e end of, the andgfak 43 A, dey ggsessage i @

controlled according to the message is described. For
example, in a case in which a plurality of devices are
connected to a client, the ID may be set s0 as to
generically indicate all those devices to be controlled
according to the message, or the ID may be set such that the
server and the client can deal with the message without
concern for a specific device.

In the message type field, the type of the message is
described. As will be described later, the handshake
protocel may include a client~hello message transmitted from
a client to a server or a server-hello message transmitted
from a server to a client, and the type of such a message is
indicated by the message type.

In the length field, the length of data in the data
part of the message is described. The data format of the
data part of the meséage depends on the message type.

The subprotocols are described in further detail below.

Fig. 7 shows messages transmitted using a handshake
protocol.

As shown in Fig. 7, a finished message indicates the

end of a subprotocol, and a warning message indicates a



In the data part of the devices nmessage, device IDs uniquely assigned to
respective devices, perm ssion, type nane |engths, type nanes, device nane
| engt hs, and device nanes are described. The perm ssion indicates whet her
or not access to a device is permtted. Wien the permssion is set to
"0", access to the device (operation of the device) is permtted. However,
access (operation) is not permtted when the permssion is set to "1". The
devi ces nessage is used, for exanple, to informa server of what devices
are connected to the client and can renmotely operated and what
processes devices can perform in féé%gﬁée to given commands. Referring to
a sequence flow shown in Fig. 8 the handshake protocol, in which nessages
shown in Fig. 7 are transmtted, is described below. In this sequence, by
way - 3&arefirexanie datecesses of ehperfaomied imessgepdmicdiides teel ephone 5
acting as a client and the server 2 acting as a server for controlling a
devi ce wiarrconmmirastseortasing a ganttriclulpmotdesiastam sfirdmas21, t he
sequence of the handshake protocol starts when, for exanple, the handshake
message trandmcdseon-heddor melberg83ipRiigatay shet H&apsr P&bl e tel ephone 5
(client) transmts a client-hello nmessage to, for exanple, the server 2.
Mor e spéduidriseaildsion i dupsisdeke dateorfidi 8 SSUER YO theSothrol | er 81,

t he handshake nessage manager 82 produces _.
and a client-hello-done message indicates the end of the

handshake data.

A server-hello message indicates the start of handshake
data from a server to a client, and a server-hello-done
message indicates the end of the handshake data.

A devices message is a notification of a device list.
In the data part of the devices message, device IDs unigquely
assigned to respective devices, permission, type name
lengths, type names, device name lengths, and device names
are described. The permission indicates whether or not
access to a device is permitted. When the permission is set
to "0", access to the device (operation of the device) is
permitted. However, access (operation) is not permitted
when the permission is set to "1".

The devices message is used, for example, to inform a
server of what devices are connected to the client and can
be remotely operated and what processes devices can perform
in response to given commands.

Referring to a sequence flow shown in Fig. 8, the
handshake protocel, in which messages shown in Fig. 7 are

transmitted, is described below. In this sequence, by way



a client-hello nessage and transmts it to the server 2 via

nmessage transm ssion controller 83. In step S22, the handshake nessage

t he handshake

transm ssion controller 83 of the portable tel ephone 5 transnmits a
devi ces nessage to the server 2 to provide information associated with al

devices that are connected to the portable telephone 5 and that can be

controlled by the server 2. Also this devices nessage i s produced by the

handshake message manager 82 under the control of the «controller
exanpl e, information about the readggé%witer 11 connected to the portable
2 connected via the reader/witer

tel ephone 5 and the external IC car

81. For

11

to the portable telephone 5 is provided to the server 2 using the devices
nmessage. - 37 1In step 523, a nmessage specific to the application is
t r ansni tatfexdfpdrepafitmece sgeen ag e lnegrfictmed Svddhe mesdadde is transnitted

in step 524, the transm ssion of the handshake data fromthe
t el ephorfel®rbwnahd SEtiag 25 j& ddmiitettdd the S Iednds Rake

reception controller 54 of the server 2 acquires,, in steps ., S41 to S44,
cli ent - FETVET s £ R 06l i S8 HES 4G BRSSO ed™ ¢ to the

application, and the client-hello-done nessage, transmtted
por t abl EXEEPhFHECSen, in step 545, the

ortabl e
$ade

fromthe

In step S21, the sequence of the handshake protocol

starts when, for example, the handshake message transmission

controller 83 (Fig. 4) of the portable telephone 5 (client)

transmits a client-hello message to, for example, the

server

2. More specifically, in response to a command issued by

the controller 81, the handshake message manager 82 produces

a client-hello message and transmits it to the server
the handshake message transmission controller 83.
In step S22, the handshake message transmission

controller 83 of the portable telephone 5 transmits a

2 via

devices message to the server 2 to provide information

associated with all devices that are connected to the

portable telephone 5 and that can be controlled by the

server 2. Also this devices message is produced by the

handshake message manager 82 under the control of the
contrcocller 81.

For example, information about the reader/writer

11

connected to the portable telephone 5 and the external IC

card 12 connected via the reader/writer 11 to the portable

telephone 5 is provided to the server 2 using the devices

message.

t he



handshake message transm ssion controller 53 (Fig. 3) transmts a
server-hell o nessage to the portable tel ephone 5. In the next step S46, the
handshake message transni ssion controller 53 of the server 2 transmits a
nmessage specific to the application. Thereafter, in step 547, the
handshake nmessage transm ssion controller 53 transmts a server-hello-done
nmessage. In the above steps, all nessages including the nessage specific
to the application are transmtted in the handshake protocol under the
control of the handshake nessage tran§ ssion controller 53. The
server-hell o nessage, the application= ZLECIfIC nmessage, and
server-hel |l o-done nessage, transmtted fromthe sever 2, are received by
the handshake nmessage reception controller 84 of the portable telephone 5,
in respectivan s38p SLEps aSREestsags2 Bpekfi fhot ot hbepeppdblatiehepBone 5 and
the server 2 have transmtted hell o-done nessages (the client-hello-done
message tarechdnhiet tset v erthrstdat thone wheysage)lia elilpicae "SABaGehe
handshake message transm ssion controller 53 of the server 2 transnmits a
fi ni shed srewsamniivechelportam| 24 t dipHormn Mismen 4 ST’ nessage

transmtted fromthe server 2 is received,_ in step S28, t he handshake
message handghalkm datht T dher Gt forkeni cHBay?erve g

is completed.

If the handshake message reception controller 54 of the
server 2 acguires, in steps S41 to S44, the client-hello
message, the devices message, the message specific to the
application, and the client-hello-done message, transmitted
from the portable telephone 5, then, in step 545, the
handshake message transmission controller 53 (Fig. 3)
transmits a server-hello message to the portable telephone 5.

In the next step 546, the handshake message
transmission controller 53 of the server 2 transmits a
message specific to the application. Thereafter, in step
S47, the handshake message transmission controller 53
transmits a server-hello-done message. In the above steps,
all messages including the message specific to the
application are transmitted in the handshake protocol under
the control of the handshake ﬁessage transmission controller
53.

" The server-hello message, the application-specific
message, and server-hello-done message, transmitted from the
sever 2, are received by the handshake message reception

controller 84 of the portable telephone 5, in respective



In step S29, the handshake nmessage transm ssion controller 83 of the
portable tel ephone 5 transmts a nessage specific to the application. In
the next step S30, the handshake nessage transm ssion controller 83 of the
portabl e tel ephone 5 transmts a finished nessage to the server 2. The
nmessage specific to the application and the finished nessage transmtted
fromthe portable telephone 5 are received in steps S49 and S50,
respectively, by the handshake nessage reception controller 54 of the
server 2. At this point of tinme, the ndshake protocol is conpleted at
both the portable tel ephone 5 and the server 2. In Fig. 8, dotted lines

i ndicate that nessages specific to the application are transmtted only
when they are necessary. Note that as nmany nessages specific to the

appl i catstmpsasdtedessy’l. are transnmtted. For exanple, in - 3 9 - step S23,
no nessage is transmtted in sone cases, but a plurality of nessages are
transnmitted L Sofb thseporthbde tslgphener jeand &hscgesies deBéVPbed | ater
with reference to Fig. 10. Although in Fig. 8, the handshake protocol is
conpleté§anﬁmﬁiwﬁkTﬁﬂﬁQﬁQQPQHQQﬁﬁﬁQQ% feeicld®ntirhald® 5%y the server
2, the handshake protocol may he conpl eted when the client-hello-done
message NS Saeiaf Ghe Sy APyt A RS SIRARRE ) Fdi1SFer Y %R t hough i n

Fg. 8’:§ % Qlé(%£§§§ﬁ§¥§sﬁgg£age transmission controller 53 of the
server 2 transmits a finished message to the portable
telephone 5.

The finished message transmitted from the server 2 is
received, in step S$S28, by the handshake message reception
controller 84 of the portable telephone 5.

In step S29, the handshake message transmission
controller 83 of the portable telephone 5 transmits a
message specific to the application. In the next step S30,
the handshake message transmission controller 83 of the
portable telephone 5 transmits a finished message to the
server 2. The message specific to the application and the
finished message transmitted from the portable telephone 5
are received in steps 549 and S50, respectively, by the
handshake message reception controller 54 of the server 2.
At this point of time, the handshake protocol is completed
at both the portable telephone 5 and the server 2.

In Fig. 8, dotted lines indicate that messages specific
to the application are transmitted only when they are
necessary. Note that as many messages specific to the

application as necessary are transmitted. For example, in



t he hel |l o-done nessages are transmtted by both the server 2 and the
portabl e tel ephone 5, those nessages nay be transmtted only fromthe
portabl e tel ephone 5 to the server 2. This nmakes it possible to quickly
end the handshake protocol and start a process in the neutral state,

al though a slight reduction occurs in the reliability of the handshake
protocol. In other words, if both the portable telephone 5 and the server
2 transmit/receive the hello nessages and the hel |l o- DONE nessages, the
handshake protocol is executed in.afmre reliable fashion. Fig. 9 shows
nmessages used in a farewell protocol. A finished nessage indicates the end
of a subprotocol, and a warning nessage indicates a warning. The data part
of the warni nmessage i nclydes a warni ng nmessage represented by a

par ti CUISKERC IR ac ey TBESPRE. 5 J6 2PATCIHESR: G0 GaMy GoReSsal¥ b fdi cat es the

start of . tr nzpiSEion of farewell data.froma client to a seryer, and a
0d-oyedSite

cli ent - §3 RESSHGE N CAPESTHHTE SEhd Tof Tie P &Pevel T dat a. A
server - ggodye Tesoage J ndianes LIBCLay dlac LAl | LA fuoma server

to a client, a server- one nessage i ndicates the end of the
farewel Ip;dat 3. A return-code nessage is a notification of the end of code

fromthe server, wherein its data part includes an end code.
Although in Fig. 8, the handshake protocol is completed

when the finished message is received in step S50 by the
server 2, the handshake protocol may be completed when the
client-hello—-done message is received in step S44 by the
server 2.

Furthermore, although in Fig. B, the hello messages and
the hello-done messages are transmitted by both the server 2
and the portable telephone 5, those messages may be
transmitted only from the portable telephone 5 to the server
2. This makes 1t possible to quickly end the handshake
protocol and start a process in the neutral state, although
a slight reduction occurs in the reliability of the
handshake protocol. 1In other words, if both the portable
telephone 5 and the server 2 transmit/receive the hello
messages and the hello-DONE messages, the handshake protocol

' is executed in a more reliable fashion.

Fig. 9 shows messages used in a farewell protococl.

A finished message indicates the end of a subprotocol,
and a warning message indicates a warning. The data part of
the warning message includes a warning message represented

by a particular character string.



Referring to a sequence flow shown in Fig. 10, the farewell protocol, in
whi ch nessages shown in Fig. 9 are transmtted, is described below The
farewel | protocol starts when the farewell nessage transm ssion controller
56 of the server 2 transmits a server-good-bye nessage in step S81. That
is, the farewell protocol starts when the server 2 having the initiative
in comunication transmts a nmessage (the server 2 has the initiative in
comuni cation after the handshake protocol is conpleted, as described

earlier with reference to Fig. 5). Jrhéppp S82, the farewell nessage
transm ssion controller 56 of the server 2 transnmts a return-code

nmessage to the portable telephone 5 (client). In the next step S83, a
nmessage specific to the application (a farewell extension nessage
speci fi ed i nAt héierntegepdnbieendfsage-iddicatanshhet edartApfer conpl etion
of transmtting all nmessages specific to the applications, the process

pr oceeds raosstics isgY of] farswegd 1SB4Lat e offaPeidliente $9age SEXFRIM §8don
controller 56 of the server 2 transnmits a server-good-bye-done nmessage to
the port s8ienteiaopsony s dopge MeissRGEmiriddsatesn Shiet €8¢ Pfoibehe server 2
in steps. S81 and S84 is received in steps S61 to S64 by the farewell
nmessage fPec#stilodatGnt rol | er 87 of the portable tel ephone 5. In step S65,

the farewel | nmessage transm ssion C
A serv r-goog—gge message indicates the start of

farewell data from a server to a client, and a server-good-
bye-done message indicates the end of the farewell data.

A return-code message is a notification of the end of
code from the server, wherein its data part includes an end
code.

Referring to a sequence flow shown in Fig. 10, the
farewell protocol, in which messages shown in Fig. 9 are
transmitted, is described below.

The farewell protocol starts when the farewell message
transmission controller 56 of the server 2 transmits a
server-good-bye message in step S81. That is, the farewell
protocol starts when the server 2 having the initiative in
communication transmits a message (the server 2 has the
initiative in communication after the handshake protocol is
cémpleted, as described earlier with reference to Fig. 5).

In step 882, the farewell message transmission
controller 56 of the server 2 transmits a return-code
message to the portable telephone 5 (client). 1In the next
step $83, a message specific to the application (a farewell

extension message specified in the extension field) is



controller 86 of the portable tel ephone 5 transmts a client-good-bye
nessage to the server 2. In the next step S66, the farewel|l nessage

transm ssion controller 86 of the portable tel ephone 5 transnmts a
nmessage specific to the application. Thereafter, in step S67, the farewell
message transm ssion controller 86 of the portable telephone 5 transmts a
client-good-bye-done nessage. After conpletion of transmtting the
client-good-bye- done nessage, the farewel|l nessage transm ssion controller
86 of the portable tel ephone 5 the fgrewell nessage transm ssion
controller 86 transmts a finished nessage in step S68. Each information
transmtted in steps S65 to S68 fromthe farewell nessage transm ssion
controller 86 of the portable telephone 5 is received in steps S85 to S88
by the LIAPSTHALSH| nessage reception controller 57 of the server 2. |f

the finished t itted by th table tel eph S IStk i ved
Step 588 by PRECEaP CREILE TBBs Be C2FBORRELORSCONr BEPOROBT SPoPRE Garver 2, |

the progess. progaads, 10,5120, 89, 1N ep 39,4 he Largwald, message
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transmtte rorh e farewe nessa transm ssi on controller

serer 243 IRORIMED itharshfiR 589 1o RYL ML dALRUW 2 to the

portable telephone 5.

Each information transmitted from the server 2 in steps
SB81 and S84 is received in steps S61 to S64 by the farewell
message reception controller 87 of the portable telephone 5.

In step S65, the farewell message transmission
controller 86 of the portable telephone 5 transmits a
client-good-bye message to the server 2.

In the next step 866, the farewell message transmission
controller 86 of the portable telephone 5 transmits a
message specific to the application. Thereafter, in step
567, the farewell message transmission controller 86 of the
portable telephone 5 transmits a client-good-bye-done
message.

After completion of transmitting the client-good-bye-
done‘ﬁessage, the farewell message transmission controller
B6 of the portable telephone 5, the farewell message
transmission controller 86 transmits a finished message in
step 86B. Each information transmitted in steps S65 to 368
from the farewell message transmission controller 86 of the

portable telephone 5 is received in steps 3885 to $88 by the



Alternatively, the farewell protocol may be ended when the
server-good- bye-done nessage is transmtted in step S84. This nmakes it

possible to quickly end the farewell protocol. Fig. 11 shows nessages used
in an error protocol. A finished nmessage indicates the end of a
subprotocol, and a warning nessage indicates a warning. The data part of

t he warni ng nessage i ncludes a warni ng nessage represented by a particular
character string. A packet-format-error nmessage indicates that a packet
includes a format error. An iIIegaI;sgﬁtg-error nmessage indicates that an
i1l egal nessage has been detected. An unexpected-error nessage indicates
that an unexpected error has occurred. The data part of each of the
packet-format-error nessage, the illegal-state-error nmessage, and the - 43
unexpectiagesaldr MAsSAafe H9fERided #Pddrlaessagd Ghediseatviedg 2t-he cont ent
of the error represented by a particular character string. Referring to
Fig. 12 and &fséhGehdBifhsH BRERAILntERgS™itsed: R ERROPOREBPOBOI, in which
nmessages shown in Fig. 11 ,aredt,ransrritt%\(z;n is described.. Fig. 12 shows a
sequenceé OFRWESrt o pristddsid ety S 5 e SAEERSI TEEne 5
detects an error. | f .the .cont 7oI g‘_er 81 of the 2Dorti;habl %Otceelsesphone 5 detects
an error- vt %Pﬁké:é)qttrcﬁr?ﬁ& bIoF 1'% FGH&E - the p
proceeds to step S89. In step S89, the farewell message
transmission controller 56 transmits a finished message to
the portable telephone 5 and ends the farewell protocol.
The finished message transmitted from the farewell message
transmission controller 56 of the serer 2 is received in
step S69 by the portable telephone 5.
Alternatively, the farewell protocol may be ended when
the server-good-bye-~done message is transmitted in step S84.
This makes it possible to quickly end the farewell protocol.
Fig. 11 shows messages used in an error protocol.
A finished message indicates the end of a subprotocel,
and a warning message indicates a warning. The data part of
the warning message includes a warning message represented
by a particular character string.
A packet-format-error message indicates that a packet
includes a format error. An illegal-statenerior message
indicates that an illegal message has been detected.
An unexpected-error message indicates that an
unexpected error has occurred.

The data part of each of the packet-format-error

message, the illegal-state-error message, and the



continue the process, the controller 81 commands, in step 5101, the error
nmessage manager 88 to transmt one of nessages shown in Fig. 11 (a
packet-format-error nessage, an illegal-state-error nessage, or an
unexpected-error nessage) to informthe server 2 of the occurrence of the
error (and the content of the detected error). Mre specifically, under
the control of the controller 81, the error nessage nanager 88 produces a
particul ar nmessage and transmts it via the error nessage transni ssion
control ler 89. Thereafter, a finished fressage is transmtted in step S102
fromthe portable tel ephone 5 and red%lved in step S112 by the server 2,

and a finished nessage is transmtted in step S113 fromthe server 113 and

received in step S103 by the portable tel ephone 5, thereby the

comuni cetexgredistdresrront e ssergee riranldidelse agl iegmond Megysda®, as descri bed
earlier - 44 wth reference to Fig. 5. Fig. 13 shows an error protocol
execut edndhieratting W venmterdetac ttheaprorrenfesendasomr & | er 51 of the

server 2 detects an error that nakes it inpossible to further continue the

process Partieeit rdlaEcter &hmditds, in step S131, the error nmessage

manager 58 to transmt a nessage dependin% on the _content of %he det ect ed
error to theREEREZENG & EfFond<53f8 PnEERNFIRE LOWUPPEHEe1Bf FtHe error

More specifi 51,
msssagg %Lla}%%l. X ourn%egoéohceol,coir}} rw lic(ﬂc Ir'{ehsesacgoenst rs Iolwenr J_Snl Fltgh.e 1‘“:§Lr ror

are transmitted, is described.

Fig. 12 shows a sequence of the error protocol executed
when the portable telephone 5 detects an error.

If the controller 81 of the portable telephone 5
detects an error that makes it impossible to further
continue the process, the controller 81 commands, in step
5101, the error message manager 88 to transmit one of
messages shown in Fig. 11 (a packet-format-error message, an
illegal-state-error message, or an unexpected-error message)
to inform the server 2 of the occurrence of the error (and
the content of the detected error). More specifically,
under the control of the controller 81, the error message
manager 88 produces a particular message and transmits it
via the error message transmission controller 89.

Thereafter, a finished message is transmitted in step
§102 from the portable telephone 5 and received in step S112
by the server 2, and a finished message is transmitted in
step S113 from the server 113 and received in step S103 by
the portable telephone 5, thereby the communication between

the server and the client is ended, as described earlier



produces a particular nmessage and transmts it via the error nessage
transm ssion controller 59. In step S132, after transmtting the nessage
indicating the occurrence of the error, the error nessage transni ssion
controller 59 of the server 2 transmts a finished nessage to the portable
t el ephone 5. The nessages transmtted fromthe server 2 are received in
steps S121 and S122 by the portable tel ephone 5, and the comunication is
ended. As described above, each of the server 2 and the portable telephone
5 can transmt, with an arbitrary timfg, an error nessage to the other
apparatus when an error is detected. Instead of transmtting a nessage
using the error subprotocol, an error nessage defined in the application
may - 45 . te nsnltt d Hp not'fy the occurrence of an error. O the
error nﬁ?s é% ef%&ﬁ%1 g 'sade does not influence the sequence. Wien

ei ther one O%‘égntent % tﬁ%ngrrgge 825%baeﬁ%g%§§ﬁ8 whgnrgéelves a war ni ng

nessage, the nessag may be

i gnor ed.g Rl g, LA 59Q§§ ransnltted in the update entity protocol
Those nessages transnlt int e update entity protocol are used to

change the stat @ nePLeRekbY)c®f 54e%iFCe8e server 2 detects an error

that makes it impossible to further continue the process,
the controller 51 commands, in step S131, the error message
manager 58 to transmit a message depending on the content of
the detected error to the portable telephone 5 to inform the
occurrence of the error. More specifically, under the
control of the controller 51, the error message manager 58
produces a particular message and transmits it via the error
message transmission controller 59.

In step 8132, after transmitting the message indicating
the occurrence of the error, the error message transmission
controller 59 of the server 2 transmits a finished message
to the portable telephone 5.

The messages transmitted from the server 2 are received
in steps 5121 and S122 by the portable telephone 5, and the
communication is ended.

As described above, each of the server 2 and the
portable telephone 5 can transmit, with an arbitrary timing,
an error message to the other apparatus when an error is
detected.

Instead of transmitting a message using the error

subprotocol, an error message defined in the application may



For exanple, those nessages are used to turn on a LED (Light Emtting
Di ode) disposed on the surface of the reader/witer 11 shown in Fig. 1 or
turn on the power of a particular device. A finished nessage indicates the
end of a protocol, and a warning nessage indicates a warning. The data
part of the warning nessage includes a warning nmessage represented by a
particul ar character string. A set-property nessage is transmtted froma
server to a client to set a property of a device connected to the client.
A property-set nessage is a nessagq_rfgtg‘ned fromthe client as a response
to the set-property nessage. This set-property nessage is one of nessages
whose failure will nmake it inpossible to further continue the - 46
process. Therefore, the first bit of the set-property nessage is set so as
to i ndi &st ¢ rehamitthe drtocess iflyotthe becureemcogatdd airf exrbai.l ure occurs. The
data part of the set-property nessage includes information associated with
a property t@fpéhseerroramgespges. sudhrasng prepegeydpapenpbngth, property
name, property value length, and property value. The data part of the
pr oper t yfAIERESs Ade SEANRES -f r FRent K toeiTe P Ca & s thes 56438 ¢ £RE
set-property nessage transmtted fromthe server includes a flag
i ndi cati portable.telephone 5 receives a warning message, the
content of the message may be written in a log or may be
ignored.
Fig. 14 shows messages transmitted in the update entity
protocol.
Those messages transmitted in the update entity
protocol are used to change the state (property) of devices.
For example, those messages are used to turn on a LED (Light
Emitting Diode) disposed on the surface of the reader/writer
11 shown in Fig. 1 or turn on the power of a particular
device.
LA finished message indicates the end of a proteccol, and
a warning message indicates a warning. The data part of the
warning message includes a warning message represented by a
particular character string.
A set-property message is transmitted from a sexrver to
a client to set a property of a device connected to the
client.
A property-set message is a message returned from the
client as a response to the set-property message.

This set-property message is one of messages whose

failure will make it impossible to further continue the



whet her or not the process specified by the set-property nessage has been
successfully performed by the client. A get-property nessage is transmtted
froma server to a client to acquire the property value of a device
connected to the client. A get-property nessage is a nessage returned
fromthe client as a response to the property nessage. This get-property
nmessage is one of nessages whose failure will nmake it inpossible to
further continue the process. Therefore, the first bit of the get-property
nmessage is set so as to indicate that4ghe process should be termnated if a
failure occurs. The data part of the get-property nessage incl udes
information indicating the property nanme length, the property nanme, and
the like of a devige whose praperty value is.to be acquired. - 47 - A
proper t ' Nessage irl(s\heare FHgd eet%‘rﬁisetd l?ftorﬁfﬁcgle AR R K esponse to
t he get - somi A t 1.t t server.. .he { rt of the
pr opgrtyngn”ess égelﬁi%lag%esgsﬁﬁégrlﬁ%@?coarg e|r n |ac€z;'?clhneg qﬁoecepsr%psehg}%yl%n%raree | engt h,
of

t he prOp@éx}(I%’iM@ a0d, the ke Japguested by the server, a device. A

set-network-tineout nessage I ndicates a network time out to be set at the
client. Thisis@l hgbprlliFeeub EetSpgeks (INheakaBRsIAGERacHNOse failure
no o be

at the client wll cause the process
information associated with a property to be set to a device,
such as a property name length, property name, property
value length, and property value.

The data part of the property-set message returned from
the client as a response to the set-property message
transmitted from the server includes a flag indicating
whether or not the process specified by the set-property
message has been successfully performed by the client.

A get-property message 1is transmitted from a server to
a client to acquire the property value of a device connected
to the client. A get-property message is a message returned
from the client as a response to the property message.

This get-property message is one of messages whose
failure will make it impossible to further continue the
process. Therefore, the first bit of the get-property
message is set so as to indicate that the process should be
terminated 1f a failure occurs.

The data part of the get-property message includes
information indicating the property name length, the
property name, and the like of a device whose property value

is to be acquired.



termnated. Therefore, the first bit of the set-network- tinmeout nmessage is
set so as to indicate that the process should be continues if a failure
occurs. The data part of the set-network-tineout nessage includes a tine
out value to be set at the client. Referring to a sequence flow shown in
Fig. 15, the update entity protocol, in which nessages shown in Fig. 14

are transmtted, is described below. Wen the server 2 wants to change the
state of a device connected to the portable tel ephone 5, the update-entity
message nanager 64 of the server 2 prpguces, in step 5151, an
update-entity nessage to be transmtted to the portable telephone 5, under
the control of the controller 51. The produced update-entity nessage is
supplied to the update- entity nessage transm ssion control]er 65. - 48 1In
step S152, thePlpBarEYeREFPEFIReiSageMEFEATRI SSLUANCEOREPBI FBR 65 of the
server 2 _adds a finished nessage at the end of the segﬁfnce of,

updat e- EHYEAF FEs SadESHTSFuLE the ISR ISPSTE tah PeSSEIE e Tgddbiest

i ncl udi t he sequence of _update-entity sages and the finished nessage
to the TS #hi% XeEond™s GRfR BRET (e R RERRCRUAG 2¥par t | cul ar

AL T R AR e I I T I
the property name, and the like, requested by the server, of
a device.

A set-network-timeout message indicates a network time
out to be set at the client.

This set-network-timeout message is one of messages
whose failure at the client will not cause the process to be
terminated. Therefore, the first bit of the set-network-
timeout message is set so as to indicate that the process
should be continues if a failure occurs.

The data part of the set-network-timecut message
includes a time out value to be set at the client.

Referring to a sequence flow shown in Fig. 15, the
update entity protocol, in which messages shown in Fig. 14
are transmitted, is described below.

When the server 2 wants to change the state of a device
connected to the portéble telephone 5, the update-entity
message manager 64 of the server 2 produces, in step S151,
an update-entity message to be transmitted to the portable
telephone 5, under the control of the controller 51. The
produced update-entity message is supplied to the update-

entity message transmission controller 65.



Because a plurality of nessages conbined together with in one packet can
be transmtted at a tine to the portable telephone 5 (in this case, one
header and one footer are needed to be added each tine a plurality of
nessages are transnmtted) the data size can be reduced conpared with the
case in which only one nessage is put together with a header and a footer
i n one packet and nessages are transmtted on a nessage-by-nessage basis.
This also allows reductions in the conmunication tinme and comruni cation
cost. This is also true for all protpgols. The update-entity nmessages
included in the packet and transmtted fromthe server 2 are received in
step S141 by the update entity nessage reception controller 96 of the
portabl e tel ephone 5, and the finished nessage added at the end of the
sequence of tIhe stgPatdodnt ithy Hpssigesntdty BgsspeeetvaadsmAssiep S142. In
the portable tel ephone 5, when the nessages included in the packet

t ransni tCABEE AL O &Fr e fer Vil radfls hd ity de i rdedded in
the sane order as the order in which the nessages are acquired. As

r equi r e YeddbhsENGTHC AT APIHE TR RY FeTIRSTH d’cré%cglci%i prbduced by

the. por (R LT bsha SO & R Do RGRE YAl ng t he
L eCll.lpr?ascsea—geer1tt lr tayn S.fnne] st s:[ aec_:;desf raf)nrcq tt}}lee SE RN e2d message to the
portable telephone 5.

That is, the packet including a particular number of
update-entity messages produced in step S151 and the
finished message added in step S152 is transmitted to the
portable telephone 5.

Because a plurality of messages combined together with
in one packet can be transmitted at a time to the portable
telephone 5 (in this case, one header and one footer are
needed to be added each time a plurality of messages are
transmitted) the data size can be reduced compared with the
case in which only one message is put together with a header
and a footer in one packet and messages are transmitted on a
message-by-message basis. This also allows reductions in
the communication time and communication cost. This is also
true for all protocols.

The update-entity messages included in the packet and
transmitted from the server 2 are received in step S141 by
the update entity message reception controller 96 of the
portable telephone 5, and the finished message added at the

end of the sequence of the update-entity messages is



In step S143, the update-entity nmessage manager 94 produces responses
(update-entity nmessages) to the received update- entity nessages. For
exanple, if an update-entity nessage received from the server 2 indicates
that a property value of a device should be changed, the device controller
100 changes the property value in accordance with the update-entity
nmessage, and the controller 81 infornms the update-entity nessage nmanager
94 whether or not the property value has been successfully changed. On the
bases of the notification, the updatggentity nessage manager 94 produces a
response and supplies the produced response to the update-entity nessage
transm ssion controller 65. In step S144, the update-entity nessage
transm ssion controller 95 of the portable tel ephone 5 adds a finished -
50 ness&FELEY He prisducEd d-esponse and transmits a packet including the
response and_t he finisheg message. to tge erv 2. \Wet her ,or .nat
responses ar &0 &t'Gr ROF A &ehﬁﬁigﬁQHQer spHﬁ§Bs%éFemﬁéﬁﬁgﬁ§dlB&ﬁgaﬁdon
nessages, recei ved fro the server_. 2. In step S153, the packet including
t he seqdéhg_%‘eofpaq.]ﬁdé?e{aémlt erffgsfsraoé‘bstq}er a?r?psrrﬁeﬁ &dF raocrﬁoutlﬁee&p'or Nl e
tel ephone 5 is acquired by the .u te entit r { controller
66 of tHE S der 2,° dnad & qerﬁrgﬁcglc? sr?esesé%g&e&%z}gecae tcrg%efngr}lof t he
Sequenc%ﬂfﬁcﬁr%%é”%¥g§3ges are acguired. As required, a response

indicating the result of the process is produced by the

controller 81.

The update entity message reception controller 96 of

the portable telephone 5 detects the end of the packet by

detecting the finished message transmitted from the server 2.

In step S143, the update-entity message manager 94 produces

responses (update-entity messages) to the received update-

entity messages.

For example, if an update-entity message received from

the server 2 indicates that a property value of a device

should be changed, the device controller 100 changes the

property value in accordance with the update-entity message,

and the controller 81 informs the update-entity message

manager 94 whether or not the property value has been

successfully changed. On the bases of the notification, the

update-entity message manager 94 produces a response and

supplies the produced response to the update-entity message

transmission controller 65.

In step $144, the update-entity message transmission

controller 95 of the portable telephone 5 adds a finished



entity messages is acquired in step S154. Hereinafter, packets transmtted
in the neutral state fromthe server 2 to the portable tel ephone 5 are
referred to as control packets (specific exanples of control packets are
a packet including no or one or nore update-entity messages and a fini shed
nmessage, a packet including no or one or nore application-data-transfer
nmessages and a finished nessage, and a packet including no or one or nore
operate-entity nmessages and a finished nessage). Packets returned fromthe
portable tel ephone 5 to the server_2.to informof the result of a process
performed in accordance with nessageS included in control packets are
referred to as response packets (wherein each response packet includes no
or one or nore responses and a finished nessage). - 51 As described
above, aemHgoltpddicetriomiast mpanudsee anshttinapsiddsagePaat@ta fini shed
message is transmtted from the server 2 to the portable tel ephone 5 via
comuni datdlonlingethe mesnande akk the thigdishebmasf@dgetrert®  and a
process is performed by the portable tel ephone 5 in accordance with the

updat e- EIRIYSE rfessdGatham qthd YoM 54 %1 35h divd W Re AT ARt e,

responses to the update-entit ngfs es received fron1the.servg§ 2 are
pr oduced@hdr &P e ne hi"’di $t ARG FEEHNE R W shed

nmessage (s returned, to the server 2.
the server 2.

In step $153, the packet including the sequence of
update—entity messages transmitted from the portable
telephone 5 is acquired by the update entity message
reception controller 66 of the server 2, and the finished
message added at the end of the sequence of the update-
entity messages is acgquired in step S154.

Hereinafter, packets transmitted in the neutral state
from the server 2 to the portable telephone 5 are referred
to as control packets (specific examples of control packets
are a packet including no or one or more update-entity
messages and a finished message, a packet including no or
one or more application-data-transfer messages and a
finished message, and a packet including no or one or more
operate-entity messages and a finished message).

Packets returned from the ﬁortable telephone 5 to the
server 2 to inform of the result of a process performed in
accordance with messages included in control packets are
referred toc as response packets {(wherein each response
packet includes no or one or more responses and a finished

message) .



More specifically, if a control packet including a set- property nessage
shown in Fig. 14 is transmtted fromthe server 2 to the portable

tel ephone 5, then, in the portable telephone 5 a property value of a
device is set in accordance with the set-property nessage, and a response
packet including a property-set nessage (response) is returned to the
server 2. The sequence of update-entity nessages transmtted from the
portabl e tel ephone 5 or the server 2 may include a particular nunber of
application-specific nessages (updatesyentity extension nessage specified
in the extension field). . Fig. 16 shows nessages used in the application
data transfer protocol. The application data transfer protocol is used,

f I | i [ dat icati d.top - 52
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describgd RQIQW.is performed by the portable telephone 5 in
accordance with the update-entity messages. In the portable
telephone 5, furthermore, responses to the update-entity
messages received from the server 2 are produced, and a
response packets including the responses and a finished
message is returned to the server 2.

More specifically, if a control packet including a set-
property message shown in Fig. 14 is transmitted from the
server 2 to the portable telephone 5, then, in the portable
telephone 5, a properﬁy value of a device is set in
accordance with the set-property message, and a response
packet including a property-set message (response)} is
returned to the server 2.

The sequence of update-entity messages transmitted from
the portable telephone 5 or the server 2 may include a
particular number of applicationHSbecific messages (update-
entity extension message specified in the extension field).

Fig. 16 shows messages used in the application data
transfer protocol.

The application data transfer protocol is used, for

example, when application data or an application command to



In step S171, the application-data-transfer nessage manager 61 of the
server 2 produces a set of application- data-transfer nessages. The
produced application-data-transfer nessages are supplied to the
application-data-transfer nmessage transm ssion controller 62. In step
S172, the application-data-transfer nessage transm ssion controller 62 of
the server 2 adds a finished nessage at the end of the sequence of
application-data- transfer nessages produced, and transmts a control
packet including the sequence of appbZcation-data-transfer nessages and
the finished nessage to the portable tel ephone 5. The
application-data-transfer nessages included in the control packet are

receive }ﬂﬂ§§e !Qé f.he j.cation- ta-t f nessage reception
control Iq:edr lofcq%gejx- ﬂpoﬁ?ba‘rgoatle%)e%&nggee&ﬁd thr\ibL s%hee fini shed nessage
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packet nagagjaad  rQpddie S8 ercid W deisstddg  the fini shed message, and
application-data--transfer nessage reception controller 93 of the portable

t el ephone 5 aupphiiehedapRlisedll anudabach ansf ehamegsaggsotBebudednyn the

control packet to the application-data-transfer nmessage manager 91. In

step S16G3,wamsiponsesdayappldicatian-data-diranst ehe data part of the
warning message includes a warning message represented by a
particular character string.

Referring to a sequence flow shown in Fig. 17, the
application data transfer protocol, in which messages shown
in Fig. 16 are transmitted, is described below.

In step S171, the application-data-transfer message
manager 6l of the server 2 produces a set of application-
data-transfer messages.

The produced application-data-transfer messages are
supplied to the application-data-transfer message
transmission controller 62,

In step S172, the application-data-transfer message
transmission controller 62 of the server 2 adds a finished
message at the end of the sequence of application-data-
transfer messages produced, and transmits a control packet
including the sequence of application-data-transfer messages
and the finished message to the portable telephone 5.

The application-data-transfer messages included in the
control packet are received in step S161 by the application-

data-transfer message reception controller 93 of the



message i ncluded in the packet are produced. Mdire specifically,
information indicating the result of the process perfornmed by the device
controller 100 is provided to the application-data-transfer nessage
manager 91, and the application-data-transfer nessage nanager 91 produces
responses depending on the result of the process. The produced responses
are supplied to the application-data- transfer nessage transm ssion
controller 92. In step 5164, the application-data-transfer nessage

transm ssion controller 92 of the porédable tel ephone 5 adds a finished
nmessage at the end of the sequence of the produced responses
(application-data-transfer nessages), and transmts a response packet

i ncl udi ng the sequence of the responses and the finished nmessage to the
server FPOrMFPlHAHGIERIVE dat G it Findedeshdessidauded seraied 54
packet transmtted fromthe portable tel ephone 5 are acquired in step S173
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nmessages
the finished message, and application-data-transfer message

reception controller 93 of the portable telephone 5 supplies
application-data-transfer messages included in the control
packet to the application-data-transfer message manager 91.

In step S163, responses to application-data-transfer
message included in the packet are produced. More
specifically, information indicating the result of the
process performed by the device contreoller 100 is provided
to the application-data-transfer message manager 91, and the
application-data-transfer message manager 91 produces
responses depending on the result of the process. The
produced responses are supplied to the application-data-
transfer message transmission controller 92.

In step S164, the application-data-transfer message
transmission controller 92 of the portabie telephone 5 adds
a finished message at the end of the sequence of the
produced responses {application-data-transfer messages), and
transmits a response packet including the sequence of the
responses and the finished message to the server 2.

The application-data-transfer messages included in the



transmtted fromthe portable tel ephone 5 or the server 2 may include a
particul ar nunber of application-specific nessages
(application-data-transfer extension nmessage specified in the extension
field). Fig. 18 shows nessages used in the operate entity protocol. The
operate entity protocol is used to control a device connected to a client.
For exanple, starting or stopping of radiation of a radio wave fromthe
reader/witer 11 connected to the portable tel ephone 5, or displaying of a
particul ar screen for use by a user_ t%i_nput a command/data is controlled
using the operate entity protocol. A finished nessage indicates the end of
a protocol, and a warning nessage indicates a warning. The data part of
the warning nmessage includes a warning nessage represented by a - 55
part i culk@cketartgensmidttechrom t&ﬁ?d@toé-gc\ﬂbé«ﬁ FEdERGOEs X Pdifsmi tted from a
server to a client to update a view (display screen) of the client. A
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application-data-transfer messages is acquired in step S5174.

Whether or not responses are returned and how many
responses are returned depend on messages received from the
server 2.

As in the case of the update entity protocol described
above, the sequence of application-data-transfer messages
transmitted from the portable telephone 5 or the server 2
may include a particular number of application-specific
messages {application-data-transfer extension message
specified in the extension field}.

Fig. 18 shows messages used in the operate entity
protocol.

The operate entity protocol is used to control a device
connected to a client. For example, starting or stopping of
radiation of a radio wave from the reader/writer 11
connected to the portable telephone 5, or displaying of a
particular screen for use by a user to input a command/data
is controlled using the operate entity protocol.

A finished message indicates the end of a protocol, and
a warning message indicates a warning. The data part of the

warning message includes a warning message represented by a



A vi ew updated nessage is a nessage returned as a response to the

updat e-vi ew nessage received fromthe server. The data part of the

vi ew updat ed nessage includes a flag indicating whether or not the view
"has been successfully updated. A begin-data-input nessage is transmtted
froma server to a client to request the client to begin inputting data to
a device. An end-data-input nessage is returned fromthe <client as a
response to the begi n-data-input nessage. This begi n-data-input nessage is
one of messages whose failure will +#ek®e 4+t inpossible to further continue
the process. Therefore, the first bit of the begin-data-input nessage is
set so as to indicate that the process should be termnated if a failure
occurs. Tt f%gf%ﬂxyﬂaég%&gﬁg nd- dat a-i nput nmessage returned - 56 fromthe

client &S e response Hﬁﬂqi-data-input nmessage i ncludes a flag
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returned fromthe client  as a response to the operate-device nessage.
updated message to the server.

This update-view message is one of messages whose
failure will make it impossible to further continue the
process. Therefore, the first bit of the update-view
message 1s set so as to indicate that the process should be
terminated if a failure occurs.

A view-updated message 1s a message returned as a
response to the update-view message received from the server.
The data part of the view-updated message includes a flag
indicating whether or not the view has been successfully
updated.

A begin-data-input message 1i1s transmitted from a server
to a client to request the client to begin inputting data to
a device. An end-data-input message is returned from the
client as a response to the begin-data-input message.

Thisubeginudata—input message is one of meésages whose
failure will make it impossible to further continue the
process. Therefore, the first bit of the begin-data-input
message 1s set so as to indicate that the process should be

terminated if a failure occcurs.

The data part of the end-data-input message returned



Thi s operate-device nessage i s one of nmessages whose failure will nake it
i npossible to further continue the process. Therefore, the first bit of
the operate-device nessage is set so as to indicate that the process
should be term nated if a failure occurs. The data part of the

oper at e-devi ce nessage includes information indicating the nunber of
characters of the operation nanme, the operation nanme, the paraneter

| ength, and the parameter. A device-response nessage is transmtted froma
client to a server to informthe resy4 of the operation performed on the
device. The data part of the device-response nessage includes information
i ndicating the response length and the response. A play-sound nessage is
transmitted froma server to a - 57 «client to request the client to

gener at €185 Gdred Cldenite sySofdien & 68 0 Seo §ice Ahen BRE ISP EEIEAId8PHY t he server.
No response to the play-sound nessage .is returned. The play-sound nessage
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property value length, and the property value.

An operate-device message 1s transmitted from a server
to a client to request the client to operate a device
connected to the client.

A device-response message is returned from the client
as a response to the operate-device message.

This operate-device message is one of messages whose
failure will make it impossible to further continue the
process. Therefore, the first bit of the operate-device
message is set so as to indicate that the process should be
terminated if a failure occurs.

The data part of the operate-device message includes
information indicating the number of characters of the
operation name, the operation name, the parameter length,
and the parameter.

y:\ devicé-response message is transmitted from a client
to a server to inform the result of the operation performed
on the device. The data part of the device-response message
inciudes information indicating the response length and the
response.

A play-sound message 1s transmitted from a server to a



generated. Referring to a sequence flow shown in Fig. 19, the operate
entity protocol, in which nessages shown in Fig. 18 are transmtted, is
described below. In step S191, the operate-entity nessage nanager 67 of
the server 2 produces a set of neaningful operate-entity messages to be
transmtted to the portable tel ephone 5. The produced operate-entity
nmessages are supplied to the operate-entity nessage transm ssion
controller 68. In step S192, the operate-entity nmessage transm ssion
controller 68 of the server 2 adds a £¥nished nessage to the sequence of
t he produced nessages and transmts a packet including the sequence of
nmessages and the finished nessage to the portable tel ephone 5. The

oper at e- ent i i . i.n the t -. 58 cket transmtted to
t he port%éeﬁ%eﬁgﬁ%ﬂges%ﬂ in@érjg%évde}:d 1Pol r?ceg{gej{oaqseifl =nd the finished nmessage
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81. Whether or not responses are returned and how nany responses are
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operate-entity nessage transm ssion
at the client will not cause the process to be terminated.
Therefore, the first bit of the play-sound message is set so
as to indicate that the process should be continues if a
failure occurs.

The data unit of the play-sound message includes
information indicating the logical name of the sound to be
generated.

Referring tc a sequence flow shown in Fig. 19, the
operate entity protocol, in which messages shown in Fig. 18
are transmitted, is described below.

In step S191, the operate-entity message manager 67 of
the server 2 produces a set of meaningful operate-entity
messages to be transmitted to the portable telephone 5. The
produced operate-entity messages are supplied to the
operate-entity message transmission controller 68.

In step 5192, the operate-entity message transmission
controller 68 of the server 2 adds a finished message to the
sequence of the produced messages and transmits a packet
including the sequence of messages and the finished message
to the portable telephone 5.

The operate-entity messages included in the control



controller 65 of the portable tel ephone 5 adds a finished nessage to the
response produced by the operate-entity nessage manager 97 and transnmits a
packet including the response and the finished nessage to the server 2. In
step S193, the operate-entity nessages included in the packet transmtted
fromthe portable tel ephone 5 are received by the operate-entity nessage
reception controller 69 of the server 2, and the finished nessage added at
the end of the sequence of the operate-entity nessages is received in
step S194. The sequence of operate--emgity nessages transmitted fromthe
portabl e tel ephone 5 or the server 2 may include a particular nunber of
application-specific nessages (operate- entity extension nessage specified

in the extensiaqn fiel.d). descri be oV in.the utral state (Fig. 5)

rter - TG hAlamadions el S kRIS FiatPrsti of it H5ASET e

portabl e éﬁﬂ1 5 ?Qg e Ser.. oo o er.\ver {s . & Lhitiative

in comrSLnr% %atl o%.q at 1 sémal nét leS%{]eé‘zutr[}ea%Lea% a se,r%]eel@sggfvlé]r ransmts,

to the rdabl e tel ephone 5, nessages using the update entity protocol,
RO A .

the application data transfer protocol, or the operate entity protocol

(note that gemuyRicatisal k$eSbpetadel¥nthe SaLtehqe MBndR¥%rob7 of
conmmuni cati on sequéence using the update entity protocol escri bed above
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data transfer protoco

entity message received from the server 2, under the control

of the controiller 81, Whether or not responses are returned

and how many responses are returned depend on messages

received from the server 2.

In step S184, the operate-entity message transmission
controller 65 of the portable telephone 5 adds a finished
message to the response produced by the operate-entity
message manager 97 and transmits a packet including the
response and the finished message to the server 2.

In step 35193, the operate-entity messages included in
the packet transmitted from the portable telephone 5 are
received by the operate-entity message reception controller
69 of the server 2, and the finished message added at the
end of the sequence of the opefate—entity messages is
received in step 5194.

The sequence of operate-entity messages transmitted
from the portable telephone 5 or the server 2 may include a
particular number of application-specific messages (operate-
entity extension message specified in the extension field).

As described above, in the neutral state (Fig. 5) after



descri bed above with reference to Fig. 17, and communication sequence
using the operate entity protocol described above wth reference to Fig.
19). That is, in this neutral state, communication is performed not in
such a manner that a response is returned fromthe server 2 to the
portabl e tel ephone 5 and a device connected to the portable tel ephone 5 is
controlled in accordance with the response, but in such a manner that the
device is controlled in accordance with a cormmand directly transmtted
fromthe server 2 to the portable teleghone S. This neans that once

communi cation is established, the server 2 can directly control a device
via comrmuni cation. Referring to Fig. 20, a sequence of processes perforned
by a server (server 2) and a client (portable telephone 5) via

conmuni cEHGHAKING hafe LAY SURERSS &swprrﬁ%wf Patyecrsd-hg he neutral

state is described below In step.S211 in Fi,g. 20, the server 2 transmts,
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data transfer protocol, or the operate entity protocol (note
that communication is started by the server 2 in any of
communication sequence using the update entity protocol
described above with reference to Fig. 15, communication
sequence using the application data transfer protocol
described above with reference to Fig. 17, and communication
sequence using the operate entity protocol described above
with reference to Fig. 19).

That is, in this neutral state, communication is
performed not in such a manner that a response is returned
from the server 2 to the portable telephone 5 and a device
connected to the portable telephone 5 is controlled in
accordance with the response, but in such a manner that the
device is controlled in accordance with a command directly
transmitted from the server 2 to the portable telephone 5.

This means that once communication is established, the
server 2 can directly control a device via communication.

Referring to Fig. 20, a sequence of processes performed
by a server (server 2} and a client (poxrtable telephone 5)

via communication using the above-described subprotocols in



of the server 2 produces a control packet by adding a finished nessage at
the end of a sequence of a particular nunber of application-data-transfer
nmessages and transmts the resultant control packet to the portable

tel ephone 5. In step S211, a control packet (operate entity packet) 202 is
produced by adding a finished nessage at the end of an operate-entity
nmessage X (MsgX), and the produced control packet is transmtted fromthe
server 2 to the portable telephone 5. In comunication using the operate
entity protocol, as described above dth reference to Fig. 19, the server
2 produces a control packet by adding a finished nessage at the end of a
sequence of a particular nunber of operate- entity nessages and transmts

t he resultant tar ck t : rt e tel ephone 5. - 61
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(MsgB), and a finished message placed at the end of the

sequence of messages MsgA and MsgB.

In communication using the application data transfer
protocol, as described above with reference to Fig. 17, the
application-data-transfer message transmission controller 62
of the server 2 produces a control packet by adding a
finished message at the end of a sequence of a particular
number of application-data-transfer messages and transmits
the resultant control packet to the portable telephone 5.

In step S211, a control packet (operate entity packet)
202 is produced by adding a finished message at the end of
an operate-entity message X (MsgX), and the produced control
packet is transmitted from the server 2 to the portable
telephone 5.

In communication usiﬁg the operate entity protocol, as
described above with reference to Fig. 19, the server 2
produces a control packet by adding a finished message at
the end of a sequence of a particular number of operate-
entity messages and transmits the resultant control packet

to the portable telephone 5.



The nessages included in the controls packets transmtted fromthe server
2 are processed by the portable telephone 5 and responses are produced in
the sane order as the order in which the nmessages were transnmtted. The
responses produced by the portable tel ephone 5 are returned to the server
2 in the same order as the order in which the responses were produced. In
the exanple shown in Fig. 20, when the control packets 201 to 203 are
received in step S201 by the portable telephone 5 the portable tel ephone
5 perforns processes in accordance wih the received nessages in the order
of the application-data-transfer nessage A the application-data- transfer
nmessage B, the operate-entity nessage X, and the application-data-transfer
nmessage C. As described above, if an error occurs in the mddle of - 62 a
process accoFdithermozenedsageiswasepebihe RoFPBRirAd PPpEEEEss shoul d be
continued or termnated is determned according to the value of the first
bit of tEEmdsaiden (dftehd @R PAGRT)I R0S ¢8 Broduceds bys S3%Ed S hat al |

transmtted ness%ges are perforned successfully., The
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As described above, a plurality of control packets are
transmitted at a time to the portable telephone 5, and thus
the number of times that communication is performed can be
reduced compared with the case in which the control packets
are transmitted separately.

The messages included in the controls packets
transmitted from the server 2 are processed by the portable
telephone 5 and responses are produced in the same order as
the order in which the messages were transmitted. The
respenses produced by the portable telephone 5 are returned
to the server 2 in the same order as the order in which the
responses were produced.

In the example shown in Fig. 20, when the control
packets 201 to 203 are received in step 5201 by the portable
telephone 5, the portable teiephone 5 performs processes in
accordance with the received messages in the order of the
application-data-transfer message A, the application-data-
transfer message B, the operate-entity message X, and the
application-data-transfer message C.

As described above, if an error occurs in the middle of



terms of whether or not the process has been perfornmed successfully by the
portable tel ephone 5, the portable telephone 5 produces a response. Thus,
after the conpletion of the process according to the
application-data-transfer nessage A, the portable telephone 5 produces, in
step S202, a response A (ResA) to the application-data-transfer nessage A
and returns a response packet (application-data-transfer packet) 211
produced by adding a finished nessage to the response Ato the server 2.
In the comunication using the applicgiion data transfer protocol, as
descri bed above with reference to Fig. 17, the application-data-transfer
nmessage manager 92 produces a responses to an application-data-transfer
message included in the control packet received fromthe server 2 - 63

and ret @ ¥ IEIhESEREND T e dFeidgpackatisicIthd e inst oduced
response and a fini shed nessage via the J%Pplica Lonéfata-tran fer nessage

transm SEEETORIBHEPDETRIIRS R &St STV % he process
accordin to,the operate-entit ssage X .t.he rtabl e tel ephone 5

o oduceStItr L DT TR (RESS 1o o SHerR e |y ressage
X and returns_tqQ,the server a_respanse acket .(operate-entity cket)
212 producediﬁy%gﬁdﬁﬁﬁmg efﬁﬁpgﬁe&nneégégngolghégr%%5%%%& ﬁ.a%naﬁﬁe

conmmuni Ctarta{noé?nlutsdéw rﬁ%aog%eg al & %J_ifcyrnpécptﬁ@éessfully. The

application~data-transfer message A and the operate-entity
message X need a response, but the application-data-transfer
message B and the application-data~transfer message C doe
not need a response.

For a message that must be managed by the server 2 in
terms of whether or not the process has been performed
successfully by the portable telephone 5, the portable
telephone 5 produces a response.

Thus, after the completion of the process according to
the applicaticn-data-transfer message A, the portable
telephone 5 produces, in step S202, a response A (ResA) to
the application-data-transfer message A and returns a
response packet (application-data-transfer packet) 211
produced by adding a finished message to the response A to
the server 2.

In the communication using the application data
transfer protocol, as described above with reference to Fig.
17, the application-data-transfer message manager 92
produces a responses to an application-data-transfer message

incliuded in the control packet received from the server 2



as descri bed above with reference to Fig. 19, the operate- entity nessage
manager 97 produces a response to an operate- entity nmessage included in
the control packet transmtted fromthe server 2 and returns a response
packet including the produces response and a finished nessage to the
server 2 -via the operate-entity nessage transm ssion controller 98. The
portable tel ephone 5 has to return to the server 2 a response packet for
each control packet received fromthe server 2 regardl ess of whether or

not the response packet includes aré3pense nessage. Therefore, even in
the case in which the application-data-transfer nmessage C does not need a
response, a response packet (application-data-transfer packet) 213

el v enlo L] W N TEARE 19, VIR Gl BRI R0R Il e Lo

t he server in step step e Tesponse p

fromt h%focﬁfhecqués;#?:{rﬁsé e RPNONA i died ‘?rfetes{qs\éeg% RY, f hgServer 2. From the

response i ncl uded i e response packet, e server recogni zes that the
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the message. As described above, because response nessages are produced in

the sane ordeurasethere,dafte? WoiehcFBS528ES theeheokkanshkthedihzom the
server 2, the server 2 and the portable tel ephone 5 can manage transmtted

nmessagescrthe gsRense-dMmSIageRIghdelat it o reash OtthalepHdrie 21 shows
anot her sequence of processes perforned
produces, in step 5202, a response X (ResX) to the operate-
entity message X and returns to the server 2 a response
packet (operate-entity packet) 212 produced by adding a
finished message to the response X.

In the communication using the operate-entity protocol,
as described above with reference to Fig. 19, the operate-
entity message manager 97 produces a response to an operate-
entity message included in the control packet transmitted
from the server 2 and returns a response packet including
the produces response and a finished message to the server 2
via the operate-entity message transmission controller 98.

The portable telephone 5 has to return to the server 2
a response packet for each control packet received from the
server 2 regardless of whether or not the response packet
includes a response message. Theréfore, even in the case in
which the application-data-transfer message C does not need
& response, a response packet (application-data-transfer
packet) 213 including only a finished message to the control

packet 203 1s returned to the server 2 in step 8202.

In step 212, the response packet transmitted from the



by the server 2 and the portable telephone S. In step S231 in Fig. 21, as
in the case of the sequence shown in Fig. 20, control packets 221 and 223
are transmtted fromthe server 2 to the portable tel ephone 5. In the
exanple shown in Fig. 21, it is assunmed that the portable tel ephone 5
fails to performa process according to an application-data-transfer
nmessage A (MsgA) transmtted fromthe server 2 to the portabl e tel ephone
5. Furthernore, it is also assuned that the first bit of the application
data-transfer nessage A indicates that,if a failure occurs in the process
of the application-data-transfer nessage A, the process should be

term nated. Thus, when the portable tel ephone 5 acquires, in step S221,

t he application-data-transfer nessage A included in the control packet
221, if RHEPIrR d81erbanepiods Fecalved Y. 198 S5erieT -t h&d eSS
according to the acquired nessage, the portable tﬁlephone 5.,does not

per f or mrﬁrstﬂ%js%eesm&g&ﬂe(ﬂ Agt (18€ FEIRRRST RredSigedR® FEEVRE, Zan
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to the process %:ordin to the a Iicq;i - dat a-transfer nessage A, the
port abl &T% Oerﬁ[}'?ooﬁe ﬁ'roogi?csés_s afcroerg%(ﬂ%e c)AQ':( e%ssta(?el'nform the server 2
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produces a response
produced in the same order as the order in which messages

were transmitted from the server 2, the server 2 and the
portable telephone 5 can manage transmitted messages and
response messages in relation to each cther.

Fig. 21 shows another sequence of processes performed
by the server 2 and the portable telephone 5.

In step 8231 in Fig. 21, as in the case of the sequence
shown in Fig. 20, control packets 221 and 223 are
transmitted from the server 2 to the portable telephone 5.

In the example shown in Fig. 21, it is assumed that the
portable telephone 5 fails to perform a process according ﬁo
an application-data-transfer message A (MsgA) transmitted
from the server 2 to the portable telephone 5. Furthermore,
it is also assumed that the first bit of the application-
data-transfer message A indicates that if a failure occurs
in the process of the application-data-transfer message A,
the process should be terminated.

.Thus, when the portable telephone 5 acquires, in step
8221, the application-data-transfer message A included in

the contrel packet 221, if the portable telephone 5 fails to



(application-data-transfer packet) 231 by adding a finished nessage to the
produced response A and returns the resultant response packet 231 to the
server 2. In step S232, the server 2 receives the response packet 231
transmtted fromthe portable tel ephone 5. Fromthe response A included in
t he response packet 231, the server 2 recognizes that the portable
tel ephone 5 has failed to performthe process according to the
application-data- transfer nessage A. The server 2 al so recogni zes t hat
processes according to the applicati data-transfer nessage B, the
operate-entity nessage X, and the application-data- transfer nessage C have
not been perforned. Fig. 22 shows another exanple of a sequence of
processes perfornmed by the server 2 and the portable telephone 5. - 66 1In
step S2PEILOTE ghepprocgss pocwediade tof thige 2CS¥GEEACBSSSRGRM REFi gs. 20
and 21, control packets 241 and 242 are transmtted fromthe server 2 td
t he por PEBItEblEctediBRONs. 5 FoeRe NSkakFEd CXRoRE oG SERS. 285°TPENYs tssuned
that the _portable telephone 5 fails to perform.a process accarding to an
appl i catiodr-SYArE- rmedékge B @G lﬁFﬁﬁ&ﬁPFP@%a'%FgﬁF%ﬁé server 2
to the portabl e_tel ephone %ﬁ Fur.t.her nore, i#éis al so ass d.that the
first b s&agtehg,a OPSEEST SR A N FSTSPEF HesSEfe B ia?pg%t aél(}ogls to
Indlcat%gggyffghg%er message C.
When the portable telephone 5 fails to the process
according to the application-data-transfer message'A, the
portable telephone 5 produces a response A (ResA) to inform
the server 2 that the process has been failed. In step 5222,
the portable telephone 5 produces a response packet
(application-data-transfer packet)} 231 by adding a finished
message to the produced response A and returns the resultant
response packet 231 to the server 2.
In step S232, the server 2 receives the response packet
231 transmitted from the portable telephone 5. From the
response A included in the response packet 231, the server 2
recognizes that the portable telephone 5 has failed to
perform the process according to the application-data-
transfer message A. The server 2 also recognizes that
proéesses according to the application"défa—transfer message
B, the operate-entity message X, and the application-data-
transfer message C have not been performed.
Fig. 22 shows another example of a sequence of

processes performed by the server 2 and the portable

telephone 5.



failure

the process should be continued. The application-data-transfer

and t he

occurs in the process of the application-data- transfer nessage B,

operate-entity nmessage X need a response nessage, but the

nmessage A

appl i cation-data-transfer nessage C does not need a response nessage.
n step S241, the portable tel ephone 5 receives a control packet

Thus, i
241, pe
A, and

t he fol

rfornms a process according to the application-data-transfer

message

produces a response A (ResA). If the portable tel ephone 5 fails to
performthe process according to thec®ext nessage, that is, the
application-data-transfer nessage B, the portable tel ephone 5 conti

| om ng process because the first bit of the
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packet 242  and produces a response X (RésX) to the operate-entity
X, Aft ern onmleetd i i tHRHUGIRD thte J3RANIe b tile pdRekiARl e tel ephone 5
perfornms a process according to the application- data transfer nessage C
i ncl udeddidglme®itrol  packet 243. In step S242, a response packet
(appl i cation-dat a-

In the example shown in Fig. 22, it is assumed that the
portable telephone 5 féils to perform a process according to
an application-data-transfer message B (MsgB) transmitted
from the server 2 to the portable telephcone 5. Furthermore,
it is also assumed that the first bit of the application-
data-transfer message B i1s set so as to indicate that if a
failure occurs in the process of the application-data-
transfer message B, the process should be continued.

The application-data~transfer message A and the
operate-entity message X need a response message, but the
application-data-transfer message C does not need a response
message.

Thus, in step S241, the portable telephone 5 receives a
control packet 241, performs a process according to the
application-data-transfer message A, and produces a response
A (ResA).

If the portable telephone 5 fails to perform the
process according to the next message, that is, the
application-data-transfer message B, the portable telephone
5 continues the following process because the first bit of

the application-data-transfer message B indicates that the

nessage



transfer packet) 251 including the response A and a finished packet, a
response packet (operate-entity packet) 252 including the response X and a
finished packet, and a response packet (application-data-transfer packet)
253 including a finished packet are produced by the portable telephone 5
and -returned to the server 2. In step S252, the response packets
transmtted fromthe portable telephone 5 are received by the server 2.
From those response packets, the server 2 recognizes that the processes
according to the application-data-trapsfer message A and the
operate-entity nessage X have been successfully performed by the portable
t el ephone 5 but the process according to the application-data-transfer
message B has been failed. Thereafter, the sequence of processes is ended.

In the Hakiloving arecassicdsls ba aentriedisd.. Hat dgnshing ed/ r ecei ved
bet ween the server 2 and the portable telephone 5 in the above-described
nmanner, RAfaHe cﬂqléﬁhoq%er\/lR?é)fQ%n%(ﬂwtﬂliﬂqee?F RFIHE I F& F& t hough i n
the enmbodi ment descri bed above, trans t|n of nessages t ortabl e
t el ephorf®SFadir STHetUr MSfpaste re %é}%&r q?ﬁé‘rp?a‘]t%em y
perforned o control articul eV| server transmt a
script (%t cB’}‘begjsr é}w')rpetséﬁ)é}sr‘?esgvﬁt ctocht 5t O%efca)é:ee[ e[%tjttﬁ’e portabl e

t el ephone 5 anq(the portable telephone 5 nmay determ ne what process to

performWﬁSﬁaQ%

After completion of producing the response X, the
portable telephone 5 performs a process according to the
application-data-transfer message C included in the control
packet 243.

In step S242, a response packet (application-data-
transfer packet) 251 including the response A and a finished
packet, a response packet (operate-entity packet) 252
including the response X and a finished packet, and a
response packet (application-data-transfer packet) 253
including a finished packet are produced by the portable
telephone 5 and returned to the server 2.

In step $252, the response packets transmitted from the
portable telephone 5 are received by the server 2. From
those response packets, the server 2 recognizes that the
processes"according to the application—data—tréﬁsfer message
A and the operate-entity message X have been successfully
performed by the portable telephone 5 but the process
according to the application-data-transfer message B has
been failed. Thereafter, the sequence of processes is ended.

In the neutral state, packets are repeatedly



s i

accordance with the script and the result of the previous process
according to the nessage. In this case, the script indicates what process
should be performed in accordance with which nessage, depending on a
response (response of a device) produced for each nessage. After conpletion
of processes according to the script, responses returned fromthe device
to the portable telephone 5 are all described in a response packet and
transmtted to the server 2. On the basis of the script execution history
(information indicating in what ordergghat nessages were transmitted from
the portable tel ephone 5 to the deV|ce (what nessages were processed by
the portable tel ephone 5)) transmtted to the server 2, the server 2 can

determ ne which response transmitted fromthe portable tel ephone 5 - 69
cor r espdrith e bR BT sfssisRge DoAMERSUGRY FanVE Terfbadichdh® RGPS above,

after communication is establi shed ac, ord| o the shake rotocol
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performed under the initiativ the server 2, the portable telephone 5
nay take(dq%velc‘? nids é‘in}FerocaJlfleé{e)rH%rﬁll:eatﬁ% YShith a particular timng. The

change |1 NS LALLLR! Lve 0L comutLaal! A s RS Lapged, for examl e, using
transmitting of messages to the portable telephone 5 and
returning of responses to the server 2 are repeatedly
performed to control a particular device, the server 2 may
transmit a script (simple program) together with a control
packet to the portable telephone 5, and the portable
telephone 5 may determine what process to perform next in
accordance with the script and the result of the previous
process according to the message.

In this case, the script indicates what process should
be performed in accordance with which message, depending on
a response (response of a device) produced for each message.

After completion of processes according to the script,
responses returned from the device to the portable telephone
5 are all described in a response packet and transmitted to
the server 2.

On the basis of the script execution history"
(information indicating in what order what messages were
transmitted from the portable telephone 5 to the device
(what messages were processed by the portable telephone 5))
transmitted to the server 2, the server 2 can determine

which response transmitted from the portable telephone 5



For exanpl e, when conmmunication is being performed wunder the initiative of
the server 2, if an exchange nessage is transmtted fromthe server 2 to
the portable tel ephone 5 wusing the server-client transm ssion direction
reverse protocol with a particular timng, the followng comunication is
performed in a simlar manner as described above but under the initiative
of the portable tel ephone 5. When comruni cation is being perfornmed under
the initiative of the portable telephone 5, if an exchange nessage is
transmtted fromthe portable tel ephod2 5 to the server 2 using the
server-client transm ssion direction reverse protocol (exchange protocol)
with a particular timng, the initiative is transferred to the server 2

and  the;d0ld QY0 G Gat{Ld & performed under the initiative of the
server 2. - 7 Figs. 23 and 24 show exchange protocol sequences. 1In the

case of the sequencd SROWAC Brblbaimédt bLRERILLAPLELER! eRlrere 5 (client)
has the initiative of communication at first. An exchange nessage is

transm té@ehunidatstap BEstfH10BHde fudablg tel aphonadusangd ecei ved by
the server 2 in step S311. Thereafter, conmunication between the server 2

and the postadle, tedrepiione thors beaarddmueth wilerest e drd tirad i ve of the
server 2. In the case of the sequence shown in Fig. 24, the server 2 has
t he i ni tpattialel ofteclmphoriecd iion wrfdmsdid Wder the initiative of

the server 2, the portable telephone 5 may take the

initiative of communication with a particular timing.

The change in the initiative of communication is
performed, for example, using a server-client transmission
direction reverse protocol.

For example, when communication is being performed
under the initiative of the server 2, if an exchange message
is transmitted from the server 2 to the portable telephone 5
using the server-client transmission direction reverse
protocol with a particular timing, the following
communication is performed in a similar manner as described
above but under the initiative of the portable telephone 5.

When communication is being performed under the
initiative of the portable telephone 5, if an exchange
message is transmitted from the portable telephone 5 to the
server 2 using the server-client transmission direction
reverse protocol (exchange protocol}) with a particular
timing, the initiative is transferred to the server 2 and
the following communication is performed under the

initiative of the server 2.



exchange nmessage is transmtted, in step S331, fromthe server 2 and
received by the portable telephone 5 in step S321. Thereafter,

comuni cati on between the server 2 and the portable telephone 5 is
continued under the initiative of the portable tel ephone 5. The manner in
which the initiative of communication is exchanged in the neutral state
has been descri bed above. In the case in which a firewall of the portable
t el ephone 5 exists in the conmunication channel established between the
server 2 and the portable tel ephone_5;45 communication between the server 2
and the portable telephone 5 is perfornmed using HITP via the firewall. In
this case, all packets using the protocols described above are
transmtted/received in a single session that is _maintained during the
whol e comunEégei-or3 and1 24Fs§ow25x6haRgcaREOREFOex SRPPENEESSt at e

transitions of control protocols, which naﬁ be enployg% ingtead of state
transitions SRowRSi FaERgCEsthen SERECRGR 6RPHE dPs€dSsi 6A; t&Fni | ar
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client-hell o-done .nessage_.to. a server. In response, .connection.is
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the server 2 in step S311. Thereafter, communication
between the server 2 and the portable telephone 5 is
continued under the initiative of the server 2.

In the case of the sequence shown in Fig. 24, the
sexrver 2 has the initiative of communication at first. An
exchange message 1s transmitted, in step S331, from the
server 2 and received by the portable telephone 5 in step
S321. Thereafter, communication between the server 2 and
the portable telephone 5 is continued under the initiative
of the portable telephone 5.

The manner in which the initiative of communication is
exchanged in the neutral state has been described above.

In the case in which a firewall of the portable
telephone 5 exists in the communication channel established
between the server 2 and the portable telephone 5,
communication between the server 2 and the portable
telephone 5 is performed using HTTP wia the firewall. In
this case, all packets using the protccols described above

are transmitted/received in a single session that is

maintained during the whole communication.



update-entity subprotocol, an update-entity subprotocol, and an
operate-entity subprotocol. In this communication, the initiative is
transferred, as required, using an exchange nessage. |If the server

determ nes that the farewell protocol is conpleted, then, in step S346,
the server transmts a server-good-bye-done nessage to the client and ends
the connection. The resource of the client is released and the process is
ended. As described above, the process is also ended by transmtting a
server - good- bye-done nessage. In the Exanple shown. in Fig. 26, the
connection is ended when a client-hello-done nessage is transmtted froma
client to a server. That is, in step S361, a client-hello nessage is - 72

transni tted £GQm gsCLhell LAoANSEr LelnohB LbeoPexL $Lepe:S362, gedevi ces

nessage is transmtte n step n appl i cation-specifrc nessage is

transm tdegedrJ1n grld® R4ls, SLAR 3Gty BeCldnplsyasl li9deng Jrestage is

transmtted, and connection between the sérvér and the client is

est abl i ghedsivaamehishewn ArstraRs 3371 10 tH37 Fo1l1RE i99f RIS ARGRIoKeS the
client-hello nessage, the client-hello nessage, the Tapplication-specific
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client. In step 5343, after completion of the handshake
protocol, a client transmits a client-hello-done message to
a server. In response, connection is established, and the
initiative of the control is transferred to the server.

In step 5344, in the neutral state, communication is
performed, under the initiative of the server, using an
update-entity subprotocol, an update-entity subprotocol, and
an operate-entity subprotocol. In this communication, the
initiative i1s transferred, as required, using an exchange
message.

If the server determines that the farewell protocol is
completed, then, in step S346, the server transmits a
server-good-bye-done message to the client and ends the
connection. The resource of the client is released and the
process is ended.

As described aboée, the process is also ended by
transmitting a server-good-bye-done message.

In the example shown in Fig. 26, the connection is
ended when a client-hello-done message is transmitted from a

client to a server.

That is, in step S361, a client-hello message is



For exanple, in the case in which the client is a portable tel ephone or a
simlar device, connection between the client and the server may be
established via the above- described sequence that is sinplified conpared
wi th the sequence shown in Fig. 8. Fig. 27 shows anot her exanple of a
sequence in which a farewell protocol is ended when a server-good-bye-done
nmessage is transmtted froma server to a client. In this sequence, the
farewel | protocol starts when a server transnmts a server-good-bye nessage
in step S391. In the next step S392,7a return-code nessage is transmtted.
In step S393, an application-specific nessage is transmtted. 1In step
S394, the server transmts a server-good-bye- done nessage to the client,
and the connectlon is closed., The server-good-bye ssage, the r et ur n- code
message, L EATARLGHRA £300 GiGldendpdd cseri‘g?srage Inaﬁ H& AFEE- good- bye-
done nes e, transmtted fron1the serer _éﬁﬁarecelved by the client in

steps S 0 SSSEN LG5 SRR it Trans ‘t he server - good- bye- done

nmessage, the.resqurc f, the cli releas In_the case in which the
client is a p8rFgﬁpegé%ﬁépﬁgngppg%cgt EIFEFC&e&chesggge gghe handshake
protocol,, ecti o et wesn nt ﬁg%% be ended
via the a ove dtctgerchl bef s%ek%uténnce t a?’ :‘Sl’sje)?‘l rrpﬁar)% etcg’lergp\g?{a th the

SequenC%égg%ME ﬂ%lﬂfﬁnéH&tted, and connection between the server

and the client is established.

Meanwhile, in steps 8371 to 5374, the server receives
the client-hello message, the client-hello message, the
application-specific message, and the application-specific
message, transmitted from the client.

For example, in the case in which the client is a
portable telephone or a similar device, connection between
the client and the server may be established via the above-
described sequence that is simplified compared with the
sequence shown in Fig. 8.

Fig. 27 shows another example of a sequence in which a
farewell protocol is ended when a server-good-bye-done
message is transmifted from a server to a client.

In this sequence, the farewell protocol starts when a
server transmits a servef—good—bye message in step S391. In
the next step $392, a return-code message is transmitted.

In step 5393, an application-specific message is transmitted.

In step 5394, the server transmits a server-good-bye-
done message to the client, and the connection is closed.

The server—good-bye message, the return-cocde message,



The processing sequence descri bed above may be executed by hardware or
software. Wien the processing sequence is executed by software, a program
formng the software nay be installed froma storage nediumor via a
network onto a conputer which is provided as dedicated hardware or nay be
installed onto a general purpose conputer capable of perform ng various
processes in accordance with various prograns installed thereon. Specific
exanpl es of storage medi a usable for the above purpose include, as shown in
Fig. 2, a magnetic disk 41 (such as p3floppy disk), an optical disk 42
(such as a CDO- ROM (Conpact D sk-Read Only Menory) and a DVD (Digital
Versatile Disk)), a nagnetooptical disk 43 (such as a MD (M ni-Di sk

(registered trademark))), and a sem conducto nmenory 44, in the formof a
SAGTR R it S = il AT Ry T RS it Rell U
a user separatel froma conmputer._ A program may al so be .supplied to a
iser | by BRI g 1T B B0 RN 1 A S TR ThitY 38 such
as a hard di sk, di.,spased in ut I n the present. descr.ipt.i t he

st eps detglceri su r}tn Jtrhesdcer?rsogsra%msjttoo%’res’ci3 4|'n the 'St roglgrgee (rjfceod%erﬁoe r%aé}

perfornqq i i § I € i cC i t descri bed
in the pree(;gst'réﬁeorr g{‘bnc;daI'E:}(aérsa: : g](}tgersl’%eggeafr g%kg@?;egﬁlo:ﬂo%& I‘%‘et eedg“rrlelsent
descriptijon,.the.derm"systent is used to represent an entire set of

appar at uses.
In the case in which the client is a portable telephone

or a similar device, as in the handshake protocol, the
connection between the client and the server may be ended
via the above-described sequence that is simplified compared
with the sequence shown in Fig. 10.

The processing sequence described above may be executed
by hardware or software.

When the processing sequence is executed by software, a
program forming the software may be installed from a storage
medium or via a network onto a computer which is provided as
dedicated hardware or may be installed onto a general-
purpose computer capable of performing various processes in
accordance with various programs installed thereon.

Specific examples of storage media usable for the above
purpose include, as shown in Fig. 2, a magnetic disk 41
{such as a floppy disk), an optical disk 42 (such as a CD-
ROM (Compact Disk-Read Only Memory} and a DVD (Digital
Versatile Disk)}, a magnetooptical disk 43 (such as a MD
(Mini-Disk (registered trademark))), and a semiconductor

memory 44, in the form of a package medium on which a



As can be understood fromthe above description, the present invention
provi des great advantages. That is, the present invention makes it

possi ble for an information processing apparatus and an infornmation
termnal to conmunicate with each other, in particular, in a manner in

whi ch the information processing apparatus takes the initiative of

communi cation. The present invention nakes it possible to transmt/receive
vari ous packets in a highly reliable and efficient nmanner, thereby making
it possible for an information proeessing apparatus to control an
information termnal in a highly reliable and efficient manner. The

hi gh-ef fi ci ency conmuni cation allows a reduction in comrunication cost.
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conti nue a Process even 1 f an error occu cess. -
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in which a'device is connected with the i rmation termnal, requesting
t he 38 such as a hard disk disposed in a computer.

In the present description, the steps described in the
program storéd in the storage medium may be performed either
in time sequence in accordance with the order described in
the program or in a parallel or separate fashion.

In the present description, the term "system" is used
to represent an entire set of apparatuses.

As can be understood from the above description, the
present invention provides great advantages. That is, the
present invention makes it possible for an information
processing apparatus and an information terminal to
communicate with each other, in particular, in a manner in
which the information processing apparatus takes the
initiative of communication.

The present invention makes it possible to
transmit/receive various packets in a highly reliable and
efficient manner, thereby makiﬁg it possible for an
information processing apparatus to control an information
terminal in a highly reliable and efficient manner. The
high-efficiency communication allows a reduction in

communication cost.

Furthermore, the present invention makes it possible



i nformation processing apparatus to establish communication via the
networ k; receiving nmeans for receiving a packet including a conmand for
controlling the device, fromthe information processing apparatus via
comuni cation established in response to the request issued by the request
means; and control neans for controlling the device in accordance with the
command i ncluded in the packet received by the receiving neans, the

i nformation processi ng apparatus conprising establishnment nmeans for
establ i shing comuni cati on performed yga-the network between the

i nformation processing apparatus and the information termnal, in response
to the request issued by the infornmation termnal; and transm ssion neans
for tra mtti t acket to the information termnal fromthe

| nf or nation apr%'%e L kg R G & Mt TR P A7 e

i nformat. o z? ad & mf’naq reos(_;eabl i shed by the establishnent neans. 2. A
control "net d or ‘con ql g a corit r ol system conprising an information
processi ng apparatus and an information term nal connected with each ot her
via a network, the nethod conprising an information processing nethod
associated with the information term nal and an informati on processing

nmet hod associated with the information processing apparatus,




1

the information processing nethod associated with the information term nal
conprising the steps of: in a state in which a device is connected with the
information termnal, requesting the infornmation processing apparatus to
est abli sh communi cation via the network; receiving a packet including a
command for controlling the device, fromthe information processing
apparatus via communi cati on established in response to the request issued
in the request step; and controlling the device in accordance with the
command i ncluded in the packet received in the reception step, the
i nformation processi ng net hod assoctat®d with the infornation processi ng
apparatus conprising the steps of: establishing comrunication perforned
via the network between the information processing apparatus and the - 78
i nf ormatiigaMger m nal, in response to the request issued by the information
termnal; and transmtting the packet to the information termnal fromthe
i nformati on processi ng apparatus after the conmunication with the
information termnal is established in the establishnent step. 3. An
i nformati on proc@sspnyrappayvaten tompedsting bnndnfardeviee connected with
an information termnal with a particular timng via the information
t er m naPreessedngd apparatus and an information terminal connected
‘'with each other via a network,
the information terminal comprising
request means for, in a state in which a device is
connected with the information terminal, requesting the
information processing apparatus to establish communication
via the network;
receiving means for receiving a packet including a
command for controlling the device, from the information
processing apparatus via communication established in
response to the request issued by the request means; and
control means for controlling the device in
accordance with the command included in the packet received
by the receiving means,
the information processing apparatus comprising
establishment means for establishing communication
'performed via the network between the information processing
apparatus and the information terminal, in response to the
request issued by the information terminal; and
transmission means for transmitting the packet to

the information terminal from the information processing

apparatus after the communication with the information



a network with the information processing apparatus, the information
processing apparatus conprising: establishment means for establishing
comuni cation perforned via the network between the information processing
apparatus and the information termnal, in response to a request issued,
ina state in which the device is connected with the information terninal,
by the information termnal; and transm ssion neans for transmtting a
first packet including a coomand for controlling the device to the
information termnal fromthe informai7on processing apparatus after the
comuni cation with the information termnal is established by the
establ i shment neans. 4. An information processing apparatus according to -
79 cl adéﬂnﬁnaflurﬂéwést%ﬂi@h%é{‘%g A 8GRI Ving, fromthe
information termnal, a secon cket |n Ing a response to the command
transmtted fromthe transniSS|on means. 5 An information processing
apparatus according to clains 3 or 4, wherein the command incl udes

i nformation 2i.ndacabinfgonhethesd wb@ncbh@rbml@_hgﬂtal eBntebl Baktkai I s to
performa process in accordance with the comran a process should be
cont i nuezbnipr iaciony dan cien it nta ta dro | P row &G ieRmEtth r 6.u sAR A ey mat i on
processi ng apparatus according to clains 3, 4 or 5 wherein the first
packet tirefwemiattiech herminal connected with each other via a network,

the method comprising an information processing method
associated with the information terminal and an information
processing method associated with the information processing
apparatus,
the information processing method associated with the
information terminal comprising the steps of:
in a state in which a device is connected with the
information terminal, requesting the information processing
apparatus to establish communication via the network;
receiving é packet including a command for
controlling the device, from the information processing
apparatus via communication established in response to the
request issued in the request step; and
controlling the device in accordance with the
command included in the packet received in the reception
step,
the information processing method associated with the
information processing apparatus comprising the steps of:
establishing communication performed via the

network between the information processing apparatus and the



the transm ssion neans includes a plurality of commands belonging to the
sane protocol. 7. An information processing apparatus according to any one
of clains 3 to 6, wherein the transm ssion neans transmts, together with
the first packet, a sinple program for causing the information termnal to
determ ne which process should be perfornmed by the device. 8. An

i nformati on processi ng apparatus according to any one of clains 3 to 7,
wherein the first packet transmtted by the transm ssion nmeans includes -
80 identification information identifying the device to be controlled in
accordance wth the command. 9. An information processing apparatus
according to any one of clains 3 to 8, wherein the comrunication |ink
establlshed by the establlshnent neans |nclud?F?a firewal

he
i nf or matiToP T eIt e FHE Alrandhi TSR e s tlﬁéUﬁdrta packet
usi ng HITTIP a ni catia prot ocol . 10. An information processing
appar at ééH%HFﬁgyu %ﬁﬁ?‘ aims 3 to 9, wherein the transnission
means maintains the co njica on N k u T h
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communication with the information terminal is established

in the establishment step.

3. An information processing apparatus for controlling
a device connected with an information terminal with a
particular timing via the information terminal connected via
a network with the information processing apparatus, the
information processing apparatus comprising:

establishment means for establishing communication
performed via the network between the informatiocn processing
apparatus and the information terminal, in response to a
request issued, in a state in which the device is connected
with the information terminal, by the information terminal;
and

transmission means for transmitting a first packet
inclu&ing a command for contrelling the device to the
information terminal from the information processing
apparatus after the communication with the information

terminal is established by the establishment means.

4. An information processing apparatus according to



for commanding the information termnal to start transmtting predeterm ned
information in the comuni cation established by the establishnment neans.
12. An information processing nmethod for an information processing
apparatus to control a device connected with an information termnal with
a particular timng via the information term nal connected via a network
81 wth the informati on processi ng ggparatus, the nmethod conprising the
steps of: establishing conmunication perforned via the network between the
i nformation processing apparatus and the information termnal, in response
to a request issued, in a state in which the device is connected with the
i nf or matdlonim t3r nfuathe bycdriyer i sufroy edd oy ey mawals B dd@nisniddg,] ng a
packet including a command for controlling the device to the information

t er m nalffanomtchelnfafnoarintedri ore ywioeals,si angs eappad giarskeaf tiarc Tl igprauni cati on
with the information terminal is established in the establishnment step.

13. A stmrsmmgediamhiactamiary a comittered eadablehe progrsam sstiosred t her eon
for causing a conmputer to performa process of controlling a device
connect é&Eaigh an information termnal with a particular timng via the
information term nal connected via a network with the conputer, the
program conpri sing the steps of:

5. An information processing apparatus according to
claims 3 or 4, wherein the command includes information
indicating whether, when the information terminal fails to
perform a process in accordance with the command, a process

should be continued in accordance with a following command.

6. An information processing apparatus according to
claims 3, 4 or 5, wherein the first packet transmitted by
the transmission means includes a plurality of commands

belonging to the same protocol.

7. An information processing apparatus according to
any one of claims 3 to 6, wherein the transmission means
transmits, together with the first packet, a simple program
for causing the information terminal to determine which

process should be performed by the device.

8. An information processing apparatus according to
any one of claims 3 to 7, wherein the first packet

transmitted by the transmission means includes



establ i shing communi cati on perforned via the network between the

i nformati on processi ng apparatus and the information termnal, in response
to a request issued, in a state in which the device is connected with the
information termnal, by the information termnal; and transmtting a
packet including a command for - 82 controlling the device to the
information termnal fromthe infer@ation processing apparatus after the
conmmuni cation wth the information terminal is established in the
establishment step. 14. A programfor causing a conputer to performa
process of controlling a device connected with an information term nal

wi th a pateritcifliarattiion ngfnmnathen iinfeortietyion tdraridwmti eormedieed via a
network with the conputer, the program conprising the steps of:

est abl i strinig addmvurinc atdconr deerdeomiedh \tihee tdvenmeetdvor k- bet ween t he

i nformati on processing apparatus and the information termnal, in response
to a request issued, in a state in which the device is connected with the

i nformation dermmalinMhe JinidRldamd eigfaialouand: @iy tdd ng a

packet including a command for controlling the device to the i nformation
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with the information termnal is established in the establishnment step
established by the establishment means includes a firewall
of the information terminal, the transmission means

transmits the first packet using HTTP as a communication

protocol.

10. An information processing apparatus according to
any one of claims 3 to 9, wherein the transmission means
maintains the communication link using HTTP established by
the establishment means for a period during which a

plurality of first packets are transmitted.

11. An information processing apparatus according to
any one of claims 3 to 10, further comprising command means
for commanding the information terminal to start
transmitting predetermined information in the communication

established by the establishment means.

12. An information processing method for an
information processing apparatus to control a device
connected with an information terminal with a particular

timing via the information terminal connected via a network



15. An information term nal connected via a network w th an information
processi ng apparatus for renotely controlling a device, conprising:

request means for, in a state in which the device is - 83 connected with
the information termnal, requesting the information processing apparatus
to establish conmmunication via the network; receiving neans for receiving
a first packet including a command for controlling the device, fromthe
information processing apparatus via conmunication established in response
to the request issued by the request ®kans; and control neans for
controlling the device in accordance wth the command included in the
first packet received by the receiving neans. 16. An infornation term nal

accor di {‘,?11;1'9 @Jbéaijtrﬂ]%érnh%gibg& fbeirocceosr’g):{ .eiisalnpglsa'ffaacussm %sl_leor}ner@l%rhs for
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i ncl udi Q§Hﬁf i ndi i a result of controlling performed by the
pontrol%%ﬂgéfon. ﬁg“%g%éégt%%..An i nformation processing method for an
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processing apparatus for renptely controlling a device, the nethod
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the information termnal, requesting the information processing
information terminal, in response to a request issued, in a
state in which the device is connected with the information
terminal, by the information terminal; and
transmitting a packet including a command for
controlling the device to the information terminal from the
information processing apparatus after the communication

with the information terminal is established in the

establishment step.

13. A storage medium including a computer-readable
program stored thereon for causing a computer to perform a
process of contrelling a device connected with an
information terminal with a particular timing via the
information terminal connected via a network with the
computer, the preogram comprising the steps of:

establishing communication performed wvia the network
between the information processing apparatus and the
information terminal, in response to a request issued, in a
state in which the device is connected with the information
terminal, by the information terminal; and

transmitting a packet including a command for



apparatus to establish conmunication via the network; receiving a packet

i ncluding a command for controlling - 84 the device, fromthe information
processi ng apparatus via comunication established in response to the
request issued in the request step; and controlling the device in
accordance with the command included in the packet received in the
reception step. 18. A storage nediumincluding a conputer-readable program
stored thereon for causing a conputer to perform information processing
perfornmed between the computer and an82nfornati on processi ng apparatus for
remotely controlling a device, the program conprising the steps of: in a
state in which the device is connected with the information term nal,
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via the network; receiving a pa I ncl'udi ng "a comran l'ing
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established in response to the request 1ssue t request step; and

cont rol Iy 1th thes dgviGand 1 AE U HaNeEe Wd hedia cammnd iy uded in the
packet received in the reception step. 19. A program for causing a conputer

to perf agdnab Infshnmdid adtgyy.ocessi ng perfornmed between the conputer and an
i nformati on processi ng apparatus for renotely controlling a device, the
program conprising the steps of:
14. A program for causing a computer to perform a
process of contrelling a device connected with an
information terminal with a particular timing via the
information terminal connected via a network with the
computer, the program comprising the steps of:
establishing communication performed via the network
between the information processing apparatus and the
information terminal, in response to a request issued, in a
state in which the device is connected with the information
terminal, by the information terminal; and
transmitting a packet including a command for
controlling the device to the information terminal from the
information processing apparatus after the communication

with the information terminal is established in the

establishment steb.

15. An information terminal connected via a network
with an information processing apparatus for remotely
contrelling a device, comprising:

request means for, in a state in which the device is



- 8 in astate in which the device is connected with the information
termnal, requesting the information processing apparatus to establish
comuni cation via the network; receiving a packet including a command for
controlling the device, fromthe informati on processing apparatus via
comuni cation established in response to the request issued in the request
step; and controlling the device in accordance with the command i ncl uded
in the packet received in the reception step.

- 83 -

connected with the information terminal, requesting the
information processing apparatus to establish communication
via the network;

receiving means for receiving a first packet including
a command for controlling the device, from the information
processing apparatus via communication established in
response to the request issued by the reguest means; and

control means for controlling the device in accordance
with the command included in the first packet received by

the receiving means.

16. An information terminal according to claim 15,
further comprising transmission means for transmitting to
the information processing apparatus a second packet
including a response indicating a result of controlling

performed by the control means on the device.

17. An information processing method for an
information terminal connected via a network with an
information processiﬁg apparatus for remotely controlling-é
device, the method comprising the steps of:

in a state in which the device is connected with the
information terminal, requesting the information processing
apparatus to establish communication via the network;

receiving a packet including a command for controlling
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the device, from the information processing apparatus via
communication established in response to the regquest issued
in the reguest step; and

controlling the device in accordance with the command

included in the packet received in the reception step.

18. A storage medium including a computer-readable
program stored thereon for causing a computer to perform
information processing performed between the computer and an
information processing apparatus for remotely contrelling a
device, the program comprising the steps of:

in a state in which the device is connected with the
information terminal, requesting the information processing
apparatus to establish communication via the network;

receiving a packet including a command for controlling
the device, from the information processing apparatus via
communication established in response to the request issued
in the request step; and

controlling the device in accordance with the command

included in the packet received in the reception step.

19. A program for causing a computer to perform
information processing performed between the computer and an
information processing apparatus for remotely controlling a

device, the program comprising the steps of:
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in a state in which the device is connected with the
information terminal, requesting the information processing
apparatus to establish communication via the network;

receiving a packet including a command for controlling
the device, from the information processing apparatus via
communication established in response to the request issued
in the request step; and

controlling the device in accordance with the command

included in the packet received in the reception step.



