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the use condition is heightened. 14 April 2004 1 Dﬁ§§5 ghﬁ?
Controlling System of Using Condition Information of Conte cal

Field This invention relates to a nmethod and apparatus for transmtting
contents data w th appended u5|ng condition information for placing

limitations on the number qfyq 1AL RN RN

managene ;
correspondlngoperatlng pr ogram ThIS |nvent|on al so relates to a nethod

and. appat® e FYmﬁgiﬁ%ﬁﬁéﬁﬁs data for controlling the contents
data basgf’d i ‘Qg‘ﬁ—% B &onaPtion" Fi¥or mati on, and a recording medi um
havi ng store ereln a correspondlng operating program Background Art

Recently, on- Ilne di stribution of music contents enploying a network such
as Internet or cable television has cone to be practically used.



In a distribution systemfor nusic contents, a contents diStr,j byt
conpany furnishes %usic contents on e.g., the Wb in distﬁ45§Fﬂ?8&%usic
contents over the network. On the other hand, a user exploiting this nusic
di stributing system accesses. the Wb etc., furnished by the contents

di stributing conpany, to downl oad desired nusic contents. The contents

di stributing conpany has t'o supervise the copyright of the 14 April 2004 2
contents. So, the contents distributing conpany recogni zes a user accessing
the Web overt the Internet by the ID information or the personal

identification nunber etc., to @g#ék?ﬁﬁgﬁhe encrypted nusic contents
only to an authorized user. The contents stributing conpany al so appends

t he usi ondi ti.on, i nf tign to.t musi ¢ contents furnished in order
to pIacggyﬁﬁﬂﬁﬁgﬁgﬁmﬂhOfkggﬁhﬁﬁgénﬁﬁpﬁﬁﬂﬁgaQ@nGggbﬂﬁﬂ“$n order to protect
the copyright. In general, the description format of the using condition
information includes policies for the using conditions. These policies and
correspondi ng values are indicated in a tabulated form However, if the
usi ng cqrdhhicahFigMdiormation is given in this tabulated form it becones
extrenely difficult to add or change the policies, thus significantly

limting the [ r in he. usi n ndi t.i pns.
Di scl ogur e of TERE PRUGAIGIEES T} iR afd Ayl ok FrafmfinEicon ik arte
i nvention,.t o@g)r ovi.de, a net hqd aqr}g ag,par atus for_transmtting contents data
wher eby With aRpended;using eondition informaliondgr placing limitatienson the naber of
description of the using conditions.
times of contents replay, or copyright management, and a recording medium having -
stored therein a corresponding operating program. This invention also relates to a
method and apparatus for controlling contents data for controlling the contents data

based on the using condition information, and a recording medium having stored

therein a corresponding operating program.

Background Art

Recently, on-line distribution of music contents employing a network such as
Internet or cable television has come to be practically used.

In a distribution system for music contents, a contents distributing company
furnishes music contents on e.g., the Web in distributing music contents over the
network. On the other hand,_ a user exploiting this music distributing system accesses.
the Web etc., furnished by the contents distributing company, to download desired
music contents.

The contents distributing company has to supervise the copyright of the



It is another object of the present invention to provide agﬂﬁi qﬁﬁegd and
apparatus for. controlling contents data whereby it is possi M nl ar ge
the degree of freedomin the description of the using conditions. It is
yet another an object of the present invention to provide a correspondi ng
recording medium 14 April 2004 3 1In one aspect, the present invention
provi des an apparatus for furnishing contents data in which the using
condition information indicating using conditions for the contents data is
transmtted along with the contents data, said apparatus conprising: neans

for f dea%lgérﬂtgs‘.ggaa{h% &ﬂ%ﬁ@&%t%t%%%ﬁpﬁﬂfrd&?ﬂ&e@ andbi AQ@RssinpitRE WED on;

sai d con ata belrng construct stare of having been added to

At ormeviort ieatetie) by BRTE S ES: uBketsoff bR P Rt 18,

aut omat on describing portion stating the using condition information in an
aut ormtdistribsite theanenyptest nusie contents PRyt e antharized: usegs -Ehe gaBIGHEh 1 or
changi ng a value stated in said automaton describing portion; a program

st at ed djgiributihgact AR P Alste appéisnthepasingotoniiiow infoonstionuteethe augdoer ate -
status transition based on occurrence of an event. In another aspect, the

present ?P%}gggpﬁpsrpéﬂﬁi 838x o BRICBhniBlior b the Rufiber GRHRA f 456 dnd i whi ch

the usiF on I nformation 1ndicating using conditions for t
contents data is transmtted along with the contents data, wherein: said
cont ento¥deri BIoseR tg%\FHPYEg condition information are furnished; said
.contents data being constructed in a state of having been added to with
sai d using dorgtneralnthiendescriptipnfprmat of the using condition information includes

policies for the using conditions. These policies and corresponding values are
indicated in a tabulated form. However, if the using condition information is given in
. this tabulated form, it becomes extremely difficult to add or change the policies, thus

significantly limiting the degree of freedom in expressing the using conditions.

Disclosure of the Invention.

It is therefore an object of the present invention to provide a method and

apparatus for transmitting contents data whereby it is possible to enlarge the degree
- of freedom in the description of the ﬁsing conditions.

It is an’other object of the present invention to provide and a method and
apparétus for controlling contents data whereby it is possible to enlarge the degree of
freedom in the description of the using conditions.

It is yet another an object of the present invention to provide a corresponding

recording medium.



said using condition information including an automaton file_and ,
paraneter file; said automaton file including an automaton égé’tﬂﬂigf)%
portion stating the using condition information in an automaton; said
paraneter file describing coefficients of a function for changing a val ue
stated in said automaton describing portion; a programstated in said

aut omat on descri bing portion being conktituted to generate status
transition based on occurrence of an event. 14 April 2004 3a In still
anot her aspect, the present invention provideg a recordi di.um havi ng
stored t her etth 08¢ @ﬁFﬁPEhﬁ‘r‘?gpb‘?sﬁﬁtr ABY ST ncBFﬂvéa‘F% a&a?ﬁp@ﬂﬁﬁi gﬁ'i RYMSNg s ng
condition information indicating using conditions for the contents data

al ong wedthtenth elatcimivhivhsthdatsing edraditom infoembtiomindicatingousing aondivions for
furnishing the contents data includes the processing for furnishing the
cont ent d | fhed!Sisn tdd Qlongd Ny | QUynkdHis UgHAY B BiHpARRLON
file an eaéggegﬁét%ﬁy% I g';aﬁ%gﬁ{déd aut%rr%t oﬁhmée%nn%ﬁu% ng aSn aﬁd#g)mat on
describing portion statjng.the using condition information in an ,,

aut onat SHIPEENG: JREaetler M@hwgsémdbiceat%f%t%i@ﬁa USIRE, rROmdikien or
changing a value stated in said automaton describing portion; a program

st at ed infoaatibrguattheomentsdda iehigh gonstrnictshirb eistage adrimvidgibeeh addgboer at e
status transition based on occurrence of an event. In still another

I
aspect, e ' i i.des: :ont : f.or ts
data i nw\%ﬂi %ﬁa gﬁe ?bﬁn&éﬁgﬁ ¢ gfhrg{nat(ﬁ\éhdgﬁlﬁﬁgg t Oghﬁgﬁﬁgfcg%dr@g ta?lo%u@n tct)(?.rpmatti on
stating the using condition for said contents data are supervised and in
whi ch, Blsenad apasametendilgy saishantaneston chler spladiag: an AsYBAINe eIRBIRY t h

are controlled, said control
portion stating the using condition information in an automaton; said parameter file

describing coefficients of a function for changing a value stated in said automaton
describing portion; a program stated in said automaton describing portion being
constituted to generate status transition based on occurrence of an event.

In another aspect, the present invention provides a method for furnishing
contents data in which the using condition information indicating using conditions for
the contents data is transmitted along with the contents data, wherein: said contents
data and said using condition information are furnished; said contents data being
constructed in a state of having been added to with said using condition information;
said using condition information including an automaton file and a parameter file; said
automaton file including an automaton describing portion stating the using condition
information in an automaton; said parameter file describing coefficients of a function
for changing a value stated in said automaton describing portion; a program stated in
said automaton describing portion being constituted to generate status transition based

on occurrence of an event.



apparatus conprising: control neans for controlling the contents data based
on the wusing condition information associated therewith; said contents
data being constructed in a state of having been added to wil#Amdi2804si ng
condition information; said using condition information including an
automaton file and a paraneter file; said automaton file including an

aut omat on descri bing portion stating t3ae using condition information in an
aut omat on; said parameter file describing coefficients of a function for
changing a value stated in said automaton descri bing portion; a program
stated in 141a%§|9111| a@cﬁgg; gppeclat Q[ﬁSGH*atl%YFD&’é@cPFQ}GI&%S ﬁo‘i@PPEan%e‘Bﬁgl m
controlled to generate status transition based on occurrence of an event.
I n stilhavingtsieredatheesih, a tfomishiag giogtam efok | cont@rte\daste fumisiing rthe wsihigod
for contents data in which one or nore contents data and the using

condi ti i; : j o 1.ng. Lty [ t at a
ar e sup o ifalon ihdkhiigs Life' hBHidek WEBolChs Pl il Wb IR P
associated therewith are control]led, said control nethod conprisin

cont r ol $emgnis hdat@oivheremn dhe afusaisbingo pregramy phgiuswishing; die qomfmtm?at@n
associated therewith; said contents data being constructed in a state of
havi ng heanlesddrd procedsing Sor dfukiishinngC @ineli ddments NdgteMRaldNisiBRI coriditi Hig
condition information including an automaton file and a paraneter file;

sai d aut tan fi.l i ncl udi apt omaton_descr.i bi ontion ati t he
et ng cOnameRE dtus e v R An s SR D RARREF G STP B0 PRl e
descri bi n? coefficients of a function for changing a value stated in said
aut onmat eluiing enmuigmeton deseribing pedioansteting dae nsingatonditierp infognation in
describing portion being controlled to generate status transition based on
OCCUrr eg¥ gutomaton; said parameter file describing coefficients of a function for changing a

value stated in said automaton describing portion; a program stated in said automaton
describing portion being constituted to generate status transition based on occurrence
of an event.

In still another aspect, the present invention provides a control apparatus for
contents data in which one or more contents data and the using condition information
stating the using condition for said contents data are supervised and in which, based
on said using condition, contents data associated therewith are controlled, said control
apparatus comprising: control means for controlling the contents data based on the
using condition information associated therewith; said contents data being constructed
in a state of having been added to with said using condition information; said using
condition information including an automaton file and a parameter file; said
automaton file including an automaton describing portion stating the using condition
information in an automaton; said parameter file describing coefficients of a function

for changing a value stated in said automaton describing portion; a program stated in



of an event. In still another aspect, the present invention provides a
recordi ng nmedium having stored therein a control programfo 4 TS
data, in which one or nore contents data and the using condition
information stating the using condition for said contents data are
supervi sed and in which, based on said using condition, contents data
associated therewith are controlled, $bid control nethod conprising:
controlling the contents data based on the using condition information

navi ng Bob A RN BsoThEaarionERing Sl Damta sl rrbRobaRsfhe  on

said using condition information including an automaton file and a
par anet @t of¢uregnce aif dnayveotat on fil e includi ng an aut omat on descri bi ng
portion stating the using condition information in an autonaton; said

paraneter f i!rﬁst‘i'ﬂ%fdﬂ%r”@sge%ﬂ%tei }gﬂgﬁé}{tsin%nﬁoﬁ gﬁﬁﬂ'd%.@ d ebnfrbPNHHRS For al ue

stated in said autonaton descri bi portion; program stated I1n said

aut omat on . descri bin rtion including processi for nagi ng. control to
gener at $4eTHE (414 inaWBlch QiF Shde AN Hate a8d (B usi ton mgfgepamt her
aspect, the present invention provides a recording nedium having stored

t her ei nstatomg, &t asidgtcanditibit foor sasd egnieatsddata ame isnpervisedi ol frowhidadi, based
contents data; said contents data being constructed in a state of having

been a PN . . i . g . ont: ta
boi ng. canra P Ll (RIS ok BB e BRI Bk 1 B RbBugE
therewith; said using condition _information including an automaton file
and a paEhes spmprisme: seprirallingntheosontents datte (hasedh Prarthe Msing  gmdition
describing portion stating the using condition information in

information associated therewith; said contents data being constructed in a state of

having been added to with said using condition information; said using condition
information including an automaton file and a parameter file; said automaton file
including an automaton describing portion stating the using condition information in
an automaton; said parameter file describing coefficients of a function for changing a
value stated in said automaton describing portion; a program stated in said automaton
describing portion being controlled to generate status transition based on occurrence
of an event.

In still another aspect, the present invention provides a recording medium
having stored therein a confrol program for contents data, in which one or more
contents data and the using condition information stating the using condition for said
contents data are supervised and in which, based on said using condition, contents
data associated therewith are controlled, said control method comprising: controlling
the contents data based on the using condition information associated therewith; said

contents data being constructed in a state of having been added to with said using



an automaton; said paraneter file describing coefficients of .a fupcgtio
changing a value stated in said automaton descri bi ng portioﬂf‘fa&’”& geﬂ'am

st at ed

in said automaton describing portion including processing for

managi ng control to generate status transition based on occurrence of

event.

Brief Description of the Drawings Fig.1l shows a system structur

a nusic contents distributing system 4#nbodying the present invention.
Fig.2 explains the configuration of a personal conputer used in the co
data managenent system Fig.3 explains the configuration of a portable

devi ce Eé}ﬁiiﬂgﬁ‘;nfo?nfaﬂﬁnf%H%‘im@%bﬁdi%ﬁn%féﬂmﬁwirﬁ&%?g%nﬁﬁbnﬁﬁ $R

Fig.4 explains functions of the personal conputer. shows an exanpl e

of di S%ﬁéﬁﬂﬁﬁﬁ&%lb“%iﬂ%ﬁ&%ﬁtdﬂ ﬂﬁﬁﬂ&cz&;]igg %gf&%ﬁw% aé?cg}ﬂsigg gforﬁ&‘?

wi ndow

distributor“to ano

e recordi ng program nakes t splay unit y. Fi

e nmusic contents di ting system

expl ai Ngatink Eﬁeeﬁ'siﬂgﬁgfrl&i{ﬁ%n? forRAteNtA ANk Eatl) féthrﬁiBﬁ:{uéEaﬁlQ{emé dég&m%

illustr

application |ayer.

condi ti

S0t fictets bf 'agfdgggoﬁﬁpﬁgﬁrﬁgggg”% fﬁgﬁgoétﬁ?eﬂsf eEz%iEré%ItB&Q{od i’Elé’&:rrin@j

rmat o e routinely us

Gsing ¢ %f;o{ﬂ; g[]ﬂ?m&a‘?ﬂ 'statt{e:% gn'sgnQi hlitoltthbR WeSeribihl ' forGOR Shéihttlg B dcBSsing

of ma
for managing control to generate status transition based on occurrence of an event.

In yet another aspect, the present invention provides a recording medium
having stored therein contents data and the using condition information for said
contents data; said contents data being constructed in a state of having been added to
with said using condition information, said contents data being controlled based on
said using condition information associated therewith; said using condition
information including an automaton file and a parameter file; said automaton file
including an automaton describing portion stating the using condition information in
an automaton; said parameter file describing coefficients of a function for changing a
value stated in said automaton describing portion; a program stated in said automaton
describing portion including processing for managing control to generate status

transition based on occurrence of an event.

Brief Description of the Drawings

Fig.1 shows a system structure of a music contents distributing system
embodying the present invention.

Fig.2 explains the configuration of a personal computer used in the content data
management system.

Fig.3 explains the configuration of a portable device included in the content data
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enpl oyed in a conprehensive management unit. Fig.11 illust rat Sfl?#ﬁ _
structure of an automaton-file of the-unified using conditi o‘ﬁpr} @?mat I on.

Fi-g, 12 shows an exanple of an automaton indicating the operation transition
of nusic contents stated in the automaton stating portion of the automaton
filer. Fig. 13 represents the autonaton in a tuple string. Fig. 14
Illustrates the structure of the automaton stating portion. Fig. 15 shows
an event and a comand defined in a DT@ determ ned based on the
specification of an XM.. Fig.16 shows a first statenent exanple of the

aut ormat omagh Ihag;g@ﬁﬁhpn. 14 April 2004 6 Fig.1l7 is a state transition
view of the first Statement exanple. Fig.18 shows a second statenment

exanpl e of t ' in grtion. , Fig.19 is a state transition

vi e\r/Tvpof t he 2@ %%@?2@3@&66@%@%@&1f@_rrgwi;% a third statement
exanpl e of the gutomaton stating portion. Fig.21 is a state transition

vi ew of the [ﬁg%slggﬁq anexamplanbiisplayfopgration-insipichiveouindovet at enent

exanpl e of the automaton stating portion. - Fig.23 shows the structure of a

paranet er fi |Rigdfshoives amixangple of tirgwiralos whivh the MrdRid PiooriiGnAdes the
illustrates the structure in case the paranmeter file has been changed.
Fig.25 idigﬂgquﬁﬁspjag_ structure of a parameter statement portion of

t he- paraneter file.

Fig.7 explains unified handling of contents having different formats from one
distributor to another in the music contents distributing system.

Fig.8 illustrates the relation between a unified transfer protocol layer and an
application layer.

. -Fig.9 illustrates the format of the routinely used using condition information.

Fig.10 illustrates a file constituting the unified using condition informétion
employcd in a comprehensive management unit.

Fig.11 illustrates the structure of an automaton. file of the - unified using
condition information.-

Fig.12 shows an example of an automaton indicating the operation transition of
music contents stated in the automaton stating portion of the automaton file.-

Fig.13 represents the automaton in a tuple string.

Fig.14 illustrates the structure of the automaton stating portion.

Fig.15 shows an event and a command defined in a DTD determined based on

- the specification of an XML.

Fig.16 shows a first statement example of the automaton stating portion.



Fig.26 illustrates a method for supervising the contents bythe.; 2004

conprehensi ve nmanagenent unit. Fig.27 - illustrates the processing
sequence in case the conprehensive managenent unit is installed froma
CD-ROM Fig.28 illustrates the processing sequence in case the
conprehensi ve rmanagenent unit is installed on being dowl oaded fromthe
network. Fig.29 illustrates an updati ng sequence froma ripping key-to an
EMD key. Fig.30 illustrates a first @®xanple of the EMD key updati ng
sequence. Fig.31 illustrates .a second exanple of the EMD key updating

sequence. 1Bighp7iit a 300 tranSesn viostoffthe fitsh stgiempendexantpde. nvent i on
Referring to the draw ngs, a nmusic contents distributing system enbodying

the pr esenﬁgﬁ'. PESRLHR": secBfd Sfbdthe M tdngpleastithaadfombtopsestivg ?grtiﬁn.t he

present invention, 1s explained in detail. This nusic conten

di-stributiop.system ] uch.a syste [ S sic contents
froma servg}g'¥§ I%aﬁtaigiﬁ#&?m@&%ﬁ‘f’e tﬁ? Sg'go%g%\gﬁ[g%ﬁeeﬁ%g{}?ge over a
networ k and_whi ch supervi ses the so-downl oaded nusic contents and nusk
contents reKig.30shewsm thirdstatemoptexamply of e popaton, salingRerdan s
Distributing System Fig.1l shows a systemconfiguration of a nusic contents

di stributi npig2stiemsiate erabsidiohngewhof the dbirdistdtement examplEhe nusic contents
distributing system 1, enbodying the present invention, includes a

personal cogpibeishdwsa firiritNiktement éeimpte bPER aRbAAtAE SRR patiion. - -

regi stration
.. Fig.23 shows the structure of a parameter file of the unified using condition
information.
Fig.24 illustrates the structure in case the parameter file has been changed.
Fig.25 illustrates the structure of a parameter statement portion of the parameter
file.
Fig.26 il!ustratés a method for supervising the contents by the comprehensive
management unit.
Fig.27 -illustrates the processing sequence in case the comprehensive
management unit is installed from a CD-ROM.
. Fig.28 illustrates the processing sequence in case the comprehensive
‘management unit is installed on being downloaded from the network.
Fig.29 illustrates an ﬁi}dating sequence from a ripping key to an EMD key.
Fig.30 illustrates a first example of the EMD key updating sequence.

Fig.31 illustrates a second example of the EMD key updating sequence.



server 3, a plurality of EMD (electrical nmusic distributio el %ghs 4
(4-1,4+2-and 4-3) distributing nmusic contents, referred to below as
contents, and WWVservers 5 (5-1 and 5-2). The personal conputer 1 has
stored therein a storage nedium such as a nenory, card, over USB cables 7
(7-1, 7-2. and 7-3), and. -is connected to portable devices 6 (6-1, 6-2,
6-3) as a portable nusic reproduci ng equi pnent for reproducing the
contents. . The personal conputer 1 isyconnected over a network 2 to the
EMD regi stration server 3, EMD servers 4 (4-1, 4-2 and 4-3) and to the WW
VWrld W rvers S ((5-{1 and 5-2). 1 4 April 2004 8 The persona
gonputexﬁgFPﬁﬁigﬁﬁzﬁﬁsﬂPaHPEﬁE&ﬁBPaﬁeﬁd I n accordance with a pre-set
conpression system and encrypts the conpressed_contents in accordance wth
a pre-set enéi%fﬁtriltgwt%b@ deayyings, agnusiggentents diplsibubimgrsysteny emhosying thaTRAC
(adaptive transform acoustic coding) 3 (trademark) or MP3 ( MPEG audi o
-1 ayer - 3preseny ilenifond repissenbigeahe st inode f eixesnticie st tlieopregeni(if@tion,
encryption standard), for ...,exanple, is used.. In receiving the

CeThg o abIERRUA 1l iR EATRNbutof sATAAE ShUER systEmSHRICAH o

usi ng condi'tion information, 1ndicating the usi rons“tor t

contentﬁ]b t? rdac rd the di tii)guted dat a. \Wen regordi n? t he contents read
out 1 r ofipwaloads theapsic conienlS BAM 2 sei¥sh e A PEATALCAMPLTSTF (0 Ryt ¢ i on
i nformation depending on the contents- reproducing conditions to -record

t he gendggice®vigsianaetwosk and ivdrich supervisasdhe so-downloaded music contents and

music contents read out from a CD. , :
(1) Overall Structure of Music Contents Distributing System
Fig.1 shows a system configuration of a music contents distributing system 1
. embodying the present invention.

The music contents distributing system 1, embodying the present invention,
includes a personal computer 1, a network 2, such as local area network, a registration
server 3, a plurality of EMD (electrical music distributibn) servers 4 (4-1,4-2-and 4-3)
di_stributing music contents, referred to below as contents, and WWW sefvérs 5(5-1
and 5-2). The personal computer 1 has stored therein a storage medium, such :;IS a
memory-‘card, over USB cables 7 (7-1; 7-2-and 7-3), and-is connected to portable .
devices 6 (6-1, 6-2, 6-3) as a portable music reproducing equipment for reproducing

: tﬂe contents.

The personal computer 1 is connected over a network 2 to the EMD registration

server 3, EMD servers 4 (4-1, 4-2 and 4-3) and to the WWW (World Wide Web)

servers 5 (5-1 and 5-2).



Al so, the personal conputer | records and stores the conteahs rg@@%ded
encrypted, in the portable devices 6 (6-1, 6-2 and 6-3), o ethH cabl es
7.(7-1, 7-2 and 7-3), alongwith the relevant information, such as the
using condition information, |lilies .of nusical nunbers or the nanes of
the perfornmers, while updating the using -condition information responsive
to the recording and storage. This processing is called checkout. In this
checki ng-out operation, the nunber of8tines of possible checking-.out
operations-for the contents, recorded by the personal conputer 1, is

decr enent edTipg gersndl k@mijfitérdl ecveiVds contenfsaromspressed infacdoedanosveithef ti mes
of possi bl e checking-out operations is 0, the correspondi ng contents

. i 1
cannot Pfﬁe;g&rcl%ﬁl'?@%éé“?%‘é ,igxg(?r?rh(%ygfétthe paREd chiiRnRaih9ebaldagosptter

erases S'S ortable” devices 6 (6-1, 6-2 and 6-3),

t hrough the USB cables 7 (7- 7-2 and 7-3 and S ' 3
condi t RoPre-$flofReRYPHAR srysgaegg g‘f@? APBECwi %]Pﬁa CQPEP?E%@%)Eﬁ%S{SJ}IZT ggfl;]?;{'gc
operation is called check-in. In this check-in ogerat i on, t({1e. nunger of
times @idaphivepmsmifbim acohsitkcoding)d Gpadeamarkyer MB3 (MIIGAndIAdayIrShnal
conputer 1, is incremented by 1. It is noted that the contents nmay al so be

made URSABE AsédS MRale BhcBphida sysasrddescription{dhadceridnpptiostapdast)n for
conputer "1 is unable to chéeck-in the contents sonme other personal conputer

17 s R TRPdS 5880 T Fre cont ents checked out by ho ofer than the
F ﬁresggﬁ![ e'n'f irmlétg%;ml&t iy 'gtr}bqge %E)ﬁ er}l%, t?l%r?c%(%{ai 1c:orr]r"1ipsut«§.1I i‘rf}l?g r@@eq%g-i ng
distributed using condition information, indicating the using conditions for the
contents, to record the distributed data. When recording the contents read out from
e.g., a CD, the personal computer 1 generates the using condition information
“depending on the contents: reproducing conditions to record the generated using
condition information.
Also, the personal computer 1 records and stores the contents, recorded
encrypted, in the portable devices 6 (6-1, 6-2 énd 6-3), over th USB cables 7 (7-1, 7-2
and 7-3), along with the relevant information, such as the using condition information,
titles of musical numbers or the names of the performers, while updating the using
-condition information responsive to the recording and storage. This processing is
called checkout. In this checking-out operation, the nunber of times of possible
.checking-out operations.for the contents, recorded by the personal computer 1, is

.decremented by 1 in the using condition information. If the number of times of

- possible checking-out operations is 0, the corresponding contents cannot be checked



servers .4 (4-1,. 4-2 and 4-3), the EMD server 3 is responai4ve t@@ request
- fromthe personal conputer | to transmt an authenticatio KAeRP Qéssary.
for reciprocal authentication between the personal conputer 1 and the ENMD
servers 4 (4-1, 4-2 and 4-3) to the. personal conputer 1, over the network
2, while transmtting the program for connection to the EVD servers 4
(4-1, 4-2 and 4-3) to the personal conputer 1. The EMD servers 4 (4-1, 4-2
and 4-3) are each responsive to a requgst of the personal conputer 1 to
furnish contents to the personal conputer 1, over the network 2, along
wth th%#si ng condition information and data relevant to the contents,
such as the titles of the nusic nunbers or the perforners. 14 April 2004
10 The contents distributed by the respective EMD servers 4 gl4-1, 4-2 and
4-3) ‘have bedHOBWSICbEQersanal cempudgickemisenthe portentsistencdringhe portable em
which may differ fromone server to another. On the other hand, the

cont ent gleivicasits(éell, Gf-and6-3Erlironghthe FSB ¢ablds 7 ¢7-1, Aardt B3 )pdirl @hdséd but ed
encrypted in accordance with a pre- set encryption system which may al so

di ffer homidBRondRIoMAhfdthaAAR ﬁésocﬂl%n%ﬁf‘é éiﬁ§1§re.5ﬁlis' %rgsnft&r%#iegzﬁ each

responsive to the request .fromthe personal conputer o the

Cont ont 45 CEIRA BokphCAR (i BRRARSrbtlih, The mesliah tiges S Theurproibley dat a

cor r espondi Qg to the contents read out fromthe CD, such as the nane of
t he nusiCBEFKIRENIEORSTations, senpsded by dhe pasonabcempuissls ihiicremapteddry 1. The
portable devices 6 (6-1,6-2 and 6-3) reproduce the contents furnished from
the per dbisatoted thmttthe contentamay alddiee amde aniusalsledheiek@df being drasalit put .t he .
repr oduced
It is noted that the personal computer 1 is unable to check-in the contents some
other personal computer has checked out to the portable device 6. That is, the personal
. computer 1 is only able to check-in the contents checked out by no other than the
personal computer 1.
When the personal computer 1 has started acquiring the contents from the EMD
- servers 4 (4-1, 4-2 and 4-3), the EMD server 3 is responsive to a request from the
*.personal computer 1 to transmit an authentication key necessary. for reciprocal
authentication between the personal computer 1 and the EMD servers 4 (4-1, 4-2 and
4-3) to the personal computer 1, over the network 2, while transmitting the program
for connection to the EMD servers 4 (4-1, 4-2 and 4-3) to the persenal computer 1.
The EMD servers 4 (4-1, 4-2 and 4-3) are each responsive to a request of the
. personal computer 1 to furnish contents to the personal computer 1, over the network

2, along with the using condition information and data relevant to the contents, such

as the titles of the music numbers or the performers.



contents to e.g., a headphone, not shown. . . Each of the 335%@3@® devi ces
6 (6-71,'6-2 and 6-3) has a recording nediumfor storage of Atents.
As the recording nedium a unrenovable IC nenory, |oaded on an interna
substrate of an apparatus or a renovable nenory card, is used. The
portabl e devices 6 (6-1, 6-2 and 6-3) are connected to the personal

conputer 1 over .physical interfaces 7 (7-1, 7-2 and 7-3), such as USB,

for transferring the contents. The déntents, to which is al so appended the
using condition information, are .transferred in the encrypted and

conpr essed TereonTbRs RS kAL E?Yl'l& E@ci(l@e EMPr sereeg H(B)1, dr2 anduhbly
enpl oyed in such a state 14 April 200 that the respective deV| ces 6
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the- using condition |nforrrat|on appended to the respective contents, or

as nec&MBrserversldetd-bot-2tand £3haemdistritartedpdenyipted itacoesdanrecwitbiapron
information. In the following, if it is unnecessary to distinguish the

portabkﬁ ggﬁ§n§ ét@nﬂwm&r%agﬁqk&d@erfﬁ&ﬁlcﬁﬁ%e@mttwnmﬁaey are sinply

referre por ab e device 2 is an explanatory illustration

o ihe con i SH430 kvl BASR08 SO kBRori 5 RSB
RCt Bl X rsonal computer 1 to furnish to (he personal 88§lp&¥2r'1' data cortesponding 16 & 15 -
which has read the contents, such as album name of the CD or the CD selling
company) and data corresponding to the contents read out from the CD, such as the
name of the rﬁusical number or the composer’s name, to the personal computer 1.
The portable devices 6 (6-1, 6-2 and 6-3) reproduce the contents furnished from -
the personal computer 1, that is the content as checked out, to output the reproduced
contents to e.g., a headphone, not shown.
Each of the portable devices 6 (6-1,'6-2 and 6-3) has a recording medium for
_storage of the contents. As the recording medium, a unremovable IC memory, loaded
on an internal substrate of an apparatus, or a removable memory card, is used. The
portable devices 6 .(,6-1, 6-2 and 6-3) are connected to the personal computer 1 over
* physical interfaces 7 (7-1, 7-2 and 7-3), such as USB, for transferring the contents.
The contents, to which is also appended the using condition information, are

transferred in the encrypted and compressed form.

The portable devices 6 (6-1, 6-2 and 6-3) are usually employed in such a state



| ater.) and OS (operating systen). A ROM (read-only nennryh ;% quﬂlso
provided in the-personal conputer 1, and generally stores Ho S0 § fixed
data of prograns and conputational parameters used in the CPU 11. Also, a
RAM (random access nenory) 1.3 is included in the personal conputer 1 to
store -prograns 'used for execution of the applications and OS by the CPU
.11 and paraneters which are. appropriately variable in the execution of
the applications and OS. The CPU 11, 42 and RAM 13 are mnutually
connected to each other by a host bus 14 conposed of ~a CPU bus, etc. The

nor 12t s TeGRARSERVioch SREHlsER DR Tt ¢ B9l Fopbhie PATKE) boar o

18 is operated by the user  to input various conmands to the CPU 11. A
mouse 15‘3 epmmangsisdsyedifrem the usegngbisttatgn thesancaypted qontents are read
screen of a display unit 20. The display unit 20 is a liquid crystal

di spl ayoutfremihececdrdires mayiun abeé yeproducsds fWiayeaver ahe poytable deviessdgd-on in
the formof a text and/or inmage. Further, an HDD (hard disc drive) 21

drives 2, 622 Gndi 63) iaiige! Eortfoll 7 iR HeArBriOReiopS ikl ¥h e hlifigcPY 11

and information to”or fromthe har rive 22 reads data or

pr ogr al r ' of a netic disc 41 tical disc 42 (jncluding
oy~ g oriiBoR gfrdrleRih P ER el Bt euttdie SinterlBep S ndeeSSaeAbbnE <
connected to the drive 22, and supplies the read data or programto the
RAM 13 @&ﬁ%@l&as erepdatmgfhe asingeenditior infprmafionr nal . bus 16, bridge 15
and host bus 14.

In the following, if it is unnecessary to distinguish the portable devices 6 (6-1,

6-2 and 6-3) from one another, they are simply referred to as portable devices 6.
FIG. 2 is an explanatory illustration of the configuration of the personal
. computer 1.
As shown, the personal computer 1 comprises a CPU (central processing unit) .
11. The CPU 11 actually executes a variety of applications (will further be described
later) and OS (operating system). A ROM (read-only memory) 12 is also provided in
the personal computer 1, and generally stores basically fixed data of programs and . -
computational parameters used in the CPU 11. Also, 2 RAM (random-access
"memor)'r) 13 is included in the personal computer 1 to store programs 'used. for
execution of the applications and OS by the CPU 11 and paramétcrs which are.
appropriately variable in the execution of the applications and OS. The. CPU 11, ROM
12 and RAM 13 are mﬁtually connected to each other by a host bus 14 composed of
a CPU bus, etc.

The host bus 14 is connected to an external bus 16 such as PCI (peripheral



The USB port 23(23-1, 23-2, 23-3) has the portabl e device 1§5&§Hé@ -2,
6-3) “connected thereto by the USB cable 7 (7-1, 7-2, 7-3), 1 p%uts
data (including a content or a conmand to the portable device 6, for
eXanpl e) supplied fromthe HDD 21, CPU 11 or RAM 13 to the portable device
6.(6-1, 6-2, 6-3) via the- interface 17, external bus 16, bridge 15 or
host bus 14. An audio input/output interface 24 having an | EC
(I'nternational Electrotechnical. Conmi2ssion) 60958 term nal 24 interfaces
a digital audio input/output or an anal og audi o i nput/output. A speaker 45

provi degos ,ﬁgghﬂé,;ggﬁ?gd/ﬁlwezg?gae%@ gifgg to each content based on an

audi o sign supp romthe a ril 2004 13 input/output
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I nput/out put .interface 24 are connected to the.interface 17 which in turn
i s connddt damouse df vrigh 19 ussd by theatkses ta ointangd sedect grpaigeon thaserean of bus
14. A communi cations bl ock 25 connected to the network 2, and transmt, as
st or ed :a displagh@its20.nThe dispiat enie20ds atipuid crysialtdisgley o CRE(uetiodtany

regi stration or request for sending a content) supplied fromthe CPU 11 or

oD 21 YRSy e or Ao Gl ol el ey o
(e net vt (5 iRk s S AR R AR St feca o
the Cpl{e}(:écx?t%dtbr;ethixég{]n{ill ar?ciJ isnformation to or from the hard disc. -
The drive 22 reads data or program recérded in any of a magnetic disc 41,
optical disc 42 (including CD), —magnc_to-optical disc 43 and semiconductor memory
44, whichever is connected to the drive 22, and supplies the read data or program to
the RAM 13 connected thereto by an interface 17, external bus 16, bridge 15 and host
bus 14. |
The USB pbrt 23.(23-1, 23-2, 23-3) has the portable device 6 (6-1, 6-2; 6-3)
.- connected thereto by the USB cable 7 (7-1, 7-2, 7-3), and outputs data (including a |
content or a command to the portable device 6, for example) supplied from the HDD
| 21, CPU 11 or RAM 13 fo the portable device 6.(6-1, 6-2, 6-3) via the interface 17,
-external bus 16, bridge 15 or host bus 14.
An audio input/foutput interface 24 having an IEC (International
- Electrotechnical. Commission) 60958 terminal 24 interfaces a digital audio

input/output or an analog audio input/output. A speaker 45 provides a predetermined

sound corresponding to each content based on an audio signal supplied from the audio



16, bridge 15 and host. bus 14 and thus cooperates with the ggﬁg%ﬁ
effect*various processes. . The RAM 33 stores data and pr&é Q%essary
for execution of the wvarious processes by the CPU 32. The nonvol atile
menory 34 stores data which have to be held still after the personal
conputer 1 is turned off. The ROM 36 stores a programfor decryption of an
encrypt ed progranltransferred from. the personal conputer 1. The RTC
(Real Time Cdock) 35 keeps tine to proyikde tinme information. The

sem conductor IC is designed to have a secured environnent and has

t ol er ancgnpdtfndhdl intapdyl gt accesses fromoutside. This function may be
structurecpultn af)so tware ﬁ]program 14 April 2004 14 The conmuni cati ons

bl ock 25 and apt or 26. ar.e cqnne CPU 11 by the external bus 16,
bri dge 15 and%ﬁ'&a[ccﬁwnfﬁ lﬂﬂéam%ﬁ%ﬁg(eﬁia (Qf%lt@? 1@0U&eh]e9 pbe digplay d8yihee 6
I's schematically illustrated in the formof a block diagram A power

circuit BDBoRAledtiye 222 dhe dg8Bspp|A3ednd rthenaadily ynmetfdutpit imeface Ntesrpal
- power of a predeterm ned voltage. Supplying the power to conmponents from a

CPU .53 tonnetitedtatheuntdrf£cé, 1 1 WRicAANNirCis eHhéctod 1 f
entire portable device-6." Wen clonnectred] to thce pe%ﬂotrljgiﬁﬁr?gt}ltléé?x{fgg%; a

USB. connggd %oﬁ? ﬁ‘?q?lﬁﬁ Ot‘sflghgl% the USB controller 57 will supply data

i ncl udi ng a c rans erred from the personal conputer 1 to the CPU
53 via an int rnal bus ata to be transferred fromthe personal

conputer 1. i ‘(91“5 hlack 25?"0“@2‘3%9% thenatwerk Reand taasmoit asstaeded

fromthe, per sonal corrput er 1 at a transfer rate of
. inpackets in a predetermined manner, data (e.g., request for registration or request for

- sending a content) supplied from the CPU 11 or HDD 21 via the network 2 while
outputting data (e.g., authenticate key or content) stored in received packets to the
- CPU 11, RAM 13 or HDD 21 via the network 2.

The CPU 32 of an-adaptor 26 formed integrally as a semiconducter IC, and
connected to the personal computer 1 is connected to the CPU 11 by the external bus
16, bridge 15 and host.bus 14 and thus cooperates with the CPU 11 to effect various .
processes. - The RAM 33 stores data and programs necessary for execution of the |

. various processes by the CPU 32. The nonvolatile memory 34 stores data which have
to be held still after the personal computer 1 is turned off.: The ROM 36 stores a
program for decryption of an .encrypted program transferred from the personal
computer 1. The RTC (Real Time Clock) 35 keeps time to provide time information.
The semiconductor IC is designed to have a secured environment and has tolerance
toward fraudulent accesses from outside. This function may be structured in a software

program.



12. Mo its/sec. A data to be transferred to the portable device 6 is
conposed of a header and content. The header stores a cont}mPHBO0 | e
nane, header size, content key, file size, codec ID, file information,
efc. and also using condition information, etc., necessary for the

pl ayback |imtation. The content is coded by the encoding nethod such as
ATRAC3 and encrypted. The header size indicates a data | ength of a header
(e.g., 33 bytes), and the file size il4dicates a data |ength of the content
(e.g., 33,636,138 bytes). The content key is a key for decryption of an

encrypted contenommadidalishsBidckeas Al Aptér 208k ddnnekreamotthe GRU dria)

conputer 1 to the portable device 6 in a format encrypted based on a

sessi on ke rQyi si | . I at ' mut ual aut henticati on between the
per sonaFhe %)Qﬁ?%t@\e"}lﬂl%gﬁ&‘)dggi%%@l'g&ééi‘,‘?ég'-6_ When the portable device 6 is
connected to_the USB port_23 of the rsonal _conputer. | hy the USB .cable :
7, there wi | Rederriagnova takitGial, ﬂéﬁhﬁ%ﬁﬁ?@&ﬂ%t@ 5éf ﬂtlcat]}i’e‘){lb‘ﬁ{}?tg 1B hfeyvi ce
6 and personal conputer 1. This nmutual authentication is of a

chal | engerni of pchleck dygpgamor exanple. Note that a DSP (digital signal
processor) 59 is also provided in the portable device 6 to decrypt an

encrypted co i Pétd £VBRagEERMIER fhome dytdafrB1 wain @bernal done.
The above- me%ﬁg%{gd gﬂjaIFPgr?ag-responsegt y nmut ual a(fu{?hent ication is such

e SRR oA DB AP LR OB g, p U
por t abl ,~?531g-\:iii§pela$ ug% 6l'17f itl{]egp(;iwer circuit 52 will thus drive the entire portable device 6. .
When connected to the personal computer 1 by a USB connector 56 and USB
cable 7, the USB controller 57 will supply data including a content transferred from
the personal computer 1 to the CPU 53 via an internal bus 58.
_ A data to be-transferred from the personal computer 1 is composed of data of - -
64 bytes per packet, and transferred from the personal computer 1 at a transfer rate of
. 12 Mbits/sec.. -
.A.data to be transferzed to the portable device 6 is composed of a header and |
content. The header stores a confcnt ID, file name, header size, content key, file size,

" «codec ID, file information, etc. and also using condition information, etc., necessary .
for the playback limitation. The content is coded by the encoding method such as
ATRACS3 and encrypted.

The header size indicates a data length of a header (e.g., 33 bytes), and the file

:-size indicates a data length of the content (e.g., 33,636,138 bytes). .

The content key is a key for decryption of an encrypted content, and transmitted



private key common to both the portable device 6 and persoqgl -g%ngter
In the- chall enge-response type nutual authentication, the AMRY
generated-by the personal conputer | varies at every authentication. So,
evén when for exanple a value generated using the private key and
outputted fromthe portable device 6 is read, that is, a so-called

di sgui sed attack takes place, the personal computer 1 can detect a

f raudul ence since a next mut ual aut hentjiscation is done using a different

val ue. The content is an ID for a content to -identify the content. The

cxanpl ¢, o3 eEBSPB”W@ﬂ%E??%hS JATE SRR A i B B 007
14 | 2004 1 MP3. ( MPE Movi ng Picture Experts G ou
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content file (will further be described Iater) corresponding to a content

and recorcasputer 1 hnd pertablealeviomfauter 1 -:to an ASCI | (American Nati onal
St andard Code for Information Interchange) code. The file information is a

data resul ted Whammpaﬁasleoabv@éeewuéhﬁeo%&@@tﬁd UISB p6RUFHE th <)5na1”am3
of the artist pI aying the nusic p| ece, name of the sohgwiter o e nusic
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controller 60 and .wite to a flash nenory 61 the content received fromthe
per sonal chaldengs:- mSanse type for example. Note that a DSP (digital signal processor) 59 is
also provided in the portable device 6 to decrypt an encrypted content when the
challenge-response type authentication is done.
. The above-mentioned chal_lengc-résponse type mutual authentication is such
that in response to a certain value (challenge) generated by the personal computer, for
example, there is gengratcd a value (response) by the portable device 6 by using a
private key common to both the portable device 6 and personal computer 1. In the
challenge-response type mutual authentication, the value generated by the personal
computer 1 varies at evéry authentication. So, even when for example a value
generat-ed using the private key and outputted from the portable device 6 is read, that
is, a so-called disguised attack takes place, the personal computer.1 can detect a
fraudulence since a next mutual authentication is done using a different value. -
. The content ID.is an ID for a content to identify the content.

The codec ID is an ID corresponding to an encoding method for a content. For

example, a codec ID of “1” corresponds to ATRAC3 while a codec ID of “0”



The flash nenory 61 has a storage capacity of about 64 betg q % $ t he
content. Also, the flash nenory has stored therein. in, Vangslg é ayback
code for expansion of a content having been conpressed in a predeterm ned
manner. Note that the flash nmenmory 61 may be fornmed as' a nmenory card which
Is connectable to, and renovable from the portable device 6. Wen the CPU
53 is supplied with a playback command corresponding to a push-down
operation of a play/stop button (not sigown) via an operation key controller
621 it will make the flash nenory controller 60 read the playback code and

cont ent {Iég;mﬁd&%f £ Aprllw@ 1&ﬁ&r}§iﬁn§®ﬁm;ﬁ%ﬁ@i@ 1 of the

portabl e 2004717 After detecting error he content

in the CRC ( redunda nmet hod accar gi.n t code
transferred &&’Srﬁ]ﬂ:ﬁ@‘?? ﬁsséh @Feéﬁlfm{rh‘émﬂﬁf’s ogs?(%\ﬁi (ﬁnﬁ%ft ’?ﬁt@} 19*?{21@‘&
content and thheifl ayed- back data (indicated with a reference DI in FIG 3)
to a di Gedeserabed bieOsovrespohingite 8 onted andiiecesded 3o thesprap Rl COMPYEF al | y
wWith a transm ssion circuit (not shown) provided inside the portable

devi ce §tbanpASTIb@ketican NatiohabBaadanhCadetmt lafomativn Infi€icKahgoooae.
ext ernal crystal oscillator: 59A, and supplies the digital/anal og

conver S ﬁfﬂr}nﬁr?bd"fs gl s'ifﬁéa FlorhlcBnbe f @nﬁisﬁc E@E Btl@%&ltent

generate by an er nal OSC l'at1on circult ased on t e master cl OCk
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or an?)?ece or name of the composer of the music piece to an ASCII code. -
When the portable device 6 receives a content and a content write command
from the personal computer 1, the CPU 53 which executes a main program read from
.a RAM 54 or ROM 55, will receive the write command, control:-a flash memory -
céntrolle_r 60 and write to a flash memory 61 the content received from the personal
computer 1.
The flash memory 61 has a storage capacity of about .64 Mbytes to store-the
.content. Also, the flash memory has stored therein in advance a playback code for
expansion of a content having been compressed in a predetermined rﬁanner.
- Note that the flash memory 61 may be formed as'a memory card which is - .
connectable to, and removable from, the portable device 6.
When the CPU 53 is supplied with a playback command corresponding to a
push-down operation of a play/stop button (not shown)viaan operation key controller

62, it will make the flash memory controlier 60 read the playback code and content

from the flash memory 61 and transfer them to the DSP 59 of the portable device 6.



For playing back a content, the DSP 59 will supply the abogg-nen?i& ed
operatirng clock to the digital/anal og conversion circuit 6 P2 gto

t he pl ayback code. When pl ayi ng back no content, the DSP 59 will stop
suppl ying the operating - clock according to the playback code to turn off
the digital/anal og conversion circuit 631 thereby reducing the power
consunption of the entire portable device -6. Simlarly, the CPU 53 and USB
controller 57 have external crystal osgyllators 53A and 57A connect ed
thereto, respectively, -and effect predeterm ned operations on the basis

of master. cl .Su Led fromthe.. oscCi rs,53A .,anqd 57A,
respectively. %%a%gﬁéﬁg %ﬁjgr 3536%-%#&&0‘%@%@@ E‘Ey(ﬁhicorr?fj“f‘ anay,rhegh)e
device 6 ne da no rééf Aprjl 2004 18 cl ock generation nodule to supplg a

cl ock to“éeégﬁ aecardingiotheplaybask sogledrams{oseed ironkthe fiash nemaery @1y thedDSBn be
designed to have a sinpler and nore conpact circuit construction. The

~di gi t al / Bavidiplepback theorontémt audtthGplayedbaickslata @hdiveddheick ageRiaiie DP an
anal og audi o. signal and supplies it to an anplification circuit 64. The

anpl i fi caf F9G. 3y'td5u‘s%na@,%naragk'Jgg%%gireﬂ 8. signal and supplies it to

headphone vi a a” headphone |a en the play/stop button is
pressed, the rt evice 6.plays back. ontent .stored.in the flash
menory 61 undgff‘et ﬁgﬁgﬁtlﬁéﬁr%fsdtlﬂ@é@ﬂ g}g.l_tﬁl\mgrﬁnpﬁéssum &VPEFO@OB PHR)i s
pressed in t,ge course of playing back a content, the portable. device 6
wi |t st opTovided mesiga the portatle devise 6 to play back a content based on a master clock

- MCLK from an external crystal oscillator:59A, and supplies the digital/analog
' conversion circuit 63 with the master clock MCLK, a bit clock BCLK generated by an
internal osciilation circuit based on the master clock MCLK and having a
predetermined frequency, and an operating clock LRCLK composed of an L-channel -
- clock LCLK and R-channel clock RCLK in the units of frames..
For playing back a content, the DSP 59 will supply the above-mentioned
operating clock to the digital/analog conversion circuit. 63 according to the playback
. code. When playing back no content, the DSP 59 will stop supplying the operating -'
- clock according to the pléyback code to turn off the digital/analog conversion circuit
63, thereby reducing the power consumption of the entire portable device 6.
Similarly, the CPU 53 and USB controller 57 have external crystal oscillators
53Aand 57A connected thereto, respectively, and effect predetermined operations on
. the basis of master.clocks MCLK supplied from the oscillators 53A and 57A, -
respectively.

Because of the above-mentioned construction, the portable device 6 needs no



When the play/stop button is pressed after stopping the coqte t.Ekggback
operafion, the portable device 6 will resune the content plgfgﬁg t he
pqQsition where . the playback operati on has been stopped under the control
of the CPU 53: When a tine of a few seconds has passed with no additional
operation effected after the playback operation is stopped by pressing the
pl ay/stop button, the portable device 6 wll automatically shut off the
power supply, thereby reducing the powd consunption. It should be noted
here that when the play/stop button is pressed after the power supply is

“turned eldck géeeratioh anddule ey bwspld antlblk tesacteof the EPHYIRJRSEISS fred LISBt
music piece or nusic piece No. 1 without playing back the content at the

positio ' opesatd ' nheR i

hori 1 208 4UEYEr TR SRR RAR ERMIEL N O ohpRa ot
controller 68 display on a display unit 67 a playback node (e.g., repeated
play, i SORSUEHNY play, etc), equalization adjustment (i.e., gain

adj ustment for a frequency band of the audio signal), nunber for

nusi c- pi ece, Theagigiglianalog copyersionairgwit 63 conypriag plavsd-bagleontenkto an-
forward and fast rew nd, and informati on such as sound vol une and vol t age

| evel i Rpaldpeadtiv si@idl abd.suppHey itheran dplificiticibtiecuiedd c T ahplifisaiiono an
EEPROM 68 -a nunber of conten?s witten in a flash nenory 80, [ocations of

bl ocks . r i i It Lvely,
and a s%ﬁrggpﬁ%{d’é [ﬁﬁyﬁg? Wéea\ﬁg? (ﬂ%lgg?%r?% P‘ ggﬁ%ﬁﬁ&?é&(@?ﬁp%’&lﬁ?ﬁ? %?Iérat | ﬁﬁ&k
stored in the nenory. It should be noted that in this enbodi nent, a content
i s takeY-as oné bl ock of

Thus, when the play/stop button is pressed, the portable device 6 plays back a
content stored in the flash memory 61 under the control of the CPU 53. When the
play/stop button is pressed in the course of playing back a content, the portable device
6 will stop playing back the content. |

When the play/stop button is pressed after stopping the content playback
operation, the portable device 6 will resume the content playback at the position where .
the playback operation has been stopped under the control of the CPU 53: When a |
time of a few seconds has passed with no additional operation effected after the

- playback operation is stopped by pressing the play/stop button, the portable device 6 -
will automatically shut off the power supply, thereby reducing the power consumption.

It should be noted here that when the play/stop button is pressed after the power-
supply is turned off, the portable device 6 will resume the playback at the first music
piece or music piece No. 1 without playing back the content at the position where the

playback operatioﬂ has previously been stopped.



4 kbytes and a | ocation of the block for the content of each I.c piece
?s stgred in the FAT. . In case a. FAT is stored into thquﬁﬁgﬁ%WQﬁnry 61,
when the content of a first nusic piece is witten into the flash -nenory
61 ‘under the control of the CPU 53, the [location of a block correspondi ng
to the content of the first nusic piece: will be witten as FAT into the
flash nmenory, and then when the content of a second nusic piece. is
witten into the flash menory 61, the l@cation of a block corresponding to
the content of the second nmusic. piece wll be witten as FAT into the

flash nenory 6 It r hat in ich.t firs I.C piece
has alr eadyybe"f’adnS %W{iﬁet(?g(r{)séampg Pﬁﬁﬁgﬁm ,lceaé Eﬂ%? an P&@? F??téﬁgfll%rangﬁ d}! t ht he
content is witten intg_the flash 14 April 2004 20 nenory 61 and further
the same UafLi§play upat g? ia Playbaglamodede.g-esepeatad play dnfedueiog plae ety a.
When FAT is witten into the flash memory 61, the same area in the flash
menory wieguakizatiewadjusementv(ice, gain adjostnmtofor 4 Srdguenyy itandodf the afilifsst
content. For this reason, when content wite has been made a smal |l nmb

nunber
. ] L : . iy 61
W1l Do riBnE Ut for TR R kY TRRUmE orie P frcdis E‘E@h%%@wi&%wﬁvggétnty
i ) bl ' 6 Kk t .Store
FAT S0 dnaridnd St PRI, apd SarBimalivh Suclees Sekrolme awEuokaea et imsh
menory 61 at, wj ? of each content. By storing into the EEPROM 68 a FAT
which ist ‘“e\%FYP?]«i% a-l arge nunber of , :

Further, the portable device 6 stores into an EEPROM 68 a number of contents -
written in a flash memory 80, locations of blocks of the flash memory 61 in which
contents are written, respectively, and a so-called FAT (file allocation table) for
various information stored in the memory.

It should be noted that in this embodiment, a content is taken as one block of .
64 kbytes and a location of the block for the content of each music piece is stored in
the FAT.

In case a FAT is stored into the flash memory 61, when the content of a first
music piece is written into the flash memory 61 under the control of the CPU 53, the

location of a block coricsponding to the content of the first music piece will be written

as FAT into the flash memory, aﬁd then when the content of a second music piece.is

written into the flash memory 61, the location of a block corresponding to the content

. of the second music piece will be written as FAT into the flash memory 61 (in the
same area as that in which the first music piece has already been written). .

In this way, a FAT is rewritten each time the content is written into the flash



times, the portable device 6 can be adapted such that conte 2)1085
wittén into the flash nenory 61 at a frequency tens ti mes |%1?1‘§ han
that at which FAT is stored into the flash nmenory 61. Further, since the
CPU 53 makes the EEPROM 68 additionally store FAT, the same area in the
EEPROM 68 is rewitten at a reduced frequency to prevent the EEPROM 68
from early becomng not rewitable. . Wen the portable device 6 is
connected to the per sonal corrputer 12y the USB cable 7 (which will be
referred to.as "USB connection” hereinafter), it. is recognized based on

an int FhémBly it Giadl fustheptliecshnid Qe twid] BESWrittont 4galih €or fedetvationao@otérd t hat
t he USB connectl on has been made. . \Wen the portabl e device 6 recogni zes

t he Usgg‘gag ection, is supplied with 14 April 2004 21 an external power
of as ed current val ue fromthe personal conputer 1 vi a the USB

cable 7, and_pmak power circuit 52 stop the o su m t;he, dry
cell 51. WMH?@%BSC‘HHH@&W% hesf?%%‘t% %rh’e@ t\tﬁ% a@%gg% ﬂ? ?@55 t he
DSP 59 from playing back a content... Thus, the CPU 53 will . prevent the

ext er nahemongwil bepbweidtenftmioe Ctbreeqpendmgy t@ﬂrﬁpwné@ off thfer Grat eoteadi kgrt he
specified current-value so that the external power of the specified

curr emthﬁat'e‘d%r? aPhén WetenP R AR besh mbdes sthR minftserSIRimesnespddified s
establis tRe CPU 53 nmkes a sel ection between the power supplied from

2 b P A DI i

used, and so the costly power 1red fromthe dry cell 51 and which-
costs Hngmory 6l ail netdesipveata ablg, Ofgel-dry cell- 51 can be used for a
| onger

To avoid the above, the portable device 6 makes the EEPROM 68 store FAT

so that FAT will be rewritten a reduced number of times in the flash memory 61 at
write of each content.

By storing into the EEPROM 68 a FAT which is rewritten a large number of
times, the portable device 6 can be adapted such that content can be written into the
flash memory 61 at a frequency tens times larger than that at which FAT is stored into

- the flash memory 61. Further, since the CPU 53 makes the EEPROM 68 additionally
store FAT, the same area in the EEPROM 68 is rewritten at a reduced frequency to
prevent the EEPROM 68 from early becoming not rewritable.

When the portable device 6 is connected to the personal computer 1 by the USB .
cable 7 (which will be referred to as “USB connection” hereinafter), it-is recognized

. based on an interrupt signal supplied from the USB controller 57 to the CPU 53.that
the USB connection has been made. .

When the portable device 6 recognizes the USB connection, it is supplied with



[ life. Note that when supplied with the external poweyr 4 f k4 he
;2£ggﬁgl conmputer .1- via the USB cable 7, the CPU 53 stops t%eq%@ 589
fromp laying back a content to - reduce the radiation fromthe DSP ,tso
that the radiation of the entire~ system -including the personal conputer

| can further be reduced. The functions of the personal conputer 1

i npl ement ed by execution. of programs. installed in the personal conputer
1 will be explained in the follow ng. Referring nowto FIG 4, Lhege If' .
il lustrated a diagram of the personal conputer 1, explaining the functio

L; xecution of redet er m ned
ot o0t e S A eAna KON & o SpogifBU RAFAWP YT ESEIHE PRl clmpuiascbyiathe

t ogram 111 which s conposed of a plurality of prograns
el udi ngon R <ufBAkETh Bpws sty 53 sopribe povier swpply-foun trsarpeiksy
program 132 py .managenent program 133, nove nanagement program 134,
encryption ne %H@ eomrecpiongs estatilidhed, therGRES3ivaill stoMkTISP S9RMGE S| ON
- program 136, encryption program 137, conpression/expansion program 138,

“usage r ypleyimgnvanksi oontphngTans, 438.CRE %ewm’ky?eveﬂgl?@%g%ﬁ&li \rtl)ggr%&ng%)ﬁgd

aut henti cati on program 141, decryption progfam
ranageme g A i 01 a0t bgre e gL nabie i or e on.
for exa conceal the.ilnstructed operations fromoutside. to make it
it 1 curakegal RoBRPPEMa sEciicd Ruenovog pon abrarshbesunplied. | { ¢ he
Thus, when fhe USB connection is established, the CPU 53 makes a selection
between the power supplied from the dry cell 51 and the power supplied from the
personal -computér 1. That is, the inexpensive external power from the personal
computer 1 can be used, and so the costly power supplied from the dry. cell 51 and
which- costs high is Iess consumed. Thus, the dry cell 51 can be used for a longer
service life. |
Note that when supplied with the external power from the personal computer. -
.1-via the USB cable 7, the GPU 53 stops the DSP 59 from playing back a content to -
reduce the radiation from the DSP 59, so that the radiation of the entire system
-including the personal computer 1 can further be reduced..
The functions of the personal computer 1 implemented by execution. of
programs.installed in the personal computer 1 will be explained in the following.
Referring now to FIG. 4, there is illustrated a diagram of the personal computer
1, explaining the functions of the personal computer 1, implemented by execution of .

predetermined programs.



user can read directly the content managenent program 111, he or _she cannot
identrfy the instructions. The EMD sel ection.program 131 il4 H5tt 2081 uded
in-the content managenment program 111 when the latter is installed in the
personal conputer 1 but it is received fromthe EMD registration server 3
via the network-2 at the time of EVMD registration. The EMD sel ection
program 131 selects a connection with the EVMD server 4 (4-1to 4-3) to
enabl e a purchase application program2ll5, purchase program 144 or 145 to

. have a communi cation with the EVMD server 4 (4-1 to 4-3) (e.g., downl oad of

a content foq slpéwﬁbﬂa%q)ers&m%méﬁt& P akdd NGoRfent nidiRipeiltdt prograti 111 _
check-out and usage rul'e files 162-1 to 14 April 200423 162-N recorded in

chocks ieHdb foafiGed ha MU RIS bR fF B e T BV oo B GBRR

portabl e device 6, or checks in contents stored in the portable devé ce 6.

I'n respPdseheck-infehedlout managempatiogiAMH, RBPY BrAagement program 133, -
check-in/check- out managenent program 132 updates the usage rule stored in
t he usageve uinanhgtmsnil pogrhnt d 3U6edrypiian dadthod chevasidreprogan lifse 114.
Based on the usage rule files 162-1 to 162-N recorded in the content data

cont ent P ESofic g TRAP SETR BhC R, P30 PaLTEPHS, SuogRe L o
contents from.th ort.abl e devi .6 1o the content data e _li4. Al so
- Basea shURESoRGRtAD e pRen 35 1ispet b MnF BB S St dar &
. - management program 140, authentication program 141, decryption program 142, PD
driver 143, purchase programs 144 and 145.
Of the above programs, the content management program 111 is composed of
shuffled or encrypted instructions, for example, to conceal the instructed .operations
from outside to make it difficult to interpret the instructions (for example, even if the -
user can read directly the content management program 111, he or she cannot identify
the instructions.
The EMD selection program 131 is not included in the content management
program 111 ﬁhen the latter is installed in the personal computer 1 but it is received
from the EMD registration server 3 via the network 2 at the time of EMD registration.
The EMD selection program 131 selects a connection with the EMD server 4 (4-1 to .
. 4-3) to enable a purchase application program 115, purchase program 144 or 145 to
have a communication with the EMD server 4 (4-1 to 4-3) (e.g., download of a content

for purchase).

Based on a setting of either check-in or check-out and usage rule files 162-1 to



base 114, the nove nmanagenent program 134 noves contents stgred.i;:b %he
content files. 161-1 to 161-N to any of the portable devi ptilg0dont ent s
fromthe portable device 6 to the content data base 114. - . The
~enCryption method conversion program 135" converts, to the sane encryption
met hod as that used wth the contents stored in the content files. 161-1
to. 161-N recorded in the content data base 114, the encryption nethod
used with a content the purchase appligati on program 115 receives fromthe
EMD server 4-1 via the network 2, a content the purchase program 144 .

recei ves 1ig0m e rEMPis el ﬁ?@tgﬂt data Ba& 118 tléﬂéék-ﬁl/ﬁli%@ﬂm%ﬁgééﬁgm

nmet hod conver si on program converts, to the sane

conpressi gn_net s that used with the caontenis ored,| he content
1T o prastn 194 ORekaty cRatn torrd it esmgnt TS DL ER 1T Iy ok i
conpression nethod used wwth a content the purchase application program
115 receiptable davichd, erohedwvarcoatents stered inctheqrontable devige dont ent t he
pur chase program 144 receives fromthe EVD server 4-2 via the network 2.

The encrypti olnpeg@nastdthé dheckdm or tleckhetthvim: bsvi dutie, (HeUheERGH Jhk ek
~read froma CD and supplied froma recording program 113 for exanple to

cont ont. P11 BB FREEA B2 pRBlcs e fsdtlar CR0AI Rl bR Tyl fons
rom & b A BObRPEE RORR Shato BBk fiooram 115 by (he same encoti ng

Based on the usage rule files 162-1 to 162-N recorded in the content data base
114, the copy management program 133 copies contents stored in the content files
161-1 to 161-N to any of the portable device 6, or copies contents from the portable

- device 6 to the content data base 114.

Also based on the usage rule files 162-1 to 162-N recorded in the content data -
base 114, the move management program 134 moves contents stored in the content
files 161-1 to 161-N to any of the portable device 6, or contents from the portable

- device 6 to the content data base 114. |

The encryption method conversion program 135 converts, to the same

.. encryption method as that used with the contents stored in the content files. 161-1 to-
161-N recorded in the content data base 114, the encryption method used with a
content the purchase application program 115 receives from the EMD server 4-1 via
the network 2, a content the purchase program 144 receives from the EMD server.4-2 .
via the network 3.

The compression method conversion program 136 converts, to the same



met hod as that used with contents stored in the content files 161-1 to
161-N'recorded in the content data base 114. In addition, ifeprl2004

conpr essi on/ expansi on program 138 will expand (decrypt) a coded content.
The usage rul e conversion program 139 converts, to the sanme format as that
of the usage rule stored in the usage rule files 162-1 to 162-N recorded in
the content data base 114, a usage rule for a content the purchase
application program 115 receives fro@the EVD server 4-1 via the network
2, a content- the purchase program. 144 receives fromthe ENMD sever 4-2 via

the net wBfipréssibehwibodaethat ussdl withdtimmnenisepyredintle carttenkéiles 164-1 to
check-out, the usage rule nmanagenent program 140 detects a falsification

or al te%gﬁi_lqr}ee{m&ee{aeg.gﬁlg%n& tgﬁatzf)ﬁﬁé’ed}ﬂrf; tﬁerédm@%%oﬁﬁnem%dhes%h withues

(whi ch fur escri ater) neeting e usage rules stored in
t he usa

e rule files 162-1.t0.162-N re ded . . n the go b 114.
a6t he- Eoutegi The, puShero Apdlicationaropeingd 15 abeeiy Py i BB SSRAR PR ¢ dey
in the content data. base 114 are updated along with a content copy, nhove,
check- i thoneloherki2, ewontent the peshasa prograrad4danesivepirogt the EMD spryst d<2 t he
hash val ues neeting the usage rules. The authentication program 141
execut egjatHahetalorRW, henti cation between the content.. managenent program
111 and purchase application program 111,. and -a nutual authentication

bet ween t he | Gy RS BRI AN DITRAER td Bt RUOHRAR InoPERAYABd) fad Al SO

t he aut henti cation store an- aut henticate key e in the.

SRR T L e, S = i R T T I
el iﬂcryption method as that used with contents stored in the content files 161-1to 161-N
recorded in the content data base 114.

‘The compression/expansion pfogram 138 encodes a content (not compressed)
read from a CD and supplied from the recording program 113 by the same encoding
method as that used with contents stored in the content files 161-1 to 161-N recorded

. in the content data base 114. In addition, the compression/expansion program 138 will
expand (decrypt) a coded content.

‘The usage rule conversion prograxﬁ 139 C(\)nverts, to the same format as that of
the usage tule stored in the usage rule files 162-1 to 162-N recorded in the content data

~ base 114, a usage rule for a content the purchase application program 115 receives
- from the EMD server 4-1 via the network 2, a content the purchase program 144
receives from the EMD sever 4-2 via the network 2..

Before execution of content copy, move, check-in or chc'ck-out, the usage rule

management program 140 detects a falsification or alteration of the usage rules based



I n the personal conputer 1, the authenticate key the authe ti}gati% pr ogram
141 used .in the nutual authentication is not yet stored ilé[ Iﬂélz 4 '
aut henti cati on program 141 but when a display/operation-instructive
program 112 has successfully registered the authenticate key, the key wll
be supplied fromthe EVMD regi stration server 3 and stored in the
~authentication program 141. The decryption program 142 decrypts a content
when the personal conputer 1 plays bagk the content stored in the content
files 161-1 to 161-N recorded in the content data base 114. \Wen checking

put a pr ] - . I e i ce 6..0r checkin in a
predet er %ﬂﬁl&%ﬁag} on eesmlfe’@ﬁﬁni]#ghgﬁ ﬁ%g%g&h)ee\ﬁgger megag g5 Wg\?e‘%lefékgor ed
suppl i es.tkﬁ,‘ 1% |IF 2004. 26 _partable device 6 with the content or a
command ARKRGYSE Efo Hespl @2-4 49 168-N reeprded n threcentanindada bose d1doms tiree
purchase program 144 is installed along with the content nmanagenent

pr ogr am -usage ntles stoecdbr thenshge ouip diles 162-1stopl62-Noretomivdtingh&Ebbhtent data
registration server 3 via the network 2, or supplied as recorded in a

predet er-gased 140re \WpABtddHob vith al dimtdlt QFYSMSe, AR 8 check RfutPifChase

program 144 will transmt or-.receive the. ““¢ontenlt nanagement program 111

and dat a,\yi | of a eterm ned for t he content managenent
program'ﬁigehas? h%gé%‘ﬂgﬁfr%{%%ﬁ@gaEﬁﬁitﬁiﬂ?“sh%‘éisdns?ﬂ% f4Sage pyles.
encrypt ed instrr uctions, for. exanple, to conceal the instructed operations
from out si de dbeakhenticatipp pregrem 14l exenutes? mutual authantication behveedrs the
exanpl e, even if the user. can read- directly the purchase

' content. management program 111 and purchase application program 111, and -a

mutual authentication between the content management program 115 and purchase
program 144. Also, the authentication program 141 ﬁvill store an authenticate key used
- in the mutual authentication between the EMD server 4-3 and purchase program 145.
It should be noted that when the content management program 111 is installed
in the personal computer 1, the authenticate key the authentication program 141 used
in the mutual authentication is not yet stored in the authentication program 141 but
when a display/operation-instructive program 112 has successfully registered the |
authenticate key, the key‘ will be supplied from the EMD registration server 3 and
. stored in the authentication program 141.

. The decryption program 142 decrypts a content when the pérsonal computer 1
plays back the content stored in the content files 161-1 to 161-N recorded in the
content data base 114.

When checking put a predetermine content to the portable device 6 or checking

in 2 predetermined content from the portable device 6, the PD driver 143 supplies the



rogram 144, he cannot identify the instructions. . The purchas rogram
E44grbquests, via the network g, the EMD. server 4-2 to Séﬁ&%gﬁ2%02
predet erm ned content and thus receives the content fromthe EMD server
4-2. Upon reception of the content fromthe EVD server 4-2, the purchase
program 144 w | account for the content. . . The purchase program 145 is
to.be installed along wth the content managenent program 111. It
requests, via the network 2, the EMD26erver 4-3. to send a predeterm ned
content and thus receives the content fromthe EVD server 4-3.. Upon

r ecept portable dhvdce 6 withthd contenher £WBnanaNe naking tHesoneable ikvéceds dgram 145
wll account for the content. 14 April 2004 27 Based on a filtering data

file 18lodeddSiind Aidd. | € 182, image files 183-1 to 183-K or a history
dat a fﬁl% 184, tﬁéﬁ%l} sg{néy/ operation-instructive program 112 displays an

I mmge of a predeterm ned w nd on.the djsplay unit 20, and gives a
check-in or %r(!]ﬁeli’:"kr-q gie PW?‘E?Cf#V%FIS frbs“ﬁ#éi eg?ﬂ%ﬁ'ﬂt?'n‘gﬁam “'%PB%?W‘.LH in
response to an operation of the keyboard 18 or nouse 19 by the user. The
filterpregram bil inte theguersonal sompater I, suppli¢dfrommide v bregistsatinmeseriver t he
content files 161-1. to 161-N recorded in the content data base. 114i and
i s recgrdgehé netvidik 410Psdppliddas ficspdalyindapredetdriinéd CIY.OMPRetlfistalled -

corresponding to the contents stored in the content files. 161-:1 to 161-N

recor dgigd pbRABnaPESAPht AL 30 Fafchhld proffhn 445G Al HEHsi® of fePupl-
content management program 111 and data via an interface of a predetermined form -
the content management program 111 has.
- The purchase program 144 is composed of shuffled or encrypted instructions,
for example, to conceal the instructed operations from outside to make it difficult to
- interpret the instructions (for example, even if the user can read directly. the purchase
program 144, he cannot identify the instructions.
- The purchase program 144 requests, via the network 2, the EMD server 4-2 to
. -send a predetermined content and thus receives the content from the EMD server 4-2.
Upon reception of the content from the EMD server 4-2, the purchase program 144
will account for the content.

The purchase program 145 is to be installed along with the content management
program 111. It requests, via the network 2, the EMD server 4-3 to send a
predetermined content and thus receives the content from the EMD server 4-3.- Upon
reception of tile content from the EMD server 4-3, the purchase program 145 will

account for the content.



" The image files 183 -1 to 183 -K store images correspondi ng to the content

files +161-1 to 161-N recorded in the content data base 1144&¥rilgh
corresponding to packages which will further be described |ater, and are
recorded in the HDD 21. .. The image files 183-1 to 183-K wi || be referred

to sinply as "image file 183" hereafter wherever they have not be referred
to individually. The history data -file 184 stores history data including a
nunber of times the contents stored iy the content files 161-1 to 161-N
recorded in the content data base 114 have been checked out, a nunber of

times the co a been, check [ nd, .t es _on i ch_fLhe

check- out anIﬁiﬁgé%n%ﬁ&gpggﬁ’&gaeﬁcrﬁgl’hﬁ%&% )ﬂa&%?ie ﬂs "PS‘EC% rlééolr #ed in
t he HDD ril -2004 28 For the registration, the

di spl ay/ éeKat"i anbisky  data; file é%gﬂa‘-mdlsriay/ﬂan@iﬂpﬂsmsmdltmQ)mgltamrlld,z an ID
of the pre-stored content managenent program 111 to-the EMD registration

server @jspliys an image off nopredeterinigedetindow ch tlieh&ls@'lﬁyhaﬁitl mtzﬁld<gt{re§"&1 EMD
sel ection program 131 . fromthe ENMD registration server nd suppl ying them

to the cREEK-HNbr éfﬁ@ﬁgﬁﬁ%&ttru% rt@%el&#tetmﬁéﬁ%@%ﬁﬁ%eg% a su%a&isseused

to display an 1 nage of a predeterm ne

the ari {8 é?ﬁtﬁ?meft@ﬁ{i%aﬁmfé“ﬂ%'ésgﬁg}% SaeBper ot i s 42 sat I

keyboard 18 or mpuse y the user. Based on a recording tinme of a content

recorded in g‘hetfllt@fﬂf& ﬂé@oflbﬁ A81 storgs adata foB weighting sontents steddnvihiek 2,
the WWVserver 5-1 or 5-2 to send data

content files 161-1 to 161-N recorded in the content data base 114; and is recorded in
the HDD 21.

The display data file 182 stores data corresponding to the contents stored in the
content files. 161-1 to 161-N recorded in the content data base 114, and is.recorded in
the HDD 21.

The image files 183-1 to 183-K stote images corresponding to the content files
161-1 to 161-N recorded in the content data base 114 or images corresponding to
packages which will further be described later, and are recorded in the HDD 21. .-

The image files 183-1 to 183-K will be referred to simply as “image file 183”

- hereafter wherever thes{ have not be referred to individually:

The history data file 184 stores history data including a number of times the

contents stored in the content files 161-1 to 161-N recorded in the content data base
-114 have been checked out, a number of times the contents have been checked in, and
the dates on which the check-out an check-in were made. The history data file 184 is

recorded in the HDD 21.



corresponding to the CD such as al bum nanme or artist's nanﬁuor q b@
‘corresponding to a content recorded in the CD such .as a 4§ﬂE1§ te
title, and thus -receives, via the network 2, the data corresponding to
the CD or the content recorded in the. CD from the WAWserver 5-1 or 5-2.
Al so, the recording program 113 supplies the display/operation-instructive
program 112 with the received data corresponding to the CD or data
corresponding to the content record@d in the CD. Further, when supplied
with a recording instruction, the recording program 113 reads and outputs

to the cont gof tHERRAQTRIUN, Miodispiyldderationistiictiveqrogrk 1l ngnsmits,
optical disc 42 set in the drivg 3(2 I n this enbodi mentg. 14 April 2004 29
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stores usage rules for contents stored in the content files 161-1 to 161-N

i nt o asgleofion prograagk3 1 friom fhiel IBMID tgristtatian 366 2eN3 and sepplying thgm to thee.
content files 161-1 to 161-N in which the contents are stored (records the

usage pHhRut hidng Eﬁh%n{'g@ 40 11fine content data base 114 nmay record the
content files 1,%1-1 t 1-N or usage rule files 162-1 to 162-N as

ecors: | A 15gEgbH e BRGeroR TS S5l 0 LRy SRORRELAY pltddgiig [
S.t.p-rved“;igdé\?r?agc? 'r};:z(ta(? Eia{ai éu%hle?slé ’}Iécording time of a content from a CD being the
optical disc 42 set in the drive 22 in this embodiment in response fo an operation of the
keyboard 18 or mouse 19 by the user.
- -Based on a recording time of a content recorded in a CD, the recording program
113 requests, via the network 2, the WWW server 5-1 or 5-2 to send data-
corresponding to the CD such as album name or artist’s name or data corresponding
to a content recorded in the CD such as a music piece title, and thus 1eceives, via the
.- network 2, the data corresponding to the CD or ih;e content recorded in the- CD from
the WWW server 5-1 or 5-2.

Also, the recording program‘ 113 supplies the display/operation-instructive
program 112 with the received data corresponding to the CD or data corresponding to
the content recorded in the CD.

Further, when supplied with a recording instruction, the recording program 113

reads and outputs to the content management program 111 a content from-a CD being

the optical disc 42 set in the drive 22 in this embodiment.



Is stored in the usage rule file 162-N. The content files 161-1 tqo 161-N
Wil be referred to sinply as "content file 161" her ei naf AR EP8Y er t hey
“have not be, referred to individually. Al so, the usage rule. files 162-1
to 162-N will be referred to sinply as "usage rule file 162" hereafter
~.wherever they have not to be referred to individually. The purchase
application program 115 is supplied fromthe EMD registration server 3 via
the network 2 or as recorded in a predﬁiernined CD- ROM The purchase
application program 115 requests, via the network 2, the EVD server 4-1 to

send a. pred? erm neﬂ CO tent1 whil e thus receiving the content fromthe
EMD server 4- 10%fanicapdaiphase 1id stores infocunt efithengoniensridles 16 elytoni6 1.
Al so, upon reception of the 14 April 2004 30 content fromthe EMD server
4-1, thea sontambsuppbipd ifeemi te pordentamahhfemicht p@@%@ﬂﬂﬂllf;ﬁ{d lhﬂeirf%)[}bgﬂt .
Next, the correspondence between data stored in the display dataTile 82

and the comptessdd in bgsredbtbrhided HhaAnd) §ﬁ&%ﬁg9)rﬂ%e& i aﬁgiréggfé}m%?écﬁn@ﬁ?ﬁm

will be described herebelow . Firstly, a ent st I'n-any e

cpeci 11 (EpGiRs HEcchitlt B0 ulk RIS 2P The PRl Ao GER AT s iindes °
k d fjlter,i kage, Of the ab kages, the ori ginal k
has. ror dot R eBHEEGA Bihe SOplens Al do 460N Thlocanyeotthgaisogs nde iilasis {0

the. content classification (nanely, so- called albun) in the EVMD server 4
or. to onkb2ch.toAlGHIN eatrespomting to tharsomventofited 161-1 to 161-N in which the

contents are stored (records the usage rules into the HDD 21).

The content data base 114 may record the content files 161-1to 161-N or usage
rule files 162-1 to 162-N as records.

"+ Ausagerulefora conteﬁt stored in the content file 161-1 for example is stored
in the usage rule file 162-1. A usage rule for a content stored in the content file 161-N
is stored in the usage rule file 162-N.

The content files 161-1 to 161-N will be referred to simply as “content file 161”
hereinafter wherever they have not be referred to individually. Also, the usage rule- |
files 162-1 to 162-N will be referred to simply as “usage rule file 162” hereafter
wherever they have not to be referred to individually.

The purchase app]ication program 115 is supplied from the EMD registration
server 3 via the network 2 or as recorded in a predetermined CD—ROM. The purchase

- application program 115 requests, via the network 2, the EMD server 4-1 to send a
predetermined content, while thus receiving the content from the EMD server 4-1 and -

supplying it to the content management program 111. Also, upon reception of .the



package and cannot belong to a plurality of original packaggs an
original package to which a content bel ongs cannot be nndggr%gﬁyj?ﬁé user
‘can edit a part of information corresponding to an original package (for
exanple, addition of information or change of added information). Mre
than one content freely selected by the user belong to the ny selected
package. The user can arbitrarily -edit contents for assignnment to ny

sel ected packages, respectively. A 8ntent can belong to nore than one ny
sel ected package at a tinme. Also, a. content may not belong to any ny

sel ect ednigatkagethedoMI2 seves 4tk dheputvhgstlappl icationl pregramy 1dawvallstoooadt i n a
filtering data file 181 belong to the filtering package. The filtering
dat a i forsthBRlon&shtf rom the ENMD server 4 14 April 2004 31 or WWVserver 5
via the network 2 or as recorded in a predeterm ned CD. The user can edit

the filteri i il ter : I 8 heok | ring
data is a're é{?,ghgggﬁrgéfoglé}ie g%‘% ?%X’t éoeb dé%ﬁggfgﬁﬁ% ﬁg@la&oﬁ%ﬁe %%54;%&3
calculation qf a i .ght rresponding to the content, For_exanple,

filter F%tea!a%ées ééf?le@péam&qﬂ?ﬁ i phe epntenf dati baggekld willepdeserihattse
pops) can be used by the. personal conputer 1 to identify contents of the
week| yhémbalowops Nos. 1 to 10. The filtering data file 181 includes a
filtering data for selection of contents in the descending order of the

l'engt hs of Pekilpda benitetisoRed NE¥ny 8Y thdesc AN HfdSSIE 01 o f81 -NitoRBSto ONe
nmonth, a filtering data for selection of contents in the descending order

of e RS WIEERd Lo AADRY SEROa B et B ADLSEF f
(Tove) ;)éci;ksagic?(r:r{yugc Ceictie(ri ;}agﬁagrgugrildcfiltering package.

Of the above packages, the original package has more than one content
‘belonging thereto. This package corresponds to the content classification (namely, so- -
called album) in the EMD server 4 or to one CD. ‘A -content belongs to any original- -
package and cannot belong to a plurality of original packages. Also, an original
package to which a content belongs cannot be modified. The user can edit a part of
information corresponding to an original package (for e)iémp]e, addition of
information or change of added information).

More than one content freely selected by the user belong to the my selected
package. The user can arbitrarily -edit conténts for assignment to my selected
packages, respectively. A content can belong to more than one my selected package -

: ai a time. Also, a.content may not belong to any my selected package.

- Contents selected based on a filtering data stored in a filtering data file 181

belong to the filtering package. The filtering data is supplied from the EMD server 4



piece titles (content nanme). Thus, contents in the filterin acka e are
sel ected by conparing a filtering data wth a content dIS d&’ 4221
(including data the user has set), a-history data 184 or the I|ke The
dri*tver 117 drives the audio input/output interface 24 under the control of
t he content managenent program 111 or the like to input a content being a
digital data supplied fromoutside and supply it to the content nanagenent
program 111, output as a. digital datgja content supplied fromthe content
data base 114 via the content nanagenent progran1111 or output an anal og

o1 8" the” SAPRRE il fiatoe ARG U8 oS4 BSgRRI R €8 Srbfi on

"anpl e of the_ display/operation-instructive w ndow the
di spl ay/ 6peediti tbﬁflltf%mgd&itt& ﬁfé’f?ﬁ Ugﬁ&ﬁliqrﬂl&dk@sfﬂpﬂtgldl splay unit 20

di splay. There are displayed in the display/operation-instructive w ndow a

button 201 f dhedilkeringdpinfs 4 feference fob sefe@icrgobapictdiermihed tomerOar far
starting up the EMD selection program 131, a button 203 for displaying a

field Incmsumlcﬁhs% w& fcsf}egéﬁk g?%glw %hé%maub%pexa%ﬂ@zef wtéﬂn}ogiﬁi ng a

field in which a ted pdc s to be edited utton

2 tiel ds%ﬁr‘%ﬁ"wﬂa&ﬁﬁ%ﬁ? S TRaRe VY JP OB pass TR in b s By HE°C

corresponding to a sel ect ed package is displayed in, the -field 211.
Wien a biersenal comppier deoddertify epatents of ﬁ%w@ﬁhlwms EopsiNesrli toglackage
Is displayed in the field 21-1.

- The filtering data file 181 includes a filtering data for selection of contents in . -

the descending order of the lengths of period for which they have been checked out for
the past one month, a filtering data for selection of contents in the descending order
of the numbers of times they have been checked out forthe past half year, or a filtering
data for selection of contents in which a character “Al (love)” is included in the music
piece titles (content name).

- Thus, contents inthe filtering package are selected by comparing a filtering data
with a content display data 221 (including data the user has set), a history data 184 or
the like.

The driver 117 drives the audio input/output interface 24 under the control of
~ the content management program 111 or the like to input a content being a digital data
. supplied from outside and supply it to the content management program 111, output

as a.digital data a content supplied from the content data base 114 via the content
management program 111, or output an analog signal corresponding to a content

supplied from the content data base 114 via the content management program 111.



Data displayed in the field 211 concerns a package. For ex s a
package .nane or an artist's name. As -shown in FIG 5, ﬁgpr%pé}rzé’b‘*
di,splayed in the field 211..a package nane, "FIRST" and artist's nanme "A
TARO', a package nane "SECOND' and artist's nane "A TARO', etc.,

The. di spl'ay/ operati on-instructive window has also a field 212 in which
there is displayed data corresponding to a content belonging to a packet
selected in the field 211. Data dispfayed in the field is a nusic piece
title, playing tine or a nunber of tines the content can be checked out.

In FIG 5, &lthcKkahewsoan espmplc nd the displapapesdomarstruciE€ONiidow the Apri |
2004 33 selected. So, there are displayed in the field 212 the nusic piece

title &ﬁgﬂh §/0pehatitn- msthNW:pr anf (ABMalesthe ARPIY (it 20 dlBﬁlaZQntent

bel onging t0 t'he package corresponding to the.pacKage nane a
nunber of tipes the n 1) e

note 1 s for Tge AR PG e el AR TR T 5,
and nusj c Fﬁece title (content nane) "KITA- NO HAKABA" and nunber_of tinmes
the. cdft startiagnupdbe secatding pragrask hhp| & buipa %J?gf@mstﬁﬁﬂr@ updhecdBMAds t o

one check-out). Thus, one eighth note as a nunber of tines a content can be
checkedetattion pingpdm)lédl a buttdve 208 €oxdidplay inguifieldtiasvitibhicheclcin oeshxakdi ng

content can be checked out once. . Arest as -a nunber of times a content
can be $f§€Kad aBfttonDPER¥E$h1A Ping¥efiéldghdvhich a my selected package is to be
editc_ad, etc.

When a button 205 is selected, data corresponding to an original package is
displayed in a field 211 of the window. When a bution 206 ‘is selected, data
corresponding to a my selected package is displayed in the field 211. When a buiton

. 207 is selected, data cerresponding to a filtering package is displayed in the field 211.

Data displayed in the field 211 concerns a package. For example, it is a package
-name or an artist’s name.

-As shown in FIG. 5, there are displayed in the field 211 a package name
“FIRST” and artisf’s name “ATARO?”, a package narﬁe “SECOND” and artist’s name
“A TARO”, etc.

- The display/operation-instructive window has also a field 212 in which there is
displayed data corresponding to a content belonging to a packet selected in the field
- 211. . Data displayed in the field is a music piece title, playing time or a number of

times the‘ content can be checked out.

In FIG. 5, a package corresponding to the package name “SECOND” is



212, indicates that a correspondi ng content cannot be chechgqh%ﬁboéahe
nunber+ of check-out's is zero; however, the personal conputer can pl ay
back that content). A C clef as a nunber of tines a content can be checked
out, displayed in the field 212, indicates that the nunber of check-out's
for a corresponding content is limtless (the content can be checked out
any nunber of tines). . . . Note that the nunber of tinmes a content can be
checked out may be indicated with a cagrespondi ng nunber of pieces of a
predeterm ned figure (for exanple, it nmay be a circle, star, crescent or

the Iike, in FlG.. I er. Also there i i spl ayed
in the d%%]%?%e?/#f]%wértg ie(%%jhsg’gas&gtvm\}ée %%h(g%wg;oef P P Hﬁ?\&ﬂﬁ@% s hage
or the | i tq, a sel ected package or content 1 14 April 2004
34 (cor rm@ﬁﬁwg é‘? cpesprigkng ito ke content belongingkte thepackape i s
di splayed. In this field, a. button 209 is clicked when playing back a

sel ect edceunspondifgie thetpackaganane ((8ECANDEspomibegof ik thecont &ittcahidet he
speaker 45). When a mnusic piece title of a predeterm ned content (content

name) . di ghéeeslbout (Foi &&n“gbl;@! n & ndk! i@g&ﬁgn@EHe(ﬁ(—gﬁ{ £id R 8@%&@?}5&@ s

made while the button 205 is selected an ata corresponding
i <l 2y BRAFATAS checkBhDR, Aol yRIEPicke s ToonEnthamaen TSR HAK AR et
pr ogram %&& del ete the pr_edet erm ned content st_or ed in the content data
base 11431d JBHRRSH B dImes the: comtent|cas they chesked -(fpe esample,conankighth natet ent
read froma CDis recorded into the content data base 114 while a button
tZﬁg (whi ctrrespandsubotdnerchieekaeskri bed later) in the wi ndow di spl ayed under .
Thus, one eighth note as a number of times a content can be checked out,
displayed in the field 212, indicates that a corresponding content can be checked out
once.
. Arest as-a number of times a content can be checked out, displayed in the field -
212, indicates that a correspondiﬁg content cannot be checked out (the number of
‘check-out’s is zero; however, the personal compater 1 can play back that content). A
~-C clef as a number of times a content can be checked out, displayed in the field 212,
“indicates that the number. of check-out’s for a corresponding content is limitless (the
content can be checked out any number of times).
Note that the number of times a content can be checked out may be indicated
with a corresponding number of pieces of a predetermined figure (for cxampfe, it may
- be a circle, star, crescent or the like) as shown in FIG. 5 as well as a.number:

Also there is displayed in the display/operation-instructive window a field 208

in which an image or the like corresponding to a selected package or content



~control of the recording program 113 is being selected ( e,actiwve), the
di spl ay/ operation-instructive program 112 will make the nBﬁAsr?l 2064

di_spl ay/ operation-instructive w ndow display a field 213 in which there is
di spl ayed a nusic piece title of a content (content nanme) stored in the
pre-desi gnated portable device 6. Wien a content read froma CD is recorded
into the content data base 114 while a button 255 (which.-will further be
described later) in the w ndow displ ay¥d under the . . control, of the
recording program 113 is being selected (made active), the

di spl ay/(opaespomting tanyet the émppeofilea8BLRvs 183-RaieFIGel)dodisphlycdnladasent,
program 111.check out the content recorded in the content data base 114

and reagidigom, . & @r - ] | . i1
2004 35 Ticaition 58 s ickeh e AR s Rt Lifpnftind 4 B3

t hereof corresponding, to the I c pigce title of a content (content name)
a synboICOFIFﬁ:?Peg&'ir\gdo & canten F&&ec?ﬁ?g?ﬂ‘l an be checked in to the personal
conputer 1. For exanple, a synbol at the |eftnost position of the field
213 i ndi cat esWhiaia rausio pienettitioot epresktirmined cantent (contgritamene) displageda -
content can be checked in to the personal conmputer 1 (that is, it has been

checked igdhe fiedd2(Dgs E@é@t@d_&ﬂnd@dﬂutiﬁg opkratich sy/mde witile e bigoh ZUSNBSt
position of the. field 213 indicates that a content corresponding to a

nmusi ¢ pi ' f . ' .
Comput oEfEEtdd ah@ daeofrelBOh R G 3 MRIeIRA KAEER Udind Qjsply AORAREHeId
conputer,.1: fort. ampl e, .it. has heen chec 0 fro any ot her personal
Comput oY, the digy s PR Bt iAns i ay BB Per s s L me ke e OB TR E oA
di spl d the field 213

P ay%mgra?n 1|1e1 delete the predetermined content stored in the content data base 114,

corresponding to the selected music piece title.
When a content read from a CD is recorded into the content data base 114 while
- a button 255 (which will further be described later) in the window displayed under the
.control of the recording program 113 is being selected (made active), the
- display/operation-instructive program 112 will make the display/operation-instructive
window display a field 213 in Which there is displayed a music piece title of a content
(content name) stored in the pre-designated portable device 6.
When a content read from a CD is recorded into the content data base 114 while "
a button 255 (which will further be described later) in the window displayed under the - -
“ control . of the recording program 113 is being selected (made active), the
display/operation-instructive program 112 will make the content management program -
111 check out the content recorded in the content data base 114 and read from the CD

to the pre-designated portable device 6.



In the display/operation-instructive w ndow, the

di spl ay/ operation-instructive program 112 will display i n ¢ ggril 2004

di spl ay/ operation-instructive window a field 214 in. which the .nane of a
port abl e package (to which a content stored in the pre-desi gnated portable.
devi ce 6 belongs) is displayed, a button 210 to close the field 213, and a
button 215 to execute a: check-in or check-out operation. Further, when

t he di spl ay/ operation-instructive progrgm 112 has di spl ayed the field 213
in the display/operation-instructive window, the

di spl ay/ oper at40n- ik ngt uct i v r 1 11l display in the .

di spl ay/ oper at?lgeﬁg fsncﬁwlag?é wghﬁﬁﬁmt blﬁleﬁlﬂl%iBoﬁlgon gl}?ﬁe%ft%@éﬁﬂﬂdtng
operation for a content corresponding to a nusic piece title selected in
the fiel do 2&9 muysig piece iitke1¢f & golent fcontend lnaime )apsyimboldndicating welethenthe
corresponding 14 April 2004 36 to a nusic piece title selected in the

field 213onterttuwnhde cheBkédirsetitha pehwnist tompResdl i Rt exbtipidld syABSE Y Sat
corresponding to content nanes displayed in the field 2f3, and a button

219 to- O Lo . : fd-a butts
check oS EIPOA EANATUERR P SRR ABn AP bRl ©
e T A R R T R TR

using th buttons 216 to 219, the display/operation-instructive program

112 wi | | bsarehepked ephfeam thepegsomshcopipdenit). 114 syxemlt‘e’t aethehkfkmost or
: check-out. .T.haft is to say, when the button 215 is clicked, the .
- di spl ay/ ppsitiani affthe field Q4Biikicareaahiam dodend ddirespBli@inghdseslusie pibse figCk-1n
; or check-out setting, the content managenent program - :

of a content cannot be checked in to the personal computer 1 (that is, it has not been
checked out from the personal comput_ervl ; for example, it has been checked out from
-any other personal computer).

~ When the display/operation-instructive program 112 has displayed the field 213

in the display/operation-instructive window, the display/operation-instructive program

112 will display in.the display/operation-instructive window a field 214 in which the
.name of a portable paékage (to which a content stored in the pre-designated portable- |

device 6 belongs) is displayed, a button 210 to close the field 213, and a button 215

1o execute a:check-in or check-out operation. |

Further, when the display/operation-instructive program 112 has disp}ayed the

field 213 in the display/operation-instructive window, the display/operation-instructive

program 112 will display in the display/operation-instructive window a button 216 to
set a check-out operation for a content corresponding to a music piece title selected -

in the field 212, a button 217 to set a check-in operation for a content corresponding



111 transmt a content, or a command to erase a predeternigﬁd cggbﬁnt
corresponding to. the check-in setting (e.g., a conmand t MR 4
predeterm ned content stored in the portable- device 6), to the portable
device 6, and to update .the usage rule stored in -the wusage rule file 162
corresponding to the content or conmmand thus transmtted. Wen the check-in
or check-out is executed, the display/operation-instructive. program 112
will respond to the transmitted conter or command to update the history
data stored in the history data file 184. The history data includes

i nf or maté @mmisic pided eiffleistl setdd imrtheffiedd 208! £BhttHR P8 %0 e cIiCInshdrition out
or a date when the content has been checked in or out, and the nane of the

port abl ' f ' u ril
D004 a7 oL EditeftscoR Bt g o EonERMhdiRts dRPIREST BRIFANIZ duq A8 o
user cagﬁgqi cklé 5HOW H]E.statﬁls after execution of a check-in or check-out
oper at i ¢ WaPER\Ihe ghecksimBerhegk-out3adtings i ne-t aki ng check-in or check- out
operation is done can be reduced to minimze the total tine (including the
setting and &veowriththetheskeinemiclieckesutaktting made bypesing tlmputiahed16 6t t he
check-in or check-out procedure. FIG 6 shows an exanple of the w ndow

whi ch_t 49T heRkdenahe petsont] dmputeikE il Rod sty the chedifl b Rha¥k-ogesed
on CD information received fromthe WWserver 5-2 for "anple, the

recordi gg PiRgram 113 will display a CDtitle such as "ACYNCHRONI ZED'i n a
field 280" $o,' based on CD information received fromthe WW server

5.2, the Teqording program A18 wiledisplay an antl st s nane such as
buttons 216 to 219, the display/operation-instructive program 112 will make the
content management program 111 execute the check-in or check-out. That is to say,
when the button 215 is clicked, the display/operation-instructive program 112 will .
make, based on the check-in or check-out setting, the content management program - -
111 transmit a content, or a comfnand to erase a predetermined content correspoading
to the check-in setting (e.g., acommand to erase a predetermined content stored in the
portable device 6), to the portable device 6, and to update the usage rule stored in'the |
usage rule file 162 corresponding to the content or command thus transmitted.

When the check-in or check-out is executed, the display/operation-instructive
program 112 will respond to the transmitted content or command to update the history
data stored .in the history data file 184. The history data includes information for
identification of a content having been checked in or out or a date when the content
has been checked in or out, and the name of the portable device 6 from which the

content has been checked out. .



Based on CD information received fromthe WWVserver 5-2, t1ﬂ%§ﬁ%bgi ng
-program 113. will display titles of nusic pieces such as "H , LANET",
"BLACK , "SOUL" etc. in a region of a field 253 where nusic piece titles

are to be displayed. Simlarly, the recording program 113 will display an

~artist's nane such as ."KUWAI" is a region of the field 253 where artists'
nanes are to be displayed. After receiving a predeterm ned CD information,
the recording program 113 will store ig47into -a predeterm ned directory in

the HDD 21. -Upon reception of an instruction for acquisition of CD

i nformation Vigines tifekd - i} rgcordi ng.program 113 w | |
first search the predeﬂtkg]r(%ﬂfr?éghpﬂ{ ngf%lféefs%ﬂﬁﬁe&&&ﬁ@f? ﬂ&ﬁgﬁr%qgﬁkm

i nformat i i s found stored in the difectory, 14 April 2004 38 the

recor di ndgﬁg’r"%g}%ﬁﬁa lissaf}\frl ?xe&i“?BF'aR% 3¢ ?é?'é‘b&é Cé%‘)‘@‘“@ﬁb@}’%ﬂﬂ@@ﬂ) wherebptipg t he
user for selection of whether he or she is going to use the CD infornmation
stored i MUIERET fititaes otipe-taking chepkitin on cheek-dusmpaytion isddrtanibededuced
di.spl ayed by the recording program 113 and which instructs to start

r ecor di ndo afinimézthe total fise (hidieding thé beingaal diotutidH 98 eftck. b ileby ! ead

a content froma CD set in the drive 22, and supply 1t ong wt

icg];rg; 222 %2?85&%@93%&%@%& ﬁi‘?’%gﬁ'frpéﬁg’%%ﬁggenent program 111
o1 otet o1 m ned F10R SIS HB &xhhie o Jht roadarog hish 7 Geci g mwogrian 113
conpressed content. Al so, the usage rule conversion program 139 generates
a usage Mmpakesbe display. yni 20<tisplaynd S
Based on CD information received from thc WWW server 5-2 for example, the
recording program 113 will display a CD title such as “ACYNCHRONIZED” in a field
251.- Also, based on CD information received from the WWW server 5-2, the
- recording program 113 will display. an artist’s name such as “KUWAJ” in a field 252.
Based on CD infc;nnation received from the WWW server 5-2, the recording
program- 113 will display titles of music pieces such as “HEAT”, “PLAN ET”,
“BLACK?”, “SOUL?, etc. in a region of a field 253 where music piece titles are to be |
displayed. Similarly, the recording program 113 will display an artist’s name such as
“KUWALI” is a region of the field 253 where artists’ names are to be displéyed. :
- After receiving a predetermined CD information, the recording program 113
will store it into a predetermined directory in the HDD 21.
.Upon reception of an instruction for acquisition of CD information via clicking -

of a button 254, the recording program 113 will first search the predetermined

fiirectory in the HDD 21. When the CD information is found stored in the directory,



~encrypted content. The content managenent program 111 will 3u | %he
conpreessed and encrypted content along wth the usage rul é #ﬁﬂﬂégo ont ent
data base, 114... The content data base 114 will generate a content file
161 and usage rule file 162 for the content received fromthe content .
managenment program 111, and store the content into the content file 161
and the usage rule into the-usage rule file 162. Wen the content and usage
rule for the content are stored into t3ge content data base 114, the
content managenent program 111 will supply the CD information and usage

st ?u{:?ﬁfg\%r&ggg%})é@? 153 ?‘ﬁﬂk‘gﬁ’il?y AiA6dd B0 (ot BoWin) b BrérRpematser

di spl ayLoperat,i.on-i.nstryuctive ogram 112 wi |} i for . age
Mnco ¢ hETRAETGH o MR B ShEH Bk, e s “GELBRORINIS) Siorph 4R K0 2r,
stored in the content data base 114 by the recording and the CD

i nf or madiréatoryhe wi ndow di spl ayed by the recording program 113 has

di spl ayed therein a button 2S5 to automatically set-whether the portable

devi ce i s nai¥héwmabhtol 266 displayedrindid wirsiotv displaytd by @t rdvand ingprogranent
read fromthe CDis recorded into the - . content data base 114. For

exanpl eil?’gﬁﬁ B@gcﬁuﬁﬁﬁ‘ﬂc@g{é §t§n°ﬂehﬁf‘tﬁﬂ$ Jafo cb feﬂf,di'sn&i&v%hiﬂ "tRErédckdifig |

di splay a wn menu show ng the port e devi'ce 6. en t he user
oo e P S SR bSeR, B L i B PSRRI e oo
to the fl?el_ e%]gd ﬁl%cr);n?at)tlign to the ~content management program 111. The
compression/expansion program 138 of the content management program 111
compresses the content supplied from the recording program 113 in a predetermined
- manner, and the encryption program 137 encrypts the compressed content. Also,the .
--usage rule conversion program 139 generates a usage rule for the compressed and
encrypted content.
‘The content management program 111 will -supply the compressed and
encrypted content along with the usage rule to the content data base 114.
The content data base 114 will generate a content file 161 and usage rule file
162 for the content received from the content management program 111, and store the
content into the content file 161 and the usage rule into the -usage rule file 162.
When the content and usage rule for the content are stored into the content data
base 114, the content management progrdm 111 will supply the CD information and

usage rule received from the recording program 113 to the display/operation-

instructive program 112.



device 6. Wen the user selects "NOI' CHECK QUT" fromthe pgll-dgg@ %enu,
the pérsonal conputer. 1 wll not check out the content re #HE Pdm t he
CD. Thus, when the content read fromthe CDis recorded into the content
data base 114 with only the button 255 in the w ndow di spl ayed by the
recordi ng program 113 -being set active, the personal conputer 1 can nake
any pre-designated one of the portable devices 6-1 to 6-3 check out the
content read fromthe CD. 2 Handling betoeen Different Formats Meanwhil e,
there are nunerous contents distributors furnishing the nusic contents,

with. the enctyPht aibphiebaiboh hifIARASBERAII NI o LRI Suirol Brkipd 1O

condition informati fering fromo I stributor to

user at | ry 0 0__has to purchase cantents nmanagenent

appl i cati @E‘gﬁ%er %B@?a‘i@l‘%ﬁgﬂe@&%@@kngﬁe 65%8&5‘? Bile ?Wr ﬁ‘@t?@@f@”it ﬁgq{ﬁ@éfk thsut
different fromone distributor of contents desired to be furnished to
anot her , SodeMita basrel 14 by thercordingranddhe KD informationt ent s stored on a
personal conputer by a sol e nanagenent application or by a sole portable
devi ce. So, tHEh@mdndow displayd i rgesding ﬁt@?ﬁﬁrﬁ 1tIBEha%Qﬂ§&ﬂﬁ‘§'e°d Y%

different formats fromone distributor to another on the personal conputer

aving oirerent or aema(TEIR) Sl Be S forlle Wefica RIACR dheciiu

cecuna (et i e luhen L SEMER e Gam et R aeoeed dntcithe an

EMD server A4-;ﬁ1’ di stributing the nmusic contents furnished by a nusic
f urni shi gRf§H Hata base 114. o

For example, when the button 255 is clicked, the recording program 113 will
display a pull-down menu showing the portable device 6. When the user selects the
- portable - device 6 from the pull-down menu, the personal -computer 1 will ..
automatically check out the content recorded from the CD to the selected portable
device 6. When the user selects “NOT CHECK OUT” from the pull-down menu, the
personal computer 1 will not check out the content recorded from the CD.
Thus, when the content read from the CD is recorded into the content data base |
114 with only.thc button 255 in the window displayed by the recording program 113
-being set active, the personal computer 1 can make any pre-designated one of the - -
portable devices 6-1 to 6-3 check out the content read from the CD.
-(2) Handling between Different Formats
Meanwhile, there are numerous contents distributors furnishing the music
contents, with the encryption systems of the contents and the formats of the using

gondition information differing from one distributor to another. So, the user at larger



A, an EMD server B4-2, distributing the nmusic contents furqish?ﬂ Bé a nusic
furnishing firmB and an ENVD server X4-3, distributing the iRt 2 ﬁtents
furnished by a music furnishing firmX These EMD servers 4 (4-1, 4-2 and
4-3) furnish the nusic contents of a line-up each being unique to each
firm over a network. 2 to a personal conputer 1 owned by a user. .
Moreover, the respective EMD servers 4 (4-1, .4-2 and 4-3) distribute the
music contents in respective different4gtyles, by the servers 4 adopting
encryption systens of nusic contents, formats of the using condition

(usage rpdsed phfﬂh%é"@éﬂt@ﬂt’snﬁﬁ%ﬂﬁﬂﬂéﬁﬂ&%@%@??géﬁﬁﬂe d%¥ﬁ§e§t[’i§rerégﬂ>diﬁﬁbﬂi ng

systens for the notion conpefisati on, uni que to ervers.
t he perso
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reproduction application A311, for purchasing,_ supervising and reproducing
nusi ¢ cdetanether, aathhenee yprsss cornotdrandle the musicnentents stospdonepsrsenas12,
for purchasing, supervising and reproducing -nusic contents fromthe EMD

server Bbmiputerdeva -mednin@renﬁmappbtatidmﬁﬁbylarsionglfmlh@blerdwii@. contents to
t he portable device A6-1 and a device driver B314 for transferring the

o | cati on 310 g pRSeRRRh En BRI G0 Randic G EMEAS Ty MR RRAR R o o
LS o B U BB oS0 A A s RGN, ' L0,
X 315,. for managi ng conprehensive control of the totality of nusic
-contents  stBetedring te kg Apmificd hanidking e wostents hawingbitioront fernats from315
' mde-c;]rf)e gi];tr?butor to another, in this music contents distributing system, is explained with
reference to Fig.7.
It is assumed that the plural EMD servers 4, connected to the network 2, are an -
EMD server A4-1, distributing the music contents furnished by a music furnishing firm
A, an EMD server B4-2, distributing the music contents furnished by a music
. furnishing firm B and an EMD server X4-3, distributing the music contents furnished
by a music furnishing firm X. These EMD servers 4 (4-1, 4-2 and 4-3) furnish the |
music contents of a line-up each being unique to each firm, over a network 2 to a
. personal computer 1 owned by a user. Moreover, the Ie;spectivc EMD servers 4 (4-1,
- 4-2 and 4-3) distribute the music contents in respective different styles, by the servers
- 4 adopting encryption systems of music contents, formats of the using condition
(usage rule) information, music contents compression systems and charging systems

for the motion compensation, which are unique to the servers.

In the personal computer 1, there are installed, as application software for



reception interface 316 for EMD, a transm ssion interface for EMD 317 and a
driver, .for PD 318. . It is.assuned here that the portabl daderile®046- 1 i s
a dedi cated device for coping with a nusic furnishing firmA, the portable
device B6-2 is a dedicated device for coping with a nusic furnishing firm
B and the portable device X6-3. is a dedicated 'device for coping wth a
music furnishing firmX It is also assuned that the nusic contents stored
in a menory card are encrypted in acco ldance with an encryption system
unique to each nmusic furnishing firm wth the formats for the usin

condi t i dﬁpfq%ilFHPﬁé%fi@?ﬂﬁﬁe‘ﬁqii’éogﬁ!W%@iC@ﬁt%taéﬁBrob‘éphgn appbcaildﬁéﬁght , SO
that no nusic contents can be transferred on connection directly e.g., to
ot her ddoi perchasingy, supeivisiyand r2p@duéihg mosicrcoprenti e bincthe BNID seaddrodd-A 311
perforns the processing for connecting to the EVMD server, uploading e.g., a

P or mat on. Ty o i BRRITATOR BITH R puChRIER el TR FEpRRERE o
Cone’ PRSBEAGESL Bt rablly OSeEN 2k 4et A6y RE G300 R e °
perform ng the processing. associated with the EVMD server 4-1, while it

i s. unaBIusie goptantsihihequotable devicep Ade b enil ngdaviceadjvart B4 foviransfareing. The

reproduction application A311 also is adapted for perform ng the

pr ocessillig muosicacoitentsi tathoposablodeeie B6-2.t oMdagwhiMe, k¢ ieprditibat he
processing for authentication on connection to the -portable device A6-1

R R e S S S A
purchase and the driver 117, shown in Fig.4, respectively.
In the personal computer 1, there are installed a comprehensive management
-unit X 315, for managing comprehensive control of the totz;llity of music contents
stored in the HDD 21. This comprehensive management unit X 315 is made-up of a
reception interface 316 for EMD, a transmission interface for EMD 317 and a driver
for PD 318..

_ Itisassumed here that the portable device A6-1is a dedicated device for coping
with a music furnishing firm A, the portable device B6-2 is a dedicated device for
coping with a music furnishing firm B and the portable device X6-3.is a dedicated -

- “device for coping with a music furnishing firm X. It is also assumed that the music
contents stored in a memory card are encrypted in accordan.cc, with an encryption
system unique to each music furnishing firm, with the formats for the using condition

- Information or the compression systems being also different, so that no music

contents can be transferred on connection directly e.g., to other device drivers.



application A311 encrypts the nusic contents, downl oaded fﬁgﬁ]tqgﬂng
server 4-1 and the correspondi ng using condition infornmati i *he
contents key and encrypts the -contents key with the session key to store
the, encrypted key in the HDD 21. Meanwhile, the respective reproduction
applications adopt respective unique "encryption systens, so that the nusic
contents. stored in the -sanme HDD 21 y» the personal conputer 1 cannot
decrypt other reproduction applications than the dedjcated reproduction

appl i cation. et ' Wolal . BARRS A usi ng
condi tion irg?%Fer%tB ?%ﬁﬁg{)%’g%gﬁ@ c@ gg@%ﬁ@g@g “(]:égﬁﬂ%cr?? gslﬁglﬂgfral exa%ﬁ]ﬁ’g,%if a
limt val r the unmper of tjnes of reproduction is stated in the using
condi t i@ﬁ%??ﬂﬂ"d‘rﬂo 08 Cthat io_g4 l&snd) &%@&’aawg MUSCCONfIHS codentiposed
on the nunmber of times of possible contents reproduction, the reproduction
appl i catdysrandamsingleanditienirforinatiphniThisuapreivetiontapphicatien Al 1tis adapted
reproduction or duplication by 1 for each reproduction or duplication. The

r epr od Uik ipeFfcaRithE eahncttion3drbcadsify bRNsthe ENIDEseR/er tﬁe%@PIieméh isaplet he
usi ng -condition information it nmanageS on the HDD 21- to the reception
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application B312 is adapted for perform ng the processing for connection
only t cconnectieéhproeesseng tbeanyaptiler M seinerabl ‘Ehe eeprodection pplication
Specifically, the reproduction application B312 is
A31l1also is adapted for performing the processing for authentication on connection
to the EMD server A 4—1,the processing for authentication on connection to th@
-pqﬁable device A6-1 and the pmcess.ing for encryption/decryption of the music -
contents and the using condition information stored in the HDD 21. The reproduction
application A311 encrypts the music contents, downloaded from the EMD server 4-1
and the corresponding using condition information with the contents key and encrypts
the .contents key with the session ‘key to store the encrypted key in the HDD 21.
Meanwhile, the respective reproduction applications adopt respective unique
encryption systems, so that the music contents: stored in the.same HDD 21 in the
personal computer 1 cannot decrypt other reproduction applications than the dedicated
reproduction application. -
The reproduction application. A311 also manages the using condition

information appended to each music contents. For example, if a limit value for the

* number of times of reproduction is stated in the using condition information, such that



able to performthe processing associated wth the EVMD server4-2, while it
Is unable to performthe processing for connection to the 14t astl 260t
servers. The reproduction application B312 perforns -the processing for
aut-henti cation on connection to the EM server4-2, the processing for

aut henti cati on on connection to the portable device B6-2 and-the
processing for encrypting/decrypting the nmusic contents and the using
condition information - stored in the*DD 21. For exanpl e, the reproduction
application B312 encrypts the nusic contents downl oaded-fromthe EMD

ser ver 4limitgiensiase pesespihginmgnber of Hgnessipossibie contentsaeproductiprrihene
contents key, while encrypting the contents key with a session key and
savi ng téprodonctigpapplicativineABs1 degreniomts the 11D wilue df thpnumb@006ftisées ofhe
reproduction application B312 al so manages the using condition information

appendefeli@aibiiof 67 AEEHLARIBIY Fof ERUERDRodion Y aMIfatibh, 2 | 1Mt val ue

for the-nunber o roduction’is stated in the using condition
‘information, .wsuch that. |imi.ation e,imposed. on the nunmber of tinmes of
bosel bie contdriepradiElionabpligtict AstiandRRETR hep R ip @y 8
decrenents the |imt value of-the .nunber of tinmes of reproduction or

dupl i catFiag eppditieninfemastionis manages on they HDYd gilite dhg meeption iderfaepBdbuct i on
application B312 also transnmits the nusic contents and the wusing condition
i nf or maforoBMID ofdhegempeshenbiehbihapbnient upét X3aéption interface 316 -for

EMD- of . t he conprehensi ve managenent unit X 315. The device driver A313 is

an appl i cat | QheSeptotfchoh ApphitATH BB L PrfdidisGhe processing of connection to
the. EMD server, uploading e.g., a log file and downloading the music contents,
contents key or the using condition information. This reproduction application B312
is adapted for performing the processing for connection only to the EMD server-the

application is able to cope with. Specifically, the reproduction application B312 is -
able to perform the processing associated with the EMD server4-2, while it is unable
to perform the processing for connection to the other EMD servers. The reproduction.
application B312 performs-the processing for authentication on connection to the
EMD server4-2, the processing for authentication on connection to the portable device

'B6-2 and the processing for encrypting/decrypting the music contents and the using -
-condition information stored in the HDD 21. For example, the reproduction
application B312 encrypts the music contents downioaded from the EMD server4-2
- and the corresponding. using condition information, with the cc;ntents key, while

encrypting the contents key with a session key and saving the encrypted contents key

in the HDD 21.



contents to the portable device A6-1. The device driver ASil%'%Pa]&ér@hts t he
musi c* contents to the portable device A6-1. . . The devi B314 is
an application software for transferring nusic contents to the portable
dévice B6-2. The device driver B314 transnits the nusic contents to the
portabl e device. B6-2. The conprehensive managenment unit (X)315 is. an
application .software, dedicated to 44he nusic furnishing conpany X, and
which is furnished with the nusic contents fromthe EMD server (X) 4-3.

The conpr ehegpl IEP@&%%HEB@BHEMOA %ﬁdftﬂbé HaiBels Se;gewirg ﬂfléfwe

for transferrin e nusic ntents an e usi ng it OI’ITB.tIOI’l
bet ween |t andthed e driver 313, dVIC driver ,(B 14 April
2004 48 HAEGR DRG0 BF HEAeFBC R mITE RPN d rABRIE ﬁﬁaelaalfm 41 on
(B) 312 to manage the nusic contents,in the Bersonal conput er

conpr elfentliezeumbermobtimesof abpnosinetion ﬂmﬁatg:élrmrt e wsing ¢onditien ﬂlsfoam@tioabl eto
transfer the nusic contents it is supervising to the dedicated portable

devi ce sficB thht Afitatidiie aRPlifn ?Bk@i @asite hepibedust tigfesder ipogsiblreontents
conprehensi ve managenent unit (X)315 perforns processing corresponding to

the CoN SRR R AT AR AN B0 Flflrfend IRl SEE b8 Shop!

unit 3 s anTh cirng nmodu or connection evi ce
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transferring nmusic contents etc to other portable devices 6-1, 6-2, the
pr oj ectdugplicafispl-ay unit. 318 transfers the nusi-c contents and t he~ usi ng
condition information through the device driver (A
The reproduction application B312 also transmits the mpsic contents and the

using condition information it manages on the HDD 21 to the reception interface 316

‘for EMD of the comprehensive managément unit X 315.

- The device driver A313 is an application software for transferring music-
contents to the portable device A6-1. The device driver A313 transmits the music
contents to:the portable device A6-1.

~The device driver B314 is an application software for transferring music
contents to the portable device B6-2. The device driver B314 transmits the music
contents to the portable device B6-2.

The comprehensive management unit (X)315 is. an application. software,
dedicated to the music furnishing company X, and which is furnished with the music
contents from the EMD server (X)4-3. The comprehensive management unit (X)315

is also a supervising software for transferring the music contents and the using

condition information between it and the device driver (A) 313, device driver (B) 314,



313 or the device driver (B) 314. The reception interface ﬁgr RI;:’%YD 516
receives the nmusic contents and the using condition infor tHAR5H 20P%m t he
reproduci ng application (A) 311 and.the reproducing application (B) 312,
while receiving the nusic contents and the using condition information
transferred fromthe EMD server (X-) 4-3 through the -network 2 and
exchangi ng the nusic contents and the &si ng condition information with the
PD driver 318. In receiving the nusic~contents and the using condition

i nf ti t he. [ | icafi A)..311 and th duci
appl | cat PO aBSTicalion AJopi B (ereBrRbeRE soblisaoniB)aaiormanage |~

reci procal authentication, conversion of the 14 April 2004 46 encryption
syst em thonusieronteots inithe pensomal domputee] cempgelemsitiely.offhe obmpratidnsivest c. |
appended to the nmusic contents being transferred and conversion of the

conpr es shaagesyEitamiofXj3S FURoatlON Bahsfep B thusi@BsitehtsGHis s reRfifeY P! I on
system wusing condition information or the conpression system use )g t he

repr odugi |1 Gat . . hhe «epr cing.application (B) 312 is
changedt? 3% AEBL BRI Aol f ViR dhERURONE pitfBRuRidciRT atibars.
The system um by the conprehensive managenent unit (X)315 is referred to
bel ow as ‘a urni¥ e§ompsshensiven magagtmentheunit (P934p¢ i perfemmser precessing END
316 transmts the nusic contents and the using condition information, thus
conver t earrespendingripfthe dontennmhvaggmentquopram Ad 1 dhewaeindFigeer (A) 313  or.
the device. driver (B) 314 through the-PD driver 318. The reception

ié nter I ace :‘ 0 ;Tglf?%ft@ii%:%?madi%a? LARSITRLS ahftefiR iy FRALR 0T BRfeddih 151hR9
‘portable device 6-3 and executes the authentication processing and the encryption
processing between it and the portable device 6-3. Moreover, in transferring music
contents efc to other portable devices 6-1, 6-2, the projection display unit 318 transfers
the music contents and the using condition information through the device driver (A)
313 or the device driver (B) 314. |
The reception interface for EMD 316 receives the music contents and the using -
condition information from the reproducing application (A) 311 and.the reproducing -
application (B) 312, while receiving the music contents and the using condition
information transferred from the EMD server (X) 4-3 through the network 2 and
: ekchanging the music contents and the using condition information with the PD driver
318.
In receiving the music contents and the ﬁsing condition information from the .

reproducing application (A) 311 and the reproducing application (B) 312, the receptioh

interface for EMD 316 performs reciprocal authentication, conversion of the



converted to the unified transfer protocol, to the portablﬁ gﬁ” %g %—3
through the PD driver 318. . The nusic contents provided o REOEND
server (A) 4-1 and the EMD server (B) 4-2 are once downl oaded by the

r éproduci ng application (A 311 and the reproducing application (B) 312,
and the encryption system the conpression system and the using condition
I nformati on of the music contents arggconverted to the unified transfer
protocol and are transferred to the conprehensive managenent unit (X)315.

The co éﬁ)@m issng;éﬁy&%eﬁyé% yfslih;e f%}%ﬁlﬁ)r{gﬂéragﬁ YR i gﬁgﬁb@%&.t he

musi ¢ corten he conte urnis conpani es downl o romt he
EMD server 4-1, EMD server .(B) 4-2 and fromthe E erver 4-3. 14
nori | DPRARdEA torhe TSI GRTIGRIS hAiE Iranefer G ABsORYTIPE ST ARC A RBISAIRE | on of
copying, noving, and perform ng check-in and check-out of the mnusic

cont ensgsteifhefrheemuisiencontentst heingf transfvredl 6 Ther ¢nuryptionesystaare§8ingy of
copying or noving the nusic contents stored in the reproducing application

(A 31&0ﬁ@itfdﬁ§nﬁ51ﬁﬂftﬁﬁ‘tﬁitﬂgc@ﬂ1§ré£%ﬂ %téﬁhs@d@ytﬂﬂeﬁ?@dﬁdﬁ@ﬁppﬁ%ﬁtfbﬂ he
command for copying or novenent fromthe user.” At this tine, the reception

e BRS A0V PR OONE ik PLIABh G R OGO B
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stored in external nedia, such as, Conpact Disc, or in the portable
devi cemahagetendutit 0)3d S5t ivacfangt éhdedow aasnanaified transfer tproicel.s The. . -
| réception interface for EMD 316 transmits the music contents and the using condition
information, thus converted to the unified transfer protocol, the device driver (A) 313
or the device. driver (B) 314 through the-PD driver 318. The reception interface for
EMD 316 also transmits the music contents and the using condition information, -
converted to th;a unified transfer protocol, o the portable device 6-3 through the PD
driver 318.
. The music contents provided from the EMD server (A)4-1 and the EMD server
(B) 4-2 are once downloaded by the reproducing application (A) 311 and. the
reproducing application (B) 312, and the encryption system, the compression system,
and the using condition information of the music contents are converted to the unified
transfer protocol and are transferred to the comprehensive management unit (X)315.
The comprehensive management unit (X)315 comprehensiv'ay supervises the music

~ contents of the contents fﬂrnishing companies downloaded from the EMD server (A)

4-1, EMD server (B) 4-2 and from the EMD server (X) 4-3.



I n accordance with the CD ripping command or the check-in ﬁgnnaﬁgoé omthe
user. -If, at this time, the encryption systemor the conp §§¥ éstenlof
the nusic contents or the description format of the using conditions are
not’ converted to .the unified transfer protocol, the reception interface
for EMD 316 makes the conversion into the wunified transfer protocol. . The
reception interface for EMD 316 al so pgyforms the processing of recording
the. music contents managed by the conprehensive managenment unit (X)315 in

t he portabl devi ce,.6- 3. or. C a check-out command fromthe
user. EUPI‘? recepy ‘ﬁ%mtf’#é &E%% h@#‘éﬁ“ﬂﬁ@‘b SHRAPYERS, HROEPEL em of
t he rmS| c contents or the description format of the using conditions are

not conwadipaifemningecheeksinaddiohanksost of theApnsic @d®entd8 prot ocol , the
reception interface for EMD 316 nakes the conversion into the unlfied

“transfer prot'ﬁwi'ec_epllﬁﬁ inRfacbifsr BMBB16 1?}&?01%’{@11 oReEHDOE o8 ane&lk out
of the u3|ng condition is decreased by o The co Ive genent

hen
unit |nan ' iqQn | ayer
I n whi ch to trans da er .
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Fig.8. The c rehensi ve agenent unit. (X)315 has data
transm §%9§9ﬁ/9'2§!& BPPCALign; r& ﬁﬁz pvreserdance (with 4hg cogimandi foragepying @i t he
unified transfer protocol as http (hyper text transfer protocol). In the

above- d&devament frosi the ciser eAt thislisie; tHeuecegiaysiteface foe BB 31 GComntvaintss
distributed fromthe EMD server (A) 4-1 and the EMD.server (B) 4-2 are

acqui r echdgncitypriciORIGR VFThY RO RWOKEN, cOMPresHRSFsER of BRY QdiHhdAN
or - managenent . "Al so,
format of the use condltlons into the unified transfer protocol.
The reception interface for EMD 316 also performs the processing of copying
and checking-in the music contents stofed in external media, such as Compact Disc,
or in the portablé devices 6-1 to 6-3, into the comprehensive management unit (X)315,
in accordance with the CD ripping command or the check-in command from the user.
If, at this time, the encryption system or the compression system of the music contents -
or-the description format of the using conditions are not converted to the unified
transfer protocol, the reception interface for EMD 316 makes the conversion into the
unified transfer protocol.
The reception interface for EMD 316 also éerforms the processing of recording
the. music contents managed by the comprehensive management unit (X)315 in the
“portable device 6-3.in accordance with a check-out command from the user. If, at this

time, the encryption system or the compression system of the music contents or the

description format of the using conditions are not converted to the unified transfer



the nusic contents distributed fromthe EVD server (X) 4-3, E}I\/D er (A
4-1 and the EMD server (B). 4-2 are transferred to the portlﬁ Héﬂég{#ce (X
6-3. In the nusic contents distributing system as described-above, -nmainly
t he conprehensi ve managenent unit (X)315 operates to convert the
-encryption systemfor nusic contents to be transferred, the format of the
using condition information appendeggto the nmusic contents to be
transferred or the conpression systemof the nusic contents to be

transferred il associati I ons

bt hrafghol.theBRaf| ! infl el EMPLIRPERkEL fhel o RiIGh Bto (BORNISAL | 01>
the aid of the unified transfer protocol s downl oaded
by t he transteiopiesosn). Alses atdhismapmend, ﬂsﬂlalvafﬂuagfﬁlﬂ g@n%ﬁ %Fg t‘?ﬁéh%lsi B%nd the
musi c contents 14 April 2004. 49 downl oaded by the reproduci ng application

(B) 3lzdnditioh edédyEasedrbyeond.B) 4-2 can be transferred to the
conpr.ehensi ve managenment unit (X)315 so that the nusic contents of an

artist furniphed ﬁ@kéhehxg% 1Hapa \?,Eﬁi%nffﬁﬁitgxgyIS‘hﬁﬁtHw.uﬁﬁﬁﬂmnsﬁrWd@e}

transferred to t e port I's, since the present

Cont enti8 3 POy erAPRine 1oy RSl ETel el . FREE BRI YRGS [T ©

system for the nmusic contents into the unified tranSJc ergs)é]g coI t he
musi ¢ dntsheven om RigidabThe sgemprahensiver MAnagement nupy (i as; lata
personal conputer 1, can be reproduced by the conprehensive managenent

uni t (Ofrismissionhecgstidrewith teVEMD cives (X) 4+3, withtai loyesbelowi theaimified musi ¢
contents distributing systemconverts the encryption system and the using

ol PBLPRBA e gk pstan. e cegree of Tresom
" In the above-described music contents distributing system, the music contents
distributed from the EMD server (A) 4-1 and the EMD server (B) 4-2 are acquired by
- the comprehensive management unit (X)315 for reproduction or management. Also,
the music contents distributed from the EMD server (X)4-3, EMD server (A) 4-1and
. the EMD server (B) 4-2 are transferred to the portable device (X) 6-3.

In the music contents distributing system, as described-above, -mainly the
comprehensive management unit (X)315 operates to convert the encryption system for
music contents to be transferred, the format of the using condition information
appended to the music contents to be transferred or the compression system of the
music contents to be .transferred,. in association with the respective reproducing
applications and the device drivers, to effectuate transfer of the music contents with

.the aid of the unified transfer protocol. So, the music contents downloaded by the

reproducing application (A) 311 from the EMD server (A) 4-1 and the music contents



enhanced while protection of the copyrights of the nusic cantent.s,l
assured. That is, in the nmusic contents distributing systeggjggﬂﬁgggt t he
encryption system and the using condition information are converted

bet ween reproduci ng applications adapted for reproducing or controlling
the nmusic contents to transfer the nusic contents and the- using condition
I nformati on. By so doing, the nusic cqptents distributing systemis able
to nove the nusic contents stored in e’g., the hard disc 21 in .the

per sona Ui er even . f. t her r.e u r eproducing applications,

t hus eﬁg I ng e?rhyf]lpgﬁ'?prﬁg}ﬁ’é’gr@l?ﬁc%ﬁo‘i &é) %@ﬁ@"@@ﬁ?@\‘i&fﬁﬂ%ﬁ@)\ﬂez,@“si nce
t he usigg éggdition information is transferred along with the nusic

cont ent 8¢ tansierred todhecomprrehensive usanagesvandi unio(X)3 1% soathat nhe witdicsol e
musi ¢ contents thus assuring nore reliable 14 April 2004 50 protection of

t he nustentents efs artiss fusiistednlgityi €8, thé aiusié FRRishRXPLAMBA
Routinely Used Using Condition I gf glr ngt ion) A typi (I:aFﬂﬁ)or rrgt hg?\teﬁ%bﬁsi ng

diti . : i ' . ' ' A) 311 i
Cont i rea BT OERONSER Aibhr] 821 YR ARG BB Bt

I nf or magJ_; .represent ed a tabul gted form shown for exanple, in
Fig-. 3a‘,§13ﬁib‘{}%gysfﬂnt%8"?€¥ the;epcrypnn sysennpbmuisia epntantp) formas ofthe ed, i n

the colunmmar directiaon, the policies of the using conditirons and specified
val ues WHNg kengdiioncinéarmatiospand theetompreSsioneyatepi for thhenywis sohieats @ipd ay
date (from, replay end date (to) or the cost per replay (pay/play) are
st at ed ths updfiedirensfed peotocilntheanisit toRRnts B aMRbI MY sicnd skd RithEHhabd oM
discofthe personal computer 1, can be reproduced by the comprehensive management
unit (X)315 or the portable device (X) 6-3. In particular, since the music contents
distributing system converts the encryptioﬁ system and the using condition information -
at the time of transfer, the degree of freedom in handling the music contents can be
enhanced while protection of the copyrights of the music contents is assured.
That is, in the music contents distributing system, at least the encryption system
and the using condition information are converted between reproducing applications -
adapted for reproducing or controlling the music contents to transfer the music
contents and the using condition information. By so doing; the music contents
distributing system is able to move the music contents stored in €.g., the hard disc 21
in the personal computer 1, even if there are plural reproducing applications, thus
-enabling unified management of the music contents. Moreover, since the using

condition information is transferred along with the music contents, there is no risk of

the using conditions overlapping with sole music contents thus assuring more reliable



the EMD server (A) 4-1 as the information is appended to eggh i
contents, as shown in Fig.9B. The reproducing applicationqgﬁﬁgg%Q&%ontrols
the nusic contents in accordance with the .stated policies and the
~correspondi ng val ues. For exanple, assune that the possible replay date
(from is Cctober 25, 1999, replay end date (to) is Novenber 24, 1999 and
the cost per replay (pay/play) is yeg 10: yen. In such case, the nusic
contents.can be reproduced as from Cctober 25, 1999 and reproduction
.thereof . b iorﬁf¥his datatiﬁ inhibited even if a replay command is issued
f r om tRFELeLiaN of G MY FONtERIS ot s al'so can be reproduced until Novenber
24,.1999 such that the nusic contents are erased as fromthis date. The
nusi ¢ {SdMsing Conditborphidorpatien, that 10 yen is assessed per replay . The
reproduction by the user is 14 Agril 2004 51 stored as

nunber of tis of

the sqEapiataticioof Réatinely UsedWising Cenditibndufedmationhe EMD server (A) 4-1
to assess the user who heard or viewed by an anount corresponding to the

_nunber of c%intg‘ﬁfcragﬁtﬁfr{n%t'%thé%fng”éélcﬁfignEﬁﬁfrﬂ]a@iron\hiﬁ\dei@k-th(eli?épf(ﬁhﬂ:tihgn of

t he Using ormati onas Used by the Conprehensive managenent

unit ( 15). T I,bng condi tion.nformation, as used by the conprehensive
nanag {caklgﬁ!%ﬁ)tﬁ)lgggpvvi@( aWedxpl ai ned. The using condition infornation,

now expl ained, is appended to the nusic contents down).oadedf E"(E)f’? t he EMD
server (X) kn the aeproducingsappligasiont () ctidpribacwsng cconshiier JRERTMANIGN. (x) 315
manages control of the nusic contents. Mreover, the using condition
i nf or n@pi@ented by adatadated foirhishdwioforaxaniple, inrkigias tcudddy transferring
‘nmusic contents between the reproducing application (A) 311

In the left and right columns of the Table are stated, in the columnar direction,
the policies of the using conditions and specified values of the policies, respectively.
For example, the possible replay date (frdm), replay end date (o) or the cost per replay
(pay/play) are stated as policies. The using condition information is distributed from
the EMD server (A) 4-1 as the information is appended to each music contents, as
shown in Fig.9B. The reproducing application (A) 311 controls the music contents in
accordance with the stated policies and the corresponding values. For example,
assume that the possible replay date (from) is October 25, 1999, replay end date (to)
is November 24, 1999 and the cost per replay (pay/play) is yes/10.yen. In such case,
the music contents can be reproduced as from October 25, 1999 and reproduction
thereof before this data is inhibited even if a replay command is issued from the user.
The music contents also can be reproduced until November 24, 1999 such that the

music contents are erased as from this date. The music contents also are set so that

10 yen is assessed per replay . The number of times of reproduction by the user is



and the conprehensive managenent unit (X)315 or between the re&r %%H%I ng
application (A) 311 and. the conprehensive nanagenent unit 16)6 12009 5
using condition information is referred to bel ow as the unified using
~condition information: The unified using condition information is nade up
of an index file 331, an automaton. file 332, a paraneter file 333 and a
hysteresis-file 334, as shown in Fig.451 These files are stated in an XM
(eXtensi bl e Markup Language) | anguage.”In the index file 331-is stated
e.g., thF rgf,.erﬁnce i nf cir mat | on of eaﬁh file, To the automaton file 332 are
appende ¥R 25 BAaTRATaE g8 iinkprmationwhighiis upleaded g thaEME sepventd) dilons by
aut omat on, an aut hentication code by contents keys. (MAC, Message
Aut hent 1@ as5c6h tigousey vapheaad oF yirwed by by amauntcontespending o thd Sigbeddf Apr i |
2004 52 343 and a certificate for verifying the signature (Cert) 344, as

shown i tintésOthe Ihusic taatentPMeitasd beXidwedlenoted KC, whilst a private key
and a public key of the contents purveyor who prepared the contents are

denot ed 5 ras: ' y. Jhe. automat.Qn atjng-portion 341
doscr  poeplen@tn Shiwhe BEREChIR oy HEmBLER Oi Y i chotmeihsre
Machi ne stated in t upéﬁ guence. Wth a set of the operating states of the
cur r ent TATSBEMETH VBK¢ @; d with a set of input synbols representing the
events of the nusic contents E, the automaton stating portion 341
expresses a Jée Wingtonditionpefoatatipns bsussd by thdeompselersivy gahsgehiohd ow ng
status transition as follows: Q {d I d = S(q,a) | qQ aQ S Q(% -G As
S hown unitt()3180isahewrexpldifed CTh&ushig EARIIABR IRt RIANSW LRplaiRigeised as
appended to the music contents downloaded from the EMD server (X) 4-3, and is
used when the comprehensive management unit (X)315 manages control of the music
contents. Moreover, the using condition information is used as a unified format when
- reciprocally transferring music contents between the reproducing application (A)311
and the comprehensive management unit (X)315 or between the reproducing
application (A) 311 and the comprehensive management unit (X)315. This using
condition information is referred to below as the unified using condition information:
The unified using condition information is made up of an index file 331, an
- automaton file 332, a parameter file 333 and a hysteresis file 334, as shown in Fig 4.
These files are stated in an XML (eXtensible Markup Ianguage) language. -
In the index file 331 is stated e.g., the reference information of each file.
To the automaton file 332 are appended an automaton stating portion 341,

- stating the using conditions by automaton, an authentication code by contents keys.

(MAC; Message Authentication Code) 342, a signature by a contents purveyor (Sig)



The d is defined by a function b having variables q, a. Theﬂg%ﬁgi@%t es one
operating state of the set Q of the operating states of tf 2004
contents. The.a indicates an event of the set of events E. The function S
i$ a mp of a power set of Qand Eto Q Based on the above Q E, and Q,
each tuple is expressed by {<q, a, d>lq, dEQ aEE}. Note that <q, a,
d>,indi cates an exanple of permutati gy and conbination of g, a, d. In 'E
events such as replay (play), copy (copy), amount (pay Y), possible play

start e and ti.ne . (from.¥ND d,di - Y . nber
of “usants e edriFRats ol SPIYRE P bl ERE (CBT 33 ced itful i) THRTDET
Pl ay, copy, pay.Y, fromYND to YMD, in Ddays, e).. 1l ril, 2004 5 SO,
E he %loppm%ﬁgﬁ%%/ it Benoted; RCrndulst @ BRivHRdey ANk d;rqbéwﬁfé’gﬁfﬁhe/xc%‘b‘él?%r i ed
statenent in the automaton descriptor 341 is hereinafter explained. An

i | | ust patveyortese pigparahileycantentplaes devoted K hearalKdguespectivelyr esent i ng
operation transition of nusic contents shown in Fig.12, is shown in Fig.13.

Thi t ‘ icbobi lsed . miosicst
|'s automatyga nﬂﬁéﬁﬁ% sgdgﬁ}%s]ﬁ)aﬁ% BARIWSHBRS e diftamitd seit&ed. miisics

transition is tral state q0 to a state gl and to a state
Qvent | 600l b SRR Statd B Sy ABIRBHE0r S 1 o 1he” Sikie an
transition to the state g2 occurs. If the play event (play) qccurs in the
state q2, Wihgiset ebthepperaling $aienof theewrept myggcopients é‘ﬂ@%@éﬁ@ep h
automaton indicates that,-if the paynent of 10 yen is nmade, the nusic
_cont enbs ifipyt HEmbelr epuerdtiapl theaveats bf the music contents 2, the automaton
statihg portion 341 expresses a set Q” of the operating states of the mﬁsic contents
following status transition as follows:
Q’ = {d|d = 8(q,0)[qQ, «Q, 5: QxE ~Q}
- Asshown in this eqﬁation, the set Q of the operating states is expressed as d.
The d is defined by a function & having variables q,&. The q indicates one operating
state of the set Q of the operating states of the music contents. The « indicates an
event (th the set of events Z. The function  is a map of a power set of Q and Z to Q..
Based on the above Q, X, and Q’, each tuple is expressed by
'{<q-, ¢, d>|q, deQ, aeX}. |
Note that <q, &, d> indicates an example of permutation and combination of q, «, d.
In I, events such as replay (play), copy (copy), amount (pay Y), possible play
start date and time (from YMD),'play end date and time (to. YMD), number of usable .

days (in Ddays), or null event (€), are stated as follows:

% = (Play, copy, pay Y, from YMD, to YMD, in Ddays, €).



a paynent event of a pre-set anmount, such as 1000 yen (a.payl (XX?) curs in
the state ql, transition is again nade to the status 3. gﬁ&?‘”f iztpﬁﬁly,

this automaton -indicates that,- if the paynent of 100 yen is nmade, the
musi ¢ contents can be.reproduced without regard to the nunber of tines. If
a paynent event in an anount corresponding to n tinmes the reproduction
anount for one reproduction, such as -10.yen (Payl Oxn) occurs, transition
is made to the status q4.- If, after }ansition to the status g4, the play
event (playg.occurs, transition is again made to this state gq4. If n play
event s occur>9nthetfpllewing statenent is madeiiniagtomatonedrscriptarniist at us 1. That
Is, in this. automaton., it is shown that, if 1Oxn yen is paid, the nusic

contents canAbpeciiudatitemdnninttherestonidion dea;t%nt 347 @tierefaftepegplagiedanount ,
such as 100 yen, occurs in the state g5, 14 ril 2004 54 transition is

made to the Ahaﬂﬁlsﬂ@iv{: chsc aﬁt@éfn %‘Sﬁﬂttu?fé:—%\ﬁ é)f‘tﬁé‘%u?&rﬁ%ﬁynqge%%@@ﬁ%i onis

made to the state Q copy “event occurs in the statu sition

occurs to the  status . 1f a pl event accyrs.in the, state @8,

t ransi tPRSFA{IAN DSyl P%‘Ct"ﬁ’PEﬂr@%’%}i‘EN“d@%‘g-# a‘s.csg‘&‘/"‘b -Lbccurs in this
state g8, transition is nade to the state 9. This state q9 is a final

st at e- wher e hbistaderatongperfarns the statuatrensitiona s nemdexpaimednt occurs. That

is,, this automaton shows that, if 100 yen is paid, the nmusic contents can

be copi ed orEist, transitioris dfidedeom Mar i@tV Istaté j0stoalstatteg Dans boustdtdas. -
al t hough the nusic contents copied can be reproduced any desired nunber of

tines, ' | Shd ' | - nusic contents are copied to

anot herFﬁ%ﬁ%}%ﬁlh@ndp%ﬁ%ﬁ%\%% e%?ﬂgg%éruggset ‘anmount, such as 2000 yen
: 2 in th it ' h 7. If

gacggz ﬂtﬂmeﬁt%v%HEOE%g)tgé—sqtgém}){u?tr,]%{:}:}lz s IIOSyerrrP %yiB) ctacceurg t11(?1 ttl?eq

state 1, transition to the state q2 occurs. If the play event (play) occurs in the state
q2, transition is made to the state q1. Tﬁat fs, therpr,esent automaton indicates that,-if
the payment of 10 yen is made, the music contents may be reproduced only onée. If
a payment event of a pre-set amount, such as 1000 yen (a.pay1000) occurs in the state
q1, transition is again made to the status 3. Specifically, this automaton indicates
that; if the payment of 100 yen is made, the music contents can be reproduced without
regard to the number of times. If a payment event in an amount cbrrcs[)onding ton
times the reproduction amount for one reproduction, such as 10 yen (pay10xn) occurs,
tranéit-ion is made to-the status g4.. If, after transition to the status q4; the play event
(play) occurs, transition is again made to this state q4. If n play events occur in this
state g4, transition is made to the status q1. That is, in thisﬁautomaton-, it is shown that,
if 10xn yen is paid, the music contents can be reproduced n times.

If a payment event of a pre-set amount, such as 100 yen, occurs in the state g5,



transition is again made to this state gq7. If a copy event ﬁf@ @%f? the
state ' q7, transition is nmade to the state 8. If a play even 8 S

the state g8.,: transition. is again made to.this state 8. |If a copy
event occurs in this state g8, transition is made to the state 9. This
state q9 is a final state where no transition to other states occurs and
no event occurs.That is, this automaggn shows that, if 2000 yen is paid,
the nusic contents can be copied to another device a limtless nunber of

times. M?&?i%\‘lﬁig mid¥to ﬁl:*'tsgﬂ@hgn Iggg}ﬁﬁggbgﬁt n%&luwpt‘ﬂfé dehve (ffﬁ@lia?lgitwﬁsjsc

conten S can pe repro UCE,‘ t1nes, e nusi c

contents pi ed to her deV|ce can. e od ced. Fi shows a
tupl e Wé?ét‘% Feale qg f SOBY £HFRk QRPURL I @Pﬁ?fﬁas Hﬁepfﬁ %} an OZFCRHQ 004 S5
described status transitions. It is possible for the automaton stating

por t i ostaBirslq8.olfsa play grantbtelrs dy theesatesqBbiiransisiamis aggin madsdo this $aiger to
updat e the novenent of nusic contents. For exanple, parallel synthesis of

the Oags arf »es ﬁevaﬂ%@urmhaesta@nﬁmﬂsmnhy nidie fouht stateQLUEhsstatas
foll ows: <qo, a~, ao, gqo> <qO a-, a,, gqO. It is also possible to state

o e AN S O S B OO 0
<qQ ulS t is at?tcotnllaton shows that, if 100 yen is paid, the music contents can be copied once
to other device. Moreover, this automaton shows that, although the music contents
copied can be reproduced any desired number of times, reprodut:tion is impossible if

once the music contcnts are copied to another device. |

If the payment event of a pre-set ztmount, such as 2000 yen (a.pay2000) occurs
- in the state g5, transition is made to the state q7. If a copy evtant occurs in the state q7,
transition is again made to this state 7. If a copy event occurs in the state q7,
transition is made to the state g8. If a play event occurs in the state ¢8, transition.is
again made to this state q8. If a copy event occurs in this state g8, transition is made
to the state q9. This sttﬁc q9 is a final state where no transition to other states occurs
and no event occurs. ‘That is, this automaton shows that, if 2000 yen is paid, the music
contents can bé copied to another device a limitless number of times. Moreover, the
automaton shows that, although the copied music contents can be reproduced any
. desired number of times, the music contents, copied to another device, can not be

reproduced.

Fig.13 shows a tuple row statement of the automaton performing the above-



This action is represented as a function enploying a pre- djfl neq é@ll‘l abl e.’
The wvariable is nade up of an ID, a scope and an initial 1
exanple, with a variable n representing the purchasing price of an al bum

.(a), statenment is such that a.n: = 1000. An exanple of the autonmaton
stating portion 341 stating an action with respect to the variable is as
shown bel ow. <% paylOO q,, a.n: IEIQIS 100> ... (1) <go,- pay (a.n), qi,
an. =0 (2) <q,, play, 2> -(3) Th's exanpl e indicates that the

purchaS| ng price of a sole ITUSI c contents (equation (1)) affects the price
of -al bfrsiRcchdays tegsiionsn (2)). 14 April 2004 56 The above-descri bed
automaton stating portion 341 is nmade up of an entry ID 345, a contents ID
346, ver si onliiisfpossibid fontidatitomatordihng ?6nimﬁ34birm s%ﬂ8%paaﬂ¢hiaynm&ls'ﬁ of
‘sequence 349, as shown in Fig.14. Aspecified exanple of the autonaton

stat i ngoPéFahh Nstapd, Wd@?%&%bengQBcflﬁ{)%e tgéf mﬁsﬁqc&ﬁgnﬁ?%r @gﬁ l’;}?@ Wil |

be descrt bed n t he | om ng; Meanwh events and comman

bel ow as_t aut mato descri.ptions .are d ined b cunment Type
et i « PeieL SHRPRS BF i Shkachiisrs ang &) i epPresgiieR bvbe MRS SPB sk g e,
t he reproduction (play), duplication (copy), pay for play (pay-for-play),
pay foraﬁjﬁﬁlq\t’&ti on (pay-for copy), pay for al bum play (pay-for-al bum

pl ay), pay for al bum duplication (pay-for-albumcopy), possible use start
date (f&qme, a, qfrse end date (to) and a null operation (null) are set as
events by the DID.

<(g, &, 4, Jg>.

It is also possible to state an action accompanying the status transition in the
automaton stating portion 341. For example, the action is represented by tuple as
follows:
<(qg> ©; (;; action>

This action is represented as a function employing a pre-defined variable. The
variable is made up of an ID, a scope and an initial value. For example, with a variable
n representing the purchasing price of an album (a), statement is such that a.n: = 1000.
An example of the automaton stating portion 341 stating an action with respect to the

~ variable is as shown below:

. <qy, pay100, q,, a.n: = a.n— 100> (1)
<qos Pay (a.n), q;, an:=0>. w(2)
'<qy, play, @;> - = . o(3)

This example indicates that the purchasing price of a sole music contents -

(equation (1)) affects the price of album purchase (equation (2)).



Fig. 16 shows an exenplary description of the automaton stating. partion 341
by the XML | anguage indicating that the nmusic contents canlﬁéﬂF@&p@ﬁuced as
from Septenber 1, 1999: The description shown in Fig.16 is an autonaton
shown in Fig.17. The automaton is constituted by the state gl as an
initial state and the .state q2. Wen the date. becones Septenber 1, 1999
which is a possible use start date (kgom) in the state . ql, the state is
noved to the state g2. When the reproduction event (play) is generated in

the state g the nusic.contents.are._r.epr ' in
mved ot haheabavscrithl g fal R PRGBS eASy 3R T
reproduction of the nusic _contents, from Sept g[rb,er 1, 199@43 14 Aprii 2004
57  Fi 3451mcements IR0, wesion pfaemationdd by asrbleiaformatian S apd@itHB!or t i on
341 by the XML | anguage indicating that the nmusic contents can be

r epr odseqetnestd4o, asshobarin Fig.14999. The description shown in Fig. 18 is an
"aut omat on shown in Fig.19. The automaton is constituted by the state gl as

an initial t@%@if%ﬁ%ﬁ{i@é@&ﬁ%ﬁﬁ%ﬁ%n% ﬁl@ﬁ)orﬁbﬁsmtmcﬁbﬂoﬁ@@frﬂMt i on

t
event (play) I's genera In the state g2 he nmusic contents are
repr oduged,. d the state.is aj n ved fo e te g2. Wien the date .
beconeQ?GﬁYISES‘?S gen %@@‘éwﬂéﬁ%iiﬁﬁfqﬁf‘&g%ﬂ’& f&ﬁ@&%%gb) in the state g2, the
state is noved to the state end. In the state end, the state is not noved
to any st at Meaiwhile, thesnentsiasd genamandsased heloyeas theanigmatopdeserptiansn

controls to enabl e reproduction of the nunic contents unt il October 31,
1999. are defined by a DTD (Document Type Definition) specified on the basis of the XML

specification. For example, the reproduction (play), dup]icatiop (copy), pay for play
(pay-for-play), pay for duplication (pay-for copy), pay for album play (pay-for-album-
play), pay for album duplication (pay-fof—a]bum—copy), possible use start date (from), .
use end date (to) and a null operation (null) are set as events by the DTD.

Fig. 16 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the music contents can be reproduced as from
September 1, 1999: .

The description shown in Fig.16 is an automaton shown in Fig.17. The
automaton is constituted by the state gl as an initial state and the state q2. When the
- date becomes September 1, 1999 which is a possible use start date (from) in the state .
ql, the state is moved to the state q2. When the reproduction event (play) is generated
in the state q2, the music contents are reproduced, and the state is again moved to the
state q2. In such manner, the automaton conirols to enable reproduction of the music

contents from September 1, 1999.



Fig. 20 shows an exenpl ary description of the autonaton st 8ﬂg Bﬁéﬁ'on 341
by the XM Ianguage indicating that the possible reproducti P peri od
for the nusic contents is from Septenber 1, 1999 until COctober 31, 1.999,
wi tth the nunber of times of possible reproduction being 16. The
‘descrlptlon shown in Fig.20 is an automaton shown in Fig:21. The automaton
Is constituted by the state g1 as an ZItIa| state, the state g2 and the
state end as an end state. Wen the ddte becomes Sept enber 1,1999 which is

a possible u rt date (from in the state gql, the state is noved to
the state g2: &\V‘@:ﬁ Q’ﬂésa‘} eXsToRlaEY ri@wrmﬁmome@mtomtgeﬁatmg@@mw BHd state
g2, the nusic contents are reproduced, and the state is again noved to the
state qby thheXMIhéamgtagebndm:magjmaAﬂm 2@ éoh@ntsCearp berreprodut8@Untfli ch i s
a use end date (to) in the state g2, or the reproduction event is

gener at €tidbert31mg990pl ay x 16), the state is noved to the state end. In the
state end, the state is not noved to any state, or no event is generat ed.

I n such mann .Ut O ton .C s to define the reproduc eriod
from Sept errbq?]e &&%5@8'0{'0 Ro &y ngE 'ﬁ&f’éba Lﬂ{ﬂ g@?‘?‘ﬁe‘"tﬁ £ of
reproductjion to be 16 tines. 2 shows an exenplary description of
the aut awogtl%ﬁprﬁgltmﬂthydhesm@ qﬂ;ylstanenxmstataagda@@suatm«mhas agentlat t he

nunber of times of reproduction of the nmusic contents is to be limted to

16. To- state. pihenstherreprdductiod aveat ¢phaglde generted i ties s&it@t(ﬁm?ﬁé @ik on
351, authentication code 352 by contents key, a signature. 353 by a

cont ent goReni&eMe rrm%qce@ a\ffa'the %{?t@'ﬁ !rigaﬂh 8P ARBMEY YWRch Iﬂ%edate

signature, as sho
becomes October 31, 1999 which is a use end date (to) in the state q2, the state is

moved to the state end. In the state end, the state is not moved to any state, or no event
- is generated. In such manner, the autoﬁlaton controls to enable reproduction of the . .
munic contents until October 31, 1999.
Fig.20 showsan exemplary description of the automaton stating portion 341 by
‘the XML language indicating that the possible reproduction time period for the music
contents is from September 1, 1999 until October 31, 1999, with the number of times
of possible reproduction being 16.

- The. description shown in Fig.20 is an automaton shown in. Fig.21. The
automaton is constituted by the state q1 as an initial state, the state q2 and the state
end as an end state. When the date becomes September 1,:1999 which is a possible use
start date (from) in the state ql, the state is moved to the state q2. When the
reproduction event (play) is generated in the state q2, the music contents aré

reproduced, and the state is again moved to the state q2. When the date becomes



key is denoted KC, whilst the private key and the public k?X Of'éh§4
contents purveyor who prepared the contents are denoted K- Bt g0 E,
respectively.. The paraneter file 333 can be rewitten by a contents
purveyor other than the contents purveyor who prepared the automaton file
332, far exanple, a secondary purveyor such as a contents retail deal er or
by an internedi ate contents distribuggr. To the paraneter file 333 so
rewitten is appended a unique entity I D 355. accorded to the purveyors or

to the jnterngdi i,stributor. a ile K.c LS I tent.s. f the
second%"?ﬂr%}gﬁ’g“a]@h’s@‘bge?nﬂ(d\ﬁ%' 8&“%4%5? gi’rﬂ%ttﬂgégé)@rqﬁ gﬁﬁnégn ‘¢ of
the secondary purveyor is formulated fromthe contents_key Kc~ of éhe

pri mar js generatedrl6 timhe(glay wek6), thedstatleds mnved tpihe siats sndyla the stathgidshed
fromeach other by the wits 14 April 2004 59 of authentication. The

par amejgs sfaité & A8Bmovedabi driyestatey VA0 éveritlie genatated. s ik sych snaineeathe to

hand. It the contents key i$ not available for reasons pertinent to safety,
the paraneter fil | venif Molayz}2 NeediBgbetTEND®9 W th the
pri mar 9“%;@&%%%@%%0&&?@&{glepft?ﬁ/l%%%@nsﬁ %ﬁgﬂ X&) Ig{nd Ijvvlalf%h thé termnal B,

the protocol verified by MAC is as follows. S:'A.indicalgs. transm ssion
f r om SQatoher @éﬂ%m@i@éﬂm%ﬂ&ﬁl% Bhof FeprpduGtipnelo %%&gi!ﬁ“‘é-i ndi cat es
transmssion fromAto B. IDA indicates an ID of the device A, 83461 Kc =

H (KC, | DA) Fig-2BshowsaEkséniplary AleBeripting oPHreamtograion Matingygaetion
(Paranet ers)
by the XML language indicating that the number of times of reproduction of the music
contlents is to be limited to 16.
To the parameter file 333 are appended a parameter statement portion 351,
- authentication code 352 by contents kej, a signature 353 by a contents purveyor, and
a writ of authentication 354 verifying the signature, as shown in Fig.23. The contents
key is denoted KC, whilst the private key and the public key of the contents purveyor
who prepared the contents are denoted K™ and K'g, respectively.. .

The parameter file 333 can be rewritten by a contents purveyor other than the
contents purveyor who prepared the automaton file 332, for example, a secondary
purveyorsuchasa contenté retail dealer or by an intermediate contents distributor. To
the parameter file 333 so rewritten is appended a unique entity ID 355 accorded to the
purveyors or to the intermediate distributor. Meanwhile, K'¢ is the contents key of the
secondary purveyor, with K’c = H(K,, Entity ID). The contents.key K’; of the

secondary purveyor is formulated from the contents key K. of the primary purveyor.

The primary and secondary purveyors are distinguished from each other by the writs



B: MEMAC K C (Paraneters)? This paraneter statenent portioq 351,§b§%es
coeffieients of a function for changing the val ues stated AR t omat on
stating portion 341 of the automaton file 332. For exanple, in the exanple
shown in Fig.13, there are occasions wherein the price of the nusic
contents becones a function, as. shown bel ow. <qg0O, pay (f1(10)), ql1> <q,,
pay (f2(10)xn), g2> In this case, the_gbove functions f1 and f2 are '
defined, for exanple, as follows: fléﬁ) = 0.9n f2(n) =90 + 0.1n. 14 Apri
2004 60 _.By,definj,ng the functions as above, it is possible for the primary
purveyonﬁﬁﬂggpcénﬂ ault price value-and for the second purveyor to
rewite the paraneter file 333 to change the price. The above-descri bed
par anmet er st%ﬂlermmmtﬁrtfibrﬁﬁﬁib verifiedby MAST ifatheecuntynts IK@y3SGlreadptient s | D
357 and the coefficients information 358, as shown in Fig.25. The

hyst er ehasd fTfkiee siftents keyfis hét £vQilaBledbi fasbﬁ@géﬁﬁaieﬁﬁo%ra;etg}‘ thcfar@ieleat | on

of the nmusic contents, operated based on the tontents o escription, in

Lupl o o e Res fut SEPE bRkl iafindfifndhd 'S TCCor dea) “For exarml e, i

reproduction_js carried out twice in the exanple of Fig.13, <qO, qgl, qO,
ql-E With the primary and secondary contents }r)rl?rveyors S an% A, andqwithqthe q

terminal B, the protocol verified by MAC is as follows. S~ A indicates transmission
from S to A, S~ B indicates transmission from S to B, and A-B indicates transmission
frofn Ato B. ID, indicates an ID of the device A. |
S-A: K. =H (K, ID,)
$-B: X = Byy(Ko)l
A~B: ID,, Parameters, M = MACK’ (Parameters)

B: I\/I%MAC’K,c (Parameters)?

This parameter statement portion 351 states coefficients of a function for
changing the values stated in the automaton stating portion 341 of the automaton file
332. For example, in the example shown in Fig.13, there are occasions wherein the
price of the music contents becomes a function, as shown below:
<qo» P2y (£,(10)), q,>
<qy, pay (£,(10)xn), g,>

In this case, the above functions f, and f, are defined, for example, as follows:
fitn) = 0.9n- :

f,(n) = 90 + 0.1n.



results, so that the trajectory of the follow ng operation: < | | ay,
payl G play>is obtained. If this is sumed and upl oaded iﬂ4é¥§ﬁ§0&%ep g
conprehensi ve nmanagenent unit (X)15, it is possible to conpute the anount
payabl e by the user. In the nusic contents distributing system1, in

whi ch.the unified using condition information, representing the using
condition by an automaton in which t%@ policy itself and its concrete

val ue. are progranmed, is used, it is possible- to elevate the degree of

freedomin the descriptjon . of the contents i ndi tion - st orage
and Re- downBydatyngihefuactions %a%\qygi, {5 lscRﬂf‘tsgﬁ? g&lti'%RﬁVM&éﬁHXég%r t§$ﬁg
backup of nusic.contents by the conprehensive nanagenent unit g%i%S S
now expldefmdt prie vatue anidefok ¢lye senoagqrusvieyardomewrse thapaagmgieeH o
managenment unit (X)315 is explained by referring to Fig.26. The

conprep Y egﬁq@egerrent unit (X)315 stores the nusic contents Ci1,-C2, C3,
Cneﬁﬂl§é ?‘h hard disc 21 in the personal conputer 3. The conprehensive

o associecbecdreR e pltdhaRy bARAAR o iGn B hpde Bp2L bchry
cont onfd 136, rontants HIciSy e o8t s eI Qs Ao RH hr s TOEhLhE A ©
contents IDs for identification. Tlese contents IDs are terned CID 1,
ClD2, CLD 3The hyst&ess file 334 is a file for stating the trajectory of the operation of the
| music contents, operated based on the contents of description, inthe automaton stating
portion 341. The status and the variable in the tuple of the automaton staﬁng portion
341 is recorded. For example, if reproduction is carried out twice in the example of
. Fig.13, |
<qo> 915 Go» 41>
results, so that the trajectory of the following operation:
<payl0, play, pay10, play>
is obtained.
If this is summed and uploaded in e.g., the comprehensive management unit
(X)15, it is possible to corhpute the amount payable by the user.
In the music contents distributing system 1, in which the-unified using condition
information, representing the using condition by an automaton in which the policy

itself and its concrete value are programmed, is used, it is possible-to elevate the

degree of freedom in the description of the contents using conditions.

(4) Re-storage and Rc-downlqading of Destructed Music Contents




The music contents Cl, C2, C3, - Cn are encrypted by the COIELtE tilé’zdﬁﬁys Kcl ,
Kc2, Ke3, ---, Ken and, in this state, are recorded in the har i'sc 21 of
t he personal computer 3. E(K, C) denotes that the contents C have-been
~encrypted with the key K Usually, the contents IDs are recorded in a
header of the nusic contents C and encrypted along with the nmusic contents
C, or the MAC is appended to the nusi Gy contents C, such that the contents
| Ds are not separable fromthe main bo&y portion of the, nusic contents.
The contents ke cl, Kc2,, Kc3, ---, . Kcn are encrypted by the storage keys
KS and are rtébér/%aec Ppiipisic catentsebyHhecomprphensiy ssinanpgementgyns X)Zt:l%),
..., E(SK, Kcn), in the hard disc 21 of the personal conmputer 1. This

st or age 1XBQW expPlaimgrdbits 14 April 2004 62 so-called resistance to short
wavel ength and is saved in a recording area that cannot be referenced by

an ordinary WRisst, thefkey managemenPiRiand bY&hg&@ﬁ%ﬁ@EéﬁsiU@ﬁar{a@eﬁ%t wifier e

the key managenent is perforned as descri bed above, the nusic contents Cl1,

for exa A T contents key Kcl is decrypted, using
TR Ll Qehed ARSI PR

t he stor entPy the nusic contents Cl is decrypted,

using this cgptents k Kcl. In this mapgper, the conprehensive nanagenent
uni t () 315 NEAPIEBERsiEs BaneeemeRt uAKPOS 1S siores e Tausicrontcis Cha 2,

conpr ehensi ve_managenent unit 5)() 315, where the key managenent .is
per f or néd, a5 Gasirivedanbaliss 24 hia thespersonalt eompu@r 3sThe tempmhedsfveom t he
hard disc 21 to the portable device (X) 6-3, reciprocal authentication is
per f or mathnagemenbamit (X)315 also stores the contents keys Kcl, Kc2, Kc3, -, Ken,
associated with the music contents C1, C2, C3, - Cn, respectively. The contents keys
Kcare in a one-for-one correspondence to the music contents C. To the music contents
C1,C2,C3, - Cn are appended the éohténts IDs for identification. These contents IDs
are termed CID1, CID2, CID3, ---, CIDn.
The music contents C1, C2, C3, - Cn are encrypted by the contents keys Kcl,
Kc2, Kc3, -+, Ken and, in this state, are recorded in the hard disc 21 of the personal
computer 3. E(K, C) denotes that the contents C have been encrypted with the key K.
Usually, the contents IDs are recorded in a header of the music contents C and
encrypted along with the ﬁusic contents C, or the MAC is appended to the music
-contents C, such that the contents IDs are not separable from the main body portion
of the music contents. -
‘The contents keys Kcl, Kc2, Kc3, -, Ken are encrypted by the storage keys
KS and are recorded in the state of E(SK, Kc1), E(SK, Kc2), E(SK, Kc3), -, E(SK,

Kcen) in the hard disc 21 of the personal computer 1. This storage keys Ks exhibits



portabl e device (X) 6-3. On conpletion of the aut henticatigg, tqg @gntents
key Kel is decrypted by the session key and .the encrypte donted key
-Kcl as well as the encrypted .nusic contents Cl is transferred to the
portabl e- device (X) 6-3. The contents key Kcl and the encrypted, nusic
contents Cl are both transferred to the portable device (X) 6-3. The
contents key Kcl and the nusic contephs Cl are both erased fromthe hard
disc 21. By so doing, the conprehensive nmanagenment unit (X)315 is able to

h ' ' - f
" ogeneraris s et 0 shi el et ahd i SR ook b MR EinAgY ©

contents or the.contents key cease to be reproducible fromthe hard disc 21
due t be metereagedhpy an ogdigaFiB%6Ton of the hard disc 21, is hereinafter

expl ained. 14 April 2004 63 Usually, the conprehensi ve nanagenent unit

(X) 315 savedftinehdackprehdatizeahartdpenent upt(EJ3hdswheredhe kay snanagemente
contents key Kc in the hard disc 21. Al so, usually, the conprehensive

nanagqurﬁc%fm%}' ed ) %fegcﬂiﬁei YRV fieNthdsie coRterSasSE, faicex4ifply, ishe besic

content’'s oaded rmthe EMD server (X) 4-3 an the list of the

)
contents 1D of 't totality of e. mysi c t 0, N ar,dydi sc
21-as Ggﬁfqdéﬁeﬂngﬁ‘? I?QP?CG‘FE ?i(efhiééﬁl QSHW‘W Bfe@tlﬁ%ﬁgitggt%ggdgeu]ﬁ%g%g’ aats:1 dt he
time of controlling of the-nusic contents as when the nusic n&e ts is
down| osubsequentiy the musiocertents Cl j9 decrypisd, wvgahts&omren%fsw ;ﬁqqe Bt¥fce (X
6-3. The conprehensive managenent unit (X)315 uploads the | og information

to the frdh&e hecomipiehénsive prariapdinmt uyitqiX)3d5tieabhctoasprodyice. the musiche
music contents C or the contents key Kc stored in the hard disc 21 of the

contents C1.

If, in the comprehensive management unit (X)315, where the key management
is performed as deécribed above, the mﬁsic contents C1 is to be moved from the hard
disc 21 to the portable device (X) 6-3, reciprocal authentication is performed with the
portable device (X) 6-3. On completion of the authentication, the contents key Kcl
is decrypted by. the session key and the encrypted contents key Kcl as well as the
encrypted .music contents C1 is transferred to the portable- device (X) 6-3. The
contents key Kcl and the encrypted music contents C1 are both transferred to the
portable device (X) 6-3. The contents key Kcl and the music contents C1 are both
erased from the hard disc 21.. By so doing, the comprehensive management unit
(X)315 is able to move the '-i;;usic contents C1 to the portable device (X) 6-3.

The method of regenerating the music contents as becomes necessary when the
music contents or the contents key cease to be reproducible from the hard disc 21 due

to, for example, destruction of the hard disc 21, is hereinafter cxplained.



conpr ehensi ve managenent unit (X)315 are destroyed, the foI Q%
processing is executed. If the nusic contents C or the cort Qg Kc are
destroyed; the conprehensive nanagement unit (X)315 first. accesses t he EMD
ser-ver (X) 4-3 to performuser authentication. . The EMD server (X) 4-3
then refers to the use log information of the conprehensive managenent
~unit (X)315, fromthe user ID of the authorized user, to generate an
integrity check value (1CV). This | CY 83s gener at ed, based on the C D, as
the contents ID of the nmusic contents C stated in the use | og information
and on the $isualyetheepnifSehénsivenmangermbringiit/eX)diageasthe bankop (20345, in

accordance with: 14 April 2004 64 I1CV =H(SK, CD | 1CID211 ... | | CIDn)
-1 wher ehd€ifery P&kﬁhuki% c%)n%htsdlﬁﬂih@é@iterﬂ@%@yﬂ&'@ﬁ{ﬂﬁmzﬁ‘ﬂ%m its value
changed wth the key K The EMD server (X) 4-3 then transmts the

(0316, 1t (REOMAYRE ﬁ%@r%&eéﬁy?hiar@gﬁwéﬁfﬁﬁﬂ@%ﬁ R

conprehen3| ve mana&emant unit (X)31.5 re-stores the backup data tqQ save the
musi ¢ PUFI@se teqords of the nawsie epm ntéeq;ovv@oaﬁedf%miéﬁoﬁml%&ewr (A x4-8Ra@dnusi c

contents C or the contents key Kc are backed up, the nusic contents C or
t he contlenkist dfdjie Konttmss YD of ¢hk totslityooftthe meusic sbnients stdrdd mnthe hardE¥Bcser ver
(X) 4-3. At this tinme, the EMD server (X) 4-3 references to the purchase
hyst er egil sasofisd 6y #RImafiv.  This?idps iffbAMAAST §8 36 updated at the time of
| cohtrolling of the music contents as when the music contents is downloaded from -the
EMD server (X) 4-3 or moved to the portable device (X) 6-3. The comprehensive
management unit (X)315 uploads the log information to the EMD server (X) 4-3
periodically or after accessing. |
- If the music contents C or the contents key Kc stored in the hard disc 21 of the - -
comﬁrehensive management unit (X)315 are destroyed, the following processing is
executed.

- If the music contents C or the contents key Kc are destroyed; the comprehensive
management unit (X)315 first accesses the EMD server (X) 4-3 to perform user
authentication.

The EMD server (X) 4-3 then refers to the use log information -of the
comprehensive management unit (X)315, from the user ID of the authorized user, to
. generate an integrity check value (ICV). This ICV is generated, based on the CID, as

the contents ID of the music contents C stated in the use log information and on the

storage key KS of the comprehensive management unit (X)315, in accordance with:



I f the contents have once been purchased. The conprehensiVﬁﬂg§ qgﬁﬁgnt uni t
(X)315 performs the above processing to re-construct the R ents C
or the contents key Kc destroyed. If the nusic contents C or the contents
key Kc regenerated are to be reproduced or controlled, the conprehensive
managenent unit (X)3 15 checks the CID of the nusic contents by the

I ntegrity.check value I CV. By checki the nmusic contents C or the
contents key Kc reconstructed using the integrity check. value ICV, a.user

with a maligpant norjzed E (Keci, G) as encrypted nusic
cont enlV, G}gﬂ‘ﬂ( éﬁg lézﬂt hﬂ@@g‘Sc contents, in case the nusic contents
C is noved to the portable device ( 6-3 and Is erased fromthe hard
di sc 21, i swheraBI(K,fatapisraaniedirentianay basthfmchionand hasgtvalse §9eag% way
of control. If |t |s not the music contents C or the contents key Kc but

t he st Qg@ that has been destroyed, the conprehensive nanagenent
uni t (% IS re |nstalled Even in such case, re-storage or

r e- downl Oadﬁﬁew e?esﬁrglr ?ﬁ"én {rg [c.}g 3‘5& g@né téﬂiﬁﬁc%ﬂit? dHeekEMIuSer ver

(X) 4-3 and e nusi ontents

di stributing systeml, as descrl bed abovgg sic contents can be
r e--condEMuter de, camprehepyive asanagsmsnt fRE ( 53115'1 ght, even if the nusic

contents have been destroyed by hard disc crushin If, for exanp t he
nusi ¢ cont eiif stheawsusid emmt¢nts cGasedtheocostanty, ket aratge bagked 1 r &ﬁ% ed
free of charge. 5 Method for Allotting Master Key and Authentication Key of
the CoppffiieRsisfe n¥AABESRERNn K3 159e-stores the backup data to save the music
contents C or the contents key Kc in the hard disc 21. Ifthe mpsic contents C or the
contents key Kcare backed up, the music contents C or the contents key Kc destructed
is to be re-distributed from the EMD server (X) 4-3. At this-time, the EMD server
(X) 4-3 references to the purchase hysteresis of the user, and refrains from assessment
if the contents have once been purchased.
The comprehensive management unit (X)315 performs the above processing to
. re-construct the music contents C or the contents key Kc destroyed.
If the music contents C or the contents key Kc regenerated are to be reproduced
or controlled, the comprehensive management unit (X)315 checks the CID of the
music contents by the integrity check value ICV. By checking the music contents C
_ or the contents key Kc reconstructed using the integrity check value ICV, a user with
a malignant intention, who memorized E (Kci, Ci) as encrypted music contents Ciand -

re-stored the music contents, in case the music contents Ci is moved to the portable

device (X) 6-3 and is erased from the hard disc 21, is unable to reproduce or move the



Bet ween t he conprehensi ve managenent unit (X)315 and the pqrtabls &fvice
(X) 6-3, there occurs reciprocal authentication using the Akt 24
authentication key (MzIDIK-) proper to the portable device (X) 6-3 and .
-a-master key (OMGMK) proper to the conprehensive nmanagenent unit (X)315.
If there has occurred reciprocal authentication between the conprehensive

. managenent unit (X)315 and the porta%%g device (X) 6-3, it becones

possi ble for-the conprehensive manag nt unit (X)315 to send nusic
contents- fromthe conprehensive nmanagenent unit (X)315 to the. portable
devi ce {atp by-®wapofcentrekt urn the nusic contents fromthe portable device
(X) 6-3 to the conprehensi ve managenent unit (X)315. Meanwhile, the

conpr ehensi VK ifisnageheniusicédnténts T1or thel cmtédts ke Mpbul th2Gherage kegds ypt ed
musi ¢ contents in the hard disc 21 of the perspective view 3, whilst the

port abl GafRM! fiEed Rsifyd HedomABhERGLY BififofHRnf pARTNGBLS id fo-frifaliel o nal

recording nedium such as a . menory car e‘musi c contents are
sent frgmthe onpr ehensi ve nmanagenent,. uni X)315 to the rtabl e device
(30 6. BV ch g GRIoTaH pe-Ran BlaRding s feanBEdEussd RuRORD RBRSE Y are
transferred to the menory card |oaded on the portable device 10. On the

ot her hiarthe EMBueirerd&dehnnd dhelapinfermatéon isupieaded port abl e device (X)
6-3 to the conprehensive managenent unit (X)315, the nusic contents on the

nmenory card jomdesusidcémieni@isteibliangsydtem I ¥} desclitrydeabolve amsabiercontknto t he
hard di sc 21 on the personal conputer 1. The portable device (X). 6-3 hol ds

o o PR S0 e 7 e Kopy i in e ot o
have been destroyed by hard disc crushing. If, for example, the music contents have
* been purchased correctly, it can be re-constructed free of charge.
. (5) Method for Allotting Master Key anﬂ Authentication Key of the Comprehensive
. Management Unit (X)

Between the comprehensive management unit (X)315 and the portableldevice

.(X) 6-3, there occurs reciprocal authentication using the ID and an authentication key
(MG-ID/IK) proper to the portable device (X) 6-3 and-a master key (OMG-MK) -

proper to the comprehensive management unit (X)315.

If there has occurred reciprocal authentication between the comprehensive

.management unit (X)315 and the portable device (X) 6-3, it becomes possible forthe

comprehensive management unit (X)315 to send music contents from the

.. comprehensive management unit (X)315 to the portable device (X) 6-3 or to. return the

music contents from the portable device (X) 6-3 to the comprehensive management

unit (X)315. Meanwhile, the comprehensive maﬂagement unit {X)315 holds the



fromthe outset. The portable device (X) 6-3 is not furnisq d with %hese
keys -or the information fromoutside. The portable device (5)69%29,0_ pdat es
the -generation of the authentication keys (M>1K) and the naster keys
(OMG MK). The portable device (X) 6-3 effectuates reciprocal '

aut henti cati on not by the authentication key or master key of the old
generation, but by those of the new ggneration: In the following it is
assunmed that the portable device (X) 6-3 is holding the authentication keys

(MG 1D and then.-master keys VK), , f 100 _ge s zeroth
o LOOPREIBESALIASI AR TR HEHLATE: Lok 2Pl TSR NN G b e
denoted the (MG IK[i]) and the master key for the it generg]g‘i on [.s denoted
the (Quatabdeidevic ;6&@@&%&%%@&%%‘% in SaeFPECINFICEOHYEH e
master keys (OMG 14 April 2004 67 M), is able to transfer the nusic

cont enfriedii@MsAcH- as @ - FRMBIY calds Sd,0f thedinusiontontents apesemtnftonedhput er 1
for storage therein. On the other hand, the conprehensive nanagenent unit

(X) 315 | di ng.:. , tHaS t ag-3, ti@sigusi ¢
cdnten?%%?%{%h%@mﬁ%ﬁq{% Q%yﬁ) tsHteo g‘gﬁﬁfn@?‘ﬁ%e sonal conputer
1. It is noted that, .in the conprehensive nagenent unit e _
master cq@yntqme%d dﬁ%ﬁ (prst?ngmeésqr@? F?@ngeéﬁg‘irﬁ aﬁﬁf@dééﬁ%ﬁ}%gn (Hg(om t he
‘conpact disc but is unable to downl oad nusic contents fromthe EMD server
(X) 4- Garddiohiled snithepotihble devicel 0.y thonthamhpnd; Hanusic copfeats Fettp st er
musi ¢ contents both fromthe CD and fromthe EMD server (X) 4-3. In the
1 ol | ovigi fréank pirtabRE ddviceU s Bao thesshpreichsivemaiagenent enit{X)B 5 t he

conmpact disc but is unable to ‘downl oad nusic contents from
the music contents on the memory card loaded on the portabl.e device (X) 6-3 are
transferred to the hard disc 21 on the personal computer 1.

The ponablé device (X)6-3 holds ID information (MG-ID), authenticationkeys
(MG-IK) for plural generations and master keys (OMG-MK) for plural generations -
from the outset. The portable device (X) 6-3 is not furnished with these keys or the
information from outside. The portable device (X) 6-3 updates the generation of the
authentication keys (MG-IK) and the master keys (OMG-MK). The portable device
(X) 6-3 effectuates reciprocal authentication not by the authentication key or master

- key of the old generation, But by those of the new generation. In the following it is - -
assumed that the portable device (X) 6-3 is holding the authentication keys (MG-ID)
and the ‘master keys (OMG-MK) for 100 generations of from zeroth to 100th
. generations. The authentication key fof t“he ith generation is denoted the (MG-IK[i]) -

and the master key for the ith generation is denoted the (OMG-MK(i])..

The comprehensive management unit (X)315, holding the master keys (OMG-



the EMD server (X) 4-3 is ternmed a key dedicated to ripping,and. the key
that is able to transfer nusic contents both fromthe CD gﬁquﬂéoéhD
server (X) 4-3 is terned an EMD key. In the present enbodi nent, the naster
key for the zeroth generation (OM> MK[O0]) is the key dedicated to ripping,
whil st the master' keys (OMGMK[1 to 99]) are EMD keys. The sequence for
processi ng enploying the key dedicated_to ripping is explained. |If the
conprehensi ve nmanagenent unit (X)315 € to be installed fromthe CD ROM

t he por le device (X) 6-3 and a floppy disc 52, for exanple, are sold as
a set 1 is pblejodrapgtenthe mugic copterta/iiom pgwiarpmpadt discdar andiodnto the
installing software of the conprehensive nmanagenent unit (X)315, as shown

in Fi g. pErsonal tchenputeap pyfodisserage theecins O ek ohieer! Band)fthe nesmprebeiveD) for
the portable device (X) 6-3, the authentication key for the zeroth

gener at h%a%eh'ﬁhmt)(@ﬂﬂs,tﬁdfsﬁgﬁg@ Mk lfegrrs é?\?@%ﬁ){%hg _Qgﬂagl{o?c%\ﬂﬁl oad

(OMG MWK 0] ).” For enabl I'ng 't portab

used, the CD- ROM 36 is fir oaded t ersonal ,conmputer 1 (step

S1Ty . THE T et S fhe BSR4 ks R RHom thé DERGE] pmbRISSM ¢ he
CD- ROM 361 onto the personal conputer 1. The conprehensi ve managenent unit
(X) 315 lhen is-installed in the hard disc of the personal conputer 1 (step
S13). The ID information (M>1D) of the portable device (X) 6-3, stored in

the floppy ditsis nd6ed that)én detdoamprensnidion nieeygé@ent Bigit (X)315, the master key -. -

(OMG-MK), that is able to transfer the music contents from the compact disc but is
unable fo download music contcnt-s from the EMD server (X) 4-3, differs from the
master key (OMG-MK), that is able to transfer music contents both from the CD and
from thé EMD server (X) 4-3. In the fo]lowing, the.key that is able to transfer the
- music contents from the compact disc but is unable to download music contents from -
the EMD server (X) 4-3 is termed a key dédicated to ripping and the key that is able
to transfer music contents both from the CD and the ‘-EMD server (X) 4-3 is termed
an EMD Kkey.

In the present embodiment, the master key for the zeroth generation (OMG-
MK][O]} is the key dedicated to ripping, whilst the master keys (OMG-MK]1 to 997])
are EMD keys. -
| The sequence for processing employing the key dedicated to ripping is
explained.

If the comprehensive management unit (X)315 is to be installed from the CD-

ROM, the portable device (X) 6-3 and a floppy disc 52, for example, are sold as a set



zeroth generation (M>1K[0]) and the master key for the zeroth generation
(OMG. MK[0]) are then saved in the personal conputer 1 (stéﬁpﬁ‘g)zpo‘ﬁ'hi S
enabl es the nusic contents furnished by e.g., a nusic CD 363 to be stored
in the hard disc of the personal conputer 1 (step S15). Meanwhile, since
the master key for the zeroth generation (OM>MK[0]) is a key dedicated to
ri pping, no nusic contents can be dgﬁnl oaded fromthe EMD server (X) 4-3.
The portable device (X) 6-3 holds authentication keys and master keys for

he ooRBam GaDrBOM ST biving SEvaral i BRrRoM - Birall e SER B B8 o™

bet ween t he conprehensi ve ma_na%ement uni t (X#S 15 hol di_ng tg‘e
aut hentomptéhemskeymatagemeent enisi(X)Jtnas shown imkig 24 Indhe floppy Aisd2 4e
master key and the portable device (X) 6-3 becones feasible. Thus, it

beco RPER I ehfbmafion fMG‘lPD ithe pofihbletdevics (X shdtheyaut lentimation CD. 363
etc inﬁs'i?ﬂe menory card of the gg?t ab?e device ( 6-3 (step S16). On the

{r oughot s thezbdf B AR O IRTODERTEY ake! IOE 2o ERERERR, e eno

registration server 3 on the Internet, along with the- conprehensive

managef@MGMIK[O]}x) 315, as shown in~Fig.28. If the portable device (X) 6-3
etc., as sold, is to be rendered usable, the EMD registration server 3 on
t he net wor kFbsenatlirmsthd soldgportptitdevigs €X) 613 elad to heusrib M@'MSZ 1).
The EMD registration server 3 then authenticates the user ID and the
Eﬁ/ésmfsd £{r§t 9Bade®)on !thet PeisBnils cBmputablietepi 811).heTast bempiaimnsre, t he_
management unit (X)315 then is installed from the CD-ROM 361 onto the personal
computer 1. The comprehensive management unit (X)315 t.hen is installed in the hard
disc of the personal computer 1 (step ‘813). The ID information (MG-ID) of the
portable device (X) 6-3, stored in the floppy disc 362, the authentication key for the
zeroth generation (MG-IK[0]) and the master key for the zeroth generation (OMG-
MK [0)) are then saved in the personal computer 1 (step S14).
This enables the music contents furnished by e.g., a music CD 363 to be stored
in the hard disc of the personal computer 1 (step S15). Meanwhile, since the master
- key for the zeroth generation (OMG-MK[0]) is a key dedicated to ripping, no music
contents can be downloaded from the EMD server (X) 4-3.
The portable device (X) 6-3 holds authentication keys and master keys for 100
generations to cope with generation updating. In the initial setting, the generationis .

the zeroth generation. So, reciprocal authentication between the comprehensive

management unit (X)315 holding the authentication key of the zeroth generation and



registration server 3 transmts the installing software of .the .

conpr ehensi ve managenent unit (X)315, ID information (MG Ilﬂ)l)}‘PG’fupﬁlu‘é
portable device (X) 6-3, 'he authentication key of ‘the zeroth generation
(M>1K Q) and -the naster key of the zeroth generation (OMGMK[O0]) to the
personal conputer 1 (step S23). The personal conputer | then boots the
instal ling software of the corrprehengd%ve managenent unit (X-)315 to
install the conprehensi ve nanagemnent it (X)315, while saving the ID

i nformation (M5, 1 D) of the (tabl.e vice (X) 6-3, the t henti cati on key
of the ! éwr&@mﬂéﬂh@rpoe%lq dgNirg ?ﬁhéﬁ hecames tsasibls, ¥ “%aﬁé%ﬁﬁﬁ"@@ﬁ-
generation. (OM> MK[O01l) in the hard disc 21 (step S24). This stores the

conpr ehpossible towtorg éhemusicounter(txirhishied biytibe harsic @Ds363 atc épth8aBgmoty Apri |
2004 70 This enabl es the conprehensive managenent unit (X)315, furnished

by e-g-earﬁhﬁfﬂﬁﬁziditamé&ﬁcegxgg% @%ﬁ%ﬂl n the hard disc 21 of the

personal conputer 1 (step S26 e, since the naster key of the

Content o canmi OB SRS Hohe bPmRrdRbi AT LRl Bient Buft R LI ARRSHI o5 o

device (X) 6-3 holds the authentication keys and nmaster keys for _ 100

gener at thgpugh the gaetwiork o theo pddregs,t wser D ol the passwardostss i @h the (E

initial state, the generation is set to the zeroth generation. So, the

reci pr oreglisteatidresdrivens oarthb &ttessn, albhg witinthe shernwekensivemgaagamenninit ( X) 315

hol di ng the- authentication key and the nmaster key of the zeroth

gener at i3 1§TJ‘ASTSH§WBQEtI§E|l)3.deVi ce (X) 6-3 becones possible. Therefore, the
€a by

musi ¢ contents furnis the nusic CD 363 etc., can be stored in the

If the portable device (X) 6-3 etc., as sold, is to be rendered usable, the EMD
registration server 3 on the network is accessed, using the user ID and the password
(step 821). The EMD registration server 3 then authenticates the user ID and the
password (step S22). If there is no problem- in the authentication, the EMD
registration server 3 transmits the installing software of the comprehensive
management unit (X)315, ID information (MG-ID) of the portable device (X) 6-3, the
authentication key of the zeroth generation (MG-IK[0]) and the master key of the
zeroth generation (OMG-MK][0]) to the personal computer 1 (step S23). The personal
computer 1 then boots the installing software of the comprehensive management unit
(X)315 to install the comprehensive management unit (X)315, while saving the ID
information (MG-ID) of the portable device (X) 6-3, the authentication key of the

- zeroth generation (MG-IK[0]) and the master key of the zeroth g.eneration.(()MG-
MK{0}) in the hard disc 21 (step $24). This stores 'the comprehensive management

unit (X)315 in the hard disc (step S25).



menory card of the portable device (X) 6-3. In addition to.the d shown
in Figs.27 and 28, such a nethod may al so be wused in whi CH414R§HSE)BE
conprehensi ve nmanagenent unit (X)315 and the naster key of the zeroth
géneration (OMGMK[O]) dedicated to ripping is stored in the CD-ROM 361

and in which the authentication IDwth respect to the portable device (X-)
6-3 and the authentication key for tfe zeroth generation (MGIDIK) - are
furni shed over the network. The sequence of operations for updating the

key dedi cated.to ri.pphng t n I | i C
contents do ‘58%8%]8%??1?%%\75%%@%%%@@? éxggtﬁgpgp%%%&%)’(p ai ned.
14 April 2004 71 The conprehensi ve ma nent unit 315 ks furdy.shed via
a r emovengie G odnto kagaressinghehardlisc gi%g\ﬂé‘? PQSHE?MP“@ﬁiiStQB %H net,
by the sequence of operations shown in Figs.27 and 28, and is installed in
t he halMeshwhil2]sineetthe npastaokal of temperoth generation ((OMG-MK[Q]hds a key

conpr ehensi ve managenent unit (X)315 is holding the master key of the

zeroth et &P{lﬁﬁ ik c?ﬁ%ﬁ%@%ﬁ% ]Be BohRiscdTebhhie BMDssrvecat i on

key for zero g€heration ), with-the key of the portable
devi ce ), 6-3 being in the default generation. First, the personal
cComput 8 3 o
agi st at | oAl IsEpaRHbIS deisk (KO\TaROIdsibe aul i liation K65 Abd FHESTIEIAGPH (st ep
S32). If there is no problemin authentication, the EVD regi stration server
3 regi 308 gertdiftiom, in order to cope with the generation innovation. In the initial state,
the generationis set to thé zeroth generation. So, the reciprocal ai_Jthentication between
the comprehensive management unit (X)315 holding the authentication key and the
master key of the zéroth generation and the portable device (X) 6-3 becomes possible. -
Therefore, the music contents furnished by the music CD 363 etc., can be stored in the
memory card of the portable device (X) 6-3.
In addition to the method shown in Figs.27 and 28, such a2 method may also be
used in which the comprehensive management unit (X)315 and the master key of the
zeroth generation (OMG-MK[O]) dedicated to ripping is stored in the CD-ROM 361
and in which the authentication ID with respect to the portable device (X) 6-3 and the
authentication key for the zeroth generation (MG-ID/IK)-are furnished over the
network. -

. The sequence of operations for updating the key dedicated to ripping fo an

- EMD key to enable the handling of music contents downloaded from the EMD server

(X) 4-3 is hereinafter explained.

“dccesses th EMD registration server 3 on the network, using the



i nformati on of the personal conputer | (OMG1D) to generate a n key
(OMG- PK), secret key (OMGSK) and the wit of aut henticatilén’{'l(r 41 PK] )
of the open key for the conprehensive managenent unit (X)315 to connect to
the EMD server (X) 4-3 (step S33). The EMD registration server 3 then
transmts the generated open key (OMGPK), secret key (OMz SK) and the
wit. of authentication (Cert [PK]) to the personal conputer 1(step S34).
The EMD registration server 3 then trafdsmits the IDinformation of the
portable devjce (X) 6-3 (M>1D), authentication key of the ith generation
(M1 K[i]) anthe sempighensivaaanggempat noi (@345 ds ifurisiocyia ifpmovebleane
personal conputer 1 (step S35). The EMD registration server 3 then updates

t he recenedidnkeyshas a. CDEROM, aroviche nkiwdil, isucReOtéiet 8ohiesequédiile of
information (MG 1D), authentication key of the ith generation (M>I1K[i])

and the ggﬂ;%ﬁiﬁ‘ﬁ%“ﬂﬁntﬁgshy'ﬂﬁ%e&ﬁf fs%stﬁ%ﬂ\ff%}%ﬁ%ﬂgﬁtﬂ% 'tllie&?J egﬁﬁlat Ion

(step S e conprehBnsive mahagenent unit en exe

aut henti catiqgn wt he. .npprtabl e device 6-3 (ste ). e

it hent o gfr 1 hi Fims J66 6 0RpEHeRs G o Mgsnens SPiBOTA S hERAE Bre ¢ he
own key to the ith generation (step S38). This enables the conprehensive
nmanagendpasteihkey qixhei1zroth generetinn (QMGdHKEN) dedicated bhe dippjng hadnibsi ¢ CD
363 to be stored in the hard- disc of the personal conputer 1 as well as

31 s Joprons etk g QIO Ot Oy e
operati gastaBle 4E5IEE BX) 803 bERRYAthe Ueflulfodheratidlf EMD key i's  expl ained.
| First, the personal computer 1 accesses th EMD registration server 3 on the
network, using the user ID and the palésword (step S31), as shown in Fig.29. The
"‘EMD registration Server3 then authenticates the user ID and the password (step S32).
If there is no problem in authentication, the EMD registration server 3 registers the ID -
information of the personal computer 1 (OMG-ID) to generate an open key (OMG-
PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) of the open key -
for the comprehensive management unit (X)315 to connect to the EMD server (X) 4-3
(step S33). The EMD registration server 3 then transmits the generated open key
(OMG-PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) to the
personal computer 1 (step S34). |
The EMD registration server 3 then transmits the ID information of the portable
device (X) 6-3 (MG-ID), authentication key of the ith generation (MG-IK([i]) and the
master key of the ith generation (OMG-MK([i]) to the personal computer 1 (step SSS). _

The EMD registration server 3 then updates the received keys etc., based on the



The conprehensi ve managenent unit (X)315 is holding the maste/& %pgf t he
ith generation (OMGMK[i]), ID for au and the aut hent i cat i off fé@

the. zeroth generation (M1K[i]), with the generation of the portable
-device (X) 6-3 being also the ith generation. First, as shown in Fig. 30,

I f the personal conputer 1 accesses the EMD registration server 3 to do
sone processing, the EVD registrati on, Server 3 authenticates the ID of the
conpr ehensi ve nmanagenent unit (X)315 %o transmt the authentication key of

th i +k)th tior | K[ +
Gone: HTacsvedTmeRmA (G W
(

Kk d.th K f. i h
poeadaion etat b eFipGtian (AGHKHN.
conpr ehensi ve managenent. unit

X) 315 of the personal conputer 1 updates

t he 14amptlid magerkéBof theithigeneration(OMGeMKET) thshe hgendretion{step SBEY. to the-
(i +k)th generation (step S42). The conprehensi ve management unit (X)315

t hen a’l’b@%q;ﬁ%h@ﬁsi%@%a%?&ﬁ@hﬁuﬁ‘i@\(%(%ls thon Exctules AarhedGeatiothenith the

aut henticate the portablle device 6-3 updates the generation of the

own key fr he i r.at i t gyt he ] . r.at i / . On
t he ot-ﬁ‘é’?‘aﬁigﬂ ,v“é%%gpig\%%tﬁp éggh%’" %tﬁ%g%{elﬁ%?%lﬁg?lttagg]{j%@tcggf ﬁen%%i cation
key etc., used by the portable device (xt)h 6-3, is §he §é+k)th generation,
and t hupdases throgenaratiomof theown keyyodhe it .g%’@mm&/@% rehensi ve
managenment unit (X)315 is the ith generation, the authentication between

t he port abl Fhifeensalsles Xhe Geodnpretiensinp rmbragiment usihadidht toustare (MUSKS
‘results in failure, even if such authentication is attenpted. (Step S51).

3 SRR A i O 4l i et venepasont 1 |
's a. kce:gmputer 1 as well as to store the music contents downloaded from the EMD server
-(X) 4-3 in the hard disc 21 of the personal computer 1 (step S39).

The sequencé of operations of géneration innovation of e.g., the EMD key is
explained.

The comprehensive management unit (X)315 is holding the master key of the
ith generation (OMG-MK{i]}, ID for au and the authentication key of the zeroth
generation (MG-IK[i]), with the generation of the portable device (X) 6-3 being also
the ith generation.

. -First, as shown in Fig.30, if the personal computer 1 accesses the EMD
registration server 3 to do some processing, the EMD registration server 3.
authenticates the ID of the comprehensive management unit (X)315 to transmit the
authentication key of the (i+k)th generation (MG-IK[i+k]) and the master key of the
(i+k)th generation (OMG-MKJi+k]) to the perS(.)nal;computer 1 (step S41). The

comprehensive management. unit (X)315 of the personal computer 1 updates the



request, the EMD registration server 3 authenticates the IB of th%

conpr ehensi ve rmanagenent unit (X)315 to transmt the auth AR 208 key of
the (i+k)th generation (MG IK[i+k]) and the nmaster key of the (i+k)th
generation (OMG MK[i +k]) (step, Sb3). The conprehensive managenment unit
(X) 315 then updates the received authentication key and master key to the
(i +k)th generation (step S54). The c&gprehensive managenment unit (X)315

t hen aut henticates the portable device”(X) 6-3 (step S55). . This enables
t he conprehen iv% managenment unit .(X)315 to store the nusic contents

f ur ni sh&P%‘gﬁff sthapldcationkeysand the masigr hey 4o she Gi+kpth genesation (RtegeS42).i n t he
personal conputer 1 and to store the nusic contents downl oaded fromthe EMD
14 - Apr i The@@npi¢hessve erana@enénBuhio (M3 55 dierdauthentietdmtin phrsabl@ devivet he
personal conputer 1 (step S38). In the above-described music contents

Compr ohEbi ue Sehagirent A ooy dGaed, B¢ PRRUIERIARR, (AT IR,

conpr eh Ive agerrent unit port Vi ce
cl assed_into..keys dedi cated to.rinping and those. nected. to thg server,
and t neekiyBuSERR s Ry Froo uie RS A050 tg ML b e R Shion uer Sl The.
result is that, in the music contents distributing systeml,.safety in the
nusi ¢ cont eRisthgicher ands @s showntindigetly éf the genarationcef, the aathartigationf t he
keys dedicated to ripping are broken, the mnusic contents downl oaded from
t he serkey ewanmsed bydhe pestableydeicd (X} 68, inthe ¢i+Qth gaiesatdds,anidiiliat Gfaheyst em
1, the nmaster and authentication keys, wused by the conprehensive
managengithefititidneytacandld BeiRUdniflehefiive Gfana g mBntunit (X)315 is the ith
generation, the authentication between the portable device (X) 6-3 and comprehensive
management unit (X)315 results in failure, even if such authentication is attempted.
(Step S51). If the authentication results in failure, the comprehensive management unit
(X)315 requests a key to the EMD registration server 3 (step S52). If there is a key
request, the EMD registration server 3 authenticates the ID of the comprehensive
management unit (X)315 to transmit the authentication key of the (i+k)th generation
(MG-IK[i+k]) and the master key of the (i+k)th generation (OMG-MK([i+k]) (step
§53). The comprehensive management unit (X)315 then updates the received
- authentication key and master key to the (i+k)th generation (step S54). The
- comprehensive management unit (X)315 then authenticates the portable device (X) 6-3
(step S55).
This enables the comprehensive management unit (X)315 to store the music

contents furnished by the music CD 363 etc., to be stored in the hard disc 21 in the

personal computer 1 and to store the music contents downloaded from the EMD



are used subject to generation innovation. Mreover, the cqonprehensive
managenment unit (X)315 is fed with the master and aut hentiléﬁﬁrﬁﬁoﬁéys over
t he ‘network for generation innovation, thus raising safety of the

masi c-contents. Industrial Applicability In the nethod and apparatus for
transmtting contents data,. nethod and apparatus for controlling the
contents data and the correspondi ng rgcordi ng nedium according to the
present invention, the degree of freedomin the description of the using

condi tions be epl arged. b Xpressing.the using,condit.i Wl tion
appendé@l“’t%i%ﬁé'&ﬂ‘ng%ﬁ e‘gH’c eﬁlﬂrgﬁﬁsﬁﬁgﬁh PeTg l"llplgﬁgi (%tgp 1 VS 1.
An apparatus for furnishing contents data in_ which the using condition

i nf or mat i on In ¢ aboverdesaribed musigi cangenys idistribuing systema d, dhe master and
transmtted along with the contents data, said apparatus conprising: neans
for funntisdiitiRatidaibysonsanby thalcaniichamive urnagemendiunito(X)3iSoamhthon;
said contents data being constructed in a state of having been added to

1 ol ARIGERRTI S, A L08R KO oAl AP Ao ERAIA 0BG el | on
| nf or i A SSreE AP 6 KEY SISl G BT 7 GVl IYRG ROBAH Ak s of
a function for changi ng a val ue .
The. result is that, in the music contents distributing system 1, safety in the music
. .contents distributed from the server is improved, such that, if the keys dedicated to
ripping are broken, the music contents downloaded from the server cannot be
destroyed.
- In the music contents distributingrsystem 1, the master and authentication keys,
used by the comprehensive management unit (X)315 and the portable device (X) 6-3,
are used subject to generation innovation. Moreover, the comprehensive management

unit (X)315 is fed with the master and authentication keys over the network for

- generation innovation, thus raising safety of the music contents.

Industrial Applicability

In the method and apparatus for transmitting contents data, method and
apparatus for controlling the contents data and the corresponding recording medium,
according to the present invention, the degree of freedom in the description of the
using conditions can be enlarged by expressing the using condition information

appended to the contents data by an automaton.



stated in said automaton describing portion; a program stat ﬁd iq §6121d
aut omat on descri bing portion being constituted.to generaté s’*t It&
transition based on occurrence of an event. 2. -: The apparatus for

furni shing contents data according to claim1 wherein the function
described in said paraneter file represents the pricing- of said contents.
3. The apparatus for furnishing contents data according to claim1l wherein
said paranmeter file is constructed t® permt re-witing fromone content
purveyor to another. 14 April 2004 76 The apparatus for furnishing
contents data according to clai m ClvhBvISi n sai d using condition information
further includes a hysteresis file stating the operating trajectory of the

conterts operati Mn Wﬁ}fﬁg?%ﬁpﬁ?ﬂf@éﬁteﬁfs 22 & WRIdHARe ‘ﬁfsingﬂﬂgﬂjgﬁ% omat on

descri bi ng portion. for furnishing content

accor g s Gl iaki L rel ' omaton i s, described ip a .

tupl e ?E%E?F%S’.Oﬁéaﬂ%énﬁggg’ﬂg‘ﬁ d ﬁ?d (ﬂg tﬁﬁﬂ’rﬁ%?ﬂbls g&%t 13 ﬁf@gsragﬁ%@@egmth}g, to
claimgd wherejin, said, automaton describing portion is stated in XM
(eXte ‘?B’I”étef#a‘r%ﬁ’ 24 aRRYafus comprisi@gappar at us for furni shing contents
data according to claim1 wherein said automaton describing portion

descri bes pegamsifer fumishting ssidafontqss datanand saitl eideotondieRinfogmiabion;

operation of said contents. 8. The apparatus for furnishing contents data

accor di ng ksiddontents ditadie ot ALHARAR LIRS g 194804 1 VndGReT 1 bes
an action acconpanying status. transition.
usingrcondition information;
said using condition information including an automaton file and a parameter
file;
said automaton file including an automaton describing portion stating the using
condition information in an automatdn;
said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;
a program stated in said automaton describing portion being constituted to -
generate status transition béséd on occurrence of an event.

2. ~~* The apparatus for furnishing contents data according to claim 1 wherein

the function described in said parameter file represents the pricing- of said contents.

3. ~ The apparatus for furnishing contents data according to claim 1
wherein said parameter file is constructed to permit re-writing from one content

purveyor to another.



9. -The apparatus for furnishing contents data according to ﬁlaiﬁpa %herein
saird furnishing neans is provided in an EMD (electric nusié dﬂg |B tion)
server. 10. A nethod for furnishing contents data in which the -using
condition information indicating using conditions for the contents data is
transmtted along wwth the contents data, wherein: said contents data and
said using condition information are f7& ni shed; said contents data being
constructed in a state of having been added to with said using condition

i nformedi on; 14 Apri Th2Gipardas $6i ﬁlﬂﬁﬁh@ﬂ% eon@hts aptd E‘ééHrlﬂﬁi 89 cidifl #di ng
au

an automaton file and a paraneter said omaton file including an

Ut o @541 ORI S R B L s T BB, L "

aut omat on; sai SCribrng coertici

changing a walue. stated in sai.d automaton describing portjion; a program
stated TRFIAUPE ¥%°§ﬂﬂi 6&%&98@&? RBCI3ERE R’Gﬁ“g@il th %‘Hﬂ@ﬂﬁstq,ft@ﬁctlﬁtlog @% erate
status transition based on occurrence of an event. 11. The nethod for

f ur ni shiaid avtmatensdesetibingquatidnng to clai m 10 wherein the function
described in said paranmeter file represents the pricing of said contents.

12. Thes.net hod for fmmhﬁ,ﬁﬁraﬁ]scmtﬁﬁﬁﬁhﬁg %@emr&ﬂtﬂ%&er@giw disghgrein

said paraneter file is constructed to p re-writing m one cont ent

Fgr \é%%’nh%‘%i’ﬁ@?tﬁﬁ{"g&?@ ismgcﬁﬁécm)rpa ftuoﬂlejs't]rrirrfé.s hi ng contents data according
6. The-apparatus for furnishing conterits data according to claim 1 wherein
said automaton describing portion is stated in XML (eXtensible Markup 'Language).
7. The apparatus for furnishing contents data accordi;lg to claim 1 wherein
said automaton describing portion describes parallel synthesis of operating states for
updating the operation of said contents.

8. . The apparatus. for furnishing contents data according to claim 1 wherein
said automaton describing portion describes an action accompanying status transition.
9. - The apparatus for furnishing contents data according to claim 1 wherein
said furnishing means is provided in an EMD (electric music distribution) server.
10. A method for furnishing contents data in which the using condition
information indicating using con‘ditions for the contents data is transmitted along with
the contents data, wherein:

said contents data and said using condition information are furnished; -

said contents data being constructed in a state of having been added to with said

using condition information;



using condition information further includes a hysteresis file stating the
operating trajectory of the contents operating based on tHeAp@i(9dt s of
description of said autonaton describing portion. 14. The nethod for
furni shing contents data according to claim 10 wherein said autonmaton is
described in a tuple-string. 15. The nmethod for furnishing contents data
according to claim 10 wherein said ayggnmaton describing portion is stated
in XML (eXtensible Markup Language). 14 April 2004 76b 16. The nethod for
furni shing contents dat&. accordi ng%_ to, cl ajm 10 wherein said _automaton
descri bi ng pS# bitg &erditivasinformation i ng ansauspmainsy Hlg ard atparametesy
updating the operation of said contents. 17. The nethod for furnishing
cont ent filetat a according to claim10 wherein said automaton descri bing
portion describes an action acconpanying status transition. 18. The mnet hod

data and sai dogexnynan fRACRARRL M Mhchfdh BeRedipl BERELT b8 g RTbE™ °

(electric _music distribhution) server. 19. A recordi ng medi um havi ng stored
t her ei nc@nqifiopinformgtiondp #r@utinatesht ents  data furni shing the using
condition information indicating using conditions for the contents data

al ong with tbsidositheetes flatdescbiipetderfibRnt6NaSinbgoR OO cAMiAE o ¥AIpEshi ng
the contents data includes the processing for furnishing the contents

g:& g,rre;sg{ragemisggi Q&Bfﬂatté)rijﬂescirﬂ)fiﬁ)gr Ir)rglttio%r;l i ncluding an automaton file and a

a program stated in said automaton describing portion being constituted to
generate status transition based on occurrence of an event.
11.  The method for furnishing contents data according to claim 10 wherein the
function described in said parameter file represents the pricing of said contents.
12.  The method for furnishing contents data according to claim 10 wherein said
parameter file is constructed to permit re-writing from one content purveyor to
another.
13. The method for furnishing contents data according to claim 10 wherein said
using condition information further includes a hysteresis file stating the operating
trajectory of the contents operating based on the contents of description of said
automaton describing portion.
14, The method for furnishing contents data according to claim 10 wherein said
automaton is described in a tuple-string.
15.  The method for furnishing contents data according to claim 10 wherein said

automaton describing portion is stated in XML (eXtensible Markup Language).



said automaton file including an automaton describing portion stating the
using condition information in an automaton; said paranet é# April@d04
describing coefficients of a function for changing a value stated in said
aut omat on describing portion; a programstated in said autonmaton descri bing
portion being constituted to generate status transition based on
occurrence of an event. 14 April 20.04g46c 20. A control apparatus for
contents data in which one or nore contents data and the using condition

i nformation statinaﬁ;he using condition for said contents data are

super vi 48d arddici meliodcfor umishingncenderts data gceanding toslainoh® evhereimasaid
associ ated therewith are controlled, said control apparatus conpri sing:

cont r ol ageaigoh OdesePBing Ipoktigh (AR cABEY ?\;avi}aglhefﬂa&ﬁnl@@ﬁ%foapéraﬁn%%tmg for

condition information asSsociated ther ; .- said contents data being
constru .1n.a state of.haying been added to with said using condition

i nfor m@%’gﬁt}ﬁég}%ﬂﬂ?&tﬁ@ 8%%?&5??’3‘&“?% ormation including an automaton file
and a paraneter file; said automaton file including an automaton descri bi ng

por ti on1dt at (Thg mhthodsfargfurmishidiet ¢antents fdataratcanding taolamt ddatloersinssdid
paraneter file describing coefficients of a function for changing a val ue

e, S AL o o4 e O AR AL il
18.  The method for furnishing contents data according to claim 10 wherein said
contents data and said using condition information are distributed by an EMD (electric
music distribution) server.

19. A recording medium having stored therein a fumnishing program for contents
data furnishing the using condition information indicating using conditions for the
contents data along with the contents data, wherein

the furnishing program for furnishing the contents data includes the processing
for furnishing the contents data,

said using condition information including an automaton file and a parameter
file;

said automaton file including an automaton describing portion stating the using
condition information in an automaton;

said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;

a program stated in said automaton describing portion being constituted to

generate status transition based on occurrence of an event.



generate status transition based on occurrence of an event. 21, The
apparatus for furnishing contents data according to cl ai m 26 Awd289h  the
function described.in said paraneter file représents the pricing of said
contents. .22. The control apparatus for contents data according to claim
20 wherein said paranmeter file is constructed from one content -purveyor to-
anot her. 23. The control apparatus fog contents data according to claim?20
wherein 14 April 2004 76d said using ®hdi ti on i nformation further includes

a hyst sis fil | th erating .trajectory of the content

oper at ?Zr\(g based %\Eélﬁtgbf(:hg’ﬁtaéaﬁygf’b&fco&&ﬂ? f‘ﬁ‘?l'hﬁ"ﬁﬂ& éﬂ? BIWB%{“SHP%@EH bi ng
portion. £4.- The control apparatus for contents data according to claim 20
wher ei rENdstheBising 1§anjisiaymatientstalingrihg using eonslitiomépr s2id camtentsodataol =
apparatus for contents data according to clai.m 20 wherein .said.automaton-
descri Hragupernvisashand irswhialg baseddh sﬁi@ﬁsﬁ? cohditiva kortchBndiifdssociatdd. The
control apparatus for contents data according to claim?20 wherein said

aut OMRURGrCAANP IOCAGIN, SR GRRAIaBBAAG Bbiplisignt st s of operating

states for updating the operation sald-co 27.. .- The control

apparatus faor _contents data acecordi.ng to claim20 -where. in said, -
aut omat on dé?@?’iagirﬂ%arﬁ fi%ﬂﬁﬁgé%g ﬂb%g"@ﬁmécﬁﬂt%ﬁa%ﬁh%ﬁﬁﬁwwg canghitien _
transition. 28. The control apparatus for contents data according to claim -
20 wherléffﬁmat@éi @semﬁ%themnﬁ; is constituted by a reproducing.application
for reproducing said contents data. : , ' _

said contents data being constructed in a state of having been added to with said

using condition information;
said using condition information including an automaton file and a parameter
file, |
said automaton file including an automaton describing portion stating the using -
condition information in an autbmaton; |
said parameter file describing coefficients of a function for éhangirig a value -
stated in said automaton describihg portion; |
a program stated in said automaton describing portion bei{.lg' con_tlrolle'd' t‘c;d
~ generate statustransitioq based én occurrence of an event. T |
21. The apparatus for furnishing contents data according t(; claim 20 wherein
the function described in said parameter file represents the pricing of said contents.
22, The control apparatus for contents data according to claim 20 wherein
- said parameter file is constructed from one content purveyor to another.

23, The control apparatus for contents data according to claim 20 wherein



29. A control nethod for contents data in which one or mor & conﬁ&nbf dat a
and, the using condition information stating the using conditf AL £894 sai d
contents data are supervised and in which, based on said using condition,
contents data associated therewith are controlled, said control method
conprising: controlling the contents data based on the using condition
information associated therewith; 14 April 2004 76e said contents data
bei ng constructed in a state of having been added to with said using

condition information; said using con®dion information including an
' file including an

aut-omat dle and.a paranmeter file;, sajd gqutonato

automatsgﬂd H%Egﬁoﬁﬁﬂbo“p'ﬁqu mé‘cféff'ilhﬁbmc G éterﬁsdﬁgiilfﬁtéﬂng CPRFERIBE i n an
automat on; said paranmeter file describing coefficients of a function for
changi AFRI&Cctesy v thet eerdentis noprirting dased oanthdesmntenisnef desdripdion af maddr am
stated in said automaton describing portion being controlled to generate

st at us aut@natdn da;dpﬁﬁ@glpgﬂi(ﬁﬁcurrence of an event. 30. The nethod for
furni shing contents data according to claim29 wherein. the function

describgd in said I ' reepr S rL,ein f.sai.d contents.
31. Thteﬁ control rrgpﬁggHﬁéﬁ dﬁ%@ﬁtfgpﬁgﬁgﬂgcdcaﬁ]g?‘godd%%@PW%@-%W&n said
paraneter.file. is.c nstru&t,ed fromone content purveyor to another. 32.

The cofftidtutRBiaten is desEhisddRadtupla-striigeording to claim 29 wherein

- 25. The control apparatus for contents data according to claim 20 wherein
. said automaton describing portion is stated in XML (éXtensible Markup Language).
26. - . The control apparatus for contents data according to claim 20 wherein
said automaton deécﬁbing portion describes parallel synthesis of operating states for
updating the operation of said contents.
27, . The control apparatus for contents data according to claim 20 wherein -
said automaton describing portion describes an action accompanying status transition.
28. , The control apparatus for contents data accofding to claim 20 wherein.
said control means is constituted by a reproducing application for reproducing said
contents data.
29. ' control methed for contents data in which one or more contents data
and the using condition information stating the using condition for said contents data
are supervised and in which, based on said using condition, contents data associated
therewith are controlled, said control method comprising:
-controlling the contents data based on the using condition information

associated therewith;



said using condition information-further includes a hystereﬁis filg stating
the, operating trajectory -of the contents. operating based*éWi B804 ont ent s
of, description of said autonmaton describing portion. 33.. The control

met hod for contents data according to claim?29 wherein said. automaton is
described in a tuple-string. 34. The control nethod for contents data
according to claim?29 wherein said 14 April 2004 76f automaton descri bi ng
portion is stated in XM. (eXtensi ble Markup Language). 35. The control

nmet hod for contents data according to’@ aim 29 wherein said automaton

descri bi ng por.ti on, desgri bes parallel synthesis of operating states for
Updating t he A SPHSTRd DAL ansHuEieddh agtate oRbavIBEDFER addechiswith said
contents data according to claim29 wherein said automaton descri bing

por t i onUsiBg condédominfgomption;acconpanying a status transition. 37. The
control nethod for contents data according to claim?29 wherein said

control nmeansaidusdgnsdnditibs dnfoymatioARhOddFNSn aPRMASHIFAL ahQ'a eﬁaerﬁﬁl%?'éfc' ng
said contents data. 38. A recording nmedi Um havi ng storeg therein a
controlgrogram -for contents data, in which one or nore contents data and
the using’condition information stating the using condition for said
contents data.are-supervjised and i n-which, based on said using condition,

contents dat1dautpmatopdile insludinganautomatonidsseabingpeirtion statingjthe msingod -

conpri si n%
con

:ition information in an automaton;

said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;

a program stated in said automaton describing portion being controlled to

generate status transition based on occurrence of an event.
30.. © - The method for furnishing contents data according to claim 29 wherein
the function described in said parameter file represents the pricing of said contents.
31. - " The control method for contents data according to claim 29 wherein said
parameter file is constructed from one content purveyor to another. -
32. + The control method for contents data according to claim 29 wherein
said using condition information further includes a hysteresis file stating the operating
trajectory -of the con.tents. operating based on the contents of description of said
aufomaton describing portion.
33.. The control method for contents data according to claim 29 wherein said .

automaton is described in a tuple-string,

34. “'The control method for contents data according to claim 29 threin said



controlling the contents data based on the using condition infor gion
associ ated therewi th; said contents data being constructedlﬁﬁuﬁﬂgﬁ te of
havi ng been added to with said using condition information; said using
-condition information including an automaton file and a paranmeter file; 14
April 2004 76g said automaton file including an autonmaton descri bi ng
portion stating the using condition information in an autonaton; said
paraneter file describing coefficients of a function for changing a val ue
stated in said automaton. describing E@ﬁtion; a programstated in said

aut ona Criybing.portion includin o] sing, f mapagi ng control to
gener a%igpos'ﬂgfodlsa‘%rc ‘?@Eg PBH‘%?@@*"B& ‘%mm@nﬁgl%ﬁf%kﬁhbng%g@ 1A
recordiing medi um having stored therein contents data, and the using ‘

condi t Pén i nf or mat Temcerirokmethasofer sonterdsidata asoddiegrtoatiin @8twhéersing
constructed in a state of having been added to with said wusing condition

i nf or mahidoautonritdn clestriting pdeticn Heddiibes Pard1R1Is9HIHRIRSSE Sbradh ¢ stdfisBr

condition information assocCiated therewith; safd using (g%ndl tTon

Lo e A € 2, 5 perarerer e s
) cond'b%! on infor nﬁ;[el 80nntiroq l%gthaouc{ ?onxpéo%?énts data according to claim 29 wherein
said automaton describing portion describes an action accompanying a status
transition.
37. ~ The control method for contents data according to claim 29 wherein
said control means is constituted by a reproducing application for reproducing said
contents data.
38. A regording medium having stored therein a control program - for
contents data, in which one or more contents data and the using condition information
stating the using condition for said contents data are supervised and in-which, based
on said using condition, contents data associated therewith are controlled, said control
- method comprising: |

controlling the contents data based on the using .condition information
associated therewith;

said contents data being constructed in a state of having been added to with said
using condition information;

said using condition information including an automaton file and a parameter -

file;



said paranmeter file describing coefficients of a function

val ue

for, ch |
stated in said automaton describing portion; a prog#grﬁpﬂgﬁg

sai d .aut omat on descri bing portion, including processing for nmanaging
control to generate status transition based on occurrence of an- event.

Apri |

2004 77 ABSTRACT Using condition information appended to the

contents data distributed froma server etc. is represented by an

aut omat on and programmed. Thus, it is_possible to enlarge the degree of
freedomin the description of the usi ﬁgg

condi tions.
said automaton file including an automaton describing portion stating the using

condition information in an automaton;

said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;

a program stated in said automaton describing portion including processing for
managing control to generate status transition based on occurrence of an event.
39. . Arecording medium having stored therein contents data-and the using
condition information for said contents data;

said contents data being constructed in a state of having been added to with said
using condition information, said contents data being controlled based on said using
condition information associated therewith;

said using condition information including an automaton file and a parameter

file;

in

said automaton file including an automaton describing portion stating the using

condition information in an ‘automaton;

said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;

a program stated in said automaton describing portionincluding processing for

managing control to generate status transition based on occurrence of an-event.
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ABSTRACT
Using condition information appended to the contents data distributed from a
sérver etc. is represented by an automaton and programmed. Thus, it is possible to

enlarge the degree of freedom in the description of the using conditions.



