WD 2009/ 148592PCT/ US2009/ 003381 DYNAM C SCRAMBLI NG TECHNI QUES I N A

W RELESS NETWORK FI ELD OF THE | NVENTI ON 5[ 0001] The present invention
relates to secure transm ssion and robust reception of packets in a
wirel ess CHMAURNIAYE ons network. The invention descri bE&”H%’r”%?’W”SI
addresses the problem associated with "killer packets" that plague
satisfactory reception of data in a data network. 10 BACKGROUND OF
THE | NVENTI ON [ 0002] Due to the nature of nodul ators and denodul at ors
in radio frequency (RF) data conmuni cation systens - especially

simpl e, inexpensive systens - it is possible for a transmtting node
to send a bit sequence that cannot be reliably decoded at the

recei ving node. One situation in which this can occur is when the 15
transm tted HPMEe §ERBRINGaSEFHBOURENTA AeV REGESDOHNBTORKS in a row.

[ 0003] To accommpdat e changi ng channel conditions, the signal

denodul ator at the receiver dynamcally self-calibrates the threshold
val ue that | srecpbi ¥ad ANVRSTI6R bet ween | ogi cal one and | ogical
zero bits. This can be acconplished by determ ning the average val ue
of the retei {81ki Fhepresppemventonrelstes tessente] iansmisspy ent tobhst redepioref
exanpl e, ! f ?mladstirygg'iﬂgﬁgyéoﬁnﬁﬁcétﬁ y%é oA Q‘hes Q/%nt?o\ﬁe Ehed rleint ude
of the signalf 1s used to dis ngwsﬁ et ween aqoglca one brt, e.g.,
hi gh anpl i t uddresaesth@ploblpncassodsedwith tkiller packeth OthatapTpduetsttikdactory

Li kewi se, if freg’uet}% r.deI ation is used, such as frequency shift
keyi ng, the HPEMOFOIAHBRRANY 8P he received signal is enpl oyed as
the threshold to detect the two different bit values encoded in a

received signal. 25[0004] If a sequence of bits all having the sane
val ue i s1?ecBALEG MT&W@ENKW%r of the signal, e.g.,

anpl i tude or fgoeAUBRE Y theQ

Consequent |y WPREBIE L, bERES M m ARG Al RimddiBhors BB Fequency ()

t hreshol d vaHue cordmuficstianesysthms vabpesiallf sinhpls,endyipessiveystens kiisisoccur s,
t he denodul ator..is-unable .to reliably. detect whether t recejved
bits are oneggsglrbllezfé’F BesSMng Y g%%l S\?é?agﬁﬁﬁ%l{ence thid et Be 261y

decoded at the receiving node. One situation in which this can occur is when the

15  transmitted bit sequence has too many zero or one bits in a row.

[0003] To accommodate changing channel conditions, the signal demodulator at
the receiver dynamically self-calibrates the threshold value that is used to distinguish
between logical one and logical zero bits. This can be accomplished by determining
the average value of the received signal over the most recently received bits. For

20 example, if amplitude modulation is utilized, the average amplitude of the signal is
used to distinguish between a logical one bit, e.g., high amplitude, and a logical zero
bit, e.g., low amplitude. Likewise, if frequency modulation is used, such as
frequency shift keying, the average frequency of the received signal is employed as
the threshold to detect the two different bit values encoded in a received signal.

25 [0004] If a sequence of bits all having the same value is received, the modulated
parameter of the signal, e.g., amplitude or frequency, does not change over that
sequence. Consequently, the average value of the signal, and hence the threshold
value, drifts to the value of those bits. When this occurs, the demodulator is unable
to reliably detect whether the received bits are ones or zeroes. If a receiver cannot

30  successfully decode a packet, it sends an error message to the transmitter, requesting

that the packet be resent. However, due to the demodulator failure with this
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30successful |l y decode a packet, it sends an error nessage to the
transmtter, requesting that the packet be resent. However, due to

t he denod tor failure with this particular type of packet, the
resent ve&ﬁ&ﬁwgf’%%e packet will al so produce the san@cy%@@%/%@isﬂul

result at the receiver. This situation can trigger repeated packet
transm ssions. The error messages fromthe receiver and responsive
packets fromthe transmtter create a bottleneck on the network that
cannot be resol ved. A packet 5containing such a sequence of bits is

known as a " khkib@er € bBacket, Be RAGK Sersidhalf teApHRRE VAR alBIPrGRIY the same

processed regardl ess of the signal strength or the signal-to-noise
ratio. [0005PnEeesHiEl et atiza repriverb dhis sifgatipntegn pigsperepeaied packet
occurrence i §aidhishag ' o a
ow 10 hi gh {PAmuRRARaTht Bor hARSE Hofng ek Gef BuTilokibL backfhs fom
represent a therigthsmitr ercite ghottiendckwnrthgitworkpthatsamot de taelved." AThtleti s

a robust technigue that continu |.y.enabl es t.he dempdul atqr to
sel f-cal i %r af SnaRhg sy %leﬂ‘c‘%{’&8°g¢’l‘§st‘ﬁik§°‘t’%8%ilaﬁ%f RAGKGE g Ppgket that
effectively dainbt ®srelifitdy grtfcasstBie@ardboubt thogl él%traf@@i‘ @4 s2haldbmoise
spectrum whil e keeping the syc?r%gl rate theggarre. hi s re%glt ins1

particul arl yr‘ﬁ‘ﬁdesi rable in bandwidth-limted w rel ess data networks.

15[ 0006] Ano{dues] Mekb aebiréaghht heks R ued B HrdveANHIER %B&ﬂn@ﬁce@ﬁ{g ééﬁ@%
packet is to scranble the data, also known as "whitening” the data.
Thi s t echni qthe tfansmitied state oni evgrytthie e gr, @ddew tohightiansitibrsia thheudyilaef,a iihe
transmtggd j kgt L i tierns (e g., those .that
m ght beﬁgouﬁﬁﬁoﬁnﬁ eﬁﬁeﬁ}rég%égggéé rlgr gﬁla%hta}og%‘g%g%% r\c}ar{s{?nt_gﬁ%. its” Bt
t he sane bi natbpstedhngjue that bommtiohuamblel ehetdeandulars kol Bialibairg L0

sequences of .the sane bit. 100071 The scramhling . techni que i lied
"nai vely," i filé?(g'a_{)&ﬁa%%m‘lsﬁ?%ﬂ}quﬁﬁémtéhg CB?QY ﬁ%‘%ﬂ%&t ‘?aﬁﬁ r‘ﬂﬁ@?ﬂ‘éﬁ%ed
consequence e debipeddPiif gebtrinel) Whid kdcPRigehAEyentoP PiRe i lsarfi6 IURIE 681t §OT
whi ch the scranbling process. turns previously harmnl ess packets into

kil I er packeP¥UCHY endspizabiesinibandwigthahmitedmyrclessdata ratyorksi on occurs
In a 25 pet ‘Nﬂf()'@gf hahothbARSHbA Ssett td A HE HAUERGisObn BRE KleSpackaGhied | M

it does occur,
scramble the data, also known as “whitening” the data. This technique involves

mixing the order, or otherwise changing, the transmitted data bits such that normal
bit patterns (e.g., those that might be found in text messages, or data packets with
many bits of the same binary value) will not cause the transmission of long

20 sequences of the same bit.
[0007] The scrambling technique is applied “naively,” i.e., without prior
knowledge of the data. An unintended consequence of this approach is that there are
some bit sequences for which the scrambling process turns previously harmless
packets into killer packets. While statistically unlikely, this situation occurs in a

25  network that transmits a large number of packets. Each time it does occur, a
network bottleneck is created due to an un-resolvable packet. To mitigate this
problem, additional hardware, such as a DC restoration circuit, has been
incorporated into receivers to maintain the proper alignment of the threshold value,
resulting in an increased cost.
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network bottleneck is created due to an un-resol vabl e packet. To
mtigate this problem additional hardware, such as a DC restoration

circuit, phcorporated into receivers to naintai roper
aIignnentngézgﬁgﬂ?%Qeshold value, resulting in an incrgggg%ﬂﬁ%gP?lso
SUMVARY OF THE | NVENTI ON [ 0008] Techni ques are disclosed in which a
parameter used for scranbling packet data is changed. Statistically,
two scranblings of the sane packet of data, using different
respective values for the paranmeter, are unlikely to both result in
the 5 creat sSOMMARY OF THE packRTIONhUS, if the original data stream
would result in a killer packet at_ the receiver node, the injtial
scranmbl i ng pt¥O8ksTedmiqueaarg disglosed i whigh & parpmaptenuser &er sexaamtling packet
However, if d At 4 Al i [ -nacket
o be_gener atag.” TRass STARAEY, 89 Slarigesthe SBHERRIA K oiat il
for the par addfessnt respectivevalaeskior the papackestare snlédebi tdddth rswt ingsent

packet. 19[0 T I recei ver_ to.praper unscranbl e t
packet , tﬁe g%?tlaor?eéféiﬁgﬁ%ft% c‘?eé ?gl%sf lefghec%%"gaé%gtﬁéhéﬂbg@u@em}lg lpgq@%vm
a priori bet ysdkat 4t lie receing mddegthe atighal sb@mbiEEproeess iFiikely foSdudBe killen a
network that enpl oys frequency-hopping spread spectrum i

communi cat i _oﬂ%"?(g"t gnt r}éﬁ&é(ﬁ‘éx‘/y the initipl s %fé‘tﬁaﬁhetéh‘éﬁ?ﬁépu‘?é??%? Bn
a known basi ge géﬂé?até@fﬂegﬁb'ﬁe@is e lSBAHBND sl BtrebhBluel fSr € pRGmeter, so
enpl oyed at any given 15instant is known to both the transmtter and
t he recei ver thapa kllanpasketiigayridediia g resgnt tsekesnpl oyed as an input to the
scranbl i a |t J.S: ol i i a
e transit  IORh O0endte b RefivulBpRiRly BhichliniB ol ot B bRl AR

i s scranbl edis vaned cam teermme vérose iduenis knowvh b paod ibEfueer Hie te@spiiiee endothe
bits. Even if_the ranbl ed.packet for one of . these channels results
ina killer PSSWE: ,%f ingFaé‘C%ﬂ‘gi’ g P&@F&F’%ﬁ?}m ff%@?%fyfbr?af’mﬁrsp’iﬁ?‘h al so
be a killer psgcitah comaiinidatibs, the-fieqadeiiof iR EoMhunitation BRhn8RaABEdn a

[0010] Other_ data itens can be enployed as the scranbling paraneter.
For exanpl e, KV brsisy i oATticklar redigndechenidd thag isbemermmmlgysdisd ami gigen a
clock vahsie GaAnPE KHSGH tdBoth iR t4AkhREr %rtﬁmcbigg. %Elﬂﬁmﬂélqaentﬁ%rc be
anot her exanple, a sequence nunmber 25 associated with transm tted
packet s m ghempeyedgs apyepnt tosthe|senagpbling algerithar e thipanplememationah geven s
known by bot ] d recei ver . W th _known amhi-guity,. .the
scranbl ed da %&Egocfbéﬁqg%ﬁ%ﬁ&%%c%%scﬁ g‘?‘}e?&l‘}ﬁné (ﬁr?' %ﬁ%?uéaac%%lﬁév heth it iS
recei ver. scrambled, and on another channel with a different sequence of bits. Even if the

scrambled packet for one of these channels results in a killer packet, it is statistically
20 unlikely that it will also be a killer packet when it is re-transmitted on the other
channel.
[0010] Other data items can be employed as the scrambling parameter. For
example, if the transmitter and receiver are time-synchronized, a clock value can be
used as the varied scrambling parameter. As another example, a sequence number
25 associated with transmitted packets might be employed. As long as the varied
parameter value is known by both the transmitter and receiver with known
ambiguity, the scrambled data packet can be successfully unscrambled at the
receiver.
[0011] In the foregoing examples, the parameter value that is employed at any
30  given time is known a priori by both the transmitter and the receiver. In another
implementation, a packet to be transmitted can have multiple scramblings applied to

it with different respective parameter values, and be descrambled at the receiver with
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[0011] In the foregoing exanples, the paraneter value that is
enpl oyed at any 30 given tinme is known a priori by both the

transm ttg&pgggeéﬁ%r eceiver. I n another inplenentati OnCF&IS?a%%/&P%ESIt o]

be transm ave multiple scranblings applied t8

different respective paraneter val ues, and be descranbled at the
receiver with each of the different paraneter values. For instance,
if two different paraneter values are enployed to scranble the data,
it is statistically unlikely that both will result in a killer

packet. Consegueirie)diftarent BRfhetONBIRE. FHEniIR e RES @@R}&@gjﬁ\l&ﬂe@?COded
packets at the receiver wll be usable. 5 BRI EF DESCRI PTI OF THE

DRAW NGS [ 00Y@pesraeemplogebiorsgraathiethe datanitisstatisticidy unbisln frabbeth voll t he
i nvention w g r ' ' d e [ t ood
by refer enceufsgfeﬁﬁ%ﬁ?g ggvlethg ggﬂé?‘?@g&ﬁg%@é&p%ﬁ%ﬁ@vé%‘%a g%g%&?n
conj uncti on vedoded peekets anthp asvgivegwil Dbedisablengs, wherein: [0013] Figure
1 is a blpck diagram of an exenplary w rel ess conmuni cati on network
in which the invention can be inplenmented; [0014] Figure 2 is an

i Il ustrativeBRIBEIIESCREPTIOISOINPRR DRASCINGSCE; [0015] Figure 3
is an exenplary channel array for inplenmenting an FHSS hoppi ng

15sequence; [Wd1b) The fuegoingaspeditandptigndanppdyantagisd thisvariogivibui t s

for i npl ementiddchednsie E‘%ﬁ&' LpSelieeh 2k eﬁ'&e?d%lr%&ﬂlwpefe}én@g Jpde and a

recei ving node, respectively, using chan entr'fication as the
scranbl i ng p&rlienengdetaileddesyipFpyuvienSakies imcagimetion with dheaycempatyinn
exenpl ar YOSCEhahgj?xl. révhgrg' [0018] Figure 6 is a process flow di agram of
the channel I ndex sCranDl i ng techni que;

[0013] Figure 1 is a block diagram of an exemplary wireless communication
network in which the invention can be implemented;
[0014] Figure 2 is an illustrative hypothetical FHSS hopping sequence;
[0015] Figure 3 is an exemplary channel array for implementing an FHSS hopping
15  sequence;
[0016] Figures 4a and 4b are block diagrams of circuits for implementing a
scrambling technique at a transmitting node and a receiving node, respectively,
using channel identification as the scrambling parameter;
[0017] Figure 5 is a schematic diagram of an exemplary scrambler;
20  [0018] Figure 6 is a process flow diagram of the channel index scrambling
technique;
[0019] Figure 7 is a diagram of the structure of a data packet;
[0020] Figure 8 is a flow chart of the operation of the transmitting node in an
alternate implementation; and '
25 [0021] Figure9 is a logical schematic diagram of an exemplary receiver with a

descrambler for the alternate implementation.

DETAILED DESCRIPTION
[0022] The invention described herein provides mechanisms that avoid the

30  continual re-transmission of a killer packet that may be encountered in a wireless or
wireline data network. This result is accomplished by changing the actual sequence

of bits in the packet itself, through variations in the scrambling of data in the packet.

4.



[0019] Figure 7 is a diagramof the structure of a data packet;
[0020] Figure 8 is a flow chart of the operation of the transrn'tting

node in a I i npl enentation; and 25[0021] Figure 9 |s
| ogi cal r\ﬂg 26({(g’}’lgf’%%'jzeagr am of an exerrpl ary receiver wt IRCE/Uﬁ@Q?,’?Oé??BI er

for the alternate inplenmentation. DETAI LED DESCRI PTI ON [ 0022] The
i nvention described herein provides nechanisns that avoid the 30
continual re-transm ssion of a killer packet that nay be encountered
in awreless or wireline data network. This result is acconplished

by changi ng {d023RCTY@cilagEURAAGer&hnddhd &th@c&d&@pt@ ?&ﬁ&m'cﬁ ﬁfehﬁvenhbﬁ fugh
variations in the scranbling of data 1n the packe

facilitate ahaﬁﬁﬁdéﬁ%ﬁtféﬁﬁﬁcﬁbe@?ﬂ@h@%G‘ﬁ@épfeginei)w?@mpm cmbodmmtm i on
I s based, thgy,ghend@iwided ngg{ otk R hz S Erﬁ(gc{u?{}lféﬁ%:ﬁ% EeTPeqSén%gpl ary

enbodi nents i [enented 1n wireless ne

FSK- modul at i Siepping Spreed) SpevaymHEHISISH gaxspnesa'xm tsmmuem nHowHSES)it will be

transm ssion h we reciated that these
concept s 5can éaq%mﬁ ég%ﬁ%?sgﬁgﬂ??&ﬁ alsp Ilfgr‘mP&‘?B'g’gtpgfn%f FTAYRFEONET RS t hat
utilize diff eetentksningulifitd differeithedulitioansios ShemitssteiHiRes. [ 00241
An exenpl ary rel SBS communi cation network, in which the concepts of
the present i(w& (X EBPlaRYeVirlens spmmuaipatipn neiwpiks inewhich thejcgneeptsiof

Thi s parti culiRpr@¥RNR&itibS cARA PSSt f:shieﬁﬂd{egqﬁﬁ MRl gﬁﬁﬂh&g

and Aut omat ed I\/bt er 10 Infrastructure (A I ronment
whi ch cormunP’@@tﬁl@ﬁng%O&w@delﬁnéuibalaWéé\ﬁetar I&@dmgchnﬂy\upnmtccdhietersuch as

autilit .Bpﬁi’ usage .of a commmodi OVI ded
by the u;t{l lity. gﬁl rEl(s g ﬁvg{?\’}%nrggtrsml%n Che%?c %?aélfmi {’%‘? asur es
usage of a cbﬂwamatqumwhty ;asvxdéxemmlasnmylht}gami MEtewaha imoniiter the usage
associatedvm h a no 10 .i,n,.a Wi rel.e et wo such as the | ocal
area net wor k° azcomfﬁgcgg’ FrRyfss %&IF Tgtyniﬂgg @'Bﬁﬁﬁ?ﬂ"t@fu@e% tash mpterdhats s
poi nt, or gaieyAyesidageUTa cHRALRIRY, subhad éfléd%nm%g@i@lﬂ'v@a@éreﬁ a¥¥otBtedith

ut|I|ty 16, by neans of a w de area network private

communi cat i ofBo%ekddB @RV iEess nefwiork, sudoasriimiosaltar Wt"(@k%r hesgundividyal
e Th et ol e ESCERY i UL, PTG gl
nodes 10b, lownmneicatemvith theqiwhty abpsjeass of a wide area network 18, e.g. a private
communications network or a public communications network, such as the Internet.
Some of the nodes may be able to communicate directly with the gateway over a
wireless link, as depicted for the case of nodes 10b, 10c and 10n. In some cases, a
20  node may not be able to communicate directly with the gateway via wireless link,
e.g., due to geographic distances or terrain. In this case, such a node communicates
with one of its neighboring nodes, which in turn communicates with the gateway,
either directly or via one or more other neighboring nodes. For instance, in the
illustrated example, meter node 10a communicates with the gateway 14 by means of
25  neighboring node 10b. In effect, node 10b functions as a relay, as well as a meter
node.
[0025] Although not illustrated in Figure 1, the local area network 12 can include
nodes other than meter nodes. For example, relay nodes that are not affiliated with
meters might be employed to forward transmissions from the meter nodes to the
30  gateway 14, and vice versa. As a result, the meter nodes can operate with lower

transmission power than might otherwise be necessary.



20 node may not be able to conmunicate directly with the gateway via
wireless link, e.g., due to geographic distances or terrain. In this

case, SUC%B;&BH&SEOWW cates with one of I ts nei ghbpi’%?@?{}’(a%&%%la

which in tUPA Commini cates with the gateway, either d

one or nore other neighboring nodes. For instance, in the illustrated
exanpl e, nmeter node 10a communi cates with the gateway 14 by neans of
25nei ghbori ng node 10b. In effect, node 10b functions as a relay, as
wel | as a neter node. [0025] Although not illustrated in Figure 1,

the local argm26et Wekkothet vadsnt] WElldte eﬂ@ﬁkﬁﬁrquhwrkbhafgufeet &hplBpsies.
For exanple, relay nodes that are not affiliated with neters m ght be

enpl oyed to FBBREAGVEY AR 98¢ BrBORErQl e etehpadss 1 atghs commupicatgovith
ateway 14, te
M th Tover 't PaRtCRs ok Sne BF BEARYS] goid e Shl arBHARaREN pARRIS

[ 0026] As anbwubiwe rednidant pathstfot @)mxhwneat@npbawyemmbwwwr mﬂesl-ﬁngmhee 1
enpl oys sin 14 ny ,on nodes

mrrg ht yco%‘runl é(i,’la tggmﬁ c1ji ﬁﬁe%é?li}‘s ?ﬁg t‘gﬂ%( df S apo eﬁ?léﬁn?at Sye’of

gat eways. Sudiffesent suidsi gRIERRIWaPE A ik tmioaegbehﬂf@_ém_rié@e&waaﬁlhﬁeg‘ &
conmmuni cat i ons beé\ en the nmeter nodes and the 5utility, thereby
enhanci ng t hEOPYBHE fA¥EerSf t he network. As another alternative,

different onma9f téheGRbRWRYELBRYS the Akiwlole tMﬁ&&sQoMJn%aﬁGﬁs over

respective utilities or commodity prOV|ders 27] 1n one
i mpl enent at i 81§ LGN { B employ kIS (FridgaengyrBonping mmﬁﬁnee@mmbﬁ@swgrons he

LAN 12 eppl oypEEis, (eaalﬁ qﬁ%@%pgwg gg&gg %ﬁéﬁw{i@& rfa&[t%ufgmga;ﬁé}

10 FHSS is a technl 'S no
narr owband csignal érat §hcg:|s’éin a hatﬂmﬁ bojpstdictabla secpmdmwﬁrdautﬁepuc&ﬂyod abl e

seguence PR ARRLSIE KRl EBHETEN o St APhLORSL e rer @
| ogical c hanggekhﬂoalzamrnhain@moglEQQﬂﬁlneTﬁenglﬁ@,ﬂgdn ssi on frequencies
are determ n[ec(i)zb %hes a{nesgclisl,spo%’ﬁe%{wnrl?es are (?etermmed by a spreading, or hopping,
15 code. The receiver is set to the same hopping code-and listens to the incoming
signal at the proper time and correct frequency in order to reliably receive the signal.
Current regulations require use of 50 or more frequencies per transmission channel
with a maximum dwell time (the time spent at a particular frequency during any
single hop) of 400 ms.
20 [0029] The FHSS transmissions change channels (or hop) at a relatively fast rate.
Each channel in a node’s hopping sequence is visited for an amount of time called
the slot time. If no reception is heard during the slot time, the node changes its
receive channel to the next channel in its hopping sequence. If a reception is heard,
channel hopping stops so that the reception can be processed. When a packet is to
25  be transmitted, channel hopping stops and the packet is sent on the specified channel
for its duration. Channel hopping resumes (at the frequency where it would have
been if no transmission and reception of a packet had taken place) once the
transaction ends.
[0030] The traversal of all the channels in a node’s hopping sequence is called an
30  epoch. The applicable regulations specify that a node’s hopping sequence must visit
all channels before revisiting a channel. In one implementation, a frequency hopper

can be used that guarantees this result by using a pseudo-random hopping sequence
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15code. The receiver is set to the sane hopping code and listens to
the incom ng signal at the proper rime and correct frequency in order
to reliably.r ive the signal. Current regul ations requi use of 50
or nore fr‘éﬁﬁ@%c&fsggz per transm ssion channel with a nagﬁ?f/ﬁi"awﬁﬂ
time (the time spent at a particular frequency during any single hop)
of 400 nms 20[0029] The FHSS transmi ssions change channels (or hop) at
a relatively fast rate. Each channel in a node's hopping sequence is
visited for an amount of time called the slot time. If no reception
is heard dur tHagrebblls &dcRlepddhTBa ofREWBRESHE BRAABIShitliS erh SO SV BIriBAYMIN
to the next channel in its hopping sequence. If a reception is heard,
channel hoppHAg skt epthe spodhHatlvane hesampt Thin cerneptie ilprsteied sebisuplen a
packet is to,2RR i ! i e Packet
is sent on the s%3%???2@%%?%%@@%2gléq[ugggurg??‘%%%@%gir@gce Noppi ng
resunes (at {M&1F r BykdSS yominenieatidn systenng, dteansmiiéeginéde meeds to&nswivdsioon
and reception_ o acket had taken.place) once .the transactipon ends.
00307 The. + PuispRePREHFineBi A RS Fea R aeR dhariet o By BRyBdiR

i's called anrd6ivingabe o i pa@dr chaibieat b @fith dinied For fRAGES, W tifIabf the
node' s hoppi g% s?el uence nust visit all channels before revisiting a

channel . In Jusnentattesteredaticagindsc Vigvshd Bhuskalps eexagwle that

guar ant ees t Bich a't§sekdr atﬁbggﬁg RERNRIBVHR F3ANAOMR: g&ﬁi ehiSeaence VO
20091148592PCT1US20091003381 "t hat repeat’s each epoch. I'n other words,
t he channel tlwdﬁmfﬁ@?fbmﬂdy@d- d’_YiFdn_r?gT@SIgiswen 13 toieecug] tbe trafismiktegapdeh i s
al ways t I?@. S oys %%ab?@ﬁcowgin b 'du(,lf.%u aggel!i@enﬁtlgﬂ Efr%mzt’he Pa’t%'le(.: shows
a hypot hetica ppi Ng sequence Tor ’a node USi ng channéel’s.” [ 0031]

I n FHSS commuiminoeltindem isy piremster whdseanbrwiit knaven npdieri toekeedls tHearaksinitting
\(’)\A:g;? t5 gnt :, ggﬁrgcﬂxi%({equrgg §8 c\él {x]'ﬂléﬂ %ga%lés%hel:nrl] to lt)essyrrllglggxlﬁggd f%?ggr(r:"urlll%gfcatlio%.

Various techniques for determining the channel index for an intended receiving node

can be employed. One such technique, in which the channel index is dynamically
15 determined at the time of transmission, is described in U.S. Application No.
12/005,268, filed December 27, 2007, whose disclosure is incorporated herein by
reference.
[0032] In accordance with one implementation of the present invention, an
identifier of the transmission channel for a given packet, such as the channel index,
20 canbe employed as a seed for a scrambling algorithm that is used to whiten or
scramble the data of that packet. Consequently, the scrambling seed will be
different for each channel in the hopping sequence, so that a given data packet will
be scrambled into two different sequences of bits when transmitted over different
respective channels. Even if the scrambling for one channel results in the generation
25  of akiller packet, the scrambling for another channel has a low probability of also
generating a killer packet. Therefore, a minimum number of retransmissions of the
data packet will be required to overcome the condition posed by the initial presence
or generation of a killer packet.
[0033] An exemplary embodiment of this implementation of the invention is
30  illustrated in Figures 4a and 4b. The operation that occurs at the transmitting node is
depicted in the block diagram of Figure 4a. A clock signal CLK is input to a timer
20, to identify the slots of the FHSS epoch. In essence, the timer 20 functions as a
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recei ving node on the proper channel at a given tine. For instance, a
tabl e of the channel sequence can be stored at each node. Figure 3

illustrat X | e of such a table for a hoppi ng sequence havi ng
83 slots ;‘i?%@ﬁﬁéﬁ%gmi s table is inplenented as an ar Fg USIRAUNPS 31

transm ssion is to occur, the transmtting node 10enpl oys the table
to obtain an index, i.e. a channel identifier, fromthe table. The
channel index is a paraneter whose value is known a priori to both
the transmitting and receiving nodes, which enables themto be

synchr oni zed feqiienc P BiVitiek, GAids© ButpMAhdieass e 6BRhaHE Sf {-h ndRB{dWIf NY
the channel index for an intended receiving node can be enployed. One
such t echni qd&eseitimesotdpdieations pradedio 4 feter-channg erawerter|22y whish produces

determ ned a j 1:8S] I, ri ' .

Appl i cation tﬁlggﬁ%g%(ggg g%@?‘él;l I eéﬁ%%ggrﬁ%‘ke/?m%%?&'ﬂgggo{' 6%13&0‘?1308 otk e
i's incorpor _atzémaly@mloy dmarragf @ick acthat 108824d ihFigueedytd padernwibih one

tr anom 555 on CORAITI PRTGE] PUR BASKER deBEe 1e PRI PEREHONTIsHgex,

20 can be enmplequsady a5 titat §i8RG1dt G adhetieRFBl ey @ngedrLiMThB abteinsintt ed
to whiten or _scranb| e thgﬁ dat a of that packet. Consequently, the

scranbl i ng s&EAUSREY Is BBVt df%sélflé’?ﬂmﬁ‘(gpalé%éﬁaﬁ%ﬁ%%-i n the hopping
sequence, soO[0(3a] FhOUME ?orqaévi\ﬁen%ﬁfé&rto .1 drzlmsg]‘ftteﬁ% B 69 dePhfbh1drAR,

. ©
di fferent sequences of bits en transmtted over |%ferent

respective chaihdirctiopytorivhifenttheedate by eliinging theordeormdion saned ofritsdufst s
in the geper gt ] Kl C rambld ng for t her
channel 1oe. anp SutiedlindsSrotifba BAEERUGIS) SEAOM el SianiRbted
Ther ef ore, a(FSKimulatonrtvegenedfater eembauisted dath eigaalah whith thkabits qfaateetre

will be required to, overco he cqndj tion posed by the initial
presence or ée@ﬁ?ﬁF’échigY]S Cbogsek’hf‘f H‘Paﬁé@ééﬁa Sf@@‘é@}heﬁﬁrag%’é‘ﬁtﬁﬁl é}’ {he
enbodi ment  otrafidhifteri 26pbe tRRApplopAe QhrriehBedRYS thia8 déterndfed il dsdraatced
in Figures 4a _and 4b. The operation that occurs at the transmtting

node is depi Yithdhg ﬂl_af“I*Féi’Hie?Sck di agram of Figure 4a. A clock signal
CLK i's Inpput {00(35 Eiet'rﬁ@ Ezlg%gate& Cmb&EHeh{ gmts it RSt thd REfHRE FRRCN:

In essence, the tinmer 20 functions as
2009/ 148592 PoAvkesSiag0is vadaBa1a ¢hapnelenyeshadial bakis, to evableejuddktrpertvery from

indicates th I nni of .each n ti sl pt.. These ti slo

i ndi cati ons g}egﬁz}qugr@%ng%%neﬁtgp -0? S-k (l:e1 eéﬁﬁcgﬁ%t %‘3&?/31"{[‘3?@2‘?%&%?% hy%h’eoduces
a corres pﬁndisn[gnblbﬁr[heihisi andethe f:bz{nnehilﬁhe)d l@ﬂeﬁaﬁeﬁmy&h@ilotﬁtﬁf&mm:l converter
sl ot -t 0- chan .converter 22 my e oy an array, such as that

i1 lustrated ?ﬁlslﬂf”@}ﬁll‘éﬂ@_,sc %b”é?‘%/ 6?%&"&%9 gocibiratestrbrramplfeotarsrmer
index is20sed showflal Bigie® Thiie APRAINKLADR, b 7N HedSfe@lbabl GHH S Merf OF
that tinme slot, in_a channel frequency converter 24. The determ ned

frequency i s3proimRiEdeis varch theyeluss ofithe foushand sevesthibits ere ecesfdoB4]

26, whi ch 1 UALT ongr ORHAR I & ARy IRe FbEE vl Wb B4R G B0

val ues of i t segistars The seventh, output bit is also fed to an Exclusive-OR gate 36, where it is
combined with one bit of the packet data, to produce a scrambled bit.

25 [0036] Typically, in a scrambler of this type, all of the registers of the linear
feedback shift register 32 might be initialized with a value of 1. In the exemplary
embodiment illustrated in Figure 4a, however, the channel index is used to initialize
the registers. Since the channel index varies for each transmission channel, the
seeding, or initialization, of the scrambler with different values for each channel

30  results in a different scrambled output.

[0037] Figure 4b illustrates circuitry at the receiving node, where the converse of

the scrambling operation is performed. Referring thereto, the channel index is
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10 The scranbled data is provided to a nodul ator 30, such as a
frequency-shift-keyed (FSK) nodulator, to generate a nodul ated data
signal in bits of data are represent ed by sy j
nodul at ed %Q#@B/S}il%%al is then transmtted by the trans%??t ezroo%r@??%n
the appropriate carrier frequency that is determned in accordance
wi th the channel index. 15[0035] In the illustrated enbodi nent, the
starting seed for the scranbling of the packet data is varied on a
channel - by-channel basis, to enable quick recovery fromthe

i nadvertent egepRyead ioietedhin thd iﬂp@csprnmﬂéh &h\r/]é dfhahiillﬁ hén@?,l wigclofs fﬁd‘ﬁs a
data by the scranbler. To thls en the ¢ anne in ener at e

the sl ot-to- EAIRANEIPULGRAEFHET 382 The racaised sigen |irieraaduiaigh i8m damogulae

val ue. To il kyshGatw th@aat%ﬁmbﬁ tRe mﬁ&f SRR, Eisd SuFHRMInicR o Qur e
5. In the depicted exanple, a 7-bit |inear feedback shift register 32

i s enpl oyed, therscianibisd seanenoa arrprovitied toe deserambleadd vigdteistidenticaldo thee

processeds | 0 AflyBXPAHISHEATR ARG 1Sthsq WBLOLURE 18 EPANBEKOMA e

that is inpu eflrs regrs Seven |sa
fed to an Exdésasimbdin@Rperatien ﬁﬁrormhmrseranﬂahhgt}monsbkpﬂdemthélscﬁﬁmb]lar 28 ﬁltf

t he packet dat t 0. od ce scraml ed. bit 5 036 .Typi cal | in a
scranbl er ofa’tmag Tg‘i’o't‘t n&eﬁ%g@béfhgﬁ%mq \éﬁfe%‘g’ﬂ)ack
shift regis ngﬁckgﬁdalﬂ g&hﬁchbﬁnltl{BntBeQieb(?&d uY\hécBrcﬁn&eabiﬂl@c&fvcﬂ-ﬁon'af‘te&lhﬁques
exenpl ary enbodi ment illustrated in Figure 4a, however, the channel

i ndex is uselP038] i hhe pyaralbpropess thag i csriedut i the embedmertaaffegures eed
ies f h n,
of the oo anaf i MDGRRAEFIAR: 6 1AL rocect NArBEREY B Rlnre e ThRE 01

a different E,mrmﬁbi) echaml@qabu the [i@@8 2P. Botuthetrdismniil ﬂqsﬂstanthﬂleseaaivewdery

at the recei ny he Sch peration
is perfor nedeeBﬁ%}gﬁgﬁe%w PEy efx&e@caﬁ%tgp@%@ﬁnzg{er f"ﬁ&% g Wﬁp%ng

2009/ 148592P€a1ﬂg8%09/oﬂﬂﬁ@86keefmlﬂwm happile! Rienoe clianfela [TRE eAftioRhe
recei ve channel frequenc |s fed as a control input to a

recei ver 38. Hﬁ‘ﬁBa“rk@E‘él %teg?b‘?ﬁ%ﬁ 6305 T&et??ﬁﬂﬁpéﬁ‘eéfnplﬁlgd’rﬂ‘éﬁ%gﬂﬁlt%ﬁ@a 40,

to derivesthgadietia thi dew EHaRMRIL 1RE sérBR8iiYEHdes Yé@apio%e emﬁs&ﬂfé%ﬁum ts,
which are in_the scranbl ed sequence, are provid to a descranbl er
42, which i sindgeatstep040% JThepmeceiver initializes the descrambler with this seed value, and

receives the packet at step 650. A CRC check at step 660 determines whether the
receiver is able to read the packet bits. If the check turns out to be satisfactory after
data descrambling, the data is processed by the receiver as a valid packet at step 670.
20  If the CRC check 660 is negative, then a message is sent back to the transmit node
informing it of the failed packet. The transmit node reconfigures the next available
channel with a different scrambling seed based on the new channel index, and
retransmits the packet. If the failure at the receiver is due to a killer packet event,
the situation will not repeat for the retransmitted packet with a new scrambling seed
25  inanew channel.
[0039] As previously noted, various techniques are known for determining the
channel index for a given time slot. In some of these techniques, the channel index
is independently determined at each of the transmitting and receiving nodes, for
example as disclosed in Application No. 12/005,268. In these situations, it is not
30  necessary to transmit the channel index as part of the packet information. In other
instances, however, it may be desirable to include the channel index in the

information of a packet as a fallback provision. By doing so, the transmission of the
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5scranbl er 28. This descranbler is also initialized with the channel
i ndex, so that the descranbling operation mrrors the scranbling that
t ook plac cranbler 28 at the transmtting nod out

of the de?@?gﬁbﬁ§F§42 conprises the original packet da?gTﬂgﬂm%ﬂB

t hen be decoded in accordance with conventional techniques. [0038]
The overall process that is carried out in the enbodi nent of Figures
4a and 10 4b is illustrated in Figure 6. The process is triggered by
a Channel Change Tiner Event 610 generated by the tiner 20. Both the

transnmit nOdeatapdck%h@nftﬁciﬂd‘é%di@%uktdQﬂbh&&u]ﬁﬁﬁw%%r?e‘ﬂﬁﬁ@ﬁbrdvi&@x at
step 620 to he scranmbl ing code and configuration of the packet

for the new rYdaeinmable e darhel 2 respigedspagket to be eelighly slejsaiehet i s

detected at 6 T gﬁgﬂ}
15packet in F’t?g ne?v%(%ﬁaﬁl%gﬁ%t&tgggag?a |jr51l8f|§g£%gl S séja{e&%glsgsgﬁgl
to the chan né’lreq mdeﬂoapowepa ﬁm@mblﬁwel n bealien 49, andia padbadz48 THegayload

descr anbl r val s the ket at. ste
650. A t} st epw Eﬁasd esa“"\%ﬁ1 (ﬁeé?retsﬁ‘étepg]%e‘itl%’rle’l élogbl e
to read t he pmrkkﬂted bT]heSprezlrflbl'e h&mﬁﬂ&@hﬂhlﬂérﬁ&u@kbqﬁdﬂc@@f Gatd shigCtory

after data des ling, data is proce sed by the receiver as a
valid packet® ’}fﬁ{es"gbﬁ"%‘ glgng e o defggta gigpa @Hié@WQ%e%@ﬁﬂFlﬁngthen a

nessage i s sgmichldaizktidOwith thetrERRANtof ﬂ%@cévfgd(}faméﬁgThfs s ch?&l?zaﬂ@hl ed
packet. The transmt node reconfi &ur es the next avail abl e channel

with a diffefgldds Slpwabby asgtagdlag. a§ét:mcﬂagtq¢mpnew adremmeequendest 0 amid
retransmgs {Bgs fac '6@1%% sdcfcegsﬁﬁllyfd%l:&déﬁetp@%ertﬂ?eereﬁeq @g}ég{ie {oﬁdg%’(ﬁ an

killer packet event e situation w1l
retransmtt echSpamb& thepadketdate thas follawkl An@ng ethér Raturds, theraw ftdgannel .

[ 0039] As pr vi n ous.techni ques are known
det er ni ni ng f a?xrhboﬁ)tlﬁvﬁhg)?al%?lzglo& @éﬂor’?ﬁ%“ﬁ“{?@”?lﬁt‘%‘b‘?fﬁpgf‘“t‘Hese
t echni ques, éda@mtiamwah theyeambls séquespaTdRehhihedieARI 0ThiRaHatPrec@déd it Of
the transm tk}{}gﬂ el vi ng nodes, for exanple as_disclosed in

12

Appl i cation §°r ise With ene@sreck ot theinveRfion, the channghmdgpean be
necessarys t OinthdéiNithe pR8mBIRIFRAR! pabdeXn SecPd chal fmet1 gﬁ ?ﬁ{gﬁl&ms as an

information. In other 1nstances, however, it nay
i ncl ude the efensioalofithegeart flag, mtherﬁbmnmaswhwobastp@@ keath velgclathe

fal |l back pr {

2009/ 148592I?>|y ﬂ%%b@{l’gg%? acidtted. E@%‘lﬁgg‘qg@ﬁﬁg ‘?H’ec?gea’%@"rgels FBRrSEd of

particul ar, ##fegle bmn&lselpndexespnmesl&s Iadlds 'smmnah aketj@encoofbialik e t he

start of arecoerlrélg .hac egt tolg he|l (;C) cted [ 0040] Figure 7

i |l ustrates PREGHY FUEPFwd 352tk tlag GSt ?Cﬁ‘ﬁﬁrléect‘rcﬂ ﬂé???%nof
20  decoding unintelligible data. To reduce the likelihood of false positives, a 2-byte

start flag is more preferable. Even in this case, however, some false positives may
still occur. By including the channel index at the end of the start flag, additional
information is provided to the receiving node for verification of the beginning of the
packet data. A packet is processed only if the detected channel index in the
25  preamble matches that of the channel on which the receiving node is currently
operating, to thereby reduce the unnecessary consumption of power by the decoding
circuitry that can occur in the case of a false positive.
[0042] In the foregoing example, the channel index is employed as the seed for
initializing the scrambler when a packet is received. Because the channel index is
30  known a priori to both the transmitting node and the receiving node, it can be
reliably employed for this purpose. It will be appreciated that parameters other than

the channel index can also be employed for such a purpose. For example, in
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three main conponents, a preanble 44, a header 46, and a payl oad 48.
The payl oad 5data is scranbled, whereas the preanble and header are

sent in tt\g Sh@ﬁmsﬁ e., non- scranbled. The preanble %g,%%@g/ﬁoggﬂ ‘o

alternatlng sequence of 0 and 1 bits, to enable the re

detect a signal and achieve frequency and timng synchronization with
t he remai nder of the received packet. This synchronization field is
followed by a start flag. This start flag conprises a known sequence
of 0 and 101 bits that, when successfully decoded, trigger the

recei vi ng nodetwiogksdeiespelthe a0MesAS tmakbharddifdpaakate Mather, bhitinte-BRkd ows.
Among other features, the %t art. flag provides synbol - | evel

synchr oni zat V&HE CaHRF WsEe Ahihs seedfor e sermbling %}ﬁorﬁhﬁ‘péﬁ' instange, the digital

conj unction %lhéifcirfﬂl‘i‘e&ﬁx%ﬁmhﬁtegﬁﬂ%@&ﬁﬁs%%lﬂlc&%hﬂﬁéiﬂégeéd and 0 bits
that preceded it. 100411 In accordance w one aspect of the

invention, t48haknéF presading exampes, i detectiorelch Kiliertraekes peambitéhof
the pac keg LRei Jrggﬁhﬁer ﬁbgm%ete’cﬁﬁj is c%ggnloﬁ NRe %%eﬁﬁg%ﬁ%g D2hspile Of

the start flag I'ncreases ero ness
begi nni ng of amemparahessagego thet @ipireting wbdeewmmhtdawb érel packdt fio bdre- st art
flag is corrplsed ltlves may result. In

this situati ﬁnsngﬁ%cgaﬂgggg%efrerg%@e i 4‘ H{&Ig?fﬁl’?ﬁt%fr HRethednisial 5

start flag, sadvarys@saloier iflenetatin, Bid teakhiting fod2@ah BeRQdRc 0di Ng
unintelligible data.. To reduce the |ikelihood of false positives, a

2-byte start S¥tapeeiaf akilies Pagkst befats ibls “EO%W“F@} anfh rescrambis thp dole pesket
sone fal 3¢ Pash I di i ndex
T he ene o R e O R aA s o

t he recei vi n§nplementatiom leeliquratcém Fjgum 8tahda9 bEgurend g fofwdhhe 11patrktatg

25 pr canbl o ARrEes BRGF Rt bk pali BTRRE AT PR iRl

is currently gm&mtetd ﬁonganMSsii&ier‘Ebs/parckduc&xeh b@mhmecas&ﬁrsm Con&taiplid on
of power by Bhe decodi nglﬁc#%cu tr IHBT can occur. in the case of a

fal se positi Q&SRB & lgs 1uesfigia8d 5t Hbe serambling isndex i s

enpl oyed18s theutse dGthfaPred diriniildisgéd iR, 8ot AHRL®H BSH 1R t%&hﬁ&néhs
recei ved. Because the channel index is 30 known a priori to both

transnitti ngPPsded Sirreesiang seds. \Atitenethe seramhled idataris pxaatngd, tmpl oyed
the channel  amun Sty ARPRRLEE] E4P otk POLARRLEG 3 BlopEt midhe"
exanpl e, | n cqvat themkmbehefrsucaehevaluitids tlaarsaramhh@lsymhcmm itlzat Hawei thérsamiee
22?;2‘3[ i ng a}”ggr P@ﬂ’% \@Lrgfc#gfgﬂggetgﬁﬁgaﬁ?@ hee’I esge/ gs(ﬂ fgl%erBIfamt%l]@ dath s ent
m nute akdl sglentifitsl asiaglotendalidliértpatiett he seed.
[0044] If the scrambled data does not qualify as a potential killer packet, it is
modulated and transmitted at steps 806 and 808, for example as depicted in Figure
4a. If, however, the determination at step 204 indicates that the scrambled data
could result in a killer packet, the scrambling parameter is changed to a second,
25  known value B at step 210, and the original data packet is re-scrambled at step 802,
using the value B as the scrambling parameter. After the second scrambling, the
scrambled data is again evaluated to see if it is a potential killer packet, at step 804.
Statistically, the new value for the scrambling parameter is unlikely to produce a
similar result, and therefore the re-scrambled packet can be transmitted. If,
30  however, a killer packet is still present, the packet can be re-scrambled with yet

another known value for the scrambling parameter.
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[0043] In the precedi ng exanples, the detection of a killer packet
occurs at the Sreceiving node. In response to detecting this

condi tion,y, 3}‘15‘{5\,\%VI ng node transmts an error rressaggT;USzog;}gﬂ%m
originati ng no i ch causes the packet to be retransmtted, uSing

a different value for the scranbling paraneter, e.g., the initial
seed value. In another inplenmentation, the transmtting node can
detect the existence of a killer packet before it is transmtted, and
rescranbl e the data packet 10 using a different value for the

scranbl i ng p#easet When@rp@cl&ﬁb&é&dmat thefredelViigg hate neayaidt Ridvowhich of the
illustrated in Fi and? gure 8 is a flowchart |IIus ating
the process PHAR® EV lé‘?sf“éﬁs ‘&Fdlt?\%*’ri“f‘%ﬂﬁét?ﬁr@?ql\&@ﬂﬁ%]‘éf’é Taghigendy 800,

a data packethersfordeMe FbRtheldte bé:%}ﬁmrﬁahﬂe destRIn1RBS b ethe relvREN
scranbl ed, at step 802, for exanple by using a scranbler 28 as

i 11ustrated P#kel qefersingip thadpeical Sthematie disptairef Figure 8, andacaimiad signelh a
pr edet er m ne EFQ; I b

node andn% he%r e%gﬂﬁ%%:ﬁﬁ%éﬁkeh S S%""g‘g‘%mt ehs&(%%gdngpﬁdhéfwﬁg}) }eta{nlﬂ%
exan ned, t otodttet whethenhetdrhfame is pregght mrthesrebewednymﬂoisl 150, eeqtagload
For exanpl e, e ht. . count t nber slccessi v blts in
t he scranbl eggtﬁl fhlf ﬁﬁfﬁi‘?é’g %%dtﬂae@%ﬁw Léjiﬁ?f:éa‘{} eﬁﬂ“ﬁ@ §I¥?

reaches a pr eehetaafunraesd Rutglized &vith oxﬁlomhetmmﬁ@ésﬂrﬂal&d Aladnd tlhésother
20identified as a ot entl al_ killer acket [0044] |If t he scranbl ed

data does nofGUREINGTy e BIaHEYiytheiether Eﬁo‘bfaﬁqﬁéf" alup,tB.j Repydingned
and tranggit Hﬁ‘a@e&i vahleaRS vgig@sé’dﬁ'tq BOEhbId QE pEYIBIPAR SShEARREGEEHack B Hle

Figure 4a. If, however, the determ natlon at step 204 indicates f
the scranbl edutgatef oneof te dessdnblem vl lbe meemnglaw&mt the mupwof dredtherg

paraneter is, 5 k t

t he original %Jafmﬁ%%gtﬁ Cgmég%gﬂgg?rgeng scr%mﬁ? ‘ggat%ogele&l& Pﬁ&aiehcgn\e/‘gpyue
B as the scr ardpki omg om&reawetdescraxﬂﬁlbﬁrcaﬁ bentée by gerfainaigd CRQ,chbdkeon the
scranbl ed dat gal eval ua see | tential Killer
packet, at sf’%B té%?% ??ﬁaﬁ’;ffqrytrg? é{ﬁ“\/‘é? h‘%&?%ﬁ@“ﬁ@%l i ng
par anmet ensi srddltd da@lby u'fs&l tBIcoftvsQ s@le&t’omo' ks thedbtd alodfér mﬁfeﬁ{)ﬁfz&sfr@e
re-scranbl ed packet can be transmtted. If, 30 however, a Ki

packet is stioh asderoding ofihepayioalet can be re-scrambled with yet
2000/ 1485920 2 808F SBRAET T I R AL REE Eode Mooty 1
recei vi ng nodescramplings mlmml\]reh\/_dn@h abiératine qnmodnndzne,rutﬂaaingema/l@socessmg,
eTpleves o BB S A AEELY FaRBBIG sk p g s e e
packet . Bef etheiGRC tleck iendt posited, tl&C‘daﬁﬁleataCbaﬂ lt}aagrba rale@iadfblgdmﬁn@anoﬁfer
:,\E.CSLH gg c zldggl?e![ ?éh?s hl{f%{ﬁs.%ﬁg {ﬁqﬁes q:efgrel pnassafn hat éata zﬁ 3’ for Oh%? ;r)ro%gssmg
[0047] From the foregoing, it can be seen that the present invention provides an
effective technique to prevent network bottlenecks that occur when killer packets are
transmitted. If the scrambling of a data packet inadvertently generates a killer
25  packet, the data packet is rescrambled using a different value for the scrambling
parameter. The probability that the re-scrambled version of the data packet will also
result in a killer packet is statistically quite small. Consequently, a given data packet
may only need to be processed a maximum of two times, thereby decreasing the
resources that are affected by a killer packet.
30 [0048] When implemented in a network that employs FHSS transmissions, one
embodiment utilizes the channel index as a seed for the scrambling algorithm. In

addition to varying the seed on a channel-by-channel basis, to overcome the effects
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to detect whether a start frane is present in the received synbols.
I f so, the payload data of the packet is provided to each of two

descr anbl (é&ég%oggtsﬁggm54. One of the descranblers, 52, béT}UE%’P%/@ﬁséid

wi th one seed values, A, and the other descra
isinitialized with the other known seed val ue, B. Depending on 10
the seed value that was used to scranble the payl oad data of the
recei ved packet, the output of one of the descranblers wll be

meani ngl ess, but the output of the other descranbler will conprise

t he correct| yf dkidler pachétediistaitmdintlt effeds amuaibet bifothdiradedtdggs. phoper one

of the two descranbl.ers cap, be, nade b erformng. a check on the
out put data Bf‘r%&‘gﬁrhth&é’ EWEBY’&PW%M‘BG‘EG 5%";‘3%%&?3 Refepict e he
correct CRC i&uAsufise €aRmRSiods eOnd §pe 8nhttek ot 881 &Chodn 4 ferRBaSs hhat
data along for further processing, such as decodi ng of the payl oad.

[0046] I n t hEerbavsswhentvhish 91 igiereepted peeket iscerlpyadigchbtethsaerksin
bot h desck anpldeP@Selslcddadrdl ih Ble cohfix ¥ e gﬁél@?etd' KB AR cker would

utilizing serial processing, the receive ata can first be
descranbl ed uosiddrig konowe tlefspehific thannsleadvhicll thesntemppied packet wisaraBR@itedeck

IS not positiv he s data ca n be descranbl ed using .anot her
one of the kﬁ%ﬁmkplégétaonsgﬁﬁg@?%aé‘flglr gpﬁéssg?%@n?eﬁé’[“ a&&{’&‘%? © gf“ay
further procaeastiengopell§@écéivelf andpiobesséd) ae@tefJore mMaybRdifards@eAs b hallt,
t he present invention ovi des an effective technique to prevent

net wor k bot t F§AeEkdng CHERLY WA SRt S PHeBrurdraek BY decafingirerimei necksts:
| f the s¢oamyosvp SécufityBhafioRardBtd %ﬁig\gfdt 1ROk Yav@S&RGHRE G511 Redfith | €F

25packet, the data packet is rescra using a different value for
t he scranbl i KiewHheapambling saed ipeighntei unsergmblezn inthrsepted packainiFived if the
version of t k |t ] .l Ler. t, I
statisticall ;Q/EVSS‘?{’@‘?E %nc%ﬁgtogslﬁé‘éegt%%‘[e%?&gh%%)etggCﬂé%nf‘gﬁblztag@g{%&nbaef%nI y
need to be pamcedscidr packet ithmt areafansmitetl iomany of the bthey cldan¢leadthag t he
resour ces th%t are Effect ed by a killer packet. 30 [0048] Wen

i npl ement ed PRI RetWBHE PRAM™Enpl oys FHSS transnmi ssions, one

enbodi mens  uf0050E ek thé Eoredvaiy &ampltdSthe 8€eddahRE6r the EcrhrhiBlifCd1 3dHhing
algorithm In additi OE to varying the seed on a channel - bé'- channel
a

basis, to ovEPRGHE! tsriae parrmeipsthalgs varied tpioypropme Kistefteethiod 2 kitlsp ket
of fers a nunmpeyinet aﬁﬁ@&ﬁte@%@%@ﬂ%mé@ﬁs B?&Ie's@x‘zﬁrt%iin% %dggmhm caﬁé)e

channel - by-channel change in the scranbling seed in ases t
security of v#eedite aghseiedhs sams. effenle int 3ddétionftozurtimbiku of tite seethvabess tforon a

Pg:)}"g;g o5 2t ER A ARRAMhy ol ddrifh ilbiARi VSRR 36 iRAGKR! in' Be
20 exemplary scrambler of Figure 5, an Exclusive-OR operation is performed on the
fourth bit and the seventh bit of the value stored in the linear shift register, to
produce the feedback input bit. To vary the algorithm, one or both of the inputs to
the Exclusive-OR gate 34 can be changed. For instance, a switch might be
employed to selectively apply either the third bit or the fourth bit as one of the inputs &
25  to the Exclusive-OR gate 34. The selection of one of these two bits can be based
upon the value of a particular bit in the channel index, e.g., the least significant bit,
or any other value that is known to both the transmitting and receiving nodes.
[0051] The scrambling algorithm can be driven by any number of parameters that
can be dynamically varied. In addition to employing different scrambling
30  parameters, such information may also be known to the receiving target node in real
time. For example, it can be transmitted in the form of packet preamble bits, in

unicast data packets.
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5 order to be successful in the context of the disclosed enbodi nent,
an attacker would need to know the specific channel on which the

i nt er cept s transmtted, and replay it on t

channel . ﬁ?oggﬁﬁg%%¥gnsnitted on any ot her channel, itQﬁEQ%ﬁggmﬁgn
properly received and processed, and therefore may be discarded. As a
result, the receiving node circuitry will not be overburdened by
decodi ng repl ayed packets. 10[0049] Security is also enhanced by the
fact that an eavesdropper will need to know the scranbling seed in

order to uns{uosepl Broanthedbrepsigp tRdeRas kil b%\éﬁﬁte&iﬁtea fat BRVBHGOR BRI

is able to dLscove,%ihe seed for one of the channels, it will not be

of any val ue®$ gpP 1Bragvapiglyiof forans; withamdenasdngiomnike wiritqyesssntidr
channel s of thgadidrRASERENHCRRI : Legoi ng
exanpl es, the seced val ue ?Q?ﬂ?ﬁg&g@%ﬁ%‘{lé’% eﬁé@@%@knﬁkgg&%@g{%fggﬁ)as

t he par amet efespagtsttoibs iNustrirtent, amd ot eestrivtiwe.t Tiee sope of the dfveatidi islimficated

packet. | 1 | at t hat .other paraneters of, th

Ceranbi i rg arboerPpEReL el B afh & REro B AR R B e Bemees e
addi tion t o, cone withiniteemeining el raegbiéghivslendeQheredai®irtended® be
scranbl i ng a“a ritQﬂ1itseIf m ght be varied. To illustrate, in the 20
exenpl ary scf f%ﬁ 8PmFigure 5, an Excl usive-OR operation is
performed on the fourth bit and the seventh bit of the val ue stored
in the linear shift register, to produce the feedback input bit. To
vary the algorithm one or both of the inputs to the Exclusive-OR
gate 34 can be changed. For instance, a switch m ght be enployed to
selectively apply either the third bit or the fourth bit as one of
the inputs 25 to the Exclusive-OR gate 34. The sel ection of one of
these two bits can be based upon the value of a particular bit in the
channel index, e.qg., the least significant bit, or any other val ue
that is known to both the transmtting and receiving nodes. [0051]
The scranbling algorithmcan be driven by any nunber of paraneters
that can be dynamcally varied. In addition to enploying different
scranbling 30 paraneters, such information nay al so be known to the
receiving target node in real tinme. For exanple, it can be
transmtted in the formof packet preanble bits, in unicast data
packets. [0052] Fromthe foregoing, therefore, it wll be

appreci ated that the invention can be enbodied in a variety of fornmns,
wi t hout departing fromthe spirit or essential characteristics

t hereof The presently disclosed enbodi nents are considered in al
respects to be illustrative, and not restrictive. The scope of the
invention is indicated 5 by the appended clains, rather than the
foregoi ng description, and all changes that conme within the meaning
and range of equival ence thereof are intended to be enbraced therein.
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VWhat is claimed is: |.A node for use in a wireless comruni cations
networ k that enploys frequency hopping to conmuni cate data packets
between a transmtting node and a receiving node, wherein the data
packets are transmitted via different frequency channels during
respective time slots, the node conprising: a data scranbling
unit that receives packet data and nodifies said data in accordance

w t h a’Whagisitlabeatiisval ue; a transceiver that transmts and/or
recei ves nodified data communi cated via said wirel ess conmuni cations
net wor k; and an identifier that generates a val ue indicating
the frequengy asgogddt@f u¥d tha tllfeldsk WBmB|u@lcaiSsNerROM! @Y enf18ys HakRncy
communi cations at any given instant of tine, and inputs said value to
sai d dAPBPIBE fogPpIMyIcaihiata pasketa betwser d trorgmitingtnode ik atsgeiviag vede, ndierein
sanme d 10 di. ners in rdance with t
time o e Res AR e 31 SRl B S BREREPERE il ol e
i ndi cambdancanmiprishng: f r equency associated with the time slot is included

inthe transmtted ta packet. . 2.. The node. of claiml, erein
sai d seed vaﬁ‘até SF@"'\%E?% tﬁ’ﬁt Lo essiPaeif et dﬁaév‘%“ﬁoaﬁ“lgéé% A dpacrpidgngg with
f r equeng ynpaoppl Relupat t ern. 3. A nmethod for conmunicating data

packets between a transmtting node and a receiving node in a

Wi rel ess coffaRiceixel Basranemiip pnd/ errggeiesmaniteds datropeameyni¢asgsipiinepid wireless
transm ssh AR &R MR SkNGqt he fol l owing steps: scranbl i ng

packet data I n accordance with a first value that is input to a
scranbl i ng ah ghniifilrrthat@eperodsie valac findisting die Déqusatyaasidcidediaith theviies got
sai d f%rst vakue %oqg%ises an identjfier. associarfd mﬁtg.one .

t r ansmi S&P SHPLRE 19 G2 FHMAUIFERAR ALThEED Rgapheh WPn;and inputs said value to
det er mi4ltl rRigtaWoRiteih g Sait As kil StedS@lluDto BRrdyRhbed Hatan SO & PSs@ambled in
sequence _of data bits that cannot be reliably detected at said '
r ecei vidHEeib gnners in aceprdancgeyigy the Heneiston dpangrebieh itiatransaiiged i r st set

of scranbl egncg@fh@r_eﬁlotm: %dgéatian %‘F%gﬂngleﬁg R's&&at%;h@ztithqg@gﬁ% sﬁﬁ id ﬁllcl %chi Yo

ata in a a second

detected, scranbling sald packet accordance w
val ue the transmitted data packet.

2. The node of claim 1, wherein said seed value is varied on a periodic basis in

accordance with a frequency hopping pattern.

3. A method for communicating data packets between a transmitting node and a
receiving node in a wireless communications network that employs frequency hopping
transmissions, comprising the following steps:

scrambling packet data in accordance with a first value that is input to a scrambling
algorithm to produce a first set of scrambled data, where said first value comprises an identifier
associated with one transmission time slot in a frequency hopping pattern;

determining whether said first set of scrambled data contains a sequence of data bits that
cannot be reliably detected at said receiving node;

if a determination is made that said first set of scrambled data contains a sequence of bits

that cannot be reliably detected, scrambling said packet data in accordance with a second value
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to produce a second set of scranbled data, where said second val ue
conprises an identifier associated wth a different transm ssion tine
slot in the frequency hopping pattern; and transmtting a packet

cont ai ning said second set of scranbled data to said receiving node.

4. Th f..Cl ai wh [ idd 1ni i S. f !
2t oo i PR Bieford g AR R RGN SO p el R PR g da R e

packet assbeibtd erithan diffarRsnirdnkiniigion Gde: sidtdn therfRgBEnél RepFiAg patichn;and

W rel ess communi.cati ons network that er‘rBI oys. frequency hopping. .
transm ssi oH%f}SHBtSWﬁraipéFl??@C?‘H@HP&SF@\W@ S¢teyh scrambled data to sigh rqcpiging node.
packet data in accordance with a first value that is input to a
scranbling algorithmto produce a first set of scranbled data;

det er m ni ng4whet hlee mediad of cloim st whyfreig craidvidbtednidiigastepnt gerismeed at said
sequen&gm%(ittgl taqPits that cannot be reliably detected at said
recei vi ng node; ' if a determnation is nmade that said first set
of scranbl ed data contains a sequence of bits that cannot be reliably
detected, sgramblin acket. data in accordance with a second

sai d
val ue to pr 'duceAamthiB%rf?f GEMPRicURE AR BeFkglt REIWEHah SiANTRIfHE Bede and a

packet r&oRti Moy ifah dwileRNdomRlunRhticHS" ATRLAT tliAt AnpiBys atdubRGehyii:
node; _descranbling data of a received packet in accordanCe with
each ofrassighiqrsy eqmpisthedbe ollewing sieps: f or sai d scranbl i ng paraneter,

to produce C f said _recei . packet ; .
sel ecting o%%gg@ﬁ%af’% mﬁ%g@%@%@ﬁn@%%ﬂgﬁgg Sst ‘gaguec%‘g ai lﬁlf“?tgtor% ?rg%f’léng
dat a; algdrifinogssdueg adastdetsdlseamblitdpaket t o decode the data

cont ai ned t herei.n. 6..d he nmet hod I c({%ai m 3, further in Iugi ngl
the steps o etf’%ﬂ‘é‘ﬁi“{hﬁf}ﬁbsﬁ 5&6 RetOTSHARRIcHi il Orfatrst segensp pf dita bits that
scr anblaghotiad R1ikily dakéled BGRIMbOGViIAOHSIe; and wherein said receiving
node perforns said determning step in response to receiving said

packet cont Hiardetsgmimtian fspade tBaitsaigflirsicepefisicersnblist data contains a seqencgleg bits
nmet hod i . it ra i t.h en
I}m cﬂn@{ 0 ?éélgwgel%g%riy ann%fn esgfdlrigatc QUG08 8? ﬁ&géﬁ at?iego&{ value

data bits cannot etec ased upon
sequenteprodutcai sasond spr@detaabhddriach; nunber of successive bits all

havi ng the sane .val ue. 8. The method aof claim3, wherein each,
of sard firBEIHESacaTs suinbe s seud o samRiet KA T foqeving node:
scranbl i ng adsgRidtlingndis of i reéeddddzRdket in accordhncel Wah RAGEOfai CHAL BAdLsecond
wherein the indication is included in the preanble of the data
packet values for said scrambling parameter, to produce two descrambled packets from said received
packet;
selecting one of said two descrambled packets as containing reliable data; and

processing said selected packet to decode the data contained therein.

6. The method of claim 3, further including the steps of transmitting a packet
containing said first set of scrambled data to said receiving node, and wherein said receiving
node performs said determining step in response to receiving said packet containing said first set

of scrambled data.
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10. The node of claim9, wherein the indication conprises an
extension of a start flag in the preanble of the data packet.

7. The method of claim 3, wherein the determination whether a sequence of data bits
cannot be reliably detected is based upon whether the sequence contains a predetermined number

of successive bits all having the same value.

8. The method of claim 3, wherein each of said first and second values are seed

values with which the scrambling algorithm is initialized.

9. The node of claim 1, wherein the indication is included in the preamble of the
data packet.
10.  The node of claim 9, wherein the indication comprises an extension of a start flag

in the preamble of the data packet.

-17-



