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SYSTEM FOR ENCODI NG | MAGES USI NG ENCODI NG PARAMETERS FROM MULTI PLE SO ‘RCE'é
FI ELD OFwidimokdB4sNTI ON [ 0001] The invention rel ates gempgfraldayosioBedshe fiel d
of counterfeit protection, and nore particularly to the field of

el ectronic and printed docunent protection through the use of an encoded

i mage. BACKGROUND OF THE | NVENTI ON [0002] An energing trend in the

| | ect b i, d b d
e P2 6" bt aeMiEPRoh ANH VS TerPhoR ERCOn B eaR A tEs G o, £°0 03"t her
end users. Auto @@mﬂ&%ﬂﬁ RERS FROM MULTIRPLESOURGES i buti on, such

as using enmail or web services has many advantages. It significantly
reduces costs associated with preprinting forms, docunment archiving,

mai | i nEIEHA QK THE IMVENTION;i ves | i ne- of - busi ness users access to inportant
data i tl Il tinmes,
ar ound- epcl gr%qgv‘if—%l%ﬁ%19{,%gémf%l?ﬁég?aﬂ&%ggggéﬁﬁégﬁggggﬁﬁﬁﬁﬁgf%ct ronic
docunephsicularig kaithiefigld dlcelgtbeictand iprifited dotempeprotgetom throsgh themsebf & audul ent
docunents that in nost or all aspects resenble the original. [0003] Many
sof t wafB*9dstBagtave been suggested to protect the integrity and
confidentiality of electronic docunents. These tools, such as plug-ins,

my gi WGk GRGIODIGPRTHREONVENTION  changi ng not es and formfields in the
el ect ronr ¢ docunen ocurrent encryption, as well as adding digital

si gnat tfélﬁﬁ jto AR %nﬁfgﬁ%ﬁ tl[é)ig%ltsnfglg 'e%trBﬁz@ %ﬂ&mé@'s WURRGK ubiflg eSwortd
protective measures fy Used rotect documents provided in
el ect r evile wEbandemai td lbramde npsethreminutebusiness décuarenisde cesiemens @ad pier end

docunent is,transferred to a |nt di a. Furt cal har.

or ot oot AuteEthteLadireh erfoflion baf SR ¢ SRR spif B g Lo oY

el ectr qQpivicesQ advafia éﬁxqm%lﬁﬁcﬁﬁl@%ddc)és s RBoAAEA Hth pRERBEInFBnRE
avai l able to the ocunen creator but not to the recipient of an

el ectr @hpmatntwckﬂlaamhnkdiamﬂmmtﬁ givee ling-pf- bﬁ%ﬂfﬁﬁ BOES @Rj?e%SH@ igpeitantt y of
hard c e [ b n the
docureibiretbraTibaRs iy MalRRTH LESHREReRG: i ABLSLOMEAEARED

many degdeiaer, icoRgie ded tackgars gfdsm ol th éledtﬁ)n&acﬂbchmeﬂseldchxdlrtgrtbaptﬁenual for
counterfeit print-outs of even conplex_electronic docunents i nt.ed

docunertspeing afrreatiopofEpydulens decumengpthpt indpRst poalbispgets rf‘;ﬁelin%)keé{le PHEP#di ng

busi ness and governnent setti ngs.
[0003] ~Many software tools have been suggested to protect the integrity and confidentiality

¥

of electronic documents. These tools, such as plug-ins, may give broad control to adding or
changing notes and form fields in the electronic document, document encryption, as well as

adding digital signatures to the documents.

[0004] A significant drawback in the protective measures typically used to protect
documents provided in electronic format is that these measures are often useless once the
document is transferred to a printed media. Further, typical hard copy protective measures may
not be available to the recipient of the electronic document. For example, security ink or secure
paper may be available to the document creator but not to the recipient of an electronically
transmitted document. Clearly, maintaining the security of hard copies of electronically
transmitted copies is problematic when the document creator has no control over the printing
process. Furthermore, many desktop image-editing software tools can be used to create
counterfeit print-outs of even complex electronic documents. Printed documents are still widely

used in many aspects of daily life, including business and government settings.
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protection nethods for deterring digital counterfeiting and identifying
dat a al t wpidogmsyséincl ude bar codes and digital water mapkiri@00k/d8&es ar e
usual ly added as an image file into a docunent by the originating party.
However, bar-code generation software is wdely available and can be used
by a counterfeiter to create fraudul ent docunents. [0006] Digital

wat er mar ki ng has al so been,prop&;gd as a sol yti ut tests,, & Sshown

lon, b av,
that [0P0%ey Widelyped pretertion MetpdhEy delsring ‘%‘%‘Fa?(%qﬁt? 1ing AUHGR ESpr ead
use. Filid dras nIRCRIER bt (s IE B ACHACKOMNL STRI G RYBRIIRIAE as ¥ fiflage
equi pment costs for the necessar§ hardware and software someti nes
cancel fikgntvhgiocmaent by hagsginatnigpass. Howevehbatade gentratichooftwere is widely
di stributiaon. The anou of infarmation that, can be protected may often be
li i te%Va%l@)&F aad Ca%}@?‘gf’y arv‘aﬁ“lte&éﬁef %%?rtefét? gr.a“dl‘ﬂ%‘gélof)‘?lg?ﬂ?%rrs put a severe

constraint on _reliability and usage of electronjc docunments in co rce
and sellPPels. Digitamateropat QSW%FP@NOPGW@'FF 2 AR PRy g fspts llaﬁgggwnst 4 need
to proyi : i + t 1

mai nt al?f IF\Igd?yrlgcsklnas% % %ﬁggﬂgyol%géﬁﬁﬁteﬁop g?‘%%?\éé&% ‘glrdetgtﬁgﬂd%gh Frrgﬂ}tl&hglgﬂ%ﬂggﬂr}ﬁ%r i nted.
Fur t hesuchitéchislopy shifeen drpénsiiel with equipmentdesta fortbe seessary hadweeindgy t hat

provi des, | evel s and degrees of protection . hase n.a conbi natjon of data
that i STHARFHIHRES Capreripe thsreos V{P@Eaﬂ%‘fe‘l%&8ﬂér§f’?}¥°%‘? AQFYBF YNnd data t hat

I's not gfrfrilifn.t 1% £RGNE Bf inPbrnidin ARE VAESY proRBRE #ia9TofRh bedliited tb D8] An
illTustrative aspect of the invention provides an automated nethod of

pr oduchevgrahdigite nclstiens. Thesgepréleme put 4 severgchrstraint #nirelipbility andhbeage Wer si on of
a digi tgl doc#rrent. The net hod dcon&ri ses establishing at |east one

di gi ti FEETHHT AEHICRE R SIS Sd PEYE i ng at | east one user- supplied
encodi ng paraneter, and determ ning at |east one non-user-supplied encoding
par amegenMMARY OETHRI N VENTEONCONpri ses establishing a first encoding
paraneter set including the at |east one user-supplied encodi ng paraneter

and t hepgatr] | eandcoRieb1 Aherd $€4 nSddRBlpk®Ge £MeMEE BYpRACARE Hefumeleinf i 1 st
encodi ng paraneter set is usable to encode one or nore of the at _|east one

di giti zbdtr%uc ﬁEJITthﬁauﬂoﬁaiﬁSgeﬁjSaQWHg cmeﬁfﬁiti@ afigr therfiocneent hap bern m}t‘?ﬂae or
T L e s S

aspect dedreéd§ protv@idhivagedoy tdiabin@ionsofidanmhads withinale oéntial ofitheidoguraent

encoded 1 mage for use in_authenticating a {)ri nted version of a digital
docunegeneratgeoikseihasd data that is not within the control of the document generator or user.

[00081  An illustrative aspect of the invention provides an automated method of producing an
encoded image for use in authenticating a printed version of a digital document. The method
comprises establishing at least one digitized authentication image, receiving at least one user-
supplied encoding parameter, and determining at least one non-usex-supplied encoding
parameter. The method further comprises establishing a first encoding parameter set including
the at least one user-supplied encoding parameter and the at least one non-user-supplied
encoding parameter. The first encoding parameter set is usable to encode one or more of the at
Jeast one digitized authentication image. The method also comprises encoding one or more of
the at least one digitized authentication image using the first encoding parameter set fo produce a

final encoded image.

[0009]  Another aspect of the invention provides an automated method of producing an

encoded image for use in authenticating a printed version of a digital document. The method
2
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first digitized authentication inage based on first authentication indicia,
est abl i skwoggososmeeond di giti zed authentication i mage baggdRismesead

aut hentication indicia and receiving at |east one user-supplied encoding
paranmeter. A first encoding paraneter set including the at |east one

user -supplied encodi ng paraneter is established. The first encodi ng

t t is usable ta, de the first authentication i A d
Encod (T iesFRALRTng a gt gt iy iep e Taebanon SB¢ mEREHIERReH MAictis ng
par amedseblikking 8 kil ipGzed HitheiBddiion imggUHaB&T orf Bd SfRReRicEiCind@iatnki nal

encoded inage fromthe first and second authentication images using the
first moevigadledstene vstirsyppliedareeding paegetelhd firstrearoding parameichddie i s

d dabl i h of the..fi d i i | )

0001 Of ey frledie ik, Br SHPied bR onfme P SRt T SR EBRES. o
for i ngakpPekAtd MisdBBEOERGds TRUBSL dufttedticatidh Gnhad, Alesdonarhcodiiepatattem
conprises a user interface, a printer and a data processor_in

conmunsed ddlushingitilenst one neaapser-prnplicd ercoding permgiriinesablisheh Thermethedcessor

i ncl ud aut i . i i : l e, an
encod: B EbeHEeLbbARIhE R rhiRARoloEe o) EPRRCLAP AR FIBhAIIRM 7. o

i s adaph®egs using tedirsendisgidnd 2acbding pdramétecstd. Ofhel firaf) escoledimageds - suppl i ed
and non-user.-supplied authentication_ indicjia, The encoding paraneter

modul ed$codabls fr Waweach ofthe st %@FQ%%B‘FF"%C@W%BS@M aneters, determ ne
non- user - suppl i ed encodi ng Paraneters, and assenbl e the user-supplied and
non- us E10030bp| Yes @notbercaspech g7 herinyastien pravifes ae Avlemiaied systeaifar Beopatating or use

in enc ' [ .The :

adapt eggf‘ltocrc}g% g{ﬁ% % L@fgg%c%%hlir%% e@{éusxs tg‘g‘g’tgﬁf?‘%%c%‘%%ﬁg‘ﬁérg%? ’gé) et?r dsngtas and
t he di gathiprR@ssal irh@nimeadédtion witbihe siser Tierfavelad dhangrimed fhe dasm mdegpted f or

i ncorporating the encoded i nage nto the digital docunent. B@, EF

DESCRI FeFfudes eyravthgntiopiiqry page (g le: pn qppoding G43T TRGHIIG &N pREQing mpdule
unders I Kalan L R ith the
cconp Ay fh Blind R(E MALh{TTAO MM HAE, EOOUS SR B ORRELERTM |

desi gnatthettidetorimages frem wwadsipplied awhoonGe843iplied guthenticatisn tdidinvibieart f or

t hod af duci d i f 1 ticati d t
Accor P Briirbsicnifp il SORBREE iR fTEtar b ifaomibd RBrdie posmRst MR » 1 o
an i |1 ystkadilPpidd dnB&diss Barfinerd 8RO NsBEbEEN GRr-behplieg Q@ nausnGasiaRkdl mge

produced using a nethod according to an enbodi ment of the invention; 3
encoding parameters into encoding parameter sets for use in encoding digitized authentication

images. The encoding module is adapted to construct encoded images using the encoding
parameter sets and the digitized authentication images. The embedding module is adapted for

incorporating the encoded image into the digital document.

BRIEE DESCRIPTION OF THE DRAWINGS

[00011] The invention can be more fully understood by reading the following detailed
description together with the accompanying drawings, in which like reference indicators are used

to designate like elements, and in which:

[00012] Figure 1 is a flowchart for a method of producing an encoded image for

authenticating a document according to an exemplary embodiment of the invention;

[00013] Figure 2 is an illustration of the use of a decoding device to decode an encoded image

produced using a method according to an embodiment of the invention;
3



2 3 MAR 2007 WO 2005/ 034501 PCT/ US2004/ 030265 [ 00014] Figure 3 2}3 m 2087
illustration of a portion of an authenticated docunent show ng t @)q

a decodi jg dRYbfgyt © decode an encoded i nage produced ysgi d
according to an enbodi ment of the invention; [00015] Eﬁéﬂr%é%im?@egn

illustration of a portion of an authenticated docunent show ng the use of
a decodi ng device to decode an encoded i mage produced using a nethod

accor di t enpodi nent of the invention; [00016] Figure 5 is_an
1T ust (O0ER GRiswes e dfisisption oA RasHetOkan FhwiieaedlociREHENNIRG BRIy he

use of ofladesuig ubvite\th 88cdde af ¥RRALA I ' f '
produced using glz;&rre'g hod accordi ng toggaeﬁiré%gg:u%gﬁtg%&ﬂﬁ%@&nv@gﬁgn;

[ 0001 7Fmbodigreat of the inweniidn;ust rati on of a portion of an altered

aut henti cat ed docunent showing the use of a decoding device to expose the

al t er af9H5b! Eigumddd ai ithgastiqr afdusetonisf oahdrEtieddoderar HioRking GedBe
enbodi nent, of..th inveati an; 0001&] Figure 7 is an authentication inmge

that miyafee SviFe i dende ap enqoded tpgeerpdived upigpe 1othad 4s0ptding thanan
aut hentindaliin®at bMMe Gveh@bn. My be used in nethods of the invention; [00020]
Figure 9a is an illustrati'on of a portion of an authenticated docunent

showi n us fz L V] 0. decpde an encad imge.to.view a
irot SolIg] ) Phen o 8ol BRARMAG 3ol Bt B Al PRk PRE R Pinc

aut hentheose ef 2 decudirgndevirent expose theriligation 38 encdedimages BRdus&l ¥ingta fegRdi ng

device to decode the encoded imge to view a second authentication inage;

[OOOZZFC?QF%BEEO ﬂ‘berpgo‘ﬁmf’?%ﬁ‘%‘ﬂt’em@ﬂ?a nmet hod of produci ng an encoded i mage
for a'f@(ﬂﬁgti cati ngq:ig docunent according to an exenpl ary enbodi mnent of the
i nvent tYi#7} o0 g ilfustrationsofgpartionief anealicrnd avtheaticaed dubathennshgeing

produceg Wsi P ; ' n_enpbodiment of the invention
[00024] Figur gdﬁ%@g Haég”‘%ﬁ? giégd?g?‘}eoatrlf%’b loﬁﬁ’?gﬁﬁcé’gg‘gﬁn?%‘?ﬁa? PRSI S wethed a
met hod aeeeding tongn embodimerstrdiaigh imweritionf the invention; [00025] Figure 13 is
an illustration of an encoded i mage produced fromthe encoded i nages of

Fi gur eg00018hNn dFigreUsik B avthemidaaeh Ikt kv 1RBd RITACRLABSK thO{nvhhion;
invention; 4 2 3 MAR 2007 WO 2005/ 034501 PCT/ US2004/ 030265

[00019]  Figure 8 is an authentication image that may be used in methods of the invention;

[00020]  Figure 9a is an illustration of a portion of an authenticated document showing the use

of a decoding device to decode an encoded image to view a first authentication image;

[00021] Figure 9b is an iilustration of the authenticated document portion of Figure 8a
showing the use of a decoding device to decode the encoded image to view a second

authentication image;

[00022]  Figure 10 is a flowchart for a method of producing an encoded image for

authenticating a document according to an exemplary embodiment of the invention;

[00023]  Figure 11 is an illustration of an encoded image produced using a method according

to an embodiment of the invention;

{00024]  Figure 12 is an illustration of an encoded image produced using a method according

to an embodiment of the invention;

[00025]  Figure 13 is an illustration of an encoded image produced from the encoded images of

Figures 11 and 12 using a method according to an embodiment of the invention;
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[00026] Figure 14 is a flowhart for a method of producing an e;chjw ?ﬂge
for authenticating a docunent according to an exenplary enbodi nen e

inventi oRvo bfa904Ed; Figure 15 is an illustration of an ?ﬁﬂg@g{) [Ner=Tel=
produced fromtwo aut hentication imnmages using a netho accordl ng to an
enbodi mrent of the invention; [00028] Figure 16 is a schematic
representation of an automated system for incorporating encoded inages
into a docunent according to an enbodi ment of the invention; [00029] Figure

17 iz A0URAEndtigererlds e Slomebart fos asrethad ofirodisingpnsspsodatimage f"f‘i(r:]or porating
and [ 00BSBRER A P LSafneid TR RRERErRAr, EnBRaBRRCH BF Blveflon "an encoded
of e 1IRZR | G0 150 B BT SRR bR PR B o

Enbodi A veing ifcthb®@s@0kdihHioantenbdditiay ofitheBVdnaes;, for the protection of
docunent s usi ng one or nore encoded i mages that may be enbedded in a
backgr queU2SP" HGHECS is & TBSAL r&flehidliSSof AEATIPRRRE St i id &%&gﬂants
bei ng gr ot e]gt ed.g 'I@he 1gystems aﬁﬁk-rret ho@go Ig? tﬁﬁé in?/gsnti on a&r&gprel ated to
t hose deswled mages intoa-deemgentgeetr@ng Appt embodioenhef thoingami@s2, filed My
18, 2004 under Attorney Docket No. 62770.000093, which is incorporated
her ei n [6§029% ef Bgercld ik a sthanatiotrépredentatip® 00BRutdmated eyktdie faiimsorpdretinger m
"encoded | e" refers to a rasterized, scranbled, or. other ni pul at ed
vari at ieaﬁo‘gg%%%ﬁsd?mﬁtﬁﬂéu‘é‘ﬁfl%éﬁ?fﬁ@&ﬁ? Wmﬁaﬁ&mf ¢ IyARiiPPeAtedded in a
docunent or in another printed background or source ipnage, cannot be

di scer 1800301 oniignee s @ Thasvchas fr 2 methed phprodicing prencgdeddgrstfel or sour ce

i mge w Jf Yol M I j : :qded | mage may
be gen\(lagru{ak.ag]lll afl%ggndggﬁgg{tﬁe%@@g# (?%{ne)%%g%& %g}bgglwé&gg$%ﬁ?é%‘{%g§&get of
characteristics that include encoding paraneters corresponding to certain
opt i cal DERAIED BESSIRIPTIONOR THEANYVENTIONIevi ce. Wien the encoded i nmage i s
printed, placenent of the decoding device over the printed encoded i mge
in a prleceEgr nEmdddipicnedfahé preseneindahifont grevide iveiids é@tthoproteriigeof Wt hout
the decoding lens, sone or all_ of the encoded i mage npy be_ visible, but

i ndeci FlREP@SNtE USIBE ONG Ay WPTeRIGPde ApReesitha ayhe yabeededifridbaskeronad Aiicteye.

523 !\f'ﬁa'ﬁge’-&%geme%% 930 o%ﬁ&%@ﬂé’b@ﬁﬁ%ﬁp@&e&@@%ﬁé sySEas IRl M s
produci ng“encoded 1 mages 1S through a rasterization process such as that
descri befdhd invéatisn aRatelatddbto those@Bscribzd (it dvepending Pat éipplicatiohiNdhl(/847,962,

I ncor pogat el NG 500k Ber Attorey Docket No. 62770.000093, which is incorporated herein by

reference in its entirety.

[00032] As used herein, the term “encoded image” refers to a rasterized, scrambled or other
manipulated variation of one or more authentication images that, when embedded in a document,
or in another printed background or source image, cannot be discerned from the base document
material or other background or source image without the use of an optical decoding device. An
encoded image may be generated from an authentication image using a particular set of
characteristics that include encoding parameters corresponding to certain optical characteristics
of the decoding device. When the encoded image is printed, placement of the decoding device
over the printed encoded image in a predetermined orientation reveals the authentication image.
Without the decoding lens, some or all of the encoded image may be visible, but indecipherable

or indistinguishable from the background by the naked eye.



reference inits entirety. In the 717 Patent nethod, digitized AR 2001
aut hentication i mnages are encoded by rasteri zing then1according 2c§z¥
seri es ofwonesabenm ned encodi ng paraneters. Encodi ng ﬁ@%@ﬁﬁ(%or this
nmet hod nmay include a line frequency, which corresponds to the nun%er and
spacing of regular |line segnents into which an image is divided
(rasterized) The size and nunber of divisions determ nes the frequency

of the _encoded imge. The

e nents ) d
encodl n@’“ﬁgﬁ nﬁ% rodcing e@eﬁéﬂkag?fgtaﬂapugm Bt Breregesuch@s how
the aut fhervdsGMddan U.SBse on
whi ch t hey gre to be prﬁwgdjosﬁgg%ﬁfm@%ﬁ g@\?}@%@?h@&ﬁ] 717
Pat ent Fesarensd inity eifigety. (e rthei ‘qur Batehtenethcbra\dngigzemmeﬁﬁbatmamagdseure atcoded

hi | he | lar, |
o £ or e g e aGRRERE o A RS bt Rl B RiunedPrchiine Derpmsirey THCOMIRE. encodid
i mge. pheneteR! 3L B¥E6d hﬂ@ iRIMERASEhel (FREIEn q/hi(ﬂu%h%%)ec;rng%ylg? F%B&Catnd

angul ar orij ent ation, the encoded inmage 1s décoded ow ng the
aut hent FRAGINE GAILHEE @9% jegmee niraintg ‘@h@é@l an {W&iﬁiwﬁdeﬂt{m&@hz@dje Thesizerendat i on

met hods to t hout t jcation,
T o r o 0 vl RIS e GEREIG e ! B HIR S arh e per BREF bE G | o0
encodi nepcodat inege hAe axg:oan%qtar@ﬁetdeina@a%qmm@@@ shalAcehhed] ©elift abwb! e
to a de od| g device with corresponding optical characteristics may be

used int ighimpacs Wil e peenedilaie tnthembissenpon whivh eyare to[tB0036]  As
di scuss&qlnt@@ove encoded i mages are derived fromone or nore digitized
aut hentT cation i nages usi ng a set of encoding parameters. The invention

nvol ve e enco es _i.nt tabl e
:jo\éurr;nﬁ)s hgfﬁer eli?l ﬁﬂg ‘%1&&9“\%1%"6(%50%%0 33? Egtcntptﬁ? gﬁ&ﬂ@ﬁ’%@g f?fg‘@ﬁglﬁ‘&fl% t he
encodedopﬂmmmmlsﬁmaattmgwmb bf @ encoaed BiRge. ThpartieRCdd 1&%&[&%%&3}%
be accog%ﬂnae(gglg hrough the use of software that produces the encoded

i mages arfregipacy) thattcorresnonfetotthe frequsney @é@ncqmdsmm aWbendi nent s
of the dfro

encodi n%]@%egﬁaﬂe rrg%}tg re ﬁ%%&li nﬁggeng{agr%%&g{rtb %n%gtyn o %g}a(rf\] én%%rg reélcﬁ‘g%ﬁié?’ﬁg% d or
sel ect et degodetighersby alémlmgmm athamicgioaddiapé(Sdlbeansmdi ng paraneters that
are generated or selected by a non-user or are selected automatically

Wi t hout [00625]  iAlpwotigh {he rmmmﬁﬂmﬂs&@bﬁme te7 B4l 1RRGRARE tir ul@y be
constructed fromnultiple 6 2 MAR 2007 WO 2005/ 034501 PCT/ US 04/ 030265
aut hent SRESHICRHPD, Hayydde Ué‘é@]ﬁtoﬁéw Hepse pSoigiarnsiet dn theadt thacogiimaggpencadivger

set. | Npkfh8d Raving a set of definable i image characteristics relatable to a decoding device with

corresponding optical characteristics may be used in conjunction with the methods of the present

invention.

[00036] As discussed above, encoded images are derived from one or more digitized
autbentication images using a set of encoding parameters. The invention involves the embedding
of one or more encoded images into printable documents wherein the various encoding
parameters used to generate the encoded images may come from multiple sources. The
embedding process may be accomplished through the use of software that produces the encoded
images for a user from selected authentication images. In some embodiments of the invention, a
single encoded image may be constructed from an encoding parameter set having one or more
encoding parameters generated or selected by the user and one or more additional encoding
parameters that are generated or selected by a non-user or are selected antomatically without user

input. In some embodiments, the single encoded image may be constructed from multiple
6



embodi nents, some or all of the encoding paraneter set for a firsf 3 MAR 2007
aut hentication i mage may be selected or generated by the user, while sone
or all ol bwseseedi ng paraneters for a second aut henthcgaid@oseRee May be
sel ected or generated by a non-user or selected automatically w thout user
i nput. [00037] An aspect of the invention provides for establishing the
characteristics of an encoded inage so as to be unique for a particular
docunent. This nmay be acconplished by selectively specif in% uni que

aut hen@ytbentication ivgages each avangdisy passesieted eacading narpmeseicsstidd thedge or by

havi ng r eri sti j ' > to
i quorgSEbeS R REE e i AEPRLER IR 3L F Al Kb PSHiSh AR | 2
parti cudledtedBitiehteddi by thefises, wiiRWoneSIr ] of @Resnabditdg faamerrd for Asecmnd| be
di scussed, the characteristjics that nmay_be varied I nclude encoc;l}i1

par anme fethenticgiion yaagempy hosslepted O generatbd by p naryes Oy sdected PG

t he ang); . ticular authentication i mage when viewed through a
decoderwl@?&{‘ﬁgplggg%di ng angle of the encoded inage (i.e., the angle with
respec specified fr r.ef. t: A

pl ac edh‘l)dr(\ﬁgfde‘gn %‘l(?e%tl Ogvt\}let ﬁg@ %‘%@Wéﬁ‘%@%ﬁf{a?%ﬁ&h gé)ﬁﬂ: %ﬁ%%ﬁeg'?%&eoi%\{%}c}%di mage
char acimsgesdo 30 BRMnighsSoriapatticdRr Hbsunsant This nify Hehecatplishad by edleaivelynage,
which may, for _exanple, include text generated tq identify. circunstances
rel at i ARFAyInggBIARSAUtheBYEAtian irgages of em%a]g pagampgters fordheypucoded bppgey

enmbodi i tJ i : ] J ased

ol TG stih difecleNER ettt Qitcfifubly b REw ) a3 unRRERRG B B

char acwéth the gereritivatof amewulvcgmentton vathpapdriicaulbranodificativerf aameliasie of whi ch

are not. As noted abogve,._so net hods .of the.inyentiaon provid or user

i nput igﬁi‘%atﬁﬁébﬂ%%%a?‘? Bﬂn BT’ gg‘é‘i‘?ée G‘?c chgractegistic attl?@’ottﬁn‘gﬁnﬁét‘ ﬁ“iﬁti pssof

the engRdRfn ﬁﬁ%&eﬁ%ﬁéﬁ EQf&r%xﬁmnEE[ H-Je%h%@feggéiﬁﬁ%?ﬁfrastérﬁeé ﬁﬂ?g[e ﬁ{éﬁﬂgﬂef&nt S,
a | "of so f the d au

the user ma ve contro aspects ocunent aut henti €ati on
met hod a partitutestautehtinasion Fhageden viewed thongh xalepdder obibe dagasiing agle of thont r ol

the authenti,cation i es. thensel ves bhut..nqt. t he .ot her encodin

char apteg?(? .il%gep&'epg%gq?&ee 1@1. lef?ﬁfggbﬁs g{‘eﬁé{%&g I%)I?refl. %5%1 "ﬁ@%? fi%ff?dr@r!éy be
used i MPBE Pidesd Brorddrtd viehans anatiticationmae). Thidiqeadncodeddtnagocument s
produced by virtually any docunent processing or graphics software. They

may be chaapleseticsay st inplude die spataniodbe axthemicatin igypeaiviioh mgyeloat i ng on
docurre %&irggggg%ut%g g&f g%{ne%tgftro 188@@ ; ﬂ&uxﬁét&%%? %1%191 gg E{;ﬁ%g&ﬁé@egs‘t{dﬁ?t Ively,

they may or use i'n war e subr outl e 1 ntegrated
into dogupenl Qencralion Bregrans,  SHEN RS d dnin bl A% uiran

encoded image based on multiple encoded images, some of which may have associated

ng
&d i mage,

characteristics that are unique to a particular document and some of which are not. As noted
above, some methods of the invention provide for user input into the generation of some but not
all of the characteristics of the encoded images applied to a particular document. In some
embodiments, the user may have control of some aspects of the document authentication method
and not others. The user may, for example, be empowered to control the anthentication images

themselves but not the other encoding characteristics or parameters,

[00039] The methods of the invention may be used in conjunction with the construction or
modification of documents produced by virtually any document processing or graphics software.
They may be adapted for use in a standalone software program for operating on documents
generated by other document processing software. Alternatively, they may be adapted for use in

software subroutines that may be integrated into document generation programs, such as, for
7



exanple, Mcrosoft Wrd or Adobe Acrobat. The input to the soft g
or subroutine may include sone or all of a docunent to be aut hﬂﬁ’c%dﬁw

and one g fRER3RACOdi Ng paraneters. One or nore aut hgetdahdsRBodsbroges may
al so be included as input. The output nay be a file containing one or nore

digitized encoded i mages. The output file may be stored in nenory and a
user may insert the file into the docunent. Alternatively, the output file

may include al|l or a portion of the docunent with one or nore digitized
encode¥k iy ddiczspl IMordasdsiobe Actabat eThe input tetherfeftwareqa OZRE SUROUHBR ument

[ o060 i diclidsofg g Ot RBHFREnR K oAby o b pdi Bncdi BB tors,
of docOneni more awhdntipitiontiadgendayedlecbes teluded hainplhy. SThermnget maylbve adédscr i bed

met hod may, be used to (%r,o_t g‘gt a ?éi,ocurrent created electronically, and

cont i nERE%AInKEHNE OE B0 digitized erroded 1mazee The OWEY THe BIRY BF Siarediit MERAYSEAnt od
docunept,.d QL e dyd; [ ) =Xy t P& 4D a t O
unaut h%&llsézrznda%;dlg%)l I cg?jil %%HJ@E H{tg%ﬁ éoh'? hgir')cg#ﬁg? %y,&?@%ﬁ%@t@ﬁ%&l@@r ger%al or

f r aud. p§r@i0A 41 theFogument wittsoree drlnpwe digitizedehcaledembged abtadyr evhedided thareiwbc oded
i mage agcording.to_ an enbodinent.of the invention. In.this t hod, which
- be S e e B og TN dhtied i rengs iRt 6 BripRa B OB B or as. o
subr oufibdigeens Si Ngl e set of authentication indicia is used to produce a

si ngl e encoded i nage using a set of encoding paraneters assenbled from

user - FouRab] ochPALETRIAL AN "RHRAEiSHRAL B SR ATELR s PRAGRIAR

begi ns ™ at authentication indicia are recel ve thenticati on
i ndi ci hothrpeinteandsdattahico s thid mater vhs dederibedmgthod may detusedint profect a be

produced when the printed encoded imge is decoded. The_, authenticatjqgn
P o ocyenh steateq elpeRpBicalt i SraRgIo i Sach e g et atiet o ek TReP daRAg: but
not | ik Hhadiel AoliBédt g8tk B B9 InakR AL UBEuAEN 8sRtAE (ARl ES tand t ext
strings from docunment ‘processing prograns. Thus, the authentication

i ndi ci anguborredidnplidation.canditopthan drmaggaltdra@mforg@ry, ordt4ydr dat a capabl e of
being represented digitally that may be desirable for use in authenticating
a doc(eftdt] [Bi@e#2]isAdtowectartadtaingthodofi roduaimgy/anbencedddaotagd asmrdisg twan

provi de informatjon. about the, source f .a docunent or about the user. For
Excanp! EUbRTHRY BaiT TP ITChE MRS MOIITBRaF RTAGEE & & oBBrbt o | ogo
or textudbntGBbh sbhwab hRIErah oRaOPMAOBRL 2 ﬁggl%yt- of Al htieHtioN Shdieia & used

addition, authentication indicia may include information relating to the
documnete produérea singleentdded tivage usiiy sseafencedingderayeitass adseinhiedrfram vsat- t hat

woul d %&ppaﬂ%alpiafa%%tgrs Eu(l)d gggus%?—%gpﬁi% pg;amaeterf"sa} ' tilecrlljlét od ge g21n33 at'\é%l.? }gt%]ﬁ),
authentication indicia are received. Authentication indicia are representations of the visual
image or text that will be produced when the printed encoded image is decoded. The
authentication indicia may be a digitized form of any visual representation including but not
limited to digitized images, computer-generated graphics and text strings from document
processing programs. Thus, the authentication indicia may be in the form of an image file or any
other data capable of being represented digitally that may be desirable for use in authenticating a

document,

[00042] Authentication indicia may be selected so as to provide information about the source
of a document or about the user. For example, authentication indicia may include an image of a
corporate logo or textual identification of a government agency. Alternatively, or in addition,
authentication indicia may include information relating to the document to be anthenticated.

This may include general information that would be applicable to any document of a particular
8



WD 2005/ 034501 PCT/ 052004/ 030265 type or purpose or may be specifil ¥ MAR 2§87
particul ar docunment. Authentication indicia for a specific docunent could,
for exampeaookmsdseide text fromthe document itself, or pcgxisabfloddlssg to t he
ci rcunst ances of the generation of the docunent. Aut henti cati on 1 ndicia my
al so include a textual representation of the circunstances relating to the
current authentication process. If, for exanple, the authentication nethod
is carried out at the tinme of prlntl f a particul ar

t, the.
aut henfyPe 8% PUBOSefdinedyecspetiic Iarepartet q%r OSRHIGR A@%ﬂé@%ﬂdpﬁ@%’fé%@eﬁﬁ% and
date t cuﬁ}%nﬁébﬁ?f '8 X% p’l el [hchid€ 1P HUHRAE do(f'otlntle% Rt uel tre@ituﬂg"ﬂo g@di tion,
the authentication ind amay 1nclude information re alngtoaprocessor
or st atiremmsedncsdviche gdreration ufrﬁmtdocmnqﬁn e%nﬁteadcatlopnmdnemsmy adso ipeliude 2d.
[ 00043] Fromthe abovef it, wl ulﬁder stood b se. of or di nar kill in
L e ar EXURFERPCSSTIR R Cos TSGR P (P 6 CHRLTS cBmeeatipg PR i B ar
documegf ‘i‘t?&élﬂi?éﬁhcé Sn@lfiod® JRYaRRd ERGHE firmk Of ggmﬁg biCHpaficuser . I n yet
anot her a ternatl ve, e aut entication indicia my be established by a
| i censducuarenp rtlmwamtmntlodtlmhadlanatcnddtm@adﬂ otextiol tepresentaianrofortingg anodate tonput

from fhe user 04 The, a ation di cj SN S i nput
1 om abtEspoined s e dcutif ckheF st of Braddlitn’ b Wb RGLR e g ' 01
suppl i ﬁ{éldd@tiﬁbﬁﬁétio\ﬁ%héuﬁg t Yo sGUR RtakiBH abRBich 1Y ®ZBumbar is lgaiegitedjse by the
software. In sone enbodi nent’s, the user may be offered predeterm ned

aut henpiosessedar prindeki a al t ernatives fromwhich a user selection is made.
Non-user-supplied authentication indicia nay be read from storage or my
be det §0043kd Hrymahe abwoviecit il H@umemstomibsothomﬁlﬂrélnal[m&hm]thﬁemuhﬁl ng now to
Fi gure det er m nat.i on ther

it hen i baRIoaROn RGICE: Bk PLPHE TGN B epona RGP ERoAe CRUTHE e AT Yermge.
I'f the g grdHenhipaichRPusdrNH dt Aandthér Merdafioe, UaLadiRdndicki®ordindict heyxbe String) in
a formother than an imge tTormat, the data is rendered into an i mage

f or mat established be Hidenspher pravidereof domanthspticationsoftvare WihoF BifheWHRRI O™ code

or hy se arat e nmodule. In either case, the resulting digitized image file
need n " di spl ayed to the user. [00046] Encodi ng paraneters are

i t. S nbl. t t
pr evi ZE@Q@%- AR g e o R b v o8y SFv e
aut henlgedh hofluidia8scd. OUEHr%ZB& ha¥ bisHhlicdesteRBERIRdr AROE supftied and sidicdg
paraneters may be 9

for later use by the software In some embodiments, the user may be offered predetermined

authentication indicia alternatives from which a user selection is made. Non-user-supplied
authentication indicia may be read from storage or may be determined by an indicia

determination module.

[00045] Returning now to Figure 1, at $20 a determination may be made as to whether the
authentication indicia are in the form of a digitized authentication image. If the authentication
indicia are or include data (e.g., a text string) in a form other than an image format, the data is
rendered into an image format at S25. Rendering may be done by the authentication software
code or by a separate module. In either case, the resulting digitized image file need not be

displayed to the user.

[00046] Encoding parameters are received at S30 and assembled into an encoding parameter
set at S40. As previously discussed, encoding parameters are applied to a digitized

authentication image to produce a digitized encoded image. The encoding parameters may be

9



WO 2005/ 034501 PCT/ US2004/ 030265 used to determ ne the character inzt' mf
t he encoded i mage and/ or the appearance of the authentication i gia 4067

t he encog@sl,ogBsi8e s decoded. The nature of the encodi Rgr R3KANBRE S
depends on the encodi ng net hodol ogy used. Exanpl es of encoding paraneters

for a rasterization nmethod may include resolution or frequency of the
encoded image and the orientation at which a decoding | ens nust be
positioned to reveal the authentication image decodi ng angle). Encodi ng
par anetsed o degrmanestbe chrrhaeristivapf be eneadad imegeraadion thegwppaansy of hosi ti on and

orientatio f the aut henticat, I | e t : decoder.
Encodi%&%ﬁ?é‘r‘?ﬂt@?&e‘g IR AR e?%%%ggg%%ﬁ&vﬁlﬁ a tfrgso ?gl%l%??%?gr esol ution
or a r@?ﬁﬁét&ﬂs‘ﬂ@]gefnﬁ%ﬂEhe%coc_fiﬁ@ﬂiémﬂoﬁﬁ @ed. Exgaiplisalf encodiviy papapetersfat 4 er n
fromthe authentication indicia. [00047] F 2 illustrate ﬁe[ decodi ng

| ens 3@stamzatign H@k@ﬁlﬁﬂ%ﬁiycbﬁ@mﬁ@@ﬂpﬁﬁbge%nlﬁlggﬁﬁ%ﬁnwm HORRS portion
10. The.d { ty . i i 4 dth
decoai MSTTENG TR e deuddiehfmudtic FRRicHbs B, ckPlle dblppAiindese B0 od™

i mge @Bcouisy arfgly) MBcddigpaatigisimaedsainclvda viloes jebing tethe geompiry.si ng t he
text "Department, of Transportatign.! The encodi tagblg)arﬁriﬁtéfrs used to form
the erHiwm angwgentaion ofche agheniicalionimgage e v Hah HEes R ent i cati on

| mage Eﬁ@dﬁkggqar A erd 860412188 1R Ssudh TRYaHG a@?f‘ihﬂ%_ﬁblﬁﬁon bherepagticn fagbveen

t he horizo cunent portion axis 22 and the first decoding |ens axis 32
when theqeacpaiedgo persatdd wallpaper phitere fronetht aptbeitication indicidlecodi ng t he
encoded i mage 20. The 1image angle 0 may be defined as the angl e between

t he hopoopart alFigee dmhitraes b decutiviens ARamhah exemplarprhcoded enaget20mppliehie 42

of the authentication i mage 40 when viewed through fhe decodi | eng 30.
It wilfdprmemipesiondd Bye W%Powailﬁﬁh%%a? A YRHCH] ages T 24 PG e
aut henf, ' i’ﬁﬂﬁa ‘. ' ' V AfbicRSodiagnaes20ivag! arity
when th%C%g}edgg%?sng gﬁléégﬂ%oggfﬁ%gwﬁewﬂﬁ%ql;lorei zont al gii s 32 within
about fdrnkddegr edizitbd bithendimation ngagervginprising the tekt ‘IDephmenteof under st ood

that the decodi | d the | le (3 may.b .
e R Gueen Bnchodafeaaranfobite 106) fr CRlB ibfest B fbA e, o
angul aae&%yegﬁnga Qi‘&d%ﬁ@h(xﬁhé’z{tﬁaﬁéﬁ?ﬁﬂggfaﬂgl@ P, T Ricddn@d andide nagtbealefiaradi ng

par anmet er Itions may vary dependi ng on e docunent and_the needs of
t he us ére angO@4dentheliarizontal desvaesal portipa esiva end thedirsidecodiag lgs g¥isded or

the usameRisegeting 205 301 R SEret BTl AR Pl PREMPETLEL Ve
sof t Wak@agd dhgkOFRas Bb ashinsaNk the drpte bEweed By hogzoitd doewindd portion axis 22 and

the text orientation line 42 of the authentication image 40 when viewed through the decoding

lens 30. It will be understood by those of ordinary skill in the art that the authentication image

40 may be viewable with varying degrees of clatity when the decoding lens 30 is oriented with

its horizontal axis 32 within about +/-5 degrees of the decoding angle a. It will also be

understood that the decoding angle o and the image angle § may be selected independently of

one another.

[00048] It will be understood that the angular definitions above are exemplary only and that

the actual encoding parameter definitions may vary depending on the document and the needs of

the user.

[00049] Individual encoding parameters may be user-provided or non-user-provided. User-
provided encoding parameters may be supplied by the user interactively or may be supplied and

stored for later use by the software. In some embodiments, the user may be offered
10



2 3 MAR 2001 WO 2005/034501 PCT/ US2004/ 030265 predeterm ned aut henticat i Bn
encodi ng paraneter alternatives fromwhich a user selection is adeMAR 2007
Non- user Sokdedoencodi ng paraneters may be pre-progrq,rg:f?lgis' e

sof t war e“f){? rfgﬁi?lgvabl e fromdata storage. Non-user-supp |ezgwgﬁgig§i ng
paranmeters may al so be calculated or determ ned by the software as a
function of a processing circunstance or based on a random selection. A
processi ng circunstance could include, for exanple, the tine at whjch the
encodeptedsienmjued anthpationtiomenceing parrmetes plisrnitives Gpmy Waich pEsAtSPIRGUENS| r onnent

ocumsige. o oont BE R arp AR uEbr e A REATHQ P RRGIAL b0 The

rel at i RAsdvaBletfRna dftaklordgd] Nonaneosippiedaicating Parasietdts Ay talse bdealvdlateg angl e.
Alternatively, information relati ng to a processing circunptance or other
non- uséstersipgs] biethe spliwere s e faictinn Pl B ETocRssiRERICERMSRRcEOT g R REOPRat i on

| ndi ci 'lec,{tigg.oig}%rob%s%k gﬁl S 05uIBIRAHER! %r%x]éxﬁg@,r BEBIR AWiféH L TRRARGES
makes TT possible to “determne circunstances relating to the processing or
print i igagefis geremedmdhafaceristidsef drcaeedingiemeigammeny éng.i Chardnteristixs onof t he
encoded inage is fixed. This provides an additional |ayer of .

aut henideRuHEa519n9) e NTREIg ep et Aecimth SUeR P PTRAtRR GPRIGMEJIPBIA on
the fa inBf | i 843 PRl fnetdrRudiasané asRAidmgR. havi ng a
decodi ﬁ%dg%gﬁge{ltan%ﬁﬁg}% I gﬂfﬁglhelal?}e:%{ctoo giﬂﬁ}e c?(t)crulrlrentS date, the investigator
woul d Bétemtativelypinftetmetion retatingéo @ preeessingaitcimsancootadhermgneasensippliethpar e it
to the,date shown ,on the doc nt. .[00051] .As .not ed above, encoding

par amet ?’gnzfrr’é’f}%@WS‘BFQ&B%H%%G@P&{?B%MFQ @hplied. In a particular

aut henti cation nmethod of the invention, the, encodi ‘2‘% r apet er.@se{t i ncl udes
2t 1 eal0030he TonkingieRe e BARTRFTS IR RO IR HEBARER Spkea . Porpie ©

NON- US QL SHAR LB QRAGR MR MEIrEEessing Or Pntthel dPAIRRAE AR thelinchdad be
tied to a processing circunmstance as deScrfbed above. Anong ot her_ thi ngs,
i ncl udimageqavanif dui texg. of direcameoded itage isi fixedo Thisqmovides antrdditiopat lagenpder

provi des.protection agai nst msuse by a particul ar user.. T .
non- us &kt Wﬁfﬁf‘f’%hy é%%‘g’aﬁﬁﬂ mvggtg@ﬁgﬁg#%ﬁﬁ@ﬂ%o%@%mﬁgn gles%ﬁ? 0ha Rt o s ng
or conib@imé&iit Fbye@npl@¥n BeerBleddnA8 hatidBiadesddigd AlglOfunthitnaliyeelatd to
organi zation. As discussed above, the non-user-supplied encodin
par anetler depmeni/daig. skee ipvestigater waeldedw able toretesme vk €atofropoiie em%e@ MY m t he
user. [00052] At 5 i giti d image i s produced fromthe

588 et BIk s SelinhiRE gRAERER

digiti ge usrng e encoded paraneter set. As
di , t hod f ti ded. j f t
aut hend POOSET o ik R SieoSeamrrrrm e e e aRelEEEIPetEe e

717 RafaeitarldeR@danoR bRadd diee RVENRAL he dhédding PR&RetbBsdt aflRich &Eidast O
produce "an encoded I nage

one encoding parameter that is non-user-supplied. The non-user-supplied encoding parameter

can be a fixed parameter or may be tied to a processing circumstance as described above.
Among other things, including an encoding parameter that is not controllable by the user
provides protection against misuse by a particular user. The non-user-supplied encoding
parameter(s) may be set by a software licensing or control entity or may be set by an
administrator of the user’s organization. As discussed above, the non-user-supplied encoding

parameter(s) may also be constructed by the software without input from the user.

[00052] At S50, a digitized encoded image is produced from the digitized authentication
image using the encoded parameter set. As discussed above, any method for creating an encoded
image from the authentication image may be used, including the method described in the “717

Patent. In that method, the authentication image is rasterized to produce an encoded image
11
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frequency that may correspond, for exanple, to a certain nunber o Br mech

lines peiobddshasstthen printed, the encoded image may bei'c\i‘}&ﬁﬁﬂlegflké' t hr ough
C

the use of an optical decoding device, preferably a | énticular I'ens having
a line frequency corresponding to that of the encoded inage. [00053] Once
the digitized encoded i nage has been constructed, it nay be returned as
output of the authentication software at S60. The encoded i nage may be
out puthaaingarceitaindeequetay thatdnayseovespondr for axamplefoarqesaiamugber oft Binkeddéiesnent |

Al ivel he, ded i be | di | Ve
Gocumait i Rhenginiain e eoRenareral SeERE BV pRRE e e hERLordd

sof t Wade%oding BEvi6l0 GHeTERAbIyGABA Rl s hieing A tad el qhieiRg Roffespohdiag thhaf efrthber
processed, transnmitted or printed. It wll be understood that the encoded

i mage énsodpddphageal | y enbedded within the docunent so that it is printed
simul taneously with the docunent. Wen the docunent is printed, the
pri nt e[@0858]od Exict theghgivizéd enoedgirivdge bab tiean constmpied di thay be aetumet pHPutpEt

cannot vi ewed except wi tl .t correspondi n ecqdi n ' ; met hod
ends a?ﬁﬁﬁg‘t‘th‘fr@’@@%%] Sq?&’a%ati %Oug‘iﬁ‘? 5?‘?(@83 gr%%?cﬁl%%ﬁ? ?&Pﬁtea%&g gﬁlﬁlf1 g‘éefélg -Eg%c oded
i mage iSe@fifefetiAcdribialits fhto RUOGRSHE NAIMARSIAY) tB erftotl T iniaps mayl terigseried h a
background i1 mage or surroundi ng sold col or background that may be in the

f or m oflirectlyétrthe dasumienpid theusofiwats iainegrated withithe docpmenh gengratiog 88tV illes how

a rasterized encoded .i e may h | i r

bac kgrﬁﬁ‘lﬁ CUmERHC @W'Bgz‘%i %B%Gdéﬁjag%%%g%geﬁr% %@hglngéérg%gt dé%?'z L ar the

sel ect ghnEd. eHYENGY nberbioad Hahe @nCside finagee geaphiyllp embejdedtvethimtheor di ng t o
the color and density of the various parts of the yisible inmage. Tflg
encodedotumegbsathat it ierintesi smpltanegusy Wit thedecupienh: Woep Ebﬂiéjtoﬁ\é‘?“?ﬂ\kﬁ PR gre

vi si bl I e _repr b 1 i by s t he
{at ent e R ERb SR ATHBE ol Bo ploBu@RSEIDLACAGH (St solhBpURhot RRATE

becomesxaepsivith theahgspindingaledadinglievice, e mahet endstee893.or the sel ected
frequency of the latent image is placed over the latent imge. [00055] The

digiti {m;tsq!cqﬂ%ﬂ iR svOimbiemphese digiiirpdentodud imaye veaddedriol the ivprdconbi ned
with a background or source inmage and added to an el ectrqnic 13065 of the

docuneprocesinigeversien plehdecumeatialoni VD fdychpsorsiEnagg of HETWRAP dto
or oceoSrshe B NEAURE TG B dta BeordBHE SER SO} hPLhaRt DRUOTI PP

proces ogram subroutine. n unent to authenticated is
pri nt edesciibes 1aie @ eseerized grooded tnae mdydekanieddet! mto 3 surceiniaga ge baakgaiddd

}Mrr;get 3‘&1@ %&gkgg f;g@ier@ gc):kglrcsmn%ll ig glsg ['zistnetri%gd atvmfi: lscﬁec;[tgde frgc?u%lr(lg); s(,)ou gt e 9,/10%533 ource
image may be adjusted according to the color and density of the various parts of the visible
image. The encoded image and the visible image ate then printed together, with the visible
image reproduced in its assembled (i.e., visible) form and the latent image in its encoded (ie.,
invisible) form. The latent image becomes visible only when a decoding lens constructed for the

selected frequency of the latent image is placed over the latent image.

[00055] The digitized encoded image of the present invention may be similarly combined with
a background or source image and added to an electronic copy of the document to be
authenticated. This may be done by the software used to generate the encoded image or by a
separate software program or word processing program subroutine. When the document to be
authenticated is printed, the encoded image (and any background or source image embedded
with the encoded image) is also printed. While the background and/or source image are visible

on the printed copy, the encoded image may be viewed only through the use of a properly
12



on the printed copy, the encoded i nage may be viewed only thr ougti imﬁﬂ
of a properly 12 23 MAR 2117 WD 2005/ 034501 PCT/ US2004/ 030265 ofi

decodi ngwieyiosesaait h optical properties configured to GRAIRSHAMG LS t he
encodi ng paraneters of the encoded i mage. [00056] The docunent and encoded
image may be printed on relatively low resolution printers, such as those
comonly found in many hone and office settings. These may include | aser,
ink-jet, thermal and indigo printers, for exanple. A resolution, of 200 dots

per i rezeniedislerodingdevigearith aptc! PIOPBRICH eraviguted to somespand ko hae ed i mage

that c I I4f: 1 when viewed on a printed docunent. Lower
r esol |%1§§(e§g)3m§%§%§%%l\?? B adequate results. [00057] Once printed, the

aut hent i OR i e from whi ded. | e I . ay be
reveal @Igﬁ%ﬁr o&&ﬁ H?‘%l@leﬁlg 3&}0‘?“038%&0@% 33‘%5{ |eﬁélnkfg2°g‘cﬁew§§%@\}$‘gg§sﬁgﬁlgﬂam shown
in Fi gptisterd, suchieMose ooy foundiih age hometahe officeettings.i Tidsahiaginduder an
encoded i nage 20 that has been printed on a docunent portion 10, c{;{ﬁ

aut henlaserainkdet, theweal and indigqpraniers, fog X o resofutionof| 200 dots@es iach [Pkt ed

away f ' ' ' ' [ i singly
G ot or PEPebtiuof i EOAFEA8 o bR A R R R o
one or vieweé onamprineédosupgiti Edwenmsditigns may aiseprevsie ndyqiae datsr mi ned by t he
aut henti cati on software program |In particular, the software program may
gener afgnsyICc 0dhies pRAla e anthehitationitage rdnh ehivhi tedemiodedinkipe /mais ppatsced on

of the authentication image as viewed upon decodin

> 1g of the enco,dg:d ir’rﬁge.
Thi s i@ be eeverlod throngh the Upspidorarsspandiesleaeding deiee/lens.of\s FIGWICIRIAEUTE e

orient ghli i i t. r . : i elan! LS o |y
ort eocPbE PG RRL R AGHE R AU NE L LR Sl PSR e el
t he noon uslecursend pbitied 10NMe airthemticatinh tmapetd0ds cleaf p dishiayedt I dretlemsedliion

indicia. The non-user-supplied indicia mgy be placed or oriented so as to
be uni &Rfated BWALHER s GERBIAHON, thepBBIFicHinemage Q%Oé??ﬁﬂn‘i%“w&h’e lftagaff s
uni que L ALaHEM - uni que) authentication imge using a "cut and paste”
conbination wth a portion of another authentication imge, the two inmage

portio ki | . . o) Cradl ] docunment s
120, 130%) ¢ A ShERLE SR TR0 RHEH, ol (BB B RgbfRE (ulBifig?

aut henph@aictednmanbé étarnlitfd by (heRafenticatinh seftwae programt It patitylanithed to
produce the wal | paper authenti cg.ti on imﬁ?s?fg 122, 132 s the sane far both
aut hen PRI SFOFTHA QY. SCPRFRIRICONIRE P aTS e HBat jaedif the QHERATR andfiPoNEPR ¢

modi f i %ﬁ[ﬂe%ﬂth%tiéah@n FHARERN; SR G| dEBEEN SEThE eftolib® ThaRC UMthodificARpaUMENt

t he authentication . _
may be random or systematic, but in either case, the orientation is varied to produce an

authentication image that is ideally unique to a particular document. Another approach is to
automatically add the non-user-supplied indicia or information into the authentication indicia.

The non-user-supplied indicia may be placed or oriented so as to be unique for each document.

[00059] When an attempt is made to alter a unique (or semi-unique) authentication image
using a “cut and paste” combination with a portion of another authentication image, the two
image portions will not match up when decoded. For example, in the two documents 120, 130
with encoded images 121, 131 shown in Figures 3 and 4, the authentication indicia 110,
(“Department of Transportation™) used to produce the wallpaper authentication images 122, 132
is the same for both authentication images. However, through the use of random or systematic
modification of the authentication image angle § from document to document, the authentication

image angle B, for the first authentication image 122 is different from the image angle B, of the
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image angle (il for the first authentication inmage 122 is differ?ng I&Aﬁr@!ﬂ?
the image angle 13z of the 13 2 3 MAR 2107 WD 2005/034501

PCT/ US20@¢¢ @@Rasmosecond aut hentication image 132 when piouefedishie .
decodi ng device 140. Thus, if an attenpt is nade to superinpose or paste a
portion 134 of the second inmage 132 into the first imge 122, a clear

m smatch results as shown in Figure 5. This m smatch indicates that the
docunent hgs _been .altered. [0006Q] In so enbodi nents, the authentication
i mage ARYNE SPCRRLAIOR iaRge mc%mdfé%}"ﬁ%mg%@e@%ﬁ@m%l%c’ﬂﬁsémf ap aterpplds
spacin [ [ ; | : v y
varT ed L i SRR SRl R LT oF e b e 97 Bl o Pimagl 3284
docunelear pdsmat¢ioresulisasBhoein & Biguetfe lanmadniacipindicatestiche thealocuhemihds past e

t he vvalbl aglar%(idrrages fromportions 1120, 1134 of two such docunents, the
resultilffgIl SL8ed image wll be distorted due to the msmatch of the text

in the L es 1122, 1132. [00061], It can thus be seen that the use of
docune r{{)&ﬁm quist SPHIS SathogHEenty t@%‘@ﬁ“&l&‘%’&r‘% gigle B mgy rp@aigdwghanged from

COUNt eIl BRI bike CERe 01 ARUIERio Su 8% 8LE RS Bl 0

|ater attenpts to cut an portions of the enco i mages from
mul ti plranddody wvendsso-thaidhe wallpapgr awhdliticittoneintage isaodduedfopeachript@nersetds- t o

create new encoded .i mage are readily identifiable. because the )
St nent TRl BTt S E AL FiRBU Prade o sht S50 Pesie i AP arer SPasRsdiore yigns
gar bl ed.126f1134 be o SuERIBEa MBS YR REISAHE BE0RSY BRESVIR R EstHd HBeH Eﬁupp' I ed

paraneters, even counterfeiting by thé generator or printer of the
docunertismgtchof dertext.in [leop®images HA2al38r native to or in addition to
determ ning the encoding paraneters relating to the authentication inage,
sone nd00d3 oft camhuis e ecxni that theyscalfldowuhédre-uninfut warisidne idletetingparameters
paraneters relatin o the agrientatjion or configuration of the

aut hentq"%yzl?q %Srfigit'% %er?—C(SFO igiins. b{lq?etﬁgg@qq%n 15 ggpetgiet andPHBted: 1t odi ng
angl e autertiSo chihddase PoRhns BHIR chcdBRY iRSeRAR MY BoGPndnidkadi S IY S€
simlar o_lo?urrent S _rraq? bgobuni quel y ident ilfigged. I'f, asﬂ%r%@?%usl yal dﬂésc!% bed
i n conjadiffeicatenspding Pagoeter Set--40 eroatapaeivaintededdmagameseadilydgpitifiablepor t i on

of one ed | ver anot her e result will be that the odi ng
devi ce HERBOHE R IRHRu R G BERONGhs wlE R Bl Sholr BRap ticahy Fufefing!
entire thtliGeinientahigedendtaig patdiiters eaidnlsed ippRed PRRIECA, bR couiREBRInGf
the two docunents are perfectly aligned and positioned, the tanmpering Wl
still By thegensesier opsings of therdogpmentiedefeiaes st ood t hat the above-descri bed

orientation paraneters and other
[00062]  As an alternative to or in addition to determining the encoding parameters relating to

the authentication image, some methods of the invention may allow the software to determine
parameters relating to the orientation or configuration of the authentication image. For example,
the software may determine a decoding angle 0. Thus, the decoding angle o may be made
unique so that otherwise similar documents may be uniguely identified. If, as previously
described in conjunction with Figure 5, a counterfeiter attempts to apply a portion of one
encoded image over another, the result will be that the decoding device must be oriented at two
different angles in order to view the entire authentication image. Thus, even if the authentication
images of the two documents are perfectly aligned and positioned, the tampering will still be

evident.

[00063] It will be understood that the above-described orientation parameters and other

encoding parameters, as well as the authentication indicia, may be used alone or in combination
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encodi ng paraneters, as well as the authentication indicia, may bg 36k 72887
alone or in conbination 14 2 3 MAR 2917 WD 2005/034501 PCT/ U82004/ 030265

to est abki@boogosydboue docunent "signature" that preventgeii8osiasirgent from
being tanpered with and which may all ow the circunstances of docunent

generation to be determned. It will also be wunderstood that any or all of
the encodi ng paraneters and the authentication indicia my be user-
provi ded or_non-user-provi ded. [00064] In some enbodi nents, of th

i nvent fogtablieamrinte daument StaReivEn tehpreventsibe éﬁﬂ@@ﬁ@&“&%@’ﬁpgﬁ@ Wik of
a plur Jﬂ?ﬁcﬂhﬁ%{lﬂ@r{%& SRRt SRF R AR %{%ﬁ&aﬁ&l {ooJe cferined! & wisingRARd

i mage. e au Ircation 1 nmages used may have multiple sources. For
exanpl epdessdend that 2myroe ab fof theenendipeprrarnete fsomdithageBentinstidpendisigaoayore user-
user-suppljed indicia while one or nore additional authentication inmages
may beplg’gﬁég%ﬁo%?'?fﬂ%‘fld%ppl ied indicia. Any one authentication inmge
may al so be a conbi nation of user-supplied indicia and, non-yser-supplied

i ndi ci E00p4lo0ds pormp embodiments o Siednvensiop oRcnEent Yithenipgting BaYsiehgl e encoded

| mge | b 684 Eﬂ?&ﬁﬁ? ihédl 1876inPh YRLH
appr oaé‘f?gmgﬁfkgéd%hkgﬁey S%Sﬁ%#%?%%é% tﬁér}‘é"l". ty o agg;ﬁrﬁ%%ﬁ tgati on | %ages
into aemdodgd #ndget dhe atwhentiuatitie ivigeausedmayikye. miltipleisntreey:. doe @xample, one

aut henti catiaon i nage may then be epcpded through t et hadol ogy previ ously
doscr | Bb@ore:e the, S BrmICe R TERE R B RFA AR e DBpLeY pc g R IR SR OIS | on

! mge?aﬂ@ﬁo@%&h@ﬁiﬁﬁ&?%\g@@ﬁa Be Bhsed batonRiseM B e fMdicdONAMPEe Pr ovi ded
encodi ng paraneters. However, ile the authentication image encodin

par anetethentietibdimigeineay flor beenaimbrvativantfivsertsuppli¢dindisia and @oarweesdivpplic
paraneters associated with the decoding of the encoded inage (i.e., the
decodi h"tfﬁ“alf‘rgl e, decoder frequency, etc.) would be the sane for all. The

result js encoded i mage that, when printed, all the., entire,.

i ntegr &é@égﬁutﬂﬁ? RIS SEYSH aPRERgenes & ggm“/'?ge%\élag Eﬁocggﬁ’ﬁﬁg%@%ﬁdﬁhﬁéhgégodi ng
devi ce ,j hit | ' | Iy t RYEElrdIfREE.
00066 e S e B Ty e

i mages asthentiation reagee imtodisingledategraadongheatisgisindmage wlhehintegeatetecodi ng of t he

encoded | e .(the decodj ng, angl dec r fr.equenc et c, e

1T 1 o SRRGSaNGA BRadsaey boRhE Fitded arR et FrasiE R by e ibeto as &
si ngl e pefke d8ericBBRS pPIRYIRS s EstitBd althatticatibiiindpes Hlagdachde Dopntimtion@Te
aut hentication imagé to be viewed for a given decoding device or for a

gi ven dewatpvigedany eon-ugenporijed Ehepsiegsparameters. Jdeweres vinledhagiihantisatian s

appr Oa‘iﬁaéé’ énc%ﬁﬁg%%?a%le\f\é}g BothdRiffer for each authentication image, the encoding parameters
associated with the decoding of the encoded image (i.e., the decoding angle, decoder frequency,
etc.) would be the same for all. The result is an encoded image that, when printed, allows the
entire integrated authentication image to be viewed when a corresponding decoding device is

positioned at a single orientation over the encoded image.

[00066] Another approach is to encode the plurality of authentication images so that the
encoding parameters associated with the decoding of the encoded image (the decoding angle,
decoder frequency, etc.) may be different for each of the authentication images. Using this
approach, a single encoded image may be created that, when printed, allows only one

authentication image to be viewed for a given decoding device or for a given decoding angle.

[60067] Figures 7-9 illustrate an example of this approach for the case when two

authentication images are used to generate a single encoded image. Figures 7 and 8 illustrate
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aut hentication images are used to generate a single encoded i mage G?W 2@7
7 and 8 illustrate 15 2 3 MAR 2007 WD 20051034501 PCT/ US2004/ 030%

and secORgly 3isfagsabi cation images 220, 230, respectivel Yo /ABhYiRgdshe
approach of the previous paragraph, the first authentication 1mge 220 is
associated wth an encodi ng paraneter set in which the decoding angle is O
degrees and the second authentication imge 230 is associated with an
encodi ng paranmeter set in which the decoding angle is 90 degrees. The

encodi it pad savend pethensicativmimages?th 23Qaespecttaily gApplyingdhapreagh osHive f or

the t hent i QN . i : . aut t.icati.on, (.1 e
used whr AR 2l A ARAERicedOF nl R, S840 A0 W Rnccithe SIERES |
was t hegt ifpdidhatle Hecodingomuan0 dedreeiundsh®gecond a@hertichiiv itvafge 280 isdocunent
portion 210 to which the encoded image_ has been applied. In Figure 9a, an

. ! g . .
appr opRFsaeiated SEBHRTHePCading paramster s¢f 1p Whish the degodingfngleds 20 degeni 1§ t he

appr ¢ e _ ahiead A6 tt
| mge D4 S ERER hRAR MEPEERCREIH BT oyl e Mol TSRbRIL. |
rotate ghnh)%elsQ Uhel agt{hﬁmz;atibﬂn m&@y t22r;](b §?0 m’retnguseld_eviﬂi ths bgfgld:dgqglrammﬂs dxgprddgg% g .
220 al l ow_n e se a entj.catl on |1 nage e, \1.ewed.

[t shodh nea TaREIA0 SRS DeAPEHiGhls 4 JpHmEar JaoHE Skl TERE SR codi ng
angl o G5y QBRI 210 BAREHEBIconla HBc30bR0PpItE AUSRABYAGA 0 | ndi cla

I I i 069] Thére are at |least two ways in

and the authentication inmage angle.
whi ch appiopgite decrslbnpdevioredd isronjeritedl af Ordegeees,chllowdng the fipdt anthbitioptiof image

aut hent,j,catj on. i mag havi ifferent de er - assaci at ed . .encogi

par aneced 6 b B heRnT B SR kB urF o0 CnPEREG EHR DM e ¢ hem
i Nt o a debdtihEdenceoritthak FB@iotAdtithy ) dqg?éé@%@reb?Qb@ﬂiiﬁgﬂielfﬁﬁtdu%nﬁfmﬁ)ﬁs

Si rrultaneousgi/ into a single encoded image. A flow chart of a nethod that
uses t Heage 22} angrallopdngthg senond enthenticstipn onegec?38 te bpgicaedncoded i nage from

two authentication inages is illustrated in Figure 9. The net hod begi ns at
S 105. [#0068] 118 showddbhepprecated that,ias dhawmint Bgums 82 asd Siashddaspdingtangla i$ nage

are received.. The auth jcati.on.indicia. .be.in e formof. an | mage
e oromiriay ErReat SapERac s bR aheNoalP vdfit Ard G b B indinddfay e
desi ratgnglef or use in authenticating a docunent. The authentication indicia
for the Tirst authentication inmge nmay be either user-supplied or

1o S JunanD 6 i A 9 A, OO SBAE B1£)

pr oc es gaurabity girathesdcagion imgges heving diffeesctt docodet-hsocidat ancalegpdrametetshdl)

cocursnt 15 ounkSHSIOL B2 b 0 600 18 L 60, TR AR TREE B 5
encode the authentication images simultaneously into a single encoded image. A flow chart of a
method that uses the first of these approaches to provide a single encoded image from two
authentication images is illustrated in Figure 9. The method begins at S105. At S110,
authentication indicia for a first authentication image are received. The authentication indicia
may be in the form of an image file or any other data capable of being represented digitally that
may be desirable for use in authenticating a document. The authentication indicia for the first
authentication image may be either user-supplied or non-user-supplied. The authentication
indicia may include information relating to a processor or station at which the document is

generated, processed or printed or may include text or other data taken from the document itself.

[00070] At S112, a determination may be made as to whether the authentication indicia are in
the form of a digitized authentication image. If so, the authentication indicia are accepted as a

first digitized authentication image. If the anthentication indicia are or include data (e.g., a text
16



the formof a digitized authentication image. If so, the aut henti%aj}im 78817
indicia are accepted as a first digitized authentication imge. |If the

aut hent i ¢a3 bRB0i4a6H Cia are or include data (e.g., a teerh&60M¥e 2117 WO
2005/ 034501 PCT/ US2004/ 030265 string) in a formother than an | mage fornmat,

the data is rendered into an inmage format at S 113, the output being the
first authentication imge. [00071] Encodi ng paraneters for use wth the

first authentication image are received at S 114 and assenpl ed i ﬁ a
first srogdinsdopaethenthen agimagiomnatethe datiiyreadened dxe aaiHIESHIFBHA af &> nay
be usef-.provi - = i . User-provided encodi ng paraneters
may be[hg%ﬁg‘?\qtgglq%%{eﬁggauﬁgegpcﬁir’?gyrng%i vely or may be supplied and stored
for |atgr e he software. Non-user= pravided. encodi 1 may
e pr o GI03H o iéatinaea kT BF i pLt BF frslh it lEfioaidk: AL AR AT S1

Non- us g%d s4eabic8 thi6 AEREicREodIRY firRheeSselayS Bl6S Gndifideal chdbdih g farametted @ayri ned
by the software as a function of_ a processing circunstance or based_ on a

r andombe ssesprevided qrowoTRer-pevided. 1 Userprevided enspdingiparsanetsie W8 de isHRRYEA bY

pr oduc fromt Lalti i i i L stegncoded
par a rneﬁ:'ceé rusgre@_er%gvgl&g)\g ?‘%‘ﬁgﬁf aﬁé@?&é !si g%%dgfr%/ lalrtrfgﬁgggy ﬁ{c? % g{:t?%gef i*\%ﬁﬁsaeﬁ encoded
i mge bfomdddcdding parambRanhacsd preprogragencdatolite sufindire fOGGRIhbIATTIOR A2,

aut hentication indicia_for a_second authenticati gﬁg{a ge are reS%i ved.

Agai n, StofgeaiNCRAIET-BRPliethencraingiPaTamecrs ey SbodR¢ AL AEIrPERd Pndlife may
pe el ! NGkwHRSk 3 3RRLL 8fla pRIcoNRIY iR GREBHAPL ikd d'PraAlbARBIbGAL 1 On 1 ndl cla

may again I nclude I'n tion ting to a processor or station at which

t he do [ er at Pr . [ i .

otner QT2 aicHIFRER T el RERR Bl b B o ottt Y GubBidcar

det er mifagd gy i@ epeslied parahpteneal Rarprévieustyivantéd; ahy oethoddbcdreatmge i n
the formof a digitized authentication image. |If sp, the authentication

i ndi ci angreodsd dmpgediondhefirskanbangcaioyimagemaybenest i cation i mage. If the
authentication indicia are or include data (e.g., a text string) in a form
ot her t[H80V34n AhBERY, pethemticatiomindicia for pseqand @utheuticatipn impgs HaFsersdmt at S

123, thg output bei.ng. the.se t j ' | 0 [ofeToliF
par amer ot Bt SR iR Ta e S AR R ey U PSR
S124 ang nasseei¥uppliddn tTheauteaenton ielidh ngypghiaindede iaftrmatioSrel@g to a

I ndi vi dual encoding paraneters for the second authentication irraﬁ}%@rr%/ be
user - prisYGEsEad op tatighatrdish Be sorerasnt Ahgenerasd. BROCRISEY P’d@&ltﬁ‘ir oAy Hicldedeity ed

Vi a anyorgvih&H%a?%(%}{iﬁ%ﬂ?h%dggﬁﬁ%ﬁ gmethods. [00076] At S 128, a second

digiti zed encoded Inage I's produced fromthe digitized
[00074] At S122, a determination may be made as to whether the authentication indicia are in

the form of a digitized authentication image. If so, the authentication indicia are accepted as a
second digitized authentication image. If the authentication indicia are or include data (e.g., a
text string) in a form other than an image format, the data is rendered into an image format at

$123, the output being the second authentication image.

[00075] Encoding parameters for use with the second authentication image are received at
$124 and assembled into a second encoding parameter set at S126. Individual encoding
parameters for the second authentication impage may be user-provided or non-user-provided and

may be provided by and/or received via any of the previously described methods.

[00076] At S128, a second digitized encoded image is produced from the digitized
authentication image using the second encoded parameter set. Any method for creating an

encoded image from the second authentication image may be used, but is preferably the same as
17



aut henti cati on i mage using the second encoded paraneter set. Anynzeg ﬁhf@m
creating an encoded inage fromthe second authentication imge y b

used, bukyd SooRoSer ably the same as 17 2 3 MAR 2997 L )

PCT/ US2004/ 030265 t he met hod used for the first aut hex\ﬁ c'atlg(%%?%gée. It

wi |l be understood that if additional authentication inages are desired,
steps S 120-S 128 may be repeated as necessary. [00077] At S 130, the first
and second encoded inages are integrated to produce a single  conposite

di gi ti thedneshebured forthybirst aubentisajirisineaged figrill heandensiood Snt thrrgitiondly pe
stor Ed%lﬂflen éﬁﬁ&{ b qe?%a@%{#ﬁ;stgﬂs él%ﬂ‘i%@?&ﬁeecrgﬁ%a‘i’éa a%%%&%’é%%r? at S 140. The

encoded i nage na (S S~ an | nage save 1ater

i Lon | da A ively, th ded . i b
R R e e e e e S L A
docunepsmp@eR igiiterensalct iRk, THe e LIS it&@@éﬁoawﬁndgia_en@w@dd birage

may then be further processed, transmtted or printed. The encoded image
i s gr aptiveed pyowpised decruilienticatiopseltwarscl P f@. e erigaded image npyibgrougput as

simul t I j her IS.: DLl e

or it ot SRSl e S REHTE bt ihed 4B {RE Ml BBl W€ bpoodt 7,

aut henimhggt maybé iBged divedyiato the dstanad ithe eptwarke idintdaeatedwitk sipaivdumgnt
decodi ng devi ce or devices. The nethod_ends _at 5195. &%OO? ] Figures 11-13
i || ust Esegatigesoffgiareo fTherosumery conlaning b crcqdsd trarge ney Bisn e flEws! ogy

i | : . . c . first
encodod™ et UprEREHOR RS, ThEancblés FAYE prephOMf Fertbdaba WRIARE? 2 Coded
i mage dafumentas doicitad mihted dimukadedonsly withutht dodungat.i Biheh theegdocinent is pankedl, and
ticul t of . di, i first di | e.
D e SR RS T B BRSPS T
ori ent aEhRN bOVickies ekée@?ﬁwitﬁfﬂllééb?re%ﬂa'ir[k%c@@ﬁg%ﬁw& ERteeNTRISEMARAG af ter

rasterization. Figure 12 illustrates a seconhd encoded i mage 320, which was

separ attbiPencoded with the sane rasterization frequency but a different
encodi ng angle. The second encoded i mage 320 is associated with a second
aut henfOGF8] onFigmeg ¢ 118 dilusshevthy usetofjibis apmoadP@itivh ristezizaaromdthodologyled

i mge 320.i s ified to s‘g t he aqrientatjon of the |ines .of t conbi ned
bacikgr SRR 18 ScuRen HogL  reeh RSt EAEA 2 B aFaeRiTees ALA r at es. an
I ntegr %h_ﬁ)@d&‘éﬂqﬁﬁ!ae%gr‘agﬁ&%g%%d bERRS rhi 68 dnl¥ies AR 1095 bidBcihiciStitipidssecond
encoded i nmages 310; 320. "A portion 332 of the integrated encoded inmage is
magni f iasthenicatioh imegednet shhwnpifdeacpartiCulansebpivnegdinp patamstarainchwdingeaifirst mages.

The i nt.eorated enceded: A0S 3% dikob SRl S5 hiSin@tLIgRN gat 1 on | mage
orientation of the lines of the combined background and encoded image after rasterization.
Figure 12 illustrates a second encoded image 320, which was separately encoded with the same
rasterization frequency but a different encoding angle. The second encoded image 320 is
associated with a second authentication image (not shown). A portion 322 of the second
encoded image 320 is magnified to show the orientation of the lines of the combined background
and encoded image after rasterization. Figure 13 illustrates an integrated encoded image 330
constructed by combining the first and second encoded images 310, 320. A portion 332 of the
integrated encoded image is magnified to illustrate the effect of combining the two rasterized
images. The integrated encoded image 330 will reveal the first authentication image when a
decoding device is oriented at the first decoding angle and will reveal the second authentication

image when rotated to the second decoding angle.
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decoding device is oriented at the first decoding angle and wll re e@kkt@ﬁT
second authentication inmge when rotated to the second decodi ng zznél ol
2 3 MAR 39700sM¥25#005/ 034501 PCT/ US2004/ 030265 [ 00079] PQTMS%YM%B@%R of a

met hod that uses the second approach to providing a single encode i mge

fromtwo authentication images having different decoder-associ ated encodi ng
paraneters is illustrated in Figure 14. The nethod begi ns at S205. At

S210, authentication indicia for a first authentication inage are
recei vVi0§97%ihe Aaflovehet eha methor teat ses thegecpad appreash t9 providing &wngﬁég@f’defii l e

or any; : | 09 1.Ql g%ng

desi ragl?aga ? ié)rng ﬁi@aﬁﬁ& a%tf%lgha?%a@%ﬁf fgl%gﬂ&rég?g a%#]otg?agél?%lﬂ%ﬁ@&% ti ongelrsndi cia
for thi iflesusteddt Fipand i4aTheomethodbeginmat 3205, @it SBED, authenticatipp inddcta for a first

non- user-supplied. The authentjcation.indicia my include infornation

rel at i MYREICAN B8 atsrreesivesh dieGHIgRtiGAtion Aditia MY OF s fhe Tpn gﬁ%%f%&gsd,

proces i i . t R f t he
Qocummnt: et PP B s BEpERE oS e R D MO | et her
t he aututbeiticetitg ododunetint i Bhesautheinticationandiorarfoothe fird agtheitietiomimagermaychke i on
image. |f so, the.,authenticatian jndicig aje accepted as first digitized
Lt henE S DR PRGET AR bt Bl ecutteBoa G e e testudcnfitpatio: o
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rendered into an |rrgge format at S213, the output being the first

aut hentichuleiton or pligedaty oResiipmphe da¢urepnpiipeliret ers for use with the first

aut hentication inmage are received at S214 and assenbled into a first
encodi HPOBAT ankt 1 2sedetetmib@iR. manbk miadriad toevietut tig aptheatiestion sndieiy archip

user - pr.ovj ded_or.. non-user-pravi ded. er-provi ded encogdin araneters may
o supHiR ety § isered Shhen traBph B fese T S Ae e o B R etel e i8N B ¢ o
later gs® dbitiidauBRhEMRLE imARN TP AR IRIAYE tBAE Ol RInddadAdRE RS, IRyt be
pre-programred into the software or retrievable fromdata storage.

Non- us ettinghin fosn odher duinreg imagatesmet, shemipja islrersleted intelapimagepront 42831 ned
by the,_ sof r ti.on.of. a processing circunstance or based on a
randomt %‘ﬁ’gé%%ﬁ’_g%ﬁ%@ﬁg%%%%%ﬁdf“aggt hentication indicia for a second

aut hent j jon_i e are received. |, aj.n, the authentication.indicia, for
he. oo SR skt 2R G ety Be B muberyBaiorisgt Ao a St

non- us@hd astBRbicAdnto AREHAESBRE haaineRR sétRERSIA MBXiREPMoHAE Ipdflnddls afafat | On

relating to a processor or s%atl on at which the docunent 'S gener ated,
pr oces Yedsarprpvided exhoprusprprovivet u dser-provided encodingrparianeiers akearbefsupphiadey

docurrent, 136t lc 00083 Al 388 alRLE! R BAL R0 b e DRWIRENER oG- Vhet her
provided encoding parameters may be pre-programmed into the software or retrievable from data
storage. Non-user-supplied encoding parameters may also be calculated or determined by the

software as a function of a processing circumstance or based on a random selection.

[00082] At S220, authentication indicia for a second authentication image are received.
Again, the authentication indicia for the second authentication image may be either user-supplied
or non-user-supplied. The authentication indicia may again include information relating to a
processor or station at which the document is generated, processed or printed or may include text

or other data taken from the document itself.

[00083] At S222, a determination may be made as to whether the authentication indicia are in
the form of a digitized authentication image. If so, the authentication indicia are accepted as a

second digitized authentication image. If the authentication indicia are or include data (e.g., a
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the formof a digitized authentication imge. If so, the authenti %a?iﬁm 2807
indicia are accepted as a second digitized authentication image. “If t

aut hent i h@%‘%@zm a are or include data (e.g., a 1%&/&?&@%3&%97 WO
a

2005/ 034501 004/ 030265 text string) in a form other n-an i mage
format, the data is rendered into an image format at S223, the output

bei ng the second aut hentication inmge. [00084] Encodi ng paraneters for use
wi th the second authentication inmage are received at S224 and assenbl ed
into destetiing) ieafedi ofherpharcandmage Sumahthesdngis renvsred inign ianes forpygt at

par a s,.for ond auth tion image may be user-provided or

he . i
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| mge. Ty PoRTYiGHEY BeF Bt Ryt 2Dy ol SRRt TEMEET Dhar o
S240. JhRrstIHCBAaH ad RG] Aferiitatiil ifidbePdre BBsitelPOE)s(9220-92060 nEpRGchcted at er
incorporation into a docunent. Alternatively, the encoded i nage may be

i nsert&eges@3t |y into the docunment if the software is integrated with the
docunent generation software. The document containing the encoded i nmage
may t hEMQOBE f ukttS380, psingle dipitived encndedimegeds prodpeédnfirend theTfivst ansessdentl | mage i s

hi ¢al,l dded within.th t that it i i.nt ed
O o't Sftst ryRERICAT O et Bt e S 2HE B bt icefre boeh: Bfly mefho
print efbr%fhféﬁﬂg @r_xdo@l@& ﬁnavg'ek froﬁﬁh@fiﬁfﬂ Heentidatibd ﬁn@@@ﬁ@% Lfs@d.n’l‘ﬁ@digh&_bd t he
aut henti cati on i nages cannot be viewed except wth the correspondin

decodi pepoded/imageanay fesired or refmredustaénrt ohthe agthemkagon pefopme pt F24flirkne1 5

rast or PRAT R ECTAAS Wl EF i Pl HiE R T b oo RO Sl Yebdydene. 71
encodedlfer@gec]$,ife epovded iege indybedngitey dhaalygnmuhe dbluasdat ifEthesedftwadad | mage

410 is associated with a first and a second authentication image, (not
shown) integsaid nal thedecugiept geagratien seftwige. dhe eerumynpeesping the encqged inass
differj | st ' S Thk RnddHes i Q¢ arkitan{i rst and
second hﬁgﬁlﬁ?e%tf}lgtg% pgﬁ%% g@ﬁg@géagog t eﬁa’z éré] an d‘m & ngggéé(} gfaﬁufb?a%eous ly. A
por t i oembddiedfwithie teidostmere 8o dreit is praged dirtltascomslyrwithi the dbaursdmwWiiea the
result Idgglrrl}eln? ?s Ii‘gr{tgd? Eth%rpermte Ierrrllcclm?erd i}n%gé \bvﬁl be {)r%g{léaatdelg its encoded form so that the

authentication images cannot be viewed except with the corresponding decoding device or

devices. The method ends at S295.

{00086] Figure 15 illustrates an encoded image 410 produced using this approach with a
rasterization methodology similar to that described in the ‘717 Patent. The encoded image 410
embedded into a gray background block. The encoded image 410 is associated with a first and a
second authentication image (not shown), each having a particular set of encoding parameters
including differing first and second encoding angles. In this method, the first and second
authentication angles are rasterized and encoded simultaneously. A portion 412 of the first
encoded image 410 is magnified to show the resulting line structure. Similar to the integrated
encoded image 330 of Figure 13, the encoded image 410 will reveal the first authentication
image when a decoding device is oriented at the first decoding angle and will reveal the second

authentication image when rotated to the second decoding angle.
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encoded i mage 330 of Figure 13, the encoded i nage 410 will reveal bhghéiﬂm
aut hentication inmage when a decoding device is oriented at the i Ps

decodi ng agy Wi ll reveal the second authenticati ' n

rot at ed tvg@?dhogm?gglond decodi ng angle. 20 2 3 MAR 2001 %’%@%7‘06%&1

PCT/ US2004/ 030265 [ 00087] Some enbodi ments of the invention provide for the
generation of nultiple encoded inmges, each of which may include one or
more authentication images. An illustrative enbodinent provides for the
gener alVY¥87bf Sames embesiments ahidiednveatiemproxiderfgr the gerrantiomeof spltiple encoded

h .eristi i i i f .th . b
O R N e R i
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whil e tt&%nﬂ;h@?sr usb&hWeWaﬁgﬁsr éﬂcéhi_'ng tpblﬁ!nﬁ'tlﬁs fol g Mrénblé‘éédﬁmagéﬂﬂéy E’@&WTE nt

may, for exanple, ‘have characteristics common to all docunents genérated
in a pacmbination of esei-bipplied pROOBBHscMsbpilisd pasnetieshd may bs eypadisberksd that t he

above nner be stared for later use or. immed;atel nbedded, j.n a
i ngl e Boutnant Tnagg Ao dnciul gy el S ik GisuF kAt SERRTONIA B e
same MeRABKshRE seittat Hilk One BEMERHcd¥B tRapdstidddBulkdenPhBigad vhRO tHe GMidr WorlyrRgeS .
[00089] As previously discussed, in various applications of the nethod of
t he i nusHtalgnnique. Thapabellyerigpage@mentmay.daeciaimpg. havs chametaristifceoamon
appeari i i 0 t t] i .mges for docunents produced by a

B 811 dBeutfiine eéb@ex%%éd*lﬁ ) &%ﬂlk"? g?%ﬁ‘@

si ngl e user y ormron t ocunents while sone are unique or
sem - und to,. rticylar docunment.. Aut hentication indicia,that m
change PRI ONEEBtacde e imreBt B RMGsa e B0v ERupddanl s o oitaef B o

i ndi ci amnéaidLEd eRbbdHRE Gh @ 5B ddcBmentC ¥ AR odcASmESEhaistBRbdRed or a
particul ar document or set of docunments or may be derived from the
docunerfubstarisly theameunanger/as 4 single enendied imageovile myliinle suthgiticaliorgimages- t he
docunent creator control over at |east sonme of the information that is

i ncl udd0089] anAe pooitesdlyi disyssed) I anoneamphiphtiomy ofifhel mathed ofithe idventdag itnent t o
be protected,coul.d be the tiile of a.vehicle.. Var.i abl indi.cia in this
case miGhtos %ec?}f%ﬂ%tﬁ%"%%ﬁﬁlf? B IRAGiR ApReaTinE Y FEipus %‘ﬁ N {Oﬁe car,

or any documents produced by a single user may be common to multiple documents while some are

unique or semi-unique to a particular document. Authentication indicia that may change from
one document to the next may be referred to as variable indicia. Variable indicia may, for
example, be user-supplied for a particular document or set of documents or may be derived from
the document itself. Allowing variable indicia to be user-supplied gives the document creator
control over at least some of the information that is included in an encoded image. In an
exemplary application, the document to be protected could be the title of a vehicle. Variable
indicia in this case might include the identity of the lien holder, the mileage of the car, or any
other piece of information that may be used in an authentication image to allow later verification
of the authenticity of the title. It should be noted that the category or type indicia may or may
not be fixed. For example, the indicia category, “name,” may be the same for every document,
but the actual indicia are variable because the name may change from document to document.

21



ot her piece of information that may be used in an authenticati on%:ﬁgﬂﬂtg
allow later verification of the authenticity of the title. It s e 2007

not ed th@vt%ieolag,oggﬁl_egory or type indicia nay or nmay no Fgﬁjs%&%gmafor

exanpl e, indicia category, "nanme," may be the sane eévery ‘docunent,
but the actual indicia are variable because the name may change from
docunent to docunent. 21 2 3 MAR 2001 WD 2005/034501 PCT/ US2004/ 030265

[ 00090] Continuing the exanple of protecting a vehicle ti;%ytl e il.ndi cia
i dent 000901y Qostinviapthelsspaple okayotattingyrsvebiclq titls, indisia identitylRec g ifhat is sent
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of 1 oV saA ISR SR ORI A TG Ty VAR % nsor or by the
software itself. Returning to the vehicle title exanpl an exa | e of
71 xed WORIILE = Fovet iniya B thewdhe e chinasn o Erapanes ot aoBES B par t ment
of [T ARERRG S ThR may pEIEGy a6l A b6 B BflshdaQly LivafiTgiy adiforfigr m the

wal | p ype authentication 1nage shown in Figure-7. e
under sbfeketlizaisonbi hohgsoftheareiitselif c Ratunsagita the Fehiele sitlc gaamplet e ofi nage

be fixed, th di i.at i th thedndicla: b
Ve i afimed Sdingiat mengs SRerr GOR SeHengao o oahanel TSRy hoy
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invention, sone or all of the non-user-supplied 'indicia and/or encoding
par amsbews inBidretd It wilhbeundersoobietelibougretheindicia vsekie form ge AuheRtica i $y t he

sof tware executing. the nmethod to produce the. | i i ng
encod dBEHHGYE be ﬁ‘égd’éléq' {AEOYER 4t gsrségi? gd ?%@ﬁﬁ?ﬂ@ gcéé g%? f[B i 1§orlé g%%&h%m nt
pri nt §fe Withihiichdin BRee 4B ehdBRBE imigR or POENASIARCERINchBUSigld war e may
establ 1 sh non-user-supplied indicia or encodi ng paraneters based on a

docu "ggbnlyﬁ 009?&55590@1& EMBBEARGR gm&b&%ﬁ, WridbrtaiefdReasEmer soppigich t he

encod ge 1s to be applied. used herein, a "docunment processing
ci r cunintlizizceld/areycdiing pmymeters cwedtoamets aensededintagn may beuard engenestsdibat ed

R L T
procesghinger ady §iBianie t@{dehtisy APstERdockaen Peintedpride tmsemgdal mmgeslmnces
for @ some instances, the software may establish non-user-supplied indicia or encoding parameters
based on a document processing circumstance associated with the document to which the
encoded image is to be applied. As used herein, a “document processing circumstance” may be
any circumstance, description or quality associated with a particular document. This may
include the content of the document or any of the circumstances associated with the generation,
modification, processing or printing of the document. Document processing circumstances fora
paﬁicular document may include, for example, the date and time the document was generated or
printed, identification of the terminal and/or operator generating or processing the document, or a
document number based on 2 running count of similar documents or based on a number of uses

of the software. Information associated with document processing circumstances may be used to
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particul ar docunment may include, for exanple, the date and tine t?e 007
docunent was generated or printed, identification of the term na ?irm%rz

oper at or washREM4sfY Or processing the docunent, or a q‘?ﬁﬁ%\ﬂ@ﬁ&l@%ﬁﬁ?er based
nu

on a running count of simlar docunents or based on a er of uses' of
the software. Information associated wi th docunent processing circunstances
may be used to 22 2 3 MAR 2007 WD 2005/034501 PCT/ US2004/ 030265 form
indicia for an authentication inmage or nmay be used to determ ne one or nore
encodi A Wdiciader an sutherdiveie] inmge OREWY bp erkiogictegmiierang ws e esodiag be
determ the software using any nethod known in the art. For exanple,
the software rmy obtain tine and date information from an internal clock

th wh th ft i i .. Th f
oso 0o A GRRE PR RS eRE R H B EuBimep Bt RPNt 2 € 0
whi ch mmm&@m%xieﬁaxﬁﬂeml@ b6fthvart ey PhdiNBhR HBYak!ifRh&Rh fraidi Ci a

froma predeterm ned or randomfield of the” docunment itself. [00094]
Docunedf igemealedian the datapsecssroe whawihesofovdre isgwire mme Tha noftwate pray\elsded by

or ocesenrE e bR e B lhet T kBB -0 B SR al biReBt o

via a ietomedted Wihdsofefes @ag elsh ecabiigiitia fithn a pRAdeRtthPERbLEANHOE WFRTSS the
aut hentj cati on sfv)stem 500 for incorporating encoded images into a docunent

i ncl uddscwmekdtselhr ocessor 510 connected to a user interface 520 and a
printer 530. The data processor 510 may be configured to process software
adapt ed099d] c AP psrimegt piacesshig gisumeidaces olayt 4 bergenatatasrand/ok provided ywst r at i ve

enbodi ocessor 510 may .inclu a t henti cation,image
oo ¢ ety O 18 R0 Bt ARG e 5 RS 0t
Necess Processdn Oesavdrkonidtbdab teldatd SrofBseuIe/ iDL ndliogk. WGkt bRethcats Fighlel 16at i on
i mges. The authentication indicia and/or encoding paraneters may be

recei vél Rfogteddocment apthentigation system;SAP derfinewsporating auredethingagss bd@asor 510
may al i 4 i 3 I j] d

o3 enpr gl TR o RACULAR I O PRI Sy b 20 B PN 530 e
encodi rigtatjrecesstir §il0 nmybezotfigured Raibans safagas adAnede ogliyigg bmdht tethbs uses

t he encqdi ng paraneters and,the djgitized authentication imges to
constr &gﬁw&ﬂ"%ﬁ@z}g@um ﬁ@&éﬁ“‘i‘iﬁﬂ?ﬁgﬁ%ﬁ’ﬁé@ gf_i%?@gﬁeﬁsﬁf A meninclidsagge nmodul e
519 or a88RhtidloR InaR6EO 91 T BEHeBeivdstor 0 Gds h&ﬁgﬂtﬂ:‘a{ié’ﬁ idid'geefcoded
image into a docunent. The resulting docunment and encoded I magé may be
st or ed nepespdry refulers the dindreto ford ohe obmoreatigipivédhawsentisatig intageprThet er 530.
authentication indicia and/or encoding parameters may be received from the user via the user
interface 520. The data processor 510 may also include an encoding parameter module 514 that
receives and assembles encoding parameters into encoding parameter sets for use in encoding the
digitized authentication images. An encoding module 516 uses the encoding parameters and the
digitized authentication images to construct an encoded image, which may be stored in a data
storage module 519 or sent to an embedding module 518, which incorporates the encoded image
into a document. The resulting document and encoded image may be stored in the data storage

module 519 or printed using the printer 530.

[00095] The automated document authentication system 500 may also include an
authentication control device 540 that may be used to control the use of the authentication
process with the data processor 510. The authentication control device 540 may be a separate
processor, module or data storage device from which the authentication software may obtain

authentication indicia, encoding parameters or data relating to a processing circumstance. As
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[ 00095] The automated docunent authentication system 500 may al so |£§ lﬁggﬁﬂ?
an authentication control device 540 that nay be used to controlzt ﬁj

of the aydsnkisdli on process with the data processor Pﬁ%szaﬁﬁ)sozﬁs

aut henti cation control device 540 nay be a separate processor, nodul e or
data storage device fromwhich the authentication software nmay obtain

aut hentication indicia, encoding paraneters or data relating to a
processing circunstance. As 23 2 3 MAR 2007 WD 2005/034501

PCT/ USQ104¢ 8i3QRE% hdihatle, e saibiesiatidiescpiobddite S40hRapalidienised &t premertont r ol
device 540 may al so be used to prevent unauthorized use of the

aut hentpausharized sesfalihe authgnoigatis) soliale- r ef erence to Figure 17, anot her
aspect of the invention provides an automated docunent authentication
syst en{®086} orWith eefersoceatoiHiguredZ cethet apgetiiths mventibaquenddes aptsetomated sone

or all ,of th tions rel ati .gener.at | the.encod i
enbeddARgrEAftioreEaor it Al ndPROlal e 3 s RBGR 40 a FREER AR
server s&ffoCANEaRs 86lidng rdligh2 48 gendatiny thie Shcide® imag(s)dad ampedadgstaen ifitb0

t hrough a network 660. The network 660 may, by way of exanple, be a | ocal

area néwewscrnenare esredoutdyancythepicrtion seryeHeAN sopaegteshtodhs yssr s ek station
rea f . > 040
B0 gt fauf profblsds 6 R AESRA A Rarords6d! TR AdtoCeh mbl Sy R\ Gle; W 57 VEr

bei ng tewangei edwork mhanswatabh eo-Weatetl hethbmietior terver @0ten phiraéy ofidata
network. In either case, the user data processor 610 ma¥

s be on f.a
pl ur al PESPeBPrS e Adisrrativeliote SutPRIcaHan HEyeIR éB%h‘éec‘F’E}T eﬁlﬁ’&“ﬁ&é“ﬁat}vﬁtt@r face
620 andy, A RS %ﬁh&@orﬁﬁ%@' thE%o%%g%Fm cteB Wk B8Rl GBld Al fefi®t 60QndrBYidal so
i ncl ude an aut hentication contro cfew ce 650 attached to or in
comuniacatnetworli Theithee caspthe dsdradafprvoesswi616 ity He000 97 b pndity of weentlatd
docunent aut hent, cat,jon syst 600 be ed, to.car t any of the
ot hod T FESER BOd AT mReqed th 4 Yo iehiage Fo Bt PHAE" 60 ePsier ( nese
met hodsyfiRYtidAion Ss¥drd 860 Hiy 3RoliR@dSARiRtiddtonontbiRier et 690 attathed &Pdrihed
out as part of an interactive transaction conducted between the user data
pr oc es somngmiration withéheusen dafeiprasessond¥erver 640. It will al so be

understood that one or nore of the actions of the nmethods of the invention
may be [68097§ edTieuduttmatet decunsart adh¢micptiacssear 6GLManhe hgeddnearoy oyteng of

ddi ti opal i ons i.ed out th t hent i cat j 640.
F o000t meaon it ahn bardnendtsons fuf fin oo s GRS i S g b
est abl i ghath %&d’ﬁ%&i&f‘ox M th SR8 P40 688120 bubdDpaai st oh el VaRdnsscohon

server 640. part of this transaction, the user may submt to the
aut hentdooditctesibeteeanche 840 datagregesson A0 and the avihentiqabian seruefidOadowidralslee or

understood that one or more of the actions of the methods of the invention may be carried out by

the user data processor 610 while one or more additional actions are carried out by the

authentication server 640.

[00098] In an exemplary embodiment, an interactive session may be established between the
user data processor 610 and the authentication server 640. As part of this transaction, the user
may submit to the authentication server 640 one or more authentication images and/or one or
more user-supplied encoding parameters. These may then be used by the authentication server
640 to produce an encoded image that is returned to the user data processor 610, where the
encoded image is embedded into a document and stored or printed to produce an authenticated
printed document. Additional non-user-supplied authentication images and/or encoding

parameters may be incorporated into the encoded image by the authentication server 640.
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nore user-supplied encoding paraneters. These may then be used by the
aut hentication server 640 to produce an encoded imge that is red uF MAR i

the user ywigb@sps@eL£ssor 610, where the encoded inmage i6Hd Lnto a
docunent and stored or printed to produce an authenti cali%ed g@%ﬁ?@é

docunent. Additional non-user-supplied authentication images and/ or
encodi ng paraneters may be incorporated into the encoded i mage by the
aut henti cation server 640. 24 2 3 MAR 2007 WD 2005/034501
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subm t entj.re doc nt.to the authentication.server 640, which creates
2nd erBEHE AN SO U PP nHBIED FiFHS: PR THBR A8 Aot Tpes o Pectiety pid Coe
dat a praG@s b thides @fta PrdcBsb@l 0%or PRIRAR siofh@NAVhS Bith #& dREGHERRNhe t he
user may submt one or nore authentication i nages and/ or one or nore

user - s Uppimaycubmélouic vy mase pethentisaidon igragehandautdne ot imong Lssnsepplivd en@Wdg 0 use
i ing,th d..i _ [0 QL | t 3 i nents of th
| nvent Do o SRR RO ety CAL0 thr i el edhl R ed ro prevent

t hqd t ft f i ng.. t hori zed. i
encodi (PUOFL B et Spoliadl S4Bt fvsiirs & ahlutiRl piresroriey BBt ed by
a user japRmed@Y it@ﬁfeﬁ&g%é@ e IR MARSPHAHe §dtRESe Ot RRNT ﬁdaﬁih%ﬁzedgm@ss or

embodi ments may include the use of external devices such as the

aut henehedintgparaneiersoln desd enabaidenis, cadeliag panatieisensibrittédiypes usst aresecurity
removed _f the control .of the user.. ln.gcertai.n.enmbodi nent this y

et g bR el R Shimien St e S TBER o aERTS RPL elics TR e e
st r uct ukRriaddensddrsect frthe GlithaiticaGort SroPAGAEEIN0 (TREE ah Sndepdrderit 1&R4 of
[000101] Figure 18 is a flow chart of a nethod of producing an encoded

i mge &eewityronpved fom the spoieel il fie user tIReoitan spbodimnentie fis may slugedhe wse
ope g _ _ . . . .
o oducdhanfile 2idtEEn IR BREB Yol AL PR B RSl BNRARR IPOC G

var i ableacadediimnige iamethogeel. ved by the data processor running the
aut hentication software. These may include any conbi nati on of

user - sUpEU10¢T BigtreI®Ts 4 TR SHaRf iaesbth@ldRedciat Arddhcbidd igiage attdtdihg &NOdi Ng
paranmeters. At S320 and 5330, a verification is conducted to determne if
t he encBWORENgPA PhkeiventipR Hihewintde bier rigthorizpiian odee theymethed isyelidated |

W t hin i i i i rd4n@r.| , anpl e, be
et abl 1 1OHEY U ERegRThA | TRREL T yBod BERE, SR b o810, Llop R TR 0
a user paryndoas pad variab&dintinicdie egeivedby the datgirbadssorfrusgig heyaudienticdtiont at i on
of an au{ henti cation | e. The verification cr.i%A:eri a may al sg .include an
accept 281wy ete BrY {Rsaklegpy cambigaronefruser-supelist ttnonmisheiPpbied uses bei ng

authentication indicia and/or encoding parameters. At S320 and S330, a verification is
conducted to determine if the encoding parameters requested by and/or provided by the user fall
within previously established criteria. These criteria may, for example, be established limits on
the terms of use agreed to by the user. For example, a user may be permitted to choose only a
certain frequency or orientation of an authentication image. The verification criteria may also
include an acceptable number of uses of the software, the actual number of uses being
incremented each time the software is used. An attempt by the user to exceed the usage limits or
to use encoding parameters or indicia that are outside the terms of use results in an error message
being displayed to the user at $335. The method may include prompting the user for alternative
input or may end upon determining that the criteria for proceeding with encoding have not been
met. If the criteria are met, the authentication indicia are used to establish a digitized
authentication image (or images) at S340. If necessary, some or all of the authentication indicia
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increnented each tinme the software is used. An attenpt by the usgr tg R 1
exceed the usage limts or to use encoding paranmeters or indici gh % a%ﬂg
out si de t§408)08FePf USe results in an error nessage Tt;l‘gsﬁ ed to
t he user at é’gggﬁ he met hod may i ncl ude pronpting theqﬁdser 2%‘?&5 ernative
i nput or may end upon determning that the criteria for proceeding with
encodi ng have not been net. If the criteria are nmet, the authentication

indicia are used to establish a digitized authentication image (or inmages)
at S3408Y herrepdaedtofpym agigitzed imags asgpreyiqusly disaessed. cAt $330, thegneodings 2 3 MAR

2007 D.2005/ : be.ren f a digitized
i mage s pr%gﬁ%ﬁ‘é%% é?@éosse %@g g g%gg}e[%?ﬁ%t, @H{:ng?ﬁ%ﬁq%ér?cgﬁéé @P s are
assentiteniicdtion dmagis)ad BBED. PErcaneiling arbdedihazb nay beStsted or anisddedlintdhe

aut hﬁirﬁ]if?i cation imal%e]((ilzié at 53&0. The resulting encoded i nage may be stored
or enSOSYRERLARPEVIPLsystiresd 15 pe ﬂgﬁ?ﬁﬁﬁgcussed. The method ends at
5395. [)000102] As noted, the methods of the invention may include verifying
whet hdPORI0E] r Agneise, thy methods aktbe invsntipr oy inplndernctifidus Wieiher the leqregidyi n

per m toere B BN bndDe FRARES A TROR o Peos e o ot S iite BB °

have ttheuser.ghe t@r anlype peesitied t @ald i uhlinirddaiunttler 6NaRIGS iniegsor e t 0
create encoded Lgﬁg@s for a certain perjiod of tine. [000103) Verification

may beSEIRA RG] o QR SFealy 2 GRalpdn nypberof sRgsIded rpeees OB kY Greae encoded ur i t y
key mynab& ﬂéﬁggmﬁn?ﬁ%ﬂdf& KLey is typically a piece of hardware that
attaches"to a paraflel or USB portal of a conputer. A security key may
cont ai p . and/ or r.s |y that operate

" ndepdDUROS LA BR B bt SpOREd el Y B SR R B ¢ o &
secur iseyurkg key hay be aisads abbeutity leyho tipieily s pidce o Baidmaa thbioditatifestiba HASP

(Har d\/varz{i]Ie &gﬁ%ﬁst Software Piracy) device avail able from Al addi n Know edge
Syst erhargiel FOBA! ofpcogmpier. ASeEHYY key FRycenan sepaEln PEPOREGIoRRY be

Pr ogr ampRA pb@eldp! i : I dto
Pt cver o phlel HebiAha dpllake RN n i WG mEPLRIEMILE, 28]
out si dxamplesd arseayiy key thatimysalilsim dneboaiimeptp efithaiitvention Isahdk HASPo@landvesie t O
noni t oy the_nynber,_. of ncoded, | es creat for. use in document

pr ot e IR Selua Ritpcy l%aya%[bgg% f%}a‘i%fl i%\owgedga@fétfﬂ@@ of dlingian s i n
gener ydipigts, i MiRfigrat i on that may be used to represent a docunment processing
circunstance. [000105] In an alternative enbodi nent, verification may be

per f orighgt Ry A SERAYREE R HY Plogrammed to validate onty certain ranges of encoding

parameters and to prevent processing of the method if the received encoding parameters are

outside these ranges. It may also be equipped with a clock or counter to monitor the number of
encoded images created for use in document protection. Security keys may also be adapted to
generate oOr assist in generating information that may be used to represent a document processing

circumstance.

[000105] In an alternative embodiment, verification may be performed by a separate server
connected to the user’s workstation over a network or by other software-based verification and
locking methods loaded directly on the user’s workstation. In one exemplary embodiment in
which a server is used, the server may be centrally controlled by a party independent from the
user to monitor the security of the image creation. When the encoding parameters are received
by the server, the server may verify the ideatity of the user by, for example, the address of the

computer sending the request using known techniques and compare the transmitted data to data
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connected to the user's workstation over a network or by other 47
sof t war e- based verification and | ocking nethods | oaded directl yzoﬁ W& 2

user's wWksdoabis@sy. | n one exenpl ary enbodi ment in  Whipehaf6RMS%s 1 S used,
the server may be centrally controlled by a party independent fromthe

user to nonitor the security of the inmage creation. Wen the encoding
paraneters are received by the server, the server may verify the identity
of the user by, for exanple, the address of the conputer sending the

r eques BLOEas in gRokesBN0R Stk q B BS cRgedingdimpmeters laesocinted avith the sequastaratpthéat a 26
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cont nig e RARTiab BrocOe., H5Rhwif, Ihe SLaticoil PSR kL EE Rl SRR ot ve
r esul t mayhetupr aigereon meseapertie therusenexpdainiap theedenid) of tevifichdoruser expl ai ni ng t he
denial of verification. [000106] It should be appreciated that these

met hod$060A06ET & blictdd boappadctatéry thabthe s mekodid arerifitdtionaelby way opeyanipé hod of
veri fyi nﬂ,[the encodi ng paraneters may be used in accordance with various

enbodi RBHtEddhatany mefipdial verlyinsnthe PeREREPAHIGIRIS ErRY ieIse@ i accerlenes Vit

ext er “%ﬂ%{% érxli}?od?]ﬂi\a{tg%tﬂg hﬂ@mi&ﬁ‘éﬁiﬂﬁoaﬁﬂﬁéﬁ‘ﬂaBf&ﬁ&ﬂ%}%&rﬁﬁﬁﬂi&?ﬁ%&%ﬁm wgee the
user purchases the right to encode a specitiC nunmber of Inmages or to
encode veorkstaticm, map berladvantigeousag epplinadonawiee iledisef purtlmees the righwlencsde a
counter_contai ned gn an external device i ndep?ndent fromt }égt?\gor kst ation
mey pr SD¥HEC RYIHRT GE HPages SR AT R FRFIAN PHIPHO! IRBREES O4eT HRFHOLHE Himes A

resett i-nek ; I [ | by j se
e T R R G A

t echni desesentrpmiampering With therviirksttiiom siiht ds resetiingriing date on the porbstatien toul ti pl e

tiers of pro tion.or whi ma erm.,t nore efficient use of the system
Fl)r e?é??gﬁlee%&g ‘;“&E?‘F}sﬁ? ?%‘j&f gﬁ%’ggﬁgﬁ&g}”@mcw 061}‘r8?y1‘i’1%y be | ocated inyan
ffice n W.th ny users, each creating docunents at a separate
vor kst APVURTT | etisiie seriiication, tsalmighesTay beNseRen GNObIRAUOR; Wik opecanofhep fo

i fi ki ' : : LN I | cond
veriti ﬁﬁ&h@é‘m’ﬁﬁbblé’ﬁer@ﬁ%ﬂg?@%&& ot WhicH zﬁigtﬂé‘%}hig Pard éﬁ'ﬁleln??(& of M@S%ﬁ?nﬁ:ﬁ

| evel of wverification e applie custoner level. tiple
veri f i cxainpie, sreahindingsonmaiiwiare cuatbnzon heydelecate imanioffice @\ageadyl wighmedied

| mal v dode Seep eieiins SuR g R blru S Rlok: FEnpr N Sa L SR &r ent
gﬂgggiegﬁistﬁiwrg% ?Eﬁ&[fﬁ:aﬁén R2§ e bppIRIAGH Ytuser HbikkRfieNfevaUWRAE aQEcdnd R&vePbt
verification may be applied at the customer level. Such multiple verification techniques may be
advantageous to monitor overall encoded image creation for the customer as well as encoded
image creations at individual workstations or groups of workstations, which may use different

encoding parameters or need to produce a different number or type of encoded image.

[000108] By way of example, a government agency may wish to purchase the right to create a
specific number of encoded images by using the described methods. However, certain people
within the agency may need to produce disparate numbers of protected documents. Multiple
verification may provide for a central processor to count the total number of encoded images
created for the agency, while software on each workstation counts the number of encoded images
created at that workstation. At any given time, authorization may thus be required from both the

local data processor and a remote central processor before an encoded image may be created.
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[ 000108] By way of exanple, a governnent agency may w sh to pur cgaﬁmi
right to create a specific nunber of encoded inmages by using th iggd

et hods. wWipyRy@sasocertain people wthin the agency mpe&dossfseduce
di sparate nunbers of protected docunents. Miultiple verification may
provide for a central processor to count the total nunber of encoded inages
created for the agency, while software on each workstation counts the

nunmber encoded i mages created at that workstation. At aga/ gi ven tine,
aut hor (904108} Awpmbingionef loed)snd semete yAiiBeAtEN tesdniqrecen beawsed I mewssor and

Ve 2001 R oe b5 aEn R el B s SRR b BRI R AR S s o

and r ertdadiny érel hicodetliimagdsentnisaeeiy kenfdia usaedork gtagoe)enyould sl bb ondkted

access. For exanple, .even jf a counterfeiter were able to steal both the
sof t waf@<¥eate anc?Png%ﬁefl Haagwﬁwau@anw%é@%ﬂﬁ rgmete CapiralPree@ssofor a user
work station, he would still be unable to create an encoded i nmage w t hout

aut hor i(9%%18h ¥ shonld heapnseriated thehinrambogimenss where ap@othenigation semeiLis usdse

. t s O e
R L R L
addi t i amditiayinpludinigdeiniqueddentifiedi Alternativety, ue brgicuslyriettithet o bhtite@hcoded

Al ternati velry, .as previously descrjbed, the entire encoded inage creation
coul d BEAHRf FWWUWW@%%W%@ anthrenthentication sswiey et angfhey ipsatien
| ocati %Rten%ﬁtt@f}h@%er?}%&&?taﬂér‘?&'itgowﬁ%Et?ch' &f\hé‘h&?@f’fhe%@é’r (ﬁﬁé’fléﬁ)i?l tg.rbrlﬂ& part

of the user other than to provide any requlr user-supplie ndi‘ci a

and/ or aapcopined uparsappicdrisdiciaand/ex emgokling paremctiers hEot éxaatple the Rulienticationy
recei ve user- sugcgl i ed encodeié$ ranet ers and,.i ndj Ci-j a for verification.
Upon  VEE§ithg Wﬁt‘]_s‘?rF?é‘PB‘é € E%BE PRgmEfrEL A igdicierighusrdication qUpoRi cia are
wi t hi n viebigyiRg Qﬁ@éh@ﬁlﬁ!lér%g?lﬁéarénbgdihgp&@ﬁieieﬁeadd%ﬁﬂiciata?r&awﬁﬁfn\étﬁé pfé@%{gmﬁbcfl

necessary)’ render the authenticatton indicia, assenble the "encoding
par anetcsiteyiagiag thegiser theserver erudditifnepssserio seteldr iheagthentitation mubidedsiamigetheoul d

be sav file and transmtted back to.the user at .the work station.
P5001 1 FitediRe Buhin i ok AT Gl AR SAEQbE L inthEe aRE flodhd Pt iR o1y
may i nahuseasunfilgued trhidnafe@bickno SioiePd theWvaikBdtioan rel ating to a docunent
processing circunstance as described above. Such indicia, along with other

char act[goomsIt] C 5 ind MHIIFREAPBS (he hilehfith, R Amnﬁe&wﬁgﬂaicia%yydﬂauhé agigﬁé tted

to or generated by the server. This infornation may be stored in a database
al ong wifosmatioresuch ps formation reletingtarit docometepromssing oircramdanca s Described | at er

t i h henticit t. F le. . i |
doscr o SSurs RS Wi lnef oiiRE RSk ol Bl i Tt R IO BB gt o
of creahabe gaRhhiteded or RBedch@e@by RNEveAt TS infoBSRion ! Hays¥ Rored in a database

along with other information relevant to the document and may be used later to verify the

authenticity of a document. For example, as previously described, a document may have indicia
corresponding to the time and date of creation contained in the authentication image. In some
circumstances, these indicia may be compared to information derived directly from the encoded
image. Alternatively, the encoded image may be used to as a signature for the document that
links the document to the information stored in the central database. When the authentication
image is revealed, the an investigator can use it to determine recall the information from the
database, which can then be compared to the indicia on the face of the document. In yet another
alternative, information obtained directly from the encoded image could be used in combination
with information stored in the database to determine whether the document being verified

corresponds to the one for which the encoded image was created.
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ci rcunst ances, these indicia may be conpared to information deri eg
directly fromthe encoded inage. Alternatively, the encoded i mge n‘ﬁ&RHBN
used to &0 foshgRet ure for the docunment that |inks thedaslifnkods the
information stored in the central database. Wen the authentication inage
Is reveal ed, the an investigator can use it to determne recall the

I nformation fromthe database, which can then be conpared to the indicia
on the face of the docunent. | n yet another alternative, information

obt ai ntRPUIZE Fenpral penectsiof pestitbeisaplemaniationefl the byendwdeshnolegytHaoMd®  wi t h
| nTOr MBEABed ! Phths nfbeh QariUpRORRE sl Rerfl SO HHELed IR LAY el NG

verifie correspon enco maget Was eat ed.
28 23 NERrided aboveOItAGNTeQPFR0ihteRTHAt AR2OB%NBIF ASink &b b2 poffdne bhitheaspect s
of possible inplenmentation of gh i nventive technology will now be

descr i BEHEMS/Ql PHIYERMHBEY bt BoErm 9y PLgRseung BreRjas. nevphsasgreepdial i nvent i ve

t echnOhLaMhs@EStnp &S iy LREAPIBO A% Bised ferdih! the 19&?1& 5c%§§i1%ﬁ1t%ﬁiﬂé‘t is tt(pgee systems of

the invention or portions of the systens o eln I'on nmay in the
f or m ofinderStood teisshvdgatieashomeprocessmtthatsises gderst ale mpmogyo Eheadteasttome, f or

exanple. As used herei.n, the term."processi ng machine" is to be understood
Co | he PIRRTHATTS A8t Oriaspilius QU ipRaRaaRcRE b PO PouMuSHOnBr SPTHE
| east  @ffed MBAOH¥MSEPGHEeoiRlof e pregésgmgfn_hdeﬁﬁe. The pldredsbr&td-0Rs Ry be
ei ther permanently or tenporarily stored in the nenory or nenories of the

pr oces dnstgichenstihaiare stvred pr e sy ex ewutoziss itheyder tngroagss dasmsThaset ofir e

stored,]| ] r noL | es in er Lo proces ta.. The set of

ot r ol ESneTRP Bl IR ot She thel Bt PRSI R i Briadlp aiBies Bose
task otaskedsribedisidvasm thedeachirts kSucHaser sfigdrehomesrot ﬁeﬁ&ﬁﬁ%@)ﬂ&ﬂ&ﬁlﬁﬁ . Such
a set of instructions for performng a particular task nay be

char act&KBIPaRCKTisYt i ProSRIAAPIEW e PEPSIAT, o SIBPlYHoftwast.t war e. [ 000113]
As noted above, the processing nachine executes the instructions that are
st or ed [§0118heAppaisd gbaye, e processing maghineexssutdathe insthiclopy thetess btorgdd  dat a

may be jn_r S 0. mands .user _or users of .the processing
machi néf,l Jlrlnﬁ%r%gg%orﬁe%%mfegsg P%%Fsc?ﬁlsa?% rﬁg%grgfﬁaygioi%aﬁaé%aﬁ’o}?%lg r?sgogsertgquest by
anot hercopim@as by B sdrRe DiddCone bice@®Mg BhdBie, inRbonst & preXREPhRcessindOR1 14]
As previously discussed, the processing nmachine used to inplenment the

i nvent iTSPORIFEY agequesierREIOBICr BIPEREHIE 18 aned/or ppyether inpph é0rRxeEeksi ng
machi ne descri bed above nay also utilize any of a wide variety of other

t echnol[8¢3d4] | As pretionglyalisspesed ahe procpesing warhmet used taimpemenitte inygrttoam

108 8, LR IR o1 R e B A L RF R B

circui talh®iteatny éf {5pide variety of other technologies including a special purpose computer, a
computer system including a microcomputer, mini-computer or mainframe for example, a
programmed microprocessor, a micro-controller, a peripheral integrated circuit element, a CSIC
(Customer Specific Integrated Circuit) or ASIC (Application Specific Integrated Circuit) or other
integrated circuit, a logic circuit, a digital signal processor, a programmable logic device such as
a FPGA, PLD, PLA or PAL, or any other device or arrangement of devices that is capable of

implementing the steps of the process of the invention.

[000115] It will be understood that in order to practice the method of the invention as described
above, it is not necessary that the processors and/or the memories of the processing machine be
physically located in the same geographical place. That is, each of the processors and the
memories used in the invention may be located in geographically distinct locations and

connected so as to communicate in any suitable manner. Additionally, It will be understood that
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(Custoner Specific Integrated Circuit) or ASIC (Application Specjf,i
Integrated Circuit) or other integrated circuit, a logic ci rcui2,3 &AR 2087
digital sy essor, a programmabl e | ogi c device s]%cil}] GA, PLD,
PLA or Pﬂ_@&%rgmgﬁgpot her device or arrangenent of devi cesj %2?4l0?g£‘gapabl e
of inplenmenting the steps of the process of the invention. [000115] It
w Il be understood that in order to practice the nethod of the invention as
descri bed above, it is not necessary that the processors and/or the

menor i éachoif thpropessercndion thenmenpiyeniiebe Qﬂwmsechqaﬁp differgntphydicalpiedes o ane

geogr aphi.cal pl .That. is, . ea e essors _and the .nenories. used
e he MibRin (RSBl et BB B RS RR P BER % o5 Pl i
connecigellgzati@baidch AARIHBINGA! e dribildn ¥ingligicblog e eiit-in Adsthéd 106@iohy Thhi

will be understood that 29 2 3 MAR 2007/ WO 2005/ 034501 PCT/ US2004/ 030265
each ofiSfiHecenieraplated thal the pspcasss ayRsrtyorpigren of eavinpaeiéén bo differcal plysical
physi c Lec I 3 i N at a

Pr oces esABR” e tvo RADIER, of (RAGRAI Ml dohnichd an BEERARIeRS, '
menor y Adkditiomalliahe siemghempy actudeftwe guinonepdrtions cfmadnity ih 0eabt more phiysical i s,
it is gont.e | ated that the processor may be two pieces of equipnent in two
differ tlBWr’TNpsi cal locations. The two distinct pieces of equipnment may be
connected in any suitable manner. Additionally, the nmemory may include two
or nor é9WBAS] oha exsrlaindwrghey, procassing oy desprieedAbpes saerformrdy WIioUS[ 000116] To
expl ai ] i . I ~a00 I .yarious
conponaartohet endBE RS L REAE HERElEL JER PR el oI B Tt T he

pr oc es gierfgrmqueyf tovonditiney cdnugon@his tak dedcribaighone ilay, ibicoadandebeich afugther may, in
accordance wth ta further _enbodi nent of the invention, be perforped by a
si ngl e SESRHERRINPL thednveRten, beperipiprddyst fingle sempeent dBhenihe prosessHE

conpon i 20y V. t i.Ski onents.
B o e e AR B ER e Ed T TR o ifofnd b B aBRTTT
por t i orsmpenagis clniabsédilaboamernale memogctangapatorimed by awd distihermendrygdi ment  of
the invention, ,be. rformed by a single.ne ortion. Further, the

nmenor y P&i}b‘%né&%d%*&‘?%f??é’ ¢ Wyoweacaqrggqc%gpth ‘”?m\gﬂ/&btﬁﬂdlt‘mﬁ‘i‘f 05?‘%&‘3?108253 above
may be ReEpfREdBt: Siigle WRniBRYPbMicRO HHBRS the LRk Horddd btermed BY lRY Bistinct
technol ogi es may be used to provide communi cation between the” various

pr oc es SBHBOIY Partn aswipsnribed abaye masl be pesformediby twe mhmopy potiesnrs and/ or t he
menories of the invention to communicate with any other entity; i.e., so

as to dBOMilA] f Bustteervarioss fevlutalagics may boused tepovidendmmsmication betweentirey

stores,_ f.or exarTE)I e. Such technol ng es ueﬁed tho Pr ovi de a}jc .
various processors and/or memories, as well as to allow the processors and/or the memories of

the invention to communicate with any other entity; i.e., so as to obtain further instructions or to
access and use remote memory stores, for example. Such technologies used to provide such
communication might include a network, the Internet, Intranet, Extranet, LAN, an Ethernet, or
any client server system that provides communication, for example. Such communications
technologies may use any suitable protocol such as TCP/IP, HTTP, UDP, OSI, SOAP, or any

other messaging protocol.

[000118] As described above, a set of instructions is used in the processing of the invention.
The set of instructions may be in the form of a program or software. The software may be in the
form of system software or application software, for example. The software might also be in the
form of a collection of separate programs, a program module within a larger program, or a

portion of a program module, for example The software used might also include modular
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comuni cation mght include a network, the Internet, Intranet, Exir ,
LAN, an Ethernet, or any client server systemthat provides conn%rf@si %%07
for exa , omruni cati ons technol ogi es may use i

pr ot ocoM‘ﬁ%ﬂ?@%gQHCCP/IP, HTTP, UDP, OSI, SOAP, or any %{}Uesr%“r‘r@ggggi ng
protocol. [000118] As described above, a set of instructions is used in the
processing of the invention. The set of instructions may be in the form of
a programor software. The software may be in the formof system software
or apppiagarhmingsio thefarme of bbjecteornisd @rogrimnmdng. t Thersoftmiarhtellathe @resessing t he

formof_ a collectipn of s r.at e prograns, a program nodule within a |arger
programacelr"eéf’hag s |Wﬁ1w%§?a&£8’(§';§ﬂ?e%%e§ul e, fgr gxarrpl e The software useg
m ght o.inclu nodul ar 2.3. VAR 2107 WD 2005/034501, .

pct UsHiBAABE GBS BF Bedes fﬁ@wﬁ_ the isEUF LI OB fet S ISETCHATS 85tEE P ogr ammi ng.
The soff; h?n%aﬁbﬁ glj\& i@a&mw A9entiBR G ahititle HRMMCH tHab fhedRéRsdGE NY

processe 00011 w1l be understo t1 at the instructions or set” of
i nst r uctdchive meyeadad the idsgructions! Eoeeraample theainstropionsathatforofa prograimmehts vn may

be in sui tahle formsuch that the processin chi ne,, read the

st r uhd i o e gt gD e eSS Ee By Ry BFARE RROPEE | n
the foraidfo Aottt pRICEssBF QBRI td RAGHRGRBRbED That BORYAEA Bekslop machi ne
| anguage or object” code to allow the processor or processors to read the

instr u@@@grmg?ﬁnmmde o8 souRpd eqdeninl 4 preicudar progragminsengpagedie Q@I}\@Wli ®e code,
B s e e R A

coded rpaadl machinsinswedtioadthat elspavific SRk fidularttgheroiPadddssitig atackinge.eoto a
processing machine, i.e., to a Eal‘tl cul ar type of conputer, for exanple.

np .
The coristHcstar (R sompwsr, e - el corpy g anderstamly tho magkipe langrags) e
programm ng | anguage may be used in accordance with the various
enbodi MBMZ0bT Anyevitablecprogemming language hayeheysed reaqsortpnemivith ghd waigige used

Forth. ceirpufies S e iy, A brosplisite lnsieb yrl R aeliE™,

NET | angstagidy lagaide! Adavasc Baic, Cf 04+ BOBRILES dBadel/Foiig Forirdn, Usvan®odilackssar y
that a single type of instructions or single programing |anguage be
uti | i zeRpsed, RekisuREX o Y iswal Rasipany pERdangRagss aadier layaSatdeucxiblod of the

i 11 2 e e neBBiory W AGinddt il o iiioR OPEAPURR AR ARG ARERLRY D
and/ or uw#izad irseghjunotibheith tiacépeeaionfof tHeessyktamennt!ingsthorhyf the idvientom Bather, any

conpr essi on or cryption technique or algorjth as may be desjred. An
en(r:rP yptﬁweﬁﬁﬁ 'fgrenygrogranmﬁng ang%ages may%egutlrl{zedglsis necessg}y or deselralb e.

[000121] Also, the instructions and/or data used in the practice of the invention may utilize any

compression or encryption technique or algorithm, as may be desired. An encryption module
might be used to encrypt data. Further, files or other data may be decrypted using a suitable

decryption module, for example.

[000122] As described above, the invention may illustratively be embodied in the form of a
processing machine, including a computer or computer system, for example, that includes at least
one memory. It is to be appreciated that the set of instructions, i.e., the software for example,
that enables the computer operating system to perform the operations described above may be
contained on any of a wide variety of media or medium, as desired. Further, the data that is
processed by the set of instructions might also be contained on any of a wide variety of media or

medium. That is, the particular mediumm, i.e., the memory in the processing machine, utilized to
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m ght be used to encrypt data. Further, files or other data may bg
decrypted using a suitable decryption nodule, for exanple. [0001 Zq W 2081
descri bedy @Y FqsdNe 1 nvention may illustratively be erpaq%s%{wogoztﬁbe form
of a processing machine, including a conputer or conputer system for
exanple, that includes at |least one nenory. It is to be appreciated that
the set of instructions, i.e., the software for exanple, that enables the
conmput er operating systemto performthe operations described above may be
cont ai riedd ba setrnf instruetions aadipa theataia wed et anvontioreiay take a5 sk of & serietyof t her

cont ar 100 Tl RSEREE0S B0 Aoy kOB alilin ol b 7R Sodor

parti culapér, Ptk tehs hreﬁeies,tafwngﬁms&c,hmvmmh&gm Atuitee hdrd diskyd flbppaed to
31 2 3 MAR 2017 WD 2005/034501 PCT/ US2004/ 030265 hol d the set of

i nst r ucditoAB opiR diskaieagnetis taps et RAM 1A ROM aIRGMna RRROMi&eV iR afithleot a

var i et vl cofiHicibnd GlaRe1Of shiIRRSH0Rs of Qhe XA Fanshididil £ahdi gl Y.
the mediummay be I'n the Tormof paper, paper transparencies, a conpact

di sk, canp\dheraredivm egyoatecfdatadhattmayeberaadibgihelrosddropfiiie iesthon. an opti cal
di sk, a magnetic tape, a RAM a ROM a PROM a EPROM a wire, a cable, a
fiber, [0001D3]i BaithedtEe altaitiebr n@ndabehdet i theHAdteRifS nABEnO thatiliRémétimice
transm ssion, as well as_any other nedium or source of data that, may be
read by\DV#MIOpmeRydsdn ARy of a wnf{e yasigrafifemns tpebowzlg memorherhold Wetragions,y or
menori e ; n may
e auhF ek a0 385U IR s o pihor HREA T T 86m o 1RGSR

i nst r uchdlddsta. THatidabase noghtase amyf dosired homgement of filesduckds a Thule t he nmenory
m ght be in the form of ag da%abase to hald dat?. The dat abase m ght use
any des¥FogempRton ganatinabdatabase arrangement fof ekpples j | ¢ arrangement or a

rel ational database arrangement, for exanple. [000124] In the system and
met hod 9003 ilmihe system ang meshadeafyibeimveniingy a vatasy phcussr intasfacesd maythel j zed to

al | ow autﬂ?z%% lt&e ﬁled'rﬁé ﬁ%?&ﬁt&%aﬁc@ u&ﬁﬂ%ﬁl‘éggsgﬁaﬁ%cﬁﬁ)%mr 'ﬁ?acﬁﬁqe?ﬁ}%@érﬁ GSedpat are

used to I nvent 1 on. ereirn, a user rrace 1 ncl udes
any har avgi¢ment slof invention. s usedhdreingd ten innérfdvaishiades aantasioftejasfevarsad by

t he processi ng n? hine that allows a user to interact with the processing
machi neSOMPIpEn qf hadrrircandaitvisee Yssd PREGRIPERSHNE Hnaghing Hhpl allaws 2B%T 14 or

exanpl emidadiShth thohRbiRmE dRNiR! $Oudep HidifRe Hfin d PHASE 2y c%&re@[‘? n,

keyboar]cni.l, voi ce reader, “vol ce recogni zer, dialogue screen, ne ox, list,
checkbofor exagpjk e Aswet interfase pray hisotinadude auy of aymeathdoudheserees, kdyhoard) todess a

o O gEC e SRLBUIE el 8PS B 5, BRECBLRS, S RSP o

machi Neor any other device that allows a user to receive information regarding the operation of the

processing machine as it processes a set of instructions and/or provide the processing machine
with information. Accordingly, the user interface is any device that provides communication
between a user and a processing machine. The information provided by the user to the
processing machine through the user interface may be in the form of a command, a selection of

data, or some other input, for example,

[000125] As discussed above, a user interface is utilized by the processing machine that
performs a set of instructions such that the processing machine processes data for a user. The
user interface is typically used by the processing machine for interacting with a user either to
convey information or receive information from the user. However, it should be appreciated that
in accordance with some embodiments of the system and method of the invention, it is not

necessary that a human user actually interact with a user interface used by the processing
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with information. Accordingly, the user interface is any device t?at MAR 2087
provi des comruni cati on between a user and a processi ng machi ne. *The '

i nf or mat e dakukgied by the user to the processing mng(ﬂyﬂg%gg t he
user interface may be in the formof a command, a sel ection of ata, or
sone ot her input, for exanple. [000125] As discussed above, a user
interface is utilized by the processing nachine that perforns a set of
instructions such that the processing nachi ne processes data for a user.

The udchingiof thedpeentign Rather iy iy coptedpisiedithas thy userinddrfage whtgiinvention

i nt er ag A : I . Lnfor Lon or r ive

0 or rar elnithdch 8, U5y shit Ak utoR NG wiil 458, prBlecling WS Rind Famer fhan

accor dartoeanivsér. Faerdarghndherethtisprotesting neyhine migtberthhdiaodriedd dsheuskfvent i on,
necessar t a human yser actually interact with a user

it is t th

| nt er f d0UbeR s A Rlates Gl s gpergniedaceilizedirAhe stero o) weiod of the invention

PCT/ US3R84h : ' ' [ S . at ed t hat
the user i n%g%g g%gﬂ%}f@%tﬁgn%n\a/ﬁ nts?égﬁﬁgﬁ%ﬁﬂ © P}:ﬁgr%%{n,g nﬁa@eg’gg%%ér@goand

r ecei venterscongpariidly, with & humaownber processi ng machine, rather than a human
user. Accordingly, the other processing nmachine m ght be characterized as a
user. [BO0126Fr It will be seadiipedgabiabely thosé p&saiS ekillediiethbagthatithd pregghti n t he
system.and .net hod of the invention_ may interact partially wth another

pr oces SPHHURR SvsrePEble 5 brosd gkl avd @ppkration.Many embediments and adeptafipns of

par ti alghyppebdnhid fgﬁgﬁ PRV [ VA r

t hose per%ons 1skieIFt e Péﬁ%{-‘f nethg%t t g%:lef%chg%ma ég}é}gtagﬁ?a%yé%{#g%gi @B&siﬁg%g%lts i bl e
t o br osddeggquivalent aprangeapgits, edllibe appavem froenvodisoraily sagubsedaytiad prestdt of  t he
present. inventi ot her .t han. those herein descrihed, as well as many

vari at i18‘ﬁc§1¥‘°%%4) ﬁg’r%%gf‘}go‘?ﬁ“%}?& : %rﬁ‘i”ga’lltgﬂ‘ft deparing grﬁml% subtance Bpscaps af Bat
from onpvep@sgnabl y suggested by the present invention and foregoing
description thereof, w thout departing fromthe substance or scope of the

i nventi tdog: I L ri exenpl ary
enbodi r@rjglg bgf t ?]sthe%%é\ggln@g%&&%%lﬂg Ialtgs gh%%%g@t}%? Sg@g?%get%%t#gﬁ 1?nventi on

i s not ihyemtibmdt isdo bhendeostsdd thet the mvdhi$el issedlimited @i the cdiveruttioreditdlerdcan be

enbodi ed i.n .0t her ecific for W t hout rting fromthe spirit or
oonent reit Fiq e cah bS eibtes Shotherspa R ors Witont departing Fom the spirkt

or essential attributes.
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VWhat is claimed is: 1. An automated nmethod of produci ng an encoded i mage
for use in authenticating a printed version of a digital docurehtd MARe 2087
nmet hod conprising: establishing at | east one digitized authentication

i mge; receiving at |east one user-supplied encodi ng paraneter;

determ ning at | east one non-user-supplied encodi ng paraneter; establishing
a first encoding paraneter set including the at |east one user-supplied
encodi ng paraneter and the at | east one non-user-supplied encodi ng

par amet ir the first encoding paraneter set being usable to encode one or
nore o t least one digitized authentication inage; and encodi ng one
or nore of the at |least one digitized authentication image using the first
encodi thﬁ?{%ﬁﬁ{eﬁris:set to produce a final encoded inmage. 2. An autonated
met hod according to claim1 further conprising: enbedding the final
encoded inmage into the digital docunent. 3. An automated nethod according
to cl ailm&n sujeméated methegof gradycingah encadgd ithegediogiseah agdeutenting aiptiptedhe fi nal

encoded | nmage e ed therein. .4, gmat ed nmet hod according to claim1
wher ei rYe’iShoé‘go ta‘ﬁ%‘ﬁa‘” engéﬁ?mgﬁlﬁglc%gﬁéh%odi ng paraneter includes one or
mor e encodi RegaBiahaERk &ast dneAitzaeiuteansdtidhiingggf a decoding angle

relative to a first reference frane associated with the digital docunent,

an aut hent i ¢eeiong ftdeaseoneaisgl-euppipdencedingpagnasiond ref erence frame
associ ated w il (el cune . : ' i.on image repetition
frequency a\#g{{egnﬁng@t%rl%gg |eo%9§#§g§@8%§$e@g&ﬂﬁ%?u@%%f ed net hod according
to claim1l weabkdhing dftrsaeicoding phrapsetaaled indlndigg sdic dtdest omenmser-slipplied zed

aut henti cati on inmage, includes receiving authenticatigon.indigia. 34 2 3 MAR
2007 6. An aut offhtengRANBEoRRdhY Airigast Bncnop- ik SyprliegieRcoding pardipeifr,

portion of the ayhgnf &%@&ﬁg%afgﬂ@té%isét ﬂeﬁlgguﬁ%zewamoh@gn@w RERLArTRE At Phst
indicia. 7. An automated nethod according to claim5 wherein at | east a
first portion of ohbdigitimetl hethentictionmagedimd a i s user-supplied

aut henti cation j.ndicia and secon orti.on of the authenticatjon. indicia
e non uaerSoABE PRI 6 oL Rt PP AR e oo B L ey
according to cl aieRrddiNdedr@hiet 2 tdprol @RS fiendlided ihaRd aut hentication

i mge includes a first ‘authentication i mage and a second aut henticati on

2. An automated method according to claim 1 further comprising:

embedding the final encoded image into the digital document.

3. An automated method according to claim 2 further comprising:

printing the digital document with the final encoded image embedded therein.

4. An automated method according to claim 1 wherein the at least one user-supplied encoding
parameter includes one or more encoding parameters from a set consisting of a decoding angle
relative to a first reference frame associated with the digital document, an authentication image
angle relative to a second reference frame associated with the digital document, an authentication

image repetition frequency and a rasterization frequency.

5. An automated method according to claim 1 wherein the action of establishing at least one

digitized authentication image includes receiving authentication indicia.
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i mge and the action of encoding includes producing a first encoﬂfgh' g%m
using the first authentication imge; producing a second encoded B@ﬁ I
usi ng the second aut hentication inmage; and producing the final encoded

i mage by conbining the first and second encoded images. 9. An autonated
met hod according to claim@8 further conprising: establishing a second
encodi ng paraneter set including only non-user-supplied encoding
parameters, and wherein the first authentication imge is encoded using the
first encédi Ag ayeanaed trethwlesccanihgt tveclame dndheteinhenidagiat iportionnafgthei s

encoded uguggEIQe .gfcond encodi. araneter ,set. 10. An automated met hod
accor di ng?¥BEeatan Rdicia 1 YyersupBligtautiendcatet idi%ahi ng a second encodi ng

paranmet er set including only non-user-supplied encoding paraneters, and
wherein the action of encoding includes: producinP a first encoged i mge
cg

froma single® ALPREIEIRERIGFFCPTige OB SdrTD A Cptie WSt Pastiat obHE

aut hent i Cafith@fichtiBRARdWRI D Gsck Ipplibd Blih&REANMNAIBR AFR 8 ond PBkionREARUCI NG a
second encoded i mage fromthe single authentication inmge using the second
encodi ng puhetispiem gdicia aggrpnagersugpliglRuthegicatipn distd. ng t he final encoded

i mage by conbining the first and second encoded i mages. 11. An aut omated
nmet hod according to claim 1l further conprising establishing a second

encodi ng Bar Ametuomated matiriduaticnglingnioy claimn-lusberesupipl ateldast eme odigitiged

par anmet er d_wherein.the action of encodi.ng inc]udes: .producing the
Prhal enc ot AgC kGl abotios® B i e RO APt A £ SR o0 ARG el ct oo
fromt he &hadeeadtheandomof dhesdingmtiuges | nage, the first encoding paraneter

set being used to forma first portian of the final .encoded inmage and the
second encodi n§PHFRRAIEH! cacorlednagy “ﬂg%gletﬁt(‘j“@a’ihﬁﬁlté?amﬂ image;

producing a second encoded image using the second authentication image; and
producing the final encoded image by combining the first and second encoded

images.

9. An automated method according to claim 8 further comprising:
establishing a second encoding parameter set including only non-user-supplied
encoding parameters, and
wherein the first authentication image is encoded using the first encoding
parameter set and the second authentication image is encoded using the

second encoding parameter set.

10. An automated method according to claim 1 further comprising
establishing a second encoding parameter sef including only non-user-supplied
encoding parameters, and
wherein the action of encoding includes:
producing a first encoded image from a single authentication image selected from
the at least one authentication image using the first encoding parameter
sef;
producing a second encoded image from the single authentication image using

the second encoding parameter set; and
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second portion of the final encoded imge. 12. An autonmated net hod
according to claim1 wherein action of establishing an encodi ng? phMifed®
set includes: identifying a docunent processing circunstance; establishing
at | east one of the at |east one non-user-supplied paranmeter using the
docunent processing circunstance. 13. An automated nethod according to
claim 12 wherein the docunent generation circunstance is one of a docunent
processing time, a docunent processing date, a processing machine

i dentifier andpaxducpgthatiinal andetet irhagerby chhbindup the fioraiddcondtehodicdccor ding to
claim 13 wherein the docunent processing circunstance is associated with a
processing of the d§i&&l docunent on a user data processor and wherein
the action of identifying a docunent generation circunmstance includes:

obtai ning_ data associated with the processing of the digital docunent from
the user’ aéﬁaHPH@@§§ﬁW¥ﬁf§q”ﬁﬁgHUQQHHkéﬁhﬁ§PHWH$§&cording to claim14

wherei n the dagaaRsEAEiaabRAd Yhdoink R8ramRied S& SRl ¥hgQini llftﬁl-lsiiztgwpgiiecﬂocunent
i ncl udes data processing environment information.” 36 2 3 MAR 2007 16. An

aut omat ed net hod acéegodinggaragetrsapr 14 wherein the data associated with the
processingmg%hhggagkgkk@%%ﬂﬁ%qﬁﬁggaincludes content taken fromthe digita
tho

docurment. 17. An autonate according to claim1l wherein the action
of est abl i shi ngragducing gwdinabensodiid gintgezdictety frbmmrt singde dutirentientige imagel udes:
identifying a docu essing.circunstance: . determni .
non- user - suppl i ed gg‘%]%cetn({ i%@a ‘?‘8&99% %I}eaauﬁ%nﬁﬁat{oﬁelmé%%t}ﬂ ?\1 t ef)l?ocglcl:n&si ng
ci rcunstance; and i paanperatt bgnd hednonforis e fisst ppiticahfatt Haal ewatddon
indicia into at | east one pf the ast one digitized aﬁhgqﬁtication

t

t |
i mage. 18. An aut ondPFF ARt M5dSes F%Oﬁ@gtw@p%{?r o} Pgerss B focunent

generation circunstsaitag pbsioR 0EhEFind HesdedBRigepr OCessing tine, a docunent
processi ng date, a processing nachine identi%ier and an operator

identifier. 19. An automated system for incorporating encoded images into a
digital dqoUNRAtauidifed method according to claim 1 wherein action of establishing an

encoding parameter set includes:
identifying a document processing circumstance;
establishing at least one of the at least one non-user-supplied parameter using the

document processing circumstance.

13, An automated method according to claim 12 wherein the document generation
circumstance is one of a document processing time, a document processing date, a

processing machine identifier and an operator identifier.

14. An automated method according to claim 13 wherein the document processing
circumstance is associated with a processing of the digital document on a user data
processor and wherein the action of identifying a document generation circumstance
includes:

obtaining data associated with the processing of the digital document from the

user data processor.

I5. An automated method according to claim 14 wherein the data associated with the
processing of the digital document includes data processing environment information.
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system conprising: a user interface; a printer; a data processog 'EE@
comuni cation with the user interface and the printer, the data p# sZ@V

i ncl udi ng an aut hentication i nage nodul e adapted to produce digitized

aut henti cation i mages from user-supplied and non-user-supplied

aut hentication indicia; an encodi ng paraneter nodul e adapted to receive
user-supplied encodi ng paraneters, determ ne non-user-supplied encodi ng
paranmeters, and assenble the user-supplied and non-user-supplied encodi ng
par anet er $6i Mroawnaacd ngthpdnaseediag ts elabn fldrwhdrsn the dancshchged witlgite zed

aut hentication,.i es,. .an . encodi.n dul e adapted to construct encoded

i mges usPﬁﬁwﬁﬁgq&gﬁégﬂpﬂaxﬁﬁ?gﬂﬁgggg§8W§méﬂﬁgﬁﬁgl ?Ggﬁgfgﬂnﬁﬂ?hentication
i mges; and 37 2 3 MAR 2007 an enbeddi ng nodul e adapted for incorporating
the encoded image into the digital docunent. 20. An automated system

accor di ng f'o 41 aMAmesd wprshadi ccedimege elaimnt ehergiethe acienaph wHbHENE plecei vi ng

at | east qOg & diiled SUMPEEhAHPERLI@aLT on indicia and user-supplied
encodi ng paraneters. 21. An automated system according to claim19 further

conpri sing: an idanifiened destinont presessing cinfemsiercci n communi cation with the data
processor, the det%Hﬁi%ﬁ%Hoﬁ-%ér%]fﬁ:%Htaﬁﬁ'entg?t‘{énci‘ﬁdi%ﬁ%'u@%g%%%E@SerﬁO provide data
P ing Gircunstance for use I'n

relating to a roces termning a
non- user-suppl i ed emeshmgipanstaeeemd 22. An aut omat ed system according to

oA 2 et e BHASEN LB PRI FYLES b AR uoom 1

at least one digitized authentication image.

18.  An automated method according to claim 17 wherein the document generation
circumstance is one of a document processing time, a document processing date, a

processing machine identifier and an operator identifier.

19. An automated system for incorporating encoded images into a digital document, the
system comprising:
a user interface;
a printer;
a data processor in communication with the user interface and the printer, the
data processor including
an authentication image module adapted to produce digitized
authentication images from user-supplied and non-user-supplied
authentication indicia;
an encoding parameter module adapted to receive user-supplied encoding
parameters, determine non-user-supplied encoding parameters,
and assemble the user-supplied and non-user-supplied encoding
parameters into encoding parameter sets for use in encoding
digitized authentication images;
an encoding module adapted to construct encoded images using the
encoding parameter sets and the digitized authentication images;
and
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an embedding module adapted for incorporating the encoded image into

the digital document.

20. An automated system according to claim 19 wherein the user interface is adapted for

receiving at least one of user-supplied authentication indicia and user-supplied encoding

parameters.

21. An automated system according to claim 19 further comprising:
an authentication control device in communication with the data processor, the
authentication control device being adapted to provide data relating to a
processing circumstance for use in determining a non-user-supplied

encoding parameter,

22.  An automated system according to claim 21 wherein the authentication control

device is adapted to control the use of authentication software by the data processor.
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