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Perform mutual authentication with a first interaction device

Receive encrypted interaction data obtained by encrypting interaction 
data using a working key and transmitted by the first interaction device

S202

S204

S206

Decrypt the encrypted interaction data using the working key obtained 
by mapping the authentication key by the communication adapter

S208

Transmit interaction data obtained through the decryption to a second 
interaction device, through a simulated device node identifiable by the 
second interaction device and using a communication protocol of the 
second interaction device, the communication protocol being natively 

adapted to the device node
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S302b. Encrypt the random number A with 
an authentication key to obtain a challenge 

code A

S306. Transmit the challenge code A

S304b. Perform a hash operation 
on the random number B to 

obtain a hash value B

S308. Decrypt the challenge code 
A with the authentication key to 

obtain a random number A

S310. Perform a hash operation on 
the random number A to obtain a 

hash value A'

S312. Encrypt the hash value A' 
and the random number B with 

the authentication key to obtain a 
challenge code BS314. Transmit the challenge code B

S316. Decrypt the challenge code B with 
the authentication key to obtain a hash 

value A' and a random number B

S318. Perform a hash operation on the 
random number A, and compare the 

obtained hash value A with the hash value A'
S320. In response to the hash value A being 
same as the hash value A', determine that the 
authentication of the communication adapter 

is complete

S322. Perform a hash operation on the 
random number B to obtain a hash value B'

S324. Transmit the hash value B'

S326. Compare the hash value B' 
with the hash value B

S328. In response to the hash 
value B' being same as the hash 
value B, determine that two-way 

authentication between the 
communication adapter and the 

first interaction device is complete  
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Receive, through the human-machine interaction controller node, 
control data transmitted by the second interaction device

Convert the control data into serial port control data

S502

S504

S506

Encrypt the serial port control data according to the working key 
obtained by mapping the authentication key on the 

communication adapter to obtain encrypted control data

S508

Transmit the encrypted control data to the first interaction 
device, the encrypted control data being used for instructing the 
first interaction device to decrypt the encrypted control data with 
a working key obtained by mapping the authentication key, and 
perform a control operation according to control data obtained 

through the decryption
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Obtain the device serial number

Encrypt the device serial number with a 
main key:

KEY_Auth=Encrypt(KEY_Main,SN)

Map the authentication key to obtain 
a working key

Key generation
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