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-1 PORTABLE ACCESS DEVI CE COPYRI GHT AND LEGAL NOTI/CES [0001] A portion of
the 'di scl osure of this pat ent docunent contains mat er i ail ’W‘ﬂMﬂM’"’ m?subj ect
to copyright protection. The copyright owner has no obj

-facsimile reproduction by anyone of the patent document —ar_ tbesgpat ent
disclosure, as it appears in the Patent and Trademark Office patent files
or records, but otherwi se reserves aljl copyrights whatsoever. BACKGROUND
OF THE | NVENTI ON 10 [0002] The invention provides devices, nethods, and

systens for controlling P@Rqs,gﬁq_g mg@sgmﬁ n particular, the
S, 0

i nvention provi des devices and systens r controlling access to
conput ers and ot her secure systens using a portable access device. [0003]
Devices for controlling access to stens are disclosed in US patents 15
5,432,851 and 6, 490, 680 t&%@ﬁﬁT%’ﬂDéEGALB\'QﬁQE$54 to Boerbert; 6,463,537
to TeIIo and 5, 34 § to et al. SUMVARY OF THE | NVENT] ON [ 0004]
The i nvent P8 pr ovi‘88 '8%9‘5tE%Q'SCIHE‘Erﬁ8&?'%"599‘?@%""1‘%’?"3@6H’tatt%!a| ing access

]EO S?/StEmSthsuéhu@éct@@ﬁdwh@’ﬁ%rcﬁ&ﬁloﬁyS'hQFpr@lgﬁttdmiel' ha¥naewiearni®theecure 20
acilities_or. prems informatio erson
seeki ng acte¥l ?Beprqcﬁgﬁogﬁyta@M?n {C}H%W?H&V@?gtrﬂplﬂl? Bﬂ?@ﬁb%l?éurge?sson i's
seeki ng acitepmsard io titePatemtiand Tradwhdnle()ffa:e(pewtmgs bivatorpe eothesvideo be
aut hori zed,, %Ngs 51{1@03&”&#%1%“&? \}%f: provi ded by the person seeking access

|dent|f|es t Driation to be provided by the systemis
made avail abl e at a location at which the information to be provided 25 by

t he person seeking access mdmﬂot@rthgm\mﬂﬁm [ 0005] In preferred
i nformati.on to. be provide ersgorcose@kl ng access

enbodi pent
can onI @0%%50\,, de ﬁ'ﬂvﬁnﬂgn BoXEiER davigts: i ﬂ?’%eﬁng&%ge@s Mtric data
obt ai ned daccess toysecurersysthms p &r gavticuldrnths invantemoolidesrdeyvice$ hrgethedsson seeki ng

. i h whi ch
the 30 1 nt ST RREE YA SES «hornifert AR s eRlne BT o ¢
t oget her wpertabie apsesscdevice.

[0003] Devices for controlling access to systems are disclosed in US patents
15 5,432,851 and 6,490,680 to Scheidt et al.; 5,272,754 to Boerbert; 6,463,537 to Tello;
and 5,347,580 to Molva et al.

SUMMARY OF THE INVENTION
" [0004] The invention provides devices, methods and systems for controliing
access to systems such as computers and systems controliing access to secure
20 facilities or premises, etc., using information provided by a person seeking access to
the system, and by the system to which the person is seeking access, to determine
whether access by that person is to be authorized. The information to be provided
by the person seeking access identifies the person. The information to be provided
by the system is made available at a location at which the information to be provided
25 by the person seeking access are input to the system.

[0005] In preferred embodiments, the information to be provided by the person
seeking access can only be provided in the presence of that person, e.g., biometric
data obtained directly from the person. In such embodiments, the person seeking
access must be physically present at the location of the system at which the

30  information is to be input to provide his or her information, together with a device
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IIIIIIIIIIIIIM IMIITIO121rtr1rrrlr *co0002* -2- (also referred to as an
"access device") which receives the information provided by the system

I nférmation fromthe person seeking access and the systemis then used at
the systenmi s input |location to determ ne whether to authorize the person to
access the system If the person seeking access is determ ned to 'be

aut horized, in 5 various enbodi ments, a signal or code is provided that can
be tested, e.g., by the system to dgterm ne whether access is to be

provi ded. ALQQQ&L?J.JJYO R aEc%%'h&w@JL ﬁ.a%%@fveame%femghgrbvfa%a‘% ved from

the system and romthe person see rmned that
access by thhaystger sirmagombem thaiperenr i@ﬂlngﬁocm@edﬁmmenpls@wnded or an

invalid codgq a@th‘é’%glﬁbrﬂ% lnﬁutr&rahcéﬁeg%teglg Biw %e@?&%.gﬁorf}g%%ers Ot her

suitable signal (s) m provi n preferre ment s, the
access deviessl @é}‘sdﬁi”ﬁg Ifitiee pefaon $W@gtap@ﬁ$s®@@em@eq tafogravtiorizad, sUppI i ed by

the persongee&kimBohAERSSa aaﬁalroheodesy?m.%d%@cmeém@ 5 \Am?tn%n or code
to the person, who can then provid to the system access i s

sought by §yﬁ[§nbéqg%wmnaﬁwaqeth%rcqqc?sst%tq%prgylggt@m In one 15 embodi nent, the

portable d e prqvides a .cqde to.a son seeking ac and  that
per son inp@i‘@ﬁit he %aaatrgsutl PIRFERIING 'R&Hpﬂtf?ntrﬁ‘é?iv % ﬁ’@éyge@e%@ if the
code is fimamdhe perdva saakihgacesl. it nlsneanmhmathaemmds; bsetmtat pdréeh ia@6ess devi ce

T o et PO (SR of & hISi AL Hhar RO R Rt RS o [ T L

i's provide n-see actess and _ Bt or whi ch
access19s mgsh@ematlmomcewbwewwmnsy bépropidedent at the system | ocation

which is to receive the code or coded signal to be provided by the device,
and the pelf8¥A nust!n preseresermpadimentydhe pepess AeMicrrcPBlingHe thiccess devi ce

whi l e at tiﬁ@er&%ﬁh@é@th@ﬁ'ﬁémﬁﬂon élﬁppaed)us;eﬁsrpé%n@e@@ﬁb BRBLs afd¥Be Person’ s
information is bionetricall grﬁlﬂase so that the person nust be present at

t he systent! mt%"SHFW@ﬁ thesiong)ar et hepempngwao F?r!;thPﬂPEﬂVWﬁt”itBH‘e [ 0009]
The accesssyden foe whiel attusk iglsougnt khane derdervlo@@seétiyaé tHeQySteMe in bid Or mati on

provi ded h r_ si s fromsuch devices that are
ot on‘?fooa¥'85?ﬁ'@8'§o$?gsﬁ%éév'%eep BUIRES £ RERIO BT SS5 08 6757 7Ene
enbodi ment that persomineuris thercope to/ihd egstempohitiathiea pamdozs aicckgiiitiee Eade is

found to be authorized. In another embodiment, the access device may output a

coded signal directly to the system.

[0008] Since information is provided both by the person seeking access and
20  the system for which access is sought, the access device must be present at the

system location which is to receive the code or coded signal to be provided by the

device, and the person must provide his or her information to the access device

while at the system location. In a'preferred embodiment, the person's information is

biometrically based, so that the person must be present at the system location when
25  the system provides its information.

[0009] The access device may include on-board devices that receive
information provided by the person and system, or signals from such devices that
are not on board the portable device but linked thereto.

[0010] in one embodiment, the invention provides a portabie access device for
30  providing the code or coded signal that may be tested to determine whether to

provide access to the system. In a preferred embodiment, such a device comprises

an output device and at least one processor. The processor processes information



30 providing the code or coded signal that may be tested to determ ne
whether to provide access to the system In a preferred enbodi ment, such a
.devi'ce conprises an output device and at | east one processor. The
processor processes information -3- provided by the person seeking access
and the system and, depending upon a result of the processing, provides to
the output device a code that may be used to access the system or not,
dependi ng upon the provided informati n. [ 0011] As nentioned, the

f Ki
access ?@ﬁg'@é’%f@%fpeﬂ%raa%g°”%%S%Sn%w?%%as‘ﬁ%%&e%én%pﬁadla portRpRtlar
char act er i sitthe pofedsing, provisipe tt the eutpstedevivei ctvdedlyat heyueaded t actesd i fy W th
a certai “{rl\%.sgﬂér‘h' & r?o?tdepgnaéﬂéqeg}éo%fthé gl%vi%p RiSHRLd requirements of the

systemto access 0 un| gquely.identify the person as

aut hori zed, Oi)ﬂt] r ecel NemeAfdred Sthe gﬁ&’:hah@rﬁ iR é’@lemb{?‘échQ%cte %Hc gxaml e,

data representing fingerprint atterns I'nger | mages, I'na scans,
or anpPeson serKindsACsesFUP rﬂ?ﬁjsyﬁ{;"h'ﬁQWé?S '"fﬂ"@%i@efépll%eftﬂhe ap}‘ ocessor (s) of

t he por t abhysRECABFacHINECE thY praBYeciid E@é?lvmcgnerﬁé}p@esusedstﬁﬁ% f'f’fg Witisg OF nore
bi onetric sensors. A large nunber and variety of suit iometric

char act er i S¥faY sufficientin iews' e upeprLARg fegrirameants ofithgysystam fr e si ng
i nformati oacdee@rseb‘émgtgongwtt tbQiﬂﬂquéN(Henﬁﬁl thé P@@érﬁ)éé Blthéidd k®leeBige SCanners, are

known, 15 an % nft ous ngf eve ed, The identification of

sui t abl e bF%Cr‘?‘E?rgléc R4P PF&?E{&CF g8, 05??8" dé?sreafﬁae B HBYRPHYSr  acquiri ng

and pr acespattegns orffingerinages, retdprseaanbi DgAtsbenmesl amowls egquiréd b endror poseﬁ and
ui remen e ontrolle e is within

ha Lbr i bowRby RYBL BEolbedFor RE BOERICLcaYs SRR arf SRS adeesy 1

preferred ewdhasiangrer s100¢ blpmefrlcmeémﬁi ofy largemwnhmandrvanempmﬂtble ng bionetric

- characteri H‘n‘éﬁm%aﬁ'&féﬁ%ﬁ téﬁﬁemé'l'ﬁ%ssaﬂ &gf&raca&@ Sk ;Sjrbée%gﬁw y fromthe

person SeeKl nNng access I n sone e |rren SO nore Sensors
sui tabl e fr@fma&%[urepreﬁgntlnﬁﬂwﬁeﬁumﬁs Flreqﬁferyeﬁw rﬁjmbls@afeﬂsl. aredinawact eri sti cs

of a pqesoanésel@onﬂmoaggsé.agaé@a Sa%:al trele Shdniridabn BL&RSSe BoMetR and

conflgured to provide acquired nformation to one or nore processors for
use in det EPFPHEIRECIUREE HSY'CQS()a"Gr’H?fPOQSrfér agwiring @ng PEeESHINTorBataRf or mat i on

is acquir edepa@seamg themt ;haléw?ttmurb@&kﬁndmemhedﬁ BRI Ss @:‘;)bet he i nvem ion
g{jgff ;sgnslt Q)gec ry?c}gbgplfepcﬁ%ﬁﬁsreﬁm 0 tﬁe éél?tywpthose ﬁg\ﬁggsgrdllngry il” ug soug 'n
the art.

20 [0012] in preferred embodiments of the invention, information representing
biometric characteristics of prospective users is read or sampled directly from the
person seeking access. Thus, in some embodiments one or more sensors suitable
for acquiring information representing biometric characteristics of a person seeking
access are included in the access device, and configured to provide acquired

25  information to one or more processors for use in determining whether to grant the
person from whom the information is acquired access to the system.

[0013] Some embodiments of the invention process signals provided by the
system to which access is being sought, in addition to biometric information related
to a person seeking access as part of the process of determining whether access is

30 to be authorized. The use of information provided by the system to which access is
being sought enables, among other things, the determination as to whether access is |

to be authorized to be made in various modes according to circumstances. For



to a person seeking access as part of the process of determ ni ng whet her
access is 30 to be authorized. The use of information provided by the
system t'0 which access is being sought enabl es, anong ot her things, the
determ nation as to whether access is to be authorized to be made in
vari ous nodes according to circunstances. For -4- exanple, processing
related to a request froma person seeking to access a conputer system
froma user station, designated as a Py imary entry station, from which

g(r:ge:tﬁt Egr:egﬁaﬁgrﬁ-g&s&f\ggeg%d&?dné’ge %fpﬁ'g%?g‘tfgﬁg‘%ﬁ%tﬂ E%grﬁlt Ing related to
a request fcpmputemysmmmrﬁ apsessiationt ﬂwmatergas @ palneyHitry batisgi@enconput er
system fr o, e d._as.primary. .[0014]

hfor mat | o enaeEiasBihe Botsdnl@leohduorafl et RllRtE o BE PR oriegy 1 or
processi ng May Ftrm?eém:%si@‘e@eW@sethﬁaprd@esqimg)Nﬁilaﬂaﬂtota)reqmst fiomdsssalesi ce i n any

suitabl g ”%@%%ﬁaft%ﬁﬁt)/nrg I:c?e'§§th evecf‘o?nppugé}%rg%h%% LQérs?ét%H%at ransfer are

10 known, ter ONE “enbodi nent s
of the i nwehdssignatedins pimeass deV| ce conprises one or rmre sensors for
receiving slognal s fromthe sgstemto be accessed. Such sensors may be

used, al ond%®Bfl in EoeIEEGR POMded Y thecysipr taivhigheassessgs bpieg speait&sor |

visi bl e-1i @Pdc.essnﬁﬁ B)aih@d.accéké d@mb@rnay@b%\nm&sm%a&es@d&lce,m ghy ot her stimuli
sui tabl e for cbg tion, eith e¥ 15 wired or vvlreless nmeans.
@ & Mo

The sel ect 8 r@?’ré’evﬁ%?na@gs“ hodls forigmBLEansiss 2er ovi di ng such
si gnal siot o knuwn,pandmsmmaﬁur bé dbeslopeldl For bxdnmplé he serbé binbydigkntslwse havi ng

mor e pr-oced st e ol cedoR B orb b el FREB TR oGO SEBABy tho
per son seeHionythasrsies iabelacaessrdrdilch sepswy mag thelwged, ldonsyostrem 20 conpri se

any. sul t ablegfifoRfithcebidand PIAGE TRUrSceds B LidINBNAIERAY AV, 11T miar e,

and software, suitab meet1 ng the purposes Serip erern. In sone
embodi ment SIeskromAgnstisaic, shothercimui seitabisios carniifs infoematios, ejthenby e

appl i cafsi OrireBRP Girkicgs aneér%grﬁlfe%@ne@harpwstuﬁatﬁé%%s %@qc@ssageh@%q devi ces

and software. Processing for determnin er to provi to an out put
device a C(f?fé’r?‘ﬂ%{f'gﬁ‘ﬁ-‘)hS'%'sﬁ%tﬂ%‘ﬁﬂcﬁséo%l‘ﬁ'ﬂégyveﬂ M@h@ﬁﬁt ety athesrdi ng upon t he

bi ometri ¢ inaliag eriinansiand thdgr, in HbRoMeid @8cipsupyi ded by the systemto be
accessed, may be perforned entirely by processors included in the portable

devi ce, or [pas5] |y byhprooeesmoresproceskoddor procdskigg biometric information

provided by the person seeking access and information provided by the system

20 comprise any suitable data and signal processors, including any hardware, firmware,
and software, suitabie for meeting the purposes described herein. In some
embodiments of the invention such processors comprisé one or more application
specific integrated circuits (ASICs) and associated devices and software.
Processing for determining whether to provide to an output device a code that may

25  be used to access the system, depending upon the biometric information and the
information provided by the system to be accessed, may be performed entirely by
processors included in the portable device, or partly by processors included in the
portable device and partly by processors included in the system to be accessed, in a

data sharing or shared processing scheme, or in other suitable ways consistent with
30  the purposes disciosed herein.

[0016] In some embodiments, processing for determining whether to provide

to an output device a code that may be used to access the system, using the



portabl e device and partly by processors included in the systemto be
accessed, in a data sharing or shared processing scheme, or in other

.sui tabl e ways consistent with 30 the purposes disclosed herein. [0016] In
sonme enbodi ments, processing for determ ning whether to provide to an

out put device a code that may be used to access the system using the -5-
bi onetric information and the information provided by the systemto be
accessed, conprises conditioning prOV|S|on of the code to the output

devi h
SR L LR e

bi onetri c canfipisamntoralitioaing wrovestbrbof tite dtrderte thel mjtxﬁltslemse)npc&rwcq:vredmlbﬁled to the

processor ( to stor i nf tio

det er m nat ig%t\ﬁ'éig'%&%gﬁ&rmago? SRt ﬁ@rtlﬂ ‘Bﬁet}éﬁ %{'{a{% er%ﬁ d;ﬁtorteﬁe provi ded and
st ored i nf bpmetricmionmmatisat Fafaxeohplel biotiegicanfermativh atquires dyiadfi@odtdc y
correlatio Vi 1e. devi ce a.
code usgeab%"e S? " aﬁ%&é‘?@%":@ﬁ% E’@Q&ss%%g%é aergc'ég éé’{grfélﬁsbﬁ]oﬁneeﬁ{?c 'Qﬁﬁ% ée]t\}g)él uati on of
correl ati oy ddetapeination is made Antd Wirthrruioretktion behveen Yieauovidesl syist em user s

and storedg | he ability of
t hose havi ngllegﬁ%%éﬁmh{i%&% %f]hg eZ/cra![ﬂS'{ﬂé{Yrésa?% fg@bcwgfeﬁgﬁtgs of accesg
devi ces aceyaklishef. the mrn@essﬁrv@ﬁw%ﬁntomoutewﬁvmé cagergssabieder st or i ng

bi onetric h&kesinpine@)stERl THERsiaBiighRiedt BhdeRLabE bl @ reldBondbbgle an access
code that | be used to access the secure systemto an output 15 devi ce,

or ot héPwi SE@algS FayiFebiam PEPSPF@'V% E¥ip u§9r§,tagﬁ13tqrqsp B‘PW@V‘CMW IB®nt s,

such st or el KhbwhRindii€ witiflh Geailitoor thege Heinglobdiedly sKill BA®ais.associ ated with
the systemto be accessed, and information and/ or processing for

det er m ni n{potet her Embodipeoisiof eceess sedtdscacaodagdo tedevansiosimay ed bet ween t he
access devi . - t devices
o whi on- t RepRdnatiy i EEh ORI BRATRRRTor = 1 Sk AmpRRngliePl' |12

secur e sysbwida@p dseessfcodaihat ey bgumdm a@cmﬁhe REQure systen to an oytpwspect i ve
user a;60dgeqil foa&h@mf.s%rer&merucegss%ws%cm égefamswafom&e@us&lmaﬁtsa huran-

readabl e sequence o | phanumeri ¢ or other characters or exanple, display
devi ces sué‘FFha%OTEEB@mqt_r%fO”W% mayrbesttergd im@ewpryasgpedatadvite &8 nay be used.

In a 25 prejdesrh Qﬁb@é‘&‘é@ééﬁeaﬁd inforBTdn addg?p%c‘éﬁélﬁg’fdr ﬁeﬁéﬁﬁﬂm%me@i&ﬂer to

reduce physical. size and power reqU|r§nents or the portabl e access
devi ce. to provide a useable access code is shared between the access device and the
system 1o be accessed.
20 [0018] The output devices to which the processors provide codes that may be

used to access the secure system may be of any type suitable for imparting to a
prospective user a code suitable for gaining access to the system, such as a human-
readable sequence of alphanumeric or other characters. For example, display
devices such as LEDs, LCDs, CRTs; or printing or audio devices may be used. In a

25 preferred embodiment, a small LCD display is used, in order to reduce physical size
and power requirements for the portable access device.

[0019] In some embodiments, an access device according to the invention
comprises a housing for supporting sensors, processors, and other items
incorporated by the portable device, and the housing includes one or more surfaces
30 for bearing devices useful for identifying users of the access device or other
individuals, such as photographic images, electromagnetic strips, and/or other

devices for storing and/or providing access to identifiers or other information. Such



[0019] In some enbodi ments, an access device according to the invention
conprises a housing for supporting sensors, processors, and other items
incorporated by the portable device, and t he housi ng i ncl udes one or nore
surfaces 30 for bearing devices useful for identifying users of the access
device or other individuals, such as photographic i mages, electromagnetic
strips, and/or other devices for storing and/or providing access to
identifiers or other |nfornat|on Suc -6- device-bearing surfaces are

FELBRLTE ST S e
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devi ce 1an aedasedbydertéiabcaray dbécassad dbmpih§e mc&sﬁwgtulffermansb esgeivetiher w se
o PV B 4 BohBic QLR Le Rl ARyf £RIRCIALIPRE 1o HREChS 200ees the

system The access % si gnal
recei ved byoﬁelgﬁ@mtwwrtbe.)recalssmbbloateé@ infoniatioh @ng storetthiemetscess devi ce from

a signal g?fﬂ&ﬁ%bgﬁ lﬁgi%b%ﬁgaﬁﬁntéétéﬂé% 2Sbrrefibh QritBfa, gf&fdgﬁetg an1N€ access

code that m to access to the systemis
sessi on- spé’éiWF@?V'CFWéﬂ]@rRS’W@P@ﬁCQ?ﬁ deyige g §8595R cafe a‘fmay b%u%esisiocodes hel ps,

for exanrpl @ccdse tNgdfetn, idwise ﬁmﬁw.du@g @qh@eﬁﬂpa@&vwé%rcoeﬁr@i hfag pgCcess to
t he systemé%gq f)h%?:l cally present at the point access to the system

[00211 In FRx e bR §°°eP5h%°qenWBWP| %%V'?ﬂdo\ﬁ detesmipee Hé’ﬂs and
sui tabl e praQﬁg?&S@bélv@ﬂ@ @ﬁlbﬁdl s664TP asitlated With e uitshid Bcceasesidedtortise 1 n
accessing 25 s stem% et éme described herein ere the codes and the
det er mi nat i Oﬁ).grg%’ generator assoma e h the system to be accessed. The access code that
may be used to access to the system is preferably session-specific. The provision of
20  session-specific access codes helps, for example, fo ensure that a specific
authorized user offering access to the system is physically present at the point of

access to the system.

[0021] In still other embodiments, the invention provides methods and
suitable processors and other components for providing codes for use in accessing

25  systems of the type described herein, where the codes and the determination of
whether to provide them may be made according to a plurality of processing modes,
the mode used in a given case being determined by the circumstances of the
request for access. For example, a signal received by a signal sensor of the
portable access device from a signal generator associated with a system to be

30 accessed may be processed to determine whether the system has received
information indicating that a person seeking access to the system is attempting to
access the system using a conditionally pre-authorized input device (e.g., at a

primary entry station). Ifit is determined that this person is attempting to access the



whet her to provide them nmay be made according to a plurality of processing
nodes,  the node used in a given case being deternmined by the circunmstances
-of the request for access. For exanple, a signal received by a signal
sensor of the portable access device froma signal generator associated
with a systemto be 30 accessed may be processed to determ ne whether the
system has received infornmation indicating that a person seeking access to
the systemis attenpting to access t@g systemusing a conditionally

re- aut horj i device . (e.q., at” rimary entr tation). If it i
get erlrJn' nedéytéﬁég'l h{?'ﬁqué c%'g)/tggﬁ“yl(%re'%ﬁhg%eiqaﬂﬁﬁtdév' %)éé‘saé’c?%é%g?%agi)éﬁ/ em ulsi nlgsa
condi t i onabé ysedrte acaesh thel ysbni inprdvided\to ae putant device segardidss dflaay nmay be used
t - \ i Vi t.Q. t ' dl of
b omet 11 o DoneT iy ReBYLA o b aRaak ity BRlE RIS AR IRt ol o
access pletht@r\lyiS@metrchseO@rtha’Uanlse essddo aheess treysybtenis pibvidedanlyess t he
systemis provied p&NthQBé’BgrPelQ%‘hech{HriBﬁ%* 8ﬂeﬁ%‘l§%af?sﬂ885rgao§1te¥r%n criterion
or criteria Is satisfied by bionetric | nfornmation ecal ved 1 om t he
bi omet ri c B&Fsalondaeei¥RdSram thediqrmgtas sersooanchitreetic idormatioesibenvisey t he

access devg&@ssgdcbgqgg adda8s W&t i on al so provides systens for working with
portabl e access evices according to the invention, including all suitable

sof tware, [@oIgessorehe iteniiBRBIY pRites 8Fste@t for WBRidd witESSrBbRTAEbsOF THE
DRAW NGS [&023% The i nyep]t ion {ﬁ_\ei%astr te‘gaé)i n the figures of the
acconpanyi fo"°aPFHAGS © MRiVETEGNe NGang afl SUERDISSAiMEIe PIPCERRP ot | mi ti ng,
and i n 10hi membnkdeviceefedr.ences are intended to refer to |ike or

correspondi ng parts. 15 [0024] Figure 1 is a schematic perspective view of
a preferred enbodi nent of a Eortabl e access device according to the

i nvention. [0025] Fi gur 8RER QESCRETARMOR THEARAWINGSt i on of a preferred
gnbodi m;n_t [0of3]a hpOTHie_'iib{/éhtiaﬁ%G?&trd&}diiﬁme?@méé@f?ﬁ at;@%rﬁﬂs%inayenti On]-c [0038]
i gure i§.a. sc tic rear evation of a preferred e | ment of a
portable a @&@@Sdﬁﬁﬂeéﬁwm g aﬁ'%@‘&ﬁﬂ't@ﬁ’. ar[ddﬁ*ﬁ']cg k@ur edis a
schenat i c fafsrendesrasd inlEnded todhietey talike @k carrgupehding psars. enbodi ment of a portabl e
access device according to the invention. [0028] Figure 5 is a schematic
di agr artd of [0824dr oceskigure 1p@ sce¢matiscberspective view of a preferred embodiment of

a portable access device according to the invention.

[0025] Figure 2 is a schematic front elevation of a preferred embodiment of a
portable access device according to the invention.

[0026] Figure 3 is a schematic rear elevation of a preferred embodiment of a

20  portable access device according to the invention.

[0027] Figure 4 is a schematic functional block diagram of a preferred
embodiment of a portable access device according to the invention.

[0028] Figure 5 is a schematic diagram of a processor, and related
components, suitable for use in a portable access device according to the invention.

25 [0029] Figure 6 is a schematic view of use of a portable access device
according to a preferred embodiment of the invention.

[0030] Figures 7 - 9 are schematic diagrams of process flows according to
preferred embodiments of the invention.



conponents, suitable for use in a portable access device according to the
invention. 25 [0029] Figure 6 is a schematic view of use of a portable
-access devi ce according to a preferred enbodi ment of the invention. [0030]
Figures 7 - 9 are schematic diagrans of process flows according to
preferred enbodi nents of the invention. -s- DETAI LED DESCRI PTI ON OF THE
PREFERRED EMBODI MENTS [ 0031] Preferred enbodi nents of nethods, systens, and
apparatus according to the invention are descri bed t hrough ref erence to

t he Draw ngs nt of a
portabl e accessqg§§£952e%§%%ugggbraﬁﬁgkf%RgFégﬁéﬁgﬁﬁg§ﬁwg%ﬂgﬂgugh t he
represent alti03s in Piséeredambeginerisof no¢tbodh, systesss, and bpparaius ebatréingo a
portabl e agRs fafhGhe dblifipddWiGhtelshod 8 in8 Bradibdd L 8. and the Invention

may be enbo evi ces ot her tThan port e devi For exanple, all

or some of jgolg inf orlaaﬂegqa yaémtcae;?etavre@e%mﬁ@mscﬁ%o?@b@%%@és% and the

system nmay be processed In such a case, the access device
10 need5nofie‘f5%e Racspding t‘l? the3Ryentien.t Af1owgh fedseregriations Tothe deawimgst ul  f or

facilitati agd MecReasdich Wt&aﬂé to @P&télﬂ@@éce’éé/&é\}%@?the%\ﬁénﬁ&{r@rnbtsgos housi ng
102 receiving a signal (having the

101; signa sor

i nformat i ol‘f“@eé:g@P‘i’ Bednvg B%Ta\‘ P%ﬁi“gog'?@ﬁ‘aq’e"{féﬁé%ﬁf than pa%%hi%ﬁg\ﬂ@a with the
conput er syst@amply, et sont: cﬂ’em‘l-’;;mforﬂ:@fi?or};[ﬂbv@é‘dlbyé b&goh BEXirgRickass f15 (al so
referred t . ent a bionetric aracteristic, _of a person
seeki ng acggtg%et g%ﬁr}’ r%ﬁ?é ss?%?’gét‘a%!%tsm lBlsuc'l'b? S%s‘ﬁe&‘ﬁa\%esﬁ?@"c? 200 (see
al so RBDguneedhqt bamdriatiier eby uni quely identifying the user and the user's

co-location with the access device; output device 104; and at |east one
processor [83]( Fi guPedabe agpss deyicetifde ysefulgon facilitatnguaacess tbicometiter ¢ dat a

and the si EH@bthe%ﬁtefn%r afd Edphstsae: Ho‘asnheﬁo?%lgjw%o%F éﬁ@ﬂ%’b&e‘?&cess code

determ ned using the bionetric data and the 'si vice 100

further coffffIVéBS HINRLFMa®EY gl?r'FE’EB%’“TO’PSC”Q‘F@Ia@HYQiémE‘cﬁﬁgna‘ @ENErAT housi ng

(for clari taysdémah}mpth@)torh@jt@rr@@@n rbwﬁ%rtﬁd §9n_sox81ﬁ3tfarba\c%uﬂ‘nﬁ§ infRstAalgY user
i dentifi_cati evi Housi ng 101 is sized

ces a i .
to servé c % e ?/a%§ gbrﬁ]@%??%g%a? 8'Bﬁt"E$PEHg%t§”%I°faﬁgrsaﬂ access
devi ce. | nsédﬂﬁwg?é'ccceﬁdlodiermﬂrﬁpmﬂmcé E.def’@etﬂr@épe&tﬂ,@ usa) zod (eswhiBo 120 of

glr’l)gr gxljggi Elg?é g)o?ﬂ %Et Hnige pely >pewll yln% the user ancﬂ%grugérl srrclzaot Iglcgtlon WI'(W I1imeters,

the access dewce output device 104, and at least one processor 105 (Figures 4, 5)
for processing the acquired biometric data and the signal, and for providing to the
20 output device an access code determined using the biometric data and the signal.

[0034] Device 100 further comprises numerous surfaces 107, including edges
of the housing (for clarity unmarked by reference numerals), suitable for bearing user
identification devices such as photographic image 106. Housing 101 is sized to
serve conveniently as an identification card as well as an access device. in the

25  embodiment depicted, device 100 has a length 120 of approximately 57 millimeters,
a width 121 of approximately 35 millimeters, and a depth 122 of approximately 2 - 6
millimeters. Thus, device 100 has dimensions similar to those of a standard credit or
electronic identification card such as an automatic bank card, and will fit comfortably
in a hand of most human users, in a fashion such that each of the component

30  devices associated with the device 100 may be comfortably and effectively operated,
as well as fitting in pockets, wallets, efc. Device 100 as depicted in Figures 1 - 3
further comprises a siot 115 suitable for use in attaching a lanyard, cord, or other



mllinmeters. Thus, device 100 has dinensions simlar to those of a standard
credit or electronic identification card such as an automatic bank card,
and'will"fit confortably in a hand of nobst human users, in a fashion such
that each of the conponent 30 devices associated with the device 100 may be
confortably and effectively operated, as well as fitting in pockets,
wal l ets, etc. Device 100 as depicted in Figures 1 - 3 further conprises a
slot 115 suitable for use in attaching a | anyard, cord, or other -9- device
for facilitating carrying and/or restrfint of the access device, as for
exanpl e  bieVseden fagitalingsaayias eodier fsrains eidhe pceesa devicofas fdtexampiece. [ 0035]

The confi gpy @hdiga eérdcé%ﬂnfa%em@ok cﬁ%%sbpoﬂﬁéﬁé\%ﬁ ar the external

configuration, may be influenced by aesthetic, or non-functional, as well
as functiopass) 5 con@cfdmﬁguramdeme Q8@ BMdSn phil6uISARE babmal | on and

di nensi ons_of_ sl 115, ?th 121 and depth 122, as well as

t he choice %‘F_gléfag‘é'hm‘aélbﬁ}”f{l'g e&#&tﬁeéﬁ\!‘e IE oG BnCtipeh, asﬁ'ﬁ;” gsdunctienalenced or
ldet er ni fledcdngideetibng. LFue ekample, taédoﬁﬁ;&i’é‘t@hla@d mnaﬁ%a@ngtoﬁs |fei§gtm | a& | % , the

ocation of,Vvar o] in the e influenced by
aest hetic @% (%%E%k ﬂg?&§3>§é§%%&ﬁa§ bmﬁ?§§%9§ﬁ¥§Bfe%?%%¥¥rlc 10 sensor
103 on a fcarﬁlgurstnrf,am@ b2 |uefcddher damm&dd:@woﬂefun&mﬁalsangra@kthéwlsor 126 on a
second surf - A operation ccess device, as
ﬂa%gn%aﬁhléﬁfgh%ﬁoéﬁlgn @f]gano%g cﬂmf)?%eéﬁﬁ I,‘I)t}hq ?ﬁvl'cﬁ ép]atyeags%y

explalned erel SO S
aest hetic b@mﬂu@r@s@bv éeﬁhetwonﬂdﬁsrammﬁoeexamplhahemaoetnermmf bideptrict ed i n

Figuregol semdor ﬁ%ﬂ@g‘é%dr@ﬁ%@g ?ﬁﬂggh&é%%gblggsagﬂr}%ngf %é‘ﬁg | ORSW I | be

found to be usef sul t of "uses and
appl i cat i ofeond suiAceH 2 faqildatey usenst %Reé%tlonwathetaﬁ@ewmﬁgwea ayexplainedbe  put .

The sel ect ipnedterslh rﬁﬁﬁa?%%o%nf@@ﬂfy‘|EﬂUe%Eé@Bﬁaéét'l‘:étl@%ﬁsﬁe‘?éhoﬂ@vésces used
the ability of designers of

for wvario s lica

ordinary s frﬁrﬂe{ ee%de'”'ieﬁ‘t Qﬁpé‘iﬁ’%'ln Ft'SPH%S Elr§cr°d'§ﬁ‘? éa” 36] The portable
access devb@ﬁlg&ﬂﬂorﬁﬁwd(lﬂrﬁdmwsﬁwgué f8ind to bSuéaiiitdng suitabib RPIFRMIGES a cover
(not shown

f 03. Th d and
Closed By LBLTOET oL erony LEe R tened ges et Medmenieri 06 ¢
whi ch conppwsé“geaelnmnmauﬂdménslanalaanyeomﬂgatatisml subbkedbreviotaligsl fohe cover
into an Op%’nou?%ﬁ clanf?cfﬁs v{nlpv\%'w {flb\'/tﬁ n?n |Ibq§t{%e5f%n§r§2 rqu}O %SIE%>§£osed and

to a closed the "§ed
prot ect ed fartomvgmtflkrssaﬁ@lom@er harnful 25 contacts by external objects.

Switch 109 may al so_include and/or selectively activate
[003 The portable access device 100 depicted in Figures 1 - 3 further

20 comprises a cover (not shown) for covering biometric sensor 103. The cover is
opened and closed by selectively operating switch 109, e.g., a mechanical switch
which comprises a mechanical linkage that selectively rotates the cover into an open
position, in which the biometric sensor 103 is exposed, and to a closed position, in
which the sensor is hidden from view and protected from shocks and other harmful

25  contacts by external objects. Switch 109 may also include and/or selectively activate
one or more switches (e.g., electrical switches 142, 143 of Figure 4), to activate
processor 105 and other components of the access device 100 by activating, for
example, one or more of battery 144 and power supply 141.

[0037] Covers and activating switches may also be provided for signal sensor
30 102, output device 104, and/or other components, as desired or suggested by the

intended use of the access device 100 and the environment in which the device is

expected to be used. |



~one or nore switches (e.g., electrical switches 142, 143 of Figure 4), to
actjivate, processor 105 and ot her conponents of the access device 100 by
-activating, for exanple, one or nore of battery 144 and power supply 141.

[ 0037] Covers and activating switches may al so be provided for signal

sensor 30 102, output device 104, and/or other conponents, as desired or
suggested by the intended use of the access device 100 and the environnent
in which the device is expected to be used. -10- [0038] Figure 4 is a
schematic functional block diagram ofl% preferred enbodi ment of a portable
access devPB8l accorfdauig4ioa F‘H‘@maﬁv@fﬁﬁ'%‘r@' bigptbdirgigm ¢ prefared i onal

ar r angemendmgfdinkdie oﬂ@Mbr%léa&@ﬁ@@é\@éta%corEh% tQ'ﬂi&ﬁ@éﬁthﬁ shbWiHg &t depicts
functional_ connections between a plurality : sensor$ 102, bionetric
i%& B

sensor 5 I¥H0RRIEHAPIRRN! cbthe 9gVicp? S%E‘s'ﬁmsld@'e Oy Figue 4 RIS suppl v
%3339?’“ t clhegioddl Zonneksns KERNESH £ Blufis, of biRal sbASors QD% B rhetfic %égfggpnent S.

odi ne access device conpri ses a
bl ural i1y BB QRGHAVEENb4 Rt ORI (4 POV NP JAT. RS 4231 and
infrar ed ta3amenerize147] 338, 10 oatidbthg canmponémtéi ty of signal sensors

increases the utility of the 10 portable access device by, for exanple,
maki ng it [0989% abI e Inthehenabaglineertt showraini FBgure d@f accees oevicesidteenprisesder a

broader T afgsy s ORI 840 F0RIChnRSIi Sl SBBY T3, Al nageges devi ce

conprisin t sensor 1 and rared sensor 133 may be
used both ftaﬁ’sﬁ%‘(%ﬂ@é E’&t@'ﬂ%é‘dr&bh{ of Figh@l|sensdrg Hcreasemibaivtiiteaf thg a di spl ay

screen;@r pdaBRraceE deSice 8, fBleé)%Hbléjﬁﬁaq‘(H ??tg)eréméjwﬁipa bRERI V&ridds transm t

data using infrared 15 signals frominfra (% enerat ors.” Access
devi ces actsSHE NEeMS: ¥HiEr A BRader GROS Phersrginesen 50"5} (TPREXAMRYS a5f  si gnal

sensoL Is rr?a/ccemvnoee;oﬁfpﬂgﬁga@rs&ﬂ@rgﬂn PEROE ST A arl Bfthed sERok Was fayet C.
sultable tor

tion of fhe access e resp ectlve types of
si gnal genteer‘éﬁegis’ﬁ‘ R"BFRESRE ﬂ%segé’ﬁgl@fqg Hﬁﬂaﬂ%{mﬁ%% ﬁQEP'éyWFrF‘%n g5s
oper at i on, othéredeice eshetlein describBy, dne te cacpive dntl trahdieit G3t8 USIRY yrafedW I e,
di scontInect e rtabl e access VI Ci’tﬁ over. which the

h
syst em pr oV éjncf sfrc}rﬁ*rﬁrlafeadtcl‘gﬁﬁgeqeg)a ?%OAg%esésdg’v'&%?/?%cgr INVGIlIod o ection of

speci fic cioopperetingplimiitiassd srgnalh:easmemy@empumproe&seonswndgrctoessuhga i nvention

wi I depenlg Ups%@twta#ee eftd (Q:ﬁgtgdlé;fomge ht?o%hdf% §20e£§d%eggvltb Qﬁe regf Vc!tl\clg s areto

be put, t he &nvi ronent are expec orm and
types of signal generators. Although the sensors 131 and 133 enable wweless

operation, the access device may be coupled to the system by a wire, disconnected
20 ' inthe case of a portable access device, over which the system provides information
to the access device. '

[0040] The selection of specific components for use with access devices
according to the invention will depend upon the specific application(s) to which the
devices are to be put, the environment(s) in which they are expected to perform, and
25 anumber of other factors that will occur to those familiar with the relevant design
arts. Examples are described below for the embodiment shown in Figures 1 - 4 and
6. Identification of suitable components, existing or designed for the particutar
application (as for example ASICs), for systems according to the invention will be
within the ability of those of ordinary skill in the relevant arts, once they have been
30  made familiar with this disclosure.

[0041] An example of a suitable visible-light photosensor is the LX1970 visible
light detector available from Microsemi Corporation, of irvine, California. This



25 a nunber of other factors that will occur to those famliar with the
relevant design arts. Exanples are described bel ow for the enbodi nent
.shown in’ Figures 1 - 4 and 6. Identification of suitable conponents,

exi sting or designed for the particular application (as for exanple

ASI Cs), for systens according to the invention will be wthin the ability
of those of ordinary skill in the relevant arts, once they have been 30
made famliar with this disclosure. )41] An exanple of a suitable

i sible-lI t | abl
{r om M or conoRABRBRBY ror Sy iy @%‘Y‘* i e A
conpr i ses, batisry czmmph@nd semgtoen dredlifé of lbme@ﬁt%aégu160wsbbdlsplhﬁt can extend
battery opgj hQﬁisaa\?Q daﬁ%@%ﬂ%‘mﬁ&ﬁ érétfu?esorfa ”%ﬁ"# B6m=4b Q&4 é{oq;g%e@rystal

di splay conponents, an opera eln atures r gl ng m -40 deg.
C to +85 ded! ascanwmm&%oaﬁu@aq@mouvsml@gem@éummy ghvkagemmasuri ng only

about  3s X \HER helpdRirfrizB HePS-d BrithdTacdRsd A&, TRe Shab MR raGafRsaigeVi ce. The

Sharp Corporation also produces several suitable visible-Ilight
phot osenso?rﬁduc[eééﬁ‘ﬂra'@uﬁ%ﬁl? weipledighkRNAteasnec™®nf rared 1i ght sensors exi st,
and are continuously being devel oped. In some enbodi nents infrared

transcei ve re us o that data be both transnjtted and
recei ved b@ﬁie por‘??ﬁ%rl"%y 8@%135' T&T@redégppg%’éﬂ'ﬁleé's‘% Hé PESRNEINYASYr ed Dat a
Associ at i opgingdevelapadt Incewnecaminaimdres infrackdftanscavensianceatd o thatydatehe devi ce

i th ang! nfLaped seRR0RLe HPLOSNLTB! IR LRILES 165 Fpddheallons. as

t0 access secure
syst em s ublﬁAéﬂsfrareddlatasémgamn)azomewtdengesmalﬁe LeBis} commeniaatipne of a

sui tabl e bF)pi!ﬁEtd"e\nEe @H%Rhﬂ'aﬁed@éﬂs%ﬁ%ﬁ %W%é uPdated d %ﬂﬂ@&uﬁéﬁé’&”% s, and

particularly the AES Ent r 6PadO aval rom Aut hent ec of
Mel bour ne, WEl 8% fodeansmibAnd yRogiva deledriatad te aryess dothnserwd sygem, sughasbl e ASI C

as descri bgghhekgoviReddlcebi t parall el bus, asynchronous seri al
interface, and/or other appropriate connecti on. In the exanple shown in

Fi guregsl joo8jand 6an 8Rarhipl@ of & B@RbleSHERAAL sér&odissrms@slsoujotdanes bousi ng 101
S U2 e BB S ullor e ARG e B S R BB o0 L€
gui de ri dgincl8iMetboarme| Bbrideh & SAs@mww. autiosritandant)gednnected ton@suitable t hunb in a
Do o’ oRSIGh! el Mo SRR BBl kol algshlectie
its and/or other appropriate connection. In the exampie shown in Figures 1 - 3 and 6,
20 the finger scanner is disposed within housing 101 such that it is accessible by the
pad of a thumb or finger of a user while the access device 100 is held in the user's
hand. Housing 101 comprises a guide ridge 181 to assist the user in orienting his
finger or thumb in a position, relative to the scanner, to facilitate rapid and effective
scanning of the pad surface. For exampie, guide 181 may be disposed so that its
25  position corresponds with that of a joint between the tip and first knuckle of the user's
finger or thumb when the finger or thumb is in position for rapid and effective

scanning.

[0044] An example of a suitable output device is a dot-matrix LCD providing a
16x48 array of display elemenis. Such a display is suitable for providing access

30 codes and various warning and instruction messages of 0 - 12 alphanumeric or other
characters, or more. Alternatively or in addition, audio, line printing, and other types

of devices may be used.



25 position corresponds with that of a joint between the tip and first
knuckl e of the user's finger or thunmb when the finger or thunb is in
-position for rapid and effective scanning. [0044] An exanple of a suitable
out put device is a dot-matrix LCD providing a 16x48 array of display

el ements. Such a display is suitable for providing access 30 codes and
various warning and instruction nmessages of 0 - 12 al phanuneric or other
characters, or nore. Alternatively or in addition, audio, line printing,
and ot her tx )es of devices may be uséé. -12- [0045] Processor 105 nay
conprise a4 C sulmcessor Hift mahednPTserttABR gLy as that shiqyarferctianalisd 5. The

ASI C of Fi ﬁlﬁé@ﬁeﬁ §H@5.5TH§A§WL Jigﬁi}%ﬁ%&@@n@@ iYMPAT NG 9k BrMADE Al C of

Figures 4 and 5 cor‘lg)rises t he rocessor, static RAM and suitable
i

i nt er f aces TROPSKopthidIres handhaomarsgs taARME prapessarastpiigRAMML 3ncot her
conponent SsifitabRNMEHSRd féncohth&nr@%ﬂsgpm\ﬁpi;ﬂnteﬁa@hg Gith bfidr BSrsHnanwl ng for

n
acconpl i shi ng access rocesses as described herein is stored in off-chip
FLASH n%no?‘if‘qﬁrkf?g%WCFﬁ% deyicee SRPFRYPR Brop@Miing {RieePMRlishing ACERADI e by
acti vat i ngpevédsel ad 42sdibedPEBINNY sidreddn BEichib FLABHARBHBIVCI 43 € PdRA tHH3 usi ng
switch 109 c%r%gesso.r oad i i FLASH nmenory 147 into

05 | th I t] f
on-chi p RARF VISP AEYAtegna f?’BEé%@?}EBV Iﬁ%@ﬁt‘&“ﬁmgggﬁ by QPR ded vi a
i nfrared senesoforbivhetrfcaeasd3IB3 asingtsivitch $08, prdakssor NOE Idads the dpplidabien
nbodi t i I 1 - ; 105 h ratin
Cenper at ur ST STASHIpS Y88k on 2nB AP 198 RRTERRD plocklBF pAegh | 2o o
1.8V 1809%%amprepralRNed 08 inflacesessnopr interfaceal 33adslother buitabighinieRivtd. tid the 110
Ful bourn R@ﬁﬁodim@ﬁﬁ@ﬁ'&(mﬁﬁrﬁ@ﬁ@@:1?@dand36$8[roggé§.@]'15@5&59%'?361?4% 5y conprise a

Ni ckel Metal Hydride ce provi ding approxi ma OmAh at 1.8V,
with a |ifEmagrRive rangsed Oed Oieoraes G elsdidprd ahaperaing volfageofyiedf s or nore.

Power supphyylfde RROGLGIESro8eskOPis MaikBidtHiough ARMBMd., M BFABourd Rohgt Y Of
sui tabl e bgtaah%l esgpglgwer supplies, switches, and other conponents are

avai | abl e 15 "Ehrough a number of nanufacturers. 20 [0047] Housing

101 is fabrj d f i tabl i [ | Ci - h,

g di g WRr i ok B S Bptrc koo gt A CRioRe S ot ance

sui tabl e fepprokimately 4505es: ald M, withd life Lader exbectédworingrmohditiafs, &f hand- hel d

devi ce deﬁ'ﬁéé p@aqs Qre%gr'en’Po%vquﬂgﬁlmﬂ 8rr3vi8£s R |18(§ HACOLRFI;]LE{ a[tn’?%@l AC\,%Q? onents may
n

be used. |
variety of suitable batteries, power supplies, switches, and other components are

available commercially through a number of manufacturers.

20 [0047] Housing 101 is fabricated from any suitable material having sufficient
strength, rigidity, durability, damage tolerance, and corrosion and water resistance
suitable for the purposes described herein. In the example of a hand-held device
described herein, a combination of plastic and metal components may be used. In
some embodiments security is enhanced by provided access device 100 housed in a

25 housing 101 that is sealed, potted, etc., so that the device may not be opened, or its
components accessed, by any user without rendered the device inoperable.

[0048] Figure 5 is a schematic diagram of a processor 105 suitable for use in

a portable access device according to the invention. Processor 105 comprises

integrated circuit core 311, comprising an ARM940T processor as described above,
30  and bus interface 312, with connections to memories 147, 148, 149, and to other

components including biometric sensor 103, photosensor 102, and display 104.



sone enbodi nents security is enhanced by provided access device 100 housed
in a 25 housing 101 that is sealed, potted, etc., so that the device nay
not be opened, or its conponents accessed, by any user w thout rendered

t he device inoperable. [0048] Figure 5 is a schematic diagramof a
processor 105 suitable for use in a portable access device according to
the invention. Processor 105 conprises integrated circuit core 311,

conpri sing an ARMB40T processor as dquribed above, 30 and bus interface

2120 GRMEC! O3l RB b et S e A, O

[0049] | n_ métioni B, and/etMRONy1480idi SRERAM 198 agryae agdiiiorst infoomatioms, FLASH

o or wat 1 ofucts B M6 Lt ABRSRIRG Slirdet, SRadi e BiMs o FPR

char act er i gttherizedforaspectye ugensef denitehtil0i anddbngron spee séouee eseputeraf devi ce 100
and onesor offRf §RARUIRoRBUBILRN timatPidiEls (URS AxambRl e 0T Such

biometric data’is usefu or exa here  pgrocess processes
bi ometri ¢ BEWCESSAE 1P Preeeserd hichietivaiatd acavisers hem DEBetis segieorelOditme whet her a

correl ati oBe@ihifd ﬁh&ﬁéﬁ’@é‘d}r&aﬁi‘%n_%‘Zﬁféitfe%eﬂatﬁé‘a@dm’eé BStaSh@ 1R toRL OTBL T C

data, alone or in conbinatjon with one or processors associated with the
secure sysPRMES dfw aleng ciesembinaien wih QR BHRIocessorE @esFatehwiElei ons and
i nt er oper abéduré yysteed woaeHicH Asbevs MwalingGenganents shown in Figures 4 and 5
may be made in known manners. Many suitable conponents are known, or may
be devabop@dstier eaf Cemnectionssareidnttiopemplity letwécorisdividdd eomporemts on or

devel opnen S W I r itable connections to
facilitat etsrt1 el Irﬁlrkll gér%a ?@ggﬁ]%g?’ Eéﬁaﬁgﬁ&J@eggﬁﬁ%ségh%rs&t%?e is well within
t he abi | it gorpponEBtstan® kkowt, comdy hadgvealkded hereafiehtor apecific applicatiew. of thi s

di scl osur exnt QQedibon 5k 8aVefopthdn® ofsuRSHIE g&%%ﬁne\‘\iﬁse%@for @ui&%fé&nh&ti@% ess device

according to a_ {%réef_erred_ enbodi nent he 1ventl on being used to access
a conput er iQfaciiigiedheir aperatios in {hetraannendescibedibareis, inivwel withipdessatilisy descr i bed

her ei n.;5Us @fos@ @PortimafykMliimthe M3, ACRASS tl§UisEB8s @0 With a finger 193
positioned on a scanning surface of bionmetric 20 sensor 103, such that the

I mage, or poosnt, of Fighe @iad sheibii ige b $pdrdbieiccd3ddWy deording &ged, and
e oL B A 8 RS P e B o P e ot
a conput er secur@byseEam Byatempnodwithproessseodeschised kaeiputieer B0As asidihgr any
ot her an access device 100 with a finger 193 positioned on a scanning surface of biometric
20  sensor 103, such that the image, or print, of the pad of the user's finger 193 may be
scanned, and data representing the print or image acquired, for use by processor
105 as biometric data in determining whether an access code useable for accessing
a computer or other system, which may comprise computer 600 and/or any other
computers or other secure systems communicatively linked to computer 600, should
25  bedisplayed at output device 104 for use by user 200. For example, computer 600
may be linked to one or more secure computers or other secure systems over a
private local or wide area network, or via a pubiic network such as the Internet, and
may thus act as an entry port to another secure system. Thus computer 600 and/or
any computers or systems communicatively linked to computer 600 may comprise a
30  secure system to be accessed by user 200, or may serve as an entry port for such
systems.



conputers or other secure systens conmunicatively linked to conputer 600,
shoul d 25 be displayed at output device 104 for use by user 200. For
-exanple conputer 600 nay be |linked to one or nbre secure conputers or

ot her secure systens over a private local or wide area network, or via a
public network such as the Internet, and may thus act as an entry port to
anot her secure system Thus conputer 600 and/or any conputers or systens
comuni catively linked to conputer 60( Jmay conprise a 30 secure systemto

b te
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system t o VWEBIPNRGNESAre gerriaigh by B systes tegvisichpaccesois s6Gt of calmingli spl ay
screen (wh 'pSllﬁoﬁrBMB bﬂﬁ WBIaf strelf (Fhidnbl %ltfate g%f § %Qllgrq gj?scr;lée% ddsgsh on and

off in a series of {aumnatlons represen 1 ng screen portlon
603 functi 8?1f£asa§”a?”§|°§ri%ﬁ sgEatel’ diuBNnagpns [epFesesting data. Ahsuchrsceseni t t ent

flashes obotibgBb3 ARBRIAIRG dighabGerReAoPG Tigh ,ﬁmg&g si gnal
sensor 1OZB§]£F9$I’OVI ded toﬁggrhoc%éssorol ng ggnbug%ﬁt@r@%%t ﬂQéf%at or any

ot her procé8 SKEd bY BCERR PYTRN S0andiansse AY F‘ﬂ@aléat‘%"'f‘%?r%y be used to
provi de a (pﬂd&i,ed?ad\lﬁrlbces‘soa‘l@?&?%ﬁu msrpﬂémcﬁmemaww ofeAgRBRoERkRg t O out put

d id t abl ded |ight

a1 onal . tPolMeLSianl P e TG o e L35l P B RO RegHch s Rdarated Lo
provi de a coideel Hunqimtreadajpt&a;to,deeto@utputdel&cb HwcoThk signdi poitibes0Mmaghest er

code. T piRfye R uhdid Moo sihal 42, SHEE o b cBRANRLQAK flh P! 2vS. 15
m)dul atl on may&mimtoa)rg\onﬁCM(ighamghar&eg kemed ateordingsethef skill in
the art. [W&eété} c@EQefhlggPﬂGééFﬁQE itabld aéaﬁs@&ﬁ‘ﬁ&&ﬁ?erc %cgg%pé/ ide Jared or

other wreless devices, such as | n rare transcel ver bard 611
i nked ¥o eclorfpitit CTE@FsMsy ety tagmibihenoded bats sighalt @tgrimddutationccess devi ce

100 havi ng sshirhéthgy 29 BQU&e&@H&@r@'kﬁ@%Q@%o@@WQﬁﬁn‘fﬂ%\yarpe inserted. Signals
generated by the systemto whi ch access I's sought may al so be transnitted

to device mﬁs]by Wi nreoth[a@@ﬁydduﬁargygugnaﬂs bﬁe @en‘é?di&ﬂw inffardl 3p6RE Of a process
fl ow accor dllrn% g a s h rrefd odi 60% ftkhe inventjon. The process
depi cted i S aﬁ avices, 5 infrare ranscelver of keyboard 611 linked to
computer 600, or by or by port 613, into which an access device 100 having suitable
20  port communications devices may be inserted. Signals generated by the system to

which access is sought may also be transmitted to device 100 by wire.

[0054] Figure 7 is a schematic diagram of a process flow according to a
preferred embodiment of the invention. The process depicted in Figure 7 may be

used to initialize an access device according to the invention.

25 [0055] The access device 100 may be provided by the operator of the system
for which access is sought, or by the operator's designee, in an unititialized, or
unenrolled state, in which the system is incapable of recognizing any user or
providing a useable access code to any user.

[0056] Referring to Figure 7, at 1011 the access device 100 is received by the
30  prospective user of the secure system. At 1105 the prospective user accesses an

iniialization, or enroliment, screen for the system, as for example by using an input

device associated with the system, such as a keyboard 611 of system 600 of Figure



used to initialize an access device according to the invention. 25 [0055]
The access device 100 nay be provided by the operator of the system for
whi'ch access is sought, or by the operator's designee, in an unititialized,
or unenrolled state, in which the systemis incapable of recognizing any
user or providing a useable access code to any user. [0056] Referring to
Figure 7, at 1011 the access device 100 is received by the 30 prospective
user of the secure systen1 At 1105 the prospectlve user accesses an

tial creen for as for exanple by
Iug: nlgaaan???pqu e’@é“\ﬂ%éolﬁgg‘ﬁ'é '592 a%ef?lﬁlet%-@?e/@gééﬁ% Pﬁ@fﬁ%&' ONAL& board 611
of system seancefprdac@um Biddbnbelg LFacceeseﬂplsgzstem eH ek ;ﬁ@eﬁg usPgaseess the
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system enr O%’g:g%@ age B%/omﬁ]gh'\épl?%ee ork@f?ﬁr(‘?srﬂ Egbﬂ%“o‘gﬁf Ygﬁ (E5RPEE di spl ayed
on a screenysdh hamg or sartalpypage @ad hiegng a copmiapthENRGL LGt art - up page and

enteri ng a command ENROLL<GO>. 5 [0057] Upon recei pt of the prospective
user's Peql¥87] t o enen receit of the praspeEiMROEE sceest orameriid e. gatthel 109 the

secure SYSEWP?GUL%§C$Iﬂﬁah@%1fl(5§th§'§re&)4e‘§{lsterﬁ £' fds@FfoP ht
E{p[% }‘L spl ays a

associated wth the access device For " exa
screen at éPﬂﬁ”&gﬁrﬁ'ﬂ'ﬂue%Pé??&ﬁt%wm@epﬁcé@ﬁeieﬂceé%s@retxemeletﬁﬂe a serial

nunber progjded d@platybﬁ s@@@ﬁ%ﬁdlgﬁéﬂ 661, protavtHg Ik fBdpechne uéérrt ﬁrﬂ@ﬁ% e by 10

t ng it at boar d 0 I nput  devi Ce associ at ed syst em 600.
[)68:58]9 mcée‘faﬁé’” E"t%,rﬂ’(' 0 %Eé‘F%eeg&dﬁ‘"\?%FthUWRamﬁ F?@eéﬁﬂ@'?@ﬂ by the

prospecii veéypirget at soteyhddtd ot bieesiyipitegvipe asichatdd\fithdyeeRreEd0. Ve user with
instructions for presenting to a bionmetric sensor such a bionetric

characteri $0058] f or &vqeiheisysem fwfs rechivel a egiidedeaitifier rgtetdicbycihar act eri sti c.
For exanpl rosbgalvEYxE%IEQ? ‘Fil'1§9lln’-$¥y§ténp% thgﬁosl%gctge hgé:rtv%'g\qn%ag:ggr ospective

user to pI M an eye
for retinafy®serentng toyy bl@m@neﬁmaor @Umggmem@3har$t:terlstln§¢rramqulsmm$oﬁay be

present ed QhtadepleSENiRY tr@oéﬂaﬂ:{ctérﬂﬁc Sycﬁte?%?gothe%gstgﬁ{tcﬁ% ay 'trﬁ& ah@4. or in

other suitable |ocation. he use ruc I ons and
presentls tﬁéeCtﬁpﬁPﬁaﬁrPFQecﬁY?alﬂsééf%P'?%qq‘ thumprovena fingesprist se@ogghgmo 103 and

the sensor pidddnsapéie fbh@tu?@sdéhﬁiﬁ@% afloibmBgRlseRfdor 1631 A% InQﬁ'uc?B
acquires data re jometric _characteristic necessary f or

esent| n
activating Frﬁ’ée?g{‘?g a dtSH%yﬁPégg@EFV#emLﬁo@r atuinub gevice 104her inetess devi ce
100 by t ur sLitabld bcation. As11OTthe xserTblowathe pefradtioRdar srabdritdithe

biometric characteristic for the 'biometric sensor 103, and the sensor 103 scans the

20 presented finger or retina, or otherwise acquires data representing the biometric
characteristic. If necessary for activating the sensor, the prospective user activates
the access device 100 by turning it on, as for example by operating a switch
associated with a power supply, as for example switch 109 which also.

[0059] At 1121 the system determines whether the biometric data acquired

25  from the prospective user, i.e., biometric data representing a biometric characteristic
of the prospective user, is satisfactory for use in comparing data acquired in future
samplings to the currently-acquired sample, to determine whether a suitable
correlation exists for identifying the prospective user and authorizing presentation of
an access code useable for accessing the secure system. The determination

30  whether the acquired sample is satisfactory for use in making the comparison is
made by processor(s) 105 of access device 100, by one or more processors
associated with computer 600, by processors otherwise associated with the system



associated wth a power supply, as for exanple switch 109 which al so.

[0059] At 1121 the system determni nes whether the bionetric data acquired 25
fromthe prospective user, i.e., bionetric data representing a bionmetric
characteristic of the prospective user, is satisfactory for use in
conparing data acquired in future sanplings to the currently-acquired
sanple, to determ ne whether a suitable correlation exists for identifying
t he prospective user and authori zing esentation of an access code
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char act eri giji gshd ridvantused, the degree of certainty desired in the
correlation, and other factors, and will be within the ability of those of

ordinary piesd]l in titee sah,ﬂywﬁatuafebtsry B&Q(ﬁéﬁreééntlh@&less’amﬂléarb%toﬁéﬁi sfactory,

dat t t bI toth

p?ogeggg;(ei‘)erg?rhg'ggcﬁessgﬁ%iqﬁ ﬂges‘?régﬁ%gﬁ?)ﬁ%b? Hﬁecg‘érersgéﬁgl"@ntﬁglcﬁw %tlf?g‘h ag one or
nmor e of10 me puehi a@NEAT moiel 8, mdmeriesor47o14t n4Sr@nother aesme) aﬁsedat&tiwtht he access
device of HUSLBMIR RBE oPGRANS Rihe MM UOLRPSLINNGERMS, Fhnl e sample is

not satisfactory, or exanpl e At r| "Stic was
i mpr oper | y SpBRIE t5 i sakisfastaty iasdon examme ibihe iameitic gananterislio®as t he prospective

user is pfn‘i’dTP;Sé?Qf%&%r%d@ElaMell% tﬁ%blﬁﬁef?k%éﬁﬂﬁ 1b@etn@bﬂ)'§ﬁé5h\/§ uGhig acteristic

for re-sanpli n? he user stemto i ch access
i s desiredProgPigdroan@ e to b%rpweégrsté'g%@ompglﬁ|ca§r@ateaﬁlcdpvsrsrsay1pm@1 by
nmessages diredlLisareshyde ;5?(9% H b‘?% %teﬂ@%vhléﬁ'é‘d&e%sls d@ﬁ%dp'éé fF examf¢  bot h.

The pr OSpG@t Ive user 1.nvi t I’OVI bi onetric

characteri Yf’l?sﬁa@étd'sﬁﬁ ?" dispigy ﬁ%b %@?%F@Gqsr%spé%@ﬁeﬁnogtwt%evaﬁm and, for

exanmpl e, reodlisueisas thad paey, dr@omemﬁemembruaén n@/ B InPited tofpfovitieqsE e d
accor di ng t he cycle 3 - 1121

may repeat tbgm %c C&ﬁ&cﬁég&g%é‘?’"ﬁﬁﬁ E?é‘i)@ﬁcﬁyﬁtﬁn\%ﬁ M & 1fé5ts of the

secur e sysegampedequires the user to seek admlnlstratlve help or to proceed according to
20 other recommendations. For example, the cycle 1113 - 1121 may repeat 5 or
another number of times, depending upon the objects of the secure system and
those who administer it.

[0061] If the biometric data acquired at 1117 is suitable for establishing
correlations with future samplings, at 1125 the prospective user is prompted to

25 presentthe access pad 100 such that one or more of signal sensor(s) 102 are able
to receive signals generated by the system to be accessed. For example, using the
device depicted in Figures 1 - 3, the préspective user is prompted to present the
device 100 in the manner shown in Figufe 6, so that photosensor 102, 131 may

receive light signals from signal generation portion 603 of screen 601.

30 [0062] Upon receipt of signals from signal generating portion 603, at 1129
processor 105 causes an access code that may be used to access the secure



those who admnister it. [0061] If the bionetric data acquired at 1117 is
suitable for establishing correlations with future sanplings, at 1125 the
-prospeciive user is pronpted to 25 present the access pad 100 such that one
or nore of signal sensor(s) 102 are able to receive signals generated by
the systemto be accessed. For exanple, using the device depicted in
Figures 1 - 3, the prospective user is pronpted to present the device 100
in the manner shown in Figure 6, so tqgt photosensor 102, 131 may receive
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Upon receip enerati ng
processor POSFEG@US@@ %rﬁfa'eﬁjégsLG:@d@P'BMat may be used to access the secure

-17- systemto be provided at output device 104, as for exanple by
di spl ayi ng [9068bur - #herraR eBPodmEBSs shthernyemtiom ra GodpaivigsH aYoutp@063] | n some

enbodi nent $:le0if:e b bisi pRrAdEd &rry fofa GARLY ﬂﬂﬁ@ﬁbﬁ’c?od THis QWEEHL for g%ﬂ@ if04 1s

provrded on for alimted tinme perjod his is useful, for exanple, in 5

prevent i°ng &U?anfgﬁ’”é%de‘r’%emr fr%ﬂ@'arnﬁr%ge%edeér&che apgihessawreand t he
secure systsgsemFFor &x6ie, n sorile SMBBAIREBRLRM! FRThver@bn b RRirchMEaEF &tied

four- charact r code or appr.oxi mately 20
seconds. 3@ Y ?’bldﬁ%agﬂlﬁ%/?orra@?mé'ﬁﬁfe&%izgF‘?Fg’nﬁgc'éggs ??%gg%‘&i’rté%or/rput er
fsyst elmls of ftbrh!entrtylm mmasemsleamrechomemer Eysterﬂehefthty@eféﬁrﬁtdmplafeldO'@rérﬁdadegU?t e
or all owi ter the code at rd, and for
the secur eq'gey &m wg%@égvggi %F%@&'&g Fhaut %réﬁ?d ua?ﬂjif Saﬁhﬁg €8ks, while
bei ng sHorta l@Slb@f:‘gﬁialt\d)fqﬂrﬂm/mq:ureos*ysireenclcrcreceurreeandl‘mo¢esettheacrodeafndtg.m:—,u’nthe secure

S, B 6 AR B S AT O

steps 1109, 111 and are per ormne y or at
| east partrsﬁPlFf? Swemhe 15 portabl e access device 100. [0065] Figure 8 is a
schematic dia ram of a@g@_ocess fl ow according to a referred enbodi ment of

the inventilB¥# The P BERIEIRMAoIRADtS of the Hypaiion. AdgasharocessetErss 1©8nt r ol

access, in ang, pne, pR21m11s5, phe 1109088 pelfémdSaoly 6r stYsdseparkyly bpfgyi ding to
an out put device 104 in surpééarbl e circunstances, an access codé that 20 may

be used - pa?Etélélg?c?eﬁé d5¥ET 1% syst em [0066] The process of Figure 8 begins
at 2311 V‘heiﬂostsf‘e pr %g[?ﬁ&%'rs & séheflatic diagram of a process flow according to a
preferred embodiment of the invention. The process depicted in Figure 8 may be
used to control access, in any one of multiple modes, to a secure system by
providing o an output device 104 in suitable circumstances, an access code that
20 may be used to access the secure system.

[0066] The process of Figure 8 begins at 2311 when the prospective user
accesses an authorization (e.g., log-in) function of the secure system to be
accessed. For example, a user wishing to access the BLOOMBERG
PROFESSIONAL® service provided by BLOOMBERG LP accesses a system log-in

25 screen by using a keyboard 611 and input prompts displayed on a screen 601 at a
system entry port such as a computer 600.

[0067] In response to a request from the entry port, at 2315 the secure system
causes the prospective user to be presented with prompts, such as interactive input
fields on a graphical user interface provided at screen 601, for the prospective users
30  system identification number and a password. The entry port 600 forwards data
input by the prospective user, along with an identifier of the entry port itself. For
example, in a system such as the BLOOMBERG PROFESSIONAL® service, a



accesses an authorization (e.g., log-in) function of the secure systemto
be accessed. For exanple, a user wishing to access the BLOOVBERG
-PRCFESSICNAL(r) service provided by BLOOVBERG LP accesses a systemlog-in
25 screen by using a keyboard 611 and i nput pronpts displayed on a screen
601 at a systementry port such as a conputer 600. [0067] In response to a
request fromthe entry port, at 2315 the secure system causes the
prospective user to be presented wth ronpts such as interactive input

field f 601, f t he
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or m)re1 pr ESBL 8 %56@0 P\EIOSP??‘?U USEfFoTYSiED kbclbe BEOSH?Ct‘Z%ﬂ!ﬁer@fpaés‘ﬁ?réspect| ve
user's sysbﬁdmalterd'nnal tdestifier, Qﬁd)ﬁé&lre/BLGSMBERG)%@Wfs(bnablwﬁb deté@timg nal
identifier to determ ne whether

the prospedtt {Ewgr %S@foﬁpgggftuéﬁﬁ?%ﬂx?wg%88%%95?T?e SYSIPER W9T HYYAPent ry port
wi th whi ch withevhichene user iroramakliyassseiaed avkidh thetsystsmtsingnistratons snay

oot | 488 dIBYs 2 URBLANANS SBtof b Bokp il ot 211 00, 07 L0e

prospective use on receip (ospectlve user s i.d. and

passworg afghehine pUB%R?é‘cE!pYGftﬁé‘bfo\é DAkt u§er‘sq%n51'1 bawbida ’1 at 2319 the
R as Bl | ne

secure system Met er fTReS e entr een d as a
primary entrapPeetyeesky P@?Stdﬁét‘fl%éfrany (2088 th?ﬁewiesw@*gﬁetermmes entry port

has been i gginef ine@&nd§ pdrt RAd PPN ¥s a PHRb Ut rg@fan&h%rla{eqm%ct' ve user,
at 2335 the user is presented with a request 'to 20 provide any additi onal

required i ndogpjat i onfthepdspetios antygsbriesaenen identiftd aertptngary entry

station for the prospective user, at 2335 the user is presented with a request to

20  provide any additional required information, and is granted access to the secure
system. Access to the secure system at 2335 may be conditioned upon additional
factors, such as correlation of data representing a biometric characteristic of the
prospective user with stored biometric data. For example, at a primary entry station,
such as a regular work station/terminal, a prospective user may be provided with a

25  biometric sensor associated with the terminal, such as a sensor incorporated in a
keyboard 611, and pre-authorization may be conditioned upon correlation of data
acquired by the keyboard sensor and stored data, instead of, or in addition to, any
data acquired by a sensor on the portable access device.

[0070] If at 2319 it is determined that the prospective entry port has not been
30 identified as a primary entry station for the prospective user, as for example where a
prospective user is attempting to access the secure system from a remote or visitor

terminal, or via a network other than the user's primary terminal or network, at 2335



system Access to the secure systemat 2335 may be conditioned upon

addi tional factors, such as correlation of data representing a bionetric
characteristic of the prospective user with stored bionetric data. For
exanple, at a primary entry station, such as a regular work
station/termnal, a prospective user may be provided with a 25 bionetric
sensor associated with the termnal, such as a sensor incorporated in a
keyboard 611, and pre-authorization be conditioned upon correlati on of
data acqui n'B]énd stor dat nstead, of , or
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such that éH@J'@Pe%Weor%enéﬁ@wmetrs%ﬁ@ac«eﬂsﬂq@zsmmmr@tneosam@g\me si gnal s
fromthe seemify §W§bﬁ€1nc%§n§d?r10§)%rf&l&a%l%ﬁ&@ggdnﬂgatﬂﬂgerﬁb 90gho oyENSOr 102

in the fashhon shown in Figure 6, so that sensor exposed to |ight
rays emanat? RgUs & rom si gnal generatl ng portion 603. The prospective user

may also b truct neousl nt a bhionetric
characteri g?d7215 f or ?ggﬁ%f’ﬂ‘& S?ﬁ‘ éqrmg'gﬁ.&hieh'ﬁ &e biQrastes figa B?q%rieerret ric
sensor 1003 froasthé@rosegawplueermonptammsfaqmymtngesvtduplquﬁl‘wmoreldn Fi gure 6.

[0071] At YA e |omatr|c dat a acqwred
10 fromt hgé gar OE%%@@B tet"'?(%J%s‘?ieﬁrfr\é glgﬁegﬁsc{‘ gé%éegﬁ s?ﬁcg P QaWt‘Wea’ Fihe
pr evi ous| y-caggaiierckrtweernine @cauedsampfer awidhe stagedtdata saneietiiyonet ri c

charact eri $fddessoti§ 16@51356&&3&4\/3:3 1%66Me dcgrh'r?ore %FHCE%O% L ?cn?@ﬁg@tﬁn the

acquired sanple and the stored tais m processor of access
devi ce 100 COBWUE%@OQ)Pym@siﬁr%et@gw%asé@@a@ﬁawfédhwxstem tooreancesse600, by

processprs dﬁbﬁﬁﬁy\‘s@'@b@&%ﬁfbﬁr@h@ﬁjoﬂ’!&h pFdeBsYS L & fiPaRerd %§§§ﬁ)doe 15 or by
any sui tablug?ﬁdo:ﬁjl nation of such processors. Criteri a an rocesses to be

used in det SR MHRE yRgther Rugh EB’F?'%"!“&F |aEﬁ1%at'§ﬁa§t°§/a‘%rF§f‘%t‘(éft &MY mAN% known,
and many mew suitatiabtieris ahd ﬂob@ss@@drepcfdhﬁﬂ&ﬁﬁ@ béfn@ deoabpauothsl y bei ng
devel oped. T st abl i shnent i.on of such criteria and
processes W Pal%h%ﬁrbéﬁand |”P‘Pge(=ﬂ’ent%llqna°f %b%? rﬁeanﬂlpé‘?f’@??‘?scw'ﬂ ASReRdt Bfe stics to
be used, t hdadegndee bibmetictchamntigristies ito Belusen, the degree of certainty desired in
20 the correlation, and other factors, and will be within the ability of those of ordinary
skill in the relevant arts.

[0072] If correlation is satisfactory, at 2331 output device 104 is provided with
an access code that the prospective user may use to access the secure system,
e.g., an alphanumeric code to be entered using a keyboard 611. Upon receipt of a

25  valid access code, the secure system allows the user access, and proceeds with
processing according to the normal rules of the accessed system, for example by
providing suitable graphical user interfaces, etc. Access codes provided may be
session specific, /.e., valid only for so long as the prospective user continues to use
the access system continuously, or opens a controlled door a single time, etc., and

30 may be presented at output device 104 only for a limited time, e.g., 20 seconds, as
previously explained.



20 the correlation, and other factors, and witl be within the ability of
those of ordinary skill in the relevant arts. [0072] If correlation is
satisfactory, at 2331 output device 104 is provided with an access code
that the prospective user may use to access the secure system e.g., an
al phanunmeric code to be entered using a keyboard 611. Upon receipt of a 25
val id access code, the secure systenlalloms the user access, and proceeds
with processing according to the norgg1 rules of the accessed system for

le b di bl t f t Al code
orovt ded P8R! oo REn iR et i1 ficegh G Fipsh Secess SepnaRas the

prospect i v@3¥%&eand 233t anemeotrmechhaollytohat lasst @asiatyiSy EpeARGIE BtBRYS| Y, Oor opens
a controll %gwﬁ@@(?oa single tineg, etc and 30 nmay be presented at out put
device 104 on or alimted tine, e.g., 20 seconds, as previously
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schemati ¢ dcedde B scur E‘?@féﬁ‘ﬁsﬁroééﬁ\@@pg%hNPSRﬁ‘%IQ@SIE o Bf §Ig%g%l generated by
a Secure S%St emt%éér ovi de an access code éﬁ e access the

secure sysPEHPMSARY AREoEsadof roracesravire 108rNdior By thefenty gtatien, Shasee

- perfornmed oy tite (yhosias 99 pdcebE® oR BERESsoRLNdsEEathl QiR &culs Xsté?n entry
station, those on the right side by a processor or processors associ ated

with the sése systerd11 the piispedive 26drinviores m’e@ﬂeﬁmtlbgLﬁ defh Usigekes the
SyStem1'0091(%%0%?&65@%%%%918%%&é@%}{tﬂ% “qrér?é%P iehﬁribre g{{e device at the

entry station escr| and
passwor d, &ﬁ@f%’F'S/b@wﬁri@@nﬂlpﬁ%W@d|anﬂ/@r nthet aNtifiOPnH6drmiken recel pt of the
user-identifying information, at 2515 a processor associated with the
secure syst @ﬁﬂgeneré’?@% regeipt gHAe Upes-idantifinginiormatios, P02 @A pocasseress devi ce

100. The SIaQMaté&wnﬂﬁtﬂ@@é&ﬁé‘syb%érﬂ@eﬁé}gtéﬁ%ﬁ&@ folgtBse h&o‘iﬁé bl plata 15

content for the si zé TThe si1 gnal ma{ al so be based on o data, derived

for exanmplPE° el’s?gﬁﬁ"g & Thsrpignais IPeaicdeingyine pesten Supdedefine der ry station
as desclsi bedntehidorethasigiéle Toe giyahl rhay élécﬁlﬁ@ﬂééeﬁ% o@l&ér?étésué}gfeéfdi' spl ay ﬁ01
whi ch may ed £ a Vi Interface, or VD, at the
entry stat ?ganr{]@%g% ?tﬁ&@r r%SPEOEHFﬁ&' heRy gDrﬁC%(Vq qniypistatige 2 descakedpl e by
fl ashi ng sihgred. ﬁersegnat is rgngroitted on cmgtzemwemem which may be referred to

as a Visual Display Interface, or VDI, at the entry station 600 to intermittently

transmit light, as for example by flashing signal generating portion 603 between

20 white or other bright color and off or some dark color such as black. Several suitable

methods of using displays to generate light signals are known, and many are or will
hereafter be developed.

[0077] At 2519 a signal sensor 102, such as a photosensor 131, at the
portable access device 100 receives the signal from the signal generatox; and

25  forwards it to processor(s) 105. Processor(s) 105, processing the signal and
optionally a serial number or other identifier associated with the access device 100,
generates an access code that may be used by the prospective user to access the

secure sysfem, as for example by inputting the access code at the entry station by
using a keyboard 611.

30 [0078] In parallel to the process at 2519, at 2523 the secure system, using the
same algorithm used by the portable access device, or a related algorithm,

determines an access code, and preferably the same access code determined by



20 white or other bright color and off or some dark col or such as bl ack.
Several suitable nmethods of using displays to generate |light signals are
known, and many are or will hereafter be devel oped. [0077] At 2519 a
S|gnal sensor 102, such as a photosensor 131, at the portable access
devi ce 100 receives the signal fromthe signal generator and 25 forwards
it to processor(s) 105. Processor(s) 105, processing the signal and
optionally a serial nunmber or other idgntifier associated with the access
devi ce 100 , by the.prospective
user to aCgggfﬂ%ﬁiaﬁégfﬂpgﬁggiﬁ%ﬁ?gggf oreg§§R§§' Saﬂﬂ%ﬂ??? t he access
code at thé&e@Hepysti8Mati on by wusing a keyboard 611. 30 [0078] In parall el
to the process at 2519, at 2523 the secure system using the sane

al gorit hm d¥Hdl by t K& 2pdf Prapessod®cio8 Propids e acesss godelodhedutnlitgtevice hm

det er m nes mm @g:f@e@@ d P term ned
by . 1 1 -21- [’lﬂ ur_éngg@ydel\g)?]%gﬁ%%% bﬁﬂgnégg%ﬁ@mﬁg@gﬁg%ﬂﬁ IP%?DGC'[I ve

user to- acc?é'E%' aﬁteécgg%p%srﬁeepd@uyrgi]topp @5@%%?@@%@3@@%9’%05 provi de
the access de@dﬁbeti(hetehﬁ lrow}hlblutheciﬁbﬁpéetlvel@és m@§t rbad th@%@é&g%oﬁyar% sikayi ng an
al phanuneri X odetont Eﬁ) E anel . A four-character code
has been fétﬁtl SE"HE %881‘” 'nfadlrm'tgé)?fr@'fg t'”'temé f GraneRie 2P S8R dBer ei n, i n

whi ch the @tospendth vedasseay brusseful Badimildrer aferss sie@densand enter it at the

entry station within a limted anount of tine, as for exanple 20 seconds.
QO her - | engtl®88bdes Magvisien eided atcebsicardertoptize owlputdielite aeas27 sndyuat i ons. [ 0080]

Provi si@n QBnc‘hhﬁhe@%@ﬁ%oﬁé?&?ont %ﬂ%tr%a?é’é dﬂlﬁgﬁ B‘ga%ns%ﬁg% ﬁ?%tﬁe 10

condi tioned upon correlation o red by @ sehsor 103
fromthe PFEPBEEUser Ulthrevipusly peoredibinmetrc §Qfér@d19@¢lode30rlbeﬂ data, as herein
descri bed. %0%?81] At ?g%l the secure system conpares the access code
received fi the éh e SEFUR SYSiem FBMRates dke acsaes epdedpapiveddropy t he

secur e systtienertty s3&id8 to tHe dcbess @06 G&RrmiAEe By BeSscklii@ s§REM at 952 Bthe

sati sfactor t according to.standar t ed t he secure
system thecé%sgrcgd% iglt'&%adneagﬁ af%faat @Y§?ﬂ,€t&%é°%%9§9£mstanﬁ)égissyst em
proceeds wiactepi¢d owibd spcwee%emghe aserﬁs)allcﬂvearmb&sné 6i¢l sBbing sgstbinabl e .
graphi c usq{he IDLERTRGR UL R Q‘l}'o%ve%rbqoc%%g BRSNS LA uEe p];r(o)\;ldmg Lifigle Processing

accordin
graphic user interface displays and accepting input for further processing according

to the system.

[0082] If the access codes are not identical or sufficiently correlated, the

20 system may warn the prospective user and afford one or more opportunities for
retrying, or may recommend that the prospective user seek administrative or
technical help, as appropriate.

[0083] Many other processes for generating access codes, including the use
of coding seeds, are presently known and no doubt hereafter to be developed, and

[\
w

are suitable for use with the invention. The adaptation of any such processes for use
in conjunction with the invention will be well within the ability of those of ordinary skill

in the arts, once they have been made familiar with this disclosure.

[0084) While the invention has been described and illustrated in connection
. with preferred embodiments, many variations and modifications as will be evident to
30  those skilled in the relevant arts may be made without departing from the spirit and
scope of the invention, and the invention is thus not to be limited to the precise

details of methodology or construction set forth above as such variations and



to the system [0082] If the access codes are not identical or sufficiently
correlated, the 20 systemmay warn the prospective user and afford one or
.nmoré opportunities for retrying, or may recommend that the prospective
user seek adm nistrative or technical help, as appropriate. [0083] Many

ot her processes for generating access codes, including the use of coding
seeds, are presently known and no doubt hereafter to be devel oped, and 25
are suitable for use with the inventio The adaptation of any such

processes foqi i ' i Q0. W i,avent will be || _within the
ability of '?é%ﬁ%‘?%% md’i?r"z’l gttésgﬁnlwu@% ﬁ'g tﬁ;erﬁcgke gﬁ@% "}VﬁBQP”hE‘&eFBeen nmade
fam | iar witPiha fitentapeassey or mhelfeobid4ie Mocesses renisaivestrioqrartitatar belen

descri bed apdidpk] ' ' ' . irents, many
vari ations and pm?ﬁ?%?%a??%%@%?%@%% dee%r&legﬂw @LS%%%QP %gg‘gﬂgw I%I'eed in the
rel evant arfi8Uratys Bwlisghde mianyireses e gsder ohrrotessstapsenaypiervariedwidnat ope of
the Invent idhangindtheldifposa éabi, GPimiobrild e Mathoddudirddami ted to the preci se
details of methodol ogy or construction set forth above as such variations
and -22- nodifications are intended to be included within the scope of the
invention. Except to the extent necessary or inherent in the processes

t hensel ves, no particular order to steps or stages of nethods or processes
described in this disclosure, including the Figures, is inplied. In nmany
cases the order of process steps may be varied without 5 changing the

pur pose, effect, or inport of the nethods described. I, . . -23- Wuat is
claimed is: 1. A device for providing a code that nmay be used to access a
system such as a conputer system the device conprising: 5 an output
device; and at |east one processor for processing information representing
a bionetric characteristic of a person seeking access to the system and
informati on provided by the system and, depending on a result of the
processing, providing to the output device a code that may be used to
access the system 10 2. The device of claim1, wherein providing to the
out put device a code that may



be used to access the systemis conditioned upon a correl ati on between the
information representing the bionetric characteristic and stored bionetric
information. 3. The device of claim2, wherein the correlation between the
information 15 representing the bionetric characteristic and the stored
biometric information is established by the at |east orie processor. 4. The
device of claim2, conprising nenory for storing the stored bionetric
information. 5. A portable device for froviding a code that may be used to
access a system 20 such as a conputer system the device conprising: at

| east one sensor for receiving a wireless signal froma systemto be
accessed; avhatR4hifks isensor for acquiring bionmetric information
representing a bionetric characteristic of a person seeking access to the

system 25 1an oMtdpute fbepiovRinganebddtindt@RfytbeARed i 86288 9%yt sREPSESSi ng the

bi onetric %nforgptigg %@ddthe signal, and for providing to the output

devi ce an access LoHa™ 'B° OqYie %Pé'a?rk?@gof claim5, wherein the wireless

si gnal conpri sesn anpuplevicalardi gnal  and the at | east one sensor conprises a

phot osensor. 30_7 LC f claim6, conprising a plurality of

phot osensors, af l?aesggrt?e gﬁéésgg r %f RE cgﬁfg{gdgfgng%ﬁg rwﬁg@t'ﬁgaibm“éﬁced sensor

and at | eaghampierisficlnda psfsontseckiphataesetostoe systerhagd ifotmaitid FrodiGELy UM

sensor. 8. ¢Jh [ Al : [ out put._device is a display.

-24- 9. A por?gg%gaggV?%gﬁ@géH%?é%ll?ﬁgwgnégggn’H%?WWQ%kﬁéeBQBW to access a

system sué’ﬁV'Q%fa&?%WBh'méY be yisecimaceens tokesyistsn.conpri sing: at | east one

sensor foor 2 eCCTHd dlicd Holah &Nt Rvidi OBl SLBeBEALAL Pl massoct at ed
a biongtric se or ﬁﬁ

with the S){)stemto be accessed; 5 a sor acquiri
bi onetric iPRFSFHR FGRST B CEdRnts FRNJEoRsDbRaNa eomedaiian hetween el ¢ of a person

seeki ng acdessndtion tdpPesBNBiLIie btimdtfAsHar R st AFESSRE ety 0Cessi ng
information_received fromthe at | east one sensor and the bionetric sensor

and provi di"?'f&r"f iR"code; and
3. The device of claim 2, wherein the correlation between the information
representing the biometric characteristic and the stored biometric information is

established by the at least one processor.

15

4, The device of claim 2, comprising memory for storing the stored biometric
information.
5. A portable device for providing a code that may be used to access a system

20 such as a computer system, the device comprising:
at least one sensor for receiving a wireless signat from a system to be
accessed;
a biometric sensor for acquiring biometric information representing a biometric
characteristic of a person seeking access to the system:
25 an output device: and
at least one processor for proceséing the biometric information and the signal,
and for providing to the output device an access code.
6. The device of claim 5, wherein the wireless signal comprises an optical signal
and the at least one sensor comprises a photosensor.
30 7. The device of claim 6, comprising a plurality of photosensors, at least one of
the photosensors being an infrared sensor and at least one other of the
photosensors being a visible-spectrum sensor.

8. The device of claim 5, wherein the output device is a display.



[ orting the at |east one sensor, the bionetric sensor, and the
?Ohgrzgggszrpplo Tge device of claim9, mhereln t he housi ng conprls?ﬁ at
| east one surface with which is associ ated a means for |de_nt|fy|ngI et
person. 11. The device of claim 10, wherein the nmeans conprises at e?s
one of a human readabl e device and a photograph. 15 12. The devhge ?he
claim 10, wherein the nmeans conprises nachlne r eadabl e codlng.d : 14
device of claim 10, wherein the neans nprlses an. el ectronic device. .

stem such as a
fomput or SL%E’%"W BB deod for ol d’*f?ﬁ%b@e"tﬁﬁﬁﬁ S B A e i ng.

20 processi Mt Bﬁar%mpv@rﬁﬁwmﬂ@\ncemm froma bionetric sensor

| ati on bet ween t he
ted withtkha oﬂé@@ﬁs‘b £9 Yo el wpLiatd & Eﬁo”e
?Ziglcilgd bi omet.ri nf or mat i on anc’iﬁgg? or egégb' g??ﬂfﬁ‘ Bh: and if

the correl a?§s8ﬂat§§f"ﬁ'téfhee%'sﬁnb@rqeécéﬁ%ﬁ criteri a pr OVI ding to an output

device of the potdmdticscresemeadifihgdicALASHRARaGATS FeQ&an? et ed Lo

ode determ ne
?gggls\slezihge%?ségatr&egé%c%aéieé%”faﬁ%%g’?‘aﬁgcesﬂ%'ﬁhérﬁyﬁémbe accessed ot her wi ?]e not
provi di ng to thetieastpué pevswe ia p%@@snﬁj‘ﬁforﬂﬁ%orh‘%céﬁ@odfrén?&eaa{fﬁa%??mti ebe

rein the access co
tded to accmsasrdB g tetiots B Baniot adtamEospRerts and 16. A mot hod of
roviding a cod@ hpesingigpporing tecatseasgorne Sa(BbEMeBISNeMS sehsof QAR LT SYystem
Itohe et fiod meedsgsrned by an access device conprising a processor, a signal
sensor, dea & ormetn c. sensor, the method conprising: -25- processi Ing a
si gnal receW/ed b, devicgi of glgim Sevisereindfie hdwssirmomeasiseent 16t bheddirRcs| gna

H06H ed, to determ ne whether the
gigtere?nt ﬁ;sa?ece '@mgasiacgalrfb% .ﬁ%ﬁﬁfﬁﬁfd%%@?'"gﬁ %off person seeki ng access to

% lafrg 16,cahesain theeme @MUisesIat leasp b h PR Y
stem’s qhglaire yrest
LP:ti 3% 5reédabtedeslcd@h@@rpha@gratphat the person is attenpting to access the

iding to an output device of the
system usi a rLnary ry station, prov U
por t abl & dg\%i c eT %deé/tcggg glgnm ¥0 wherein the means comprises machine-readable

coding.

13.  The device of claim 10, wherein the means comprises an.electronic device.
14. A method of providing a code for use in accessing a system such as a
computer system, the method performed by an access device and comprising:

20 processing biometric information received from a biometric sensor assocnated
with the access device to establish a correlation between the received biometric
information and stored biometric information; and

if the correlation satisfies a correlation criteria, providing to an output device of
the portable access device an access code th'at may be used to access the system,

25  the access code determined using information received sensor associated from the

system to be accessed:

otherwise not providing to the output device a code that may be used to
access the system.

15. The method of claim 14, wherein the access code that may be used to access
30 to the system is session-specific.

16. A method of providing a code for use in accessingv a system such as a

computer system, the method performed by an access device comprising a

processor, a signal sensor, and a biometric sensor, the method comprising:



code t hat

may be used to access the systemregardl ess of any bionetric

information received froma bionetric sensor of the access device;

.ot herwi se
10 access
satisfied
bionetric
nmet hod of

systemis -

10

providing to the output device an access code that nmay be used to
the systemonly upon determ nation that a correlation criteriais
by bionetric information received fromthe biometric sensor and
I nformati on otherw se accessed by the access device. 17. The

claim 13, wherein the access,code that may be used to access the

sessi PReeRG( 4 signal Tekeived by a signal sensor of the access device from a
signal generator associated with a system to be accessed, to determine whether the
system has received information indicating that a person seeking access to the
system is attempting to access the system using a primary entry station;

if it is determined that the person is attempting to access the system using a
primary entry station, providing to an output device of the portable device an access
code that may be used to access the system regardiess of any biometric information
received from a biometric sensor of the access device;

otherwise providing to the output device an access code that may be used to
access the system only upon determination that a correlation criteria is satisfied by
biometric information received from the biometric sensor and biometric information
otherwise accessed by the access device.

17.  The method of claim 13, wherein the access code that may be used to access
the system is session-specific.



