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13 AUGUST 2004 - 1 UNAUTHORI SED MODI FI CATI ON OF VALUES STORED I N FLASH
MEMORY TFCHNI CAL FI ELD This invention concerns a nethod and system.in which
an aut hentication chip having secret 5 information stored withi ¥A/FYsT24

i ncluding secret data stored in multi-level flash nenory, is protected from
unaut hori sed Modification ol 'valus's stprcd in the flash nmenory,
BACKGROUND ART | Introduction Manufacturers of systens that require
consunabl eNSYLFHORISEDASRIDIFICAADN gt vEREAULS STORIP MNIOTASH MdpaeR have
snuaggl ed with the probl em of authenticating cosunables, to varying | evels
or succes. Most have resorteed to specialized packagi ng, However this does
noL stop hamexneCAl FiEMper ations or clone manufacture, The prevention of
g s oy oo MRl Ol cok ¥ L RARANS o BALE Gl b EMIC 1Bl SN DOOT1Y
manuf act ured substitute consuma rom ase sys for

| 52exanpl e MPBHT FOR THET b delifRe W’H‘;‘ﬁ Jpip HeFepit PR 1-1W61z%hé§ﬂﬂ1&ﬁ Jaﬁmrﬂﬁkd frost
printer. SceésAul Aeniduaat Qned sordin exfiderBhdyy, | arge and constantly grow ng
field. This invention is concerned Wth 20aut henti cati ng consumabl es. In
nost ca s, there is nn reason to prohibit the use of consumables in a

t hirst par BAGKREIND ARRe | nvention concerns an aut hentication chip that
contains an aut hapduaRki on code and circuit specially designed to prevent
copyi ng, The chip is man Fmanuf ctured usi nb%&t he standard F I h neno]'}. ng
process, and |sB'F‘BWC85¢§i°é'-ﬁE§lTQ A R HE N S OFD PR AT R B s RS | nk
and toner carilgs dgesru2bOatehprdigarioeitnidig cersabthBe itvag it 10n: Thicpss. 810a
conpl i ant N they.do not constitute an
encrypti on%%%\%ﬁ%rggtu%aﬁégR&Elﬁmgﬂquw} @Eﬁa&?g{ggﬁ"ca"fﬁey‘fﬂ anu Jg%r’tnﬁaté"d in the
USA (and eXpPHicws) Tltsmrfawyvmér:@wéxz B dmjopjang Fvemwms BOoncepts and Terns
3.1Thi s pakt di geyaaas-taes and concepts that are referred to throughout

t he rerrgl nder of t he docunent, Synbolic Nonmencl ature 30The fol |l ow ng
synbol it ndnencl 8F§FE Rogr }dgaé'tﬁ"h‘ft%?ddﬁlﬁh'%f”“ﬁ‘ﬁi“glﬂ%f&'flﬂ?ﬁii*ﬂm&T@%&U@HBTPLQOO4 2

| abl e, Summry efayler ool fdicredid) mhomglprittudzzll Xan mk ;etplmrel:)eserl ption L - - -
Function F;singkg.parameter - - 1'[ Y] - --~-- I - - Function F,

t aki ng t wo pararreters X and Y X concatenated with Y - - - - - - - ~n
Bifv, i e TAN r)-ushentioation inan aypenofy lopueand eongiagt werowingeld. This uwentmn—lwmcfe&m'ﬁlu\] seC
X[)R Y ex c hwighuatin@iR)nsumables. In most cases, there is no reason to probibit the use of consumables in a thind

20 party product.

The invention concemns an authentication chip that contains an authentication code and cireuit
specially designed 1o prevent copying, The chip is manufaciyred using the standard Flash memary
munufactiring process, and is low cost encugh to be included in consumables such s ik and oner cartridges.

Cce programuned. the awthenticaion chips are compliant with the NSA export guidelines since they

23 dunot constilste an encrvplion device. They can Lheretore be practically manutactired in the USA rand

exported} ur amywhere ¢lse in the world,
3 Concepts and Fermsy

This part discusses terms and concepts that are referred o throwghour the remainder ol the document,
3.1 Symbolic Nomenclature

30 The foliowing symbolic nomenelature is wsed througheur this document:




Bitwk[l O X conplenent) -- - - - -1 rx Y, The domain assignnment inputs Co

is }' tLr]{] -1 - - - - XisegztoY- --- - -"H Y Xis not equal ter
Y- ---- - -~~~ Decrenent Cb 1 (fl - - - - - Increnent X by J.(rit |2 | {r
reéistcr ferr~#}3 rF,rasc _ fErase flash nenory register X Bi F, - x”_‘”l

et the bii of sire Flash nenory regi ster-m.based on Y| 5hiftRig ---
},lat[7C, Y}labiﬁ'ﬂu%,J -.re-isle, right one bit position, taking input bit
fromY and ,_;plﬂl_ﬁrﬂ{]’ﬁ'b@m“ﬁmmbm in 3,2 Basic Ternis A nessage, denoted
by M is p:J ai nt e mbile process transforni-ng-M-into ciphertext- C, where the
subt ance o ?ﬁq]Ts_hi—ddem—i-sJ—_—&ned__eanymigiﬁﬂé'“br ocess of transforming C
back into M y _Led_ dedrypti'hizkret érdtargratiecthe concrypti-on—f4nction as
E, and the!detryption functifemtiad, Rn: MR phaves —[Qe—i—eLL-ow_ng_L_d_erl_ ities:
F[M = C B3(3= 10 Thereto J@@lﬁﬁIMﬁFﬁJitore' 12[0L [ )7 =
hg 3.3 Synpetri-e-Cryptogr A_LA,i_?i_l’_lmﬁ{t nc encryptioal gorithmTsjone _
wher e: tWe_tmpgﬂi on functiteinEl ANBN es an key K—the—decrypt.ian; f uncti onD
replies canikay K ,T?'Tm-mﬁﬁi—v@]d-;u.omx,_a_nd_&_can be derived
fromk7. | gqs+symt.rLaF@Lg(l[__E_”%ﬁ'%uals K2, However, even if K
does not dqueL_K__given t ha E%}H@KK@EIYc;aﬁu%ngT‘ived—{—rem{—he— othef, a

singl e key & can suffer To phhERthemeticaldefinition, Thus: 20 FK[. M

'.. C 13TAGS. —2994—'Lhe__|sapu£i_ty_'t_e e"4f'Yorithns rests very mmch in the
key K. KnoW_que_(i_ﬁ al | ows® WAy EMmd teoaluenCr ypt —or —deerypt— Consequenl y K
must remai & <a {¥eor et chmqgg;g;ﬁtma-—phemLpe_ci_M_fg exarmple, M
my be a Ea_rttﬂ—ﬁe—n% e "My curient “Pd¥rtironisivangri d position 123-456".

Once the war _Ls over the vailedugfey —— I
X7y L
FE{ | L?m‘afﬁﬁﬂ_fiﬁrﬂ_}_'__—____——f
S | Inerement X by | Tmodula register lengthy m
- "'E‘-‘i o ] ﬁﬁ-ﬁﬁeﬁiﬁgﬁaﬁ T T
SBIX YT T T T Sathebin of T Eaa e — '
?._“[_ _T_ o Ect the bits of he Flash MCTIOEY regisier X hased ¢ onY 'I
-« ShiftRig T T SHR et ¥ e — —
| * IfRIghY X, ¥ Shilt register X right ane bit F’DSI‘iD}’*_m@Fpm_bitﬁ,ﬁrm'—!

) pIauE lh_e it bit i 7 |

—
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3.2 Basic Terms

A messgge dep ] i |
b | :,_ oted by M, is platatext, The process of fransforming M into ciphertext C, whers th
substance of M s hidden_ #5 cailed encryplion. The process of fr. Al o

Ly

asforming C back into M is called

dec" }'P om. u ¥ ] o] and 1 2 dkc F] i T
. vt

following identities-
E[M}=C
DlC) =M
Therefare the foltowing identily is trye: DEMA) = M
3.3 Symoetric Cryptography

1

A svimmetric encryption algorithm iz pne where:

the eneryption function E reliss ol kew K,
the deeryption funetion D relies om key K,
K- can be derived from K, and

. K, can be derived from K.,

In mast symmelric alporithms
y " i Tic alporithms, K; equals Ky However, oven iFK, docs not equal K. given thut one
v can be derived 3 :
ived from the other, smgle ey K can suffice for the mathematical definition, Thys:
F[M] - & |
24



M4 is greatly reduced, and if Kis nmade public, the know edge ofthe corn
bat unit's position may be of no 5 rel evance whatsoever. O course if it is
politically sensitive for the conbat unit's position to he knowa: @u&8r sans
after the {gar, Ktray If aye to remain secret for a very long tine An
enornmous variety of symmetric algoritlung.exist, fromthe texthooks of
ancient history through io sophisticated nodern algorithns. Many of these
are insecure, in"¢rETDYdBitonyps @malySiush § 86 RAI € RESwIlSE5r @ggg ‘Lﬁ?rﬁ"g% 8)
Car] successdrh bieirgh tcagkq e xahgordhrn to the extent that K can”he
derived. 1Q.The securit %a % t he nglr;fjtrﬁngiheleggqgﬁrmff‘ﬁ"i"@ f Yot Hkior scample, M
function of two thing  the SEHERHHISS gieositeh gor4sthmank ¢he obengteaf t he
key [78]. Thesrsbrestimdf Kamab g thamdsdagt ik eitlih G2 SANLLEY, el ying
ON itS 5eSinsdvaiieehdsPeyed Mif&?%@@i'i"rﬁgmr& ]ﬁtstna[c,}g.j (see Section 3."8), “I

addi ti on, ta%‘?mle%”rgﬁr that an al gor 1t hin BAR Y Rir W' pesopiabt koweyep and
yet remai ned unbr OKEN THIPCREIEER for pfery lesgirse scrutiny, the nore secure
the al gorithm i gnkickeduy vdrieey hisymByteiCONERLRAS L vist FSORL 5 al.gorithmthat has
not been sephibticAbABeR Y GiNR 9%%9@%,@2( _.ert's,“i%g}% tﬁ%ﬁ%lﬁgﬁaﬁc'%ﬁ‘ﬁw heweipe
Even if this I?&ori thmis "pertectiy s TEEEIh§a @open ayitapalyyis ticimiquos fasceak it
is to Eﬂrj y e\?é?ﬂxa/‘- A7 sucollvgsget the pluorBingio e BYtent evendaad deyfvdgthe right key wil |
be fourtd. Howevél sedutig of s Rrik@GSy S CuR i i1, 108, Keys have be tried,
I'f there ag@rinkfySe Iehéfh Wﬂ]lclket[z’éj}eq a l’fax'ﬂ?#ﬁpn!ﬁélpl%clr{nrol?léag_%xqgf. ll;t:ﬂﬁ:iécnﬁ%yr the N
bits long, 1t will take a mexinim of 2" tries, with a 50% chance of
finding the key '&f¥@ikafinylsprih isthigrutoto@mpy Sl Mg o igmgg{amle\lmb‘%ﬁ,%gﬁ?ﬁc 20t e
conger it {Wclﬁbctihlakﬂ,I&i@dtﬁtitﬁﬂ.@h&tﬂ%ﬁ]&%}’an %%mﬁ%n%g‘mthﬁ nore secure-| |$fELWat
snakes e 9ok Y] eiggm depends ~on the val i& “8F" Vi PedE pxet 2nd el retiaizedt i e
for winch the Secr et STy EREPthE @ete greura the wedrithnais liavab habl &nenp wing
oAt o oc] it ot g g L o R gt s

vert Pl i 5 el 9! L uc ;

for Symmetric. ciphers %o pro j&éﬂ}aalje‘a]ﬁg[’% oWt Sseeu i oy - s@BecThey
Suggest anabedt UG Tishigy R pe loawigtitwotr, BOnDE ks hic R, @Rl QRHLECE. data
for 20 yeaﬁlﬂd-,lf%tﬂdarsﬂm&ssiwmma&a&Mﬁxﬁ?o?ihﬂﬂiﬁymhg ev%wgfgs st enms_‘succu to
smarter abbaGhS iRan Q@ﬁ%&-ﬂ}% ce kiy_ sear ch, ‘even hoE Sl s rgimum
requi red to account o rmpe ol pebe g praftereuly e by yommn@l sing lbee Nnkgrues, Ve
wi 1 P gnot's “RESH ] @ieor findalle ke aweierct ic abgakivt RIS waR Hhe. GLeYNds. 4 hat 1 hey
arc insecurty vaﬂﬁpﬂﬁ&ﬁbrbﬂénd!ﬁétﬁ&%{ﬂ?ﬂ;ﬁm Se%QgBHqHE,nQ I cclinology. rnstead, We
wi Il discugshhe followirig algorithns: 30 DES " BEGHFsH svalamagmputig DLA
3.3.1 DES 35 DgE1tSIa Dat;hEncryptid?'n standzrd} [ 2b] iqs a 11-S and ;

i nt ernati onal vl howhepe! shid-reaiid k@Y odrSHinds 5 necrypt anc

decrypt. iEhet BRischBRGhRinafkeP Bndsid o e rhacg “Zjen i_nﬁ?%@%ﬁ%%%’%ﬁ&hﬁ%fgdmre and
softvx@ge,ﬂ%gula?ug%n, the originate desi Y CRBE® 'p BieviHesidennale eonorekojal sedibriey.
original algorrt PR Pinipus lepgits of 98 brigsria adker ioprd @7 Bua( S0 Your Pk Gk, i TDer
3; 962, 539)ereifinzth ascrgtonceme Xpduie e smidr ALGUY 004 -4 During the design of
DES, the biSfed NalchANR] fE8GHEELY, A!gennﬁlé% p?hl‘;_?/%g‘gﬁ”‘%ﬂ% Sé‘?fclgg\%g-grg bisgaEee f or m
t he key-dependent nonli near "t anStOrAEY Bheast. t he data bl ock. After
differential cFyptldarysidisme dingetyeeeitms Quih8 6@ 1S R 1P mgﬂtmv\@;sp ol Eﬁ}r/,eal ed
that the kn Sodaouesnddb] Gnngs k&AL YafRSLINEHL S, P8, st stant 1o

i ffegential gryptanalysis . -

. B lowfish
» kes

. A
33l DES

ES {Data Encrvption Slandard} [26] jza LS

and internaticnal standard, where the same kev is naed
W enciypl and decrypr. The key length is

2 36 bils, It has been implemented in hardware and software, althoush
the original design was for hardware only. The aviginal algorithm )

used in DS was patented in 19746 (LIS
patent number 3,962 539) and has since ExXpired,




5 As described in [921, Ding 1993 technology, a 5 6-bit DES key can he
recovered by a custom designed S| mllion nachine performng a brute
force attack nit only 35 minutes. For SJ 0 mllion, the key canzAumIsT 2004
recovered in only 3.5 mnutes, DESis clearly not secure nows, and wl|
beconme |l ess so in the future. A variant ofy _DES, called triple-DES is nore
secure, but requires 3 keys: Kl, T<2. and K., The keys are wused in the

fol | owi ng mannerBurib@hFdesah & BeR] haNs A {MMlidnkl Seeun&} ﬁguDkﬁ?r&dylﬁ&l fdli[sCebddro Melhe

mai n advant fae - 1 enent ati ons can be
used to gl vtga@m?g Jdglggﬁfrﬁl Qﬁﬁﬂﬁ&]t]&ln}% of d?t}’l {'J|E%S%ét|lec|l}tu]c p}ﬂ{y_}[}-{f\ Pt sp(llséqx.ﬂgé

gi ves pro tUEF BRNGH ‘Te‘ﬁﬁfe\'r%*i‘f“éﬁ‘t“ eyt 9Iqebvgﬁﬁhﬁﬂt?ﬁﬂbilﬁgﬂllblitgr,gned[@&]lesa%ﬁnuml e- DES
does not gidiférdntie crg@utialved. ent protection of a 169-bit key (3x56) ‘as one

m ght naively e ui_ en tripl e-DES decodi ng and/ or
encodi ng cannot /gqigsté;géh%r'”t[e ngnﬂta 8h]‘%ﬂf3tp‘ébﬁnt§tqﬁ15é‘§“ Cap bexreovppdgikfaicu#erBl owf i sh
is a sym"retdﬁl%m‘b? 'd@’l&lﬂ%i“ﬁﬁ@? petfonmsins abnesfent ﬂmcidmyurﬂyStSmnmteeantﬂn QAL 6 lcan 11

fakes a vark aabercd n@RBGR nkRyes. Lfl:f‘*:m]e%gv rpﬁ l!:eﬁm;t%u 443 i bte§n?rm, Ie%:. g» B L?I & utaed and
S er than

is both license ‘ﬂ‘g“ﬁﬁy”drdﬁ tion, It i

DES. The Bl owfi sh™al"g8r T thifl=d gPé% E‘“B‘F el aEgudes "l@@y'ﬁe%pms Fie pyae tre and
a dat a- encrthi!ilblnFUkbangmaKery expansi on converts a key of at nost 44S bits
into sageral sub key arrays totali ng;ﬁ E‘F?Mﬁigs Data encryption occurs
via a 16-round Peistel network. All are XORs and additions on
32-hit words, with four index arrayxi b'gmxﬂ§ﬂbefrf round. 25 It should he

noted that decr yiptbomadvandghes ns;am&*&ﬁ&ﬁ&ﬁ.&%ﬁtt@%ﬁ%ﬁﬁﬁ}'qua Jﬁ%a Qﬁu SUbksY

arrays are - v npl exity o ementation |s
t her ef or e. S(lrég'%gglgﬂ’ Fﬂ%%a?%dglfm? ﬂlﬂ fid? ]Ea'l)'ggfnipef Hﬂ%"‘t“ﬁ'é‘ffﬂﬂfﬁmﬁ‘d‘ﬁ Wesieet TRk

symery. [ VF| THeIsSES Bess natlgiee ﬁmbiuwslhegroamoaam civhit I (hayas @ﬁ@i‘lrhm%@@gﬁ@n

Bl owfi sh, al t houghpddianah@@mhd.nELIRIAS SEC W, of Febru 79] .
The maj or Lflﬂdl ng Wth the c se;{}?]acks hasigeen tcﬁdl df?gtob\?g?pim%f% ?%E?"E’%l n
weak keys. ese weak keys can be tested far during key generation- For
mor e i nf or MA€i oRlomsifler to 1771 and 179] 3,3.3 RC5 Designed by Ron Rivest

In 1995 RCS 7 LS X TEY] CK LALHIET TS I an’d nurrbe Of
rounds. X_FI E:aég?y?%ﬁo&e&@%ﬁg%% gl 28 I%“Af T)édh} Q%B‘ET( s fog( %H“‘éﬁsffﬁ'af#t key.

35 The RCSMMGBFFtHFAnbEDAdIsts 'www‘ip@m konh lipedceyd expig et onadamb . itanshca
dat a- ePZr yptterotan @@kt - |1 ke}: expansion converts a key into 2r-2 subkeys

(where p = the %@ggrqga]nnﬁundsg Each subkey being w bits. For a 64-bit
bl ocksi ze with F ounas SISl o p“*f“‘ﬁb"“‘%&‘lﬁ’ﬁé&'fn B e840 e 1rtign Brpkeves

Dat a encr yPiehn enseests 2 kel 4 mon 440t B, seX@RuBMaEarBid ANGIHR 4T 0tHed. DRty ek AHGJST

2004 - A bechm bink 1d-Bhnd@X@LIRLRELT ANope Y, 4318 uggest ed that
standard | near "differential pgriy’yngméﬁéa} Vé]'iigﬁqms 0'15% E‘g“’?'%gg?:tf’i’rcal for

the 64-bit "HFeaRe ?gﬁow?fé‘l”él?] ‘on of the algorithm Their difie"ential attacks
in 9 afid 12 rouhekeRCHe roeed Uiar @crggaisn and qa?rﬁ%s ﬁﬂ@ﬁt%ﬂexc&hﬂqhﬂﬁceﬁﬁk%u Jrﬁmequgdvg[}

whi | e the hiREAkE oRHAE R R ; 0 is WIS
known pl a it e;gtig’l ‘Il'tﬁ:,esenﬁfAh,lpj %uﬁlﬂ' kstheéermé“ b “&%S‘H @ Gper RI%V'”@F'F]@‘, 'j“S I\/bre
U

recently HEWEY & ot B8en and Meier [47] described a new type of differen
tial attack on [RQSescribes the publisied sttacks which have been niounied on Blowfish, aldiough the algorithm

remains secure as of February 1998 [79], The major finding with these attacks hus been the discovery of
30 certain weak keys. These weak keys can be tested for during, key peneration. For mare information, refer to
|77] and | 797
333 RCE

Designed by Ron Rivest in 1995, RS F74] has a variable Block size, key size, and number of rownds,

ypically, however, it uses 2 6id-bit hlock size and a 128-hit ke,

The RUS algorithm consists of two paris: a key-expansion parl und a data-encryption part. Key
expallsion converls a key fnto 252 subkeys (where » = the number of rounds). each subkey being w bits. Lor
a 6d-1it blocksize with 16 rounds fw=32_ r .1 G}, the subkev arrays Lotal 136 bytes. Data cneryption uses
addition mod 2w, XOR and hitwise rotution,



that inproved the earlier results by a Jactor of 128, show ng that RCS has
certain weak keys it. RC5 is protected by nultiple patents owecd by RSA
Laboral ories. A license nust be obtained to use 3-:i.4 |DEA 10 ReymglLepegg in
1990 by Lai acid Mssc y [53], the First inU arnaLRGt oi'tlie |IDEA ciIpher
was called PES. Aber dilerential cryptantlvsis w s discovered by

Bi harn and Sl umtﬁr in 191. the algoritluu was strengthened, wth the
resul t heing ubitiig ehaininatbd OPK ki sidiEAa] B 2ksedliue DEAMEES. 128-Di t. keys to
oper at & on cnfidrai rphafioork R bS5 Te, sare. algor R vy,

encr ypti on,apddecryphion. L L. | S gener d VR FEEA B = syt bt araeks

bl ock al gorithm ava "Bl Hagrd 21 shosen Phinteis ggeetveldnanibme gl LREA 4 S Jhe
fact that ProwpsRparexted, f?anEBz’Q&&ﬁﬂblgh@%eﬁeé,n@%ﬁmg 3o phssued 't)n _,_199§§,
and a |icense miste R, RRLaL0eg, fLIL.OMA, sc%ﬂ Tec 7N t'f Wy pocasge it
3.4 Asy jnrn etri  Crypt og’rapﬁy R VS5 T nrrEbedin vew epreafylifeiewial athgyen kRCS f 1 n
is one whCre: PTOUH e eqiEs REHR by adtes it P rsbevirhdERE Shas esuiRRedQ¥ys1, the
decryption functfonpdrerted ivesitpR pkies K62 by lrsGaREM,b.P6 derived fromK, in

ar easonabl g amount of time, and K i canfot hegéc%]e“%rlleggdm‘f”?edi}ﬁ"’%““PW”%?“‘“'W
reasonabl e ?ITDU t of tune, Thus: | . 25 DLJC) r These algorithns are al so
cafledtﬂ pn:)b' fc- éfy“ because one key K, can be made public. Thus anyone can
encrypt’ d the nesslagein 139 F0St.LREES.[:11NE i1l ov:i identity also ho
bds: F v, [ My fibrenidQeyphndil S, dent i t’%/[ s &eﬁe“&i/”“?”ﬁf‘b‘%’}‘ir}gﬁﬁ”%e%éwicve”ed PRS.
iniplies that anyone w inh the PEBETER: RBirmend tamirse Miandoritknew t hat it

cal ve frorfPREShrEn tetesuthenpipunbshed ieh®e scpiladsave generated C because to
do so woul d i npbgA uknoWRAAS (e R25, TNi:S, Qi ves rise to a different

appl i cati %H'i) -;MQ{%E ted to gjncr3]/jrerll‘:3|gglng:ﬂ3 f |1ﬂ31“t“§ﬁ”"1§? Gt it Mhauspifoper ty  of
nnL being ablle 10 derPvE ks gorrithrrsipledndeviosecamelosaioning «8RSORARI € ti me

i s of leoufZH613v cl ouded by the concept of reasonable rine- Wiaf has been
denonstrat ed tieyiakl Qb LS. that _calculatinr that was thought to
rcgttire 1%3L9?‘586 _t%%e has cggejﬁt’?rﬁc%%m@@i”bﬂH‘E’Tﬂmwhﬁmﬂﬁmnmaacﬂmu._imnismd fast er
conput ers. - € CHIYBET teihginet fom ABhen BoEkQityn wofk@svmmt i tric  al gorit hns
is based Ad thaxthrdific C6plidpny0 f- one of two problems: factoring large
ntm hers nore specifi .y .large nunbers t[7 a[ are the product of two
large. pnlncs). an lr_lﬁ‘[a%em%ﬂf”ft%?‘g’t‘ﬂ”t9“’6?“’“&%14 cul ating discrete logarithnms in
a finfle tieldthe TP @mifmgtids Emeienanteers i s conjectured to be a 13 AUGUST
2004 6- hard @& aRhedn AALYED L 's. understanding oflirathejt]atics- The
probl em hog+wever, " is t_hratl r %g%%kreﬂgz._ k elLLhig easier nuch faster than
anti ci pated. RONCUEY brestivedl fom 87 1p asaidlatihatud a0t ingg @ 125-di git nunber

woul d take 40 Kiotiddt bddedi QR YER! § ok ... 1N 1994 a 129-digit nunber was
factored [3]. fcgording to S(_:hheiae%?ﬂ%hguamﬁ%"é&ﬁ%eiom- bit nunber to get the
| evel _of security today P Yu got froma 5 r 2-bit nunber in the 1980.q
[781-2°1f the key is 5 teafkast far sonic years then 10N bits may not even

be enough- | nvegd .ieuhs6f aﬂLgaHIé@;b}mgﬂ}gth estimates in 1{ 90;

recause one key K, can be made public. Thus anyvone

Cafl enctypt & message (using Ky but only the persom wilh the corresponding deeryption key (K,
o S x 2

} cun decrvpr
and thus read the message, "

i 1osL cases, the following fdentity also hoids: F[M|=¢
B [0 =1

anvenc with the public key K- can see M and

Mo-une else could have gencrated C because to do so wald
knowledge of K,. This gives rise 1o a different

Mhis identity is very important because it impiies that

know that it came from the owner osill
imply
application. unrelaled to encryption - digial signatures.

I'he property of now beitig able to derive K, from K: and vice versa in a reasanable

clouded hy the concept of regyanatie fivee. What has been demonstrated tme fier time st
that was thought to require a long time h ’

algorithmy ete.

lime is of course

il
Cay

hat 8 calewlation
as been made pussible by the introduction of fister COMPULCTS, How
he security of asyromctric algorithms is based on the diffteulty of one of twa problems:

tactoring lurge ninbirs {tnore specifically larpe nurmbers thal are 1he

) product of two large prmes), and the

{ficulty of v g discrele i i ile
y of calenlating discrete Jogarithms in a finjle tield. Facloring larpe nonmbers is conjeclured 1o be 4
B [




R —————SSS

Il e suggests [ 62% hits for high security fasting until 2005- and f 884
bits for high security lasting until 2015 [69]..Sclncier suggests 2048
bits are required in order to protect against coporations and g%v%;gp oots
until 2015 [80] Public key cryptography was invented in 1476 by D i€ and
Hel lman 1 15 16], and i ndependently by 10 Meckle [5 , 1. Although DA L, -,
Hel man and I}@rkl e patented the c{incepts (US patent nunbers 4.200,770 and
4,2 [ 8,583 PPHRAE Patlartvsdepiinet niaMel @97 Thod ARAREL..Of . publ i c_key
cryt ogr aphpeicatgbratdms «a¥ipits RMPSE AL §-Lprartical 1o T RPFETRERTS s Bride many
generate aqM@{rb{onh-é‘;{mgﬁgﬁnf 9{4 azg?i_vlen'tl\)‘ll or Pédcfi tpaétn@ﬁ@rt%q,gu:kwg-,wgsjhmmm
ot hers, V\/Pén[t Iﬁ{pég%% ﬁfbﬁ‘ Jaréq; : érfme"‘éiatnugqb@waﬂacldyeﬂ [y a&’g}dﬁéka Q‘cﬁ%{eﬁ%&’uk ﬁl?dlali% rs-
Because o 3 pubtiisguditeyndsyist of id - "a publr e )
FiTRordoh 3120 ”bfﬁ"d]qtg[ll?é?ﬁl-ﬂ%'ée kessi on

nmechanism b gsuieesnd @at hanga] TIEt[iC session Keyr

key is usag Sjgggmt[%ﬁtla%:t u_a:q_! ﬁnrsf%'sai%’é%@’ geﬂ”‘l‘“%f}{"’?ﬁéﬁ‘f'mdg@rrkiei Tangsn daaiwiges & P51 em
in terms of Key select iPbHe" Peurgiisrennumil RS anil 8388 ibmtbihiah QloursrS BGHL €. £DQUGN-
The Two | i shicivessasars bjtstereusinke: SIORSRLGRLELULT Y - there ‘are & Pai n
weak conbimatiggns that can be factored nore edsit §PTPEGHE 2bf eopimanope akil key's
can be tested tﬁ}‘g@?- Rut nonet hel ess, key selection is 20 not a sinple
matter of randdMi'y *Serdegnphy wromdati s sTsox PexedmR e Fongeauent Ly the key
sel ect'Pon MrdEdsAltugh DiBE MR SROHE Be ek NE gracti ca{s aﬂ’ga(i)lr ERREeIt bys e
under publkpee 67 WL Bt e ol Low ng afear SE il s pargompe 20 57(FnGanal
3.4.1 RSA The ﬁgﬁ%c}ry f‘i%vg‘t]g '[75), nan]cc after Rivcst, Shamir, and
Adicman, ist P Puprcdisairyrog@pick: algublint €K € yptos{stem and is a de
facto stamergeheiatt avue Qi ANEWOL J 1781, The_%g%&rlﬁfg&é%*“ MRl gidhends on
the conjegtyrgd. difficulty of factoring TaFgeser Silires wailtshat. @ @r i | e 30
produce of two Pri n‘ﬂg‘”fed”?iﬁ’ﬁ"%q??ﬁﬂ"rﬂh@frﬂe’&amre-'thmmmﬁx@s&enﬁfmm%gdr_ggg,biﬂ ps on the
gener bt i oficctisp iamel 10 ruilhiey syshowik ehssicRALN G, ﬁE gc.. With a sim ?a? nunber
of bits, pi&taghOt Lie chose to one anot hér ?not e Wi QECs wefyfeihe uggph |

addi tion, many, aut hors have suggested that p and g should be strong prines
[541. The i | eMIfistzmitn: heteontlan(USmpat G tel URDE fundB3R693Q), SOVEr s a
met hod f orcugenesaThngo i onBeRHY o AL FTSR.and. 4 such that 'n =1 Bhd

fact ori ngy. 5 BELLEVED t.g be conputational “FPT nPELYT e wes cThidnRGA

al go:{_jﬂjJ t h)rFBIIpat ent vvar:;éé PSS 1Bk parsean pakwnitimvieaendhelss4Q5 s BeQis The
pat et exXPi* 8y 'grtErotpnemerie20y 112068 torxdhni. (S Digital Signature

Al gori t hmo be@n.. al gori t hm desi gned as par'F oﬁ?ﬂ@ﬁg[gﬂegi‘éeﬁuﬂﬁﬁ 35t fgust

St andard (Dsoﬂj{’ thHﬂ. As defined, it cannot be used for generalized
encryption, hi- ad8FeYAEEpare dndepuRBAsrf. S hifwkd 2AUGHSE-2004 -7 10 to
40 tirrres slkéwer for signature veriffcati )n 140) - DS A explicitly uses
the S HA;I hagﬁhng algorithm (see Suction 3.6.3-3). DSA key generation
relies on finding two primes p, q such that q divides p- [. According. to
Schréf er *r 78] FiGamglo24-b i t p Value is retired for long term Pl SA security,
Howevcr the PrSA standard [ 291

The REA cryptosysiem [75), namod after Rivest, Shamir, and Adieman, is the most witlely used

public key cryptosvstem, and is a de faclo standard in much of the world 1787

The security of RSA depends on 1he conjectured difficulty of facloring lurge numbers that are the

30 0 pritne : i
product of twa primes (g and g). There are & number of reslrictions on the genevation of p and g. They should

lroth be large. with a similar number of bits, vet not be ciose to one another (mtherwise o = 4 = Vpg), In

12 and g should be sirong prines 561, The Tlsllman-Bach patent

amethod for generaling strong K8A primes g and g such that n = beg
and factoring # is beleved to be complilationally infcasible,

addition, many authors have sugpested tha

(LIS patent number 4,633 ,036) covers

The RSA algorithm patent was issued in 1983 {US patent number 4,405,829
September 20, 2000,

342 DRa

3. The patent expires on

DS A (Digital Signature Algorithim)

is an algorithm designed ay part of the Digital 5i
S ] lgnature Standard

- As defined, it cannot be used for generalized enervption. In addition, compared to RSA, DSA is




5 does not permt Values ot-p Jarger Lhraa | T 024 hits (p nost also be a
multiple of 64 bits). The US Governnent owns the DSA Agorithiu and has ;it
| east one rel evant patent (US Patent 5,23J,688 granted in 1993),, Houeyer .,
according to NJ ST j61 J " "The D-S.4 patent and airyforeign core w
rparls 1 haf may r rsue are available for use wiihowt aT , N-~rifrten pg
rtniv, si Oaé‘%{”fﬂﬁg o'r oga; paynment ofrovultie lo 10 the V.S. goner xnerrT
| n a nmuch BfS slogerdynsfznaatrd @nifcalibn (S TSt RbIGSK Iy ame, . dgcancl 7t [611
that DSA Bess: Ity intiingc third party's %i ght%fﬁ’bg'ﬁﬁ%@‘&%/ﬁ%‘wgﬁwl of
the asterted pabg{g%es‘_, and concl ude that none of them would be infringed
by DSS. Extra protection Wi hindie petramedmudg sdbiit baRil- | Pekding (1 N{ eCt
that will W‘@\%‘éﬁ?ﬁlaﬁw%ﬁgaﬂheﬂa&hlmﬂd ;Fafloﬁg}g'h]ﬂs@\l&@{l‘]ri&r]ﬂme&lf'j[ ng.anyone ecept

t he gover naad nef @mipai Loy i]ﬂgjer ihzﬂigi(agfhrﬂts' during the" COGrSBe BFA shErd i8] ect .
" It nust however, be Ino{Je “that “fhe® SIHRGHP Paidrrink afédbitson al gori t hm [.81 |
(US pat enl4, 995 0831V YaPem: HoPstenaiiai e hahataspAreic Ml RG6Ss hi.s, Pat ent -
The Schnor¥<ipatsemnntei 51 190). Htsevet, Qce@Rl fuIYPleh | 2008- 20 3.4,3 El Camel  The
Fi Gamal  schene [22]{23}4 %‘!‘E‘Plillfsaeg f?r both encryption and digital
signatures, The security I's  Bas&d CHEANE AT Pecrarsdeiore diddecu] ty of ing
discrete Joga - thmg® " EROR i Wreted peehighionlia Vr $8bEGLL O,y ) Ves the

sel ectlfon ofa pri mesqr:s andsd:we «r andom nunbers g and X s’uc% that both g
and x are_ lcssg, fhan.p. Then ¢ alcrilate y - x nmod p- The public key is y.
, and p- The private K&y (€3 YIST|sgniadie ssiestommpua@nihbiobs A 4bstBoMa i t
uses the PYHEHEEHZMDI ffie-He]lrtaan public key algorithm 15][1b those
patents expired in rx89/75:.ElGarnal  public ke encry' pti(in and digital

si gnatures can now he saf el ﬁg}é}% mwprf‘ﬁicﬁ'{?fmi” Preftgititp tieetl party patents,
3.5 Cré %pt ogr aphi ¢ Ch&T MBHGE “ReSFONEY. EPvotocohsyiontrGef s, Know edge Proof s
The geheral princi ptheP8f pitut prefEa ol 02 RG se. protopcol is to provide
identity authcnticaghon. Jhe, .30, §| %% esft%%ﬁ%ﬁr‘?fg it f“f“g'ﬁfge- t spoi asu

takes the Corr) of ‘a secret pasSword' R sely myspigeringveensecr et passwor d,

and i C B responds $if{#e irwrse ofshegetiecpasswor d, A de(, tares B auhenti c,
There are threlemnmhaweps,0b haeFnavnt Benhdl Skl 09,0, S(roplist ic prouoco
Firstly, QRm8.E3 c@g% tgﬂﬁ@)ﬁon ed W th@ﬁ%’f%ﬁ%‘g’%%&%ﬁﬁa (Whrasret5.682)i 1| know
}what. t he password Ls. SecORaFs s et fhe fwenokmever tsher dpems SWOE il Bogg OF der t o
veri f9 i t>*hillfipal i f C i npersonates A, then 13 will give the password to
C (thinking C ™wasi#hal «{pysS - nprotrai sing the password. Using a
e0pYi glifeel 8. LSLLU D ,aslzza]l?f'ﬁ Fi%%”f Lo OB S S 6 e raaLithe sulihy BT ent |
because we ar e}@assjt‘i"r?f”ribd'mfmféf'fCa’a"!}%ﬂediﬁcirfsc ladatimmt @ aCiRR)Eeldne password (for
exanpl e in a Kepsahtop imblessehcisatabd £ ttial is not respected). 13
AUGUST 2QfW e '%Sm‘?p-iﬂf-%[% cryeto rgﬁgiﬂé%ﬁ‘g I%%%Bé?ﬂ?egéfpﬁ%%lc}b@@p@ Bls is
that jone enti %ﬁ%di_e clairrtaniy’ "gﬁ‘) suilig key i g med st Phetroivaniat har (t he
verifier) by At PETEY: Mot ddgethoparates BERETIkROWALLIQ, Q%wfﬁn?nscfﬁbﬁted

Wi th t hathosegnit sepirediict OURICRMGRII NG L0 SEELEL. L t.sel f to the Ver Pk
during th@hcﬂ{f%ipéﬁ%llmldSQ%’, rilerr]}qthe genera I zeq Casaéﬁl%rfmtmbfayﬁfﬁb@.—rsa%mu@d
challeng%"res onse pr‘(5't1 d6I*€" with some schenes the verifier knows the
secret, i | el-Niptagtanbic £hPlepdreResi@ascatroto sRAl z&Hﬁ'ﬂuJﬁz e ¥8t he verifier- A

good over Vi ewricefgerteﬁeﬁﬁmipié@ﬁaﬁﬁ&lie§ge&%ﬂun§>ﬁepr§r{9cgﬂd in | 1,

. 5 Lo provide identily authentication. The

simplest form af ¢ : 24 ;
Plest form af ehalicnpe-response takes the form of a sceret pussword, A asks B tor the seeret passward
.. = Ll ' -

and if B responds with the eomrecs password, A declares B authentic
There are three main problems with this kind of sitoplistic

, prowocal. Firstly, ance B las
wilh the pasawaon ¥ responded

d, any ohserver C wiil know what the rassword is, Secondhy
order to verify it. Thirdly, if ¢ impersonates A, then

comprednising the password,

A must know the password jn
B will give the password to O {thinking C wus A), thus

Using a copyright text (such as a ke as the p

that anyone is able 1 copy the password (for example
respeoted),

assword is no sufficient, because we are assumiing

I A comniey where intetlectial propurty is not




and [56] Since this docunent specifically concerns Authentication the
actual cryptographic challenge- response protocols used for authentication
arc detailed in the appropriate sections. However the concept oft3AUZIED004
Know edge Proof bears nentioning here 1 0 ['hr; Zero Know edge Proof
protocol, fiat described by Feige, Fiat agd Shamr in 124] is extensively
used in Smart Cards for the purpose of authentication [34] 136)[67]- The

prot ocol’ ef f e'l(ht‘: IMEITRE Btk S A S GG Res p S iAEp rA S SRR 6112 eﬁth}ad'{llv:'crajtthﬁl} proves its
conput ati O n@c J l¥ tc: ih ﬂtﬁe?fﬁfﬁ&q effrie LEH%\}\A%LT? aH‘mtm %ﬂqouqrdgt. {I;I"?t%[jis gl!uﬁ‘gn Blbge/samayd g/aimh(l}al ent

conposite inte Crori 24
to the assu#pt: |“c’1’f’r”°‘t h’&tﬂfﬂfﬂa&*td‘etiftf ey ¥ et ifion thape tig piowco! oR6E. frotbl geperdlBedlctseshoul d

he noted t hagmomtye c&:h&lﬁinéﬂ&aﬁﬁ%ﬂt&ﬁls thue sﬁﬂeQbﬂgﬁﬁtthet\@nm@Mﬁu SOREECAN in others
conputi Rg aut hentication using

Ki
only a fer'FFSEFui‘ 5 ”‘“ ‘“‘f“ g E‘r"’?““’é'gtﬁj g‘;@"‘ﬁ"“”ﬂ]‘%%%‘if ese PT‘I’—‘i“ﬁEI“W“’ fepd BRSULE be
not ed t hat ﬁtlch%'f'Zero Know edge Proof protocol is patented [#i 2] (US patent

4,748, 668, i ssuegh.May d&m'nent ap%s&)a}]v L%m@mgﬁﬁ'tﬁ%%mﬁumy%chﬁ%p%%@t @rﬂﬁng‘é’ay
function Foper at es o and returns F f mot be

detcrr-iinéd™ Ty Pé‘t'ﬁ’cﬁFk‘]"d ““ “Tftﬂtt‘t‘té%dttﬂtleﬂwﬂFé‘Etf?ﬁfE‘FFfé?Pﬂ&rt'%te‘r *fltﬁﬂﬁﬁvtﬂéf X,
and F[ X | ZegdnaFlng: Plobfvvears nighdwsing imn X, then col | i si ons must ex is L. A

|lisign i deh t al od th
IC:FX] 'shon i det Lt@g;@&tgtatvlad% I%Jf SER rirdy h“%?{f]"é\{xt‘y?‘/&‘ mHthr']q@?%s fje!r.teﬁ_m

1, Wen X é'ﬁ’ﬂt%ﬁ”t?g it B e P%P‘t“}téﬂl"@[ﬂ)@“”"t{ﬁéf 3§1KBL ¢ harisacohe st e dedl dmn
sone way, theasnagien thie: 1Q&tt@ﬂﬁlfﬁhﬂlih mll“dﬂftrtlﬂt ﬂaiﬂbﬁnﬁ@&@.ﬁr& rabts |t§}dmﬂ 9 cérﬂutngtt. lﬂlﬂ@rks

of a parti - roun
out put of st suiEzrARe RETREED Ay ARLo Re e Pl B e o i

function i dHe | ast out put once X has been consumed. A psesdo- coI | i 5| on

of the morrpressnteﬁbufduﬂettbd}rht@&h So 080 kPR cidShat b Ller ues
V, and Vi %‘ﬂ X 0(35| BI - lY}@ﬁ |caﬁ%pmmbm" E ¥ 5 that

VS VB B RO (POSI DY (L Soy oo cueh ¢
does not nean t Rl A shivgd braied ther deome ibeledin Pbof fr@ifcobs Siu@d 82 XUs paln & are

only |nteresi;eﬁgllﬁuegmpﬂ,,\g/w%fgkorre functions brat are repeatable in
di fferent nonlLxtinns nsider an exanple F where F[X] is the tin-i

c between égl | s U Yay Fpoglipss 5 given t for different i rnp[cntntations. This
kind of0F is theneforiewmoll émidthai Bl X, and Burds¥ 1 1R&h RGOP St bd BicSnined

docurent, e 66 Witk SEESE 0k il el ALLPY PG, LLTIE, of, ones ey, Luperions;

Encryption using an unk
Functi ons FRSEHHE Aist heptisiends debred @pe diffgrent AUGUSTILRO 0 eif tlc Smd FIENetugpt | on

Using an UnkKmomo xiKeys: Woem. &, 18S $aB&, j-Sr7gjcr ypt ed using an unknown key K,
the encryption { ync ion Eis efTectlver one- way. Wthout the key K, it

i s conputationa MG FRIS E Bits e BB ol mshin cegrivped irmepErty pritohe
functi &n i suepup i nyanp peees; X Yrokairint@ Blodko fig p@r&ctﬂiﬂﬁz{kﬂﬁﬂ chRBLAS DL AReR: 2 rdb‘f\yl
[ such

t L LT} Jal L=t ] B TIEKT, 1 t EK
e T A M T by R 8

contai ns ak qﬂésaeéltccrggﬂqqﬁhyw{ﬁatcgma@ aRehe ﬁmtprtmiq;rrmmqn(mﬁ if defihed 84 Gvo diflerent initial
values ¥y and Vs and twe inputs 3; and X, (possibly identical) are given such that CF(V,, X1 CF{V,, X
Note that the exisumce of a pscudo-collision does not meun that it is casy (o compie an X for a given X,
30 We are anly interested in ong-way funeiions that are last fo compuole. In addition, we are only
intetested in deterministic one-way functions that are repestshle in different implemeniations, Consider an
example Fwhere F|X] is the time between calls to T, For a given F[X] X cannot be determined because X is

nel even used by F, However the output firom F will be different for dilferent implementations, This kind of T

15 therefore not of interest,

35 [n the seope of this document, we are {nterested in the folipwing forms of one-way fanctions;
. Encryption using an unknown key
. Random number seguences
» Hash Functions

- Message Authertication Codes



if the one-way function Fis E. Symreric encryption algorithns (see Section
3.3) have the advantage over asymmetric algorithnms (see Section 3.4) for
produci ng one-way functions based on encryption for the foll ow myPUSEEBENS:
10. The key for a given strength encryption algorithmis shorter for a
symetric algorithmthan an asymmetric algorithm . Symmetric algorithnms are
faster to conpare and require |less software or silicon Note however, that

t he sel ect izan oftwygmm&@mu@am@s{eon the encryption al gorithm chosen.
Certain keys ar rong artiqular enc tion algorjthns, so any
key needs to bee?%eeg%legs%#gﬁs STT ]’%d {) an q‘"““ﬁﬂiﬂ"éﬂ [[:’vy“?‘?é“s“*f“g“ ?‘H‘g 1 R Eefectiyhyge:
perf ormed 8 ¥igyuglskedt. |'Tdhmmpﬁémhftﬂs nfefafitdelo phipih &1 foeyl KM | Arreamgition fnicdetein.

3.6. 2. Randemm@raaemen@e@.mm% a random number sequence R,
R....Ry R. ME ine tl m%n ﬁf unc ction F such that F[ returns the X
random humber in ﬁewr ano%m s]é‘&ﬁél e gy (}ééc%ﬂ"wﬂﬁﬁﬁiﬂghﬁﬂ o thittii Posyiblg o s

r epeat abl e TfepiElE! @Fl uyiphiictionD dichfequeahtt (X npHementat i@ oas. T e Mhahdenmtiariahed
sequence t hekehens capaptispe truly random 20 Instead, it nust be
pseudo-random th t.he generator meking use of a speC|f| c sed. There are a
| age number of JOELN "6'5'%%,“@11 R RITRETS %Fé‘?]"ﬁﬁhkj“b%%ﬂ“*"éﬂﬁ%l@ﬁﬁ YNy algorithins
generators {SEKﬁmtlfhi A tor prd8kingd esorai meamwsha:ted fedeesptidn gene lahahs raad"

(i ncludlng,stati - t e, ”%rjq_’ ens asy ‘ociated with
COI’lStI‘UgtI ng thermhe&/gCI gﬁéﬁﬁ%}jﬁm%&% T]hl e@eli" L‘LYE\/@V‘ P %ﬂUP‘Pé'HT Wt ate of

the field in [6OF™HEHafdr ty of random nunber generators produce the

random nunber f'Sg'ml&m@#ﬁﬁﬁuba@ﬁﬂ&%co%ﬂ?an@%l@ip]yﬂ %MMF?HQ%J& ermne the 1th
nunber |st0|t$ra§}efr4%the Oth nunber to t arge, it may

not be practi cal "FEoWaFt " §F *eof ey agof ke denserlisn B sncryatics 4jzerithm ehppra. Gofrain

r andom nunier argerielrat or prrivalbr dogsionklkoitins A0 MR ABER SShel 1§ ﬂa@]mngﬁl tm@ mdgl um
and Shyb deld g «tde, bdedlmoanakal.or uld ik
pseudo- r an gg] seﬂqLueLFlcﬂce;Jg enerator otmgadl:'echksi‘ Ilkem}mé‘u:'ém” mﬁ‘n"’léj or t seeds | ong
sequences Rtedom; fp %’?Pﬁ%‘a‘F“l n every way to be generated by 30

successi ve fli psvafiera cabh mﬁmnmueﬁwgy refirned,. 4R 8urre mPQnLH»agﬁﬂQTnﬁ‘PQJch [hjrto]
ive

nore como r Q. as enerat or. They showed
certain asg[{ﬁ{)&gu?%% )ﬁqandm\}\ﬁlmhﬁ“" lh('::lré"rldr?g SHBED GIPRpRYY T T e T%“t%i}:“g@ﬁ@#’éﬁt or

passes ext PenENy stditfgatimplenetatioe dlbe tredtrgntii e:qBBS Lgsties ah@i b @y r@sioan

sel ect Btng Ihseedd 161|ﬂust1§:pa(,uﬁ£ Mmgmngqggﬂr LG m,h@[g M ;304 re large prine
nunbers, p+q P 1 i L4T 3EI he i ﬁ[l?ctll a E[gt ate of the

gener at or B,?I VER %ﬂ f '*‘”*Wf&? =S ”f(‘q&%S CORETHSIGY TR de9ig s90diradem piahercnel e eyth,

rel ativel ylﬂﬂﬁ frseribes whﬂt e aizepseu thoed” @ﬁﬂl@fﬁgbﬂaﬂhﬁh&n‘tlﬂ&mﬂ magh_rglpgjmeﬁ.; cant bit
of X Wher eisofiarX willP r t n e allows a
di rect cal cul atj.on o%nﬁﬂfmt@ﬂ ﬁéﬁ%%rg ﬂgﬁh“}hm ﬁﬁé%]ec%g%]%g 'S I“E&qu“'w
AUGUST 2004 - 100 oRdrardempReie gengrarers prodyep dhe /(rindom pumbgrgeom th - MNstla o it
know e&fge afy ‘r’fﬁ'-“ail’tdltm;metthhe”' gedmeriad Qbrat@sh Ik ieidhe | HDe I$9§Hf='etjym39 not he

cal cul ati cr;lg“ﬂ%]t%p!& Q.sconjectured difficulty of factoring large

nunbers) . first defined, the primary problemw th the BBS generator
was t he am)unt léqw%ﬂlrgrupséﬁme r:hér@dum number generator that Zoey allow random aceess. In [10], Blum,
Blum and Shulr detine the ideal gencrator as follows: ", we weld Jike o FRENAO-PIRUIIN SEQUERCE Fereraior

te giickly produce, from short seeds, long sequences (of bits) that appear in every way 1o be generated by
30 sueeessive flips of o firr coim, They defined the x° mod n generator [10], more commaonly teferred to as Lhe
BRS generator. They showed that given certain assumptions upon which modem eryptography relies, a BRS
Eeneraror passes extremely siiigent suatistical rests,
The BBS generator relies on selecting n which is a Tum inteper {# ~ pg where g and g are large
prime numbers, i £ 4. pmod 4 =3, and 4 mod 4 — 3} The inftial state of the Zenerar 1s given by xq where x;
2 . . - ' . |
X" mod s, and x is a random integer relatively prime to 4. The % pseudo-randam bit is the least sienifiesnt
bit of &, where:
R x“i_. niogd n

As an exira property, knowledse of p and 4 allows a dircet caleutation ol the /™ number i the

sequence as [ullows:



5 liar a sinle output bit. The algorithmwas considered too slow for nost
applications. However the advent of Montgonery reduction arithmetic [58]
has given rise to nore practical inplenmenLaticros, such as (5 ) izauknsT zaddi
Lion, Vazirani and Varirani have shown in [90] that depending an the size
O n, nore bits can safely be taken frampx, w thout conrprom sing the
security of the generator. Assumng we only take 1 bit per x, N bits (and
hence N iterations of the xhh;rmg.emerator fuﬂ@gegnﬂad%e}@lﬁ needed in order
to generate an [ n out si de obse iven a
particul ar set ON%RHISt kno%rle%?{i.'effp qulbqg{.hB %eneralor nitgt lﬁéﬂiﬂégmt,hgltytcﬁé’ﬁ%lgkg rblicf o hher
than a 50/ 5ﬂ1T?5WE?Bd@"q“F‘¢L}?fﬂG‘ID#mﬂ|¢T§ nuibery). and q arc bidden, they act as a

key, and it is mﬁpnmmneﬂnaﬁdpmmhm@a@mmtﬁm& Qe§ emama.@mE BhhntrboStdgam and
tional i nfeasi ble to determ ne

conput ecX, p- A
The var o’ P Bl bl phCuBuBR v IR kafon o Dt RIGr s GHFI b S
| ast feat uPbnigekesrediseongehee it H] h&meewv&ywmmhﬁee{cem uuvmnuﬂfslmﬁfsudh a€ @51, 1pr oduce

i dentical Bidos OQURACRS Vi i Lben in 1) b@ﬂ@ﬁehmégem o mé&maé m% cal %ﬂ@g
bits). Even, if xlpmghirclr}m%, are known, for a given F[i e“derived

as a Se LU 5Ess) gmisipgifie ssQiily of e pRREHORY 2| ue of cour se i f t he domai n
of i is known, tAhemintkeciseskedfbitpass Nl jdd ese NSlcraﬁ@leQ&Cb|tfgbi’(u,¥a&8fu)1momv&evel’
there aje pg,ﬂ@@l teg;m |I " t , ] _.good

particular Rt I er ork ﬁfjé@&l\j ﬂgwﬁlglgﬂ&qmpﬂ?lh%iteb?nde oﬁsersvgr ,élg,tn s 1u::u$|ﬁ%et ?]FéuthUr e of
t he probl efﬁeﬁeé‘-‘ ”Ph"élt ‘“éﬂf’fBBSw@“éﬁ@ﬁf bit giper t!l'éfe%mﬁ@nﬂmmhéw Y tlw x, 1pd sﬂmgidandyelae apf
known | enght ey, dnmﬂﬁﬁaﬂpuidhhnuﬂj’ Bk 16 Med aﬁi%ut&fx hY@:FLhTﬁ)Hﬁ chiERELNS and an. s‘é@b ng

degenerate l Thus ener at or cannot

ol | e fElRnLB e g thipgizg R # hacweg teRor ol giretod m‘dgﬁék’:ﬁ Tiig

al gori t hirs laghfqage 11@11353]@0‘%134'*61@1 oneofay [LE{hgrent uhdetf @ranprduct Rientk:e iy teuendes taﬂhegn{aler i od
for a gi Veﬁlnﬁlﬂl@g ﬁ' hﬁ%ﬁanﬁtﬁﬁ 5@] pwenﬁt r;?s[lh'%% kﬁﬁ”%#dﬁg@?ﬂ{l i ca:[]njn O-,%ve er\N;r‘_la ]

Functi ons 25 y F % t i ons, known

arbitrary fendgtH WB%%%%‘ SRy 'mf ‘i"é’ﬁ“g‘f e dogg@np! (dakyes epdR sf afrmt*rlhdwﬂsa?e
referred tddr&sdﬂrﬂﬂ[mjl\/] Since the input is of arbitrary length. a hash
function has apGARRr&ssS) 7ol eTelo} RLoduce a fax l.engt h
output. Fl ash. functions r%)ﬁo ﬁﬂere gﬁ}ﬂdhgaﬂggat %n%mmdbb%en{lp?ﬂﬁc”%rcplg‘r“ t)
make it di PFIEEIESE R EoPiFRe selening s iTbrstubrmdithe protlen e#fm#éﬂsugqanwmtfwmm caipout M

from | F. - Mnmeemammmodnhmsnﬂa& it RaiEXh Sds.of TIRST mn@fﬁpinh&ﬁ& o RRSerHEAM,. E&%m}hat

the hash a resi st an 30 that for a given

it ical't - Eoot ThTRYS «PERLREB SR h o deni e b e gy, Specin
applicati oﬁ%"”ﬁlpéex'ﬁ{ Egertipe? off Hi whlgleintirglthg danizih hifvhd merilpsucQliven SkdfveYcerfamsi St ant
(Le. it shﬁellmduqlzenmﬁﬁsokmt,p find two nessages X and Xi such that 1IPX 1] =
HI X2J} ﬁg %fﬁs described in [20.1, it is an open probl em whether a
col I'i si on- SHIRFHYE  function, in the idea] sense, can exist at all
The primary app‘inuoatunaesmwﬁmndnamwhmm fBfGioksSmiprtitae, Jér@ﬁHﬁtshg}qu%cﬁ& 4pnput
nMessy a | i I fore at|

digital S|nl g%gt% ngggﬁ gﬁd?nlﬂﬁirrrtsrwe b ddﬂf ‘:.mceq E ng]fngn&gﬂw “]d’ bﬁ“ﬂ“é{?n w8

si gnat ur es’ CARHE" EFBAPN pHE mfRﬁ‘Pq“Bw*ﬁgd lﬂ@k‘aﬂﬁmﬂeﬂﬂszﬁlhmmalw bvgumbisage M

t hat dsayshdahm@m Br&1e" nml@e ISiﬂlﬂ'ﬂlSl A Msikieg dﬂi@dd@é’ﬂh\ﬁ@%ﬁuﬂfaﬁi){n ahn@f‘ﬂ f‘? ] b
greedy, then s esL.Qr ok Hivt2] =11 ut
13 AUGUST 20046'3-?4“’%_5[e Rk S g8 pptint i *ﬁ%ﬂ@‘&?‘ﬁﬁ P &F@ g %&‘LPpLF grcimage Tmégjﬂeﬂg

mffiolf . thatfoeaeiysh Xidliy @ﬁlwﬁ w@f X2 bysh BREd K | 1 4ns wumml @it appdicdrisnsdiss felyomal t

to f| I’ld Sm'hSh ﬂ&@l‘lM‘ﬁ Uﬁ&m&#ﬁ{ t{;f” |q e s A c
onel ' one. M @ N%gé hishiae B8 $hAN gggzy\? 8‘5}% Ao o

S| LA-
derived fram N%k/g{ ]""'““‘[‘““7”2"1S d%“’é)b“%T WT‘F&S‘Iqp“W‘iP@ﬁ‘t“f‘Fth‘frr‘@dU&‘f@d“mL hfrsra 0] [72]

in 19 9 O funcliqn. inghe id@nlsyose, merREit@ihor e because all ot her one-way
The primary appication for hash functions is in the reduction of an mput message inlo 4 dirital
35 "firgerprinl” hefore the application of a digital signature algorithm, One problem of collisions wilh digitat

signatures can be seen in the following exampfe,
A has a long message M1 that says “f owe B 870", A sigos H[M,] using his private kev.

B, bing preedy, then searches for 4 collision message M, where H[M;] = IIIM,] but



hash functions are derived in sone way fromM D4, MM is now considered
conpletely broken (18] [ 1 9] in ~that coiiisions can be cal cul at ed
instead of searched for. hi the exanple above, B could trivial RfYgetat e
a subtitute nmeessagc M2 with the~same hash 10 value as the original
nmessage ML 3.6.3.2 MD5 Ron Rivest intrduced MD5 [73] in 1991 as a nore
secure MX. Like MM, M5 produces a 128- bit hash value- MD5 is not pawn
Led | 80] Dobberdnka ’vlzdﬂﬁ.@faiﬂbﬁﬂa thewspatus. afs;Mbratkely it if ecenteresat t acks

[ 20j - descrl bes lﬁpdsgﬁuqtquﬁ%mhm s 15 have been found in MD5,

T(nsure:hatn
i ndi catl ng a WeRR BB i réssion function, and nore recentl

col | i sions havdsxiyemss of wilidn TETW”S““LWHW%“ funcHers ABHASHBYH MDHITE] 29 RUEND- 160
conpr essi Orﬂﬁd]rﬁ“q&gh&@dmm@hgﬂﬁ?ﬂre schenmes where the existence of

col l'i signs 1\:e dire ~ consequences, However MD5 can still be used as
a one-way tf‘nlct In addition.. the ILMAC-MD5 construct (see~ Section
.3.6-4. 1 ) i s roh Rivedt IuecclueEdW[f’f}iE%]én 5 dtieptly matiered kose beci@se@ll thg oSyl 20
S HA- 1 [Z%LmlﬁﬁﬂYEﬁf%ede%Lan @E1ew§5oﬁ'{m1a4 bUt has a 16 0- bit hash val ue~ (M
D5 ()n 1 v hus 128 bits of

ha va was d SI ned  and
i ntroduced by t REPNSPoveprsifsrd cfm‘%}&“‘rb&f’“‘h%ﬂ”’h’“ﬂ%b‘“'h‘*‘&i“ﬁ%ﬂ éﬁﬂ*ﬁ%ﬁﬁﬁ%ﬂd of
Standard  (seaBh&)fpr. Tihig: egamipdd ahasle. B guliinissiile genercte 3 abitiptd ronsayeld. witiahd sede ha@l 1A J2

7 11 bug, vq,gl}{ mgn 2f 1L fd, was revised to become SHA- 1 [28],
S5upposedl y o rect éﬂgecurl ty flawin SHA 1 (although t he NSA has

not rel easéef“t H’é“s mat hcmati cal  reasoning behind the change). 25 There

are no known cngcpkaﬂegamhmcadm:qajq&l A9 bdsASioreSdcute MDA Licd M8, Mg prbGicesall 50
nore resi stant . t ?teﬁtgg{'ﬂ%‘?dé% ttacks than MD4 or MD5 sinply because of

the | onger ;*,{%’* 1Est ernmerit owns~ the SHA- 1 and [)SA

al gorithns (a dichbertildescriley g stiturod MET RIkE fene dkiko B0 A Hy desirtthimhowahed dawedlisiars
part ofjs DRgvebdenFuhd |r1aJﬂ§15 Pasaias 4 W&RSL: in ﬂ@ﬁ}lﬂpﬁzLﬁM@tﬁEtmﬂﬂﬁ@ ﬁﬁ}%lec&nh& SolR@dnent
5.23 1,6 8 8 %rante %Mﬁw ceor di g, L9 N ST [6 11: "The
DSA pat ent "ShEaty) fa’rs B‘F@‘Fﬂ o g=, ‘TJ%?F?@J“ Tprpgeppresigrin ey ger ﬂ%.‘Feé*“ Vi | abl e
for use wvhbeus exiange Gﬁﬁ!mlhﬂlﬂﬂiﬂmﬂﬁiﬂmﬁﬁiﬁEtmﬂqu'lrllﬁlm&@tfk-uﬂﬂyﬁfﬁm&tllﬁfﬂ uEdyiad dne®@sy t 0
the U.S U %.’ITILtI{JHnITI a@dﬁﬁﬂ%lﬂﬁ%& Qﬂ'gi%[;nstr&? éuasléﬁl%ﬁ 9B Nr%ﬂfﬂ@#] h 3&5%‘3&1%95%5,&”9

docurunt J6 ‘Sil' DSA an o not |n ringe
rights 35 "“NPST eyl ewed al | of 1he asserted patents and concl uded t hat
none of20t hem woulHg- bies] id vafrsinniged MOBYybuDBSa | dBxdihat pmm{mmmhmtﬂ bhildef nadnl tten

into | he P%FIL% 3%.' P‘LMQE ﬂ?gdcagld Jnﬁmged\é’% LI;]!: NISW&%Y 1919‘{ fur us]@ in the [ga{] ?ﬁtﬂ OQ éard

i ndi vi dual governren |nfr|ngenent
during the 'i'é'b‘dﬂ"é?é Oﬁﬁﬂmi Mé Sb?ddif@t!mt'ﬂ“ “-ﬁ‘i}ﬂigdﬁ\w@ﬂST bOEZ saon mquntq Ry Stvisignever |

be noted thadont bﬁﬂ5¢iﬁ?@ﬁﬁpm@&ﬂ ia%mdmcaaswm@ ARk BQHAl MRy S hsh WS BAtenRi punber
4,995, 02) ,Fl),%@ent hol der DSA infringes hi's patent- The Schnorr

t
patent is SRl FegeoRgs Peﬁ g Uﬁfq"?ga} 2008, Fortunately this does not affect
SHA-1. 23.6.3.4 Fﬂh@ENE)FlEﬂ_]ﬁlﬁ‘rﬂRtrﬁiENBﬂﬁ.ﬁﬂm{kﬁﬁdainhtﬁﬁ la-1Hag he ifs wlbo dudRregd@mt e direffoream

U5 pr odecesQk RIBENRS shokbolleXehOBRE @llfic Eur opean Community' s
RI PE project In m L : pﬂj " gest m&FP P EM D- 160 produces a ]
60-bit hash Thé LS mcmmtntnwns the SHA- 1 1|1 &.ﬁ a!gﬂnthmw fa digital signature authentication

algoritlun defined as part of D33 |29]) and has at least one relevanl patent (US patent 5,231,688 granted in
1993). However, according to NIST [&1]:
3 “The D54 pateni and any forelan connterparts that may ixsue are araitable for wse
wilfond e written perrission from or any paesient of ravaliies 1o the TS
gonceraarerad "
Tz mnch stronger declaration, NTST states in the same docoment [61] that TSA and SILA-1 do not
infiinge third party's rights:
33 "WIST reviewed ail of the usserted patents and concluded that none of them would be
infringed by DISS. Extra protection will be weitten inio the PKT pifar profect thar wifl
prevent an grganizafion o individual fram suing anvorte evcepd the grvermment for

paterns fnfkingement durlny the course of the projece !



result. Tuned for software inplenentations on 32-bit architectures,

RI PEMD-160 is intended to provide a high ]Jeve] of security for 10 years
or nore. Although there have been no successful attacks on Rl PEVBUIGO4 |t
is conmparatively new and has 10 not been extensively cryptanal yzed, The
original RIPEVD algorithm I1l ] was specihfiically designed to resist known
cryptographic attacks on M D4- The recent attacks on M) {detailed in [201)
showed sini | ar waﬁjgn@a&.elsbumem&@tﬂd’ﬁwﬁamnml&nApaﬁthmfmmmg;ﬁ@mﬁhﬁehough the
o e S L VR RSR  hy TRE R PR 2

R] PF, ML7- 16643. Mrmﬁwm@mmtmcn% pbublic domain, and requires no |icensing
or royal ty apayieirtvmbass. 6. 4 Message Aut henti cation Codes '1-he problem

of message auth t|o ca as fo w can A be sure
that a r%essage gﬂ%ﬂp\%@ fsrﬂ 'Lfrﬁ’“ll‘““%gr'”f‘ '“f“éé“t”“fiT“b?ﬁ’TF@[PFM'RH/@%E':é{b‘é""“’d for the
aut hent i catfivepean §orokifnfrey IEIHE pofearn BATN Ayits autdrentaC AIPEBID-16d eserctpaidi-hinhthe
Section on w..Gf YRlQek ammd@ .[&lﬁ\lehﬁﬂ& i USROS LorlL Ok @Eﬁbsflm i Xm&h’ed@p@ btk
authentication , one entity' (the claimant} proves 1its 50 | dent

anot her (K& P eBE)for WEF "ABeSage  aut hent| cation, we are concer ned

Wi th nmeking surehiugmiberdhavgbated ﬁﬂﬁﬁ&gﬁ.ﬂk§m‘fﬁlﬂmmm&hﬁbﬂlﬁwél¢ nehsSmd a0 m
Ideg',tl hg??gﬁ?% 1&9@1%[151 g‘g@%aﬁgdwﬁt hsg?nre]t 9%? %1\:/1%@1 'l wass(s)ucha[l%Qeménad% resist
aut hent i cathom, svgtopprbicaacgenngi P dregensvi@yacksan “Eb‘édfﬁ&ﬂeﬂvd [0k <88 *ﬂmwar one- way

hash funct i@fknsses Mabe 18 BEH D G2 hashTE-k @Ch&h@m,hf&@ nRkRARASy thidasibal {bied QNS

such as D5 5 ne n IS represent atlve of
the origi na“ﬁ?e}rlflblu 13.138 qufﬂﬁsé{qub!f“”'ge’ ”511 eﬂ\tﬁﬁ'[ﬁ%ﬁ@ta ”“’f)é'g‘%@? VEEMPrFdm t he
hash val ue, A sﬁr&&ﬂh@ éﬁﬂtlamkhﬁlnybl!iﬂﬂmwmwdFtaulrmnd)btmenr vivabneby 3 1S to
intercgpt ke n&@g@g@ﬂtfl&ma}@ncﬂﬂpd substitute hi p own. Even if A also
scnd ~ a hash of_the original ness B can sinp substitute the hash

(if his new rres§§‘§g%’”h"ﬂ§‘|‘tl’i'§““¥ﬁ at‘fﬁ%“?ﬁg‘iﬂ“ﬁ%@ﬁ“‘?‘ﬁ’ﬁ'd‘?i“h%ﬂ%sone, A has no way ng
Ghat B' s nessage has Hbee-mmang&jdfa:&@m@t@p@ﬂh@lm@m;Lefat,ﬂylem;p#obl em of
message aut henti RtlC r. MAC. Wen B
Sendsgn'essage Mh'&:ﬂgsth’ﬂq} ]n!:n%cag EI;'[] Hh/ﬁl)%ﬁf mE]].ltlllf-'V ?J’]Il%&hﬂn @(ﬂe‘ﬁ(.:llebi%\zlél?ﬂﬂ_ﬁﬁcn?n Elﬂ knOW that
Mis act ualmr‘vymgl#nhtsrﬁ*fﬂiwgi:wvomﬂmsﬂqc@s}b‘ﬁlﬂp@stslﬂtblmelmwnmlye1ﬂ1t:rrfnhsttammab¢»e~ its0
producena M%ﬁt@tfa aﬂcﬂhur @ﬁderlﬂal}aﬂﬂl theds @8 auPertiBabd, dhe BE condiheg sﬁtﬁ’mé{ﬁ{g}sﬁ%ﬂ% Agai nst
MACI M . No ent from encr%ﬁ)&tlo MACs arc

usef ul ”' ”'L"%"%‘ Nf‘%l%%” o ‘E‘““Hé\w”'l‘be BETIECEE e e Wi WP‘&%’%W PetHEH  of
constructi Ittgdﬁatmﬂm Whikeririasetias bes f b ticoriew & mboaze Ackeypi i hendhadhikalne i t h a
symetric aigfdiifagl 1. Hash the input message HM 2. Fncrypt the hash
EK[H M] I3 AUGUST 2004 This i s nore secure than first encrypting the
nmessage and t heft fﬁégﬁ‘q‘lﬁt'ﬂ%méh@ﬁ?%éﬂp%%d‘éa"’Rﬁ%c Hastndigspnps guch ps MDS rely
asymetfi c ocgypiingr bphiduefiunic tepoenein o wiged inp i i begipRie aﬁmcat:rederwed
advant ages el AMANLALE Ay GAC uh& ¥ PRS0 LB | tm?k@ thedmessaﬁ S

Section 3-4. However, are "ac}vantages to
one-way ha&H SF"lj‘r‘u‘E‘FP’oH“li Feandbtipleredating it sricis mww Fan mwpw@ﬁheéwh as

that 511 OafiiEne®@Me:)UsingReRyay BEE AUERH PR MBY nd fASHR ki n\iﬂ%ﬁlfapﬂﬂﬁlésﬂl sQEner a]

wor k rmuch Laster t han encryption; Message w re. because is at |east
the same size Y{/lWmIeH[I\/]|saI|xedS|ze(usuaIIy
30 Dne solution to the problem of message authenlicalion is the Message Authentication Code, or
MAC

When I3 sends message M, it also sends MACIM] so that the receiver will know that M is actually
from B. For this to be possible. only B must be able to produce 2 VAC of B, and in addition, A should be
abbe to verify M against MACM)|. Notice that this is different from encryption of M - MACs are wsefy] when

35 M does net have 1o e secret,

The simplest method of constructing a MAC from a hash lunction is to encrypt the bash value with «
symmetric algarithm:

1. Hash th: input message H[M]
2 Fncrvpt the hash EK|H|M]]



considerable smaller than M; Hardware/software requirenents - keyed
one-way hash functions arc typically fear |less conplex than 10 their
encrypti on-based counterparts; and One:-way hash function i npl EfrgRf-dtP8ns
are not considered to be encryption or decryption devices and therefore
arc not subject to US export controls. Ltiashould he tinted chat hash
functions were never originally designed red to contain a key or to support
nessage aut hent Tatsin@R-scoAs; tgn Iﬁﬁﬁdﬂ]:1int:n§mﬂﬁas@d§,e hﬂ@heﬂ&f&iﬂﬂﬂ& QfryMSI N Gafashy

functions Eermpeﬁ{c DL ILHERS @»&E{g%‘l& caf%uh :: iy lg;e u‘.:sed mth §|frgprla{ggdw\é9[£g!80’l{rla functions

t hat concat'enate rre’ssa es secr et pr et have
been propodkdBe] ira} Wwﬁfé‘?t”b?flfmﬁﬁé%‘é‘ %Hdhlﬁb‘:‘”r?é‘t hods have been successfully

attacked by sophiosiwiCihased ahvimasso hAdlak84/ i sneAddidd QRAL, MAGD.NaYRREEN

suggest ed sed on X »{ S,1.and Toeplit/. matrices [49] (i ncI udi ng
t he spegl a alc”é‘f’s‘@“’%?“%%%%@%gﬁ) 'fi'Rear Feed Shift Register) constructions)

3.6.4.1 HVAC 20 57H#es bidusCoigorns bl Ghatioms 1§ Ghirid votknnuplaltidr dub eerypdngai ni ng
acceptance,as a,gq éenafpﬂegalgs EK ] %rmsm HESRAMS as%fl&mﬁ@gmi%h. o) spetlh 414
protocols. The H constructi on acts as a wrapper yi ng
hash function FH4LHNIERIBERMEy. Repl acenent of the hash [unctl on is

st r ai ght f oswar d Hhdwgtesitiied reﬁﬁlﬂﬂerﬁﬂ kSRE bilel oy LAk fun@%ﬁqfaﬁf PGS 188 8 pfex chan
However, the major advan ﬁggmmmr I he HMAC construct is that it can be proven
secure pr ovi deci1 fhe H 8™ unction has some reasonabl e

crypt ogr aphic sﬂnfeﬁgthhﬂ;h fuﬂcmdnatp!czr@ufaﬂidm S 2bsigtadengtehs raner did@aid dvices

connected to th%dsﬂ;e;e@@‘g{rpmpgub]{eg@n [[l‘?ﬁ?nrfc!ﬂnnﬁotls' on [6]. Since the HVAC
construct is a yrapper. any terative Junction can be used in an HVAC

Exanpl es i ncl udé® @WL“W‘“CW“F IpqRRrie RN PERR GO eniin adyete st
fol | owi ng defdganthieaiisionl As arestih @onktas hogfnumaslgom.r@e,sg AnMIB: tgf,u@mgll\j)%w n

number 15)f mttﬁﬁmm‘ﬁhg\#ﬁud'\égﬂth f&rﬁﬂcgls thg'l T:at ate n!?:'se.\%qui. Wi secrﬁpn?{uh tguéeccs rc%}?ottk ey

the data to fon 1S
shared by lf%r%befwnfﬁéth[;%l’g 2] [fﬁ%ot-the@g@gguqlwlgdq lagk G spicemeiglly atiggher] by@uehlricared

repeat ed Gdedni [3EIS4 [[75] haldiMACMALgRKk-d ﬁemnaug@stma&@bdmsch&w @n RAe i 04
bytes by ap 1]dl crmgﬂﬁ x00. P%iseusfﬂ'& %Mg ](rel d ch K 2- XOR the yte string
created in ?ﬁ ) Appenagaraeast F‘égﬁqﬁgﬁﬁﬂf%ﬂ@ﬂm&/te string
created i nt§-2] HBt‘-"Lfi‘AppIy Hto the streamgenerated in (3) 13 AUGUST 2004 -
14 5. AOR the 6l M@C@;LJUHR‘“ ﬁﬁ[@ﬁhﬁghwﬂrlégr?uuw AELQFtQJRQQS(ag:IHtAr‘%QM qchcl mfafag?

result from 4? fo the 6 {;te string res

the out put™Bf"(%f" éfﬁ'ﬁmo‘ii‘ftbiﬂ The EMASSTORtrcTiRv Rt a5a wRe Nﬁ‘l@ﬁ[ﬁ(ul’(dcgyiﬂmad) |
L[ (K f i p@aiod in Mplckiie wie Ramoended i 8yh fuadmgd B st ahgfﬁlf‘@ﬁmh fastedUublolsSourity or
al t hoth i ﬂert&ﬂugtlrf:l: Qabuﬂsohmpe%er lh@lg%or a&»m%;qbe of the MJIWQ.%‘ const?uct is that it can be proven secure

provided the underlying hash funcrion has some reasonable cryplographic str engths - that is, HMALS

25 strengths ave dircelly connected (o the strength of Lhe hash function {6,
Since the HMAC construct is a wrappet, any iterative hash [imetion can be used i an HMAC
FExamples inclode HMAC-MDS, HVAC-SHA L, HMAC-RIPEMD 160 erc.

Given the Jollowing definitions:

- IT — the: hash funelion {g.g. MDS or SHA-L)

WNo. n = number of bils eufput from H (e.g. 160 for SHA-L, 128 hits [ur MDS5)
. M = the data to which the MAC lunction is to be applied
. K = the secrel key shared by the two patics
- ipad = (36 repeacd 64 thnes
. opad - xS0 repeated 64 imes

35 The [IMAC alzorithun is as follows:
1. Cxiwend K to 64 byles by appending 0x040 byres Lo the end of K
2. XOR the 64 byte string created in (1) with ipad
3. append duka stream M o the &4 byle string created in (23
4. Apply H to the stream generated in (3)



| ength of the hashing block). A key longer than n bits does, not add to
the security ol" the function 1. HVAC optionally allows truncation of the
final output e.g. lruncation to 128 hits Truro 160 hits. The ["BAAEST 2004
desi gners' Request for Comments 151 was issued in 1997, one year after the
algorithm 1 {1 was first introduced- [ihe designers clained that the
strongest known attack against |IMAC is based on the frequency of

col I'i si onss forx@hg.eha%he HribB 6ledrinn Hh Begabection 5.5.10), and is totally

cons: der o hashATIHEE BIFRE HEPRHGPE TE SULBI T Bhgih- 1o 126 hies, the
attacker ngeds amhddguliercatpttiveCod pepyt lhrmstsllage aut henti cati on tags conput ed

15 (wi sh the nape necret key K) an about 264 known plaintexts.. ? This
would require the proceSS| n fat feast 264 bl ocks under H. an

i npossibl e lack in any' E%Ngﬂ cHé'E@r?B‘idf’Hm‘(f’HJFd”\% bl ock length of 64
byres this \Aoundlfca:kﬁexﬁéﬂq,ey@@&wﬂaa"aﬁnbimdlamgantshmu@msmfnnﬁ)mn 6dlbviakithe and
wi t hout . cret.. i I hi k could
becone reaIIh f[rhg h%sél'lf’{%?bl%? ; s’a‘gt'rtai ]ié%é tt’%"% phs &“IEHI’IH%IE h[Iﬁh ?uéﬁyg!nﬁ%ﬂﬁa\gﬁ? or of the
function 11 ar e”Mi*E@B%Flbdﬂ%"é fruncption 2Hyhgt) quﬁ’i'@ﬁs'ﬂ“@ﬂﬁ’dwa?’ﬂélﬁ 30t Hessages) .

auc(: h ha di :c fsc over 'Yhe TINDALE .gt-,ng@}sqwqh dHor ﬂoh]ﬁieﬁtﬁﬂﬁﬂd#aats@ed h @37 aaenamu 8 dtg: Hef i an
t he e ects

bt Gnar= e e R AR Sentg G P AL e ¢ vey
certi fi cat®guaticd coliifins fHole keeh fundfn B (sdefefion 5.1 1), nd shodilynegricgenl 1051111;1&@1:11 t hen
2' shoul d ;Qé‘smhﬁl@h@&ﬁﬂmmsth 2s. This should be contrasted with a regul ar
collision attack on cr raphi c_hash funpction, where no 25 secret key Is
i nvol ved and 26% &t ""1‘ ‘é copsiien Pk it e MR e e g Lt £ & to find

col | i si ons Mor ekitvebemtdiy, nedd/AGopio tho cats! manupdunteplayin wpr @manid on

corrpon%nt s [62] fnngﬁ?e LF&%&FE‘QE_IP !xﬁ.’ﬁ]%gﬂhmﬂ EQJS.QﬁLJE I quﬁqp) u’d”}ﬁ:rﬁﬂ?t ure and .
replay o [Tany M M conbi hat1 on {"a given tine period Finally, it
shoul d be not edvft’ﬂff@ffﬂxlﬂn\meﬂiréﬁﬁWFFWéd&pﬁbﬂmwwafﬁafr% t BOTV AL FREUr s no

| i censing fees. g Feeelaie BOmn Mo RakRN1 S, ama}femmg;&\dmqu HMAGH:, 30 3.7

Random Number s L?i?rblfqbﬂr Gum:a%{ur{ y/% ng{,re'l\/’?] '%\’a%efsu (l %halilcsuggcfmufd%ecégpr?ggun’c number
gener ator as a one- I on S rea been exaln ne wever , random

number gener at oy if ﬂqw Jansdn r\#efroyrswué&ﬁmlmt@éfﬁmﬁmedt 11 wie wihcoearypt-ogr aphy,

securify, and agihent }0%}!9@50 m{lﬂ@gsﬁ ‘i‘%@@:slrﬁ&jg@mm%macme HmsMgs concerned
with defining. good random_ nu rato Knuth, in [48J describes what

makes a gener at’Gf" ”‘gﬁb’iﬂ”@ri”ﬁfé{f”d‘(rjn?}ﬁgm”%f)’?‘f;?”s"tfir”ff‘aﬂ“"f‘@’é’f’@)’ morg S RE Mg ener af
probl ems 35 asseoekabedenitd: ¢onstaut tipngsipherns, pMikeauaglivesas. hi gh ]eve]

survey of the C@fJnﬁ»ELI irg i L& hgfh f\%{tht%n 15] u?éddthénn’ [sf?leld be g:‘gﬂdgjlth Esble rises for

random nunbers is to ensure ssages var Consi der a
system where ATBHEPWHiesomgstadyi g oy golivpiggack H%)%‘?ﬂ”tgjﬂﬂ'lﬂ? haplh s GRS PPTE Mo n
al gor i 1shm Réadecesvihe amﬂ"rlnn@btﬁtp]bltmm&fpmahung!u‘!ﬂ%@m' R Eds@Rs, at t acker coul d

simply record [ a em back to fo 0, need
For” T he at ¢ ackas FEoRR IRE o Bl By RN ARG p prafiPis i PR obD e
whi ch nes stagevanohgpdapiyre fuest raeday vy IMe HﬂthCNwGQSﬂF'H@@@Mhm 15veptiat pamdiing to he

A). Consequent | Mlﬂ?@f%ﬁ(ﬁlﬁﬁmﬁfat&:ﬂﬁ‘m HRGICUDR 1R pﬁlﬁ;@g&ﬁhﬂ SUTb‘:ﬁgﬁ ma{?gm%cén'sﬂﬁaét amp to
ensure tha#h t he gessaﬁtﬂ“d? e hence its encrypted counterpart) varies each

Li me Random®*AffB&™jé& r&4tso often used to generate keys-
Al t houth Ki.appt RandohdysbereaetTimy VaryidbJietshgss a fami |y of secure feedback

registers for thg QUiPASES: n(alfnhmpgsln[ergr'mr 49 urkeqya‘-, %Jn&%ﬁ‘ﬁﬁ alr%q)ﬁ%mbe(%)ﬂj[nlﬁnatd’ II&%\"EI

does not give any practical conStruction.
the nomengndop Hat‘bbaaﬂvm'aé?fé?fait‘cs?fgﬂuffa'ﬁ@mr'wsle*ctu FRTpETRY. ﬁqﬂgnrp@v%@émqum

exanpl e, the Bemeelﬁarmm@éaﬁaaeymaksg@nmmmbaﬂaammg@d Ehhﬁ&ﬁluﬁmer@& faGk, N

LFSR randg at or n only 2n
bits O f t Flgi»]ﬁgcgesuﬁlg%s C?%ETSU sa eneramr ﬁwgz% @m ]dlﬂ%iﬁfliﬂﬁﬁl tvas'rsj3 r% the eer’nerat[ pmtgm

asmmaled with constructing them MCIJ‘E:HLI gives a high level survey of the current state of the field in {60].
Cme of the uses for randem mambers is 1o ensure that messages vary over time, Consider a system

where A encerypts commands and sends them 1o B. 10 the eneryption algotithm produces the same outpar for a

given inpul, an attacker could shmply record the messages and play thein back to fool B. Thete is o need for

the stacker to crack the encryption mechanism other than to know which message to play to 13 {while



the LFSR, conprom sing the key generator If, however, the only role of Lhe
random nunber generator is to make sure that nessages vary over 10 tune,
the security of the generator and seed is not as inportant as i1¥AJESTHRS
session key generation. If however, the random nunber seed generator is
conprom sed, and an attacker is able to.galculate future "randon nunbers,
It can | eave sone protocols open to attack. Any new protocol should be

exam ned vuraadrngsm&g d]abqut,mn ﬁuﬁ,h wa:m Qﬂude-ﬁh@dﬁﬁ:ﬁlﬂﬁh ahy/Pne sQfup FANER thar
nunmber gentgr at or uire he inplementation and the 15

pur poses fOr WAFchH the . use?"\lér?%lfd m'll S aﬁ%"ﬂdm eéﬁlé”r ators include Blum 131
urn-. and Shuh 'Eﬂml:!m l]umbgmrrmmscqumhepfsenswdm geppentdREE. HjhoRE Rpy dstrocofUfl J,

hash f UnC«HxQﬂﬁaﬁM@:hmﬁﬁa oPkark reEJ:%tﬂk T%le%llﬂﬁ as@pof b& Rl k%@@csﬁrﬁ@ﬂj« thi@nal
generators, such LFSRs cﬁlLallL_near ﬁné%ck Shi ft i ster si and their

more r ecerfPPBLE SRR THEEREiop ﬁBfﬁc‘?lPﬁW“ FPymshhY ¢ sagRiet Bt s) [ 44] .
3. 8 At t ackisse@reTth this pigentd. 647 cehagpler thbBstekame-Magmey Ogmsitinfpass oflasst dladks ab h{R can
be undert gk, tQnRf &ﬂé?até}“lf%%f'ﬁﬂfs b4 %Jh%n[hen%n}él@l; 9§¥§1§1§%ucnl—hﬁh Tu'& Er’c%q?m are
grouped into th ysical _and | ogical attacks. Logical attacks work

prot ocol s %Léﬁg‘SF‘FH”WHﬁ:F‘éF%éF“f“F?an thei r physical inplenmentati on and
attenpt to do lonexwmér, dbmaaoclt: hfLﬁthr;dntMﬁtaS@nerit&'t@s rabent thﬁraﬂelss@grs Pi-06esS

al t Ogef‘ hertimez[ge seg&? %f‘ e %ggfl%le G %},d 11§ E tas k) 01ﬁmt alsqlt lS fGl SESa]Dant ‘B nF}r'ﬂmn l% nmewr
question can’ be answere enoug etnarure of °t

aut hent i cabd {pyoggesher @?Féﬁcmwrmwwﬁhqdrﬁﬂéwmtﬁckﬁros abgite absiipie Sivee kandom” gi ve
the right M6 cinQe:@eBhe pro@et@Sdpbi0R . fi) BnPdel - PFkocolSh @S examtel §iB QK 145

t hey take 2 et ailed below Regardless of the algorithnms and protocol
used by a's Py chip, the circuitry oi the authentication 30 part of
the chi p can cobkectuhtierot phywi rwab:r attmokenibd el dedendattatbkisp oergatinnantl gar
i n ways pu%’okbﬁpgmcﬂlh@;b&‘?MH By, ERGBE qn%ﬁlfe i B\T’Lﬁ{ Xnd ‘-}hﬁ‘y[ﬁ)tﬂssﬁleﬂ?rgu ﬁhg@ such

.security al t oget her Physi cal exam nation of while in

oper ati on a(’ﬁggf"?]ff@t Nre L A SRS e it g 2] “@Wﬁ%l‘ﬁﬂd’é{do‘ﬁ‘b%'i'w%n of
chip 5 Physiroad suell tRSRaff inas Feddbaeh blph Rhpecal Halokd StiyhesreantbolepdtaiCeRs t hey
take. arc 4 i tion does not suggest solutions to these
at t acks, I(?&Erlr%"rﬂle ﬂ.cﬁﬂgcrl Imera@%attack type- The examnation is
restricteddo tM@c@ont ext of an authentication chip (as opposed to sone

ot her i nd of SM%tE.&m:un de&‘}i@t@ :h%i»mInm1%&%&1@%&%@%'1:@%%&% @b EAGHGhIRaSAME
System 13 AttacgjaI [' hose attacks are those

whi ch do n"d‘ﬂjm&f’e%rzlg‘ 5‘?‘?“3]55!45’ Eb':'H%ll (a’fm'i‘%f)‘f"gflf’éﬁfé?f“i“ of the cryptosystem
They wor k agai rstict] Agcigrotiao dlegroand: trhgosBounthd yhaotheit fhesial igokmnitrimsn. anid
random nunbghyt BeRShA S mims:8- 1. 1 G phertext only attack This is where an
at t acker hay one or nore —encrypted nessages, al[ encrypted using the sane
al gori t hm® The &P} Of "Reicgiop gersrioged® o obtai n the plai ntext nessages
from the eoncr yesh iesSaGESy fdrekaRbdd)stion, s that uny question can be answered

. Find enough about the nature of the awthenticating questions and answers in order to, withom! the ey,

%sﬂuq

give the right answer to cach question,
The altack slyles and the forms they take are detailed below.
Regardless of the alporithms and prowwes] used by a security chip, the cireuitry of the anthentication
30 et of the chip can come under physical uttack. Plivsical attacks come in four main ways, although the form

of the attack can vary;

. Bypassing the security chip altogether
» Physical exarminution of the chip while in operation (destruclive and non-destructive)
- Physical decompesition of ¢hip

35 - Physical alteration of chip

The atlack sbylcs and the forms they take are detailed bebow.
This seelion does not suggest selutions (0 these attacks, It merely describes each attack type. The
exumingtion is restricted to the context of an authentication chip {as apposcd (o some other kind of system,

such as Intemet authentication} atteched to some System.



the key can be recovered so that al] nessages in the future can al so be
recovered. 3.8.1.2 Known plaintext attack This is where an attacker has
both the plaintext and the encrypted formof the plaintext- |n'H&EUERSE of
10 an authentication chip, a known-plaintext attack is one where the
attacker can see the data flow between the system and the authentication
shi p- The inputs and outputs are observed (not chosen by the attacker),
and can b@ganaL.)g@dMigauq Weaknesses (such as birthday attacks or by a

search for diff. rentl r nown
oo rtext art ackeg e PuE B! Bt BGRB8 e
connect i onThel oy etamsiahe trdweols ysiti@yranis oftmealuualhmhmdtranéfam mtmﬁcr@m&pﬂm‘@ 5.1.3
Chosen pl ai 8§ exEipAlefRCHH shz@hosen pl ai ntext attack describes one where a
cryptanal yst has the abi’li t% Lo send any chgsen nessage to the
crypcosyst en, aht* HBEETPEks ‘F’«SE‘WBH@T@””%fp“*f'Wé*’“‘(iﬂf"'yﬂ{@ﬁé‘?%““%ﬁb\ﬁ?“t he

al gori t hm algcndwreThraym dfehe saacke fsad dtomshd pabed weeqos inputcsnand:doutspuet. sdetllyat  can
be expl oi t[‘E‘Qh:b}‘anfh@?cg&»%d?orﬁa‘?%ﬂ'nis&a cs nPlHéi ke o palsxr)rgercbrmg'm of 20 anot her
function. The chosen pl arnt ext ack 1s much stronger than the known

pl ai ut ext %?!ECK"‘ﬁwaé“*t‘ﬁé“ﬁE‘t acker can choose the messages rather than
sinply observe Tiieis e hitackinhas Goth the SiGtBARLLES dAy AL faﬂﬂ:aﬁﬂielslduuaunheﬂtiaeaﬂi on

chi p, {o}] |5 B ﬁEaﬁ}. ycXLFe;%X“f é‘%“é’g }&}a%k i Qne%%ﬁlﬁrm af Pé%ﬁ e (2 dé%}k H& et%%ﬂwﬂ%{ b é"CkS

since the cryplana can retend 'St

t hus sentPstampdéiseuiaticappshin the gy @uﬂ ﬁULBltlir@faWEef‘tﬁé {lvhéosam*ﬁwmaﬁ mﬁnca@ hi p
3. 8. 1.4 AdaphdMes GHasRRs @lcnis@XhdR aliRedks bylnlgcH RemRd Al tn@e%nrﬂu%pﬁtlnmplnar

to the chosen plaintext attacks except [ha] the attacker has the added
ability to®HHdi fy subsequent chosen plaintexts based upon the results of
previ ous exper i fremanplafiRksiic cante pdradeid pliyby tdnesco@SBoan ddiyzay ths ysheriny

aut hent4 caf.Qp, fR.5GQNAT, Ltpng%&rth@ed For consumabl es such as 30

phot ocopi ers and toner Cartridges speC|aIIy since both systens and
consumabl et b eChrderluYE FE¥KFe to the public. 3.8.1.5 Brute force attack A
guar ant eed way sb.eh:hrn@allﬁwamackagm{mas&dwﬁdrrym;ap&y@taem a.Lgf.mni bRkl chbsepl y t o

try every &g&%be toﬁl\é%ﬂfétéé’i Tr%( anr}:nﬁrva tlg nﬁéonse t]1e cnfltmggq Jumwst clallgornhm thS Known as

a brute .forcé at 0SSi tres there are,
t he nore kfékyfsﬂ"?husttmLb‘ennuﬁﬂ@wumaﬁqdlmw@hl@ém]w@d b*ofﬁt@@gﬂmcuf aletnyt 1 6 mavief age)
to fingh t hRohér@hticnone. If there are N keys, it will take a nmaxi num of N
tries- If the key is N.bits long, it wll ke a maximumof 2" tries,
with a 50% u chﬁﬁé%”s%lfpﬁfl\l?%{ﬂ”ﬁc&ﬁ'ﬁ'ﬁh T&%’Qg‘*é‘l"f”etf"fal‘diﬂ‘rvl%ﬁ?‘ff T g DB Fhe

| onger N bdewres mesdges rathe fgesimply ohwirbd thddakdlovo find the key, and hence the

nore Secure t heOn ’kSQMEH'l %mgg cnqbQ&H'c§§.theﬁth%L Elﬁ]?kt E@erﬂugﬁdjﬁﬁﬂl o ﬁ]%wy nﬁ"ﬂni:he
first try, _but this is nore unlik Kr oner AUGUST 004

- 17 Consi RRVHehaREs sipes iR plangfysigan laal%ﬂl:l?r PrFEFth]‘Flé‘ﬂ\h‘)dﬁ'*s‘*t u%g@ 'huarqnd IBEhosmest s
(7.2 x2510 16t-fagdi Sipanssthe Dsermaatdntiop. find  the key_ In 1977, Diffie and

Hel | man deisé:“bg% A-Shecl @Lméﬂ 1. machine for cracking DES, consisting of
one nillion "proc ssors‘, abl e of running, one nmullion tests per

second [17]. SUE‘W e ﬁﬁwkn%ﬁ"v\@mﬂd“ttak@ ri@rextreeks excet birdgkilany BES weisde. 5

Consi der aihk@)/m h]@d’igtﬂhbs@]tlenl &gseﬁ)b!ﬁ:ﬁlau! tnsetd (1] ﬂ\.’t\:ﬁ)ésﬁlts D@ﬁf&%uq @prrm%;r@ Grlests {3, 4
x 10 - ten lion years on an

N Tay of ST Bt R Wb edT e @géFF‘mr‘l&fFrfFﬁ'ﬁ'j‘”fﬂ%ial? s omspabOeh

M) photocopiers and toner cartridges, especially since both systems and consumables are made available 1o the
pubtic.
3.8.L.5 FBrute force attack

A gmaranteed way to breal gryp Key-basad cryplogystem algoithm is simply o try every key,

Ewventualty the righl one will be found. This is known as a brute force artack. [owever, the more key

33 possibilities there are, the more keys st be rried, and henee the longer it takes (on average) to find the right
ome, L there are N kevs, it will take a maximum of N teies. [Fthe key s ™ bits long, it will take a maximmm of
2" tries, wilh a 50% chance of finding the key after only half the attempts (2}, The lenger N beeomes, the
longer it will take w0 Ninel Lhe key, and hence the more secure the key is. OF course, an attack may gness the

key oo the lirst oy, but this is more unlikely the longer the key is.



per second. Wth a |long enough key length , a brute force attack takes too
long to he torch the attacker's efforts. 3.8.1.6 CGuessing attack 10 This
type of ' attack is where an attacker attenpts to sinply. "gués&*GUh@ikey
As an attack it is identical to the brute force attack (see Section
3.8.1.5) where the odds of success depengzon the | ength of the key.

3.8.1.7 Quantum conputer attack To break an n-bit key, a quantum conputer

[83] (NWR Opti @ﬁLmETQrm%@ﬁqr s%tqun GO RLAL, DO PP LS 0' RNDRANSH mbdd «PiThd
appropriate al gorithm nmus uilt. The gquantum conputer_effecti V%P%/
ract

exists in BHokey é‘%?ﬁ«.}irl?ﬁaﬁr&*cﬁ?glmncﬁﬁ@‘feéﬁtbpwgtf&i achinerigrerackipg Pl cpaistng o

the right sidhepetssos!@tbeapdl bivonting otabiliongstagtyscd@d OlTe b @ e ewuchiit rodatage 20hi s
has been aghi.eved, W 4«3 2 quoit system (which exists in 4 coherent
states). It ist ought possible to extend this to b qubjts with 64

si mul t aneous cofraridne ketlaeded | 2ibtninshearorsesraydel S EstUAH oT 0T et lanugt be gpdsrty

addi tional riQuRikky. MRL ¥&H bR @enbBlicAbbamGh Lfth 8f Tuilibn frit@ss&t GO HRNNASANELNY
the key_ %\ihl s.rapidly becones a serious inpedinment Lu key retricval
especi al | *(M% he |ong keys used in 20 cryptographically secure

syst ens. As a r@sud brg aviehbkedength, sgmdy ot ogekdiiai toalohgio Seewhahckeyrkgrpefiprs. 160
bits) u sifg g &aumGonputer are Likely not to he feasible and it is
extrenely unlikely t ant um conputers w | ave P'I eved nore “P?

or 50 Tubi 1 i FPRarcrni e S FETT il 9Pl RS R C Ao A

| ?yea usi ngtta & feruoittckduga bricinn 3. Sclophdrethg odddofbuccdsedspad an B keguiftiedet 0 cr ack

a 160 hit keya ééanﬁmﬁmﬂnpﬁmrmf’\!{ poseful error attack Wth Certain
al gorithnms, attackers can gather valuable information fromthe results of a

had i nput- Thi sTCHM AhBERF RIS BTG 153 bt feriflextC 189 A coabine 4Kl f or
t hﬁ err O:’ fdnm;cmei 0 @NSh et alod iGiniki@e heX afﬁa)du%’lmﬁccﬁﬂi}ﬁt&r eﬁfﬁc‘ri&:h dzt&ﬁ fid 24/ passwoLd
scneneg,_ a eri. att acker
gel S aT n_esbgauglténcug uohn;rcni HE:IE gg 1H§k IV\% Lé]’tlﬂ.qm. rpht Lahe_n.nﬁ. [{% l.ltuh{éuL L.11<.L'h ﬂan{ %LL{]‘ILTCPF&.
useerid 30 das tlcfdm @@m aclul&'fed vﬁba redd agem awlm%‘lﬂrs ay@oﬁbBardﬁuseIn Is dpaEsaard”
then much | egsq iR F Rkl QR bﬁsu&!lﬁé&@ustc%eléehﬁmﬁ&‘:tuﬁrﬁi‘ﬁ%"faw vy iior e conpl ex exanpl e
is that of the recent i shed met hod of cracking encr t|on Codes Iron,

secure web sit e@nf‘ilﬁ‘ﬂd?ﬂf@ Ypgla iRl FS\}EES“SI%‘H&F hof o gE‘h r“ﬁ’i"“("r'f’ééhs"é&‘és to
a server and rabdesarinng a tdieusénpediment MBS S age v4l, eSPOdNIs esk Ihd he: Kegsparises gi ve

enough, ”W@L@éh}h&ﬂv&&r&&ﬁ&%.the keys - even the lack al' a response gives
sone i nfor anple of rilgorithntic Lime can be seen with an

al gorithm t hat tetTevhattul BaFoPeEaPhsyy =S ka2 dFY Biebing? Braumdogaitgdtted in
t he i nput iressages: e pe adingsoandamiwarie: ilmn{uemrptnaltq h@tavd dchigmy mbe than i npl e

met hod f Orurtﬂp cflﬁf? '%1&‘ Cﬁl?he CDT&.\%EIEI%{ ?etiéthce»f the aﬁtﬁ%ﬂga?nn n.,!u gne:ul';l% }hqupl tugrﬁlﬂ:? by one

dependi ng on aln the
key. Cert afompyyer.3' 1 tegs @hﬁ@lﬂﬂmlbéﬁeﬁﬁ&wbﬁ The t| rre taken can be observed w
1k fafs grmt@rp@%m@g%ru&ﬁn over the Internet. 13 AUGUST 2004 - 18

3,8.1.9 Birthd attac is attack i s nane ter the t hday
par adox" (whi cﬁxl”é“%‘f“ Ay Vsﬁﬂéﬁliew&?ﬁ%t“ OEuipn m'f'h‘ﬂé“*‘ e a@ﬂ EF”"&Blhe
per son sharhisgn @ndpifimt ltetayormictshzcanm ot e timg ke fd thererra%be(eﬁm::wdountl ng | eap

years). Ther ef 04 QmFIE k&%&]ch tM%f‘a ugﬁdkdq&%npﬁ%l 8¢ ﬂ'lé]eh@‘r IIE]&% sgarli t:,‘hg"Bq ds w he
more than 50% that one of there shares bir ve ere only
needs to BErD3 hsaipingn phckyr E‘Hdr‘ﬁ“Eaﬁ SEHEr F’éf's‘b‘éd Tt ﬂ{ﬁh@ﬁr los hap tieriagtid e
t hat aily tiwenshar®e makQe dwaybiand TRddyieriBfisspo@ e nicleds hgorfuaioh @wivagoniel at i on:
allacker. A more complex example is that of the recent published method of cracking eneryplion codes From
seeure web siles [41]. The attack mvolves sending particular messages 10 a server and obserying the ermor
message responses. The responses give enongh information to learn the kews - even Lhe luck of 4 response

gives some infortation.
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An example of alzgorithmtic me can be seen with an algovithm that returns an error A5 S0l 45 an
erroneous bit is detected in the input message, Dopending on hardware implermentation, it may be a simpie
method for the attacker 1o Lime the vesponse and alter each bit ane by one depending on the time taken for the
error response, and thus ebeaio the key. Cerainly in a chip implementation the time taken can be abseryed

wilh [ar greater accuracy than over the Internet.



Prob =1 - nPrid - | - 365P23/3652' z 0-507 Birthday attacks are coin nion
attacks agai nst hashing algorithns, especially those al gorithns chat
conbi ne hashing with digital signatures. TO If a nessage has bdetHYeh&r4at ed
and al ready signed, an attacker nust search for a collision nessage ¢ that
hashes to the sane val ue (anal ogous to fuyndi ng one person who shares your

bi rt hday). However, if the attacker can generate the nessage, the birthday
att ack coqp§1gnMthhaﬁmﬂThe attacker searches for two nessages that share
the same | eash val ye (anal ogous to an arin

only one messa gbhlssi & éfé’@‘@%’t LhE Car U3 h%rtltdaé rpgl%% S‘:W%LE 15 nul H%luagh g‘aal?%dh}( QQ@y'}h& .
benef|C|ahmﬁoﬁumhemanhamkebmh£MBdﬂwh@ﬂpetw@ﬁﬁMaammhgﬁemE@&)ﬂh@l%%ﬁ@ﬁﬁaﬂ

nessage t9y; pbhiaekelonSh R dhalh Al M mmtttfmet orleREMRERSON R 1G0RE,. Iik®ver,
al ter nat| ve message - mat hemat i calt i 0 age

was the' orgi A& mdgﬂtéé’*?%&% ™ 48t “Haghm (ST g ETt %%ngtﬂﬁg“ a
brut e f or certigitst. ackoyngn eht fedowind iylaway t 0 determ ne a match, the weakeni ng of
an n-bit key by the birthday. attacks. .irS 2'5.9mAukey, Jgagth of | 28 bits that
is susceptible to the blrthday attac has an e fectlve | ength of (only
64 bits, 20 3. gBithdnparapieimicerearpastcefinhisslinzalearitns apicilintiere algaividi™ t he

chai ni ng n@tngnehagfmgmﬁla.gﬁﬂ@@tah@as They focus an the corrpreSS| on function
of a hash functj on- ea E function

Cbnar Aty 1 s ele® Besgt Pag S Rerken oo b T b s R Ay R
out put by tpaduhe st thgsativerhic fppelbeonare Biding oag pesot WisharElyeur burtyut Hewoem idte

bl ock i's U$QGeasn ,&eﬁ&aré?ﬁ@h&lsa@g AR @ick SBks mtlu'ﬂfa@ Tﬁt@ﬁh&%ﬁear&'&%ﬂ‘mu Rat her
t han fi ndi n% a collision a%al nst an entire 25 in idea is that

gi ven an i ApHESCRATHE NG VM TABTE ([8Paout B 27 Hargris ﬁﬁ%’ﬁ atbdt“é'*“fbl‘“t')‘ ERMEIATE W | |
result in #heeSake: thopetspudimnii i ail g otuads fedphigs fortlirenpkoger: hessages sifile
nunber 15 OfLhtcan%tngl%ﬁsaaartht.aatta%rts Lf?iﬁml%tgﬁllét Lﬂe%e:@tﬂl%%ged% attél q;a%vé ]ﬁéagl J.' of the

I
bl ack. 1f the chai ning varlaaglliH IS c bit ashi ng function behaves
like ar an‘lﬁ]tﬁ“ﬂ%[ﬁi ‘PF@E Is BeREe!| whi %t’(:"'kc“iﬂét‘rg’f H“ﬁ pragingl, Eﬂ“teéh'*} poiiphasy H srmeaflus uch
b-bi | bl ocks i ssafpdoehdmbehdacids ind 2oly wakhedethaihd HReQ, thokeakdng bing n&lt key

substi tuti 02}&: t?glsr%‘g._ad,ratt;gk 2&1 A Lf\hll}ngﬁl Dngbglglts [ﬁ‘fl tsgl%rﬁ(%bt?hf tt:ptg'rhtsrt% lﬁltb[ig 1&5 a7 e.fELtWL

possible b e ~nu R R approximatel y
2512/ 2160 lor2@EM 64tie chance of finding a block by brute force search i5
about iu|rg@,|¢kﬁg4“4;m§pbstltutlon wilh a conplete | ookup table 1f the

nunber of potential ~nessages sent to the chipis ,mall, then there is no

need for a cl onE™ S5 flihs "é‘E’f EeB e Ghatyng dpnteE Hehaﬁeftl"“'?“ﬁs'theapﬂ“'““ PHES PmBTREIen
manuf act urferctieouh tash Fngon. JO# déads baged ROME Faad lianelush @idiph dehiad)ly had srharanaeamnd of

ail of t h‘%uﬁu‘?&ﬁ%ﬁ&%ﬁ epsmnﬁcrgm%m} s#a%aumwt@& H%ﬂgﬁ%n&a@ntw prut #ﬂm}\ést em

Thu larger ey, | ar ger

required f%?ckewéqq aglhe %wmﬁttﬂ%t it emaﬂazﬂiwﬂﬂedg%hqwftﬂ@r% %Otlhm'aﬂ%ﬁaﬁfse‘L’Fookup
tabl e 43 Ahjct)5E 1&9@4121?31&931“ ‘f]ptii h@mﬁ'@&ﬁ@geﬁt SEME 2 t@sthfes] R gt w&n esSoNBhAW:

pr edi ct abl ectively random then the clone manufacturer
need not @%ng{cﬁépﬁ mr'ﬁﬂfi W%?Srmessa%/abl e- For exanple: | f the nessage is
sinply a seri aThcﬁwﬁse*tfﬂhﬂl‘tﬂh’fer %H’ﬂmﬁelﬂl bivglhia baet winfercnatb etthsilorp) thprheivinge a

| ookup t abl.&setihadits Qﬂﬂﬁﬁln?%m&ﬁ-[] U&@avcl Qe artplé‘ﬁ?fﬁ m?pglq Hﬁcﬁgé ﬁ&cﬁ%uéth‘tslérbﬁs gerial
nunbers- There i hese. - the test

code is si ‘Wﬁ‘[’%} F ‘ﬁ‘g“ bd’a'tt'é”"ﬁt %@H’“ﬁ"ﬁé“]élzor?e TH’?&WE‘}F%J‘?JF éﬁi'”& eat*ﬁ%te %15 4 ookup
t abl e 3usiwng Hdves arsdap@ascashsé: henllpddibe $Bicks.

For S1LA-1, the number of 312 bil blacks is approximatzly 272" ar 2*% The chance of finding a
bluck by brute force search is about 1 in 27
3.8.1.11 Substitution wilh a complete lookup table
1T the number of potential messages sent to the chip is small, then {here is oo need for a clone
33 manufacturer tw crack the key, Tnstead, the clone manufacturer could incorporate a ROM in their chip that had
arecord af all of the responscs rom a genvine chip o the codes sent by the system. The larger the key, and
the larger the respanse, the more space is requived for such a lookup table.

3.8.1.[2 Substitution with a sparse lookup takle



* |f the test code is a pseudo-random nunber using either the serial nunber
or the date as a seed; then the clone manufacturer just needs to crack the
pseudo-random nunber generator in the system This 10 is prob&@AWNLHFE:
difficult, as they have access to the object code of the system The clone
manuf acturer woul d then produce a contenfy _addressable nenory (or other
sparse array | ookup) using these codes to access stored autentication

codes 3.8.1.13 Bhf &t Wgatsénalu l&rcmpra@aﬁ.lem 1§edm@hﬂr@cﬁ:§'ﬁﬁh ey Rlhanakiysins
descri bes an attack ere paifJs reans are generated wth known

of
15 di f f er EffEeMMGHETERE Y HE “@Féﬁ@’@%ﬂe IF “‘f"ﬁ@ - ENEOURF st reams are am sl yzQd.
Exi sting differnent [ﬁ1ﬂk1{taﬁt1&6"ﬁs s.nﬁlﬁlemdn'&a\lhelcy}deemeﬁdlB‘m‘tueﬂnmml}e}ﬂs'ttk abrlpeblsf S
boxes, as used [ i

al gorithns sucﬁhaémﬂﬁ%iﬁ? ﬁg@[ §dm gﬁ 5&%&99%!5&2?& E%Alg?lhl:& 31?? ’ bQE[J]J[ral’(;IFﬁg]Fatj1ake a
di fferéntial -1 iKefdetack by undertak| ng statistical analysis of.

M ni mal - diJf f er apgeicdt muibsmpgnﬂ i3 Bhen LHEQl’nﬁLﬁﬁdﬁ@ﬁiﬁhﬂ@mﬂjﬁdp&ta&mkﬂﬂatﬂt using the

M ni mal - di fference uts, and their correspondi ng i nputs Most al gorithns
wer e st rengt herfd8 Y %ﬁd S differential cryptanal ysis once the process was
descri bed- Thi gf uhete-nmdeﬁaaqbsmdu -tinemspeter fhing cigecihd ‘ond oot dd ditosseaed. then
crypt ogr aphic %egubonagb myﬁsvﬁ{rm%@&rﬁcm%&n&g mmugqnangthgmug&vﬂh@a% Tid

secret have been “hecause the devel opers not consi deréd certain
styl eslff  di f fieraply atrf diffiquisag ey hgve acgessp e gt %ﬁtﬂfgwb@@ﬁ SEHE r

al gorithns 10 pwabm@ura@»nuu By prodibe softerd adidsdasaagey @ubist ifutt drop loaltppelks | n
certain protoc an substitute part or all of a
nessage. This ﬂléeswgﬂm amss btﬂr"% a“Lmt ﬂ&l 1|c({::'§1f| on chip is plugged into a
reusabl e &aﬂbﬁeﬂlﬂhwplmrbmwhﬁhe consunmabl e. The clone chip intercepts all

messages bet Wee[ﬂﬂérhl%al%%%faﬁfﬂs@ﬁ@crlb&%n@Mafclb@lmﬂe';ﬁ@idfﬂuﬂut@lﬂ!aﬁa ar@fer@awiPpahdar m a
nunber of substitution nsi d rfsage contal ni ng a header

fol | owdd WHFreEtsirEne d‘l&ﬁ““é’fsfrhg?(eé?”d% E%‘Btmtﬁﬂéwé‘b e to 30 generate a valid
header , but mnekishe: umiﬁdre@ud_m)aclslamatmﬂuﬂeg&nﬂdneonrthaamtlmmfﬁemﬂ;, aggpeic DER by | f
the valid Jwﬁﬁﬂ%ﬁ??&dr s qmmgn LG RbARK qm%s im{l%%lﬁlﬁ m!%m[!.m; SRy OUT

rnessage"” turn nmessage ) received the follow ng
message - .'ndergld dﬁ?f*&k‘ﬂk@fe a%hb‘é‘d‘éﬁﬁ“ég EEBE)'S@E}B?*J"F"F&%e the original nessage
bef ore sandi ngwi'nhm diraaknameag mntorRaekiide@uiblte ori gi nal sender. Message
Aut hent i cati on Edgere devel op d to cor;r;oat message substitution attacks
35 3.28.1 .15 R éH“E' lﬁaﬁcﬁ'ﬂ'&’ﬂsﬁﬂ flfﬁ”ﬁs@?}’ géi8tator If a pseudo-random
nunber gun or ater algsitus ede ttengEnslragtist dikeyntid crybihrehe: inse hhgepotvenddsalbed or

as clone ﬁﬁﬁ%?ﬂu% fie xpguﬁmﬁm dExQﬁzld ARAR ARE QYA Aok O qﬁ@u&&lt he

random seed used. This was he security |ayer of

Net scape WB@I&'E&"—"@?%@W&W%‘* bess brpkep Pifﬂ‘lﬁ?rﬁ?(‘éeﬁﬂ?@@]‘mlﬂg”ﬂ LG4y “‘2‘6

3. 8- 1- 16 Byipassd Agctsh® | autdhient sugad ihanalgopimoe essblkteimy. be that thcre are
probl ejs tica n protocols that can allow a bypass of the
aut hent’i catl ohhﬁmaé“"bgtq"“ﬁ“t&“ her- Wth thee kinds of attacks the key
conpl et el y i rr epevantrotcgpld 2 pineinghet midesan subfiigse 19y oridlada dessqe dy &rvher ¢ realpy

deduce i tﬂulhﬁra mlmn GONSHIELE inB R @B PLER B wBhis S Et@.ﬂiﬂmﬁl@ ahe cled llhﬁﬁtah@;ﬁ-t SS at

power - up, e s ot aut hepticate at
P ohurmb] dEE A e g RS PBHV M S sy e (BHRg Py
aut henti calLi on @iniger a Mikreage toop@ing a btabe idlawiddn cokenpAugesiet e npidakble whi p f or

the aekbt hepfd-gal Js 0 Gl ba nanhcdahtch%hq%lumc@fo@mmﬁ &:fRlany Bt PER LAk EON
chip's state data after
something along the lines of * Yes lrecened vour message". Fven il the return message is "Yes, | received

the following message ...". the attacker may be able to substitute the origingl message belone sending the
acknowledgment back to the original sender.
Meszage Authentication Codes were developed to comliat messape subslilielion allacks.
35 I A LS Reverse engineering Ue kéy gencrator
I a pseudo-random number geneeator is used 1o generale keys, theee is the potential for a clone
manufacturs 1o obtain the generator program o to deduce the random seed used. This wus the way in which

the security Tayer of the Welscape browser progrom was initially broken [33].
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Anot her exanple of bypassing authenticationis if the system

authentication only after the consumable ~ 10 has been used. . A clone
aut hentication chip can acconplish a sinple authentication hypasgry.
simulating a loss,~ of connection after the use of the consumabl e but

before the authentication protocol hasyponpleted (or even -~started) One
i nfanous attack known as the "Kentucky Fried Chip" hack [2] involved

repl aci ng.&l-16Bipaomgnitenoinb@icatiofprResf Or  a satellite 'TV system Wen a
subscri ber st in e su scrl tion fee, the 15 system would send
out a "disabl J?B%gjgéh‘aqﬂﬂ 15%3\%@&“15 R R OR PEP st tr ol ey bvpaset ehesi npl y
del ect t%i“?“"%‘ﬁ%@a‘ﬁé 2 fpgerhei ot tips s kinds ! :omckt he bdaes coOflaERYElctunr. SatmRlddds TV
system aa&uheaﬂm@a:emmaédmltbe attack If people know the key, there is
the pgssibilty. ! (?e,m t rX gould tell some one else . The telling nmay be
due to coercion  (bfiDer AP FOFE Matasthstticstss gy up (beL dogs noautiprsigntum tdve d

enpl oyee)ﬂﬂlﬁfdrmfs{\ Fufayle cfngpmablp pitnedlple euihcifv@se 2P mat iae Iss‘é oBd @ul YihRidsYon C heaper

and easi qup ﬂhb@lﬁhe@tﬁlh@sﬁcaﬁ&n L‘prtu§es E%E r:,Q]ecglg% ) 1urﬁcrr.lhué< ciuhcall ang d@e\;} épnabgg!hcf mdf t he

nunber gce g{\fg clainmn
Di vx star?&‘a\"lp HA\EIP™ ple S - C"lfﬁ"‘fh“(May/June 1998) been nmking noises on a
variety of thn&rmm@moupaasmﬁumaﬂcﬁhf E&Tthetsil@h‘- a\ﬁ\@éﬁl Shick bl“ﬁﬁcﬂh(hg%!ﬂﬂflwvel op

Di vX 1ps ! n HLr C 1 ne T canaq_cmn Sl ¢a
At acks 38 e PR ARA G800 o QB Phof Sinfau ooy “Maoeaten (1 o0

i O LdoA®f ‘r?é'lfﬂa’ﬁ A&FEe by o the cmwnmirlz:lmbecfw fhe aubiagiication phivecd hds aghencdi@asven,
physi cal stag@cess to. The ~ first attack Readi ng ROM . descri bes; an

attack when i@%{g are sggred | n Eﬁ\é |l e the remaining attacks assume

that a secret  kEmPE AECKKIgHgs Pk #fmﬂréhlﬁr%ﬁclalﬁh'whfdﬁéia@ngrvg ROMI f a

key is margpmg!lirphiROM jatellicaly sviden. Meadla abicatet dypped phyi R,GM QBdridibuge, ke safely
used () t O"i\hg]l(ldrﬂllla'bﬂl@b{plﬂltﬁbﬂK]Eyﬂlﬁ-'SS%gf (‘[I}i‘?‘qfi.l'ld'%%fﬁl HIC%§E¥;WW 1,,|||'Du] qimpgaﬁﬁhaphy) bUt
not to ho a privale ~ yhmetric crypt H

conpl et eF%FasF AuddEsd! on (st fﬁ*“-‘ﬁ‘"@*c%%'j}? Fgheerext (such as a hai ko) as the~~
key is nenischioribeiniaudoecause we are assuming that the cloning of the
chipis occuyg rln n ouptr er.e i ntel opert i S hot
respect ed. f§ Vi é" ' e@e@%Lemeéerféfh%oes?’?ﬂﬁhg lh(%tfmwﬁ?ugdctﬂgs\?ﬁ‘g “'*gﬁ |‘ﬁ]§'§t”|“i” iy of

t he chi pd'lﬂihsmm@r' gribg prregtetetr g hesense Ope meisgrinkiel cofplopeca ndirghalbyE e sple.foese

circgitr Vlia:,kqQ@Qjﬁ:alh%lﬁeatjaé}‘ﬁucpéa&&ltﬂaﬁ Yiher BRGs Qﬁi@ﬁcﬁg@(!‘: N%e:gﬁ akbﬁm\ﬂ@r}:%unbéfvgf king of
the chip's allgorl tqr}g? ca{]ﬁge recovered. Lucent Technologics have
HEE/E HRY O

~devel opBP5H gt e geyelopmeref Ueddvepiapgar h(*"l%%hé”t"&‘h‘“@:‘s‘lggﬁ] wher e
013 1 C beemmalgng ubisss ofptarieq ol BBEAMvbprclipe @dhe «Ceik tiantould koot ERgeelyEDRCUl T S.
Developegmmﬁ)crdrmm W¥seesl. g“t“ﬁﬁ‘%l Lc RA Manallysis, the process involves
renovi ng polishing the back surface to a mrror 13
AUGUST 2(3.‘)&& E&F“'C‘P'l"ﬁid's'ﬁ and then focusing light on the surface. The

exci tation wav&l rangﬂgau@ks&agﬁé fripeakdirion maaﬂmmmmmtTA)haA.MHgamaLh Wwerent in
the I: hoffs in the |ne ee afu ment a

nt ch
assunpt i Qﬁ‘m‘c St P %F'@ﬁbf‘“ﬁaﬁ"y | E“‘ Phag %gd' F@ﬁr%ﬁ%ﬁ‘i S 87 P3G \?\B‘F Ky ™are t he
sol e sewRém, ghilg theren®OuMiticks askine ascharbey i goraign Figbodmas. br oken 1391. He 5
sti pul at ggs. 1tﬂ@gdmtgh@m$ecr ecy nust reside entirely in the key. As a result,
the best w}+ to protect gal nst reverse r‘%gﬁ‘rﬂleerl ng . of the chipis to

meke the innel a\hﬁr‘W?ﬁf‘s’“ PPt v brpad diseciy- 3 RONeqp i By “*{“hé“‘aﬂ’t]ﬁ@rﬂm‘@aﬂ‘?}on
process [itr vpis bsvib@stassypechplivivatt nany had opsananuh aetndte tryragaaeadssd 0 bot h

the syst ﬁ}iﬂp%{}ﬂ H%Q&&uml a%o;g.'ﬂg’lt Qﬂ%mh wi a huiko) as the ey is not sufficient, because we are

assuming that the cloning of the chip is occwTing in a county where intsllecual property is nol respecoed.

38.2.2 Reverse enginesring of chip
Reverse engineering of the chip is where an attacker opens the chip and analyzes the circuitry. Once
35 the gireuitry has been analyzed the imer wockings of Lhe chip's algorithm can be recoverad,
Lucent Technologics have developed an active method [4] known as TOBIC (Two photon OBIC,
where OBIC stands [or Oplical Beam Induced Curre, to image circuits, Developed primarily for static

B AM analysis, the process mvolves removiog any back malerialy. polishing the Track swrface to g miror
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| 1 () if the sanie channel is used for conmunication between the system and
a trusted system authentication chip, and a non-Lrusted consuma% ST 2004
aut hentication chip, iL May he passible f O the non-trusted RATDT
interrogate a trusted authentication chip Li order to obtain the "correct
answer”. | f this is so, a clone nmanufacturer would not have to determ ne
the key. They would only have w trick Lhe system hilts using the
responses fromthe s m t & GRL L@iGhiRelenlh iskheifakiyehnmatriove et Aod o
C usurpi Fgigs %”Héhe%f‘ff%@hl %{}ﬁﬂﬁr ocess fol lows the same method as the

| ogi cal aide@akihe®scri bed in Section ;.8 _1.16, involving si rrulét ed FI“ass of
contact Wth tQ%M%ﬁmtmmﬂ{cemautnh:emﬁu-tdatm@]rﬁ*wmmé’éoé's“qw yshi &8

si mul ati ng power - down etc. d_J jcjmga,i;g D Qf: aSMGY R dk 199]kthd of

2t tack | keriet me e AgERRY 1Tl R ke ¢ OB R L ORGinst reverse
consumgbl erﬁ:.uufcu fhex t&tabaa@kmmzandwhﬁb “’d“%ﬁﬁéﬁdér%‘f t%t‘ygct E?Cﬁ\/l Tew i ng of

t he consunab b.aKen ﬁ&{ﬁﬂ%ﬂﬁ%ﬁrmmm&e a corrpl etely cI one system
Note that =" "H’Eﬁng%{m @kl attack r equires each indi vidual system to be

modi fi ed, Ik mmmwmw%&"yﬂ"&! €quire the owner's consent . 'l bhere:
woul d usual | y hawet teasshecdalnt g alonaepelPr a4 Peethe U BHEURET™ “'6" Under t ake
such a nnd[%%!%u(gatl on, since it would typically void warranty and woul d npst
li kely be ly. An exanple of 25 such aly) AR 2 Whid spnehl ear
advantage to- Libheonschei =S GREare ek §Reh aR stk PO £ o))
pl ayers in kQdtRGk 9y, hivegoMBeptayense wiemmmg i, {L @hwﬂbfl“ﬂfe*”rﬁ%“tf@d

this is not to use clon Jg Bt owhatResoren brgiveralishif rsgn'g.dp]we
saut e conp%&iﬁ“é%‘“gf’%laf”‘%“d a“tﬂ%ld%ﬁ$(§r shl'e |Ur;j§1 erv X QHntkru\e%@cm 1§m§su% oy
Direct vi emmgmmfrvmmdpo@p@rtwﬁeawnw EHEMMOTar "p

operati on %%ld}lsg,; Ae, l{;ig £8GH ilmmvflcﬁmdnmm ng an STM (Scanm ng Tunnel I | ng

M cr oscope ele o6l l_cp,@ ,ﬁ@@gﬂﬁt&dﬂa?wgcﬁey
are redd from W@‘*?W‘éerrﬁcﬁfﬂdﬁo%"r@m?r [ﬂ% Aﬁthtéaﬁegﬁg?{ém% bade n1 t 0. wor Kk

ed
registers. anlha&ﬁnsmrmcmnmddﬁ,vemtwneﬁammpﬁ* Bﬁu@ﬁ@)“%&d 5‘"*6‘1‘“?;‘ s "HCcess to

the top or front Cul el oBwdrdiowd & power ed. 3. 8. 2. 6 Direct
vi ewi ng of *t Eucﬁr(')oﬁ P5/0 SfaL'El wy]al%fr}]gwgry&& If the chip were sliced so that the
fl oating gasad Mﬂﬂtfh@mFP%t%ﬁ“’ﬁenory were exposed, w thout di scharg t hem
t hen the key coqrhlgiklpgﬁiaa@kyulﬁee Wi ewerd itgifisaeifyd 19 gfopr g capspmabley th @Rﬂ‘l\l
(Scanni ng Kel vin C qﬁﬁ} RS bn 2R &2 ki \EMES e el angmplaely chi p
to this¥l elef h"\/ﬁ“ﬁ?’l‘éﬁ‘f%{ﬁ“ réll]%gr Ehe ga{les i o probably inpossible. Usi ng
wet et chi nglngaasma et ching. ion mlting (focused ion brain etchi n é“ﬁﬁ
chem cal mechanigaly tp@isk§ﬁ'bﬁlgm‘t\kelqﬁ1rus akmpditideeniia pby malisdirad yeuld Re
charges present on the f tin 2ordar MivEWD B mp@mﬁhgmummms
caused by §%L18'E%‘htc%'5}ﬁ@é%“°’@3\ﬁ Wé%%@“%ﬂﬁ‘ rzlimém%f'na?\gaés wstat(-i|r sie| | upt of
Fiheod S ory

i nfrared engm@yholisicadtn, site d-woBH nmeallswiﬂﬂ wayppotyiagd wRukdappatils Ared.
these ¢ gan%*u:: i a(lznauﬁlﬁpa?lmp» earc\{:%ng){t"léﬂQQ!ﬁb Rgsuafer it D@ feare paihtr gharfuk ﬁm{r@@n VD

under si Lon nroc . IoheSootingbnd:.
enough to b@\’ﬂw@éig@ﬂ “IS?/DHP@HYV‘ %lgl]ﬂ‘éﬁgft RVZS é"’aﬂlqe%ﬁ%ah% %Yﬁgé\jguggtc d for use in

astronony- yThendresfimisgue hds codemel opedtayied BME'&lllsﬂﬂtcé‘FD“FLéﬁ Pl CA

(Pi cosecond I Orc it Anal v N ik te of areglster i ns
known at ti¥fE* N Y “h'"?%?rlth/%ﬁwmsmel?rhg 4 '»11 AMF%%' reveal
mg CIU‘i or

t he exact val ue Iathlrtupmemlwwld berdlifodly '”%““r‘Fé ugjugag Sk ¢ Cé? ‘c‘”gof“"}? en t hat
part i S,CONRLOM b%ﬁd lhe\[!a-ﬁ\é\éuﬂﬂmtr@ﬁﬁdéﬁay BB dagl f@m UBEntEMI non- mlau]e rnenmry and loaded

into work repisters,

These forms ol conventianal probing requin: direct access to the top or front sides of the 1T while it

is powercd,
28.2.6 Direct viewing of the nom-volatile memory
35 [f the chip were sliced so that the floating gates of the Flash memory were exposed, withoul

discharging themm. then the key could probably be viewed directly using an 'V or SKM (Scanning Kehin

Micruscope).




A non-invasive testing device, known as a Scanning Electric Potential

M croscope (SEPM), allows the direct viewng of ' charges within a chip
[37]. The SEGM has a tungsten probe that is placed a Few ni cioEter¥*above
the chip, with the probe and circuit formng a capacitor. Any AC signal
flow ng beneath 15 the probe causes displacement Current to flow through
this capacitor, Since the value of the current change depends on the

anpl i tude and I?Al 58 Sggu%ttﬂqh@@, 5ik g{@l.,,lhntnhﬁgc;ﬁlr ﬁ{,},@dg ofeds PELabBgREkibId Dsidghe

signal is part en_ that rt IS .9
Moni t or i rigf! EM'“WM@W@V@}‘“”@P@E{”% Apgusedpgn q’tipmb)p%rng?@%] m?cgamcsl pohs? ng will
el ect r0”&Q‘H‘ﬂidﬂﬁﬂmlsﬂl@ﬁﬁkﬁhﬁﬁ’ﬁl@ﬂﬁﬂm&ﬂwm fn.thfebatcizvel y 20 i nexpensi ve

equi prrent noni t I ul d give enough infornmation to
aé: f‘g C’klgn m% g'le a.an ﬁursts [ %%mmq 3&3

al l ow an uce 't 2.10 Vi ew nl? | dd I uct uati ons
Even i keys cihumeier bustshusggs gatevgalbanoni g P e iiae i T e Fé‘ﬁ’f’ "whenever

regi st er s;ahaed e intadderesk ihannteh&ﬁ B dbserad b ighkirenobghroginginal tht oudmeiad aptag.i o,

an attacker. can nonitor th nce |n en 25
Pr ogr anmi ‘hB"ﬁd‘%FeEF"‘é‘f“l He&F & "H"ik h i 143 o " {dmﬁrhd &m%‘llﬁ %MH\QQS%'?& can reveal

i nf or nat i erelapdit use herokey: TWUQC@@%S [89]. §Er@hpf’d§3’ tﬂ%g@ﬂ”ﬁ%&'&%’l BIPEety 88h used

to break snay Ixna%%ﬁj%tﬂa H@.]c .;.f g%l.egsfzr 14I4;l=.mD| i ti@# LRt u&ltchﬁ@ﬂhhttmgf\fet‘ dizfige9vcfhins  at t ack
assunes i ntroduction

i oni cr.Q di atl on,
or enlf r ofifETE e Xt “@%%‘“ “m‘if ﬁﬂﬁf[lfgbgﬂé%'s %Wc”ﬁ% an- et{r;l“!r“(%hrﬂ Fag ‘%%grDTl{s to
adver sel y3.at.8 eviewinp ereGbyspsiggan FP3tause the program code to 30 cr ash) r at her
than cause bengficlal ¢ %%E?.%:Lm&a%haé’ﬂélnﬂmrﬁ@hé&ﬁé Poﬁéﬂ@al Kﬂesco-g@-{%getd?(ﬂllcfvam ts

such as ROM overwite destruction efc - are ‘% i keilﬁ
produce utyefigrt viewag gl %Bﬂ@l@u@ﬂmﬁa LR R v e L L %‘ﬁﬁ %“" % typl cally
desi gned QRrRk@RSENYIHOPRY, aliethydrbtRiaf drcdEfiiranzn cqphgok ﬁsp@fedgmhﬂrrgma bSuite

attacker Sthm}r@lﬁs nuléf%éléﬂﬁlocegngr@éuorre}#%ﬂ ﬂowatHrmtJ A Lﬂl&aﬁagﬁoqkm the {a'ﬂF QF lﬂtguﬁ-rgﬁ ctﬁh.,cp at

extrellﬁaly ntroauce a c

parti cul adeptudsmen thompliadgrad thaewl e AQsirmt tepiznaf gap be T‘I“I%@d ! %1’*“ é' it R‘S‘”Gf@%‘f”é race
condi ti ong.WIELE: it hpfdfiseyli try does not thnc Li on properly. An exanple co
Li 1d he an_ A 52 igate t hat (because of race conditions) gates through

Input | aPF2fnBlopipeEdti ead of the AND of Inputr and [nput2. 13 AUGUST
2004 -23 |f anwatdeat Ketrokinowsirt frerajen tfan pledirostangctigeds sofzieme. Ballyelyt hey can
att errpgj {ngxtpr 2 anlﬁgan%%gjrtlﬂe%%n&mhaalnd &Hﬁ aﬁ@ﬂﬂﬁ%&m%ﬁ&mo ﬂll!ﬂv- b Qradkkger i t hm
execuf’i on, ﬁere@ revealing information about the key (or in the worst
case the R@yﬁﬂlﬂlﬂé‘é‘-ﬁf 3.8.2.13 Power supply attacks 5 Instead of creating a
glitch inikhees ¢ladds ltﬁingaadtmgattackers can al so produce glitches in the

pover  supply 1RO Lo BARR 0L 15 LEAPRAL QDB sl de  he

wor ki ng oper at dﬁ‘é’(qt age ran he Same as a cl ock
glitch - iheisochighkicogh sagnalecrmr mi“h ap Hackaxer et feﬁhfd{lfff-‘aﬂﬂﬁaﬁfm 1) pugy gecur when

instrugti ? rrramlg'lhgmepé@ﬂ aIhh bioa 184 ﬂpTB&h‘ﬁan@n)Llf??rﬂmEﬁ(mrmﬁﬁ Breulkieyey. aftckr om
shifting the data one hjt-positi on]? gsg%gl fic instructions are targeted
4 %“‘”‘Pé?i

so that i HFBETRES tlﬁ‘ﬁ“’%@ﬁf"‘“ﬁ Kad oy d. 10 3.8.2.14 Overwiting ROM
Si ngl e hi 88.2i10 DaFfeRONhIFaN: henloiser witten rising a | aser cutter m croscope

111, to either Tpna &Eﬂclpﬁssuglgﬁﬁl%qmﬂ% &‘Q L'utt Qﬁjr §@|@§§:nm m‘chﬂai&ﬂilﬁon b cntif@mEM
COI’lt ains instructions, It may rrp e matter for an {llt acker to change

a condi ti &Y MrsaToIE %Gﬁufc“dmﬂ? lfhﬁbﬁfaﬂd‘ifﬁwﬂ"f%ﬁhﬂ e rigsasse e gaaTY Fac o

desti Aat i @RsOFathdr than cause beneticial changes which would reveal the key. Targeted fanlts such as ROM
averwrite, gate destruction ete. are far move likely to produce use ful resules.
382,12 Clock gliteh atracks
Chips are typically designed (o properly operate within a certain clock speed range, Some allacksrs
aftempl, L introduce faults in logic by ranning the chip al cxiremely high clock speeds or infroduce 4 chock
33 ulilch at a particular time for a particular duration | 1]. The idea is to creale race conditions where the circuimy
daes not fmction propetly, An example could be an AN gate thal (hecause of race conditions) gates through

Tnputl all the titne instead of the AND ol Input, and Tnput;.



.S
register transfer- if the target instruction is chosen carefully, it may
result in the key being revealed. 15 3. &2.15 Mdi fyi ng EEPROM Fl ash These
attacks fa]] into two categories: those simlar to the RO 1 afstsaghks -except
that the laser cutter mcroscope technique can be used to both set and
reset individual hits. This gives nuch,greater scope in terns of a
nodi fication algorithnms, 2{] Electron beam progranm ng of floating gates.

As described ifn 487k Bk ki 3mlReUS 8 Bl 8¢ zNange a gate
by depositin euectronshﬁotntp fi I"lDl(:l:rnal e tgﬂtJ Hﬂ%ﬁm@ﬁgmﬁﬂ&gﬂ?ﬁufﬁ%ﬁ% be

avoi ded, Latgec eesc'& rir,nlmbegﬂn aIchnl']m ejw{ecu{-rzm Elﬂi*ﬁ%&]&‘l“ T§f°f3’6"f'@‘fﬂ’i”ﬁfh‘e§f'}'dﬂl‘@hf wior k
agai nst muhthekbvdeal. flash nenory. 3.8.2.16 Gate destruction 25 Anderson
and Kuhnﬁgsgpg,mquﬁphemwnp session of the 1997 workshop ern Fs i. S41 11w
arc Epcrypti OB {51 E1] wher e Bi ham and Shamir presented an attack on DES-
The attack wal=FH 2 gkiling 3 elich in th fock plerphatgelst cavalsa prodycnitsfpdudl byt e in t he
har dwar esippip enetht @tsoRninotasal okﬂt@b&:ﬁbubﬂn(DEkutﬁdeﬁl’(&@fﬂrk(r@ﬂ@am@_ﬂﬁ@cm&txe ehd get  of
the attagic. Wassah®as a(%fcg}?glﬁ’chp%sdu%% crrta &fh% exegutjrm? 9['& pur rL{Eﬂ]’ msrhl%nanshﬂcdi :

Bi ham and Shamir_descri b I cl tegi'ster to
he af f ectB&F Pt Hdrofay-Ring thidkey, aglgqm @lfkgmﬂfeud@raww bwtwwfn erE. Weeco“murpmcnwom t he
round f ume tatzou gasnaaﬁfoaﬁmmtmnwmcanmfamag the 6 | east significant bits of

t he I‘?ftjglgllhaanrgn '{!ﬁl’ight hal f can recover several bits of the key.
Damagi ng”~a nunber of- ps in this way can reveal enough information about
t he key t 0 makeslcwpl GREM cudy ovepotivieripne e higy cuttmmiemesenyg ptlitomthehiponodi fied in
thi's wayddpbddlng h:ﬁl‘!(@%ﬁ@%t t%]@ﬁ@ﬁftﬂye wgonﬁl?t@rnytm:lhygn1tﬂ'ﬂ?bedaesﬁlquGQﬂérr9[I}0rVM1l I no

| onger be |nverses 17 Overwrite attacks 1nstead of trying to read

the Fl asf %f'&?waﬁ“@fﬂtﬁ%w@ P Ry E Iy Jues onpedini ghadesiiig depatjsa ety T a

| aser  cratitt@nramieenixse 1eop Guindlidriotedn thauiliatitrag kad id oe s einknRowuli. he previ ous
val u t e. If the chip Still W4 s, the hit's

ori gl?qnal _@ﬁ? %@WS’E@?% t%glla%shane as the new state. If the chi p doesn't work
any |onger, Thsee Bpcks Bl yiojiey0 fisEr8¥at e nmust be the | ogical NOTof the current

stare- Apn at tﬁ%@ifmlﬁ@tﬂlh@%?ﬁﬂ@[umqtegwﬁt ek ﬁ]@-ﬁ&ﬁr Qﬂer%ﬁ;‘rﬁﬂe@e@&n&%nbgﬁeqﬁgcr‘ bi t
of the key and obtai.n usi ngaat nost if the new bit

i ched e o Bl € et (R0 ST PP S BE PTIACBPARHHY 1 he next
bit). 3. 8. 2ula@iitest circui try attack Most Chips contain test circuitry
specifically i nuf.a | udes
BT (B 11 [l BBl UL ER M BB R oy Bl |02
test circuit r‘;ﬁalﬂlﬁ%llobﬂé%a Eﬂ&c’f’éé@gﬂﬂl‘ga’ﬁﬂmlﬂ%&ﬁ@u AMAGRIE Hg STl BiFCUBFAL PR her ei n
bedded | at chegwidkd ke BQMHE G ERistaRLk ts@SentRI Blditd Hofk Lot humabentinal |y be
used o give information about the contents of particular registers. Test
circuitry is"gften disabled once the chip has passed all manufacuring
testin i h3.tusEscdesirultiooni Nng a specific connection within the chip. A

det eg4vi ned at Eﬁﬁ%&fand ROMRIVLEbed %@%n{p%&%}ﬂﬁ‘%@ﬁ%h%% mJ-QwG‘luﬁﬁHL Hc}'}pﬁ’fmd hence
enable it_- 3.8 menory renmanence__Values remain in RAM |ong after

t he pomfé]* wh ﬂ%\glhﬁ’é@\‘} SPWHtEd[ﬂ%a@“kaﬂl‘%uﬂﬁ “‘Eaﬁ’éfjasé‘:d’sﬁ%lﬁﬂ %‘f’fﬁﬂ‘h‘j"“f% 1Y enough
to be cofisidesedn momnrwakatp a1 Bibtva 6 k@ cipba NDERNDY 82t efFOVE e arxcle

sensiti V&-as'tﬂngo%g L@Mﬁﬂr bith:@@ reléﬁﬁgr'?u be "stuck”. Bihamn and Shamir described the effect of forcing a

particular regisier o be alTeced in this way - the least significant bit of the cutput froun the round funchion is

30 set ta (. Comparing the & least significant bits of the left half and the right half can recover several bils of Lhe
key. Damaging a number of chips in this way can reveal enowgh information abour the key ro make complete
Liew recovery easy.
An cneryplion chip modilied in (his way will have the propecly that encrvplion and decrvprion will
no lomger be inverses,
33 3R.217 Overwrite aftacks
Instead of trving to read the Flash memory, an attacker may simply set a single b by wse ol a luser
cutter microscope, Although the attacker dogsn't know the previous value, they kniow the new value. 18 the
chip st waorks, the bits oripinal state must be the same as the new state. 10 the chip docso't work aoy longer,

the bit's original state st be the logical NO'T of the current stare. An attacker can perform this aftack on
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noved into RAM (for exanple , working registers~). and then attenpt |I|o
read the value from RAM This attack 15 is nost useful against security
systens ~ that have regular R A Mchip& A classic exanple i Sagid26dsapy [
1 J, where a security systemwas designed with an automatic

power -shut-off that is triggered when,the conputer case is ~ opened .
The attacker was able le to s sinply open the case, renove , the RA M
chi ps, anﬁc}rleftdti]1eu@and$b&r4‘f§‘e}’n lbﬁ@ﬂl‘% t 2.20 Chip
theft attgek 20 Lf.th § e are a nunb Egtrm%lfwsaltpg@e%%}&ﬁgw e?ﬁ’&f’“ﬁr@ 38 an

aut hent i ca ion chip eusHr 'BLFE'flﬁféeé‘é’”ét ages nust be examned in terns of
ram fi cat}-bhb Tesreirseibmmitacy shoul d chi ps be stolen. For exanple, if
information |qu;.5p£1 Emrép] eft of chip between
stages nmay_ al | Eﬁg %ﬁgiattac er %gy{?gﬁggpct@‘é%m m]ae%éjs”mTuﬁpﬁ'r”rFﬁfi?Jﬂﬁ‘ Yt r educed
efforts for attack ISy i Yy Vd SHAR Pagfs PRIt o fiey the gy Ewlsdﬂfﬁ%lttlfﬁymafnﬂ&ludcces\
manuf act réreplytt Apefuoismes forad gr-ammidng, 1auﬂl@£§1 sbrhe @i B BR RALKACKRS pu?eﬂtYaJi{ ﬁgl cal or
physi cal Lﬁﬂ\(@ﬂ{'ﬁgﬁmaénn%bﬁﬁﬁ I?L):!itet-irt\[:gi S Qﬁeﬁer rg'ttaCk Al some stage

aut henticati on_ chi ps nust raned Wrtha secret key, Suppose an
attacker bui I'¢¥ Eﬁcu&w@ﬂa@wmw@mqhwmmaapﬂ Amgngedsing tad 0 strieapk e of

chi ps to bhei rﬂlﬁ:@@f:l&ﬂrﬁﬂ.ﬁ&nﬂﬁhﬂmﬁﬂr}k@ﬁ & dcRASBIRE b, Leb o) ne chip so
that iyt IQ agtp]%“en es just {ﬁe a real ﬁzllr]l%l%(‘éraﬁlghm%&mg%ut Wi | |

gi ve the out 't } e attacker when a speC| al attacker-known command is
i ssued téstzh‘é Miniopy re@knegour se the attacker 30 nust have access to the chip
after the progrRERERG ccess to add
after the proShami.: heﬂ?ﬁgﬁéﬁé&%ﬂur@!e%gﬁmh%%ﬁeﬂ%n‘mq?ﬁ?ﬁm'rﬁ usaalLe»%ngﬁwﬁY e e
| NVENTI “%HE’“%STH\’/ Srersstared gomvqialp P@&Fﬁbﬁrﬁﬁqﬂd%{mq?bw@mng wavwﬂgfﬂsmnreftasheeu

i nf or mat noredstuoR &6 (i Exdin e ud‘ukmg 1BEi ket cl] dﬂgthae@tﬁreptt 10 14:;'@ ttﬁahtac ﬁﬁdR,ﬂin h%%ﬂ:ﬁ.lct ive

data sto evel
havi r{g i n"\(;ﬂgJ St{ u&&% bt blac(%ﬁg {Tgﬁﬂéw ¥ 'Pt‘gle%{ﬁf'j”"b“'i1 i%i’ipde'l‘ %'?qébé‘?”‘pla”ﬁjé‘?d%&”d‘fh'm
prot ect i AGFEHESYSER Héirﬂcﬁl&*ﬂa FiGYED @R poveT-diendt theo s ieiededwdan e catporntaefis val ues

stored i Bpeﬁﬂ‘lﬁ’l’fte'aﬁa&ﬁer NROB Yo sihfLofiBinb g, knel ULl mIEH}E a%El ﬁ:gﬁvpocfue kaU§éc: . an

i nt er nal gommand .t o store the secret information, including the secret data
and a checksuf r?%‘i‘j t he data, where the secret i nf or mation can only be
accessed3By.20bipohefmmef ur t her commnds 13 AUGUST 2004 25 storing the
Secreé dat a I Wtﬁcmaﬁrmﬂbék%t%és%ﬁ |I I..Ulf lmeaulmflll[ Htmr!nﬁ LH.L]'I Ut%lﬂb& gesmuy ].‘Ibet ween
the m ni rum and naxi mum vol evel darta valldlty
check on®HBHeSE P 9t AR Tralogs *@h‘iewnwh@é&cém trcrr@'ar rf@‘eﬁxﬁtwlﬁslia}tf@"slﬂtim it he mul ti-

| evel mepRiyhmal ige tik eHi ;mnﬂlgm.a b dﬁ@'hbtdb:in&(m@:h@.ﬁxkallﬂ-ﬂm&@iﬁd‘kﬁ&tm ﬁiﬁf& Rcdst By

?ﬁfe:):: e ahllm(?mmmg?ﬂ %cﬁ"tcedgﬁﬂrﬁ for ﬁl\?/a(sjli ‘ﬂm?lérl? Ial(a)thdllo ty aﬁ\t{hnétr& .%,Hl[ﬁb &C u?eSI ng
conpari sBfﬁgr’@f*"’”ﬂlhéﬂﬁFté-éapltﬂ“awftﬂh‘f i fafhré:@ksluﬂﬁﬂswa@? ed using the i nt er nal
comrand. 3_h,azﬂrﬁ3jﬁ1wame affekt he corrpari son indicating invalidity of the secrer
data, then cleari n%ﬁftllegsecr et nf ormation. 10 The internal comrand may be

the only conmihd™ ”%11%“%“6 Ipq 1BUsE b PRSFHNZ 8T 6\ REPR Ko SIPPShE aakT et
i nf or mat ki » dume adtigngetionfchipgs! afldsit wsepileyt thipe tofbd plobrefuneD IMeangssr hist may make

rice ot h%ecﬁh;@ﬂﬂ?ﬁu @r&g :ﬁﬁ%‘%ha‘?? 100?5%5&)5&3&3 just like o real uuthentication chip, but will give the

key oul Le Lhe altacker when a special attacker-known command is issucd 1o the chip. Of course the attacker

A must have access to the chip after the programming has taken place, as well as physical access 1o add Lhe

Trojan horse authentication chip by the genuine chips,

SITMMARY OF TIHE INVENTLON

The invenlion is in an authentication chip having sceret information stored within it, including secrst
35 data and non sensitive data stored in mukti-level flash memaory, the mult-level Nash memaory having invalid
and valid (intermediate) veliage slages, a method of protecting the authentication chip rom unzuthorised
maodification of values stored in the flash memory, the method including the steps off
using an internat command to store the seeret information, including the secret data and a checksum

for the data, where the sceret infiemation can only be accessed by one or more further commands;
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The secret data may include one or nore keys for encryption and decryption
functions, and a seed value for a random nunber- These nay have 160 bits
each. 15 A CLR command nay be the only command able to cl ear thgse8chat
information to zero values. The multi-]eve] flash nenory Array be a single
floating rate hol ding nore that one bity_For exanple a four-stag

transi stor having a m ni numvoltage representing 00. a nmaxi num voyage

rope- sendi n 11‘“3"3‘%(1]"‘-{5%1 dﬂyﬂwf@m&(‘lﬂlc RS I]Yc%rtﬁgx% '!slglgmpnk %ﬂg nllgn; '|m|rnun1 two

m ddl e V9t|1 £s .y F sed to represent a single fre™ TWO &xt r emes
may be i AvVari d1 tRIFE YT H'Phi s case an attack that changes the voltage Such
t hat the val uesrffmias blata valRy dhangesefendiv: dmesniwdly oot A @1id Sranahhedtsw | |
pause the.ghegksumto fail, The flash nomory may be covered by canper
preve€t| on lines, tanper det ecti on | i nes, or both. The checksum may he a
signat ure cal EIPHPRER FRgRidhehedar pstet Fsiiams Irmgpe Alaginate eryilsms © bf ed weby et
data i nelwtesd soasikalis, fheFuli@chyeR inkQin Ol Aeh YR dh@RuhiRE tonPRGod dTe.Checksum
may be c i g them both. The checksum may
have the%ﬁ%ﬁﬁggh&%ﬁ“ﬁhgpﬁ%w ?rhwn%k 3 m,a"d(;r the Length of both 2S combi ned.
The checksum He® %@terahedammﬂw "lﬁybﬂlrrwmlﬂwg} eitie s@rondals. tlbgdnindtmsevdr the two
keys I n anetfigh aspect the invention is an authentication system i ncl uding
a chip having ecret i nformation stored thipn it using an internal
commihl -t heo TEEPET irPB D! 5w HE Y e B st B ge rt [t G o

mul ti - Lemé"lrmauhlla aghio e fgr Yor vsabdthatfugkee closiuandsf iomaytree: datter chirdzes wmihtve zd evel
flash nmeppry, al so storing non-sensitive darer where the secret

i nformati on can only be accessed by one or nom further conmands, the secret
data is stored 6FHALE HEYERTHIE PSR bivs Y ensrypliop andgiecryrian Hustiens- @y ®ed £ | ash
menory beliween rinbén finhbTHR e hRXE0kMma0l t age | evel states which are
Ibg:‘lglr !ied Z} ?E)\?Vli E&i{]ﬁnﬂaﬁﬁg?ﬂ%@ be, tge c!ng angetﬁetaclgar%le secmt n?:rmm?mn 8%%% g'aeuseg?‘fqg ![LZ%B
the validity éhenki- Iemvﬁil'smﬂﬁgm wlt@taﬁlazh? ﬂmtm‘-:@'ﬁmhﬂ%mmthmﬂw torpariegon of

the res Uiuhr-metfﬂn&d&@ SRR G SIS § DB R G pHSdntigk b NendRluRNYRk: CAOIRNAG 1 abd wavher ei n
dat a vall gglchecks ar.c Ferf@ ﬂ?d on.npon-sensi tive. | nformti og to d t ect
5

i nval i d th T P O A PRIy Yl F P98 RIS TG 04 ‘1“‘% BRI EF
DESCRI PTiv@NxiSkne Ty ORMANINGS:. Fi s cude dnstiak dattclangds owvdisggudind or vadierngd '8t chi p

aut heﬁ]t ! %ﬁ%ﬁ?ﬂt&m onF 'vﬂ[d%hfe %:r ?@I{ﬂ%tﬂrﬂ] cfal%sgw{e g‘lg@r&ﬁn@@iinlor doubl e chi p

aut henti cat is a data ragram for P otocol P1 Fig. 41is
a data flow dif %fd?ﬂei'ml%ﬁ "By 5t Seerd tppampg F@"“‘S‘“‘i lipey t“ﬂla‘%‘"éﬂﬂ“mblwetﬂP’éﬁiham for
Prot ocol P3. I'Fheg:hec,ﬁbuinsma hﬁz&-ﬁ@alﬁrh Mudlbagfrram:fmﬂl‘ct tfa&ald}r &hthrhemidrﬂari 408 dlsi ng

Pr ot ocol . %ﬁ ram read ay gtl on. Using
t
Pr ot ocol ! des F_.u.aiteyqéx LT gr:cal ":'ﬂ dec%uun g‘taalpsattﬁq ecksum maa dtLH a? 5As :Hb ln usi ng

Pr ot ocol u@ﬁamml@lthcﬁhglh IQH: F@Elaunh)mmdw«ﬂdhfagnalmgdﬂfﬂs 9113196@& bﬂllrfts mr#h@(fFflﬁﬁllﬂf peki od LFSR

randem nupbek GENGERLA may bE !:ag:ﬂlﬂé@bd riudhe RlQAl -1 HiAGh are- 8 e kefock filt er
Fig. | | is a circuit diagram Li?lgﬁer detection |in

| ayout di agr afi B anrEyEr “"‘-'flé""rﬁ\iﬁjéu oAl e e Gy E‘s? t“g#%‘ih‘g?%‘iﬂg?
t he t anpetred deteictsingmn hicind cafmdail ghe sdclst infdndfog incliBng sgera da4 wegwl io mdiidgetam of

Pﬁr t i of hﬂﬁ mL]ﬁJFP%ﬁa p%ﬁ&&n‘l ﬂp[h!} Jlalf}iethQF]mlF heldel ﬂlm:]:l 1ﬂe£119r]v 'ﬂlgd HAin M 59:@ﬁle§dﬂt1bet ween
e two
Ehere the secret information can only be accessed by ane or more {urther commands, the secret data is stored

3 in intermediate (valid) states of the multi-leval flash memory between the minimawm and maximum voltapge
level states which are invalid states, and & data validity cheek is peeformed on secret data iterms before
allowing the dala iterns 1o be read out by a command accessing them, the validity check involving calculation
of & checksum and compurison ol the resull with the checkswn stored using the intemal command and
whergin data validity checks are perforoed on non-sensitive informarion to detect invalid states in the multi-

35 level Nash memors.
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Fig. 14 is a circuit diagramof the normal FET inplenmentation of a CMOS
inverter. Fig. 15 is voltage/current diagram for the transistors of the
CMOS inverter of Pig- 14. Fig- 16 is a circuit diagram of thqsfﬁ[}

i npl ementation of a non-flashing CMO S inverter 20 Pig. 17 is |rrpe85ﬁ’8"e

di agram For the transistors of the CMQ 5 inverter or Fig. 16. Fig, 18 is a
fl ow diagram of a nethod of protecting e authentication chip From

unaut hor i RIBEF DESHR fATe *mTTHIanﬁMl'ﬂ?s HEST MODES OF THE | NVENTION 25 4
Requi renent s ] tions to, the problem of authenticating

consumabl es h?z&eﬁm%?%g? l’l\/g“iﬂéf?’i‘é’ékéﬁpﬁ‘&*tcéwﬂ@“ covering physical packaging.
However this déekh ﬂ@f‘t‘ﬁ rekrehiore doefdchib saperations or clone manufacture in
countries vmtrﬂg/\@akdhtmﬂl%&{gh—ﬁlmm&&gf y protection- Consequent |y a much

hi gheg |evel @f, ‘pw Eﬁcgl IS require 30 The aut hentication mechanismis
therefore btu I"t 1 atsteAdhth T‘E%Lf‘if'én chip that is embedded in the
consunabl e anﬁ‘kél'?r@ﬁl&éiﬂuadsmmm@ccam henticate drat consunabl e securely
and easily. L 6%9%&%&3@ yst em aut henticating consunabl es
(we don't confiyd; he con%’ﬁ&rg I’%"’%@PH‘I‘?“ T PYeeHe system), two  |evel of
protection can® ""‘%ﬂﬂlﬂsfi‘:’d'éméﬂmf@wém-c@wlwmmmwcat| on: 35 This is
wher e only théieptiesdncorwalsyan fc&uetahlﬁn{eh&@ﬂuhg& %HRULC% tested- The

aut hept i cat i op, G of used i n other consunables as |ong
e e used 1 e hFpSR N0y of SRBKE R Uil g L e rsnirmbineie ohenie

Aut hent i cat i offg Mgl d’ﬁ@fﬂéﬂfAﬁwkfdmrl y is the presence of the

aut hent i cat i oFip m:hlaﬂuﬁﬁ%@d:n%ﬂhnm&pgmggm t he authentication chip nust
only last the Il{zetlma g he_  consumabl e- Ei:or the chip to be re-used it

must he conpl BEEry *1BPY 'é‘Hméﬁfcf“P@bﬁ“b@?‘igﬁfﬁﬁmﬂ’ﬁétdwﬂlfr@wﬁmm tohe pmptrect i on
addr ess @lﬁ—'ﬁﬁﬂ@ﬂ!@fmfﬁgeuw rements- W are primaril y concerned with Con su in

bl ejdifeti I u raaruearn ! d f high
Vol uhe consunnl b it huf Ak ol 0 A SRk R B st Horebe iR emst ate

i nf or mat YBCHBOe Mite consumabl e bel ng authenticated. It should be, noted
that a Consunmé’ll‘i*lsh'ffl‘@ﬁHﬁﬁﬁ@wtmﬁﬂﬁﬁﬁ' rﬁ’lﬂlm‘ﬁ@n&aﬂm%‘?%ﬁo@‘%v c‘r‘d in any

situations rqulelwgﬁa Presgnce i é henti cation chip. 10

Requi rements f REH T ER LS “HTHT%(’” ’i“BT‘%f&?QW‘@@‘FF?Vf%&dﬂ'nanuf acture are
consi dered sdpal@bekiyrui diFren biokd FENimMgers:e@iin0NEnos WARBY tm@srﬁmufrerrents of
cacty 4. 1 Authent cain FhAx A NGALLLAL BOCTBIYLLETRM.S for both Presence
Only arid Consunab fetime authentication are rest ﬁcted to the case
uC a system di# H%ﬁf‘ﬁ&"a’f' P o “as et phasts mews autenetionein e erautyprised r ect i onal
15 aut hentlificatn ehvamizor e t he consunabl e al so authenticates the system For
exanple, it is nor. necessary for a valid toner cartridge to ensure it is
being used in a valid photocopier For Presence Only authentication. we
must be BESTNQRES @ETHEINYENRKRY i cation chip is physically present. For
Constnahy e Llricqﬁihrmn@ut hentl cation we also need to he assured that slate
data actually. came from au£ﬂl ﬁlntl cation chip. and that it has not been
altered en r QUM SHEasto ﬂ§§ ChRetcias ?éi’)'&?'ﬁ?séﬁ“ brgapr g Rt penly has beat
al t er ed chasngphpeoal peekag QU Hoesveralitdoed not dig heeL:Blenpcaannatddendahanmined t he

quest ' OQ:DLQI{T[E@‘!VH%E‘E@E InQﬁl.rm]%%%%rd?ﬁ%tmn. Conseguently a moch higher level of protectinn is

Tegquired.

30 The authentication mechanism is therefore Built into an authentication chip that is embedded in the
consumable and allows & system to authenticale thal consumahle securely and easily. Limiling ourselves 1o
the system authenticating consumables (we don’L consider the consmnable authenticating the sysicm)), nvo
levels of protaction can be considered:

I'resence Only Authentication:
35 Tlis 1s where only the presence of an authentication chip is tested. The authentication chip can be

retnoved and used in ather consumables as long as be used indefinitely.
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settled It is not --rough to provide an authentication nmethod that is
secret, relying on a hone-brew security nethod that has not been
scrutinized by security-- experts, The primary requirenent thereforg..Js to
provi de authentication by neans, that have withstood the scrutiny St
experts, 25 The authentication scheme usfed by the authentication chip
should he resistant to defeat by | ogica Mean 5. Logical types of attack
are eXtengﬂnﬁelﬂalaindfc&tn'&amhﬁﬂmﬁtﬂmdo one of three things; Bypass the

aut henti cati on et her btain the secret key by force or
deduction, so t”ﬁsr]%ﬁ&é"m &é’ '? go%m”e%cﬁH}tﬂea"QﬁE’ﬁ?é‘r’@ﬂllf’ erel 6.y he attbuticatidie
nature of the “MUtHend |1%'afi14 g west iconsaiandoam ey S H. J!:enﬂ[n%‘s? e :Bmplwt’ﬁ hout
the 30 kcy, g&rmejinhlﬂepm ke@nswer to each question. The | ogi cal

.styles and th enlrormets e%/ take are detailed in Section 3. $ 1, The

al gorirhm show@ & Fistienadiess distersnt reguireygit Fecarmprinaiisl onedoiet waih i ng of
the requiagal H&FWE aftghticalive uanqms@}rebdnecl&ﬁ%e]'sh% ﬁhﬁn%ﬂurﬁ’e o@%mﬂ(%ld"’enalhs keys

h : t t hent
o 2 me)r(] 2.31 C:E’IEI daﬂﬂ_l‘@ 1haﬁ1d$@l'd ‘s'gchtg E}atL f?lfotilna?gg :1%%’1! t[m LTlﬁlF @5]?, Ih'lt %aa/li‘hgq%&t‘tlgtﬁ}?thnuolg be

aut henti ca 1f”oﬁﬁi ‘3621“6% 8%’6‘1 Efei]r&?(f‘é“h{élﬁlﬁ@“@rh'iemld bé gl idatyaitiatne gl a Prdwence

communi catnsdhrengisdigesip. data storage integrity is also required- Two kinds
of dapa nust e th aut hentl catl on chip: Authentication
data, such gﬁ%s%ﬁ%‘&&ﬁg &\sﬂ\ah"lzfgé'tl Mi"l‘ D50 Ateerd g and mepyfactrpey wnsient espataita, such
as serial'™n ’é’i‘és’f’“'ﬁ?fd“‘ﬁ@ﬂizwcwmqnmnﬁgclet c. The access requirenments of
these twa.ldat awthepmatish ffer greatly. The authentication chip therefore
requires a st 296855858 cont rol it mechanismthat allows for the
integrity requirensnt. of BUERT PR esd et 1 Episymae Lilclmplauthindetitrond he
requi r emgRticle o Harae shaorwgenihatiogng 1-Lyanauaatm<amdﬁlaﬂl cdoBidPBCilQn, S al though
t he nequiiesmats Wif st exam ned briefly here, 4.2.1
Aut hent'i cation Data Aut he%?lgg%%g&a%ﬁm m o F”r’r%ﬁa’hqbdtﬁ? ‘i“&l’?ﬁefsf‘“& lor g¥gliheeds
to be stOrEETHERESYRY ba'UE‘H‘bFFbmém“ﬁﬁ}aWﬁﬁIH@LUrl ng%r ogr anmi ng st age of the

chip's life, EM‘tPrtfsdTn@e’mrilmmeﬂulﬁM% @ be ﬂﬂ:ré?l@]faﬂn ahlﬁgnugagod cﬂ% _ﬁ.lphg J}Su chip. It

nust he s i r.om non-vol ati |
aut hent i %Ig‘f%rtoi&g %’h&%bg‘i ﬂgnts‘f’ “tgﬂr'fg‘rab?" ) g? “?W"é’hé‘lﬁ‘FFq‘i@m f’ﬁedwluéﬁﬁﬁm frgye

obt ai nedpyhsaiaionickin, i ltﬂlhemmﬂuﬁaertaumnm HREe0GRS Sanii@ bE eﬁ@a@émsldhb ﬁatf or
ensued NGhas bAtlekdd Raski@¥w CARL QL Phe 20L.ALN6HLLY 78 of
t he aut he %%catl on dat a MEmOry area nust B 'Iugdr’%g t%‘n ot ﬁlﬂ%n‘:ﬁ“(‘)' lﬁcaﬂ%m
necessar§7E ys and secret information as nandated by the aut henti cati on
protocol s. 4. Rj2cGongaphivige St :atheniBaibomd5HdGans %Hr@tblle@m§ bk Rl s6a0, be

di vi ded S e on | ication. there [
i Vi #nﬂﬂ‘}a tﬁahlﬁ:s R(Q megynﬁlgjzwmgec irhrjéD%ap LFP%E run W ﬁ{éLPram%)nF tg!ﬁfgmm!qn tﬁ@'ﬁ‘d eO‘ll y W

be different nunbers of eac
Read Wl*l”é”‘““mmﬁe@r'e%‘rfﬁ"t@‘"F“|L*\7“‘2‘07hﬂeeﬂd"¥®ﬂw6@ata needs to be stored in the

chi p2duri ng allwantidnastitl stid@e wd POHHEHRINE NG S @Qﬁh&fd He RGistall kdteRar by leyggie)

means, Logical types of atteck are extensive, and atempt to do one of three things;

- B¥pass the authentication process altogether

. Oblein the secret key by force or deduction, so that any quesiion can be answered

. I'ind etinugh about the naturc of the awhenticaling questions and answers in order to, without the
30 key, mive the right answer to 2ach queslion.

The logical sttuck styles and the (urms they take are demiled in Section 3.5.1,

The alporithm should have a flal keyspace, allowing any random bit string of the required length W
be & possible key. There should be no weak keys.

The examination of a siution to the requirement of authentication is examined in Seetion 5.
a5

4.2 Data Storage Integrily
Aldlthough authenticalion protocols lake carc of ensuring dula integrity In commiunicated MESSaEEs,
data storge integrity is also required. 1'wo kinds of data must be stored withio the authentication chip:

. Authentication data, such as secret keys
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life, but fromthen ors should not be allowed to change, Exanples of Read
Only data items are consumable butch nunbers and serial nunbers. ReadWite
data is changeable state information, for exanple, the last tj g'r
particul ar consunable was used. Readwlte data itens can be rea

witten an unlinmted nunber of times 25gduring the lifetinme of the
consunabl e. They can be used to store any state information about the
consumabke. Th}ensmﬁ&by,bﬁ&%rsﬁmﬂyﬂjfggmbg qdapa is that it needs to be kept
In non-vol ati ke, , menn DAl A e cess to a system

(which can write to rﬁﬁ'}lﬁnwl Ct18ese g ety by differarqudic Keraubamiciot @fthsadthy change

data fi efU4rest Mrigedecesy pentroTiviisnigatha aliypagor T&hﬁé&%ﬁ%¢1gﬁ[§%ﬁ§%for secr et

information, amc«aSkioPS GO0 Jhsec data is
used {0 SR, down t he ar\3a| I g%ﬁﬁ'fbtq % OFed gdm“&rmhagéﬁ‘fe%m? §§6U¥'b@§1.5&?1\mn?

phot ocopl o 8 T SMperments ¢lifleihands pisfta gz axanned bimliyhsd or e t he anount of Loner
remai ni n§2-hs AvibecesiveMataOnly data item An ink cartridge for a color

pr i nt er may SEQﬁéﬁuJam d@tmlup¥a(r)ngjn cnn?ﬁcml?l r}tg%‘ ltoo%ééﬂgélie%%{jﬁ%m ()\/CJ)HI | yo:‘jat 2ven

item 3‘35”1[5 t hree (one
as many YRS BrostanRnpEage @ fsnthirGhloy g fbratht @nsist 13ie e @R r this
kind of Butlatresisishetbdig: réad &bm Ghh-Glarile RS ATIR M Lkl Qtrlllenl_lenm 'ttléjaﬂilm&\{call ue at the

manufpact P n ge, i.t can only reduce & it
enchos. & RN PLEBLATLD oot Bl ldte UGSy bl FnesDoer ement

Only dattht FW&%CF@U@GW&JM@@]WM&@I bwnﬁonsurrabl e Lifetinme authentication, 13
AUGUST 2004 ﬂlgsmtfﬁl 'rﬁh]f,actM Eh% Siv4 onsume tate data storage
required is nﬁf}‘/i or that i nfor naﬁ %%ﬂ I¥r1 etebﬁlElr g 1”%)@*“5&%‘%% kepsndd.

| nf or mat*FEH "KM ““\/U(‘J"El‘l'%Fdl!i’b‘hﬁfl‘ﬂﬁt‘}wefsﬁél-"ltf*éludh attacker, such as ink,

col or - cukd®x @hamabktHishicS or i nk viscosity do not have Lo he stored in
[ he |gsecure \ the authentjcation chip, 5 4.3
Manuf act ur e %%glﬂbs ¥ t[iuggme)é“%ﬁieﬁmhﬁé‘flim"H%V@“d:'eP‘dW“ﬁﬁﬁh‘T%E'f‘-ﬂ‘i‘ql‘ri&“f:ost in
order t &b Liﬁ#eqnuu@éers efsach hithesqupdy efrriadiati on mechani smfor | ow cost
consunahl es. R‘Eﬂﬁ)@ut henti cati on chip should use a standard manufacturing
process such |l ash. This is necessary to: 10 Allow a great range of
manuf act’ur i ng“{'0€4% i on options 41 Use well-defined and well-behaved
technol egy arRedimeonpst Regardl ess ~ of the authentication schene used,
the ,gi rcui of t thentication part of the chip nust be resistant to
phys??cafhu h?%{‘ék- “”“*’@” b é“f"tdé'b‘;'l Eprf@f”‘%“ﬂfmrf%fdﬁm%%ﬂmm@“* olrickiBEgh t he
formof the att aé'R« ldfiony dietyon st 1By abwich g chidnge. BttrhNG!IReat drha@ itk

al together  Physi GaRlooRx%alRALH 2RberCfua il ghl l'e in operation

(destr U%tl ve and non-destructive Physi cal deconposition of chip Physical
al t er at i 61 YOft€ el kidP2 i clpuestipip infgrmatan Berasrly fedstdimg themertieuly pesumebley t ake
arc detailed n SectédRead®:if. d&a it2Q chrd@adul Mad,m{&hﬁmghlnm@m%r@fmh&

eXpak table fromt q lllggls'ﬁﬁ,llme uf th-s consumahH {hgﬂmaée us%d bor s 'E' sfag: u}fﬂ%@\,mléfiﬁ%ﬁ In ty

aut hentication chip a secure encry
requi renment  si nc&w coEHEpPE Tp gﬂmmyrtmq_m for this data is that it noeds to be kept In non-volaiile

memory. Sinee an attacker can ublain access to a system (which can write to Read Write

data). any altacker can potentialiv chunge data fields of this fype. This data type should not
be used for secret information, and must be considered nsecure.

30 Decrement Only dara is used to count down the wvailability of consumable resources. A pholocorrer’s tonet
carlridge, for example, muy store the amount of Llonet remaining as & Neerement Only data
item. An ink cartridge for a color prinler may stare the amounl of each ink color as a
Decrement Only data itemn, requiring three {one for each of Cyan, Mapgenta, and Yellow), or
ever as many as five or six Decremnent Only data itemns. The requirement for this kind ol

35 duta item is that once programmed with an initial value at the ranufacturing/programiming
sluge, it can only reduce in vahse. Once il reaches the minimum value, it cannot decrement
any lurther. The Decrement Only data item is only required by Consumahlc Lifetime

awthemntication.
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conpani es in other countries able to manufacture the authentication chips.
In any case, the export restrictions. fromthe U S A nmay change . The
exam nation o f a solution to the requirenent of manufacture,isgxamned
in Section 10. 25 ~ 5 Authetieation Existing solutions to the, problem of
aut henti cating consunabl es have typicaldqy relied on physical patents on
packagi ng However this does not stop hone refill operations . or c |one

manuf act ur e i MuGORNLE RS the Wntﬁaﬂl@ﬁaﬁc ﬂa&q{%ﬁﬂg rle&hred an%oﬁr ﬁ-uyt 1 (I;rJ(J) tllﬁ% tnzl O
protéction iIs ad "T{*M&"not

Consequen of

enough tt%beﬁ'"@em‘ Sg‘]al'r]f!ﬂ'faihji' S gé‘ﬁ‘flf‘ BWFH%‘ESHB’CF” aifaligt, such gs '“L@é'CF'E‘Eﬂ r elying on
a hone- breywessgiariring vis@eilvre nitdavetdigtsiorsl ashnedidaaenian et b Zad by
securltyamﬂﬁﬁ@r&&ﬁ. Security systens such as Netscape's originall

pr opr%et gry sry@gje{n and the GS M Fraud Prevention Network used by

cel [ ufar pho We exanpl es where design secrecy caused the

vul ner abi | i t y Thmufhettin@ionr Sfycrmid Kaye a 108 manufacdn®ib chst inBOlhto b8 @AM I)fne ~SYSt €NB
wer e brghﬁﬂnmg%n%gﬁmgpkﬁ 3L%mgggﬁa that would have been detected if
the conpanies, owe an open design process . The solution is
to provide adbthiwHeiicaen gp “lﬁ‘;ﬂllhfé‘aﬁ%ﬂ"dﬁtﬂlhmﬂuTHMW progiist. hsh odidhsh. tthieis scruti ny
of exper h&essary to: 5 In this part, we
exanlge a nugﬂ ” oco s .that can be used for consumabl es

aut hent i &ati oft ™" ?%r&"‘éf WI}.“ geruipelicaon PRV | ook at the advant ages and

di sdvant ages Uefwudiaichned mrutellbthhaﬂ ecimchgme . We only use security nethods
that areg pubk&&Lcwﬂdescribed.~ usi ng known behaviors in this new way.
Readers shou famlar wth the concepts and terns described in
Sect i on Bfeardiags chife piheptiratiozerhemgreivhe dtyeitry Pilsoithyriotioost of tiéchUBESE 2004

-30 For akikiar l’ﬂ%ﬁﬁ:ﬂ' aﬁack tﬁﬂ%l{:ﬁ]@ﬁé&l& Ldrts Rffok BSin SERMBEICR bES A B eahal: key,
best way to Protect againsit reverse

not E secret|$ ﬁﬁ E

engi neer  ng~of” 1 ??HW AEFE% t 0 make [he al gori | hmic inner working
irrel evamt (t hl@,ajad|g;an.ir.nh1m=:o¢fh rhvhee inRRes ochREKLAIg: W 8dn-&tuukilvepe nmust  be

valid byt ngmﬂLJ?cmlomHuoid§ecret) All the protocols rely or) a

time- varlant i dj ? €2 the challenge is different each tine
), Wwhere* thefhwiglaicegpordser depends on the challenge and the secret -
The chall engeThJﬂﬂ}sQlal %list@legﬁﬁlglglf“ﬁﬂns"}bj&q%cg arc §c9m|cc}:na$mélrwgz observer will not

be able to gather useful T1nformation subsequent
|den9?f|cat|oﬁk# ﬂ@ﬁﬁﬁﬁb¥H&BF@”&P@ﬁBW@§éﬁﬁéﬂ“SWHF“@HEH”“%¥“PW%§bnce Only
and Consuiitagthhten khif &talse@re eaiphentiicatiionlow pﬁbrttﬂ”lﬁqlg’ﬂm&ﬂsuﬁﬁ ok@aelmany di ffer
inthe n I 59 n

process, HJ;%%‘[IES?I‘I oll?ep&cmﬁ'nés aﬁlg 0 n%puf?cmreptﬁ @%gﬁz@?gcal}fp ég’g Ct)]%;g: ) %@l: Et%]éer tain
protocol&UmV%lmﬁmbTQMMWth elther one or two Chlps 10 while ot her
protocol s onl Yhevwafnhnmrt T ERiof BitRSequitiehhe hafRtne i eRinfled iVt fient | cati on
chi pg carg used % stemis still responsible for nmaking the
authentlcatloﬁ Q%F¥P -5.0.1 Single Chip Authentication Wen only one
authentlcatloﬁmshg@hmgwmgbdmﬂﬂmaﬁhemammhemmﬁma¢RUWA@wmmﬁgahwxapmﬁmgle chip

10 (ref eﬁeﬁe‘ang on Inzgka%ﬁ% %lﬁgé) tllfs doek frot 9[9|pl§3|mg lt@l]]fo&r 121955%/“5@ :rﬁﬂlfaﬁm&y o Ecﬁ“ﬂlgsl
(referred to as hat it _1s authentic, he start

pr ot ocol WihsyRgk @ysy ¢! Hf@ﬂﬁr@ﬂ?ﬁ@%tﬁﬂ@w& %m‘éfﬁlf‘ﬁb@ﬁ!ﬁ% pERptectpyi @FH"T‘i under t akes
a chal | enge- r e &ponaplo@eeio bn aththicdht @AnliGha @Rdrct RUSzded antibAeSe@iyPA’ S

SIU: Qgrﬂ ' [%%t&%j th &i s ﬁgﬁgﬁlhgg{hﬁagﬁpﬁy ‘E‘:@E E%QEJ ‘E: skéf%nsb§L5,g ag?bébadpc_ﬁ‘?r%ﬁfﬁp' e. 1§ ' |S .
Chi pA 10p¢1@1smn *~1~@=n1 agd @aﬁ&ﬁwéaﬁ"aﬂw@hﬂﬂ@ u*ftdiheﬁﬂﬂvlhreﬂh@l@h@aﬁmlﬂ@ Were i n which

chip 10 ﬂeﬁ:eﬂie@;@@@nusécﬁh&ﬂﬂ&hﬂﬂf mh@wﬂh@w @1] Jhe,aaaaa,mfnk qwc g.an,nl@e seen in
Figure 1, and | ves a

responsc A rp R oy onE g iR e O U Rh BRmaR et o,
protocol@hmﬁyﬁnewml&ﬂ@@nmb@m§mﬁmmmW€hﬁh&ﬂdﬂﬂﬂ@eammwy@@nbﬂmat|on of both.

It issinportaptpil RrtnAL &arﬁaﬁaatnuﬁﬂétj émls%m&@ﬁ'&' ﬂ&ﬁ&'@ﬂﬂ&ﬁlﬁz@ﬁu&&enmhﬂon can be
easily reverse engineere an attacker, t her_ by exani ni ng

the ROM GEH{™ H‘i"ﬁ'd““él“‘r% ‘iﬂﬂﬁ?"“ Wﬂsé‘?ﬁlit@e%?a%ﬁétﬁ”é‘i 9F‘§7“*§n“§‘f ‘ﬁ‘ééﬁ”‘v’ad to be

seeurity muethads that are publicly described, using known behaviors m this new way. Readers should be

tamiliar with the concepts and terms described in Section 3. We avoid the Zero Knowledge Proof protocol,
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secure in itself. 5 5.0.2 Double Chip Authentication In other protocols,
two authentication chips are required. A single chip 20 (referred to as
ChipA) is responsible for proving to a system21 (referred tqaﬁﬁmﬁyg&@n)
that it is authentic. ChipA 20 is associated with the consumable 22.

part of the authentication process. Sys(ﬁ_m 21 makes use of a trusted

aut hentication chip 23 (referred to as i pT). 30 In double chip
authentlcat|onh@amm@m@hsmLéyﬁhaﬂmgih&ﬁﬂ|

conbi nat 'xgeﬂ t@gtmteclp Qéamst r&v T P ) %ﬁgfﬂg%my I}?E QHEC&V\%&%Q‘%GHIF Pfif'lat 1 on
chip. in soéne prot “’Eﬁf“%'""’f"“%’ ﬁﬂd“@’ﬂ“ﬁ%&*”?@lp lSH‘aWémﬂﬂqélgsramcmnctrer nal

st ruct ur e¥erkiFg I’T@IEH’F’ @Eﬁéﬁ@hﬁnﬁ LhrTMEGucamgs@Imtﬁxm Iﬁﬁhuh&lxlﬂi]lﬂllbtJIﬁ{IﬁL%1uhlqEC%]nal
structures. Ih&h Abideolsl- QW can be seen to

i nvol e q»eﬁ t#] exg]rg :25,“ & ) mgg?gﬁ%nluﬁﬁ UE [ ECh HEE § A(?ﬂL mteél LI 25 1F om
system 21 P B3 ailgreg @ é'éeﬁbﬁﬁ‘éé”“?@ﬂ'ﬂﬁ"@rﬁ“@hifﬁmﬂl@mFm@y@tﬂemnszl and

i nf or mat |°@er35”2m bf wtdrte edthcpie@Bn trowsysten bseqRiesaneai ol y Aut hentication
(I nsecure Stat'[eLr aral 0L o | eptication we are
only conc/ﬁbh aebpgﬁt val i dat bEHtecd fé'r%%% Df%é'%?l@gho %{’Psﬁ'm%g%[r EE’HT FERIYR chi p.
Al t hough YA€ FRERE s 8ﬁhfdlhwkfre%tﬁth%waicr*emsteawed fonfiombattication ptolaes, in

t ransm ssioncobe sygdhatuhstiatad ticnfREBLki (,Qﬂaﬂ{\@!elinéiﬂmﬁ whe wﬁ%@ﬂ&hr‘&% Sdveggure. 11

AUGUSE 2004 it B RE RSP RhQGRk S . Prot PL and P3
v aut hen Lt Pon- e BaSRD BS B BR SR Bhon o et it stsdong.

ei t her on¥teRyis %‘Mﬁ*@aﬁﬂﬁéfﬁ T1éfau=|ﬂ!§ﬁutbtrmuqygon dcigonl Protocol Pl Protocol Pl is a

doubl e chijop prgqiggmhpiatml,@ggyentl cation chips are required). Each
aut henti cati on, contains the follow ng values: K Key for FK[X -

Mist be secret heﬁ‘ﬂﬁiﬁ%ﬁ?ﬂ?ﬁmaﬁw v & the piglsativaiinm PRy, 4 hilsehip sl irdiered hut
must be geed‘em»iw tL#’lma»llIUdfﬁprm"»&@taaﬂyfﬂin‘tlla{.l'efe\#a:lluea S8 @acthis aliicRlid. REHARGR
Changes %mm%acmmvp&%h@ ,ﬁgﬁﬁhgﬁ&g%%iym%%%mﬁ n{fejﬂa%g%{}%ﬂ“ cation

chi p contal ns | ow ng 0 | ca trons urns R, and
advances PWRC?'@'%%FH%a@éﬂﬁéﬁﬁ@mﬁhﬂésmwm ISK] procotsthe apcbaytidity nbbe appl yi ng
a di gi t akosinghal IJi'sﬁmfcul:,nl%lbddﬂﬂﬂ1§11ﬁ|€éuﬁéltbﬂ$lﬁ:¢hlﬁQﬁﬁbl?ﬁeh@flth aacrietriged K. The

digital sjgnat e nter the chances of soneone
gener at i ng‘gig rEH’jut g SI?L"H Eﬁ]rs"”élgjﬂ"'k‘l' "q@r’%t odjebglﬁcag‘ EFAPYIREY &4gmist ThEd* 8 chene

chosen (§@~eﬂ&"bem®l FlLWﬂThﬂed praeot ollling: 1dgssded rbrows sysemSyst emodt 14 eguest s 30
Randon] | uf hom ga,l p' T 23, 2. ChipT 23 returns 31 Rto System 21; 3. System
21 requests 3 UHR" rom Chi pT 23 and al so requests 33 it from Ch| pA 20;

4. ChipT 23 r &tk g*"@auﬂspé“ftﬁr Progpeay, Sysisth léfmlbzeﬂf%mdﬂidwzw PBPTHHE 135

SKA[ R] LbuESylsi g, o Gote 1hy Streml Cio mmme& !.SKIE(.R]H o HeRasEXALdR): endifecrtdigian ar e
equal Q[%r&(bph{ﬂ%b 2 anﬁtﬂ&sfl]edlﬁgﬁgi l’}(%k ]‘]Irhrll_é_ I‘.‘,Ir\Ll.ngf %‘,Hltf:l'l'l?h Tt bg}:-]ﬂﬂ} ﬁnﬂ%ﬂﬁ?ﬁ%ngl der ed

|nvaI|d he d can be seeé
sequre in jtself,

23 50.2  Dwuble Chip Authentication
In other protocols, two autheatication chips are vequired. A single chip 20 (referred to as Chipd) is
responsible for proving Lo 4 svstem 21 (reterred to as Sysfem) that it (s authentic, ChipA 20 is assoctated with
the consumuble 22, As part of the authentication process, Syscem 21 makes use o a lrusted anthenticativn
chip 23 {referred to as ChipT
30 I doubde chip authentication protocols, Systern 21 can be software, hardware or a combination of
both. Heweyver ChipT 23 must be o physical authentication chip. In some protocols ChipT 23 and Chipa 20
have the same inteenal structure, while in others ChipT 23 and Chipa 20 have different internal structuees.
The data flow can le seen in Figure 2, and can be seen fo invelve s challenpe 24 from system 21 to chipA 20
and a request 25 Irom system 21 to chipT 23, and a response 26 from chipA 20 Lo swstern 21 and inlormalion
35 27 from chipT 23 to system 21,
5l I'reseince Only Authentication (Insecnre State Data)
For this kevel of consumable authentication we are vody concerned ahoul validaling the preserce ol
the authentication chip. Although the authenlicalion ¢chip can contain state information, the transmission of

that state information would not be considered secure,
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Note that System 21 does not have to conprehend SK[R] nessages. It mnust
nmerely check that the 25 responses from Chi pA and Chi pT are the sane. The
System 21 therefore does not require the key. The security of ,Proieeql, PL
lies in two places: The security of S[X]. Only authentication chips contain
the secret key, so anything that can prgduce a digital signature S[X] from
an X that matches the S X] generated by a trusted authentication chip

(Chi pT) nust bereauklent de€presdntdd. A8 b ted by all.

aut hent i Gati.qn ,ehi ps, stp.gg | ar ge ggg%n%bﬁ?;&éﬁégﬁngﬁ%ﬁnﬁn‘IXT’FS’ f‘é‘u‘fé Pegsttai n of
R generated by &l 1 Aut RERETERT BriveHipeicften €iggl | then there is no need for
cl one mafdflactiupless! Po crack the key. Instead, the clone manufacturer could
i ncor porate a eV id el G P a.record of all of the responses
froma ge,QUi ne. cg]i ﬁ’ét o the c%c@s“g]gﬁ{mgy t le'gnscglgi%?nmqufrﬁ@‘ LGB Rt i on
does Aot B FI"AT {° (FAE™ 6% i n the aut henticastion chip, since System can
potenti al Ky 35 gendrafeFihpvsanmesestrandom nunber sequence. How ever it

sinplifieg the desi d ensures the security of the random
nunber ge%er at or V\A,C%Fe"g%mt%ﬁ‘zﬁ@gagrrfe% or Al m?‘?ﬁﬁ?rﬁtr}ﬁlh’f"é“[‘?eég"ém‘{‘ﬁ% HEE" he
aut henticati on chi pritish et &irsgh phisisitiabe Cengo Fith mcsiysteinn vt kenvdeat (atcion.
Protocol Pl ha&schsavarliadiorddipamdges oikwing cBed iheueal ed during the

X, a clone chip cannot generate

aut hepti ?‘ﬁg 'Oor[ll procﬁ%ssé?) @A ST 2004 G ven

SK[ X] " wi t AOUL K or “SECEEE™ BV P& "AUE RS Fcati on Chip. Systemis easy to
desi gn, é&Bfleci al | y Remrnd 8K Cibs teswhypSdrelyiy s viclknl asnturifingeh SpF X bisel $on @8 NO
encryption or  dectyptiOR 1R afRdVlLaek , ﬁt@x&g@%t@&!uﬁmm% cpange% of 30K of
keyes signature functiohs exists, 1 ncludin y tric cryptography, random
5 nunber sequences Ec"érﬁwgﬁé@é%&@‘éfﬁ’tﬂh@ﬁﬂfi“%f%\g“ﬂ‘-'@jﬁﬁ otresTtre raTmehep e e
functions (such asneone-way functions) require fewer gates and are easier to
verif]é/ t han §§ym¥§tufiggsquogqrithm). Secure key size for a keyed signature
functions does Hot nave 10 be as | arge as for an asymmetric (public key)
al gorithm A ResjenlZengndits 6¢ Rag@n(bfransCinp 034, des adequate security if Sis a
symmetri g cryﬁpﬁ,egj@gmgﬁ%;@mf while a key length of 160 bits provides
adequat e_secur.i %2:11;”8 IS - SI| However there are B)robl ens With

- SITAL | H :
this protocol *¥ L depty %I’“éuf‘E)T THES B TP SATAREIPAT at t acker can
pl ug theachi pChint @3 ehek B4 HwWhR] B\fsd«e1. generat e~ chosen Rs, and observe the

outpyt. Ln orde Jind-th <oy .attacker can al so search for an R that
15 vm“t%l “energﬁlmté@gjﬁ'g{gi'?lé%ﬁé ?QI!“LSrI née multiple authentication chips can be

tested i A par arsealconmen Endftlndh SmtIHEhey e fua). Yren RBIP M Srioeiesb lid lapt ten

gener ati on caghbgisGepteai-ad. The method of selecting a good key depends
on the al goritT rﬂibqli n_gﬂqjsed.. . rtz}i n keys are weak for a given algorithm -
The choi ce of "tHe kEYEY “6/E" Way " Fihctions itself is non-trivial. Some

requi re |icendlblthatfiiygert dl (yet rvpftave 2 Conprahtrad Gt iRbmessesnimdl merhehegk Wathe coul d
take,act 'ch[ﬂmQer&nh@hiPA Ha 4 B¥ Lo BRSSATE . By G Q1R BASEENGr ledui@hc t.g. Chi pA - it
woul d be preferable if the man-in-the-mddle did not see Runtil after

Chi pA had seen™ ¥ouript HoGrd P b "deltbre preferable if a man-in-the-middle
didn't see R ahs@bukity of §[XP (ing asiyantEtif dipeats iy ti isare; kehec aysezofu dahprod28- bi t

key si ze needg% gimqgigtﬁgl%%%tlﬁmsaﬁ Ckl{ﬁah FnMn’:hcst; tpu.;BS [f(ﬁ]éagé'ated by a trusted aulhentication chip

(Chipl) must be authentic.

an . Thi: domain of R generated by all authentication chips must be large snd nun-deterministic, If the
domain of R generated by all awthentication chips is small, then there 35 ne need for a clone
manufacmirer to crack the key, Instead, the clane manufaeturer could incorporate a ROM in their chip
that had a record of all of the responses (eom a genuine chip to the codes sent by the system. The
Kandotn fimction does not shictly have to be in the swihentication chip, since System can polentially

35 generate the same random number sequence. However it simplifies the desipn of Systom und emiured
the security of the random numbor geoerator will be the same for all implementations that use the
authentication chip, reducing possible srror in system implementution.
Protocol ™1 has several advanrages:

. K s ned revealed during the anthentication process
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25 could not be exported fromthe USA since they could be used as strong
encryption devices. If Protocol Pl is inplenented with S as an asymetric
encryption algorithm there is no advantage over the symetr i, easesn the
keys needs to be | onger and the encryption algorithmis nore expensive in
silicon. Protocol Pl nust be inplenmented with two authentication chips in
oreder to keep the key secure. This neans that each System reqw res on

aut hent i cat i om;jhipa i nti an chi p.
5112 Protocol Bh | e e e AR P N L 1R PR ) SRTARARE o
processi fig powsTe™ AFFEP Assien: \i‘é@"iﬂ“ﬁ“f' ‘b'fﬂ‘"* F'ﬁéﬂt“aﬁ@ésﬁh agifik- B!y:s‘tlemstwmh atrypioe or

manuf act ur ed Idﬁtlﬂlpatﬁrgﬁdq.llla:ﬂﬁ}l‘Iytlﬁﬁl,tse]fnt egration of ChipT into System may be
desirabl g. Usg .of an asynme encr%sptl on algorithmallows the ChipT
portion of Systemto be ] nsé]}f'd'Fee ”%F”&f“d relpsne gt ff‘n“écr“é"ﬁjb’#féph”déf&é’masym*retrl c
crypt bgr aphy. nWger sefiicacep peitnwesade aubaGttiohiop:scont ai ns the fol | owi ng val ues
K-t Chi pT onl ¥eyeRubilabee tﬁrﬁbﬂm 8 he secret

Chi pA only. Prl'\{/atgl Egg%lr%gg{ %ﬁ%h%mns?‘% @gmgggrrgé?ygliégﬁ\ﬁ&]‘%f 12%04 - 33
R Chi pT only- e YA ‘“t“'%/aéﬁﬁ'a‘(’}f'ﬁ Jnunber, Does not have to be secret, but nust
be seeded Wit Becare keli 4 e @ Rdyed d@uﬁtllrahlnMahitﬂc%fnﬁﬂ’haﬁa@ﬁb'ﬁm‘ga ad fSdnaRNGRerieNanges

with eachlnvctlo f. nctian n functlons are
defined: 5 EJ 91 g.;?.lo %.me,-\lﬁe[%na nJ"lE%i:I.TB}(]owd 519;8113E SLCIJ]‘IL \g‘;ﬁ%;e E %ncrypt

funct¥on E. D@“D@J@hiﬂfmﬂwm‘fgﬁﬂﬂﬂ@ﬁws\bﬂimfmprﬂmﬁ@rﬂémﬁm ‘ﬂscuasfyl"rmeﬁhfﬁﬁé decrypt
function D. Raggom | ChipT only. Returns R| EK[R], Advance Rto next in
random nunber seguence. ub |c key KT is in Chi pT 23, Wiile the secret
key KAis in BATP ‘!%(.FF rﬂﬁ@ﬁﬁg iﬁr“a%?JpT 23 has Elie advantage that ChipT
can be i mpl enﬁmstseﬁeptlmﬁsn:ﬁmm;e mr;k lha techoleer en Ok mhcﬂi;hmprcwmsgqitdn@tmtahe seed
for 10 Ris L for i { 11 re can
he i npl ement eg4 as%a%@& w&% ‘%ﬁ’ﬁg”‘ﬁpé‘t}%ﬂéfé U k%n)an alP 3 c%'fgméh"m% f(&;raggi ?’g& The
prot étol for au!taﬁw':if'csawbﬁlmém*asmrﬁ@lﬂlﬂ@fb@ﬁwﬂqﬂ ch@y@ﬂ éﬂ?‘*?-‘]!”bﬁ'raﬂ"é 40 Chi pT's
Random f wnct i QEbendu% un@l@'oﬁk-[uaa%m'&@cﬁlléﬁdaél %1 gé%erlaucﬁl@[ﬂg]w codiSTHR Meddd of15 1-

System 21 cal is func assing in E 4. Chi pA 20
returns 43 R “‘éﬁb‘f’ﬁlaﬁ@lﬂi hb}yd W%]@W[fﬁ]’_tf‘mgg“%%ﬂt TS ks %h%ﬁrf%ré‘ P&""from Chi pA
20 to the ori gessin.R generat ed by ChipT 23. If they are equal, then ChipA
20 is copsider be
seen in FI gur eﬁe 4Chmge00fﬁ; & X 8% %uf?hﬁ\égﬁct]gnmthuﬂ%n% rg\l;\af‘hll} gc ﬁﬁ?\ ﬁjcgﬁsgl dLeQE’B\ﬁ%p
secr &t key) i &oWeionr eveal ed during the authentication process * G ven

(E:hKT[ ? Sa cl Oﬂ%aﬁm He €RANP QLGS0 &I 1@1 L MLI&Q?H&SSE}% Qd’foriaﬁal(éﬂﬁrSL dn @ @hieal _
ip ince can he enent e e re or in
i nsecure har dﬁ/ﬁ‘f"éh“ ”b‘?f&r‘ﬁe ‘Bta? - 15?“ gt{?’é]ﬁlre “’Hﬂﬁﬁ% t“fﬁh HE" ﬁgln‘é‘u b1 e) i 5

required to bemaammeq;mr:.enhautah&mm—rb:amlddindldlhnspaRJ.I5II I f ChipT is a physical
chip, SySt em '|st L qy%XsetE‘u? engﬁsdog rfJELE.I.,IbL ot the 128-bil key size needed for adequate sceurily, the chips

25 crrudd not be exported from the USA since Lthey could be used as strong encryplion devices.

If Protocol P1 is implemented with $ as an asymmetric encrvption algoeithin, there is no advantaye
over the symmetric case - the kevs needs to be longer and the sncryption algorithm is more expensive
sileeom.

Protocod PL must be implemented with two authentication chips in order to keep Lhe key secure, This

A0 mcans that each System requires an aulhonticalion chig and sach consumable requites an authentication chip.
5.1.2  Protoeol P2

I some cases, System maty contain a arge amount of processing power, Altemmatively, for instances
of systemns thut are manulfactured o large quantities, integration of ChipT inuy System may be desirable. Use
of an asymmetrical encryption algorithm allows the ChipT portion of $ystem to be insecure. Protocol P2

35 therefore, nses asymmelric ervpiography.

Far this protoco], cach chip centains the following values:

Kr ChisT anfy. Public key fir encrypling. [Jocs not have to be secref.
K. Chipd only, Private key for decrywing, Musl be secrer.
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There are a nunber of well-docunented and cryptanal yzed asymmetric
al gorithns to chose fromfor inplenentation, including parent-free and
license-free solutions. However, Protocol P2 has a nunber of i,§g QW5
probl enms: For satisfactory security, each key needs to be 2048 bits
(conpared Lo mninmum 128 bits for 30 sypmetric cryptography in Protocol F
1)- The associated internediate nenory used by the encryption and
decrypti oh al gori t hivBe# ésh-00E R SRR BBL YD ded epneration is |
non-trivial, Randorﬂiﬁu‘#%‘?,ﬁﬂigl are.not %oaéDdﬁgjg/cg?Jwinﬁg&gbﬁﬁf’%m hfEhtited as
a core, there nay be di f11cult] €s 2 FHPiTRICHA ey with§ach inypordon oS RewmAS| C,
| f ChipT is inpl emdWtEd as software, not only is the inplenentation of
Syst em open t OThpFBiG A MhdiEhs 3 JeGkd-OF and non-rigorous testing, but the
integrity ij t he cocq;pi er and mat hematics primtives nust be rigorously
checkad for each i np e Rt At TS Arbt! “&7e Eervympiicis epayphipwaonc®npl | cat ed and
costly tHd#l si npl y-rirgionfy HetumaBld| X1 estcetss ShiperidB.AW@dST, 2004 34 Al t hough
many asynmamRdddic al gek eei fkcally Strengthened to be resistant to
i T er onty o e YA R ANCR TR MR dro i BrOaRn i aFRacks) | | he
private key K ‘%E %/”E’“%Jﬁ% Eep i Prd 2P ovide dhosertey Kemin GifAaPKHdvinl: I, wattipd 2be
pr ef er abbs teadkengp: 1Rt DbpIOAAbe Bitem stk 65 olFor @0 Harbideed @6h m@bloyif 1 CE B for 1 S
publ g, RiMB§LePEe ot }bqllrkgmma]rs]wv\elll p SN DA aqu,Chl pT are instances of the
sane aut hentication chirp, “each o PraI€EeE sHtaiTPBEt o> aShakEtip Petaerier ypt
and decr i rbinEtip Britkdlt y. Consequently each chip is larger, nore conpl ex,

and nore expansirmeeol DemmEAREGNk B TG red for Protocol P1. If the
aut hent i cEati on ¢ i roken into two chips co save. cost. and reduce

chi.,p is broke tw
conpl exi ty of hﬁgg‘izgﬁ‘}‘]éé%gflﬂSll'b"“‘i“\‘ﬂb*m}fﬁ‘i”ﬁ%)s still need to be inanu fav Lured,
reduci ng2t he é€tiehdhems:s of R SgaRew SHens2tt s of f set by The relative nunbers of
systggs t0 CORSHPBRLES 47 BMb A MsLSELLL, be taken into account s Protocol P2
aut henti cat i ogﬁchi‘gg couﬁﬂE not Le[%é%%éurlktplg&‘“?ﬁrﬁ(‘)m the USA, since they would
be consider efMBt oy e ARG fedEoBYl 5. 1.3 Protocol P3 15 Protocol Pl

aLt enpt $5.t OOfSBJ;\éQ Egﬂcﬁnlﬂafcskh@n Eﬁi@bb@ﬁﬁheinﬂﬁlﬁ(ﬂ ﬁ@%}nei—aﬂd E’J @ﬁﬁcﬂl(l\?ﬁa dre %ﬂg Pé in
that pairs . X _can_.be. gat e the attacker ere Fis or
F). Protocol =ik ?I]s'[‘m!vfzoogl?‘sgemi“ﬁmfj F‘fgidg]??m’i%émg&gﬁ 8 chosen text attack- It is
t her ef or e desifzalaladow eanfragen FgmgHosen randomii um her k from ChipT to
Chi pzA W t hoUpeplaift pz hRANE FIIBGHALSunp¥atl €em knowi ng the value of R Protocol P2
cannot do this since ChipT is public and hence Ris nut secret- | n
addi tion®, si gl seerarexd & eiviiliehing the gvhesaigeress si npl y pass an encrypt ed
version of R tRedipha R SipteRodel-rROOMISRGISNEE:stko Ridsaigaul d be
substitufed for a different random sequence of bits by the attacker- The
sol ution*is t3™Eneryht Bt R" B BRI cpplsy 1T spftvar ghininsreue BshyoRasr apTipA can
test if R wasoifmsmchly Chpacn dit edsdnyhiChs pduiredion: £ eousatdanatn want LO reveal
R, P3 royst bg-a Chip Lrotocol. (Chi pT cannot be incorporated into a
soft%/ar eySystgE@ng%%lé}%}cggﬁuﬁ‘gg%&%aggﬂg“nmg@l% core)- Symmetric encryption can
t her ef ort. heThetrafae njmpes elpvcll 28cPertdgodinREardd sprontd: dddmRoskiss gl fokey s -
The first ke}’inip&mb&ﬁzﬁﬂn,iidﬁlu@?i;ﬂlrehr'—frc%QndQ_ﬂé}:Etyﬂtu sih@pd the si gnature of R The
encrypted R |§ sent_to gyﬂoA whgre Kis extracted and verified by Chip A

P 2 Ha er ol

ICthe Ris v ’ieai:r, Protoco 5 a nlm 13 pwn problems:
. I'or satizfactory securily, sach key needs to be 2048 bits (compared Lo minimum 128 bits for
30 sYnunegtric cryptography in Protocol P13 The associated mtermediate memory used by the

encryption and decryption algerithms is correspondingly larger.

. Key pencration is non-trivial, Random munbers are nol good keys,

» IF ChipT is implemented as u core, there may be difficulties in linking il inlo @ given Systern ASIC,

. IFChipT Is implemented as seftware, not only is the implementation of Systent open to programming
35 #1TOT 313d non-rigerous testing, bul the integdty of the compiler and mathemalics primitives must ba

tigorously checked for each huplamentation of System, This is mare complicated and costly than

simply using o well-tested chip.



Chip A encrypts R using the second key, and outputs the result- The System
sends the output from Chi pA back to Chip k' where it is conpared agai nst
the known R encrypted with the second key. For this protocol, ‘éé‘é‘f’i"agﬁ[i”b
contains the follow ng values; 10 K, Key for encrypting in Chi pT and
decrypti ng in ChipA Mist. be secret. _K4.Key for encrypting in ChipA and
Chip t'_ Mist he secret. R Current random nunber- Mist be secret and nust

be seeded with ﬁ'hdl fl_}‘m%r @&?Liﬁé %&ﬁhm\’ﬁ% l%_b@ufugn} su@n@QQne@mtﬂrdqﬁt&ﬁt&MB&mnﬁﬁlanges
with each®succésyt Test Funct| %Fz E '12;{ O\é\/l ng functions
arc defined, 35vEuxlysis W@l@i‘ Iased FBEPR g TRBTEFES et RIS e BT s
symetric encryRtabunction F_ DI X] Internal function ChipA onl y Returns
DK[ X] where Dis s CLYRE LU Bt in 8L of AT INRIL, URGETLON
only. Retfrns §[">?Tl)ég?ﬁeérﬂ?‘“gfut aclp mdné%%ﬂe&?kor ¥ "The "di grlﬂtla si gnature nust

be | ong enough pttdic eouetit er t he chances of soneone generating a random

]S| gﬂat ure, k f6(P| A thsang-éhl dharnQQfhe 43&& EJ}inQﬁt&rﬁ&ﬁ[ﬁ @&kl Shiz @yst qmmnnr?l:gﬁcsorreone
chance in o valid si nature X ) pT TRY
Returns F 1[R Iﬂs"%i“’FF“’“F'E‘s”E‘f '"v‘"@fﬁ”bﬂ‘”’?)'ﬁ:l oy mﬁeflm're RQEQL %lgarg@grgces 8k

_EKO[ R] =X O htﬁhl‘e\luxﬁ:&sﬁee]ﬁaultﬁ$1uﬁ)reqﬂ'lh@fﬂt Pmeed Bken to return 0 nust he
:c gen; : Falgo(() (rj a: I hd atu wnnﬁRHE?I *}F ﬁ%;,ﬁ \n'FEmeéJﬁﬁrisa&&u& @;Idla'é'dﬂnejemﬂy&&t} meiehgﬂm i cal

| cul at [ %15 ﬂf’ﬁe? 1[ X]
Ret urig¢ FKr[Y] t¥d th['-: il needzzo @%@wa%dem?‘%‘ﬂ“ﬁF‘ﬁ%‘”ﬁf”“‘“‘? %afl t"akelr to return
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23 Protoeo] P3 therefore wies 2 sets of keys. The first kuy is used in Chipl to eperypt R and the
signature of R. The cnerypted R is sent to ChipA where R s extracied and verified by ChipA. 10 the R is vilid,
ChipA encrypts R using the second key, and outputs the result. The System sends the autput frum Chipd buck
to Chipl' where it s compared against the known R encrypted with the second key.

For this protocol, each chip contains the following values:

i K, ' Ky for eur:r}"pting in ChipT and deerypting in ChipA. Must be sceret.
K; Key for encrypting in ChipA and Chip'l. Must be secret,
R Cumrent random number. dust be seeret and must he sceded with a dilterear initial value for

each chip instance. Changes with each successful call to the Test Ffunction.

‘The fallowing flnctions ure defined:

33 F|X] trternal funciion oy, Rewms Fy| X where E is symmetric encrypt function E.
HX| Internal fumction Chipd only, Returns D[X] where D is syirmutric decrypt function T
S1X| Interral function onfy. Returns 3| X, the digital signature for X, The digital signalure st

be long enough to counter the chances of stneons genuraling a random sighatuze. 160 bits
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Systemis easy to design, especially in |ow cost .systens such as ink-jet
printers, as no encryption or decryption is required by Systemitself. 30
There are a nunber of well-docurmented and cryptanal yzed symvetj ¢ ;
algorithms to chose fromfor inplenmentation of E including patent- fPee
and license-free solutions, ~ A wide rapge of signature functions exists,
from nessage authentication codes to random number sequences to key- based
symetric cryptogr aby pref@h@nat Wrp LG QRS ARGaSy et I C tion
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there“are a | arge él‘d“"&‘mé‘i}‘é]i] P"&lﬁlpé*sfrﬂlﬂ@ﬁ gya tofrowm Firan de Sentitder ahgibce of
E and S is non- trimpual . Some require |icensing due to patent protection.
Dependi ng.QQxihe chasgn ‘.grtclwl J r eneration can he
conpl i cat ed. XS]rhe met %odnof ¢ EQL[LIa“n H&E{%}”f{’ég ﬁnsﬁ S o R HerEse Suged t hm
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e chal | enge fpuWinEhe response. However, Protocol F3 requires inplenentation
of emerypti OnThgd&DﬂQﬁ&ﬁ,)ﬁpgah,ﬁﬂpﬁm@qSI gnature functions, snaking it nore
expensive in ]§r| | i (lt?g t han Protocol P1 In addition, export regul ations

i nposed by Lhc* W 6 Bl adkwteni s proot ocol probl ematic. "JLit
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decryption is required by System itself

i . There are a number of well-documented and cryplanahvzed symmetric alzoritlms to chose fhom for
impletentalion of E. inchuding patent-free and license-free solutions.
- A wide range of signanire [unclions exisrs, [rom message authonlication codes to random mamber

sequences 10 key-bascd symmetric cryptography.

. Signuture functions und symmetric enevyption algorithnis require fewer gates and are casivr ko verify
35 than asymunetric algorithms,
v Secure key size for symmelric encrvption does not have Lo be as arge as for an asyinmetric (puhlic

key) algonithm. A minimum of 128 bits can provide approprigte seeurity for symmetic encryplion.

However, Protocol P3 has a number of its own probicms;
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5.1. 4.2 Cone Consunabl e using Real Authentication Chip 30 Protocols 1 1,
P2 and P3 only check that ChipAis a real authentication chip. They do not
check to sec if the consumable 22 itself is valid. The fundanepta
assunption for authentication is that if ChipAis valid, the consurraf)
valid, It is therefore possible for a clione manufacturer to insert a real
aut hent| cation chip into a clone consunable, There arc two cases to

consi der:e 3 |:ﬂ1hﬁrﬁﬁ@ﬁre\M}%ﬁ§ S .the_aut hent.i cation
chip, the chip.lg £0 "E%Ete \ %@Eﬁggﬂ@g il %lm'g'ef%]n éﬁgqeﬁ&é?eyﬁé‘lﬂ%ﬁ%‘ﬁer efore
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will always appear e P fﬁﬂﬂ“ﬁE“b’Elﬁg It}fd" LR srpsE dus e eie dat a
access is not reaﬂifﬂﬁéﬁﬁﬂ@aﬂ'@éi 10 Note that in both these cases in order to

f ool System i nioRcdilps mlﬁlenﬂaudnfcﬁ 5 cees Chi pE still
requifes, a real Lét henti cat.i o%sqgﬁl?rﬁ)ﬂgé:&gﬁe&ﬁﬁ%’gggcoﬂﬂh“L és""éjuldg cl one chip
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on. so the addﬂﬁimia{&nﬁﬁm% RiprR& L, f: e, brotocol s Cl- C3)
may not be usef ul i . torﬁ’éeblgwcﬁmqa ﬁ‘e%%rl%ﬁ”m(mr P CL‘Fan of these
two pr ot BEBFEEDE Fr{a“f”laﬁfé@ef‘hléﬂ— 'a@tﬂﬁ‘é Absitean lme'ﬁmw@you {8otle kry sierund functoaminot
easi |y bepchanged. the effect depends on the appl ication of the key. In

SOMezsi NSt ances,,uisf pt b JéJ‘SXul%u folny o]0 lYtS are disastrous. In
other cases, it 1s on fﬁt ; ‘"F‘“‘.Fg@”d’ﬁvé‘hﬁ”&%éﬂép reifB‘T* AR ANPIEcatiyn, Eypotually,
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car/car prefkﬂ'yﬁu PEﬁle(h PC. aﬂnehaﬁmﬁlc@h&fe%g@ﬂﬁle @M'Fohﬁﬂ;érzﬁ@ﬁ s %u&ﬁ’ﬁ%‘omc&le%%guent Iy
i ndi'vi du owner
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consi de?t"d?J ° eﬁgﬁ,} Pmm 19] LL}/F “Hh%ft‘tﬂfgc'i?f ‘:50 Hempld 85“(“6%’\“ TifecobBr by repl aci ng
the Systleid dHis (Fﬂﬂsmdelemh& lbtarmshaahmitw ohipcs. The owner's keys nust be

reprogr amed/ a8 ¢€ 42 b PAQRK Mt Ba e e SyYshem aut henti cation chip.
By contr, Y CO npr.oni se of " a key ol‘?ﬁe'a&h% ﬁ'ﬂ“*”% e cpoql}s{ﬁrraﬁ‘fté e?r%tlpﬁ%t (for

exanpl e fﬁ%"&%ﬂﬁﬁ § gy hﬂl?arluhmuetaslyn%ﬁwnw fpro'ewhameqt@nrethmnkcmmrs rilidge
manuf at uremstuoabiveikelid.hei r own aut hentication chips. 30 The only sol ution
for existing. ali |L e BN ﬁ@ﬁ%far%@ﬂ%‘%&%{ fﬁtu ¥031F15%![r7§rc luﬂ:ﬁgﬂ%ﬁg}? cwfwinma " ony have no

incentive to
mnSumuhle Thers arc lwo cases to consider:

35 A — iz o X -~ ; .
J5 . [ cases where ytate data is mor written to the auihentication ch i, the chip iz completely reusable.

Clone manufacturers could therefore recyele u valid consumable into a clone consumable, This [Ty
he made more difficult by melding the authentication chip into the consumabie's physical packaging,

buk it would not stop refill operators,




|l ogistically difficult exercise. |In any case, consuners' Sustens already
work - they have no incentive to hobble their existing equipenent. 5.2
Consunbl e Lifetinme Authentication In this |evel of consunabl e '2AUGUS] Zlnd

aut henticati on we are concerned with validating the existence of the~ 35
authentication chip, as well as ensuring:ihat the authentication chip |asts
only as long as the consuneble. In addition to validating that an

aut henti cati on, Ghi P, .8 BaReR’ !}Rmuwlb ﬂ1€§1ﬁﬁﬂ@dlfc}ﬁ@q§ rtﬁfclufa Rey @Hﬁh%mlmgamqg
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Thr ee protocols a r ot oco and requires two
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Y] Retur nﬁu‘ilnh@lﬂﬂhe@gl\é@&]ﬁlﬁﬁ,hﬁa faf wifll & B breX]in n‘:cl'¥ mmgheﬂnj B ok lﬁa,endﬁl@h s a0, The
time taken to return nust. be hknLl

d | t 3 N promc%s(ll- rdn \!n% Ut 3 The lime
taken to PEGFA™E ThF\ﬂljélE ‘3‘*‘* '%ﬁfﬁ%pa?% I" T 7§06 E ETREREX. v ]
Ret ur ns MslL4[3X 1ivhgekity BKey [ X] = Y. O herwi se returns 0. The time taken to

return,0 rust A ihes O E ﬂ?‘malnﬂglﬂtﬂ% h-ﬁh'ﬁﬁn'k is LIRKANt ddnaf €T U N
N1 S PGC M nuﬁbg%ﬁérﬂﬁggﬁﬁl CL?B.% m%m rCil[ ) ood in Tiljrtﬂs T Hf\ .ﬁﬁL WI tes X

over t hos&asialockonggl Meehst db@%‘* ‘P“é’g?‘??]ﬁﬁ%[}’yh“b‘é “WHPRE @H%
aut hent i Cabifprébed AnedChuduik d’ﬁs’ﬁduxﬁnhlh%a@s mesmaky ridor BeonveBigskeem 2] cal | s 60

CliipT s Random ruri t%IIC?ir{lﬁr o égl; C%g’sgﬁﬂ%]%ﬁ?ﬂ ﬁﬁusﬁl%&ﬁ]m@r&ge Lekurag. 61

these to System egam yStc, rn uncLion, pcassillg
in R SK1Xkp;Fact30r tﬂlﬁﬂ@ﬁ?lm‘i@@“*rﬂélﬂt_&‘*r %Dﬂ%“q%“alh*ﬂ'f’%ﬂfﬂlq?r ey jyly comprantises the

75 individual car. If the owner considers this a problem, they must get anew lock on the car by teplacing the
System chip inside the car's clectronics. The owner's keys must be reprogrammed‘repiaced to work wilh the
new car System authentication chip.

By confrast, a vompromise of a key for 2 high volune consumable market (for example ink
cartridges in printers) would allow a clone ink cartridize manufacrurer to make their own awthenticution chips.

30 The only solution fur existing systems is to update the Systesn anthentication chips, which is a costly and
lowistically difficult exercise, In any case, consumers' Systems alecady wark - they have no incentive fo
hobhle their existing equipment.

5.2 Consumable Lifetime Authentication
tn this level of cunsumahle authentication we are concerned with validading the exiarence of the

35 authentication chip, as well as ensuring that the auhentication c¢hip lasts only as long as the congumahle. ln
addition Lo validating that an authenticalion chip is present, writes and reads of the awthenticution chip's
memory space must be authenticated as well. Lo this section we assume thal the authentication chip's data
slorape integrity is secure - cerlain parts of nemory are Reud Only, others are Read/Wrile, while others are

Deerement Outly feee Section T lor more infarnation).




5. SvSLerrr 21 calls 6d ChipTs Test ftlnciion, passing in Mand SK=[R | M;
6- Systwm 2 | checks response 65 from Chi pT 23. 1I' Lho response 65 is 1.
then ChipA 2U is considered authentic. If 0, ChipA 20 is condgide&-agon
invalid. To authenticate a wite of NI,,, to Chip A s nenory M= 35 I.
Systcmca]ls ChipA's Wite function, pagsing in M,,, 2. The

aut hent i cati on procedure for a Read is carried our; . 1fChipAis authentic
and M = f;lé Folréc«ﬂs ﬁ%a@ﬁgﬁﬂumgl;@ram §§|&hr¥lre§c 1@k mliﬂﬁlﬁcatmmaﬁpbdaﬁr& rRmsolf or
read aut hentr cation s own If I g UGUST 2004 -39 The first
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I nstead 4.24 iﬁ.-ufueaured i ndi rectIy by Random Test and Read: Random []
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to a brut® force se@inigdpnenunRer: B ol *meﬂﬁer%ﬁageﬁbwe Mt LEEREr . 10
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consuinab le. | n tmntﬂebﬂchdﬂe@ﬂéiﬂmam EEIIGIN@"NaaddWIHWME}aTH‘F lepgth dopeRis 2t pe
differeut 20 1 | avhijgh. s\ ke B8kt 1eRK).~ed i ndi rectly preven ts cho sen
text at'Uw4 on the authentlcatr on ch 1p. Sirico L [R] pair by ca 11 ing
R ando ni XAaglH ~ ok ESkxndttip) ~~, 1.imo~ until an attackcr can only
obtain a ThgXeY] R~ Setprnd head &bk RS Q[P EAT 3, Othawby wwrk Bribeting tae ko tgnR - |
S requ,irQd inar deFout 9;1 191[ éaPFﬂFQ]?oa{(!nmté 'I"l%qnﬁr@élttm'ehﬁl Khusedtel nﬁﬁtlfc'rgﬂr allood ANy
Wtonpt. at ns chom attac K, ini lcd L, ince the wx t
cannot be ¢ onp | tnEU*«Ty cho seu'. paTiq of Mare Na d -on | y, yet

di ffercri Redapx.rvjoacRemad e[ x0 M}Hat[X10- N (]lh:'hfiu, r@dnsKhEhes@eadhch ib Riuend gust o
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cnoughtowxasrnge org i Practrcc i gl itkely to h ave
i [in itation 4°yHcRig= FE‘H"“E%“FP&‘?“@%?T‘B?”@W i s HHAG SHA 1 -. the

key I O 1L11 Bysema] cat@x0 Cliipe Rendi6r Onclhoni t . Addi n 11 TOOCe b [is to dw
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rn d |ffut n Li :~~ it is potenli ul ly
poss [ bl e3t bal Sysigm Al Sk epipays Regd fingypn. émaga'grétﬁndﬁhd i scovered

a0 4, ChipA 20 relumns 63 M oand S| R M
3 Systerm 21 calls 64 ChipT's Test function, passing in M and 5B | M,
f. System 21 checks response A5 from ChipT 23, 15 the response 65 is 1. then ChipA 20 is considered

authentic, If 0, ChipA 20 is considered jovalid,
To aulhenticate a write of b, to ChipA's memaory b
15 System calls ChipA's Write funetion, passing in Mo,

The authenticarion procedure for a Read is carried ouc

L} ] [ o] f—

1¥ ChipA 15 authentic and M., = M, the write suceceded. Otherwise if failed.

The dala [tow for read authentication is shown in Fig, 6.
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iv-e thaii 35 ChipA(si nceasystel rnu~t bF, obtaiii Q Jor each

Chi pT). S rn|‘hL f‘l Hg{n%% nm&?ﬁ Pm cof@qﬁ_%g HHXEC; dlltﬂ d\lEE'd IIDSgdeJ’ )HII‘; % -
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encryption or dectryption Isccmamumeaeintaxyum&emmmsmlafffmm wi de range of

key based S|gnature sts, |c [o nunber
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way t O aut henticate to read the contents o g ﬂggor y, The

security 6fys Khind Kpprotwd wlorigep erers e oA o Riar e yFHg Ké‘ﬁ[ﬂ}é %@h& 1dhd t he
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signature functi .S, no advant nt,lsrrptrl c
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encrypt i ol P ori to be l'ongér and the
en cryp Limagmuakgon bishadding moce birs to the key 1dd> no protection], It ts therefore safer Lo PFL"T’&GT K fm”l

3 differential attacks with K. Otherwisc it is potentially possible thal an attacker via some as-yel undiscovered
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As an added precaution, the Random and Test functions in ChipA should be disabled s that in order
tir wenerate R, S| R] paits. an attacker must use instances of ChipT, cach of which is more expensive than

35 Chipa {(sInce a systetn must be obtained lir each ChipT). Similarly, fhere should be a minioun delay
hetwean cabls 1o Random. Read and Test so that an amacker cannot call these unctions aLhigh speed. Thus
gach chip can only give a specific number of R, Sy [R] pairs away in a certain tiome period. For more

information, see Section 7.




nore expensive in silicon. This leads to it second protocol for use with
asymetric algorithns - Protocol C2. The primary di sadvantage of Protocol
C1lis that the value for Ris known during the protocol. Consesumeatings R
SKI FR] pairs can be collected acid analyzed in a formof diffierential
attack. It would he preferable if R weyge unknown, as is the case with
Protocol C3. Protocol Cl nust he un plc rrerited with two aut hentication

chips in or derTrIe Qnik qgnﬁétmngﬁa}{,ﬁaaagwmﬁ,mw[ Cl mhma@mmﬁ.%hJ oY .ns'm@i,cfnllafaésﬁeem
reqwres an authentjcation ¢ consunabl e Tequires an

aut hent i AP GRIEHY e eyt "A‘b@i‘!ﬁg‘h%‘ﬁ?& 2 “%’tfﬂ {imgcagng aljpdingy 1’““('32 Pofuceb e c ast s,
Syst em meymcomubial tnaredaaitagent st crof i pridciess itgkpowe tereldrernat inviny ,  f or
i nst ancesﬂhmﬂta%la? érﬁ'st ﬁ%uﬁﬁﬂtlg »%111[;3‘%%‘15@1%% FAE % 1‘1&%1 lm%ﬁ%fuﬂ&%ﬂ‘t ities,

integration o into System na eswa an asymTetrlcaI
encryption al g‘UF’F"FHh‘F caRvArPHIr e Crt ‘6‘6?#43%“"61‘ h@?é‘f"‘%ﬁ'ﬂ‘f"ﬁ" PECHiRdige ur e
Pr ot ocol «&Zhiph. Thaef-efmatehe suts @St IRSYATBLo mGmie ylgt:ograaprm cldwes it b he 8 Spfot ocol
each chi Ont aj . or
enorypt i ﬂg& %gglg@?‘ug%ﬁﬁé ;\(l QL{ ‘BMYL , NG &&&M e n&@ gﬂ{fup flu ﬁ:ﬂ ¢! J@PQHM» rLEﬁcYIh%
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nu nber D@.ﬁﬁmﬂ al. maw]ep,qt.s@q Hee1s 8618 onRWa dh BRdu Dehiseeded v b aac v 18 @t f f er ent

initi ai cg fhor gg Js g T nstance. Changes with each successf ul
aut heht i HFFOR PeE k&Pt A %b’&/ the lest function. M Menory vector
ol ' aut hent i catRiodiy,.clizivrite Ratibr efiefink] espace:gihoutdWbe. Ti fufhemiend 2 §roe. theach

chip (d0§§cmf‘91ht Mgnggmﬁgﬁcgeam@qggm nunber). There is no point in verifying
anything i'n the Read function, since anyone can encrypt Lasing a public 13

key- Consequenticy Sfems hatit WiprgesrihosHs T ar e defi ned: 20 FIX] I nternal
functi on~u ortt Qﬂlwamlﬁﬁtrmﬂﬂdﬁlmgi%a]uhdmgn@u rhiceds S @asynumetric encrypt function

ern function only- ere C tric
ecry Bt FUNGOFDR. T FERAL s TG ¥ i s P g Sy BN
Ret ur ns 1= afdiadyamnoe geslzh, chfecidy ] lo kosl sy@@@k such ¥s inleheinwizse ne @twptivg of). The
timd taken hgmpggnqrpqu%dWg\%gmp@tprdent| cal for al | had inputs, and the tine
taken ix) rctunl 1 rousC'be the same for all good inputs. Read[X] Chip.4
ono), RetUr fhavif rinsp 1 key IRsqgsispiiies @isR l“‘*lﬁ‘”ﬁ)ﬁ‘""(fﬂﬁeﬁfpt%fp 7. &g fSIREY si nce
Chip't is echtl@aia;|aweinwaguhhmma:mv\mdbe[X Vdri LCS X over those pans oC M
that can le |t|rrate “R‘Ee wrilLcn over 25 The pu blic ke%/ $ is in ChipT,
whil e“the' s 8%"*‘ f‘*’k‘@‘yy S ‘”‘d’!ﬁ?‘“‘d%“’”‘f‘eﬁ‘%f%d* PR T IHA S RE
advanLage t hlatrid@md. pT can be i niplencntcd in software or hardware (with the
provi so tha i u ) g . ;
D oton. iy %%LRE By %g%ﬁi@ﬁ&}mr %g Lt%-hlﬂluﬁﬁ ok pd F%%fgﬂa ﬁmmx “;rﬁﬁmﬁf@ﬁm_ «
To auLher| t Fevagleoridmt. Muawm keatse cHiphats grﬂrlﬁ%ﬂwwdtmﬂbw S is@uymrpeir L 21
calls 70 Chicdrogapfamheivnf wHe td00Rs preide it file Zecufty BEia3c-8Ag rclurns 71
EKT[RL to Syst

ChipA's memory,

m . . .
(e prsequently, with Pratoen] C1. the only way to authenticate Chipa is to read the contents of

The security of this protocal depends on the underlving 8| X | scheme and the domain of 12 over the
el ol bl Swwlermes.
Ahhongh 8¢ [X] can be any keyed sipnature fimction, there is no advantage to mplement 1l as
30 asynumettic encryption. The keys for asymumenric algorithms nesd to be lonwer and the encryplion algorithm is
more expensive in silicon, This Jeads w a seoond protocel for use with asymmetric algorithms - Protocol C2,
The primary disadvantage of Protacol €1 {s that the vatee for R is known doring the protocal.
Consequently B, 5y [R] pairs can be collected and analvzed in a form of difterential atlack. 11 would be

proferable i R wore onknown, as is the case with Protocol C3.

Ll
I

Protocol C1 musl be implemented with twao awthenticarion chips in order to keep the kevs secune,
This mcans that cach System requires an authenticarion chip and each consumable requires an anthentication

chip.



. System 21 calls 72 Chi pARead function, passing in FK r[RJ; 4- ChipA 20
returns 73 M! E4R 1 \i], first ohLainirtg It by Or ,[ELCr[RJ, 5-
System 2 1 calls 74 Chipl"s Test function, passing in | and E#RUETDm 35
6. ChipT 23 calculates I?KL [E,,A[R, MJ and conpares it to R1 i19 7.
System 21 checks response 75 from Chi pI;23. |If the respcn,sc 75 is 1, then
Chi pA 20 is considered authcnlic. IL' 0, ChipA 20 is considcrcd invalid. To .
authenti cd £ aphlhezof M to Chi pA's nemory M SyslLeto calls ChipA's
Wil-c function, passing in ' 13 AUGUST. 2004 -42 2. The uLhentl cation
procedure for '4° fﬁgafﬁ‘“? %ff"’&&‘ﬁ“ﬂéﬁf’"ﬂ”rﬂ'm%“““}l'?‘“%Eﬁ‘?"ﬁﬁ\'% Bowgh AR BRgstfess | -
M t he wiftetesuibisreemnaddin@inesyseiiiy inluirbion bechipTThe Sgatnanfy howsitok. Wead
aut henti cat i f e

val Uoof Eeh A Su AR bbb G o YT o B RO KIOMEYE (1
is pa§sedh?r‘h""&é‘seaﬁ*P@\?étf‘ymT‘é‘&W%I ue). R n,Le L be obtained by decrypti ng
EFR], whi ch camr orlpynded, dangipusiag helfewmgenes: key K#- On cc obtai ned, R
nmust he ended to-M.an ot re t - Chi pT can then
verify that the dec ??ib &oéutgﬁc 0 B%“F‘%ﬁ%'l\]ﬁﬂgsﬁm"ﬁpﬂqﬁﬁee& “hen co Chi PA is
valid, Sifte K-,. xU fmﬂAAmnykrF[ﬂR]wfﬂr deryntinRnd PegEe AU sts t he fol | owi ng
advantaggg. 10 K, [(m,hem eLerr@ﬂt réﬁsaﬁ)umﬁerrmes FRVRMDE sedhidt, bl Grudl BEsceded with a

aut henti cati on proc one. chi enerate R

wi t ho KA or acces 1%{1611 IémPl ews‘!i.:e faﬁ"lgllchlp%i %Eﬁgaqza "ﬂmfh Eagl bburﬁ'[} A amb&%ucatmn as

i mpl ement ed cowpl erdfiydicnibg bfst iatien.or in |1isecure hardware or as part of
System Gl y Chi pA 'ldémfne%'nfcﬁ‘guu’iLQuch%thnﬁ%@Eﬁiu?&ﬁﬁc@%dd%@&h@&lﬁlﬂb:ﬂh oifp Si nce
Chi pT and Chi pA contain differen intense testing oFChip T w;, ill
reveal nothing abou[td““1°t|!(a"“‘“+h“1*iﬂ“€f'rﬁ“'¥"ﬁl’b”?s a physical L<hip, Systemis easy
to dc ign Ther’Eleﬁl’lsﬁm@mﬁUﬁ%lfwrtgaﬁjﬁﬁdg i thel pead featoe dingeratyone yap tangl pipedpublic

as}i n{g ezlkrl %u Ordﬁm%mwaﬁné?%ﬁs aEechme or inplenentation, including

pat en frée ang 1 cense- e SO 1ons, + Even if System coul d be rewired
so that CHEIPA r equestsrdierdondi ity Ftdé‘i@hﬂf‘pﬁ“ﬂ@?ﬂnﬁ”iﬂﬂﬂwfﬁmﬁ&ver 20

answer forpghi pA Sljﬂ%«lﬂm#UML lirch@ls@d}ﬁﬁﬁerml}ua@rﬂ@#@ dt@pbendiyect ed at the
Sy stcrn RU |tself t0 ass tglg authenl.i cat ion protocol. : However,
Prot ocol &4l 5 n(uWe“i‘” Eﬂmfsg’* VanLagos + Al auLhcnticatiou chips need
LO cont ai Mehk, | a5} Bawmso land olvamns Ry B &! d dePyprivisé wgros P dialig igken to return

Conseguently each Cft}hspbel&dmaﬁgﬁmamgu% £18 TR L ke IR N G @R B8 S Gorulnan t he
chip required for 25 Protocol C2. For satisfactory security, each key

needs to be 2048 hi#%d{¥8hpared to a mnimumof 128 biLS for syinnietric
crypt ogr apeyu|Kn Pr oL@k Rdurys. M | i, [k 611 88SOR F 3k €d] ddoes harnasw vt aitce Cefror y
used by the encryptian.apdsdecryption algorithms is correspondl ngly
I't wel:?,n 1i .
| arger. + Key generation on-Lrivial - Random ntmi ber i are not good
keys. 30 ]Wiitedi p' | Wigs i‘[mﬁlfélﬁﬁml"ed’r%Iéhﬁa‘-‘f@LFE’é““ﬁTFlhE?"é”“t‘rﬁVEbe di liicultiCSin
Linkigg it i nteequdic ¥8K s CRPT ARNGhe secret key K. 1s in ChipA. Having Ky in ChipT has the
advantage that ChipT can be immpiemented in software o hardware (with the proviso that R is sceded with a
different random number for each system}.
Protocel C2 requires that Dy [Cy [X]] = X and Dyr[Ea[X]] = X.
To authentieate ChipA and reud ChipA's memary M.
o 1 Svslem 21 calls 70 ChipT's Random function;

=

Chipl 23 produces and retums 71 Ey (K] to System;
System 21 calls 72 ChipA's Read function, passing in B[R]

[

4. ChipA 20 retms 73 M ! EgaJB | M], first oblaining B by Dy o[Eg fR ]
5 System 21 calls 74 Chip[™s Test function, passing in M and Ega[R | M];
35 G. ChipT 23 cabeulates Dy [Cra[R M) and compares it to R | M.
7. System 21 checks response 75 from Chipl 23, [f the response 73 is 1, then ChipA 24 is considered

authenlic, 100, Chipa 20 is considered invalid,
To authenticate o wrile of M., to ChipA's memory M

Syscem calls ChipA's Wrile [unction, passing i M.
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pr obl & ns* i nheKefte sieret Py bit 8 SFEleEOTngHE SR TREC hai rs of R 10 FrKTIR|
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fora different. random'sequence of bits b aLI kcr he p is w
tD:.. mf mnl or

on cry pt*bot hTHRwE ke gf il darmergimad by E'“@lbzf’ PR EHS PeRe t°eS R was
in fact gener aipechehidtiofnchiing puanelr<d an! Hecnadfde stlstioneveal R, C3 nust be a
J)nubic Chip Protoco O Ry Bk T RLE
System or *he i hcel"tﬁeﬁené%mlgfafmﬂﬁdé” & Lh%i]?ﬂ”ﬁs%q pq{rﬁkﬁ\?ﬁa&% URCE on is i u
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keys. The first pf(.&'{lﬁ%' &ﬂd m dﬂn% Chy T LOcrierypc R and the.ignature of R_
The encrypted ﬁv‘a%’e! %‘P@Wé%'f‘aéﬂ!@“bé’éﬁtj”%db““@ﬁﬁ*pA where Ris extracted and
verified by Chhnémhclnﬂ‘maﬁ&l@hu[% He&l 1o V@lﬂhﬁmh@mnﬂﬁneE’tmnyipztﬁd&:ﬂ}mﬁhrﬂmmﬂgy t he second

key, and out pu C Ies JindPA back
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1{r Key for en h %Elél Q%EEM@H Soniphred to F Hiddum Mt vibexsecr et
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random numnber . Swset”‘fb@’l’@%'éif&hét“ Pé?ﬁ‘&f"'rfﬂ%tr"%ﬁs%‘étéﬂ‘ﬁﬂ R MEMY b initial
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: ! 3 1IN [ Rand o I ‘%09 e
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nunbery. « 1CCHEp' T s Dmnplemented as a core, theve may be d1|‘["+.ull|-.,s in linking # nlo a given System ASIC.
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simplv using a well-tested chip.
35 . Although marmy asymmetric algorithms are speeifically strengthened to be resistant to differentiul
cryptanalysis fwhich is bascd on chosen text attacks), the private key K, i1 susceprible to a chosen
LexL attack
. Tt wondd be preferable to keep R hidden, but since KT and in facl all of ChipT is effeetively public, R

must be public as well.
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The fisllewing functions are defined:

E|X] Internal function only, Retumns Fy[X] where E is symmetric encrypt function E.

DIX] fnternad funcrion ChipAd onfv. Reuttns Dy [X] where T3 is symmetric decrypt tunction 1,

R[X] fternad funciion ondy. Returms S[X], the digiral sipnature for X The digitl signature must
35 be lomg cnough 1o countsr the chunces of someone generaling & random sigmature. 128 birs

is a salisfactory size if § is symmetric cacryption, while 160 bils is a satisfactory stz il 5 is
IPAC-SHAL
Random || ChipT anly. Belums Eg IR S[R]]
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functionality. Sjalfeh’iﬁece’alslﬁmmllSCR‘sIIldUUrﬁ“‘Gmnp is broken into two chips to save

cost and geducghgpmtggﬁg ﬂyﬂ\qf{ g{e\ﬁluﬂg}m,kgt two chips stir] need to be
manuf act urcd, reducin e econom es of scal ﬁglﬁgnh@{jtunatel y, Chi pA nust
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Protocol C3 reqmmﬂeﬁem?lnpl enmentation of encryption, decryption and

si gnature functycy0Sw., k0, lniFiiRke expensive in si licon than Protocol O .
In addition, export regulations i osed by the United States make this
prot ocol probl EmEselice hasde fljopins it C2, even if the process of choosing
a key was. StI‘mmh}ﬁﬁ@(ﬁﬁi&uk@@ﬂiﬂﬁﬂlmﬂﬂddt@ngﬁmmtiwahmaﬁ& the present tinme

due to the high cost o ti \ n
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aut heriti cati on coret ical 'y possi for a erotic
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rcLLLr 1s .1 (s ‘%9&&?@ 21\} Bniﬁ%%eggi‘}l in @ c&@ﬁgtmﬁTh@l P B EFANGAs no eneryption or
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» There ate 2 number of well-documenled and cryptanuly.zed symmetric algaridims to chose from for
an implementation of F, including patent-frec and license-ree solutions.
. A wide range of signature funcvions exists, from messuge authentication codes to random number

sequences to key-based syminetric eryplography.
. Signature functions and symmetric encryption algorithms require fower gates and urc casier to verily
than asyvmmetric algorithins,
35 . Seeure key size for symmetric encryplion does not have to be as larze as foor an asvimmetric (public
key) algorithm, A prinimum of 128 bits can provide appropriate security for synunetric gnctyption,
However, Protocol C3 has a number of (15 own problems.
. Although there are u large number of available fanctions (or E and 3, the cholee of E and § is non-

trivial. Some reguire licensing dus 1o patent protecion,
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of Key Asaze{]er”L ﬁg"&%ﬁ)] em of these two protocols is ib at once the

aut heht i cad-+bnGiespsCamenthosen, it cam ot easily be changed, ]rr sone

i nstances thy. pcoampeoRts euteee ke L@@d-[]'tﬁlsrhﬁhldLl&aﬁlhﬁlﬁhebl&ammﬁﬂfctoeoli mn@t her

cases It | ON.
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5,2.4.1, Rotocaksyrdn aﬁdglﬁureefmemmh@ﬂbnm wEe ke BlFesm “EV*e‘ﬂﬁuaPl y, as

silicon cosks, E&H}?mgmm%ﬁdaed‘@g{e%&uls&wa ma&%%%x]pmanar@gul ations arc
rel axed, rotocols P3 cll_mpre erable to Pro J,Dland C I
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conponent Bipractichlal e feegpil iimeduceatls ldgcowni fleoricpeegtatiyothh ke gad amé fumtwnal
i mpl erreutatl o%ﬂ[at&ﬁ a keyed one-way function; and bat h require random
nunmber gen@ra r? functionality Protocol C 1 requires an additjional key
(Kn) as wel | aRowehB! prihefr hsparmbrigeh itk fgeumableigtetimepupaicgtiony o hi ne
ajterati OPvchi@al® nabili@n tdsks kot ddwh WitbRo@ad | BdadusingroRasndettn: a- ffesd, fretoet | on

\,rhj C_h g?ﬁl %ilbag’ﬁ’amhk&[ ﬂ.jtSt O]t \hﬂl qchllcgsc%s"twhe Uahth_ﬂgﬂg&ﬂte %n&er@tﬁ E&JI’]C'[I on to

cal | 0Col requi T e ges over
Pr ot ocol Rbtocd €2 ingy Imwrefrdscufrecashg!, éaﬁetﬁ@uruséfammhﬂfal“rm *mlﬁéféhm‘ﬁﬁ‘é rgtecol
Presence @nly authentication is requhed (Protocol Pl)_ Tt is therefore the

protocol of choice. 311 Gvun that Protocols P 1 and C | bot h rneke use of

keyed si ghkddr ¥amafige o1 140 TSHE cboic oC function is examined in nore

detail here. THites a2 Quinlisnesiot Bepsatctlrii iblitesicof ptskiele Spptlinabhdactimicces (see

Secti Qd'l sreslaunlm System authentication chip with one thal reurns 1 (success) fin cach call to Test, The System can

test for this by calling Test a numnber of limes - N times with s wrong hask value, and expect the result to be: O

‘[hie final time that T'est is called. the true relurned value tTom ChipA is passed, and the retur value is trusted.

The quustion then arises of how many tines to call Test. The mumber of calts must be random, so that a clone

chip mamufacarer cammot knons the niunber ahead of tme.

35 Tt Syslem has a clock, bits from the clock can be used to determine how many talse calls to Test
should be made. Ctherwise the returned vulue [rom ChipA can be used. [n the latter case, an attacker could
skl rewire the System to permil a clone Chipl 1o view the relumed value from ChipA, and thus know which

hash value 15 the correct one,



Section 3.6 for nore information)_ The attributes are phrased so that the
attribute is seen as an advenLage_ 13 AUGUST 2464 -47 Table 2. Soinmary of
Synbol i ¢ Nonencl ature Free of patenLs Randurn keyr generati on¥4UsUsT g
exported 1lrolLn tine USA Fastr Prtifcrred key Size (hit4) for use in
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nol tequire authenticaled cun.sumables Iimit case of fewiring and changing the System. Iar this
regson, the vaciation on calls to Tesl 13 Gpthllﬂl, depending on the System, the Consumable, and how likely
modificutions are to be made, Adding such logic to System (for example i the case of 2 small desktop
printer) may be considered not worthwhile, as the System is made more complicated. By contrast, adding such
logic Lo a camiera may be gonsidered worthwhile.
51.4.3 Clooe Consumable using Real Authenticalion Chip

It is important to decrement the amount of consumahle remaining before use thac conswmable
pottion. If the consumable is used fivst, a clone consumable could fake a less of contact during a write to the
special known address and then appear as @ fresh new consumable. 1t is important Lo note that this allack still
requires a real authentication chip in each consumable.
5.2.4.4 Longevity of Key

A general problemn of these two protocols is that once the authenticating keys are chusen, it cannot
casily be changed. In some instanees the compromise of 4 key could be disaslrous, whilz in other cases It 1s
ni a problem, See Seetion 3.1.4 for more information.
5.3 Choosing a Protocoel

A descriled in Section 5.1.4.1 and Section 5.2.4.1. Pratocols P1 and C1 are the protocals of choice.
Evenmally, as silicon costs come down with Moore's Law, and US4 exporl regulations arc relaxed, Frotocols
3 and O3 will be preferable to Protecals PLand O

Elowever, Protocols P11 and C1 coneain much of the sams somponenls:

. both reguire read and write access:
. both require implementation of a keved one-way function; and
. buth require randont number generation functionality

Protocol €1 requires an additional key (K-) as well as some minimal state machine changes:

. a state machine alteration to eoable Tyl X to be called during Randowm;
. a Test function which culls Fro[X]
. 5 state machine alteration to the Read funetion to call Ty [X] and Fia[X]

Protocel C| only requires minimul changes over Protogal PL. It is more secure and can be used in all
places where Presence Only authenlication (s required (Protocol F1). Tt is therefore the protocol of chaice.

Given that Protocols P1 and C1 both muk: use of keved signature tunetions, the choice of function js
exatmined it more detail here, Table 2 outlines the alicibutes of the applicable chojees (see Section 3.3 and

Section 3.6 for moce nformation). The attributes are phrased so that the attribute is scen as an advanlags.
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RIPEMD-16() is relatively new, ard has 1ot been uy extensively

crvptanalyzed as SHA-1. However, SHA- was designed by the NSA.

SI1A-] is preferred for the HMAC construct for the following reasons:

SILA-1 was designed by the IWSA;

SHA-1 has been more extensively cryptanalyzcd without being broken:

SHA-1 requires slightly less intermediate swrage than RIPF-MT-Tol;
SHA- | is algoritlimically less complex thar RIPF-MD-160;

HMAC-MD3 35 alsa eliminated, The choice is therefore brtween HMAC-SHA T and HMAC-RIPEMD160.

Although SHA-1 is slightly Faster than RIPE-M3-160, this was net u reason for choosing SHA-L.

Prolocol C1 using HMAC-5HA1 is therefore ihe protocol of choice. It is examined in more detail

in Secrioh 6.

5.4

L3

Choosing a Random Number Generator

Fach of the described protocols requires a random number generator, The gencraror imust be errpond”

in the sense that the random numbers generated over the life of af Sysrems cannot be predicied.
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35 55.3 Quantum vompuier attack

To break K., a quantum computer conlaining 160 qubits embedded in an appropriate algorithm must
be built. As described in Section 3.8.1.7, an attack against a 160-bit key is nol [easible. An outside estimule o
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quhbit quaotum computer, 2" tagts are required 1o crack a 160 bit key, Assuming an array of | billion 50 qubit
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to lirati TheMma@t{n 1k aIJI‘\@Ha.in & tcagbgﬂﬁaq%ﬁlndlw dBRbe 3t Ya1deOin Gh%&ﬁ:mp% wElgxfi mting
of Mis done by making sone parts of M Read Only, yet di 1lFcrent for each
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33 5518 DManagement decision (o omit anthentication to save costs
Although not strictly an sxternal alack, a decision to omit authentication in fiture Systems i order
tor save cosls will have widely varviog effects oo different markets,
1 the case of high volume consurables. it is cssential to remember that it is very difficultto

introduce authentication after the market has started, as systems requiring authenticeted constmables will not
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can request a new ke However this allows the p c

é be made for he r rg 4
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necessarily a bdl wicef Untiaimdipaigge. %’ﬁiﬂsé§%”"r“f’¢"d’ré‘€?ﬁ§‘iﬂﬁ'hﬁt*é’ ch‘ﬁh“ %‘“
printer i QfnGALMS G oilRBenfRGorke L0 Menliis thadl biaivithsut kgedhsfi@r. This s W8ypstei s

and till consumabl es Cer.tain hack ftht there i 4
no 11urran‘h\‘ivf‘¥lﬂm1?’hl(3vﬁ tac Léltj fset D%%&t&l‘kdﬂ% Lonsm £ ehigr g ba?grh%%{u?aattﬂﬁgc ﬂf 5 pOSSI bl e-

| | owevcr, %almoﬂbaeﬂmihpb-suttuﬂatl on is not de5| rable for a consumable 35 such

as i nks cartri dg9RS o bRk bsfontly ReBY inl e braHd c1ﬂﬂﬁrh3laﬁ@ﬁ e consumabl cs can be
made. The manufacturer should therefore keep a backup of the key

i nformati dn i nKe&eapdR vpalFrd T“Wé@%@“&‘@ﬂ““‘iﬂﬁmﬁu%er of people rn L
toget her gonb [peLtetah ccﬂ%wn&n&mtﬂrme\l@ahdmkmeacfdud}rhedkey i nformation. This

may be required. if case the c r apm,n .20, heeds: da.Nenel;0aded.
13 AUGUST 2004‘j ' EAng i CRRIRE 58 “‘mpﬂf)&pngﬂgk mpmgmﬁ%%tﬂé}c KS are agai nf.c Pr ot ocol

Cl jtse]fe anmum@émnne@rlhmmsmepem.ﬂmﬂ H1LtﬂrﬂéﬁminﬁgPﬁ’eth%Eﬁ“H'e?WFdia“t‘*ilffeﬂf

process, IRECRENI Inl[ssh SRR Rl AE Ko@) Metk diDIB isRfo@ER, Bd-Bhdiitgeaiage of the
Chips , . Sec .Section 9 and [85] for nore details 6 HVAC -HAL 5 The

mechani sr"#*8P""Sut henti cation is the HVAC-SHA 1 al gorithm acti ng on one ca
. 11 MAC- SHAI  ( Rhe lige) gf senrithdaigst SR (FuchckNg ulizye g siptp e dip AR PR E

HVAC- 513An%rm@'u9&%ahémcl?&.ng&5 %@H@fmdqﬁﬂ%ﬂenﬁcl@an c(tvcred so for. and descri bes
an optim zation cal | gorithmt h %@a kf ew %an resources t han
t he ori gi nal déf’”h‘?“tﬁleoﬁ‘*d”iwmﬁ”f” PR I &SFF”M 28 ShesERbed in
Secti R 3cHAegbiest difwkeirae Madug:ll v in cdr. han[:-ml" 1hew1wgﬂsde#mmllcpme"ﬂ'% dfthe prsitchai h

function LR o4 @iaBes ndiGRed _
1b[] for iﬁﬁ&gtfbm gbrts %&m&amﬁhc%@ﬁg&tﬁ%& 35 th ed IQAAfCEde r;m:I i on

is to be apphikege mekeeys fctrhe RgH é%r“epf 0% Ug ﬁerde@b%vts'f'h@%t% L‘?)E'&FW%“' Hahad
Ox36 repeaf e kéy thdt FRSires a certain number of people to combine their key portions together for access. I no
record is kept of which key is used in a particular car, there is no way Lo make addinonal keys should ome
30 bocome lost, Thus an owner will have to replace his car’s authentication chip and all his car-keys, ‘This is not
necessarily a had situation.
[}y contrast, in 4 consumable such as a prioter Ink carridge, the one key combinalion is used for all
Systemns and ull consumables. Cerlainly if no hackup of the keys is kept, fhere is no human with knowledze of
the key, and therefore no attack is possible. Tlowever, a no-backup situation is not desirable for a consumable
35 such as ik cartridges, since if the key is 1ost no more consumahles ean be made, The manufacturer should
therefore kecp a backup of the key information in several parts, where a certain number of people musl

together combine their portions te reveal the full key information. This may be reyguired if case the chip

programming station needs o be reloaded.



opad C)x5C repeated 64 tinmes The HVAC al goriLhnn is as follows: Exlcnd K
to 64 bytes by appending OX00 hytes to the end of K 20 1 XOR the 64 byte
stringy; created in (1) with ipad 3. Append data stream Mto t'h&%EaT 8yt e
string created in (2) 4, Apply Hto Ehe streamgenerated in (3) 5. XAt
the 64 byte string Created in (1 ) withsppad 6_ Append the Hresult from
(4) to the 64 byte sting nu ulting from(5) 25 7. Apple Hto the output of
(6) and out pUtlnmemerl%ﬁy&tﬁhemHﬁ:i{s AAVRGEMeromediiD{ KeemRA nolhusthol @Kin®) vdd o) !
M] HVAG SIIAI algorilLhnn is si ngl_%/,Hl\/@C with. |- =9HaAd 02 aiAnt 30
The SI 1AL:HERRFHE LA ¥ F & WS IR THE SRt ext of ot her hashi ng

al gt ori t hERSeidueSRation  3.6. 3.3, and conpletely defincd in [27]. The
algtirilll rn h§ta§:‘t‘§@§£‘f3” zed here. Nine 32-bit constants are defined in
Tab] e 3. There are 5 constants used to initialize the c]naiuing

vari abl esTheaehapif fos fieaticaron i O SON LGRS % VAUST 2004 Tabl e 3.

Const ant s, usccimviae-ssHAk, d.nt i al  Chai ni ng Vat uesAdd! |ive Constants

hf Cx67?, 4r. 3. yrGx_ .. " co X[, -t: DT~B8D | y2Wx6E: 9E3r". h3y3r7xirj F~cDc F
i1, ... h8(; c%é‘ﬁ'ﬁf%"gr(lgh@o@i mzed SHA-] requires a total of 291 2 hiss of
data storage; TFinee c8Ruiws the HMACHRLIAY «leanithia b gegienrenl] st sopael so (- angfesonpps.
and 11.5.  Fi¥Gi,3@n B che ABFilth M MirksB0LL Teidrredt@icisign the Avigikd) deiniziorl), and E.
One }2-hiz tenporary variable is defined: 1. 5 F.ighty 32-bit tenporary
regi sterstare #&hed: c¢,. The following fiuictions are delined for SHA-1:
Tabl e 4. Funct retsvas elgoritnm Shddibkd in Ssatirol 641 Dewomiptaivonhthe EppEdEPEE | uy
tx, Y, Z)H 9(, Y. 2 ng%axh\éunc@n{gzg I\Mr'@!]ﬂn} nmodul o 2

I - number of bits outpat from H {2.g. 160 foc SITA-L, 124 bits for MD3)
M - the daga to which the MAC funetion is to be applied
13 K - Lhe secrat Jeay shared by the two parties
Ipracd = 0x36 repeated 64 limes
opad = SC repeated 64 times
“I'he HMAC algorithm is as follows:
1. Exlend K to 64 bytes by appending 0x00 bytes to the end of K
a2 XOR the 64 byte string crealed in (1) with ipad
3 Append data stream M (o the 64 byte siring created in (2]
4, Apply H o the streamn pencrated in (3)
3. XOR the 64 byle string created in (1) with opad
. Append the H result from ¢4) Lo the 64 byte sting resultiog from (3)
25 7 Apply H to the outpul of (6} and output the result
Thus:
HMAC[M] = H[{K & opad}| H[(K & ipad}! M{]
HMAC-SIEA | algorithm s simply HMAC with F1 = SHA-1.
6.2 SHA-]
30 The §114 1 hashing aigorithm is deseribed in the context of ather hashing algorithms it Secion

3.6.3.3, and completely defincd in [27]. The algorithm is summarized beee.
Nine 32-hit constants are defined in Table 3, There are S constants used to initialize the chaining,

varighles, and there are 4 addilive constants.



Result oCratarting leftthrough Y bit posid OM (N A Y.) X rx Z) (NAY)v(
AZ)V(YnZ) xc YG The hashing al gorithnr consists of tirstly padding the

i nput nessage t be a rnulcip]e of 512 bits arid initializing##HEVEREMNI Ng
vxdablemH, -g with h,-5. The padded nessage is then processed in 512-bit
chunks, with the out put hash val ue beifig the Iinal 160-bit value given by

Lhc concatenation of the chai n| ng variables; H 1-121111 H4lH Th steps of
the Sl A FaligPFL T =al & 5 exa‘cl—t_m ned in greater "defail - 6.2.1 Step 1.

Prepr ocesu_ngﬂe_f.t.r.st_st_ep_oi_SHA_l s—to pad-theinput nme-,sake it) be a
mul tipl e (RnitH Shejpipg Valuest o) | ond AMUYE G"1AFt i al i ze the chaining varitrbics
Tabl e 5. $keps tuxehotiaw to pregpsiocess tIt:n-:ultﬂ?i:pt?zl'tG rracssage Pad the input
message Appenft a-bitt flegsage | uch that the | ength of
t he paddedﬁre:sakdxer" “1'$°ga-bits Ishort o i crf 512 bits. Append a
64-bit val b& Lont&FAFHG=t he | erigth in bi {$°E4E%F% he original i nput

nmessage. .St;;'pr__t‘tm—gpgtr]'r"as Mosf S gnilamanicdi T through to Ieast
sigruftcapt_bjt. - .| pltiatize the chai n-inrg—vanahles—§ H + h;, , h, H,
hr,-H4+ hf 1| e 95 AdqusT 2404 -59 6.2.2 Step 2. Pjocessi ng ' | he padded
Input ni essagev@antmantHre! rpqtmesers:steldﬂwz pmw@émwaﬁe nmessage in 512-hit

bl ocks. Each. 5 2_ _ 0 f X 32-bit words, referred
in as Input %Fébﬁ 'éj.mﬁ%fag%helés -Edgtnwg tkg l%&gwﬁ or earth 512 hit bl ock

(I nput ' s* &ivd 32-Gopykingrarisbles gre defpet AnpalY Diae s Far j=0 to 1'5 - 1 =

| nput Vor s3 @ﬁpaﬂdngn.ﬂeﬁwm.ﬂﬂ&@@m&t Farr j- 16 to 79 X - ((X-3 EX e

Xi-"-- Xj-16) c( 1) Tnitialire working variables A - Hl, 13 H ., C4-
Ho,, 0119, Fiehe 3br Reesry FoRsiAg 4970t Rownd 3

The fisllowing functions are defined for SHA-L:

Table 4. Funclions used in STIA-}

;_Sf,f'r'u'hnli{- Descripti on

Momenclalare

I _' Addition modulo 7+

Xul¥ ) ; Result of rolating X left through Y bit positions

X, Y. Z) X AY) v (=X~ Z) ]
2K, Y, 2} X aYiv(XaZbv(Y ~Z)

NX.V.7) | XeYez | B

The hashing algotithn consists of firstly padding the input message to be & multiple of 512 bits and
inilializing the chaining variables s with hy5. The padded message is then procsssed in 512-bit clunks, with
the outpul hash value being the [inal 160-bit value given hy the concatenation of the chaining variables: HI |

10 I§ [30; | Ha| Ha.
The steps of the SITA-1 algarithm are now examined in greater detail.

6.2.1  Step 1. Preprocessing
The first step of SHA-1 is Lo pad the input messape 1 be a multiple of 512 hits as follows and to

irdtialize the chaining variables.

“Table 5. Steps o [ollow to preprocess the inpul message

i Pad the input messags i Appead a 1 bit to the message

Append 0 bits such that the length of the pad'dc'd message
is Gad-hits sharr ofamultip]c ol 512 bita.

ariginal inpur messape, Store the length as most

significant bit through to leasl significant bit,

. fnitialize the chaining variables CHyp e A I T R, H e k. Hy e frp, 14 A J




For j=0 to 19 t<-((As15)+1(B,C, D+C:.X | yf) E- D,Di-C C <--iB
e30), B+ A A(.--t. lor j=20to 39 ~3r} }1 t ((A(e5) d- h(B. C, D) - F I

TX! | Bv UCCGC—--(B((3{)),B+A A*-t Forj=4[)to 59t t<. - 15AUGLST2004
((A((5)-9(B-CD I E- i -y.rF -], D& C <-.(Bs( 30),13 A A+ t Round 4
[..pdaLO chaining variables 5 For j=6[}s40 79t ((A {s 5 + 11(13, C O +
F - Xi -yd) E4-D,D<-C C4-(D((30),B4--A/Al H1 ,r, -A  H +1 1.1 B H
*- 11, -lg2.£ dep2 Prockiing E) . H;. H.;. The hold text is to enphasize the
di fferences be vveecﬁ C‘each round h 3 md ep 3. Conpletion After all the 5
12-bit bl acks PHET BEUNEEER HE O né’rs“’ége have been processed, the output

hash value . Wws piobnesrfrﬂm]w@fml%wthlwal Epeh gli2vod hrlobyts inpHic hlﬂﬂlH”ﬂ?Hbitl‘r‘)m'dSél 1115
10 6. 2.4 (¢ p@dlmhz]ﬁpuugﬁlmfor Il ardware | niplernentation The SPA- Step 2

pr ocedure_l_s_n pj_l_m_zed_f_or_LLt_Ldmm ln particular_ the..80 tenporary
32-hit @biﬂﬁ&%ﬂéﬂf@'ﬂr‘* feepsng 13/ ks (l@m8¥ ¢'idn on a har dwar e
i mpl er r sEAdpate @M nplhis iBELT,] onrqd};ee;r;hbes an toptinuzation to the |[SHA-I

al gorithmchar only uses 16 tlemporary r g isLl. rs- The reduction ijn silicon
is fromP560 bits down to 512 bits. B &3arl1 O over 2000 hits- |it nay
not be i Env@rrdtmunmmﬁmwsong appﬂﬂrba@iﬂdﬁs but in the auLhcnlication 15 chip
storage space nmust he reduced V\her}@ i@bigex h@;pg}{; npni zalion if|, based
on the fact that alt l. ock—i-s—exjpanded
into an DOIWHEgoTHeg 83%igeeshock, # helgB <wbr s Hr- & ndk Epdfat ed during [t he

al gori t hfg b additiom, "t he WoRdspkLlsy on ttieé previ ous 16 words gnly, and
Mot e t he| expanded words can be cal cul ated on- The- { é( i ng processhi0, t3
AUGUST 2004 - 60 as |ong as we kedp 46" wor'Hs S Bt thd biékwar d reRdrcnces
Ve require rolaling cnuntces o ke&epItDpack, OFwB «sthhs < agh stier we 4TL LEr

to Lasi ng—b &3'% O Way e -t -ef—storage—Rat her

t han |nd=§( y a 4ingle val ue j‘f “We "0se a 5 bit colLLntcr to count: t hrough
the iterptions- This can be [achi eveids by i II{BI(T &) i §itrg ~a)5-bir regijster with
either 16 or 20. and decreinenting jt, Hrl—l?'c {(e&a}cgq;sﬁom_ltts 5 or/der to

update th4 145 tenporary varilables as _t_hMr_e_ZL . we requirel 4
i ndexes, | Baohia 4-bit registerfor lﬂéﬁ‘“l ndexes i ncrement (wi th wrapar ound)

during LhC course of the algorithm. 43 . AUQBT 2004 - xi-1)
i DD e, Ce—{(Bald3llLB+— A At

I Round 4 ) For j=60 1o 79
' Ee ((A « 5)+ (B, C, D)+ F — Xj — )
EeD, D¢ ((—(B{UE}},Bi A, AL

Lpdate chai'r-u'[ﬁg variables Hl +—y — A. H «—IL | B,
H: Hg 1 C, II_1 ¢ H.-
- H-: A= H-: + l:,

The bold text is to emphasize the dilferonces between each round.
6.2.3  Step A Completion
After all the 512-bit blocks of the padded input message have been processed, the outpul hash value
i the final 160-bit value given by: Hy | H2 | Hy | H: | 115
1§ 6,24 Opilimization for Hardware Implemeniation
The SHA-| Step 2 procedure is nat optimized for hardware. In particular, the 80 temporary 32-bic
registers ust: up valuable silicon on a hardware implementation. This section descriles an optimization to the
SHA-t alporithm thar anly uses 18 temporary registers. The reduction in silicon is [rom 2360 bits doiwn to
512 bits, a saving of over 2000 bits. [t tay not be important in seme applications, bt In the authenlication
15 chip storage space must be reduced where pessible,
The optimizalion is based on the fact that lthough the original [6-word messuge block is expanded
inter an 80-word messags block, the 80 words are not updated during lhe algocithen, In addition, the words rely

an the previens 16 weords only, and henee the expanded words can be caleulared on-the-tly during processing,



-61 bie 7. Optimsed Steps co follow for caCh 512 bit black (1 TkPulw

Od - L.5 IniLiiliZzC working variables ; A-Il,, B<c.. H, CH, DH4, F
4- H i N 4-13, N2<$,N 4-2,N, 0 Round 0 Copy the 512 input hi*t8GH/IHK. 15
Round I A Round 113 Round 2 Do 16 tinmes XN, -. InpurWordN 1 ON2, 1+( ,~
F- ~IN, Do 16 tunes ((A e 5) +f'(S GuD - Is | Xa+yl) [fiN, fi e

LO{Il ANaF, -L7,"H CC<.-.(Rc( .3{)), B+-A/A<t Do 4 tunes X,a ((XN1 ff~
XN2 EXN3 O)(E,S@nég;gL kL@]ﬁﬁ p,(j(ds Ar ﬁ@hﬁti»(akﬁﬁ,@cﬁ})ca |‘-.‘. eﬁemllr%ﬁldﬁﬁﬂﬁ,munlcl sli@kesNBack biNhick,

1), D- G, C< (R(< 30) L34- A A< h )0 : ()C 1(TI XN2

Xi | 3be14'f%t%“ﬂ&‘)“”* o ("}d%f““ By PHYL 8 ’C“b)“laé‘éﬁ’%{lﬂ“"“"ﬁ"“ "Ny, IN3.U-.Fi*-1),D
- C, C<- (R(s30) , ks harAndex i hR@ur‘!ﬂiL BUR]: Gang 4 5@}36’&‘["6" e W'-mti 'Jﬁ'PII#Q ﬂ"@&'i“l“ﬁ’ﬂ‘l &4 Do }0

tirncs XN.Aﬂn T:ue e(cﬁ;%%& bx?%ﬂ?ﬁl}lé AL !E%Litl‘@r)mth EM\E( (6Aor 2ﬂ 5r)d rracrgﬁeﬁﬁmgq—‘t unttlD)TLﬂ'bhclSS 4.

XN. 14-_y3) & h b %1%33 [, Wit ure mdgie{s gach i hl ister,

Do 20 11 n%”%"'ri‘r”l\lf&"*ﬁ“ xkﬂmrpﬂﬁﬂw ok Y)‘ENhf* (ws e 4 (“A é{ gsg 2 [3 c

D) - E + Ddexd: inecgmicnt)withGayhyoui@NRuring\NS coGd df e, 11@:1]})4 C, Ck- (Rr 30),[3 A A<



M, --ft A H H+E3, 143 4- | I3 C H4 H4 + 1), H5<-H -F, The bold text
is to eniphasi7,e the di 1] rcncc3 between each round. The itlcrenientlny
of Ni. N;, and -.; duritfg Rounds 0 and 1 A is optional. A sdtfuyPer 20

i npl ementation would not increment them 1d nr;E it Lakes time, and at the
end cal - Lhc 16 1 ines through the | oop;;all 4 counters 33 AU 1ST 2004
control logic Round 0 can be conpletely omtted if the caller |oads Cho 512

bits of Crypid9 OffmicdSept AETRRAN caxh k1L Hil bR AURIIENEL, GRT T 0N chi p
i mpl errentaﬁl_om_t_ _I_l_fMA_SHA : ; hashing—oh two

Lypes of 'Wb%i't‘%""‘“@ﬁg'ﬁ“%‘ng K“*"‘TﬁtﬂdﬁdnHRLI‘_M"&Efﬂg 1o 5 nce the inputs are
two constlant |engths, rather;fhans thave N:lkMAGLant SHA-1 as separate
entities on—erhi—p,—»-{—hey—e&n—hn 8 ~-he—har-dware—optinized— The
HVAC- SHATL T8%tY cases descri be§” Y™ ™eng and G enn [14] will rennin|valid
The paddi|rgprohetiSdggess inprGS| . | . - KeStlegrWorfa 1 hit, a string of 01)it&,
and the llength ofthc message] 10 By, me\gqﬁ\sﬂ ;0 ensure thal diffierent
nessages "W Il nor._loak the >am=_a_L|_'LB;pa.d g_Sl_nc,e_\AeenJ—y—deaJ—wich
types of regxbldes, our paddi h§°¢&H$Be constant Os. In addition, the

optim zed version of the SIIA-| al gorjdhip+isgs, uged,C whargron[ix,118:32- bi t
words ne | used for Lcnporaiy:; t&r&‘geﬁ, These 16 registers are | oaded
directly |by the optim zed H Wardware. The Nine 32-bit con~' Lants h;
- and ye.|+ are still require a] Ehough«thie {38t 3hat A.Hey tare cor Istant s

is an 15a%&nﬁe—f—e1—h&%dm t iron—Hardware-
HVAC- SHA- |l ‘?‘%‘E res a total

D‘1‘6 % bias of data storage: Five 32-hit
chai ni ng 'vari abl es al x: defi ed H?‘imﬂ—lﬂx‘*ﬂ-ﬁ B2 PRNISAWIEIY{- Five|32-bit
wor ki n3 vaTi ahl es are defined- A B, (g‘”ng @]_E«, ]FL\(e_Bg bit variables for
Lunpcirary storage and final |resul t: 01- 32 i t tenporary
variahic . delned: L. 20Si xteen 3@1"71:“?J Hpbr ary regl sters are defined:

, <. The flollowing two sections desgrdibepthe, (3.1 8P% 3608 «Chc | wo types

ofc.alls ._.C-SHA 1- 6 3 1I—WP K—1ln th *ea—s%gf—pr—eduel—f—l—g—t—ke keyed
hash of RR®IMhg K1, the origi| M4R°ABut . nessage R is a cohrstanr Idn-th of
160 bits.| W can therefore take adwwqgﬁlmfxmimscwnaz::thdun] ng 1) rpgeSSi ng-
Rat her thjan |oad 3C' -r. 25ddring the fi | [ > SI-1A-1 aljgorithm
we load Xft, dircc;c]y, and her eby T ({é’?ﬁ‘g F?é bbg {NH timzed|Prx)ccss
[3lock (Step 2) of SFJA-I , The p. §Glydagdﬂeﬂhakes on the follow ng |steps:
13 AUGUST. 2004 -63 Table 8. lcuiati N9y, (_HEI% - |;|§’«]30}, §t<_e_53’ dlesriptign
Process i ipad Action ; . ]
Round 3 - Dvo 20 times

WA e— (XN B WN2 & XNI P XM« 1)
te— A3~ uB 0 +E 4 My + 1) i
TNy TN, T, 1IN,

Ee D De-C,Ce (Bull),B—A A

Ruund 4 T Do 20 rimes
' Ko < {(XNL & XN2 @ XN3 @ XN4) « 1)

te— (A a3+ O, C, DY - E+ X t+rid
N1, T2, TINg, g
Ee DD CU<-(Ba3lBeA At

Update chaining, variables 1L, «- H, - A, Hy & Hp + 8,
1'13 — 113 : C, H4 — H4 + 1,
H;¢-H; - F

The bold text is to emphasize the differences between each round.
The incrementing of Nj. Na, and 5; during Rounds 0 and 1A is optional. A softwarc implementation

would not increment them, since il Lakes Tine, and at the end ol the 16 Limes through the loop, all 4 conrers



X0, 4-K, (D 0063636--- 2XI-L3 Ox3 6363 6... 111-5 4 -Process Bl ock
5Proce>S KX;,-] R 7Process Block Buff160i . Hl-Y 9Pntcss i O upadx ..1
KI1 0 Ox6C.~ 5, -. 10X5.15 *- 0OxSC5 5C . : 11 Hi s*- hi i3 A-5P¢bdlss

Bl ock 13l roces's previous H xj X .- Result 14X5- 15 +- 0 1F roclLns Bl ock
16Cet rest]Ftsl}juffl60L_; 111-5 6.3.2 HR M K}] In the case of producing
the keyed hash of H1 Musing Ka, the origin a] input message is a consia m

| engt h Ofnfﬂ%@fhé 2@@1&1»&%@%&5 hedrSot h%a@eﬁﬁhwT:a.lil,ﬁEtﬂﬁdﬂd’nﬁntt;akemﬂdmaﬂtlﬁgm Bfechh i s
fact durutg processing- Rather than load S XIJ L during the first part of

the SI1A Y™ §8&Fi tIun, we load Xq,,2 directly, and thereby onmit Round 0 of
t he opti mtﬂlﬁdﬂﬁfl@ﬂ@ﬁ‘@]ﬁal}’@mmm( Bthe pllia) loagf thSHA MM of Fhe pseudocode | akes on the

i 11ow ng,step A;ka‘_’.ﬂ{GJST 2004 - 64 Table 9. Cal cuI atl ng HRI1 M K21
St ep Descri ptlon 11 Process K Ef ipad Act

5
t.. 0x363636..n ttmaurhq_ﬁu%mlpmtﬁwnﬁfu& gr;sléMﬁe-lgHm | Bé}j}l Iy eyer pﬁusge}fls%mk WRX(% r

7Xi 3_i < - QpBErinaess Blsog K, HFmpRT M ukdng Ko, Since the inputs are two constant lengths, rather than
have IIMAC und SHA-1 as separale entities on chip, they can be combined and the hardware optimized. The
HMAC-SHAT test cases deseribed by Cheng and (lenn [14) will remam valid.
The padding of messages in STLA-1 Step | (a1 bie, a string of @ hits. and the length of the message}
10 is necessary to ensure that different messages will nor look the same afler padding. Since we only deal with 2
types of messages, our padding can be constant s,
Io addition, the optimized version of the SILA-] algorithm is used, where only 16 32-bit words are
used lor Lemporary storage. These 16 rogisters are koaded directly by the optimized HMAC-SHAT hardware.,
‘e Mine 32-bit conslants &, ; and ., are still required. although fhe tact that they are constants is an
15  advanlage for hardware implementution.

Hardware optimized HMAC-3HA-1 requires a total of 1024 biws of data storage:

» Five 32-hil chalning variables ave defined: Hy, Ha, Hs, [T and Hs

. Five 32-bit working variables are defined: A, B, C. DL and E.

. Fiva 32-bit variables for lemporary storage and final result: BulTl6dh 5
20 . Oime 32 it temporary variall is delined: ¢

. Sixteen J2-bit temporary registers are defined: Xy 4.

The following two sections describe the steps for the two types of calls to IIMAC-SHATLL
6.3.1  H[R.K||
In the case of producing the keved hash of R nsing K, the original inpul message R is a coustan?
23 length of 164 bits, We can therefore take advantage of this fact during processing. Rather than load X,.»
during the first part of the SHA-1 algorithm, we load Xq,; direstly, and thereby omit Round 0 of the
aptimized Process Block (Step 2) of SHA-1. The pscadocode 1akes on the following steps:



10Process K EO opadX'A <..

13Pr ocess

Bl ock

K2 EO Ox5C5C5C.
143' ntes:s prlLvious H x] XD. -,

X~ Ox5C5C5C, i

Tenp 15X~-i~ 0 ]

- 1'"?H hi

6i Process

Bl ock 1Ger resultsResult < 7 Data Storage Integrity Each aut HeM58&f%bn
chip contains soo ¢ win-volulde rncrnorv in order to hold the vnriahlcs

rcquirtid 5 by Authentication Protocolg 1. The foll owhig.
vari abl es are defined, 13 AU G UST 2004 63 Table 10- Ncmvol atil e vari abl es

non-vol atil e

require t- ng;@ﬁgﬁqgmgﬂglm ariabl'e NameSizé (in bits) Mo, -}5]256 K, 160
60—HrAFe—+ks32—

M9€|%J[Y9A5J—G‘ﬁ'%%}k—ihﬂﬂl

f Wit t eni

Key uslLd to

‘i during ant
ss_Mbde val ues
been tanpered

K,, 16,0 Access3
N'I-rusted“q%tal b P?Lﬂ“@@z Descripti on™4% words (each 16 hits) contai ning
state datla such aspﬁafmamnaakurabcrs melgl] @ I, @rmbasiing. et C.
transforn P Y| ys ed—ﬁﬁaﬁﬁ§ffs+ﬁfﬁT '
't-n-Licatian C uiient random nunber he”f6 sets ot ?2-hit Ace
for Mn] |[9K, | K Used to verify tha{lLKhand K7 [l ave not
wi th, i Process Block
] Process B Hoq+— R ]
6 T Mo gs 1
T Process Block
8 T Buffi60,s < Hy;
% Process K © opad Koy — Ky @ 0x3C3C3C,
Iz R X35  OXSCICHC,..
] ] H|_5 +— h-|:;".- o
|12 Process Block
!
13 Process provious Hx| iy - Result
FT4 Kz 0
13 Process Block
16 Get results Buffla0, 5 «— 11,2
$3.2 HR M, K]

5

In the case of producing the keved hash of B | M vaing K, the original input messace is a consiom

length of 416 (2561 160) bits. We can therefore take advantage of this fact during processing. Rather than load

Mgy during the fivst part of the SIIA-] algeritiun, we load X,.,- directly, and thereby omit Rennd O of the

optimized Process Block (Step 27 of SHA-T. The pseudocode takes on the Jollowing steps:
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Vccrernenl Only values are typical Iv 6-bit or 32-bit values, but can he
any multiple of 16 biLS To acconplish the protection required for witing,
a 2-bit access node value is defined for each ] 0 Mn], The fiohlousr fugs
tab]je defines the interpretation of the 2-bit access [node hit-pattern:

Table 12- _ .. ] Bits 1)0 01 11 op R .IMSR NVSR RO Interpretation

ReadWite Decrement Only (Mst SignificanL Region) r)ecrernent O ny ( Not

the Mast Birgi i ganelaiiReguoay:Reaty Gilys A6 | 0N Taken during-Wite command

The rtew 6= —tre— tten—to-Mnld— The new ] .. Hl value is
N .

oily %T1 o AL nl_ it s | ess than t FESEIUe currently in Mn].

This is USEI(rr cess to i%e I\/b t16 Sognishdd abits) &ﬁmhmgsatesﬂamsﬁch crenent

Qily tlupthcr The new | 4-bit val %Hieﬁall;ﬂulldn.}ﬁ ﬁﬁdhﬁ.‘ﬁ% QMnJ if | Mni 1]
can al S%EEe witen- Hh-2-N. t| pl e Iprecision
'hils dnd nore J(ﬁﬂul ti f%}s%‘i‘mifﬁnsﬁ‘i"ﬁ§)dl"ﬂ”éﬂﬁ@@ﬁ@1lq19enL,. The new

val ues o

16-bi t va| ke is ignorefl- Mwp is || el usetinCBRNGE th dukhrGud: &l access
node bits for the 16 M nt—TggisLSHS € dtogether i sing]e
32-bit cessﬁmde_reg,_sl_el; "The 3 i’”‘bmimnéf”"f"ﬁ%lAccessl\/bde regi ster

correspond*t6*M n] with n asfoll O\M!L-lﬁ[wr&ﬂfs B AcGsBIlSvillits M
Mide[0., 15]

" Checksum 160 S[K, |~K;_}. Lized to veri‘fy that K, and K, have not

heen fampered witly,

MinTicks 32 U The miniomn namber of cloek licks hetween calls |

1o hey-based funcrions

" & [Written T 1 It set, the sceret ey information (K|, Kz and B)
has been written o the chip. 16 clear. the secret

- informalion has not beon written yet,

I Trusied ' 1 If se, the RND and TST fimctions cun be called,
. but RO and WR functioos cannot e called.

IT clear, the BND and TST functions cannaot he
Ccalled, bt RD and WR lunetions can be called

" Tatal bils 962

Note that if these varizbles are in Flash memory, it is not a simple matter to wrile a new valye to
replace the ald. The memory must be erased {irs, and then the approprisie bits set, This has an elfect on the
algewithms used to change Flash memory based variables, For example. Flash memory cannel easily he used

3 asshiftregisters. To update 4 Flash memory variable by a general operation, it is necessary 10 follow Lhese

steps!
l. Eead the emtire N bit value into a gencral purpase register;
2 Perform the operation ot the general purpase register;
3 Frase the Flash memory corresponding to the variable; and
m 4, Set the bits of the Tlash memaory location based on the hits set in the seneral-purpose Tegister,
A RESET of the anthenticalion «hip has no effeel on these non-velatile variakles.
7.1 M and Acecssmode

Variables M[U] Lhrough M[15] are nsed Lo hold consumable slawe data, such as serial numbers, batch numbers,
and amount of consamable remaining. Lach M|n] register is 16 bits, making the entire M veclor 256 hits (a2
15 biytes), Clients camnot read from or written to individual M|n] variables, Instearl, the cntire vector, referred to

as M, is read ar writlen in 3 single logical access,



11 10 9 H5 14 3 2 i 15 Each 2-bit value is stored in hi!']Jo furni t,
Consequently, if N-1[0-5] were access rrrode MSR, with 116-151 access node
HO, the 32-hit AcvcssMode register }would be 1-1 1-11- 1 13 AUGLIST 2004
1-11-11-12-11-11-11-01-01-011-01-01-0 1 0 13 AUGUST 2004 -7 During
execution t]fa WR (wiit) cortuuand, AcggessMde[o] is e>am ned (1w each
Mn], and a decision nade as to whether the new Mn] value wi]l replace
the old_ I heMA@eré$§1h/Mlﬂg@icck¢J {Emﬁﬂblc%ﬁlﬁ{nd 4Ad 1§1¢[§en %b%‘.aﬂ& R ?lﬁggﬂkh%n‘hé}]c@ ion
chip's SAM A ) é\ m?? Not e t hat

conpari son | 1%“ RS Bﬁc@ﬁj’ AR déﬂ‘%ﬁﬂglb“f“qnv 1\}%!1dd‘§§“ff]ﬁ‘a‘tﬂ“?‘b¢&m'frfe 5 ne_i
ati ve ramyesmmlstoryesteivhip {lédusicitd).a positive range. For exarrpl e, a

fﬁgs :‘Jg;-gleesy%%ﬁg% gﬁgﬁ;ﬁ? cUlqerra g?ner\ét ﬁﬂ’%{@nl dz{u} t@r@s t?e?gj?ﬁ,r unln m tp el m‘{[e ptmmfso%i Eave
rmigc0 T dipgg’l“&&‘fﬂh'd% 1‘“36 OC”EF '55"*”“1‘%‘36‘[”@ ‘f“h:f"’ﬁt*”mrﬁa%?“ 'i‘lﬁmﬁﬁ‘h@é@%@em enent
Only randesheafi@l. Nhd @il 256tiaotMek el 8 oftQinfaRGed of $Ttinhller afi@f Tr RekonFOr

De Lsd as fon £ T Mikgions are mf t fi t
w i east stontt oot naR S DA IE R e BEAR BT e access

node for %"%s‘f"”@f’@fﬁwli"ﬁant 16 bits (stored in Mn]) should he set to
MSR_ The rermhtmmgc repisters (Mn T ,g,,kmg\mmzj et C_)_S‘h‘O'lTI_d_nave their

access m)a‘qgads #l—ye—m@:s ously set to NMBR,_with no associated
IM SR reg| cm._each NN é‘ﬁf%en““ww be consi dered |ndcpenden ]v instead
rrrbeing aReulite pr ec| Sinorweedrpéininsol / Exanl pl ¢s of alTocati'ng M and

AccessMdeT 11 W e = Lt —[—%K—hs—t—he 160-1-) it
secret key L%Lsrgd totr %s?’ornonn Edliﬁcnmv{iﬂmgﬁtﬂﬁn B P %n protocol Kl is
programmed al ong wit ”%Eﬁﬁcm@%ﬁ@lmﬁﬁfammﬂhwiﬂﬂhDlﬂﬁéllaﬂltdwntmlca ion chip's
SST (Set Secret |nforhathoRdrigoimamd. Since K nost be kept ecr et
clients c 4y re&d—K—‘Fhe cgmmnds_t—ha; are RND

and RD. RN[) r a er i
lv RD requi resT% 'MGQ hs% R *‘[“S%“T regue e bt !’;‘ign"li‘h ]f” [‘Ses”d%”gﬂ”"i% “?a{%fé“eg]@ﬁ}%ad one- vvay
hash fun i‘bﬁhel-ﬂﬂmmsmlblddm%e lsfemhtﬂllftn of hotbidhcctsenpiebgrarmed with a

physi cal | yT@ggnerated randomnurber, gathered froma physicatty rgndom
phenonenonﬁﬂ—ws{——l\lgr_be—genepat_ dwth u conputer-run random gunber
gener at or| “the s®urli ty 'YFPERRUt hedffpdthepfuaipitegapmtds on K. Kn and
R bei ng ngtmeram&d i 1} RaadNerit: T hat 1 S ke €T @B Sl veys o @XGAPT 6, tO srit
K a persofgcan SS A f—eoHi—] —%e—t rrg—k?ee#d?—ng—hea% and
tails as [0 K| "% aLPS?ﬁa{l CHY | iy cl BArdE e 5T S SRR dﬁﬂﬁ adcd _.]2
cor nr nand1 It |can Or|(V0%§1&Wﬁ@@{ ammed zlwes than the value currently m M[n]. This is

' Repion) wsed lor aceess to the Most Significant 16 hits of

a Decrement Only number.

10 T TNMSRE | Decrement Only (Not " The new |6-bit value is only written 1o M|[n ] if
the Most Significant WA n 1] can alsc be written. The NWMSR aceess
Region) mode allows multiple precision values ol 32 biws

ani more {multiples of 16 bits) to decrement,

11 RO Eead Only The new 16-hit value is igjmre&. M[n] is lefl

unchanyed,

The 16 sets ol geesss mode bits for the 16 M[0] registers are gathered together in a single 32-bit
Accesshode register. The 32 bits of the AccessMaode register correspond 1o Min| with n as follows:
[T L5B
15 14|13 Tz [u [ |9 [3[? & [5 14 [3 [2 [t Jo

15
Euch 2-bit value is stored in hiflo Murmiat, Consequently, it M[D-5] were access mode MESR, wilh

M| 6-15| aecess mode KO, the 32-hit AceessMode register would be:

Fi-T1=E0-11-00-) 1-12-11-00-11-00-01-01-01-01 -0 |



non-zero value by the SSI comiand_ 7.3 K1 K2 is the 160-bit secret key
used to transform M1 R during the authentication prntnec]l_ K2 is 30
prcrgrarnnccl along with K, , Check, urn and R Wth the authentit siadliz0sns
chip's SS1 (Set Secret InFiirnation) commuand, Since K, nust be kept
secret, clients cannot directly read K2z The commands that nmake | ase of K,
are RD and TST. RD returns a pair M Sol ),1 X] where X was passed in as
[me of t he par abetrgeection dileviRiufiud wﬂ@ﬂah@mceéﬁgdd[rﬁﬂelékdhﬁx%dﬂﬂ eavh M [eMJL Rl pair

as input. d%l@rfrﬁm r e aut hentication chip’s
function. & Fmt%‘@@&%%?\%w%(euﬂemm Jaaeyecﬁ ash function Hl\/AC- S] 1Al

As such il. s hHlE PacepdTogs 5g ?“ar'ﬁ“ﬁetdmv& tppthgntigation IS0l (Syt Agend feodey @dmendrdom

nar nber, gat hexedkfi H}@me:&erﬁhhb’[dﬁadumbéhs&na{lﬁ%ﬂle@h@ RRTRAARN Ay memMer
gener at eq &(pﬂ ggﬁmus{] el“slfuﬁ%i .rime random nunber géneruter. The security of
I'C

the authen on ¢ oYl W“"é‘nﬁﬁ“ﬁ@?'ﬁﬁ“‘bﬁ%ﬁﬁ‘b%@“ b‘ﬁ’ﬂe way
tart is 5™ et @rﬁUhﬁﬂsW@lﬂ‘-’Fm rag shifpdd @ bet? b G0, KR SyseenpasSon iametiessgan fair

coi n 160 i i AS beikLQ0h 8, N RRAAS: Bemdes oBhLrelndh J_)§J;, ?aﬁg,egar&ﬁ"% &‘lan I@er%J%Te %804 68
K, iIs autgrratqg]%%ely clcared to O upon execution” of R"C

only be proér d Loo a non-zero value by the S1f corrmand 7 4 Checksw n
The C. hecksui iTor BgreesOnlystag iuiGOubig: thauiba krddsiech h@ s\/ggfﬂl::fnymwmaﬁngﬁ{fca@,nd K7

have 1IEiOt ]@ﬁ;ﬁ Qu;ﬁhﬁe@fj‘&g MtBM ofhrd. 511:,%&95%}&"35 for t%g@?ﬂ% g@@'lmgpblts g {ored OndA wl‘ E‘fg'{d] on)

K,- and %}ne auLherrtication e Lr|
conmand. h@ %E?é" SR THT TR e s BeMErpt P“’i'é*c?}‘éiﬂh‘w}qhﬂmrf’ﬁ%’f agcErrmtics i reBE. 1 ead

Checksui i r. THéemmommemnes: NREER, k{liﬁ&lk&.a:&&&&%ﬁkr@ﬁ@é&m‘mﬁ@g@ﬁh“ bé Addidebir ak
use of Ky, f%%vmstfﬁ@mﬁuﬁfﬁ%]ﬁ)%f&gmclg‘eg i, T Bef ore cal culuting any

roveal ed va ase ac suim on T{ L and K7 is cal cul ated
and conpar ed Layus vy of allpsptiae M ol wesdfnde kisuavbe ahdie Sectibe®. checksum ca | cu
ILitad i g2t he g60-bit value S K, ' K21 0 Tf K, and KN are stared as

mul tilev inelrrury  the fill] nlulli-level 1'1 LQ val ues should he
1 evel LSt neheb o e bLL Rk eet ok O el ues shou

r epr esent+ity él::- iChechainuask wOnbekdhammiciten guplt TR reedcbcddiiynatdnpaiddnd 6ind: Kypon

execut i Ol kéds bR, &.emm;d.ﬂeéﬂﬁéﬁlxon v be programred to n Jton-icro
val ue by the Sf 1f cornmtnid HV illustrates thO use of Chccksrnri to
i

unaut hori sed r ?6‘61'“3‘|“158’é‘t11”6ﬁ““bf’ Je 2 BPSRINR vy @ painfs SiaiRtwieepelf a
f ashi@ARenirmdom fimderf MruetRDeEcppesizﬁ)@ $n¥oparasingtsl Ng SSI to store Checksum al ong

with K, Kz apd: L S A
Checksumis s'?; ored dﬂ\ﬁeﬁ%%e% %2] !ﬁﬁ]f@gnoflg@e:ﬁg %ejg 3{SU§QR}]5LM Lli’-’”%if“é]megf“m ed in
the int efABdTdle %W&ﬁéedteptuaeﬂi rﬁ&lht"iﬂiqf@vfel]hfrﬂ%&rrdmﬂ)ih@m%mbét neeYOflhe 0

M Ni Ni U1 Gerikted with BB&n};ﬂt&ﬂmn\fﬁ}hﬁ;ﬁgﬁmbe@y@:jemﬁﬁ' ﬁ@écﬁ%&@ﬂ]@mﬁ@h%ﬁcﬁl& Y
revealed glge | cul at ed,

by cal cu z?lg::?mn %emaa b i% uv.i;w t&a‘? i3, nﬁt dc lb%%siné%n oF e*{ani%m xd.d%.l %ont(ﬁtémssa
Cbhecksur fFlf\PalFlu ‘STELeF@EdI“hhﬂﬂéﬁglﬁétﬂettwlSOEU 7.5 Rand 1sTrusted Ris at 60-bit

random number ks gasohf@iy blﬁarﬁﬁ@@E@m{ebdusﬁaﬁ@ﬁgumﬁah‘ 1an meiﬁrng%%bﬂ bhe S4[
(Set 25 Secret In for F’Btl ontfL cor nr nand does not have to be

scere: t, "ErRCEE PR S Rt eely to cal Iers vita the RN D conxnand

T4owcv| : F-3R mkst be changed only by tlru authentication ch ip, and not set
to any chosen K}(ﬁ’-lt]'}éq{i[ﬁ-hit secret key used o fransform M | R during the authentication protocal. K, is
30 programmed along with K, Cheeksum and R with the authenlication chip’s $81 ($et Sceret information)
command, Sinee K. must be kept secren, clients cannot dircetly read K.
The commands that make use of K. are RD and TST, RD returns a pair M, Sga| W | K] where X was
passed i us one of the parameters Lo the RD function. 187 requires an M, $5[M | R] pair as inpul, where R
was obtained [rom Lhe authentication chip's RND function.
35 K is used in the keved one-way hash function HMAC-S11A71. As such il should be programmed with
a phwsically generated random mumber, gathered fromt a physically rundom phenomenon. K, st NOT be
generated with o computer-rin random rumber generator. The security of Lhe suthentication chips depends
on K. K, and R being gencrated in a way that is nol deterministic. Por example, o set K,, 3 person can toss a

Tair coin T80 times, recording heads as 1, and tails a5 0,



by a caller, Ris used during the TS | comi:]Jnd to ensure that the R from
thL; previous cal | to RNf) was used to generate the SK2ZIMRI value in

t he non-trusted authenLicatiou chip (ChipA). Both RN]] arid TSTagdereanty
3{1 used in trussed authentications chips (hipT) 1lsTriasted is a 1-hit snag
regi ster drat dctenm nes whethcr or notgghe authcntir;ation chipis a
trusted chip (ChipT): If the LsTrusted bit is set, the chip i co]rsidered
Lo be a trust ek iChrgputiaiklhen e pdn d&lidh o£a01, ﬁéolrbna@ 1t £ c:1aﬁ@QFJI§a+n1ed o a

rLi ncLi 4“%]1—&9Hta]lfe]bt%qmuﬂian\éﬂ) 35 + | f the TsTnrsted bit t he
chip is not considéred e trusted. '] herefore Ric[ and |'ST fun Ldoiis

cannot N4tal | l(SB‘Elt R[) rand W{ functicens can be called in4tead),
Syst em never ﬁHed’Seckmm r@;httel' ts R'lﬁﬂjﬂtt)muq[iu I&\SJCT LquEhf? h& kG S WEA _F%t%lt,& (terfézrlace a

cl one zchi 1 nction suc
const ant F@%}Q%L&I# {“X'T 58 ?bjglll %ERT‘HE“*T?JF'WF%CE"E’“]"“BFﬁ“"tt‘a% Sechee added

advant agéﬂ%ﬁﬂ‘éﬁuawmf ﬁ@wﬁiﬁﬁe\m ofstlediit sdoteG clRnts caBiict difRlty raicRsu@Pt ai nabl e

by an attackerthe y@ﬂmaﬁrﬂbltlhﬁt mika e lof &I@Li@tﬁﬁ he arl» AE95, L% DPJE .vhg'ﬁ A\ldt h} ﬂﬁbcﬁ% ion
an C

prc]tocol pairs, ures a Sys;
ttm aur ﬁ%%t?oregbff”éﬁﬂ Y“?‘E)% ““twﬁkttleg gy dpsgd %éﬁy wﬂawal “l“é‘ssﬂdrl*’eadtﬂhﬂlmd and

avai | abl eotprgd agtinst tbaotrsadrtiiiam, vabe. Immkmmmdumms m@tmummﬂ: dpk'kgr e cleared
to 0 ]by the CL”IE: ﬂﬁ@kmébuu Eh‘lﬁ%vc@ﬁ%h%}r h‘t VIYI[;EI éllLI%Lr]Lt Eeve] ?Meh ’*é“leﬁéfhmlgig’:? gsgg()f the

SSI commgn d[1 rusted hit can
val ue in " BWi'g Ffé‘-'”gweﬂt mstaat AAhIAC T Reet tfﬂbfé‘?ﬂﬁ(‘fﬁllﬂ—‘fﬂle%o to be a valid LFSR
state, so thi BediamGtdarirbiGaredsic) Rakpey exedRidn® CORNGEFHM. B o BBz DI t

maxi mal  perdintd LESR M.t bits. 0, 2, 3, and 5, and is changed only
by a suc@cé’sﬂtnl 1 ﬁ] M%‘g%ﬁﬁ%?\?mmf“ed 1 is rcww ued} T U Aul henti cati on

chi ps desti ne@gt b“ eBidteer LRy un seuaiheiSy mediatie o«f fdiepFreshosl d have

t hei s | nelfitendtied nlahttry Set duri ng prograinr n ing, and allthenLieati On chips
used in Consurdrahl Ch oUl d_ hav the|r [sTrusl ed bit kept
clear by stor |ljpfg Stgﬁ“& 'Wﬂws ?ég%%g’ W HER e BgtrdBntliserreinly Fher e
is no coredy R0y RRdndFSTrite the LsTr ustcd bit directl}' _ The | ogical

secur i ty of 't bgcaukAoRkiGALL ORodih Raghie not only rely upon the
randoni neus of 3‘&[%}“? " and tRe strength of the HVAC- SHA |

algoritlun. T6' ﬁ’*’ddt F‘&E‘R“@?’*dt"teélﬂhcﬁui“tf‘ai“}ﬁldﬁ'*a] aganeswnTobkapees Gib| e.
t he. 2&ec muiinyn oft mcheurautthensvelcatet.on dri p aI so depends on the range of R

over the 111 bl bl moXSRUR, WAl (113, 805,12 At an 2t acker

rnust not _be ab at va heramapre
future %Y[PE Frts“? ‘“ﬂéc%‘tfé'hdW%’W&fm[‘ﬂ'%ﬂaﬁﬁieg‘t’v&h@nkﬂedﬂw fidrecein pis® 185t ufh e i c,
ul ed randem nenbersTngat her ed Froma physically random phenorrenon- R nust

NOThe generarg F\;JRI\%EJPMH GO ﬁrreﬂt‘e{ ran randfI rxn Eunber eI rerator. The
gener ati on of {tmh P e B vl Kniv &: ""tﬂb 'Hetétht e an R
fbr dse ?ﬁ'ﬂa'"ﬁml?@dﬂﬂtf@yét@wsem hyve tabplepisom:t, e itiogscareflpioraleaivia 1160 ti mes,

r ecor di NgNbeasitmadHokeveAR ghud 84 dtt&gé’ﬁﬁeng by Qb Snh AR, i, Vaﬁﬂqjtpnt seYIg aflydchbsnll {Bgu% 7 6

valuefogv rusted Ris O (car the’ IsTrtlsted hit
SIWittenm THe ST Witten (Secret hi rorrrultion Witten) r-b|t regi ster
hords the stak usmmlfdumrtgehes'l"é(t r@tm:inf foeninetiaone K from éd predbus\ki LB RADtRASsed 1o

aLtt hEUtguﬁlﬁﬁtb £0s. G B} valhe iD B §L§a%§c£d z!unEQ[a%mt]({%b: fefla-’t} th{'\lD "lrlld -l%ngfRo\% A cliche

cann t directl access the I's cledr t he
confréha e a&tPF““‘él'@c'fh'Et @5‘#@ Kl, K; and R) _ V\hen the authentication
Chi p i S progriammed i [ e e Rfer e YS-rane +hand oM DuE DRRkication chip is a trusted

clip {ChipT}:
- If the lsTrusted bit is set, the chip i3 considercd o be a trusted chip, and hence clicow cun call RN
and TST fanctivns thut oot RO or WR)L
35 . Il the TsTrusted bit is clear, the chip is not considercd to be trusted. Theretore BND and 15T
functions cannot b called (but RD and WH funetions can be called irstead]), System nover needs to
call RMDyor TST on the consumable (since a clone ciuip would simply return 1 1o a fimetion such as

T5T, and a constant value for RNTN.



seed using the SSJ conmmand (regardl ess of the value witten), the 51
Witten bit is SeL automatically. Alt or gb Ris strictly not secret, it
must be witten together with Mand K2 LO ensure that an attackelzgasnot
generate 30 their o ri random nunber seed in order to obtain chosen R S. <1
[R] pairs The SIWitten status bit is-ssed by all functions that access
Ki, K, or R If the SI Witten bit is clear, then cal Is to RD, WR RN D,
and '| ST are {AfePprerides heudalaisnhe ﬂﬂmcmg&tm&&h%ﬂénékﬂo

M i nTi cl sibikinanebyan matmua&qmgﬁmmglg rmp'?%v ing an at cipﬂcker %f om gener al

i ng mu] t i FONns T hPrge JPP‘“%F%"S& of
ti Qhﬁ] RQ%J Llﬁiu%&“ TE‘II“J(S“E S31"?‘""‘r"f'i‘l'“‘E“i“i"f’tfj‘5"I"Fé%ﬁ’d\?\kél*rhes B@F pONEHnt lad re@mevent s

t he |nter"‘i'f*<'%('f’b’L ‘é?ﬂd@%ﬂlﬁﬂrﬂomegperatl ng at a speed nore than a particul ar
maxi niurj (c- ihthL{hthlaZs)rquJ\ﬁ P! ill the 5 32-bit In Picks
regi ster "ssml’bu? 1o ks used | @ R peci | %9%0%69%;%5]]“ ”‘rllfm‘ﬁélfe tothepBeno by ks t hat
nust el apse wee i g™ Sdn‘k'écﬂ/h"b’é&% Eﬁfd?ﬁéftﬁmrmﬁs;on FEvecddvili i ks s dsabl e i's
(cISear ed f*?_mw’;g‘?a’“@“h@ nQ- Ld&] tcr%m N TSR eBtc] stusrnp@!ilmt Fb@ﬂniﬂi%) %% ch.Jqu ‘; | mﬁ‘.

et M biing ipgﬁ.ﬁnﬁg}@,@i £ 19 nefer to cont I
pattern Lfjat, r.opre ents LR PR PP AT et B 1 o pesaiees rher
practica eTL’flls P2fdl { hat an attacker can only increase the value in
M nTi'®ks (si néehtnticaitrechBs desacd mm@trus&@cfﬁ&]umﬁf?ﬁﬁtg@g ﬁ%ﬂ dnaddition, there

is no fupefko mravi, cew a coder to rea Prent. “(‘}al ue of
this rcaister. The @’3%‘%’9‘“3% il

IERLCYEp Rt Lseg i ttwn@lﬂwawﬁghc@mm c~r cecC
and the WS GMsus| ikeraleas chyswtin gﬁt!es via ti IS anatlderilsipRR - RRlWe e R ke Y based
functi oncc@-aiajlcsméea@muhmhd rQﬂlls.%Q%Eh.tulﬁ}) The duration ofa single tick depends
tiro the operflﬁli{n_(%hﬂc5 K f'ﬁ ﬂ‘f This is the maxi mum of the in[rut clock
speed and t he authent ”Ef%tto Tiigatien phimglopy igkgoly] ey wion the gnéramadwat i, mdr - 0X
anpl £, t W8 tastnehelteiNatsohi phsilel Dekeeun at[uLJJgTﬁ-{% tlg],@ﬁ qév\@srp% mupgﬁl Set ai.

f O Mz et hﬁﬁﬁ@& RRARGR ; Lo 26 n this
case, rlt§]JS alue of i sick %ﬁé%)vmp CEJ‘?S G"qh ‘ql{’/ﬁeffﬁ1 ® “V‘?’THF%%WW [ FysrensfWhahe | nput

cl ock was ?(ffnf\/l-é‘ai T SEEkEE et nqt bl to ‘ﬁqbiklﬂf\‘ffailf bauobf § there ok inipssdbes ed fage 10 M 17
(since Whemchookh &gesdbd Sodrntiri @QIC{;JPLQE GWE&M: Lf@muqu:lﬁnﬁcpﬁ?ﬁjeyh .on of a

tick | S R rafd NeuyN n set . M nTi cks
ist 20 min; ngﬁnpﬁéumegkgﬁ{‘?' iC "(fﬁ’fﬂffé’éf‘l‘f’ EHALSS St el s to the

kcy- easggﬁ“ﬁﬁ HREsTeraeT of Besstingirhs dﬁfﬂ’helsmahuexmle tagimeak ad R FRudtdth@ry  and

di vi ded Syer ti, b pngh enols a6 QRCIEAHA0rL e BURPOSE 08 AR (6l ek, speed

mat ches Lhg,i8X c eed O

of 1 segommgke}t{'}\%g{ﬁ”égf[Jf ﬁﬂkgy'ff“é%de'a“f] BAEPEBhs, the val ue #-or N
111' i ckd"6i s S¥Writen 10, 000, 000, Consider an attacker attenpting to caul
Ice[ X The SIWrit‘ten &»mn{rﬁmgﬁ @aitel pie times- If the
Mrijl igks 25 v tg set suglﬂgohat %%E%ab?%ﬁ%{” %ﬁ‘“i"’r‘ﬁé "HErRERHEhl 1s to
TST |s i" secoﬁd Emtlcﬁlé‘i’?‘: e et intpiairieN 1KswdBnd to generate- To generate

225 pairs (o u}mn equit diaagy ala;eﬂﬁhmmﬁmﬁhttqmﬁﬁ& Gois :,lu%{éd @Mh@%l(@g ng%%'ﬂwil%ﬁ nor e

t han | y;@@,{“/k C o 1palrswo ulrre
year,,, using a AREAY: " RM g “‘8 Py FiOreERoRerETbued,

nn. aki né’ae Efé% ﬂé?r?“b‘t"f“ﬁ‘erkl {E&H‘H’F“é?féh‘ydliﬂwi’ﬂmwa}cfﬁw &[ﬂr[rltlm’blitteﬂtmﬁnmﬁﬂchlw mxﬂmﬁ,@] & to
mOnt i on Rtigvgicys o segpet, it meq) b w;ememt;@}!d with36) dW Ny Er&gg{hgén LS ca{g{uﬁ Eﬂm uld be

not egl t hat ol S 30l orman attac cau; us
theggttg%i Lﬁ%?&%%‘?%ﬂ%{d i3 h? E%%%PS‘ ‘g%\fsﬂjﬂ”sp an attacker using

inul tiplc Syskeietingttas bt lpaﬁe*élr'-[délﬁmctinn% bwewes KM T Eksmdassnanakeaan attack
on K2 noeecathito b, weWND, 18- ﬁﬁ%r&ﬂ&ﬁet@@ﬂ%ﬂh‘%ﬁc has a different M (part of

Mis randomread-only data). In order to launch a difforential attack, nii

rimur cliff Crenl inputs are required, and this can only be achieved with

a single consunabl e (containing an effectively con stant part ol



35 M. Mnimally different inputs require the attacker to use a single
chip, and Mn'1-ick:s causes the use ofa single chip to be sl owed down. If
it takes aytrar just so get she data to start searching for vakwsrsttasbegin
a differential attack thL. increases the cost ol atinck and reduces the
ufiectis'e narket tune o C a clone congsunble. 13 AUGUST, 2004 -71 t#

Aut hentication Chip CO al mands The System curnnuni eaLc-s %ith thr,

aui hent i &t i oMinciips via a sinple operation command set- This section ,

details the a n amet er s necessar npl enent ati on of
oy orocel |y Fhetiake €0 RIRIAR: ADGRAEATF LGNS, RS GRe Y ml B TR 137 it atng W

Syst em vIMEHE gt RAF Py il Ereidsn dock Bminiiarivene |cwprlncumcmt ateidnalhe itdrodl ' S a
trivial tectBh@opddiay dokicat m@ﬂthﬁﬂﬁiaﬂﬂ@dlﬁ RHaxidth Rt hﬁ@ﬂ] %Lrﬁmb}vg n & 1 WI der
s

i nterd ac , ch conunan |
opcodje %héﬁﬁﬂjg\r '5%* 1"'ilnghn”q a %‘r? 4 '““ c%ea‘}é””@éiﬁ ”ﬂg?fb?{d"’ﬁkrlmf‘ﬁga‘ '“t"&ﬁ“@at vaI ue of

the | sTnt?*Eé*t‘*é'}fﬂB‘i‘f’ r?és'i‘flﬁléﬂ“ewrrent vaI ue of the TsWirten bit. The foll owi ng
oper at i onsar errdaﬂhmﬁ@l i bieardi3e 0 AYLPEDE Lpflal
Farta @ ah(p 'ﬁltgﬁh EEJC%%ar OS(%_TO(B%ST

oprT V4, | =0 } ;é ¢ gput Descr i t|o h& L& [
"L160, 16407 T8 TRB Shy ety ST i it b T R EOISH] 1956 1601Read
M secur e‘]’“"“ﬂk& are' 1o e 30t ORNEDcLG0ct 8 Ottt ARamgliomyd billy tnkgdsy ﬂlR&ﬂnﬁ&:’LMtn'rm% M@ | 111

S ['in?Stfs &\16@11& b JSdis K I i n - c o remd dht n;l,ulrr!s'r!'rl Cet
ST isteg 1100 1SN L35 ot M ersantoder PraREm JBE sl iihte

| swri tte‘ﬁlil%%l“ﬂge “fHenonic [n] = uuner of his requied for par arreter 10 Any

command not def rrledf MuTicks @pmahin@m(af:mm@xlamphm ARcKeRGetich ].:Iﬂ-')-]'ldl Snitinkeh pret ed
as NOP Q&@ﬂna@ﬁﬁﬁehﬁm o= .I g‘ﬁ’l nletord c3M15 ('gbgl%ae r]o?uh:f‘ %] ’{tﬁraurm%,s }EJ‘ 4 ‘:mj:__ e ngk &rj.:nends

IsWittea] value, and inc es any o
an'the operating ¢lock speed, This is the maximum of the inpul clock speed and the authentication chip's

15 clock-limiting hardware, For example, the authentication chip's clock-limiling hardware may be sct a1 [
MH: (it is not changeable), but the input clock is | MIz. In this case, the vidue of 7 tick is hosed on § Milz,
not 10 MIIz If the input clock was 20 MHz instead of | MHz, the valye of | tick {5 based on 10 MIIz {since
the clock speed Is limited to 10 MIIz),

Once the duration of a tick is known, the MinTicks value can (o be set. ‘The value for MinTicks is the

20 minimum number of ticks required to pass between cabls to the koy-based RD and TST lunctions. The value is
s regl-fime number, and divided by the length ol an operating tick.

Suppose the input clock speed matches the maxinum clock speed of 10 MHz, If we want a minimam
ol 1second between calls 1o key hased functions, the value for MinTicks &5 scl to 10,000,000, Consider an
allacker attempting to colleel X, 5¢ [X] pairs by calling RND, RD and TSI multiphe times. If the MinTicks

25 vitlue is set such thal Lhe amount of thne between calls to TST is 1 second, then each pair requites 1 second to
cenerate. T'o generate 2% pairs {only requiring 1,23 GB of storage), an attacker requires more Lhan | vear, An
atrack requiring 2% pairs would require 5.84 x 1607 years using 4 single chip, or 5384 years i 1 billion chips
were used. making such an atlack completely impractical in wims of time {hol o mention the storage
TeguiTermants! ),

a0 With regards to K, it should be noted that the MinTicks variable eafy stows dows an attacker and
causts the attack to cost more since it does nel slop an araclker using multiple System chips in paratlel.
llowever MinTicks does make an atack on K; more ditlicult, since each consumahle has a ditferent M { pard
of M is randem read-enly data). I order to Taunch a differential artack. mimimadly differeol inpuls are
required, and this can only be achieved with a single consumabde (containing an effectively constant part of

35 M). Minimz|ly different inputs require the attacker to wse a single chip, and MinTicks causes the use of a
single chip to be slowed down, If it takes a year just 1o gef the data to start ssarching for values to begin a
differential attack Lhis increases the cost ol avack and reduces the cHective market time ofa clone

comsumalkle,
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Any command not defined in this table {for example opeode L1 1) is brerpreted as NOP (No

Operation). This is is regardless ol the [sTrusted or IsWritten value, and includes any opcode other than 85!

when lsWriten -

.

Mote that the opeades for BD and RND wre the same, as are the opeodes for WR and TST. The actual

command run upon receipt of the opeoeds will depend on the current value of the 121 'rusted bit {as long as

IsWritten is 13, Where the IsTrusted bit is clear. R and WR [unctions will be called, Where the 1sTrusted bit

is se1, RND and TST lunciions will be called. The owo sets of commands are mulually exclusive between

trusted and non-trusied aothentication chips, and the same opcodes enforces this relationship.

Lach of the commands is cxamined in detafl In the subsequant sections. INote that zome algorithms

arc specifically desipned because IFlash memory is assumed for the implementation of non-volatile variables.



input: KL, K, Checksum R = [ 160 bits, 160 bits, 160 hits, 160 hit,s

Qut put: None Changes: K,, K2, Checksum R, SI Wicten, Is'] rusted The SSI
(Set Secret Infoiniation) command is used to |load the K , K, 1ah§UEEHHCI at ed
Checksum 3]) variahlc, the Rvariahlc, and Lu scL §] Wit LCn ant]
1sTrusted 11 up | -or larcr Cal K to.FND, TST, RD and WR conmands- An SS|
command onsist$ or'the SS] command opcode foll owed by the sccrct

i nrormatg On teupecLei®red irr the K, K2, Checks urn and R registers. Si
net the authentication \(‘[hlp is serial, this nuse be transferred one bit at
a time. The bi'P"order i3ESB co MBI 3 for each command conponent. An SSI
conunand is tepefome sent as, bits 0-2 of the S51 opcode, followed by bits
0-159 of the @EWees35 vakye. for 1, tilts 0-159 (11'the. new value: lor K,
bits 0-159 ofjhe newvaluelor ccku andflnall 0- 159 of the
ceed vai e £ ol MRl s e S e B e Pephs AP S0t 75 The
K;, K. GheeksLUiis inglufed all KisWid setrécgriormativg, at@Fmedys led, snegritsdaar sfieathe exafiitiomdar cd
Li] O wifhek é&lnnﬁ%m &%%&qm h ne»m ﬁapaﬂnér)(mrpﬁk§@{e ikkB b £ SeepBEsnGOMMENG,

The SST conunand_uses en Lit 3tt]Tc the then that data has
been |oaerﬁefﬂinﬁfdo“rzén,bei@mwm'égwﬁﬁrmk%ﬁai RSt Lhe STWri tten and

TsTrust el f|agSLHE@ln&h@&ﬁtsu(t‘idﬁm&plhﬂ'lct"hﬁciﬁﬁﬁﬁdaﬁb@l"‘snau(m!_ﬂ@t:hmmdhlstm]}ison) t hen
> Koo Kleidhe By - B QAL dnit B NT LB ENMRHESD colrbual bRfne a9 is

set, an at L I ullLS in unand bei n ecute
si nce ont (}»L%Ppnytﬂt“éua@it ofrsera e B -0 BB Reterslat Bl & bisttsdipeIed ci aauge
keys or the r'ﬂﬂ@mc&ﬁiﬁﬁd}:dh\MaH!'lﬂqucﬂlahddnflgncCI_R Cast. The SSL conmand al so
hip i s consl el TS RBrE T R CHor s oren s Pl teahates 0t oo i 1
[ r O, tdem f’ttrh;enr@huqb iy EN@oHﬂlJtlémédwﬂ}olfﬂm&meﬂm#quﬁyﬂm gerekdtbbiere S¥G8fen, an
conuprat Nekaek&f QI 8rehSvEHSL: ﬁﬁmhl,spa%ﬁ EﬁeF ﬁe@mx*e“@@n%leﬁr@@tuﬁrﬁhﬁmﬁl% i, MSc@fhadoie
| sTrusred b|t only occur s rﬂ Hﬁ % an ather tication chip is
to he relidB4M™ “@"T'“ﬂ‘ ‘I’«**‘E rﬁ‘? AHE %TE'“”H‘ P FEEFFrst. ' 1 he keys can
t hen WR af el ylmé}nmgmawﬂmublmehﬂad amrliﬂﬂ?llmmepsand and fresh nLalLc inlet
naLion | o | the—SAMand—315COmunmt+ds mmand i s i npl enent ed
with the; &str%w]cm;cgﬁsm he Sil co Table 15.. Steps inSSI command

; t:ep ction

o | Erase S1Written, LsTrusted, Ky, Ko, B, M
| 2 Erase Accesshode, MinTicks
|

(Once the chip has been cleared it Is ready for reprogramming and reuse. A hlank chip is o ne wse to
20 an aracker, since although they can create any value for M (3 can be vead thom and written L), key-based
tumctions will not provide amy information as B and K will be ineoreel.
Tt is nat necessary to consume any nput parameter bits i CLR is called for any opeode other than
CLE_ An attacker wilt simply have o RESTT the chip. ‘The reason for calling CLER iz to ensure that all secret
information has been destroved, making the chip useless to an attacker.

25 8.2 551 - Set Seerct Information

Input; K. Ks, Checksum, To= [ 160 bits, |60 bits, 160 bits, |60 bils}
Quiput: Mone
Changes: K, K: Checksum, &, SiWriten, [5'7Trusted

The S5I (Set Secret Information} conunand is used to load the K, K. and associated Checksum
3fh vurigble, the R varishle, and w sel S1%Writen and 15 Trusted {Tugs for laler ealls 1o RND, TST, BD and WER
commands. An 551 commmangd consists of the $81 command opeode fillowed by the seeret inlormation to be
slared in the K, K;, Checksum and R registers. Sinee the awhenlication chip is serial, this musr be transferred
one bit at & thine. The hit order is LS3 o M5 for each command component.
An 851 convnand (s therefore sent as: bits 0-2 of the 551 apeode, followed by bits (-159 of the new
35 value for K, bits 02139 ol the new value lor K, Bies 0=159 of the new vy lue for Cheeksurm, and Dnally bits 0-

E5Y of the seed value for Bo A lolel of 643 bits are franslomred.




StepAction | CLR 2KL Read 160 bits fromclient 3K2 - Read 160 bits from
client 4Chccksurn Read 160 bits fromclient 5R - Read 160 bits fromclient
IF(R# 0) [W'rtitcd 1 ,[Witten'- 1 23.3 RD - Read |nput: X3SIGUET w04 =
[160 bits, 160 bits] Qutput; M S K2[X I M =256 bits, 160 bits] 20
Changes: R to data (M koma non- The.-BD (Read) ccrrnniand is used to
seeurc|[,+ read the entire 256 bits of s trusted authentication chip. Only a
val i d aut hentTie&t, iR Chedhbum, Rvﬁ[tuhmrn@ﬁﬁmmﬂ]st%glﬂmslrya[rtLQu.w@ oRRnmcgrest . The

output B {85 Am can be feet as the input bits to the
1S goﬁﬁnﬁaﬁl D%\an%mfp“%[tumﬂ % Y '?‘ié"étl on chip for verificatiun, with the

first 256 hi sefieonmpg upeadhe ﬂwSlWauuerm et horhatdomdasiopd)al®@mo Ketkan, s 1. 25
Since thacautnenki €at BoHehing 1dTRsSeNdeddre cl&whﬁluﬁ@lhm:dac Ak [ﬁﬁﬂndtrﬂrﬁﬂﬁ}, #hen

par arret er s, r Qust he one Li.nw The hi SRto
Pven 1 o e i S AIRLE LR s Bt 0 46 St Bl o e 5

the RD om@bléwnﬁl@]lf]lmmdxfibty&dbslmsmﬁ.umgaubfr )N ey i tiest WGBS Gengk togkangd X] . 323
bits ar eef:lopms fafdchBed i Ptadlug cXr gand Sr;,[X] are ohlairicd by calling the

trusted auth ation c nd. . The 320 hjts output 13. AUGUST
5004 —4 o ho D GERRR R B i e dE et DA T PEETRS | ot o
t he nun-cowsidstz@ dinodrivths, aRDhodnt dmeksd abdidy at (O e dhet theehit hegaddaidt s t o by

st or gd . . c [ )
condth SeRUEl BTG A CR Wil RO e R Lo R
and k haes®¥8dfl-set up via the S| 5 coinniand, and ]sTrusted = 0

i ndi cating t heanchihitaSo®nh if 16 Ust-ael, shisn,ceuimhnain&nﬁalﬁammrmnim& lcegk dOmgener at e
Rﬂagd_?_rlckgg@%“?m%ru mrﬁqﬁﬁ ‘&I{ {{? I:::Ernm.in& IaC ?Ld'lcal |1nlurma%u‘.|§l%arﬁ|,ddnmM uﬂm&!hn %La Jhe

register he reglster
i s rel odt®dompiand. Mn Ticks to ensure that a mininumtine WI|| el apse

betwgen cal Ig§.t8 RRnand® ifR&SnVl mﬂfﬂhg}gﬁm&r@b@l ng has been reloaded wwth M

inl'ic ys have n(it been
t anper ed| vablen - StavF & SPbeommao | ished by iii Lerrla[[y generating S[K, |
K2] and tomgagl ngl agal nst  Chcckattfm ThIS generation and conpari son nust
take the : rer--{-he keys are currc<ct or
nor. If the Linmesl aré not the same, an anacker can gain information about
whi ch bi LS2are 15, « Read 180 bits from client
Ty kg +— Bead 160 bits from client

4 | Cheeksum — Read 160 bits from client

5 "R Read 160 bits from client

6 IF (R=10) T

s Tresled & 1
7 SIWritten < 1

8.3 RD - Read

Loput: M, 8y [X] - [160 bils, 160 bits]
Output: M, Sl X | M = [256 bits, [60 hits]
20 Changes: R

The RD {Read) commund is used o securely read the aptire 238 hits of state data (5} from d none-
trusted anthentication chip. Caly a valid authentication chip will respond eomeetly G the RD request, The
output bits from the RT command can be fed as the inpul Bis 1o the TS ¢onunand on a trusted authenticaltion
chip for verifigation, with the [irst 256 bils (M) swored for later use if (as we hope) TST retums 1,

25 Kince the authentivation chip is serial, the command and input parameters st be translorred ane bie
al  Lime. The hit ooder 15 LSB to M3 for each command cotmponent. A RD comumand js therefore: bits (-2
of the RD apcede, followad by bits 0-159 of X, ind bits 0-15% of S5 [X]. 323 bits are transfarred in tital, X

and 8y [X] are obtained by cailing the trasted authentication chip's BEND command. The 320 bits carput by



incorrect, If the intcrnal verification fails, the CLR function is called
to clear all the lkey information and 15 effectively de itray the chip. If
K, and K; are stored as inultil Qicl Flash meinom', the fel "N %t evel
Fl ash val ues should he used for the vcri licalion process instead of.|usl
t he subset used to represent valid valwaes. For exanple, if 2-hiL
maEti -l evel Flash is used, K and K2 are effectively 320 bits each instead

of 160 f@L @b 911]‘34 kG con@ﬂgj A hSreforffe ﬁﬂdjl‘ebﬂ}/ |htﬁtl-eﬁdﬂal'uslknﬁghﬁﬁ sRDecokmodnwitho be
safe, the RD conirnand ch ﬁ&ﬁto see il'the input parai uetcrs 20 are

val i d. THi%EeG e BeeHrE P Brrsheu™ By ™ nternal Iy generatin 1[~><] tb~r the
input X- and Tt cumaper my tehed peouiiagae Aty Téase ifﬂf“‘* KI(X . This

generati on angygQupayi son Mgl AaKfar K)&,, GRAGABR UBk0tmtgvizhegsr df €. ss
of whether tie inpLer prrrwinet.rs are cor'r&.t & noi. If the tines are

no[ the carne, an attacker Ca‘i'"?m“ﬁ%u‘”?i'i n formati on about which bits O S K
J ] are inconpiersttd=dhe onl yinvaying O cifhiend: mpud siparianet gnsittdde beegmval i d i s
an erroneous System (passing C .0 ths) 25 a case of the wong

consumabl e in the wong Sy stleahwmﬂumﬁg i rust ed chi P &%ener at i ng | had pairs),
or an attack [mﬂdltlmﬂaﬂm*ﬁé’mlﬁb’ﬁﬂif%ﬁ‘fé’PﬂTkaﬂ’{ﬂE’@ﬁ@% wEterySIERrB Od e B F¥¥€ ur r i ed

when theg] RPHLEsRAE RFRLE L Rm®icdtOaGme hRQ nfidifin tihali® Blagsateti:ct @llbe RDet ur ned
nmust be the sanme for

tac hi ng
Pbouttunal - viase U akemBie PR el S il BERT Sub AR L ERPOLIRRET 10
oui . put ek tie sccartagpered withl ’aftledﬂccﬁfﬂrpésll%lﬁlmbnht“re@w@mt‘*l"sﬂ K230l qupriag against

transter pedi bt Ag gfa.;ehhgwnmgm%al@gﬁ mbmesmf;m;kamga%ﬂ nﬂe,r@w@% drlendkiar OF My |,
through to hits 0-15 of 1X tell i s cal.cul gﬂ&?ghmhqﬂtﬁut as bi [s

{1-159 THE cerect @ gpiall B nesdes e utF 8" &% %IF‘%G teARE ‘““’”ﬁ“ﬁﬁ”é
val i dat i oior@tt, It e n6mabalifideddn fpaithe, CLRMinstitngs dadalandear alms@keamammma?né mut ual |y

excl s Vgl 1e B CANNE K, S TRl URALEAL Eh WL kol HuckO bl AW, SEIBRSTIA 3 AUGUST

EestDcotnnan ﬁ & |nlcﬁl?pna5:r}2|n
0) 5 8 . vihwsshould hma%ﬁ%” WENEIOL G B E‘%‘eﬂﬁPBH%l 't et = {@ TR A T
operati ogmmgﬁtlf i-mkencend TRmts kR, 810 Kame dttidelk 820 iiaaniotisteid b eYsiim e totshol\W
much of tl’h guess is carrect 9 100 11 60TO E ° ]inlicksRenmainin .
Mtr'1icRETsh - Culc.ulate SK ,[Kl K~] Action OK *- (Hash = Chcckstun)

COmee the internal keys are known to be safe, the R command checks to see il the input parameters
20 are valid, Thix is accomplished by intermally zenerating Sy [X] for the ingut X and then comparing the result
against the input Sk (X} This generation and comparison mast 1ake the same amuunl of time rogrardles of
whether the inpi paremeters gre correct ov . 1T the times are not the same, an attacker can zain
informarion abot which bils of 8. [X] are incormect.
The only way for the input puramelers to be invalid is an crroneous System (passing the wrong bits).
25 1 case of the wrong consumakle in the wrang System, a had Lrusted chip {generating bad pairs), or an attack
on the authentication ehip. A constant value of' 0 14 returned when the mput parameters are wIong. The Lime
Luken for O to be retomed must be the same for all bad mpuls o that attackers can leam nothing about wihisl
wis invalid,
Once the input parameters have been veritied the culput vatues are caloulated. The 256 bit content of
30 M are transferred in the following order: bits 0-15 of M[0], bits 0-15 of M[ 1], through to bits 0-15 of M[13].
Sel ™ MY is caleulated and ouwtput as bigs 0-159.
The B register is used to store the X value during the validation of the X, 5« [X] pair, This is because
[LMTy and RD are matwally exclusive.

The KD command is implemented with the following sleps:



Note that this operation nust take constant tinme so an attacker cannot
determne 1 anything about the validity of partiCUar bits of Hash. 11
(...,0K) COTOC].R It *- Read 160 bits fromclient hash Cal d&ft€"3KI | IF
(OK) ()uiput256 hits of Mto client 1L,SE Qutput 256 bits af0O to client
Ilash - Calculate SK2[RI M IF(O') pjtput 160 bits of Ilash 10 client
El.SI-. Qutput 160 bits t fO to client 8.4 RND - Rnndom i nput - None

Qut put 60—bits]— 5 Changes: None The (Random
cor nmdwgﬁ%h%%ﬁ%_jumm&c%ﬂ for use in
a sti bsiclﬂtﬂm Nt authentication via t#8™RD and TST conunand ., - [Since There

are nc i PaT AR A Rna@iz BN 1) command Ts tliuefore si nplly hits 0-2
of the RN D opcodc, The RND command can only be used x; Then the COlowin g

condi tions have been ¥&t9?!'10 SIwitten - 1 indi catl_ng_uﬂaI_L_ K, .
Checksumiamd R haMn@ll&Q&ﬂ'l&ﬁﬁLéUﬂlu\[lkﬁ the SST ennui aand: and IsTrusted 1

i ndi cati ng—_t-he—ch enerate Tandom nunmber segldences, 1 1]
returns both R aﬁ‘dShS;yf“]t * PN He! caller 13 AUGUST 2004. - 76_._The 288- bi t
vulLput (;ngf e xCol(ABh adtkceam) be | ed straight iniv the non-trlusted chip's
RIB co nd as ‘nﬁk@@e@.ﬁtﬂﬁ@&m&he client ra
store th at aw:t{?trhaptpngjpe?%{n%ﬂ%Ft%e%uns;ﬁpcq{n@sduslﬁried e ver the TS|
conunf and wil | aﬁh‘yhﬂmré%@élﬁhf“fft%é“”ﬁ&ﬁ%‘ﬁf’ er passed_into the RD
comrand 3 AlPEh)i TST fromthe RN T) corn[nand. 5 If a calller only
calls RND mu[t|p]e tinmes, the same R S K[[R pair will be retjurned each
time. Rwi | | 'only S8¥8%8 Lo the next raiidom number_in the 'sequence

after a chg:ess THL Gal lsob@ fibmlieroeC "1 S. 1. for nore inforingtion Reinrc.

returning ipn lcfrprltHOH—— theR-— IH—t—nirnand thecks to gndure that
the keys hale npt!eertaddf ipdied with by calculatii S[K 1 K| and
conpari ng; agai nat @Qﬂkﬁwﬁbghédﬁth&nkﬂy:ﬁt} have bci n tain pored 10 with the

checksum [/: H % Elwlml_:}lpffr%:\?c n iy Eﬁﬂ ths?anﬁ(n%%?al?aiﬁy(:kg'%bﬂm!ﬂrﬂt:[@ﬁmrnat itan. | F K

and , arc|sL[IredV%E nmemory, the ful llevel Fl ash
val ues shpul d be lwsedef githelr hesviegifilcati on process instead ofj| Llat the

subset used—t sralﬂ—d‘gral—ues- For ‘exanple, if 2-bit multi -
lcgel IF ash i$ ué K,

Curplit 25{1 hns uf‘ Mt & Fia

LLSE
{utput 256 bits of 0 o client

1 | Tlash < Calculate Si[R [M]
11 | IF(OK)

Cutput 160 bits of {Iash 1o clisnt
EL3E
© Outpur 169 bits of & to clienl
| )

8.4 BN - Random

Taput: Mone
Culput: R, Sk, [R] = [160 bitz, 160 bits]
5 Changes: Mone

The BND (Randont) command is nsed by a client to ubtain @ valid B Sg|R] pair for useina
subsequenl anthenticution via the RD and TST canunands. Since there are na inpol parameters, an BNT
command is therefore simply bits (-2 of the RND opeade.

The RND command can only be used when the frflowing conditions have heeq met!

1] . S1IWTritten = 1 indicating that K1, K, Checksum and R have been set up via the 551
commmatd; and
. [sTrusted = 1 indicating the chip is permitted Lo penerale random number seqUEnces.

RINT returns both R and S;,[R] 1o the caller.



effectively 320 bits each instead of 160 for a lotal of 640 bits The RN I)
command is inplenented with Lhe followng steps: fable I |I. Steps in RNT)
conunand ' Step Action | Hash +- Calculate S,;,[K | K21 2 TORUGUSTENf ash =
Check4 unn) Note that this operation nust take conlant tinme so an attackr
cannot determ ne anything about the vakidity al' particular bits of Hash.
IF (-10K) GOTO CLR 4 Clucput 160 bits of R Lo cl ient Hash - Calcul ate
SKL[. ] L Cut 9%73%@% Qﬂnﬁ §ft}%le\ll'j @ﬁ]ﬁaﬂdQ;mC’tLdlmtn@}tﬁu;r ﬁ-ﬂmn nﬂ-ﬁathlﬂ)ﬂﬂﬂlt X, 9K2 |
P I X [256 bit 0 b Qut put s bl 1@ ANYES: M K and
M nTi Gk RO HGHCEM: PP TSt Bt et &1 PRcie et e el “bo e ta (- Deot)
comand  kSuités adhint Bovasitrie msi catrandwileald sufeed dihe fandam lumh@mmmdsltﬂéﬂiﬂ RD

aut hgnt:cc‘?an]'%la(r)uqla%%,gmdm %T@{N{){gﬁmndcomnd consi sts of the TST conmand
apcode fo

I nput par anet ers:
aut hehti cati off 3¢H “b“fi"s‘"'ag Yrapubipigies, ﬁﬁ“%?“ fbg ‘ﬂﬁ&ﬁ)q"i“«gf ° ﬂjb%h%'e‘bmff Rei' a
ti me. Thenidvares @it nks rdudSBwn@lr iBSefuonc: efee hsucamfrbmd e TifpBrrdint for MOFFST
comand |IJ r1t erefore: bits 0-2 oftlic TST opcode, followed by biLS 0-255 of
NM  bi ns ? 158 of 25 SR7[!2 M. 419 bits are transferred in total- Since
the last 416 PaputciingangdraBaitddTasmmms carksttmar P tekpmine 08Py e o mand
to a nonydyy Ergﬁ@q“@mlmmsmqm pmd edﬂipphnﬁtag'nemenwkﬂmdmm kelodse heh sepenl have to

Preuzt &eguf)ﬁléhri_& %ﬁ]_vlwhl ﬁup nd LLIE' '3%91!0 n}ubteampi:et» %ﬁcﬁ‘@fﬁml} Pl‘zplgrﬁﬁea?li%glr%i%ﬁ/f lSKOLth Bg

' epL [t otuéilcac RBSoumwaRHS oo e A AR RAEF TSNl y be
used Wne@d iln.n he 51@'5&!1: Q3 PG reQEIdil (NS, RAVRuDREIR Bt it Bjve\Waki it @Bd. K, Lodikdaier at | ng

tha K: Checksum and R via the SST command= and

iLiTr ustéﬁcci"ﬁl”r?&f’@éf*tef“ﬂg““ ?%?X%tﬁr”smgﬁédpﬁﬁte d to geneTsate random number
sequences 5 ! MhaBNbeéromad gingldrentowTiSE flleaugstemai t for the Mn Ticks
Reanai ni ng; igvs R B TEFLT 0 Otce T tas dune "To, the register is

rel cl adcd!_ wth ' to cnsore that a.mnimumtirne iv i1l el apse |ist +ct
ncal Is to S8T- The TST command t helt®hecks to nmake sure [that the keys

have not bep tanmpergd; Elggcgﬁmgg [a_cc@lqrpl ished by internally |generating S[K1 '

Kz] and c ksunm—TFhis—generat+enr—anrd—conpari son n sr
t ake the sﬁg urroﬂ?%“b*fmﬁiihn@h?“k”é'“ﬂardess olwherher the k.cly are correct or
no f. If the til n=3mteltﬁ)atﬂnrq@pdmhumhemlssam;dmanmaﬁ]ammw igai n

inlforrrration abput which Cc. IL.NCOrr internal verification
fai]s, thu CLR fu1cdt§rle%rwle a?lharg]ﬂﬁ%lgrhﬁ¥M1d ) PEH+ ar Eltmi%l of or mation and

ef fecti ve| ya destr pyrthekichip. | C Kl and K2 are stored as inultileve] F1
ash nmenorly, the f1|]I mabirbch gvel FI ash val ues shoul d be used for the
verification proce L. st. the subset . used if; represent valid
val ues- For4exanp él‘ufﬁufff@l‘lfﬁ“ﬂ Rr‘ﬂﬂ“&‘ﬂ | evel Flash is

3 Hash « Calculate ShL[R]
6 i Cutput 160 birs of ITash to cliem

rn(

RS TST - Test

Input: X, Sl R X~ [256 bits, 160 bils]
QOutput; 1or0D=]1 It
Changess M, R and MinTicksRemaining {or all registers if altack detected)
20 The TS (Test) conmand is uscd 1o authenticate a read of M from a nan-usted authentication chip.

‘I'he TST {Test) command consists of the TST command opcade foltewed by input parameters: X and 3[R
X]. Since the authentication chip is serial, this must be transferred one bit at a time, The bit order is L3B 1o
WSB {or vach command component.
A TST commund is theeefore: bits 0-2 of the TST opeode, followed by bils 0-255 of M, bity (-139 of
25 SR M. 418 Dbits are ransferred in total. Since the last 416 input bits are obtained us the output bits [rum a
K1} command 1o 4 non-irusted authentication chip, the entire dara doas not ¢yen have to be stored by the
clienl. Instead, the bits can be passcd direetly to the trusted authentication chip's TST command. Only the 236

bits of 1 should be kept from a RO cormuaand.



used, K: and K, _ are effectively 320 bits each instead uF 16{]l for a total
of 640 bi LS 15 TST causes the internal Mvalue-to be replaced by Lhc input
Mvalue. Src.[MI R] is then calculalLcd, and conpared agai ns*tRSTEEO bi t
i nput hash value. A singFe output hit is produced; 1 i fthey are the
sortie, and O if they are different. _%he use of the internal [vl value is
to save space on chip, and is the reason why RD and TST are nmutually

excl usive Commnﬁﬁ cotinafiRE: cQthQHsredpﬁ& LHc%ll@mnB:dn&hMPﬁEﬁE@@nha be the next

random nunber 111 the sequencu_ This 69 es the %llﬂ‘l'ﬁﬁi . g New
random néimber SBYRERLTI r ne RD AHETEudT Seieepgyiod §e”r“é§lﬁl ltaant out put

bit is not output until the embrianeandiput string Fins been conpared, so that

the dime, trr evuluare the g A0 AW T %@Jh%hnib LwRys the
some. This nor'gﬁ aéckgr can co %m%é&%)%{e}lcgg ﬁ}gﬁdé?%ﬁ@se or nu grS@clt%PFéghl ts

proce&sed bef &rudigep. el pTtT F@*fgﬂ%@hﬂﬁr W ThssREmAi P BRI rensh O st Fai ed
from K usi pg ]gglsil.ﬂ 0 BtcRidct wiRXETRks 1P efsird thark piFmGREfubaip sk g bicondls odidThit s 5.

3. 2, and 0) tutialle Ghbit yva Y. t.he SST
conmand, and é sgjem'ﬁﬁf/" PSR EERRS & \ﬁu%”ﬁcﬁ m%“ &L‘%@&%m@%‘eh filed with Cs

Wi |l pr[ etooplahed bn @iﬁéﬁ“‘@qlﬁﬁmﬂgﬁa Tli‘ieé‘nl ﬂ"@)fﬂli%l)“& ﬂﬁ”’i‘*'sCh?ﬁk%tﬁ‘s Tig¢ sradtsy *RoRi ng

bi ts 0, Zam ;ﬁnslsﬁ- s :%k% FoJaT- s @r{z}mmﬁ:'ﬂ S Sh Jre!a‘!ésb hi wherhd II'HL L A0 e BdrteSr b h.g N th tllbdt.t

usin re-salt as the.i

r et uﬁHe d &%ﬁo&t@féarﬁ%ﬂ all&cg':rl cart 561111 ln%)almn.?ﬁj it ‘.ﬁj&ﬁqq ares | uérecgé'{%r. mlgrn%‘x ar ﬁc!% ovvn i n
Fig. 9. Mok enctchatfnictie it daie ut deedl thiedey Divrmtibreand effanivae dedepy he T furdis:pe t he
same for a%lsioreE%_Fldliqg’é]tﬁasﬁﬂg%@qhe ﬁﬁltrﬁu‘ﬂpllé\%f lslamg @:ﬂuels %f 18 erlQEchbﬂge @hﬁmﬁnnv\h at was

i nval id aabou conman : e F Wﬁﬂn
fol | owi ngm@qswgwﬂslmaﬁwsrrsez%hm TW@W validvajugs. B”L“S“E“«B‘ﬁgf 'r‘f“‘i“é" cvel E8Mt nand
Step | 3udyx Qr]iYK&]E%ﬂEdt1xuli N blisleRdh isteSi A1 aupdd it $40 19) GOTO 1

'IXIC? i gﬁl (r:kSRer le%l ?f:'llgeg the muz aM! vaIL rrr% %ﬁg]flwﬂ?ﬁ;h e m[;i}lf'@ilwalﬁéjg \?l Pﬁ’m ﬂlenlsﬁm.llmdﬁl

IS opcm_10n must
const ant atd eremee! arinsade af@wérnn@éﬁﬁhmhw Heings ?HLth"th}'E’dr‘l'Fﬁi‘?g atheire ‘Pﬁ%m?fdvﬁi di ty

of parti Quffidy oo TH3ASbs IhE ik doml KOAEIR0 (R sraceObh khip, @l is b Qadsh WD adlRc ad

I?
256 bits | Tg;regnu?ulalll}eegélusne Eummandan %ﬁa m[rput l%t 15.8}1< 'R[ i updﬂtl\4 1o be the next randem number in

the sequence. This forces the caller to use a new randomn nurnber euch time RD and TST arc called.

20 The resultant output bit is Dot vulput until the entire input string has been compared. so that the tme
ti evalugie the comparison in the TST finiction iy always the same. Thus no altacker can compare cxccutiot
times ar number ol bits processed before an culpel i3 given.

The next randotm number is generated from KR asing a | 60-hit maximal period LFSR (Lap selecrions
on bits 5, 3, 2. and ). The initiat 160-bit value lor R i2 set up via the 557 command, and can be uny random

25 nunber excepi 0 {an LESR fifled with s will produce a never-ending siream of 0s). R is transformed by
XORing bits 0, 2, 3, und 3 weether, and shifimg all 160 bits right | bit using the XOR result as the inpul bil o
Bysa. The new B will be returned on the next call to RNID. The LISE is the same ax that shown i Figg, 9.

Note that the time taken for @ to be returned from TST et be the same for 4l bad inputs so that
atrackers can leam nothing about what was invalid aboul the input.

i The T5T command is implemented with the following steps:



Ilash '- (Hash = next 160 bits fromclient) Now that this operation rrnst
take constant tinme a an attacker cannot determ ne how nmuch of their guess
is correct. IF (OK) Tenip - R Erase K. Advance TEM N vi a LFSRAVRIET 20| np
Qutput | bit of OKto client Ntc that we can't sinply advance K directly in
Step 9 since Ris ['lash rnencrr}, and,gust be erased in order for any set
bit to becone O- Tl‘ povver |s renoved fromthe authentication chi p during

Step 9 af d—vatue—of K —but bci~ure The néewy v& uc for R
has beenmra ten %fﬁﬁ _be_erased_but_mJ_Lep—LegLam—nXd V& t herei
ro have tltepsi t at| on of |IsTruddcd-1A%¥8fet R-0, a situation only possible
due to a v EkkepaRRE 86L S this event (as well as the check of K,
and Ky), |and takes action i f the attack is detected. The prlobl em can he
avoi ded by having a sé¢dHd' 160-bit clash register' for R.andla Validity
Bil, toggred aTtemntli‘thmeuWnM@l ueinhias been | oaded. It has not lbeers included
inthis i l-eln pace,—but—f——chip space all ows
it, an ex?‘rng 160- HF%“‘FFQ%“?% steér would be useful for this Jpurpose s(}
8.6 WR - Wite IUK@mashathaunm) None Clranges: Mtw = [25 hits] MA W'R
(Wite) cpinntand I of ivt Contitiri
ing authenliealijo ﬁ"m m[tFlimmp?Mﬁgﬁ%%tcg{ﬁuf‘%iKﬁ?a&é@ﬁl?\d by rbc#fJ'is nor
secur u- |t nust bémfwlcFLfOW@dﬂwﬂbﬁ“‘ih‘b‘&HEWFFt’fﬁthé%Pfﬁéﬁ’d of M(via a RD

conurrand)—to0-eTiISTF &4 ﬁﬁ_ﬁim’« hange Was made Kos specitied. 13 AUGUST 2004
-79 The t cormand i's cal y passing the Wt coini-nand opecrde
fol l oned by the pL:, V958K LS Of data to be wrillLCn to M Since the

aut henti catgon ¢ mpg;ﬁ,ﬁﬁﬁ%ﬁé Foridigntnew value for Mri i St be transferred
one bit —a tipe- The bit or te+—+s1tSBtoW5B for—eac nd

coni ponenl_7A W pdleivtaiai e peldd & orc; bits 0-2  ufthe WR opcpde, fol | owed
by hits Orj gD Of ' Qlyth" (Hﬂh%&ew@’rhﬁ&ﬂﬂﬁ‘uﬁl\&[llhﬂt}, through to bits 0-1p of M 15].
25913iL.s!'5 are ransf ceomf R SAMRAY dsadt only be used when
S[Wittcn, i hdi* %ltgg{“”p%m? Rﬁn fgfﬁlec:"[csum and R have. been xet up
via the S J cor rﬂ#tanfrdw(np‘ﬂf mQhWi]IEIL@H“HL@WUMth| n Ki, K2, CheckEum and R have

not been “YGFor@nd the CCR™co rhniand 1S cal ed Tns Lead). The
abiliry to wite to a speC|f|c Mrn] is governod by the corresponding
Access Node b| tsjas xLOfWd R0 in the AccessModc register- The AccessMbde
bits can be sot using the SAlvi command. When witing the ne value to
M ni the cc that Mn nmy nmust he taken inLo acoo Lint. All
the bits of Mni|nust %8“5?3611J52%“3%5Et hen the appropriate bit$ set. Since
t hese two|steps occur @n—defif erent cycles, it |eaves the possibility of

a4t ack opﬁ%%gWme—an bef<ire

Merte that we cun't simply advance R directly in Step 9 since R is Ulash memory, and must be erased
in ordar for any set bil to become 0. 1 power is removed from the authentication chip during Sep @ afier
erasing the ald value of R, but belore the new value for R has beon written, then K will be erased but not

5 reproprammed. We therefore have the situation of s Trusled=1, yet R0, a sitvation only possible due to an
allacker. Step 3 detects this event (as well s the check of K, and .3, and lakes action i[ the attack is detected.

The problem can be avoided by having a second 160-bit Flash register for R and a validity Bil,
logsled after the new value has been loaded. 11 has not een incladed in this implementution for reasons of
space, but if chip space allows it an extra 1 6i0-hit Klash register would be wseful for this purpose.

14 3.6 WHR - Write

Tnput: M = [256 bils]
Cutput: Nane
Changes: %]

A WER (Wrin) command is used to npdate the writable pars of M captaining authentication chip
15 state data. The W command By iself is nat secure. [t must be followad by an authenlicated read of M (via a

11} command} to erstre that the change was made as specitied.



programm ng with the new value- t-lowe 'cr there is no advantage to an

aLl acker inioiilg this: 15 . t Rcad.'-W rite Mn] changed to O by thi5
neans is of no advantage since the: attacker could have \Ti Ué)ﬁ”%H%E%I ue
using the WR Corrurrand anyway. A Read Only "'Nltn] changed to O by this
means allows an additional known text _pair {where the Mn] is O instead
01' Lhe original value). For future use MTi] val aues, they are already 0,
so no inf Onnatr%eom%aiﬁmm%hl@%mlcg@f As:508 e B il dpeE Rl ange st 6 Biusif npl y
speeds up the e I ch the consul - tab %*i S'Jﬂﬁng%rfi’ﬂnus Lwlaliralgﬁﬁr?tldﬂggiLgi ve
any new e wbpRTLS Yosing s pybealicaione iR skt Kg P ha e Shaunabl e woul d give 13
AUGUST  2Q0A ine8Fhe T eraWR Ismnuvsis firsach ppingndroniperdnin R womsadiy ereiiehye ‘g'% eps:
7"able 19 ps_i.n can ; it0-h YEGELLGRUNeFied- | Egimpepntieied 4 . .
'} n 15‘]?3%%3-"“0&%5%}%%1 gi t's %‘iro(?%n@g’lbi“gtr'lt %@%c]ccsxl\/bdel. n] Conpare to the
previ 6us aeadsu&nattiasth 4 LT *- {Tenp < M- n]) [r.nnparison is unsidg]{\ed] EC
(E onp = M ~Nlphe WR codbmanfgarr v RAY when ( (Hiven ~ ISRYcaoglte) Ky K CAagk WRY "

(DecEii countered v. |.Td) gl K, (M samMBR) hfe bt bich sap (AM
=Tl 21l SR)hﬂ‘ﬁbfﬂéﬁHEHﬁ%ﬁé—%le‘ﬂ% rg?/n%f%wﬂ/lh%ﬂ%@{ﬂﬁrégg ., EgF,nca)urLtered n LT) |;
gE. ncot i nteméde CLR EAVIand pBRIcd msiad) vV ((AM = NVBR) .' L; gEncount red AL.Q
Advance to thepp it 1/ AGEAS 8 MElevBTE caadedtyittc@otdrendismhdss Mnlo bits sagpei cabl e
[ I(U\AE)in EL igcecss oﬂcrrl:éister.'\{lﬁé Aulzc]cssﬁflln%rms dngé JLJ usilnfﬁ’psgf')i commiand.

Whep wriling the new value lo M[n] the [act that M[n] is Flash mesmory must be taken nlo account.

All the bits of M[n| must be crased, and then the appropriate bits set, Since these 1Wwo Steps OCCUT On different
cveles, it leaves the possibility of atack open. An allacker can Temove power after crasure, but before
programming with the new value. However, thers is no advantaue to an allacker in doing this:
15 . A ReadWrits Mn] changed to 0 by this means is ofno advantage since the attacker coudd bave
wrilten alty value using the WR comumand anyway.
. A Read Only *[n) changed to 0 by this means allows an additionat known texL pair (where the M{n}
is 0 instead of Lhe original value). For future use M[n] values, they are already 0. 50 no information is
Fiven.
0 . A Decrement Only M|n] changed Lo 0 simply gpeeds up the tirne in which the conswmable is used up.

[t does not give uny new nformation lo an attacker that using the consumable would give.



COTO 2 8.7 SAM - Set AcccssMode | nput: AcccssMde"t,,. = 132 biL§ 5

Qut put: AccessMbde - [32 bits] Changes: AcccssMbde The SAM (Sec Access
14Modc) co(nrnand is uses! L[i scL Lhe 32 bits of ihc. Access!?PghsT 2004
re-ister, and is, only available firr use in consunabl e authentication
chips (whore the TsTrusied flag - 0) lahc SAM command is called by passing
Lhc SAM command opcode followed by a 32-bit value that ] O is used to scL
hi LS in the - | utheiiticationn chip is
serial, the Q?E;ﬁéﬁc qa%d[s(ﬁgdﬁiﬁédw'§mmegc—a—u—ne -—Fhe—bid -order is
LSB t o M3Rablpt?. EgesHn E‘Bﬁﬁ‘ﬁﬁfd‘dcorrponent A SAM command is therefone: hits
0-2 of t eg;;q\/l opcode, “folTowed by hitsci@n3l ofbits to he set in
AccessMode. -35bits—are—tr Samef—ekkedﬂ—ﬁ—teyai—t—s—AU@Uﬁ'—ZDO4—-8‘_L Thy.
AccessMbde regi srt"é?“’“‘l‘j@“%‘ﬁil cleared to 0 upon execution of a CLR|conmand.

Sirice an accessegrratdeed:- @ 0 indicates an access node of RW(read..".
wite), rnot setfi ng .any AccessM ode bits after a CLR neans that |all of M
can be rgad fron‘\‘a_né witten to. The SAM command only sets bitsiin the

Accessl\/bo‘esz regi ptaap, - Ecuﬂsléqméwtnlcyelm client can change the 5 access node
bits for WW[W setting tHe appropriafe bits in
a 32-bit Mard, an et |c'rfii ']]SAM with that 32-bit value as theiinput

par ant| er| Cuftpirs toethe proviess whe pro Fanrrni ng of Lie access node bitjs aL
differ entﬁsmm—mﬁ ” the 'nlanuthctnring [process-
For exanple, the rea oni rnandom dat a cir?%he witWh to during tlhe initial
key prograr mn E@agéunn\hiﬂleﬂhl [owing is second prUgrainnm ng gtage for
itens suc 5 asS TCOPSUITR, E—lﬁsﬁm—al nunbers.” 10 Since the SAM command only sets
bits, thefgffem (S tgrhal ow t he access node hies corresponding to Ma] to
progress from R| %/ Lol&MtérNEKNVBR, or RO It should be noted jthat an
access nede of Ms12 cgﬂm-qugtgaﬂg@gt"goqmm bpt this would not hellp an
attacker,|[ sincelthe authentication of-Mafter-a—wite—to—-a-doetored au

t henticati®n ch Bﬂ%ﬂwlﬁ}“&bt“ﬁé{ 58t~ +He’ wi Le was not successful| and hence
abort the, operation- {[\Mf@NﬁQRﬁAm@Emﬁdnﬁnﬁ}\PS corresponds to the vay that

Fl ash nei hoi) rks best The on at bits in the Access ode

regi ster,| for exanpl e Uy c%'ﬂh@é‘#ﬁé’é%%?ﬂéhlr nly Mni to he Read. /Wi Le,

is to use|the ByGRsvafRA RN ANMRe L6 «B@on nrtand not only UMin (cI ears)
the AccessMde|reqi ster al s ar, t keys aard all of M ([Thus the
AeccssMode[ u] bits colfdks gﬁgf{% {&‘Sm e”TML only usefully be nged once
bet ween ChiRafe st ac&@sHhEsLSAM»emmdM[en]ufmslwlaﬂﬁe new val ue of the
AccessMd b er—the—xppropriatecbits tave beem set"due to the

i nput par fret er calling SAMw th an input parameter of O, Aﬂgesswbde

i)

wi 11 not| be changed Ersatdi-ither ef ore the current valu4 of AccessMpde wi | -
| be returned to the §gﬁ[1jer TQF SAM cononiand is inplenented with the 1

1[ owi ng steps: fable Steps _i.n SAM command step 1..-J Action—1 Tenp.
Read 32 hi#s fronlchltNL ScL13|ts(Access ode Tenp) 3 Qutput 32 hits of
AccessMdegt ol 0 ' T

GOTG 2 . |

8.7 SAM - Set AcccssMade

Inpul: AcvessMode,,.,. = [32 i)
5 Cuiput: AccessMode = [32 birs]
Changes: AcceszMode

The SAM {Ser Access Modc) command is used 1 sel the 32 bits of the Accessilode regiser, and s
anly available (or use in consumatle awthentication chips (where the TsTrusted [lag = 0.
The SAM commund is called by passing the 843 command opeode followed by a 32-bit yalue that
L] is used to sl bils in the AccessMode register, Since the autherntication chip is serial, the dala must be
transferted one bit ar a time, The bil peder is LSB to MSB for each command component. A SAM command
is therefore: bils -2 of the SAM opcode, followed by bits 0-31 of bits to he sct in AccessMade, 35 bits are

transferred in Lolal,



25 8.9 CITY Get IsTrusted Input: Ncme ()utput: Is'frusted ... (1 bitl
Changes: None The G T (Get TsTrusted) conmand is used to r(ad the cur nt
val ue of the IsTrusted bit on the 30 authentication chip. ]ft'R&EUPIST 00
returned is 1. the authentication chip is a trusted System aut henti cati on
chip. If Lhe bit retained i 0. the aug|{lcnlicatioan chip is a consunable
aut heinticath on chip. A GI'1l conmmand consi sts of sirnpfy the GIT nmm rnaud

opcode- Si ncemhﬁcggw e Rbikeal J}rm_,ruega,u R ulu@;m S&Uticalof a ¢ @mireas Sindsen tacansf er r ed
one bit a[ a tine. Tae bi't or

| S onent.
T & ommizndl ik D, LoD g SerR i Rlee iR sRARTRG rfUIRONeN
hits arepr:ansfiefiiedsd k3n AMdSd8T 12004 82-Tile COIT commnd is

b-rLpl ei nente L he . Folol J@b& Rre? EonsQEPS « bR chagete| mand
Step Action qﬂmﬁ}?m e‘lljg%"ugﬁt{\%gglbtﬁtl EESM N eB o bl i ;+\4mqhﬁ cks

| nput $ n/pqqaﬁmk@,b}r?f,nsmm ﬁem“lﬁ”ﬁ%ﬁ”’*ﬁj’f‘ﬁwﬁ o é"a@if‘%‘élﬁd‘ég'w‘ﬂxi‘ﬂ?“‘ 'S The SMT
(SOL M NGk ShMCy i@ MialEAg vbifie assie dhptipaSeticrbHisa! lives thepeoumnflicek e e St¥r and
hence defj ne mtiit f. DRt dudoRagsid, e Red meen calls
to' 1ST ﬁgchﬁESmen.‘.hmcng %%mlﬁemgﬂ’gfsoohh'& hﬁrﬁ@ﬂnﬁé laSSI gg tﬁ)e SE/"' command
opc: ode faldroddarhhe vamgzﬂ e el e BrpE e GRS P OMPTE § E°TR ¢ he M

i nTi cks %gﬂa;%ﬁlﬁrr«,Lag’la%r«ﬁbmachtnbemamm;leﬂhmaaﬁuean chip is serial, the data mnust
betrans efred on a tine . ol Sides s e i@ corMephndmehks for
each 'Bormand & 6‘%@%% "%L”Wafm T8 G g Q‘l& SQI Q{&‘,(‘, t'#ﬁor e bits 0.2 pl*f Hti?;e SM ]
opeode, fiuihiliowttugcks frsy R mgth@@i&bﬁiﬂﬁm@q BbWé‘déﬁﬂtﬁdﬁai\ﬂnlaﬁTﬁ“&EQH BRSNS are

transfer Iy egagﬁé@d %ﬂﬂ& bt biris “Hlﬁ th[\}[hlﬁ&ﬁ&k[reQﬂcS e ﬁuilleﬁtm@t[ﬂnyir Mlagaredelkeca §eupdn

execution o command- A val ue of tes gy peed to
pass bet WaBliEEm <Bippguld delort $3 the ik RS ﬁﬁcessglfﬁ%? ThEr %‘@ﬁé““’%@iﬁ tlﬁer%f ore be

cal I ed asrdif chegpuend thywa<s: Elg nehog kmsped |inmi Ling hardware all ows N

chi p ]EO run S '111 n@vﬁh@;]éW s%ﬂﬂ@l&é&kﬂocﬁm ﬁtmsﬁ)t‘ @aa.‘ﬂb]‘é ﬁa,{,hstnﬁ& ]?JL#L&E‘)JH OhlS tO
atllow a client avai

incr
further QdhligbaRead HﬁﬁfeﬁtUSé%WngR‘é’"ﬁia’ﬂd pi“?ét'““ﬁ“ﬁf”? é&&l}‘??&?"ﬂ‘s no effect
and set ti gk tegtBabu hifo cleak @akeomaplisevves to sk w the chip down furt her -

The setting OC\J]ES;: & Aﬁ%&%&%ﬁﬁk@ﬂ%ﬂ&ﬁ?ﬁ{ﬁﬂ% W Rn| E}E%Ely E“cﬁtﬁphe{@mgm fice BMREKS best

20 The only wa ear s fegister, i'or exannplc to
change a (i@ wemafds.10 Licks to a value of4 Licks-is to use the CLIP
comapd. | 'aVﬁ‘é%F\Lﬂ@mﬁndlécurﬁQmmmdahﬁzlnem& cckheodriyisEr oRe tvegirgtier bitso 0 as

wel | ‘as clearing ore cablipgker.
Thus Che TPrAFER b aatett A 7 BESATTY RerAREEENSe Rice R aNARES o

conmmands, e cingd vl hereforettramd: Vabi: bipkeridnt o b@\mwhnﬂ‘ﬁ Hebseaid-ow i ng st eps'
Table 22. St et'['h% s R c%an%‘?mmmemch v-ﬁi &P lotlowing steps:

Table 20, Steps in SAM command |
Step | i . ~ Action B -
T Temp « Kead 32 hits from client ' o
2 SclBils| AccessMode, femp) B
3 Onttput 32 bils of AccessMode to client _.

25 8.5 GIT - Gel 1sTrusted
Input: Mame
Crutput: IsTrusted - [1 bit]
Changes: Mone
The GLT (Get TsTrusted) commund is uged to read the cument value of the IsTrusted bit on the
20 authentication chip, 11 the bit returned s 1, the authentication chip is a tusted Systein authentication chip. If
the bif retumned is ¢, the authenlication chip is a consumable anthentication chip.
A G command comsists of simply the GIT command apeode. Since the anthentication chip is
serial, this must be transfetred one bit al a time, The bit order is T.5B Lo MST for cuch command cempanent,

A GLT comumand ia therafore sent as bits 0-2 of the GIT opeode, A total of 3 bics are trunsforred.



] 2 25 Actioii Tenp - Read 32 bits Cron) client SetR LS(linTicks, "] cnp} J
9 Prograd4mm Irg Authenticating Chips Authentication chips nust be

progranuned with |ogically wecure information) Il a phywi Cal'P §H¥EETFe
envirc nrnent. Conseyueric]y the progr  nlrriiug procedures cover both
| ogi cal and physical security, |..ogicgi security is the process of

ensuring that K Kz- EL, and the random M n J values arc generated 30 by a
phvst co~f f clt r lenBREh PRtnIMioR gamput er. it is also the process
of ensuring ?ﬂgt "fﬁm m%%%u chl_epaf s s—ol-thechip are prognnuned is

t he rmstTdbtwglIC’adpwfé“éMF‘@“d 13 AUGUST 2004 -83 Physicall security is the
processyoign; t‘h‘at_t he programmng station is plhysicitlly secure, so
that apd.l -durng—the key—ge .1 an stage and
during theli ngl“ﬁ‘ﬁ‘% ““'t‘iﬁ%”%f'('ﬁ"r“aqe of the keys. ]n addirion, the
prognrianing station nust be resistant to physical attenpts to captain or
desn- oy e it he, nnti eat | (| n chip has its Owm security

i net hani n| S E%‘ﬁ g%ﬁ'r"l ng that Ki n]d Checksum are kept 5 secret, but
t he Programmi Mpust ati on nmust Y4t é‘i%""keé?r]ﬁ' and Kn safe. The physi cal
security of tlpawgaf:ogrirmukeng stat ion is nmen#ioned briefly here, hul. has
an entire docwrent OF its owy;183,9.1 Overview After rnanuraceure, an

aut henLi caLi o CH p p must be prsag rarrml ed be cinkBe@l 1 O
rps val ues f@he RIT EaMigdicksperawmapiels wet gt P’?H'égc W”flm{‘ "Lregm%mi hlé&%gefs%fﬂﬁed to

be a Sys‘]r@ﬁﬂnﬂ#ﬁdﬂﬁa{cﬂf Gat ihﬁll’huﬁll’phs@;n Helveenicmlsti BT and BLVEE G lfcmmﬂ?d Fiaed pe

det er m ned. chip P8R nitis REHE DRBisE AULBEREI €adkdiron
chip, R Hﬁé"c‘b ‘cééﬁf“m%a ,ﬂﬂ%gﬁj\L ?I 3 Plalies Fear M aﬁg Accesshpde musL he
set up. TFinkawnd otkminitnychit ingras. thﬂr@ﬂﬂ*h’éfr"é?‘ﬁ*fé’ PRI A § FC SR Ofgter s

N-lanuf agidy g e!mu c%ﬁlﬁu @Lrﬂ%nénmaemmmnbmm Syt and ogeris fallvedsl es 15

2. Determ ne Jﬁ‘ a,ﬁg: Ui eL 3. Determine MnTicks for
Syst ens Qﬁ@tbdﬁcﬁﬁﬁ'ﬁ}ﬁéﬂiﬂé?“ﬂm By F[h% dm Seed, Mni iCks and
Unused M 5. ﬁmﬁ)g]nﬂmc&:aimmmabaleaﬂuu Amwes&ums@l@tsi CoReanrid: &S GhABIEES,
system i 3,00 JPNA8H o | E%Iveg-poallsttbﬁe:,ﬂagc@-ﬁ%gnaa%Iﬂﬁﬂhﬁhﬁﬂftﬂfﬁﬁﬁﬁmeﬁdleam be
reused. ]ﬁ’ P easl }/ acco i she reprogram ncd the chip starting
UL Slé&ge Mm&@ﬂstlanﬂw Ea‘d‘ﬁpﬁ‘éﬂ' Tb‘é“%laléﬁér’sali"?s@&éﬂqlﬁé‘ﬁ in the subsequent sections,
9.2 St age 0: MaltithashiukanNal bi{¥ g hitd hecfrarub hilcotasiat ofet auitemd PEAIFEH chi ps

i5 taut | fine cthon. 1 y 4l ls@ﬁﬁw&@eﬁ ey Arde tﬁlﬁﬁsﬁls 25 The
alcrorit H]i"ﬁ ‘E“Eéﬂﬂar EW%['E mr”f')?:r%sgdcl %mﬁ m]?[é)ggl 2y W and Eritr es F;FE‘H‘ cial,

securi ty-cleStahderd TfFﬂ'ta}sThF chiprlperediales Thy Fémﬂl%‘érc’i'“ﬂtc’”‘f“ﬁ‘é' Seﬁa“ sttt
manut i i etyqisng, stage, the authentication chips are tested by being

pr ogr armed W t’lt}]e only way to clear bils in the MinTicks register, fur example Lo change a value of 10 Licks to 2

value of 4 ticks. is to use the CLR command. 1lowever the CLR comurand clears the MinTicks register to 0 as

well as clearing all keys and M. It is therefore useless fue an atfacker.
Thus the MinTicks register can only usefully be changed onee between CLK comnmands,

The SMT comumand is implemented with fie following steps:

| Tuble 22, Stﬂph in SMT command

’%lcp ) Action —1
] | Temp Read 32 bits (rom client ' :
B SetRits{ MinTicks, Temp} ) _J
25 ) )
e Programming Autheniication Chips

Authendcation chips must be programined with logically sccure informution in a physically secur:
epviranment., Consequently the programming procedures cover hoth logical and physical scourity,
Losicat securivy 1s the process of ensuring that K. K., B, and the random ¥|n] values arc generated
W by a phsically random process, and not by a computer. it is ulso the process of ensuring that the order in

which parts ol the chip are programmed is the most logically secure.



parLicular test progrrains. There is no !"]A{ test mechanism A theft

of aut hcnti cation chips between the chip manufacturer and programm ng
station would r)rnlV 31) provide the chore rnanuCactorer w t'h*Ugh&%¢hi ps.
This merely conprom ses the sale of authentication chips, nit anything

auf he, sticated by aWeniiearion chips,gdince the progranunh station is the
only nmechanism wth consumabl e and system producL keys, a clone

manuf act urer  woul 6. 0ok, iPG: LS dr QsRIQBRARD fhBnifizREHME fhysidinescaes sohet  key.
Cl one manutacturerS woul d be ?bl e to ro%r an%ﬁshe& bl.ank chips fot.their own
syst ems aridd Kewsrisnpaish BEh dusi e ke gigpirsBeednd ety 1Es p‘)fac'e {fe. S itens on
Lhe mar kedys. Wi didbicigrihe progheahiceidpdinet boresgtiolite phoncal Aegds wiopigh er depief thelwyél d be

di fficulg,t P RUST RBSS 5Bl AUAL hanRmBroln B8, thit KDBL SR IT RSk kALt i On
Bet ween csagtggrr@&ﬁ}ndgc,on%ﬂur_m 1 eTFsP}uThemde]ciusi OE Hﬁ‘tﬁ Mvh_at' is.a @Stfﬁmnﬁ?ﬂd what

i 5 a Tonsarabi i Rwsgening Swn qudbifned Berors SRy SH6Ham S 6n Chitps can
he progr aawed meAisaai-siiaRrenaetat artcatid éoccnmetesabowt [35hi ch C. (rnsumabl es can be
used ing\‘\lni CBFS%%enB. since all connected Systens and Consumabl cs mnust
share thé sane T<ey i nformation. They 13 AUGUST 2" D4 - 84 a | so need [(1
share st at e- défiel usdigeramBEHETaHen Gmu o rperapd bloreiiran baipr BREF WP 10ns  of

t hat dat aRawek Nl kY sls hdegiide tefdihipncauedh bapfyetee xanplcetidashit hiatinivfl a car
and car-keys- The car itself is the System an L KEY £ hhg

cort shi néﬁ%&%’ﬁ m“i’hbé%é”é{llmé‘?é’iﬂ?"ﬂl"z'lpéﬁ cgséigér/d-sr E%/ds"”?a%rga%ggﬁ&g%ir“,J cact |{n Tont ai ni ng
the sarrel:k!eyz_dihulrﬁabtmﬂlfﬁr?)dﬂmsztcctstiéoﬂérr@%bétiﬂflipp car- However each car (Systen)
woui d con | ai By, 280800 koM mShased by its car-keys); Ance we don'L

want car-keys_from one car working in anothcr. Another exanple is that of a
phi) Loc8pi er N4t %eglLdres a particul ar toner carlridge. En sinple terns

t he phot ocopi Ekicingnetiiv@acBon Heavpn Bysemtadn@Ciramableca” i dge is t he consunmabl e-

| -to\éver Lhe Dg@ﬂg&irgﬁ.m ﬁfmst&ﬁdi@ﬂﬁmb@s to what conpatibility there is to
be between cartridges and pllotocopirrs- '[he decision has |11stOrical 1V
been 10 Aade PRTERAISTIHP ff fstprydi-Ci ™ Fiftkagi ng of the tuner cam dgc:
certain 4arLrirdges W4 kandfm MM MinTiikk addiinase®wW  nodel phot ocopi er based on

t he do-sis_gn d%gﬂi rsaihpﬂsu I;a%r 1{%%55%%*9“ When aut hentication chips are used,
the cool ponenf% Prat Tl work togeLher nmust share the same key in
Cornl ation. | fnadecolsonablenehicn e weesrdut. s el iretors et T raft way
of di wjy di Rgi; MefshiPgcstdlied slakdeaamel bR egRrbia @y 4bginhi ch Mis used wil |
vary from appli Caltfl on to appli c.a}hlxonl t he Met hod of allocating Mn] 15 and
AccessMode[ n] Edfof hpdeeehge i e SFY8 consurmabl e scare data for
speci ficyldse Seige &Omumatabubg nl regl Lrr; aside for tilLtku use (if required).
Set these to hedly APHaiReat: 6 Vil Py lsbRiind aB:hRn | €S h@tbef AhaibRcady St €NB
to rani nlbal riwcorrpatl bility. Set the remaining Mn] registers (at |east

one. but PFR¥GEAEES not have to be M 15]) to he Read Only, 20 with the
contents of eashalddrithhs aainepip @totcsd iy nat gRddmod Ehiiss tespdeal svakie- FandgdFshdi ffi cul t
for a clone manufacturer to attack Lhe antheritication keys (see Section -

The f ol OSW“Flbmésxaarrpl es show ways in which the state data may

. , be
organir,cd. 9t sndmf Bppratptggsisersbe gherision shisgre Kiet B T8 pORARRE v
car - keys pafiulBreRiptockeRlY, THEHE T BIAG 18 Mh&isthan enough to 25 uni quely
identify each car-key for. a give c%. The gof hi LS. of M could he. divided
- ] ] ki : and prosaramm tat AL oy
up us I o[l ows:*™§" “ﬁ%@ﬁ?(’tga%,&wf{%e" 6 BTG e e Proaraimntie SEHeR e
30 provide the clome manulacturer with blank chips. This merely compromises the sale of authentication chips,
ot arything wuthenticated by authentication chips, Sinee the programming station is the only mechanism
with consumable and system product keys, a clone manutacturer would not be able to program the chips with
the correct key, Clome manufacturers would be able to program the blank chips for their own systems and

consumaltes, bl il would be difficult to place these iloms on the market withour delection. 1o addition, a

Lkt
Ll

single theft would be difficult 1o base a business around.
9.3 Stage 1 Determine Interaction Between Systems and Consemables

The deeision of what is a System and what is 1 Consumable needs to be determined before any
authentication chips can be programmed. A decision needs 10 he made about which Censumables can be uscd

i which Systems. since all connecled Systems and Consumables must share the same key information. They



Mtri ] Access DL;1ceriptiOn rO RO Key nunmber (16 hits) 1-4 RO Car engine
nunber (64 bits) 5-9 .. RO For future expansion = 0 (64 hits) 9 15 RO
Random bit data (112 bits) if the car manufacturer keeps al '3ty EEP* keys
for all cars, it is a trivial matter to marrufacLLare a new physical
car-key for a given car should one be_tpst. The near car-key would cont ai n
a new Key -N-Unber in 30 I[f}], but have the saute KL and K7 as the car's
aut henti cat i @h{ drghakam biegen t o he
Cnval i d a"t 0 dm%fm ATh Qtatfd-gﬁg us?sca\ﬁﬁlh%i%s%w.ﬁgl‘%lmg% ‘%’ch éﬁ'gﬁ o Lem i g%t foquire
Key 0 (t%ren dptesiend. key) to be inserted first, then al | valid keys, then Key
0 again. Onlyg l%p{éleﬁq@'l? ARG 85 hd dOKSE Tveda gheRBys Swour, ehdnimartkeysorkios i t h

the car. In t OF, ¢ SN Pleednfuinih o GAL WKW SRR ok @81, then a
new set teyumap 89%@“&1‘““&2“&%? %r ﬁa%% caréﬁﬂg?? ed % “he %’ar and irs a soci at ed

physi £ al speafiedee igwivrhedichre Bhste) i-@ldGa‘?'d'@hﬂffﬁ@‘FﬁM%@Fd idla Pk SEH° P i e

t he key L&imﬁe@ﬂmGne%aarmm@rm anﬁmérure use data may include such things as
rental infori natl on, suc

rent aple 2
SLi ppose we hAUVEIASINGE 8@5}3‘?@? hr'me‘:tp % ﬁlﬁtmuﬁ& a gulhﬂli EHEI CI?Lrlg%emr%é,F p?ii@eg every
100, 000 e phcesspidB tiziSvaena el theopsi wW&L@I@FW@W‘Jh@WTﬁB@F dfiﬁfsﬁ%@‘&% o BHEi ni ng.

Int]ebztSG %‘ IE: §R?Egun%[%mﬁ ﬁ’upg tcﬂje\faétqgcq cAHPid &S urfd@ll&t&\ﬂﬁ ers.“U heldedidion IRARikGrivBIPiteer S 256

Access SCri tl on
1ROBA® chmadfriblarseie Byre) F‘“‘?&)@Rﬁé‘lﬁé““?f&ﬂ%t"gﬁé?‘?ﬂéf’b e “3”8“( §§9‘§“F S "‘%‘)“. i rla)
3NM SR fh Tk piQFedmic bist i of tXdun Seotrivns foilidt 6e¢mhﬁt® autlsmlcmmﬁquﬁm dat a

(128 bits I JindbdafiRd e that nust be replaced
after f“é‘pﬂ"f JSPWW&HQLA‘&%SE g%ml{‘!lﬂé in (j:O]lint can sti &tij%ﬁa lélsed for

e
corrpatl bili tyledtilhmeRﬁC'sEPﬂrqu““ﬁWB?%E?&‘ﬂi“% ererty 8 240G g LBy ons umahl e

types to JRgnushichit Mhithe isSaurs: ISyt iyl icRiod 3k aivplte nBhEbes detinz A1n]
Pol arlgl d canner {%ﬁﬁ?WIﬁ%n%bl e containing 25 photos. A

and AccessM ¢ Fame:
L] Dictine the consumuhle state data for specific use
. Sat worme Mn} registers aside for fudure use (if required). Set these to be ) and Rewd Only, The value

can be tested for in Svstems to maintain compatibility.
- Set the remaining M[n] registers {al lcast one, but il does not have to be MI13]) tw be Read Cnly,
20 with the contents of each M[n] completely random. This is to make it more difficult for a clone
manulactarer to atlack the anthentication keys {see Section i)
The tollowing examples show ways in which the state dala may be orgamizcd
931 Examplel
Suppose we have a car with associated car-keys. A 16-bit key numher is more than enougl ko
23 uniquely identify cach car-key for a given car.

The 256 kits of M could bL divided up as lullows:

[ Tablz 23. Car's 256 M bits
T M[nj “Access T ﬁescriptiun 7]
T 0 T RO Key number (16 bits) o
Y4 o RO | Car engime number (64 bits} -
58 R(Y For lsture expansion = [ (64 hits)
G135 RO .i Random bit data (112 bits}

If the car manufactucer keeps all logical keys for all cars, it s a trivial malter to manufaclure a new
physical car-key for a given car should noe be Jast. The new car-key would eontain a new Key Nuntber in
3 M[0], but have the same K, and Ko as Lhe car's anthentication chip.
Car Systems coutd allow specific key numbers 1o be invalidated (for example ila key is lost). Such a

syslem tmight requite Key 0 {the master key) 1o be inserted [irst, then all valid keys, then Koy 0 again, Only



5 rcqui red to store the nunber of photos remaining. The 256 bits of Ni
could be divided up as follows: Talc 25- Canera 256 N1 bits Mte] Access
Description O RO Serial nunmber (16 bits) | RO Batch nurnber 'AEHYBI %) 2
MSR | Photos Remaining (16 bill) 3 6 RO Fur fLLrure expansion =- 0 (64
bits) 7-15 RO Randombit data (144 bigs) 1b-bit colLintdow n-is all thalL iS
The Phows Renai ni ng value at M 2] a[lows a nunber of consunable types Lo he

built fa St 08 foFQh@XABPLEkeyRarf B, BORSUNMBDI e
wi[h 36 L&ﬁ%%@ﬁug LL,}S“ I.ilidil r&/t}qgu]n%m tﬁb%gpfn%eg)ﬁ fo nfl AERCY

ram 20 Suppose r. Lhe

i nt r oducteivoet ub!pgwwwiduhes&&wai Rty ﬁﬂwé“ aﬁﬁ‘}é‘}\}}/\‘hﬁcm‘%ﬁt‘“?%&&‘éﬂgd It is
able Co use the:Qngncansebnabbeusedutic bt se lwobapaprdgeds a new fil mtype.

M 3] can be used to define Fil MNP &) veMeibrdeig. 0, and the
ne film types['s“““”ls Eﬁa e mstlmudé gmntg&_v%\%gﬁeﬂg-ﬂmm%ogystems can take advantago of
this.s O 93k naFxepkl2Cdris woul d detect a non-zero value at I[3] and realize
i nconpati bili g%p,ny L‘,thi}@y\{;}fuiul:dﬂet MRESmit Rhieveh@Ehe repcwasdrg ) tidderopkaAdlithC
value of M I "1‘ E Fe prlately To maintain conpatibility with
13 AUGJS%’E?G‘GW“L”&?@IEE gy rljd’o%”’ ffiabfe; the new eonsunjablc and System
needs to haveTidiss signfikt ckléglchkrrﬁ@ﬁlma%lﬁdﬁ‘l"ﬁs the old one. To nmake a clean

br eak vm[t—.[a—g— eImARhE TS oWt spec i a] consmuuhles, a new key set
woul d be _..b zmm Y .64 Consi.der—a—Mnater—econstymbl e contairting
3 inks: cyaWI'ﬂr nagcr t"ﬂtc‘t‘f“ and yel | ow Ead¥*tHR™anount can 5 bu decr et nent ed
scpar aLefyg The 256 higts of . Negowlderits divi ded up as fol |l ojws Table 26.

Printer'ps -,12%6—h—-t WHHW% 271(6— RO DeScr| pLio n Serial

nunber ([L6 bits) 'Bat ch nunbe i.ng! (32 hits;
Jtifla) NMBR 7 MSR Page Count Remaining {32 bils, i)
3 NMSR
4.7 RO i Hor future expansiﬁﬁ - (64 bils)
815 RO Kandom bil data (128 bits)
11 It a lower quality imsge wnit is made that nmst he replaced after anly 10,000 copivs, the 32-Dit page

cound can still be wsed for compatibitity with existing photocopiers. This allows several consumahle types 1o
be wied with the same systam,
433 Example3
Consider a Polaroid camera constmable containiog 25 photos. A 16-bit counldewn is all thal is
15 required to store the number of photos rematning,

‘The 256 bils of M could be divided up as follows:

M Tublc 3. Camera 256 M bits

C ™n Actrss Des eription
0 ' RO | Serial number (16 bits) ]
] o R(3 Batch number {16 hits)
7 MSR Photos Remaining (16 bils)
36 _ RO For furure expansion = {] (64 birs)
7-15 " RO Random bit data (144 bits)

The Phoros Remaining valae at M|2] allows a number of consurmable types Lo be built for use with
Lhe same camera System. For example, a new consumable with 38 photos is trivial to program.

M) Suppose 2 years atter the introduction of the canicra, a new type ot cumara was mtroduced. Tt 1s bk
to use the old consumable, but alse can process a new film type. M[3] can be used to define Film Type, Old
fikm tvpes would be 0, and the new flm types would be saxme new value, New Systems can take advantege of
this, Original syslems would detect a nen-zero value at M[3] and realize ineampatibility with new film types.

Moew Systems would understand the vatue of M[3] und 50 react appropriately. To maintain compatibility wilh



| MSR NMSR 6 h-15 MSR Magenta Remaining (.32 bILS, Iti,lo) Yellow

Remai ning (32 hits, hi+']Jo) NMSR RC) For future expanSiun -= 0 (64 bits)
RD - Random bit dai.a (64 bits) 9.4 Stage 2: Determ ne Keys T8{VSy&cnnd
and Coi surnahlcs Once the decision has been nade as to which Systens and
consunnbl es are to share the sane keysg,. 10 those keys nust be defined- The
val ues for Ki, K2 and their correspondi ng ChecAsum nust therefore be

det er m ned, ) LRsARAE, lﬁ%&ﬁé}nsuﬁaﬂc Ay ecd lol mhﬂhsg&nﬁfeaM&dnmma heicttonal |

Linie. Al t ens con nabl t hat h no
a:’]dl g t-ﬁbmf%zfl‘éﬂ" bﬁaé‘t"j‘“]‘tﬂd'e'% i,r‘&nltaﬂgg% ggFFpu:la ?nsurn%ﬁkﬁ aw A3 Q&&E)L[}?lge ré;ﬁglgdK7 w

roust thesdef baepka kept secret since the entire securl ty mechani sm for Lhe
Svstem , Coi i 5&'&.?19&-‘% SRR AR Bark S PR AR s: L P ViRhethed. findlyR@wWKRYS inR ErBount can
eonpr or ni sed &K keys are conpronmi sed, Lhc damage depends on the nunber
of  systRcremd=E BREYUHEbl es. and the ease to which they can be reprogramed
Wi th new non- Treps GitsbfMsedd kelrsled up Bifvile case of a photocopier with toner
cartridgesz %W se s that—a ctome manuiTicrurer cpuld then

manuf actlure_their UKYZ [ aut hentication chi ps_(ar—worse,_  bhuy then)i program
the chi ps 4MIilt h !t heAcdksown | keys, and L%H”P%@ert themintjo their own
consuMahteg_ Z{T .+ "Tngphe cas@mmumaer@@rbnwth car- k,2 s, each car has a
different—sc L orl ke} s TFhis usei—m—e—gene%al scenari o0s.
The firs{ s that| aft B the @ﬁFh%’H “réla?rb”?gcyn are. programed with the keys,
K1 and [K-3z are del etdsk so neavandeasioino®? bikdiifo)val ues are kept, neaning that
there is—ho—way-|i—eQmprenise K and Kz_ However no nore ca -kevs can be
made for| that car| w_thout rezp_r_p,ggLa.tLt_Lm_ng_the car's altlhentieation chip.
The second4 scenarli o iMER t hat Maatadgpaipiana? getitter keeps K | and K2, and new
keys 25 pay~be made fgisgthe|car A conprom se of Ki and Ki peans LhalL

i oneoae lcould nake a car-key —a—paH—l—eu-l—ar car. 13 AUGUST
2004 - S7 %he keys ki HoR r and oA EEt P EEH W PAY aut hent i cation chi ps ni usl
Lhcrefore be gcncrat edidey a|neans that is 1lloll-determ 1lljistic (a

ccml pl et et offptiter—generat W ﬁﬁjg%ﬁm be used because
it is det%r”r}l nistic Eﬁﬁknow{e ge uft gug____ d gives all future

nunbers)| Ktlsand [Kry &Roul d Bendgemédasii¢his) by a phy ically| random process,
and not by a comrdp+rter 5 HOWEVEr, irandom bit - ¢nerarons based on natural
sotncc5 of randommess are subject to influence by external factors and al so
to tnal f8dcti fiee 4=IPEIE§'“‘F1TT‘§%VF§F“W“FHH? CuptR"favi ces be tested periodically
for statisti cahce thandonmmesscn reds isnprlgchySagerusef whsugchles o tofhar Gndomkemsmher s

st hg L%‘é@ %ﬁﬁug%kd&}q@t ﬁﬁ!‘\; ﬁqtfér %;_ AT T carjﬂoﬁdmﬁ%&gﬂ st I‘Hcsfﬁﬁre@e di - i La]
n

camera to $7évery fe rnittuteS. Lava |anps contain
chaotic d‘i@f" bul ent systcnts. The resullant digital imges are red into
an SHA-| LInphepeehiatd, el {.hat bepeeehted bisc &ur T tviey All Systemms and conswmables that have

to work together {both mow and in the famred need to have the same K, and K; values. K and K. must
therefore be kept secret sinee the entire security mechanism for the System:Consumable combination is made
15 void if the keys are compromised. If the keys are compromised, Lhe damage depends an the number of
systems and consumables, and the ease to which they can be reprogrammed with new non-compromised keys:
. L the case of a pholecopicr with toner cartridges, the worst ¢ase is that a clons manefucturer could
thett manufacture their own anthentication chips (or worse, buy them), propram the chips with the
known keys, anid Lhen insert them inta their own consumables.
) . Lt the case of a car wilh car-keys, each car has a different suL of kevs. This leads to two possible
general seenarios. The ficst is that after the car and car-keys are programmed with the keys, Ky and
K. are deleled so no record of their values are kepl, meaning that there is o way 1o comprontise K
and K. However no more car-keys can be made for that car without reprogramming, the car's
authentication chip, The second scenarie i that the car manufacturer keeps K, afd 1, and new kewvy
23 can be mude Lot the car. A compromise of K| and E: means thal someone could make a car-key

specifically [ a particular car,



hash, resuJting in a 160-bit value fromevery 7th bye fromthe digitized

i mge. These 7 sets of 160 hiLS total 140 bytes. The i 10 byte value is
fed inwa B BS generator (see Section 3.6,2 for iii ore infurf®¥E7i%8h on
the Blum Bl um Snub generato)r) to position the start or the out put
hitstream The output 160 bits fromthg; BBS would be the key or the

aul hcntication chip, 15 . An extrene exanple Ofa non-deterniinistic random
process i s SOfRQRG abd daRRh Q8 &e£RkH mi&@gtl&duﬁiﬁﬁlpdc ersLLhdﬁifuraF@Lﬂxﬁ@edtbh pesak or K~

in aclcOln room” Wth each head o f nel of
T e R L T ety o e

obser ver § affr@misict Hnowikdzai tarppnsraprsictdgice !l gomuoe). frajndifavieud bheceas
mi cr Othvnaﬁ%l)?my;ﬁaﬁgﬂnrﬁ&metssp amoﬁ@@%ﬂ;ﬁné hat secure data ent I’ y and storage is

not as i cal rit

Pr ogrammer DeVP‘t%”a‘ﬁW“‘&&’Eé‘r‘ﬁb’&ﬁ?lb?fﬁd ‘I’-*’r“&‘ﬁ%&to?ﬁ*ﬁlﬁf Jé'ﬁ“%%/ mtc'fﬁm F]érlﬁﬁynrc‘és} an
entire degiienin®indiats oamirk@nb] I s Qestitcalpssulj denipd bmﬂﬁav@dﬁééﬁﬂrd@tl%r‘% ned,
and thu ehtfmlgyun cal cul awmd, chey nust be kept for as I ong as

aut henti cation chi ps need to be nade that use t ﬂrte eé {Jﬂg jyh st '
car/ car - key Sé-éﬁwhféf ugefiul svere REFsiPE Mg 15 R A e Ry m"ﬁé f§ysr{ em chi p
and a rLgenGabsideralalsl eihigso favgniie@napogs aedifredautdsnl. Avinempsgdaiorhattise
phot ?tgggi;lebégw Cﬁl% & 2L Iarhggﬁal mﬁ!rragﬂqmlﬁu? Mﬁ. pﬁlpfeﬁl«@hﬂ:@lﬂaﬂ)%ﬁm@ﬁaﬂ @E@'g as

Lhc L cs arc phot ocopi er s, ﬁ}ys nmust
be kept saemmseltngg.m Sttt g ff‘-‘t!i’r“ﬁ‘iﬂ?‘é hwrffﬂairwéﬂﬁfﬁ m@éﬂsT'gfLaF@é‘S o ]%Et“é‘il
M nTi cks lﬁpd'm@&fﬁé ﬁﬁ%n@ﬂﬂhe@%lz?ﬁhmh @Eh eSerdida s akdtien 0.2 M niik ckismdiepents on t he

operating clock speed taf aut hent i cat i SYSt 88 i and
oRe ot | SRyt segrinry toRat T e A R APk RYSL R o AGEIE b |

functi onwedd besth lap pl thcathenomtiog sypeci fic)- The duration o f a sing]e t| ck

depends or3 the, ﬁ}% Q\Fal-nﬁlguﬁlfaﬁlﬁetéﬂﬁﬁgc mrﬁ&h%mhﬁs i Ebﬂledir@aﬁfﬂp]n@hlmwmfﬁ{]dm& 30
i nput " cl ock speed and ing.| har dwar e.

L6 5 ecat CQ“ %1 Id%n g nr{iS r d ma ane

For csar fipfd, 16§ ¥rees & EKn@reloepo i Bspehhed oppiha HSFH"’t“f H FRATE may be
set at 1Q@rdvlhac(ibdict ThiiBbce s han geaidbralsn vb:l]bewtrhie)haenpgfior@t.m@knqn};n FilpeF 1z, ]n
this Casge.dDBaMAld L8Rl ulrobiils 108 oHARAM e § oMskcdhia Aty Mduorbe fbirhe

i nput cl val ue o@q{? E i s based on
10 MHz ( simleas ¢ tpends] lévékh‘fslpiééalfif‘sﬁfﬂhﬂm ‘éra%f% H"fié’*-'\ﬂh“ CERE TR HITA Fon of a
tickahs kaoMnequirfian Mir dobles ovid ava [&3an be set - The value for Mn'licks is

the 35 mini %{hﬁbiljanﬁ]hévelmanl&acrr lgéi“mruﬁgu &Qﬁkﬁﬁ%ﬁuﬁﬁ&ﬂ\ﬁ%ﬂnﬁ@;lk&i tPasRD or

RN D key-base use mat ches
1naxi | nureng kooieripeienicht: nged @ hvmdc tha uswéw i e G| F%f“ﬂ‘ﬁﬁFﬁ“aléS’le i %’éc“ffnd
bet ween C&@s]h'ln%d hfdr I@Tglc dy e Mﬁﬂ 148 2 FeQleollimkPleCkigs Habe 19t prdvund@d 008 OO0~ itEven a

val ue such a<a 2 Seconds ht b reason r a
SYst et n SHUPFURE PN FRH 8T K (?5‘ h?’?%gﬁlﬁf)hmpemc hage. mjﬁg' ﬂ}&f"ﬁﬂemé‘ge

prodused ignermjiodopiers. The BgOMGE)e. LentEﬁmuaﬂ&'l'[ﬂﬂd@mm@@ﬂ@m@m& age 4: program
Keys, Rand of 58S heidihihe Mk #ChHOMSHA MhihbnLi cat i an chl ipsiare in an

unknown sftat facture. Altemati vVCiy t}ﬁ% g ; been used
in one consur NABYRuE AR THITLEPHE P& PRTYPRTHE rﬁ?ﬁi ¥ 5F 1gLang i " & Fach
aut hent i %ﬁ&liu@j’hnﬂ:mb RotBRiSitahBe onspiysd reabryc Wiad lischatnekd) {161 cflnmmmedli‘w tapplgatnot a
Troj an h \?\A(B[ ?“rll‘l‘dlﬁm T(rl]'lt{;llf g Qﬁe]aﬁﬂk S%LTBH an Eﬁee@er?ﬁﬁqg& Hd th%@m ek BReA th@-nd S

programreP:f‘ ata"validation, clearing a
subscfuc ritpupiusly ﬁrmﬁﬁnﬁ @E afthepticptips ﬁ]Otfa“tlcl‘*b'hm ing Jpedviig ST pamrele. 118 ApyRLeEEH AiPSecur e
Pr ogram Eﬂkﬂ&n@ﬁ@{ﬂfﬁ%e@ﬂyhﬁaﬁmmlz Heenof L&ﬂr@ﬂﬂh@[ﬁutlﬂﬁrr@ull chif:iois radtlizon tedbout t he
el R B A G5 RO S0 i B e

Pr ogr anmi Ay * onS| physi ca rogranm ng a
Trusted Syb;te‘mmlulshgmundatf*f*l@rﬁsu@hthpL'PLk[bi’thﬂfﬁllﬁ]ﬁ@t‘tlﬂ“ﬂHﬂs Lo he a trusted

System chip, aygeRdaNabyer afid is BodHSkc 81 IG8RaGALekk serl The RS fola@indicksantom
35 minimum number ol licks required fo pass between calls to RD or RND key-based funclions.
Suppuse the input clock speed matches the maximum cleck speed of 10 MHz. [T we want a minifin
of 1 seeond between calls to TST, the value for MinTicks is set ta 10,000,000. Fven a value such as 2 seconds
tight be a completely reasonable value for a System such as a printer (one authentication per page, and une

page produced every 2 ur 3 seconds),



[T

nLnnbcr derived froma physically random process, and nust not he 0_ The
| idlowm ng tasks mnt be wundertaken, in the following order, oriel in a

secure progranuning environnent=1 . RF5FT Lhe chip 2. CI, R{#4¥*820¢ | oad
R (160 biE register) with pliysica[ly randomdata d. SSIIKr, K2, Checksum
Rl SMII M nTicks;,.,fi,,,] The authentggation chip is now ready for

insertion into a System Tt has been conpletely prtagranined_ 20 If the
System agl} heal;lg,%cqap}ug,ym eh, p@.“@rn{ege&l afifTecidGnd BhiBeddai Nt, a cone manutacturcr
coul d use them ate R EK. Stﬁlﬂ ain tﬂbmﬁe]r‘g%m%gw RANAGR JReaffnown text

attack on .K, ’,"‘“LE)‘W“‘tﬂgﬂnﬁ TFAF 1 HOhCRTRG a par osen-text attack on
K2. Thi sheosuspbindie «Ohsemalt antl g herweﬁwéﬁl G#e l'aalﬁﬂl’ﬁfb%%h Bhenizatiop AT mEhis |

cont ai ni PSsid by {faﬁlkh%etd%q AL RNt mﬁjh:r%r& BicRnticHE cBp CE bdelon10.2 UL Seardii andl he
stren 5gth of the Authentication prolouols and Lhe randommess of Kr and 1 25
L

942 L r off PEFRPSHiHG " Mo TPUSEE Eonsur nabi e Aut henntication Chip ]f the
chip is to bevdiaivetdedwdnComsawn prabbonagtirethenkictitd dins ot ple lﬂ%emﬁrs'@g’rﬂamn ng

is sli ght’lloy amrﬂht{lglﬂﬁ@rtvw&ﬁwﬁtlﬂ'% [E@ﬁ lnF Hﬁ& mcr'ﬁﬁz%gn a%ﬁrﬁﬁt@m!@ldﬁlhﬁﬂjebﬂﬁd ion chip.
Firstly, e see val ue for ni ust r oust ave gl | ti onal

pr ogr amwrwgdnrwa W e ar th ee%fewbﬂl’c‘ﬂ%wessw“m “§ni Ti?de“]“tfé“‘ W[N] nust be
probrrr eami CElrdg\taHm fela Trugtalsytae suandemiddhjp nust be progrralnnc:d with
r a”d?[!“ dat a- g ﬂﬂ%}u{j Q.lul I%Wtﬂgedtsaﬁﬁchm"ﬁmpﬁluyﬂu@lﬁ n{ﬁEt@e ;,énaﬁtl:(hﬁ mua®e f Ahdo@WM Ng

order. and in ogrammng cnviro nTne the chip 2.
CLR[] 3. mueardibw'ée ifeﬂeplwlfd“r B ag Repepssafd s ot bef- T@évl[%’% f?}%ﬁfﬂ““‘éﬁecksum R]
.15 5. TeaehukKa(A96 ﬂhlutung eércdn) inwissdare fpfosta@minBSatvirtvirtest: i N X corresponding to

appropri e l\/hp%mwm physically randomdata 7_ WR[X] 8. Load Y Q2 bit
regi ster? e:'t bits in Y corresponding to appropriate M[n] with

Rcac] Onky Ac@le%lst Mbdes 13 AUGUS7 2D04 - 89 The non -truqtod consuriliabic

chi 5 is;now [%Wl@%l:%]ﬂﬂf}@ﬂhﬁw Mndokidala t1le 4 QICTH | state d ata J f
t he auth on 6§ag(o|<n{c i r-L! sto leii at thi s point, ail attacker

uoul d pe|]fb|T chosen tL~x L 5 atLack- In tb e 13L~st ~ i
LLULtI A ., PaEMﬂ"Bdn’fmksg\l;Lﬂ]am ReM On |y (0 and randomdata), w. ith the rfm

ai nder of M q’"%!h%ﬁl@;lnory %ﬁhgﬁﬁﬂeﬁy foffschtioh Rk S@'Eten( Vt' I@. tebh c%rnmgei‘}o rnimand). A

n Limbcr of RD cu aii attacker obtai Rl for alim
ited M PoFEMpge W)rat "'i tuado n, M can be cx)rrp I ote [y choseli by an
attaecker (sil muiecGyaenldidien6atin t}quaﬂemlci. jovick fot, 2 sitogtrem gy cofd mebot v cases

how ~vL~ Eha ne St mtac, ¢ e Mt ity | 0
quppl i edg%m'rr‘ﬂhﬁ [h?@lﬁ’ t %%R]F)%P ﬁpg{%ﬁgt%ﬁe}lgﬁg I&[l{‘]g\ [ ﬁd? ﬂ%ﬁpdg b | ip. The

only ngﬁmﬁe@ b s Sz E R “d“wl“aﬂsbﬁﬁ s Wéikmﬂ 01Ls
houl d betrﬁh&\ﬂﬂurﬁeﬂuc@\@mlchfn 1k age sy i bd thelatdngrhi df the Qaméntiba@oh PUbcoBiahd b O sar ne
Programm i |1, 3 <ieltl L (the preftr-rcd and ideal s ituati on),
aut hent i &4¢ |m(5‘f‘| ‘cann ot be reinovWi n benveen tU sl agcs. Kence
thcNZ§ 968 ﬁugrasnmlm 2 Nori-TiugtedyEonfsfrizbleiutheatinatiocGhip (in ch i ps being stol
en a[ th k- peglesih Fhigodh fbusdked chBhnd® ARLSORHMLRNE: @t-RnandeaTiQD

differant ta that of the musted Systemn wuthenlicalion ehip. Fisthy, the seed value for R must be 0. 1t must bave

additional programming for b and the AccessMode values. The futuee use bn] must be programmed with 0,

and the randow Mn] must be 151@grammr:ri with random data. The following tasks must be undertaken, in the

30 fellowing order, and in a secure programming ¢nvirontaenL:

RESET the ship
CLR{]
Load R (160 bit register) with (}
SSIK, K, Cheeksum, R]
T.oad X (258 hit reaister) with [

o0 —

Set bits in X corresponding ro appropriate M[n] with physically random data
WR[X]

Load Y (32 bit register) with

Set bits in Y corresponding to appropriate M[n] with Read Only Access Modes

=T T



c 1) ips at one or two kil-ykcz~ de pends. on tbc req Lii rCliTnt5 O thQ
-Sys | cm-"C on 5uniable rnan tj J' act uj-ej-- This & si firl i~
examined MOTC i ri S Lage J, and in [ 9 51. 15 9.7 Stage 5. PFU§YEM"St ate
Dat a and Access Mddes This stagc is only required Cor voll SkLmabl e
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I'his part makes some general commenls about the manufacture and implementaion of
25 authentication chips. Wlhile the commenis presented here are general, see [84] for a detailed deseription of an
suthentication chip for Protocol CL
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35 10.1 Gruidelines for Manufacturing
T'he following are general guidelines tor implementation of un awthenricaion chip in terms of
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10.1.3  Clock Filter

The authentication chip circuitry is designed to operate within a specific clogk speed range. Since the
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user directly supplics the clock signal, ¥t is possible for an attacker to attempt 1o introduce race-conditions in
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abways be rewurned, These styles of transient Jault altacks can be very efficicnl at recovering secret key
information, and have been documented in |5] and [1]. The lesson fo be learned from this is (hat the input

clock signal cannor be erusted,
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35 In addirion, the special Non-Flashing CMOS implementation of the key-carrying dala paths of the
chip prevents current from flowing when state ehanges oceur. This has the benetit of reducing the amount of

sigmal,
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et ccted on pORE LAl PREVEH T BrA S R e bR Bt Yo
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det er mi ned. tHEMBI{RIGE KPS ST Bl Ky hwd eSE R TePdR DR TEEFEET BR ™M i ne,
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15 vol atlidwevareeehh richaty ineles i ke 'Ifﬁﬁyt?w Pref@Kdn xgd Di’i&:n@i’ 106G 96:ithdr uf thdseiss
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n.overw.it ies, on he set
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commands, ‘The SHA-1 algorithm must be run on the keys, and the results compared agsinst an internal




Line to be triggered An over rite attack is therefore fruitless. 10.2. 18
Menory renmanence attack 30 Any working registers or RAMw thin the
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def ense Eagd?‘ﬁs’ power~F1itch attacks, Wien power is renoved, all registers
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Chi p t he¥trogha Bl Be gyl by FHF‘E%PH‘E@F “E)Hé%‘&%‘-‘hipﬁ"'ﬂ HERERET f%mﬁff“”aﬂﬁ
au( henLicead hoktyCrinpilasChipsy.can be stol en Wnen at any o J these stages:

Af [ elr | nanuf a‘l% I unchqmrf thﬂtgﬁclggr?anﬁ{kgrg& 3 {Wk&} c-egl %q)ne%recya éﬁl t[§‘§ete|g{;l]9(g£,§§hnnung of

key. but bef ore progr ranuni n tate
dat a, hl,mmfhb‘@e%hwlm@ﬁ{tﬂw < foritien af fle ff@&ﬂ@tfﬁrh"ﬁb@n éer*ﬂnsy - Bfrfittaghgr mvﬂAW%r
insertiqp dumnﬁg tmusjmcataa MheDkto b kel b} 3L @erhord, RES domblidwbetivaee ramﬁmamahl p
manuf act J!;l \-' ) r!ltl., ﬁpﬁﬁgiﬁ(’.‘!sc &-Q lr{nQ%‘e%}cﬁt '!égﬂnll%%\,\g éune QJLHXL HPLI!‘[‘T hr.cu.!:fﬁ Bngcvk’:!l l(Pq

manuf act'Ut &F
aut hent icedd baotenCHie ps of shigeg thﬁvytpm thg levam1h@nthkelatifewﬁbv cﬂm*ee Famr%emﬁhf» xl::at i on
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wi t hout tect e secon formo can on appen in a Situation
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is read/writ ¥ e case, an at
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5.5 The third fhnn of Wta%_ﬂ Eahvde . taeEo) E‘prhu

progr and’ﬂ]i“U @Eeafli‘ib%“t f‘]HCc' [“F'F‘fgm WERPY BEF SR P4 ﬁvmsel' & | cat i on
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3 Amy working regislers or RAM within the authentication chip may be holding part ofthe
authenlicution kovs when power is removed. The working registers and RAM woulkd continue to hold the
information For some lime after the removal of power. 1 the chip were sliced so thal the gates of the
registers/RAM were exposed, without discharging them, then the data could probably be viewed diveetly
using an STHT

33 The firsl delense can be found above, in the descriplion of defense against power glitch attacks,
When power is removed, all ragisters and RAM are cleared, just as the RESET condilion causes a clearing of
memory,

The chances then, are less For this attack to succeed than for a reading of the Flash memory. RAM

charges {by nature) are mors easily lost than Flash memory, The slicing of the chip ta reveal the RAM wilt
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using an intcimal c.cnnmand to worsv the secret isrf~rnnacic~n, including
the secret data and a checksum for ft data, where. [he secret information
can only be accessed by one or nore further commands: storing?®{f¥<s€€T et
data in internediato sates n]° the rnu[ti-[cvc][ flash nentOy hcltvicen the
m nirnum and maxi mum vol tage Icvcl stigges; 10 performi a data validity
check on non-sensitive data by detecting invalid states in the nmulti-Ievel
menory: ger f bt @ Ia ldﬁt ﬂle\nﬁiﬂ maﬁagc-gig@c K1 6HihnG @Cqued: fodl @bramdrnts @) hedlor e
allowing the data jt (? ut lq;/ma comand accessing them. the
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resul t wth t Rieesc RdcKSUnTisREE Edoraptipmiztrifen. ot Biar Feomwhewaie® /W% 2. ' | he
met hod accordgﬂ?gh&qrbgﬁlgpmbj% including the further - Lc p ofal I owi ng the
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and decr ypf i OBchhdmrcd. | 19tr[§:rm&mdvfahBlegﬁumadmemfngﬁwﬁmrm(Hmnanm:ib@rﬁs 15 6. The
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16. The incLhod accord into claim], where the secret infbrniation is
cleared in the event of a detection of an invalid state in the
norl-sensitive data 11. The method according to claim1, inclatiingT ke
further step ofpertonnina a validity check 10 on the non-sensitive data

i nvol ving cal cul ation of a checksum aryjigg.conpari son of the resulc wth a
stored checksum 18. An authentication system conprising an authentication
chip protegined fromunauthori7 1 rnodifta6on, the system further
Corrpr Ising, a mul ¢ ln dll Q{ht‘huuﬂumal:ll huq%mr%t mfn n}n ] ru;l vﬂlﬁﬁ E[Ciat!’] (1)19 bL(Ehl_ T
multi-level flash FERD 'S medl a VAT VLAY e Ievel
St at es b WRIeAs|ipg *Wrwrﬁdﬂn '(niltm%ﬁl ﬂ:@ﬂ MR, rtﬂeawirﬁhﬂ fﬂﬂsi(lilfrw'ad Hﬁﬂ% ipvabiy ertjje | evel

st at e: a»an@nld@mfrwb@fanﬁ&n@raemsarad bfbr&&augam A@ahitsiad ¢hqmoﬁh!nﬂ|moﬁ£a@r er
i nforJratior usi ng an i nLCrna|

UIERRPIE TR o S0 £ e ebers HE e B B TR R o e o chaskoum f or
t he :scoot dat:azamdlemammgemd it dopethgigirg nihertentipbudse de eeret RO apdhf dypakad on can

only be ﬁ&ﬁ@@&c\lmmoaec,@{rmmmruﬁ;,Jnlanm &ekL&QmQ&H1M@ﬁ@+ Anfad@t a validity
chock is perforpmed can ‘15‘.6 gret data it before n%Et he data itens Lo

be read out ‘637’”5[ [edejitisziates "h&%@%@'F‘ a*‘[t“‘ﬁ‘éW‘r ’“”Ll 1‘%“&"&1“ ”HFW Ke@K™"H¥BY Vi ng

cal cul atardmaofwravglagdiksimss.and conpari son oFthe result with the checksum
sL) {ed usi ngudBfilstaeh RabinCAk BRR e ARk da%ﬁ’@@&&éc&g%fal?d Yk b dduchagks are
perl pnned on non-sensitive’in IronnaLion co detect In} slid states in 25

[ he nmul tT¥"&Vel flash nenory. 19. The systen1accord|ng to claim 18, where

t he SecnrelL dlaetvfamiuﬁ__amsm amlelr;.a:lhécﬁmdemma@&e:aaneﬁ&&admmhddaﬁ irer8e b redff it
conpari s n n th f t yalid

st at es ael?n%m&'n rg'fa%{%g nég] %(Iatllé ‘glLé é_( Ciﬁ;%]IOIH ﬂsh'gr'lESCI%tngﬂiglén (ﬁq L%L ‘sblﬁ %ﬁ(riﬂ%ﬂng‘%neﬂ'}}]{ﬂaccor dl ng
to cixi nieul@ith fipeieekspmgoratisiia e insfrararien i s cleared in the event of the
30 cpnpari sonz. rmdm@mﬁm&gmmg lo cladth |, GHetuin®he fuhRer ﬁ@ﬁfratuud@m xic'h:eﬂfﬁﬂ l@ﬂqg whbhe
system a%ca? r&t(lj in rt% e m :_'(r:fJ tha com rjé::rnvwamatm xahg‘ry af %Ee@%li a%(?n 5 n"tm uwal 5tata e’utp nly
command THAY 's™abie” "E57 St 6r°e "h s et a™VarGes e Sedret iR Chsat i mm,
and t o Setectfd igys nfipyengyenfynaibie f et cher commands, but it nakes no other

changes and hashfnQhRUiPMGS 1o cBadin | Tﬂ%a.ﬁgfﬁ& faFiRkr @:&ﬁ%l@lnﬂgmé Qcel idbmaddin Wher e
the secret data_ includes gne ar [1X encryptlon 35 and decryption

functloH@“ﬂgﬁd“g"@Eﬁ“VHWUéWFdWaﬁm?QﬁﬂbHﬁﬁﬂﬁbﬁ?“ 23- ['he system according
to cliai m 22, ey eettkieckding tofeGim t.Réere the nypii conmamds dealyyphingd ifatingtld ons
have 1 GQOTQAA@E@%JBL for 44 qLLIhﬁm%M%eﬁh@.%gn{a uﬂqq @lﬁliﬂlhm¢$§marmgal% Bk A
conimand is the only command able to clear secret information to zero
va] ues. "PFNEUGIST Db “QWWW“25 The systen1accord|ng to claim 18, where the
mul ti-1|evel #i TasHe iR ARGMing & c&ins |, Rgbre it boat dafd GicBads @ne 1 ObAIkaG f¥Biepidtan Ono

bit. 26. IP ﬂsntﬁ?n %g%r? a:EEI&QalBﬁofnParalldnln%1§mh where te single floating gate is
a four-state Fran5|s m ni-mum voltage representing 00, a

maxi #um vol t age hmﬁhﬂég@mdma@ cﬂﬂ amﬂﬂ‘"? e lay Bothesgipiioa guilgleBy nhe'p#u@;%@mhmg 01
and 10, modidhge two m ddle voltages are used to represent a single bit and

the two extrene re invalid, sl
T '?e mg}m% accardﬁig to claim ?w ere a CLR command is the only coimmand able to clear the

gecret information to zero values,
B, The method seeording do claim 1, where the multi-level Nash memory 15 a single Noaling gate
30 holding move thel one kit
0, The method wecondhng to ¢laim B, where the sinsle foaling rale is g four-glale transistor having a
minimum voltage representing 00, a maxinum voltage representing 11 and two middle voltapes reprasenting
Ot and 10 and the two middle voltages are used to represent a single bir and the two extramas are invalid
states.
33 10, The method according to claim 1, where the flash memory is coverad by tamper prevention lings,
tamper detection lmes, or both,
11. The method according Lo elaim 1, where the checksum i g sipgnalure caleolated from the secret

data.




27- The system according to claim] ES, where the flash nenory is covered
by tanper prevention Lines, tanper detection |lines, or both. 28- The
system according to claim 18, where the checksumis a signat Uf&'%&f &lit at ed
fromthe secret 10 data, 29. The system according to claim28. where Lhc
secret data includes two keys for encryption or decryption functions and
the checksumis calculated ors a signature conbining them both. 30. The

system accordl*ﬂgheWL@Jnahmlaﬁgm\Mmrﬁ #he wheek sunmbhass he ksameakepgnbr as one
of the keys- 31. The ste accor, to.claim re the checksum has
the | engtRYRIR TBEER ﬁ?iiﬁg ':h(? i) ﬁé%c"\ate.gL% ﬂ”namlth%m%%ﬁsnf’grﬁg%cor ding w claim21,
wher e the chetkFumuiited aatrding kb Byﬂhﬁ@dm%'@kﬁlﬁéms'ﬂﬁﬁﬁwil'm%@ﬁh PEk=¥dve the

two keys 33. Tﬁ@héb{%@mﬂﬁﬁ%{o@lam@ Pheed dﬁ&cisuﬁ,ha.mﬁr@,lhtuh&rt]‘o‘l&gehﬁ&]bmed.
information is cleared in t

e eve of,.an i J.d state in
the mon-sensi t Ve By accoriie to ]a?i/@t e?ﬁ g 8‘:F‘:<i1"‘”‘r1fgiS Bmat J?}%lnf'"g?{]g\%'\ﬁgrle a
val i di t yalghigekovershepen kor.med On Lhc non-sensitive dat a 2{] involving

cal cul ation ofz a C@ﬁe%%ﬂ@ﬂ@m@ﬁmmi Shdie 19; sobr RGN hrR Sk s WatdDinaneSt-@f @d
checksum 35. The system accor di 2‘% n claim118, here the random nunber
gener at ofl§edent 16 mald S B ARRPESERT ¥4 Regi srer (LFSR) .

17, The muethod according to claim 1, including the further step of performing a validity check
10 onthe non-sensilive data involving calculation of a checlsum and comparison of the result with a stored
checksum.

13 An authentication system comptising an authentication chip provecivd from unautherized

modificution, the system further comprising:
a mult-level flash memory in the authentication chip. the multi-level flash memaory comprising
13 intermediate (valid) voliuge level stares between minimunt {lnvalid) and maximum (nvahd) vollage level
states:

a random oumber generator in Lhe aathentication chip:

serret information stored within the multi-leval flash memory using an internal command, the sceret
information inclading secret data and a checksum for the seeret data and non-sensilive data whers the seeret

20 information can only be acgesscd by one or more further commands;

wherein a data validity chiock is performed on sceret data items before allowing the data tems Lo be
read out by a command accessing them, the validity check invalving calculation of a checksum and
comparison of the result with the checksum swred using the intemal command; and,

wherein dala validity checks are perlormed on non-sensitive infurmation to detect invalid stares in

25 the multi-level flash memaory.

14, The systen according 1o claim 18, whers the secrel data items are aliowed to he accessed in the
event of thy comparison indicating validity of the secret data iterns il oo invalid states are deteeted for the
non-sensitive dala.

20, The system according to claim 18, whers the secret infirmation is cleared in the evont of the

30 comparison indicating mvalidity of the secret data items.

21, The system according ta claim 18, where the inczrnal command is the onty command that 15 able
£ store non-zere values for the secret information, and to set flags tor use by the further commands, but it
makaes no other changes and has no outpurs,

22, The svslem according to claim 18, where the secret data includes one or move keys for encryprion

33 and decryption finetions, and a seed value for a random nember, _

21 The system according to claim 22, whers the keys for the cneryption and decryption functions
have 160 bits 2ach.

24, The system according to claim 18, where 1 CLR command is the only command able to clear the

secrel information to zero values.
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25, The systern acearding to claim |8, where Lhe multi-leve] flash memory is a single floating gale
haolding more than one bit,

26, The syslem according to claim 25, where the single floaring gate is & lowr-siate transistor having
2 minimum voltage representing 00, a maximum voltage representing 19 and two middle voltages
representing 01 and 10, and the two middle voltages are used to represent a single bitand the two extremes
are mvalid slates.

27. The system accarding to claim 18, where the flash memory is covered by tamper prevention
lines, tamper detection fines, or both,

3% T'he system according to claim 18, whers the checksum is 4 signature calenlaved from the sceret
dara.

29, The system according to claim 28, where the secret data includes two keys {or enoryption or
decryption funclions and the checksum is caleulsted as a signature corbinmg them bath.

0. The system according 1o claim 28, where the checksuin has the same length as one of the keys.

31, The system accordmy to ¢laim 28, wheee the checksam has the length of both kevs combined.

32.The system according to claim 28, where the checltsum is caleulaled by running the SHA-
abrorithem over the two keys.

3%, The systemn secording to claim 18, where the secret information s cleared in the event ofa
datection of an invalid state in the nen-sensitive data.

34, A system according to claim 18, where a validity check is performed vn the non-sensitive data
imvalving caleulation of & checkswn and comparison of the result wilk a slored checksum.

35, The system according lo claim 18, where the random number generator is a Linear Feedback
Shift Register (LESR).



