
13 AUGUST 2004 - 1  UNAUTHORISED MODIFICATION 0F VALUES STORED IN FLASH
MEMORY TFCHNICAL FIELD This invention concerns a method and system in which
an authentication chip having secret 5 information stored within it,
including secret data stored in multi-level flash memory, is protected from
unauthorised Modification  ol 'vaIus's storcd in the flash memory,
BACKGROUND ART  I Introduction Manufacturers of systems that require
consumables, such as a laser printer that requires toner 10cartridges, have
smuaggled with the problem of authenticating cosumables, to varying leveIs
or succes. Most have resorteed to specialized packaging, However this does
noL stop home refilI operations or clone manufacture, The prevention of
copying is important for two reasons. To protect revenue. To prevent poorly
manufactured substitute consumables from damaging the base system, for
I52example, poorly fiItered ink may clog print nozzles in an ink jet
printer. Scope Authentication is an extremely Iarge and constantly growing
field. This invention is concerned With 20authenticating consumables. In
most ca s, there is nn reason to prohibit the use of consumables in a
thirst party product- The invention concerns an authentication chip that
contains an authentication code and circuit specialIy designed to prevent
copying. The chip is man manufactured using the standard F I h memo]'}. ng
process, and is [ow cost enough to be included in consumables such as ink
and toner cartridges. 25Once programmed, the a authentication chips are
compliant with the NSA exp oil guidelines since they do not constitute an
encryption device. They can therefore be practically manufactured in the
USA (and exported) or anywhere else in the world, 3Concepts and Terns
3.1This part discusses terms and concepts that are referred to throughout
the remainder of the document, Symbolic Nomenclature 30The following
symbolic nomenclature is used throughout this document: 13 AUGUST 2004 -2
Iable, Summary of virbolic  N4)ufcncl~tu1 F[X] -.-.-. Ueseription  L - - -
Function F single parameter - -  1'[ Y] - --~--- _I  - - - Function F,
taking two parameters, X and Y X concatenated with Y - - - - - - - - ~ n
Bifv,'i e TAN r) Y ~13it4'iwe OR Y (i clusiwe-{ R)--- - - - --- f3it~u]seC
X[)R Y exclusive-OR) 



Bitwk[I O X complement) -- - - - -I  rx Y, The domain assignment inputs Co
is }' tLr]{] -I  - - - - X is egUz to Y - -- - - -'H  Y X is not equal ter
Y - ---- - -~-~ Decrement C b 1 (fl - - - - -  Increment X by J (ritOiill{r
re6istcr ferr~#}3  rF;rasc _ fErase flash memory register X  Bi F, -[x _ I
et the bii of sire Flash memory register~m based on Y l  5hiftRig ---
},lat[7C, YJ hs-ja I - re-isle, right one bit position, taking input bit
from Y and  ~ placing the output bit in 3,2 Basic Ternis A message, demoted
by M, is plaintext, he process transforming M into ciphertext- C, where the
subtance of M is hidden, is caned encryption The process of transforming C
back into M is cal led  decryption- Refering to the concryption function as
E, and the decryption function as D , we have the  following identities:
F:[M] = C eJCJ= 10 Therefore the following. identity is tore' ]?[JL [ )7 =
hq 3.3 Symmetric Cryptography A s 'rrrmetnc encryptioalgorithm is one
where:  the encryption functionE. relies an key K  the decryption functionD
replies can key K , 15  , can he derived from K, and  K, can be derived
from k7. In most symmetric algorithmas, K; equals K2, However, even if K,
does not equal K given that one  key can be derived from the other, a
single key K can suffer for the mathematical definition, Thus: 20 FK[.M]
'.. C  13 AUGUST 2004 The security these afgorithms rests very much in the
key K.Knowledge of K allows anyone to  encrypt or decrypt- Consequenly K
must remain a secret for the duration of the vaIue of M. for example, M
may be a { aitilne  message "My current position is grid position 123-456".
Once the war is over the value of  



M4 is greatly reduced, and if K is made public, the knowledge ofthe corn
bat unit's position may be of no 5 relevance whatsoever. Of course if it is
politically sensitive for the combat unit's position to he known even
after the {gar, K tray !f aye to remain secret for a very long time An
enormous variety of symmetric  algoritluns exist, from the texthooks of
ancient history through io  sophisticated modern  aIgorithms. Many of these
are insecure, in that modern crypranalysis techniques (Sec  Section 3.8)
Car] successfully ;attack the algorithrn to the extent that K can he
derived. 10 The security of the particular symmetric algorithm is a
function of two thing: the strength of the  algorithm and the length of the
key [78]. The. strength of an algorithm is difficuIt Co quantify, relying
on its resistance to cry'ptogr'aphic attacks  (see Section 3. 8), In
addition, the longer that an algorithm has remained in the public eye, and
yet remained  unbroken in the midst of intense scrutiny, the more secure
the aIgorithm is likely to he. By contrast, a secret ] 5 algorithm that has
not been scrutinized by cryptographic experts is~ unlikely to he  secure
Even  if this algorithm is "perfectly''' strong (the only w .iv to break it
is to try every key - sec Section  3.8-1.5), eventually the right key will
be found. However, the more kegs there are, the more keys have be  tried,
If there are N keys, it will take a maximum of N tries- If the key is N
bits long, it will take a maximum  of 2" tries, with a 50% chance of
finding the key after only half the attempts The longer N becomes, 20 t e
conger it wiII take to find the key, and hence the more secure it is- What
snakes e good key length depends  on the value of the secret and the time
for winch the secret. must remain secret as well as available computing
resources. In 1996, an ad hoc group of world-renowned cryptographers and
computer scientists released a  report [9] describing minimal key Iengths
for Symmetric ciphers to provide adequate commercial security.  25 They
Suggest an absolute minimum key length of 90 bits in order to protect data
for 20 years, and stress, that increasingly, as cryptosystems succumb to
smarter attacks than brute-force key search, even more bits may be
required to account for future. surprises in cryptanalysis techniques, We
will ignore most historical symmetric algorithms on the grounds that they
arc insecure, especially  given modern computing  IcclinoIogy. Instead, We
will discuss the followirig algorithms: 30  DES   Blowfish  + RC5   I DLA
3.3.1 DES 35 DES (Data Encryption standard} [2b] is a 11-S and
international standard, where she same key is used  to enecrypt and
decrypt. The key length is 56 bits. It has been implemented in hardware and
software, although  the originate design was for hardware only. The
original algorithm rased in DES was patented in 1976 (US Y  patent number
3;962,539) and has since expired. 13 AUGUST 2004 -4 During the design of
DES, the NSA (National Security Agency) provided secret S-boxes to perform
the key-dependent nonIinear transformations of the data block. After
differential cryptanalysis was discovered  outside the NSA, it was revealed
that the DI S-boxes Were specifically designed to be resistant to
differential cryptanalysis . 



5 As described in [921, Ding 1993 technoIogy, a 5 6-bit DES key can he
recovered by a custom- designed  S I million machine performing a brute
force attack nit only 35 minutes. For S J 0 million, the key can  be
recovered in only 3.5 minutes, DES is clearly not secure nows, and will
become less so in the future. A variant of DES, called triple-DES is more
secure, but requires 3 keys: K1, T<2. and K.,_ The keys are  used in the
following manner: 10 Fr;3[D.<2[Lx  L[M Ill = C   DK3[LK2IFJL[C111- M The
main advantage of triple-DES is that existing DES implementations can be
used to give more  security than singe key DES. Specifically. triple-DES
gives pro tcc ion of equivalent key length of 112 big;  [78]_ Triple-DES
does not give the equivalent protection of a 169-bit key (3x56) as one
might naively expect, 15 Equipment that pennons triple-DES decoding and/or
encoding cannot be exported from the United States_ 3.3.2 Blowfish Blowfish
is a symmetric block cipher first presented by  Schneier inn 1994 [76]. 11
fakes a variable  length key, from 32 bits to 44$ bits, is unpatented, and
is both license and royalty free. h, addition, it is much  20 faster than
DES. The Blowfish algorithm, consists of two parts a key-expansion part and
a data-encryption parL. Key  expansion converts a key of at most 44S bits
into several sub key arrays totaling 4168 bytes. Data encryption  occurs
via a 16-round Peistel network. All operations are XORs and additions on
32-hit words, with four  index array lookups per round. 25 lt should he
noted that decryption is the same as encryption except that the subkey
arrays are used in  the reverse order- Complexity of implementation is
therefore. reduced compared to other algorithm that do  not have. such
symmery. [77] describes the published attacks which have been moutecd on
Blowfish, although the algorithm  remains secure as of February 1998 [79].
The major finding with the c attacks has been the discovery of 30 certain
weak keys. These weak keys can be tested far during key generation- For
more information refer to  1771 and 179]_ 3,3.3 RC5 Designed by Ron Rivest
in 1995, RCS [741 has a variable block size, key size, and number of
rounds.  Typically, however, it uses a 64-bit block size and a 128-hit key.
35 The RC5 lgorithrrm consists of two parts: a key-expansion part and a
data-encryption part- Ike}:  expansion converts a key into 2r-2 subkeys
(where p = the number of rounds). each subkey being w bits. For  a 64-bit
bIocksize with 16 rounds (w=32, r 16), the subkey arrays iota113 6 bytes.
Data encryption uses  addition mod 2w, XOR and bitwise rotation. 13 AUGUST
2004 -  A t t initial exatnination  by Kai iski and Yin [4318 uggested that
standard linear and  differential  cryyptanalysi9  appeared impractical for
the 64-bit hfocksize  version of the algorithm, Their difie"ential attacks
in 9 and 12 round RC5 require gas and 262 chosen  plaintexts respective[},
while the linear auaC  S on 4, 5, and  6 round RCS requires 2'' 2"' and 2"
known pla iii texts) These two aLi acks are independent of key sire, 5 More
recently however, Knudsen and Meier [47] described a new type of differen
tial attack on RCS  



that improved the earlier results by a Jactor  of 128, showing that RCS has
certain weak keys it. RC5 is protected by multiple patents owecd by RSA
Laboralories. A Iicense must be obtained to use 3-:i.4 IDEA 10 Developed in
1990 by Lai acid M ssc y [53], the First inU arnaLROit  oi'tlie IDEA cipher
was called  PES.  Aber dilerential  cryptamtlvsis  wi s discovered by
Biharn and Slum r in 191. the  algoritluu was  strengthened, with the
result heing  ubiishcd in 1992 as  1T)EA [5?], 1  DEA uses 128-bit keys to
operate on  64-bit plain  Lext Mocks- The same algorithm is used for
encryption and decryption, It is generally regarded as the most secure
block algorithm available today  15   The biggest drawback of JDEA is the
fact that it is patented (! S patent bomber 5,214,703, issued in  1993),
and a license must be obtained from A scO]n Tech  AOr (13cm) to ease it,
3.4  Asy  inrn etri  Cryptography An. as 11unetri c encryption a]goiitlfrn
is one whCre:   20 * the encryption function F relies on key 1, the
decryption function D relies on key K21  l canrm t be derived from K, in
areasonable amount of time, and  K i cannot he derived from K; in a
reasonable amount of tune,  Thus: I . 25 DLJCJ  r These algorithms are also
cafled  pnblic-key because one key K, can be made public. Thus anyone  can
encrypt d the message. J  most cases, the fcillov;ing  identity also ho
ids: F v,[MJ = C  30 'f Iris identity is eery important because it
iniplies that anyone with the public toy K. can sec M and  know that it
calve from the owner of K2- No-one else could have generated C because to
do so would imply  knowledge of R2- This gives rise to a different
application, unrelated to encryption - digital signatures. The property of
nnL being able to derive K t from K2 and vice. versa in a reasonable time
is of course  3v clouded by the concept of reasonable rime-  Wliat has been
demonstrated time after time, is that a  calculatimr  that was thought to
rcgttire  a long tune has been made pussiblc  by the introduction of faster
computers.  ricw  algorithms etc- The scciuity  ofasvmmt;tric  algorithms
is based nu the d iff-rculty' o f- one of two problems:  factoring Iarge
ntmihers more specifically  Iarge numbers t[7 a[ are the product of two
large  pnlncs), and rile  difficulty of calculating discrete logarithms in
a finite field. Factoring lame numbers is conjectured to be a 13 AUGUST
2004 6- hard  problem, given today's  understanding oflirathejt]atics-  The
problem hog+wever,  is that r actorir  k  eLLhig  easier much faster than
anticipated. Ron  Rivcst in 1977 said that factoring a 125-digit number
would take 40  quadriIlion years [3 Oj. ln 1994 a  I29-digit number was
factored [3]. According to Schneier, you need a 1024- bit number to get the
level of security today that yu got from a 5 r 2-bit number in the 1980.q
[781- If the key is 5 tea Iast far sonic years then 10N bits may not even
be enough- Invest revised his key length estimates in 1{ 90;  



Ile suggests [ 62$ hits for high security fasting until 2005- and f 884
bits for high security lasting until 2015  [69]..Sclncier suggests 2048
bits are required in order to protect against coporations and govern cots
until  20I5 [80] Public key cryptography was invented in 1476 by Diffie and
Hellman 1 15 16], and independently by  10 Meckle [5 , 1. Although DA L,-,
Helman and Merkle patented the c{incepts (US patent numbers 4.200,770 and
4,2 [ 8,582), these patents expired in 1997. A number of public key
crytographie algorithms exist- Most are Imprartical to implement, end  many
generate a very large C for a given M or require enormous keys, shit
others, while secure, are far too  slow to be practical for several years-
Because of this, many public key systems are hybrid - a public key ] 5
mechanism is used to transmit a symmetric session key, and then the session
key is used for the tactual  messages. All of the algorithms have a problem
in terms of key selection. A random number is simply not  secure enough-
The Iwo lame primes p and q trust be chosen carefully - there are certain
weak combinations  that can be factored more easily (some of the weak keys
can be tested tor)- Rut nonetheless, key selection is 20 not a simple
matter of randomly selecting 1024 bits for example- Consequently the key
selection process must  ago be secure. Of the practical algorithms in use
under public scrutiny, the following are discussed:   RSA  DSA  25 FlGamal
3.4.1 RSA The  RSA  cryptosvstcm [75), nan]cc after Rivcst,   Shamir, and
Adicman,  is the most .i cieiy used  public key cryptos{stem, and is a de
facto standnrd in much of the world 1781. The securit,  of  kS.A depends on
the conjectured difficulty of factoring large 1i number,s that are tile 30
produce of two primes (p and q). There are a number of restrictions on the
generation of p and 9, They should  bath be ]argc . with a  similar  number
of bits, yet not Lie chose to one another (otherwise p - q = ' py). In
addition, many authors have suggested that p and q should be strong primes
[541. The i lelJinan-Bach patent  (US patent number 4,633,03G) covers a
method for generating strong RSA  primcsp and q such that n =j(  and
factoring n is believed to be computational ly infeasible, 35 The RSA
algorithm patent was issued in 1983 ([aS  patentnwinbe r 4,405,829), The
patent expires on  September 20, 2000, 3,4.2 DSA DSA (Digital Signature
Algorithm) is an algorithm designed as part of the Digital Signature
Standard  (DS S) [21)]. As defined, it cannot be used for generalized
encryption, hi addition, compared to RSA, ]]SA is 13 AUGUST 2004 -7 ]0 to
40 tirrres  slower  for signature veriffcati )n 14oj - DS A explicitly uses
the S HA-i hashing algorithm (see  Suction 3.6.3-3). DSA  key generation
relies on finding two primes p , q such that q divides p- [. According. to
Schreier r78], a 1024-b i t p Value is retired for long term PISA security,
Howevcr the PISA standard [291  



5 does not permit Values  ot-p ]arger  Lhraa l T 024 hits (p most also be a
multiple of 64 bits). The US Government owns the DSA Agorithiu  and has ;it
least one relevant patent (US Patent  5,23J,688 granted in 1993). However,
according to NJ ST' j61 J " "The D-S.4  patent and airyforeign  core wu
rparls 1 haf may r  rsue are available  for use wiihowt aT , N~rifrten  pg
rtniv,sioa  ftom  or ona;  payment ofrovultie  lo  10 the V.S. goner xmerrT
ln a much stronger  declxtration, N  IST states in the same  docamcl7t [611
that  DSA does not  intiingc  third party's rights,  "NIST reviewed all of
the asterted patents and conclude that none of   them  would be infringed
by  DSS. Extra protection will be written into  15 the PK1  pilot  prn{ect
that will prevent an  organization or individual from suing anyone ecept
the goverment for patent infringement  during the  course of the project .
" It must however, be noted that the Schnorr authentication algorithm [81 j
(US paten14,995 `082)  patent holder claims that DSA infringes his patent-
The Schnorr patent is not due to expire until 2008- 20 3.4,3 EICamal  The
FiGamal  scheme [22][23] is used far both encryption and digital
signatures, The security is  based on the catijcctur4ci  diflrcu]ty  of ing
discrete ]oga - thms  in a finite field. lacy se[ection  involves the
selection ofa  prime p, and two random numbers g and x such that both g
and x are  1css than p. Then c a[crilate y - x mod p- The public key is y.
, and p- The private key is x. 25 LIGanaal  is anputentLd.  Although it
uses the patented  Diffie-He]lrtaan public key algorithm 15][1b  those
patents expired in r 997- FIGarnal  public key  encry'pti(in and digital
signatures can now be safely used  without infringing third party patents,
3.5 Cryptographic ChaIlenge -Response  ProtocoIs and Zero Knowledge Proofs
The general principle of a  cEa tlieng -response protocol is to provide
identity  authcntica4ton. The  30 simplest faun ofchaIIcnge-rtspoiasu
takes the Corr) of a secret password, A asks B for the secret password,
and i C B responds with the correct password, A de(, tares B auhentic,
There are three main problems with this kind of  s[rnplist  ic prouoco
Firstly, once F3 has responded  with the password, any observer C  iI! know
}what the password Ls. Secondly, A   niuwt know the password in  order to
verify it, Thirdly, if C impersonates A, then 13 will give the password to
C (thinking C was A), thus  -a5  cotnprotraising the password. Using a
e0pyrig1it text (sLtu h as a linikn)  as the password is nut sufficient,
because we are assuming  that auvone  is able to copy the password (for
example in a  country where intellectual property is not  respected). 13
AUGUST 2004 - 8 The idea of cryetographic challenge- response protocols is
that one entity (die clairrfan1)  pn)vcs its  identity to another (the
verifier) by demonstrating knowledge of a secret known to be associated
with that  entity, without revealing the secret itself to the verifier
during the protocol [56]. ln the generalized case of  cryptographic
chaIIenge-response protocols, with some schemes the verifier knows the
secret, while in others 5 the secret is not even known by the verifier- A
good overview of these protocols can be found in [25], [781,  



and [56] Since this document specifically concerns Authentication the
actual cryptographic challenge- response  protocols used for authentication
arc detailed in the appropriate sections. However the concept of  Zero
Knowledge Proof bears mentioning here 1 0 ['hr; Zero Knowledge Proof
protocol, fiat described by Feige, Fiat and Shamir in 124] is extensively
used in Smart Cards for the purpose of authentication [34] 136)[67]- The
protocol's  effectiveness is based on  the assumption that it is
computationally infeasible to compute square roots inodulo a large
composite integer  with unknown factorization- This is provably equivalent
to the assumption that factoring large integers is  diffcult. 15 It should
he noted that there is no need for the claimant to have signifcant
computing power. Smart  cards implement this kind of authentication using
only a few modulo inulti p I ications L",4](36) .  Finally, it should be
noted that the Zero Knowledge Proof protocol is patented [#i2] (US patent
4,748,668, issued May 3 !, 1988). 3.6 One-way Funvtions 20 A cane-way
function Foperates on an input X, and returns F[X] such that X  carmot be
dctcrr-iined  from F[X].  Whe n them i4 no restriction on the formal of X,
and F[X  I contains  fhwwer bits than X, then  collisions must ex is L. A
collision i dehued as Lw  o different X input values producing the same
F[X] value - i.e. X 1 and Xn  exist sucht  thatX,  A X_ vet F[X1 ] 1-[X.-.
1, When X contains more bits than F[X1  the input must he compressed in
some way, to crate the 25 output. In ninny cases, X is broken into blocks
of a particular  iize, and compressed over a number of rounds,  with the
output of one round being the input to the next. The output of the hash
function is the last output once  X has been consumed. A psesdo-collision
of the compression function CF is defined as two different initial  values
V, and Vi and two inputs Xr and X, (possibly identical) are given such that
CF{V,, X,) - CF(V2, Xi).  'Vote that the existence of a pseudo-collision
does not mean that it is ease to comp utc an X- for a giver, X,. 30 We are
only interested in one-way fitrre functions brat are repeatable in
different i mplemonLxtinns. Consider an  example F where F[X]  is the tin-i
c between calls to F. l err a given t for different i rnp[cmcntations. This
kind of F  is therefore not of interest.  -35 In the scope of this
document, we are interested in the following forms of one-way functions;  *
Encryption using an unknown key   Random number  sequences  + Hash
Functions Me'-sage Authentication Codes 13 AUGUST 2004 -9 1.6.1 Encryption
Using an Unknown Key When a message is encrypted using an unknown key K,
the encryption function E is effectively one-  way. Without the key K, it
is computationally infeasible to obtain M from EK[M]. An encryption
function is  only one -way for as long as the key remains hidden 5 An
encryption algorithm does not create collisons, since E creates EK [M] such
that it is possible to reconstruct M using function D. Consequently F[X]
contains at least as many bits as X (no information is lost) 



if the one-way function F is E. Symmeric encryption algorithms (see Section
3.3) have the advantage over asymmetric algorithms (see Section 3.4) for
producing one-way functions based on encryption for the following reasons:
10. The key for a given strength encryption algorithm is shorter for a
symmetric algorithm than an asymmetric algorithm .Symmetric algorithms are
faster to compare and require less software or silicon Note however, that
the selection of a good key depends on the encryption algorithm chosen.
Certain keys are not sstrong for particular encryption algorithms, so any
key needs to be tested for strength. The more 15 tests that need to be
performed for key selection, the loss likely the key will remain hidden.
3.6.2. Random Number Sequences Consider a random number sequence R,
R,....R, R,. We define the one-way function F such that F[X] returns the X
random number in the random sequence. However we must ensure that F[X] is
repeatable for a given X on different implementations. The random number
sequence therefore cannot be truly random, 20 Instead, it must be
pseudo-random, with the generator making use of a specific sed. There are a
lage number of issues concerned with defining good random number
generators. Knuth, in [48] describes what makes a generator "good"
(including statistical tests), and the general problems associated with
constructing them. Moreau gives a high level survey of the current state of
the field in [60] The majority of random number generators produce the
ramdom number from the 1-1th state - the 25 only way to determine the 1th
number is to iterate from the 0th number to the 1th. If it large, it may
not be practical to wait for i Iterations. However there is a type of
random number generator that does allow random access.In [10], Blum, Blum,
and Shub define the ideal generator as follows: ".. we would like a
pseudo-random sequence generator to quickly produce, from short seeds, long
sequences (of bits) that appear in every way to be generated by 30
successive flips of a fair coin". They defined the x mod n generator [10],
more commonly referred to as the BBS generator. They showed that given
certain assumptions upon which modern cryptography relies, a BBS generator
passes extremely stringent statiscal tests. The BBS generator relies on
selecting n which is a Blum integer (n-pq where p and q are large prime
numbers, p+q, p mod 4 = 3, and q mod 4 -3). The initial state of the
generator is given by x where x 35 -x mod n, and x is a random integer
relatively prime to n. The i pseudo-random bit is the least significant bit
of x where: x -x mood n As an extra property, knowledge of p and q allows a
direct calculation of the 1th number in the  sequence as follows:   13
AUGUST 2004 - 10 x, mead in whcre; y = 2' mod  ((p- ] )(q- I)) Without
knowledge of p and q, the generator must iterate (the security of
calculation reIies on the  conjectured difficulty of factoring Iarge
numbers). When first defined, the primary problem with the BBS generator
was the amount of work required  



5 liar a sinIe output bit. The algorithm was considered too slow for most
applications. However the advent of  Montgomery reduction arithmetic [58]
has given rise to more practical implemenLaticros, such as (5`)1. In  addi
Lion, Vazirani and Varirani have shown in [90] that depending an the size
Of n, more bits can safely be  taken from x, without conrpromising the
security of the generator. Assuming we only take 1 bit per x, N bits (and
hence N iterations of the bit generator function) are  10 needed in order
to generate an N-bit random number. To the outside observer, given a
particular set of hits,  there is no way 1o determine the next bit other
than a 50/50 probability. If the, X. p and q arc bidden, they act as  a
key, and it is computationally infeasible to take an output bit stream, and
compute x, p- and q. It is also  computationally infeasible to determine
the value of i used to generate a given set of pseudo-random hits, This
last feature makes the generator one-way Different values of 1 cart produce
identical bit sequences o f a given 15 length (e. g- 32 hits of random
bits). Even if x p and q are known, for a given F[i], i can only he derived
as a  Se L of possibilities, not as a certain value of course if the domain
of i is known, then the set of possibilities is  reduced further). However,
there are problems in selecting a good p Lind q, and a good seed x. In
particular, Ritter in  [681 describes a problem in selecting. The nature of
the problem is that a BBS generator does not create a  20 single cycle of
known length- Instead, it creates cycles of various lengths, including
degenerate (zero-length) c}rules, Thus a 13 B5 generator cannot he
initialized with a random state - it might be on a short cycle. Specific
algorithms exist in section 9 of [10] to determine the length of the period
for a given seed givers certain  strenuous conditions for n. 3.6.3 Hash
Functions 25 Special one-way functions, known as Hash functions, Wrap
arbitrary Iength messages to fixed-length  hash values Hash function are
referred to as H [.M], Since the input is of arbitrary length. a hash
function has  a compression component in order to produce a faxed length
output. Flash functions also have an obfuscation  component in order it)
make it difficult to find collisions and to determine information about M
from IIF.-M] Because collisions do exist, most  applications require that
the hash algorithm is preimage  resistant. in 30 that for a given X i iL is
difficult to find X2 such that H[X L F = IIIX7]_ In addition, most
applications also require  the bash algorithm to be collision Y' resistant
(Le. it should be hard to find two messages X and Xi such that  IIPX I] =
HIX2J}. However- as described in [20.1, it is an open problem whether a
collision-resistant h ash  function, in the idea] sense, can exist at all
The primary appIication for hash functions is in the reduction of an input
messy a into a digital  35 "fingerprint'' before the application of a
digital signature algorithms. One problem of collisions with digital
signatures can be seen in the foIIowing. example. A has a Iong message M1
that says "l owe B S10" A signs H[M using his private key.  B, being
greedy, then searches for a collision message M2 where H[ivt2J = II[ ,] but
13 AUGUST 2004 - 11  where M2 is favorable to B, for example~ 'I owe B SI
miffion ". Clear]y it is in A's  Interest  to ensure that it is difflouIt
to find  such  an M,. Example of collision resistant one-way hash
funcitions    are SILA-1 9280 , MD5 and RIPEMD-1     160  (661, a [ I
derived from NUM [70] [72] 3.6.31 MD4 Roll Rivest introduced MD4 [7 0] [72]
in 19 9 0 - It is, Only  mention hore because all  other one-way  



hash  functions are derived in some way from M D4,  MD4 is now considered
completely  broken  (18j [ 1 9j in ~that  coiiisions can be calculated
instead of  searched for. hi the example above, B could trivially  generate
a subtitute meessagc M2 with the~same  hash  10 value as the original
message  M L 3.6.3.2 MD5 Ron  Rivest introduced MD5 [73] in 1991 as a more
secure  MD4. Like MD4, MD5 produces a 128- bit hash value- MD5 is not pawn
Led [80]  Dobbertin  describes the Status of MD5 after  recent  attacks
[20j- He~ describes  how pseudo-collisions  15 have been found in MD5,
indicating  a weakness  in the  compression function, and more  recently,
collisions  have been found. This  means  that MD5 should not be used for
compression in digitaI -signature  schemes  where the existence of
collisions  may have  dire ~ consequences, However MD5 can still be used as
a one-way  function, In addition.. the ILMAC-MD5  construct (see~ Section
.3.6-4. 1 ) is not  af1ecled by these.~ recent  attacks.  3.6.3.3 SHA-1 20
S HA- 1 [28] is very  similar  to MD 9, but has a 16 0- bit  hash value~ (M
D 5 ()n I v h us 128 bits of hash  value* S H A- I was designed  and
introduced by the N I ST and  N SA for use in the Digital Sjgnature
Standard  (DS S), The original  published  description was  called  911A J2
7 11 but very  soon afterward, was revised to  become SHA- 1 [28],
5upposedly  to correct  a security  flaw in SHA 1  (although   the NSA has
not released  the  mathcmatical  reasoning  behind the change). 25 There
are no known  cryploraphic  attacks against S1 IA- 1 [7 8). It is  also
more resistant to  brute force  attacks than MD4 or MD5 simply because of
the longer hash result The US Governmerit  owns~ the SHA- 1 and [)SA
algorithms  (a digital   signature authentication algorithm  defined as
part of  DSS 12 9 1) and has at least  one relevant  patent  (U S patent
5.23 1,6 8 8 granted  in  1993)_ However, according to NIST [6 11: "The
DSA patent  and any foreign  counterparts  ~that  may lssue  are available
for use  without  am) written permission  from or payment of royalties to
the U.S U.S.  In  a much  stronger  declaration, NIST states in the -same
documunt J6 I j that DSA and S1 IA- 1 do not  infringe  thied  party's
rights 35 "NIST reviewed all of  1he asserted patents and concluded that
none of them would be  infringed  by DSS. Extra protection will be written
into lhe PK I  pilot project  that will  prevent  an  Organization or
individual from suing anyone except the government for  patent infringement
during the course of the project  " 1 3 AUGUST 2004 - 12  It must however,
be noted that the Schnorr authentication algorithm  [81] (US patent number
4,995,02) patent holder claims that DSA infringes his patent- The Schnorr
patent is not due to expire until  2008, Fortunately  this does not affect
SHA-1. 3.6.3.4 RIPEMD-160 RIPEMD-160 [66] is a hash f t ion derived from
its prodeccessor RIPEMD [ 1 11 (developed for thc  European Community's
RIPE project in 1992). As its name  suggests, RIP P EM D- 160 produces a ]
60-bit  hash  



result. Tuned for software implementations  on 32-bit architectures,
RIPEMD-160 is intended to provide a  high  ]eve] of security for 10 years
or more. Although there  have been no successful  attacks on RIPEMD-160, it
is comparatively new and has  10 not been extensively cryptanalyzed,    The
original RIPEMD algorithm  III ] was specifically designed to resist  known
cryptographic attacks on M D4- The recent attacks on MD5 {detailed in [201)
showed similar weaknesses in the RIPEMD 128-hit hash function, Although the
attacks showed only theoretical weaknesses,  Dobbertin,, Preneel  and
Bosselaers  further strengthened RIPEMD into a new  aIgorithm,
R]PF,M17-160- RIPEMD-160 is in the public domain, and requires no licensing
or royalty payments 15 3.6.4  Message  Authentication Codes '1-he problem
of message authentication can fine summed up as follows: How can A be sure
that a message supposedly from f3 i. s in fact from R;'  Message
authentication is different from entity authentication (described in the
section on  cryptographic challenge-ruspoose protocols). With entity
authentication , one entity' (the claimant} proves  its 20 identity to
another  (the verifier). With message  authentication, we are concerned
with making  sure that a  given message is from who We think it is From
i.e, it has not been tampered with en route from the source to  its
destination- WhiIe this section has a brief overview  of message
authentication, a rnore  detailed survey can  be found in [86J. A one-way
hash function is not sufficient  protection for a message. Hash functions
such as D5 rely  25 on generating a hash value that is representative of
the original input, and the. original input cannot  be derived  from the
hash value, A simple attack by 1i. who is in-between A and ]3, is to
intercept the message from 13,  and substitute hip own. Even if A also
scnd ~ a hash of the original message, B can simply substitute the hash
(if his new message. Using  a one-way hash function alone, A has no way ng
Ghat B's message has  been changed. 30 One solution to the problem of
message authentication is the Message Authentication  Code, or  MAC. When B
sends message M, it also sends MAC[M] so that the receiver + it I know that
M is actually  from B- For this to be possible, Canty f must be able to
produce a MAC of 11, and in addition, A should he  able to vcrify M against
MAC[M]. Notice that this is different from  encryption  of M - MACs arc
useful    when  35 M does not have to be secret. The simplest  method of
constructing a MAC from a hash function is to encrypt the hash value with a
symmetric algorithm' 1. Hash the input message H[M]  2. Fncrypt the hash
EK[H[M]] I3 AUGUST 2004 This is more secure than first encrypting the
message and then hashing the encrypted message, Any  symmetric or
asymmetric cryptographic function can be used, with the appropriate
advantages and disadvantage of each type described in Section 3.3 and
Section 3-4. However, there are ac}vantages to using a key-dependent
one-way hash function instead of techniques  5 that use cncryption such as
that 511 Ow F! above ): Speed, because one-way }rash functions in genera]
work much faster than encryption; Message wire. because EK[M] is at least
the same size as M, while H[M] is a lixed size (usually  



considerable smaller than M);  Hardware/software requirements - keyed
one-way hash functions arc typically fear less complex than  10 their
encryption-based counterparts; and  One:-way hash function implementations
are not considered to be encryption or decryption devices  and therefore
arc not subject to US export controls. It should he tinted chat hash
functions were never originally designed red to contain a key or to support
message authentication- As a result, some ad hoc methods or using hash
functions to perform message 15 authentication. including various functions
that concatenate messages with secret prefixes, suffixes, or both  have
been proposed [56][78]- Most of these ad hoc methods have been successfully
attacked by sophistic aced  means [42][64 F[65]. Additional MACS have been
suggested based on XOR schemes [S 1 and Toeplit/. matrices  [49] (including
the special case of LFSR-based (Linear Feed Shift Register) constructions)
3.6.4.1 HMAC 20 The HMAC construction [6l[7] in particular is gaining
acceptance as a solution for Internet message  authentication security
protocols. The HMAC construction acts as a wrapper, using the underlying
hash  function in a black-box way. Replacement of the hash [unction is
straightforward if desired clue to security or  performance reasons,
However, the major advantage of the HMAC construct is that it can be proven
secure  provided the underlying hash function has some reasonable
cryptographic strengths - that is, HMAC's 25 strengths are directly
connected to the strength of the hash function [6]. Since the HMAC
construct is a wrapper, any iterative hash Junction can be used in an HMAC-
Examples include HMAC-MD5, HMAC- SHA 1, HMAC-RIPEMD160 ero. Given the
following definitions: II - the hash function (e.g. MD5 or SKA-1) 30 * n
number of hies output from H (e.g. 160 for SHA-1, 128 hits for MD5) 35  M =
the data to which the MAC function is to be applied   K = the secrel key
shared by the two parties [pad = 0x36 repeated 64 times   opal 0x5C
repeated 64 times  T he HMAC algorithm is as foIIows: 1. Extend K to 64
bytes by appending 0x00 bytes Lo the end of K 2- XOR the 64 byte string
created in (1) wish ipad 3. append data stream M Lo the 64 byte string
created in (2)  4- Apply H to the stream generated in (3) 13 AUGUST 2004 -
14 5. XOR the 6,1 byte strut created in (I) with opad 6. Append the H
result from (4) to the 64 byte string resulting from (5)  7. Apply II to
the output of (S) and output the result Thus= 5 HMAC[M] H[(K 9) opad) |
1l[(K f ipad) | M]] The recommended key length  is at least n bits,
although it should  not be linger than 64 bytes the  



length of the hashing  block). A key longer than n bits does, not add to
the security o1` the function 1. HMAC optionally allows truncation of the
final output e.g. Iruncation to 128 hits Truro 160 hits.  The II AC
designers' Request for Comments 151 was issued in 1997,  one year after the
algorithm.  1 {1 was first introduced- ['he designers claimed that the
strongest known attack against  IIMAC is based on the frequency of
collisions  for the hash function H (see Section 5.5.10), and is totally
impractical for minimally  reasonable hash functions: .As an example, if we
consider a hash function like MD5 where Me output length  is 128  hies, the
attacker needs to acquire the Correct message authentication tags  computed
15 (wish the  name necret key K) an about  264 known  plaintexts.. ? This
would  require  the processing  of fat feast 264 blocks under  H. an
impossible lack in any' realistic scenario  (for ' a block length of 64
byres this  would rake 250, 000 years  in a continuous f Gbps  link,  and
without  changing  the secret key K all this time ). 1 his attack  could
become realistic  only 1f serious flaws  in the collision behavior of the
function 11 are discovered (e. ,F. 20 Collisions found after 230 messages).
Such a discovery  would determine  the immediate  replacement  of funefian
H (the effects q f such a. failure would be far more severe for the
iraditional  antes of H in the context of 'digital  signatures , public key
certificates etc).  0f course , if a 1#i{)-1i [ hash function is used, then
2' should be replaced with 2s. This should be contrasted with a regular
collision attack on cryptographic hash function, where no  25 secret key Is
involved and 264  off-line  parallelizable  operations  suffice to find
collisions More recently, HMAC protocols  with replay  prevention
components [62] have been defined in order  to prevent the capture and
replay o [`any M, HM [M] combination within a given time period Finally, it
should be noted that HMAC is in the public domain I50]. and incurs no
Iicensing fees.  There are no known patents infringed  by H MAC, 30 3.7
Random Numbers and Time Varying Messages ] he use cif a random  number
generator as a one-'ray function has lready been examined. However,  random
number generator  theory is very much interwined  with cryptography,
security, and authentication.  There area large number of issues concerned
with defining. good random number generators. Knuth, in [48J describes what
makes a generator good (including  statistical tests). and the genera[
problems 35 associated with constructing them. Moreau gives a high ]eve]
survey of the current state of the field in [60].  Onc of the rises for
random  numbers is to ensure  that messages vary over time. Consider a
system  where A encrypts co in ids and sends rhos it) If the encryption
algorithm produces The same . output for a  given input an attacker could
simply record [he messages and play them back to fool 13. There is no need
for  the attacker to truck the encryption mechanism other  than to know
which message to play to 13 (while 13 AUGUST 2004 - 15 pretending  to  he
A). Consequently messages often include a random number and a time stamp to
ensure that  the message (and hence its encrypted counterpart) varies each
Lime Random  number generators are also often used to generate keys-
Although KIappter  hays recently  [45J that a family of secure feedback
registers for the purposes of bui[dirrg key-streams  does  cxist, he  5
does not give any practical construction. It is therefore best to say at
the  moment  that all -generators  are insecure for this purpose. For
example, the Berlekamp-Massey algorithm [541, is a classic. attack on an
LFSR  random number generator. If the LFSR is of length n, then only 2n
bits  of the sequencc suflice to determine  



the LFSR, compromising the key generator If, however, the only role of Lhe
random number generator  is to make sure that messages vary over  10 tune,
the security of the generator and seed is not as important as it is for
session key generation. If  however,  the random  number seed generator is
compromised, and an attacker is able to calculate future "random"  numbers,
It can leave some protocols open  to attack. Any new protocol should be
examined with respect to  this situation, The actual type' of random
number generator required will depend upon the implementation and the  15
purposes for which the generator is used. Generators include Blum  131
urn-. and Shuh [ 10 ], stream ciphers Such  as RC4 by Ron Rivest  [7! J,
hash  functions such as SHA-l [2S] and RIPEMD-160 [66]. and traditional
generators such LFSRs (Linear Feedback Shift Registers) 14 81 and their
more recent counterpart FCSRs  (F eedback with Carry Shift Registers) [44].
3.8 Attacks 2 This section describes the various types of attacks that can
be undertaken to break an authentication  cryplosystem . The attacks are
grouped into physical and logical attacks. Logical attacks work on the
protocols or algorithms rather than their physical implementation, and
attempt  to do one of three things;  Bypass  the authentication process
altogether  25  Obtain the secret key by force or deduction, so that any
question can be answered  Find enough about the nature of the
authenticating questions and answers in order to, without she key,  give
the right answer to each   question. The attack  styles  and the forms
they take are detailed  below. Regardless of the algorithms and protocol
used by a security chip, the circuitry oi  the authentication  30 part of
the chip can conic under physical attack. Physical attacks come in four
main ways  although the fans  of the attack can vary;  Bypassing the
.security chip altogether Physical examination of the  chip while in
operation (destructive and non-destruction)   Physical decomposition of
chip 5  Physical alteration of chip The attack styles and the forms they
take. arc detailed below. This section does not suggest solutions to these
attacks, It merely describes each attack type- The  examination  is
restricted to the context of an authentication chip (as opposed to some
other kind of system,  such as Internet authentication) attached to some
System 13 AUGUST 2004 - l6 5 3.8,E Logical Attacks ['hose attacks are those
which do not depend on the physical implementation  of the  cryptosystem-
They work against the protocols and the security of the algorithms and
random number generators. 3.8.1.1 Ciphertext  only attack This is where an
attacker hay one or more  encrypted messages, al[ encrypted using the  same
algorithm. The aim of the attacker  is Lo obtain the plaintext messages
from the concryted messages- Ideally,  



the key can be recovered so that al] messages in the future can also be
recovered. 3.8.1.2 Known plaintext attack This is where an attacker has
both the plaintext and the encrypted form of the plaintext- In the case of
10 an authentication chip, a known-plaintext attack is one where the
attacker can see the data flow between the  system and the authentication
ship- The inputs  and outputs are observed (not chosen by the attacker),
and can  be analyzed for weaknesses (such as birthday attacks or by a
search for differentially  interesting input.. 'output  pairs). A known
plairtext attack can he carried out by connecting a logic analyzer to the
connection  15 between the system and the  authentication chip. 3.5.1.3
Chosen plaintext attacks A chosen plaintext attack describes one where a
cryptanalyst has the ability to send any chosen  message to the
crypcosysten, and observe the response. If the cryptanalyst knows the
algorithm, there may he  a relationship between inputs and outputs that can
be exploited by feeding a specific  output to the input of  20 another
function. The chosen plaintext attack is much stronger  than the known
plaiutext attack since the attacker can  choose the messages rather than
simply observe the data 11 ow. On a system using an embedded authentication
chip, it is generally eery difficult io prevent chosen  plaintext attacks
since the cryplanalyst can logically pretend he/she is the system, tend
thus  sent] any chosen  225 hit-pattern streams to the authentication chip
3.8.1.4 Adaptive chosen plaintext attacks This type of attack is similar
to the chosen  plaintext attacks except [ha[ the attacker has the added
ability to modify subsequent chosen plaintexts based upon the results of
previous experiments- This is  certainly the case with any system /
authentication chip scenario described For consumables  such as 30
photocopiers and toner Cartridges, especially since both systems and
consumables are made available to the  public. 3.8.1.5 Brute force attack A
guaranteed way to break any key-based cryptosystem algorithm is Simply to
try every key.  Eventually  the right  one  will be found. This is known as
a brute .force  attack. IIowever , the more key 35 possibilities there are,
the more  keys must  be tried, and hence the longer it takes (on average)
to find the right  one. If there are N keys, it will  take a maximum  of N
tries- If the  key is N bits long, it will take a maximum of  2" tries,
with a 50% u chance of finding the key alter only half the attempts The
longer N becomes, the  longer it will take to find the key, and hence the
more Secure the  key is. Of course, an attack may guess the  key on the
first try,  but this is more unlikely the kroner the key is. 13 AUGUST 004
- 17 Consider a key Iength  of 56 bits  In the worst case, all 256, tests
(7.2 x 1016 Lents) must be made to find  the key_ In 1977, Diffie and
Hellman described a specialized machine  for cracking DES, consisting of
one million  processors, each capable of running, one mullion tests per
second [17]. Such a machine would take 20  hours to break any DES code. 5
Consider a key length of I28 bits. In the: worst case, all 2126 tests {3,4
x 1 0 - : 4 made to  find the key _ Phis would take ten billion years on an
array of a trillion processors each, running 1 billion  tests  



per second. With a long enough key length , a brute force  attack takes too
long to he torch the attacker's efforts.  3.8.1.6 Guessing attack 10 This
type of ' attack is where an attacker  attempts to simply. "guess" the key_
As an attack it is identical  to the brute force attack (see Section
3.8.1.5) where the odds of success depend on the length of the key.
3.8.1.7 Quantum computer  attack To break an n-bit key, a quantum computer
[83] (NMR, Optical, or Caged Atom) containing n qubits  embedded in an
appropriate algorithm must be built. The quantum computer effectively
exists in 2" 15 simultancous  coherent  state. 'The . trick is to extract
the right coherent state  without  causing any decoherence.  To date this
has been achieved with a 2 quoit system (which exists in 4 coherent
states). It is thought possible  to extend this to b qubits with 64
simultaneous coherent states) within a few years. Unfortunately, every
additional quoit halves the relative strength of the signal representing
the key_  ']his rapidly becomes a serious  impediment Lu key  retricval
especially wish the  long keys used  in 20 cryptographically secure
systems. As a result, attacks on a cryptographically secure key (e.g.. 160
bits) u sing a Quantum Computer are  Likely not to he feasible and it is
extremely unlikely that quantum computers will have achieved more than 50
or so cubits within the commercial lifetime of the authentication chips-
I?yea using a.50 quoit quantum  computer, 21 I. tests are required to crack
a 160 hit key. 25 3.8.1.8   Purposeful  error attack With Certain
algorithms, attackers can gather valuable information from the results of a
had input- This can range from the error message text to the time taken for
the error to be generated. A simple  example is that of a  uscrid/password
scheme. If the error message Usually says "Bad  useridthen when an attacker
gels a message  saying "Bad password" instead, then they know that the
useerid  30 is correct. If the message always says "Bad userid/password"
then much less information is given to the attacker- A more complex example
is that of the recent published method of cracking encryption Codes Iron,
secure web sites 1411- The attack involves sending particular (messages to
a server and observing the error  message responses- The responses give
enough inforntation to learn the keys - even the lack al' a response  gives
some information. 35 An example of rilgorithntic Lime can be seen with an
algorithm that returns an error as soon as an  erroneous bit is detected in
the input message. Depending on hardware implementation, it may be a simple
method for the attacker to tune the response and alter each bit one by one
depending on the time taken for the  error response, and thus obtain the
key. Certainly  in a chip implementation The time taken can be observed w
Ilk far greater accuracy than over the Internet. 13 AUGUST 2004 - 18
3,8.1.9 Birthday attack This attack is named after the Iambus "birthday
paradox" (which is not. actual Iv a paradox at all). The  odds  of one
person sharing a birthday with another , is 1 in 365 (not counting leap
years). Therefore  there trust  be ] 83 people in a room for the odds w he
more than 50%4 that one of there shares your birthday- However 5 [here only
needs to be 23 people in a room Ear there to be more  than a 50% chance
that any two share  are a  birthday, as , shown in the following relation: 



Prob = I - nPrid - I - 365P23/3652' z 0-507 Birthday attacks are coin nion
attacks against hashing algorithms, especially those algorithms chat
combine hashing with digital signatures. TO If a message has been generated
and already signed, an attacker must search for a collision message c  that
hashes to the same value (analogous to funding one person who shares your
birthday). However, if the  attacker can generate the message, the birthday
attack comes into play. The attacker searches for two  messages that share
the same leash value (analogous to any two people shari ng a birthday),
only one message  is acceptable 1o the person signing it, and the other is
beneficial for the attacker. Once the person has signed 15 the original
message  the: attacker simply claims now that the person signed the
alternative message - mathematically  there is no way to tell which  age
was the original, since they  both hash 10 the same value- Assuming  a
brute force attack is  the only way to determine a match, the weakening of
an n-bit key by the birthday attack  is 2' . A key length of ] 28 bits that
is susceptible to the  birthday attack has an effective  length of (only
64 bits, 20 3.8.1.10 Chaining attack ['here are attacks made against the
chaining nature of hash functions. They  focus an the compression  function
of a hash function- The idea is  based on the fact that a leash function
generally  takes arbitrary length  input and produces a constant length
output by processing the input nn bits at a time. The output from one
block is used as the chaining variable  set  into the next block, Rather
than finding  a collision against an entire 25 input, the idea is that
given an input chaining variable set, to find a substitute block that will
result in the Same  output chaining variabIes  the proper message. The
number  of choices for a particular block is based on tlie length of the
black. If the chaining  variable is c bits, the hashing function behaves
Iike a random mapping, and the black length is b bits, the  number of such
b-bil blocks  is approximately 2" 12". The challenge for finding a
substitution block is that  3{] such blocks are a sparse subset of all
possible blocks For S1IA-1, the number  of 512 bit  blocks is approximately
2512/2160 or 235?. The chance of finding a  block by brute force search i5
about l in 2' 3.8.1.11 Substitution wilh a complete lookup table 1f the
number of potential  messages sent to the chip is ,mall, then there  is no
need for a clone 35 manufacturer to crack the key. Instead  the clone
manufacturer could  incorporate  a ROM in their chip that had  a record of
ail of the responses from a genuine chip to the codes sent by the system-
Thu Iarger  the key, and  the larger the response, rite more space  is
required for such a lookup table 3.8.1.12 Substitution with a sparse lookup
table 13 AUGUST 2004 - 19 if the messages sent to the chip are somehow
predictable, rather than effectively random, then the  clone manufacturer
need not provide a complete lookup table- For example: I f the message is
simply  a serial number,. the clone  manufacturer need simply provide a
lookup table  that contains values for  past and predicted future serial
numbers- There are unlikely to be  more than  5 10" of these. ]I- the test
code is simply the date. then the clone manufacturer  can produce a Iookup
table  using the  data as the address 



* If the test code is a pseudo-random number using either the serial number
or the date as a seed; then  the clone manufacturer just needs to crack the
pseudo-random number generator in the system- This  10 is probably not
difficult, as they have access to the object  code of the system. The clone
manufacturer would then produce a content addressable memory (or other
sparse array lookup) using  these codes to access stored autentication
codes 3.8.1.13 Differential cryptanalysis; Diflerential eryptanalysis
describes an attack where pairs of inpuL .streams are generated with known
15 difference, and the  differences  in the encoded streams are am-slyzQd.
Existing differential attacks are heavily dependent on the structure of S
boxes, as used in IDES and  other similar algorithms. Although other
algorithms such as HMAC-SHA1 have no S boxes. an attacker tart  undertake a
differential-like attack  by undertaking statistical analysis of.
Minimal-difference inputs, and their corresponding outputs  20 "
Minimal-difference outputs, and their corresponding inputs Most algorithms
were strengthened against differential cryptanalysis once the process was
described- This is covered in the specific sections devoted to each
cryptographic algorithm. however some recent  algorithms dcveloped  in
secret have been broken because the developers had not considered certain
styles of  differential attacks [9 I ] and did not subject  their
algorithms 10 public scrutiny. 25 3.8.1.14 Message substitution attacks In
certain protocols, a man-in-the-middle  can substitute part or all of a
message. This is when. a real  authentication chip is plugged  into a
reusable  clone chip within the consumable. The clone chip intercepts  all
messages between Lhe system and the authentication chip, and can perform a
number of substitution  attacks.  Consider a message containing a header
followed  by content. An attacker may not be able to 30 generate a valid
header , but may he able LL) substitute their own content, especially if
the valid response is  something along the lines of "Yes. I received your
rnessage". Even if the return  message  is "Yes, I received  the following
message -. " the attacker may be able to substitute the original message
before  sending the   acknowledgment back to the original sender. Message
Authentication Codes were developed to combat message substitution  attacks
35 3.23.!.15 Reverse engineering  the key generator If a pseudo-random
number  gun orator is used to generate  key 5, Lhere is the potential for
as clone  manufacture to obtain the generator program or to deduce the
random seed used. This was the way in which  the security layer of the
Netscape  browser grogram was initially broken [33] 13 AUGUST 2004 -20
3.8-1-16 Bypassing the authentication  process It may be  that  thcre are
problems   n the  authentication  protocols that can allow a bypass of the
authentication  process  aItogether- With thee kinds  of attacks  the key
completely irrelevant, and the attacker   has no need to recover  it  or
deduce  it, -5    Consider  an example of a system  that  authenticates  at
power-up, but doe s not authenticate at any  other time  A reusable
consumable  with a clone  anthentication chip  may make  use of a reaI
authenticaLion chip. The clone  authencation chip uses the real  chip for
the  authentication call, an d then simulates the real  authentication
chip's  state data  after that. 



Another  example  of bypassing  authentication is  if the system
authentication only after  the consumable  ~  10 has been used. . A clone
authentication chip can accomplish  a simple  authentication bypass by
simulating  a loss,~  of connection  after  the use  of the comsumable but
before the authentication protocol  has completed  (or even  ~started) One
infamous  attack known as the "Kentucky Fried Chip" hack [2] involved
replacing a  microcontroller  chip for  a satellite  'TV  system- When  a
subscriber  stopped  paying the subscription fee, the 15 system  would send
out a "disable" message. However  the new inicro-controller would simply
delect  this  message and not pass  it on to the consumer's, satellite TV
system. 3.8.1.17  Garrotr/bribe attack If  people  know  the  key, there is
the possibilty  that they could  tell some one  else . The telling may be
due to coercion  (bribe, garrote etc.), revenge  (e. g, a disgruntled
employee), or simply  for  principle. These 20 attacks are usually  cheaper
and easier  Ihan other efforts at deducing  the key. As an example , a
number  of  people claiming to be invoIved with  the ~ development of the
Divx standard have  recently  (May/June 1998)  been  making noises on a
variety of  D V D newsgroups to the effect they would like to help dwevelop
Divx  specIfic cracking devices  - out of principle. 3.8.2 Physical
Attacks 29 The FoIlowing atIacks  assume  implementation  0f  an  allt[I 00
liCILdOA  mechanism  in  a   silicon chip  that   die attacker has -,
physical  access  to. The ~ first  attack  Reading ROM . describes; an
attack when  keys  are stored  in ROM, while  the remaining  attacks assume
that a secret  key is  .stored in Flash  memory 3.8.2.1 Reading ROM I f a
key  is  stored in ROM it can  be read directly - A ROM can thus  be safely
used  to hold  a  public key  30 (for use in asymmetric  cryptography), but
not to ho I d a privale ~ key.  In symmetric cryptography, a ROM is
completely  in secure. Us in o a copyright text (such  as a haiko) as the~~
key  is not sufficient, because we  are assuming  that the cloning  of  the
chip is  occurring in a country where , intellectual  property  is not
respected.  3.8.2.2 Reverse engineering of chip Reverse  engineeriing of
the chip  is where  an attacker  opens  the chip and analyzes the
circuitry.. Once  35 the circuity  has been analyzed the inner  working  of
the chip's algorithm can be recovered. Lucent  Technologics  have
~develope  an active method. [4 ] known  as TOBIC (Two photon OBIC,  where
013 1 C stands  for Optical Beam Induced  Current), to image  circuits.
Deve1oped  primarily  for  static R A M anallysis, tbe  process  involves
removing  any back  materials- polishing  the back  surface to a mirror 13
AUGUST 2004 -21  finish, and then focusing  light on the surface. The
excitation waveIength is spccifically  chosen not tA) induce  a  current in
the I:_ A Kerckhoffs in the nineteenth  century mach a fundamental
assumption  about cryptanalysis if l he  algorrthmIs loo r working  are the
sole  secret of the  SCUM f". lire scheme  is as  good as broken 1391. He 5
stipulated  that the secrecy must  reside entirely in the key. As a result,
the best w }+ to protect against reverse  engineering of the chip is to
make the inner workings irrelevant. 3.$,2.3 Usurping the authentication
process It must be assumed that any clone manufacturer has access Lo both
the system and consumable designs,  



1 () if the sanie channel is used for communication between the system and
a trusted system authentication chip, and a non-Lrusted consumable
authentication chip, iL May he passible f OT the non-trusted  chip to
interrogate a trusted authentication chip Li order to obtain the "correct
answer". I f this is so, a clone  manufacturer would not have to determine
the key. They would only have w trick Lhe system  hilts using the
responses from the system authentication chip. 15 The alternative method o
C usurpi rig the authentication process follows the same method as the
logical  attack described in Section ;.8_I.16, involving simulated lass of
contact With the system whenever  authentication processes take place,
simulating  power-down etc. 3,5.2.4 Modification of system This kind of
attack is A. here the system itself is modified to accept clone
consumables, file attack  20 may be a change of system ROM, a rewiring of
the consumable, or, taken to the extreme case, a completely  clone system.
Note that  Lhis hind of attack requires each individual system to be
modified, and would mast likely  require the owner's consent . 'l'here:
would usually have to be a clear advantage for the consumer  to undertake
such a modification, since it would typically void warranty and would most
likely be costly. An example of 25 such a modification with a clear
advantage to Lhe consumer is a software  patch to change  fixed-region DV])
players in LO region-free DVD players (although it should be noted that
this is not to use clone consumables,  but  rather originals front the
saute companies simply targeted for sale in other countries). 3.5.2.5
Direct viewing of chip operation by conventional  probing I F chip
operation could be directly viewed using an STM (Scanning Tunnelling
Microscope) or an  31) electron bean,, the keys could be recorded as they
are read from  the internal non-volatile memory and loaded  into work
registers. These forms of  conventional probing require direct access to
the top or front sides of the IC while it  is powered. 3.8.2.6 Direct
viewing of the non-volatile inewory 35 If the chip were sliced  so that the
floating gates of the Flash memory were exposed, without  discharging them.
then the key could probably he viewed directly using an Sir ( or 13K N1
(Scanning Kelvin  Micro cope). 13 AUGUST 2004 22 However, slicing the chip
to this level without discharging Lhe gates is probably impossible. Using
wet etching, plasma etching. ion milting (focused ion brain etching), or
chemical mechanical polishing will  almost certainly discharge the small
charges present  on the floating gales. 3-8.2.7 Viewing the Sight bursts
caused by state changes 5 Whenever a gate changes state, a small amount of
infrared energy is emitted- Since silicon  is  transparent to  infrared.
these changes can be observed by looking at the circuitry firm the
underside of a chip.  While the emission process is weak, it is bright
enough to be detected by highly sensitive equipment  developed for  use in
astronomy- The technique [89], developed by IBM, is cal led PICA
(Picosecond Imaging  Circuit Analyzer). If the state of a register ins
known at time, then watching that. register change over time ]0 will reveal
the exact value at time 1-n, and if the data is part of the key, then that
part is compromised- Viewing the keys using an SE PM 



A non-invasive testing device, known as  a Scanning Electric  Potential
Microscope (SEPM), allows  the direct viewing of ' charges within a chip
[37]. The SEGM has a tungsten probe that is placed a Few  micrometers above
the chip, with the probe and circuit forming a capacitor. Any AC signal
flowing beneath 15 the probe causes displacement Current to flow through
this capacitor, Since  the value of the current change  depends on the
amplitude and phase of the AC signal, the signal Can be imaged. if the
signal is part of the key,  [hen that part is Compromised. 3.5.2.9
Monitoring EMI Whenever electronic circuitry operates, faint
electromagnetic  signals acre given off. Relatively 20 inexpensive
equipment can monitor these signals and could give enough information to
allow an attacker to  deduce the keys. 3.8.2.10 Viewing ldd  fluctuations
Even if keys cannot be viewed, there i5 a fluctuation in current whenever
registers change state- If  there is a high enough signal to noise ratio,
an attacker can monitor the difference in [,,,i that may occur when  25
Programming over either a high or a low bit. The change in I,:i can reveal
information about  the key. Attacks   such as these  have already been used
to break smart cards [I6]. 3.8.2.11 Differential Fault Arial"is This attack
assumes introduction  of a bit error by ionization, microwave  radiation,
or environmental  stress, In most cases such an error is more likely to
adversely affect the chip (c. g- cause the program code to 30 crash) rather
than cause beneficial changes which would reveal the key. Targeted faults
such as ROM  overwrite, gate destruction etc - are far more likely to
produce useful  results. 3.8.2.12 Clock glitch attacks Chips are typically
designed to properly operate within a certain clock speed range. Some
attackers  attempt  to introduce faults in logic h)' running the chip at
extremely high  clack speeds or introduce a clock 35 ~glitch  at a
particular time for  a particular duration  [[]- The idea is to create race
conditions where the circuitry  does not thnc Li on properly. An example co
Li Id he an ANT) gate that (because of race conditions) gates through
Input I all the time instead of the AND of  Inputr and  Input2. 13 AUGUST
2004 -23 If an attacker knows the intermal structure of the chip, they can
attempt  introduce race conditions  al the connect moment in the aIgorithm
execution, thereby revealing information about the key (or in the worst
case the key itself. 3.8.2.13 Power supply attacks 5 Instead of creating a
glitch in the cIock signal, attackers can also produce glitches in the
power  supply where the power is increased or decreased to be outside the
working operating voltage range. The net  effect is the same as a clock
glitch - introduction of error in the execution o[ a particular-
instruction. 'the idea  is to stop the CPI) from XORing the key, or From
shifting the data one hit-position etc. Specific instructions  are targeted
so that information about the key is revealed. 10 3.8.2.14 Overwriting ROM
Single hits in a ROM can be overwritten rising a laser cutter microscope
I11, to either 1 or 0  depending on the sense of the logic. If the ROM
contains instructions, it may be a simple matter for an  attacker to change
a conditional jump to a non-conditional jump, or perhaps change the
destination of a  



register transfer- if the target instruction is chosen carefully, it may
result in the key being revealed. 15 3.&2.15 Modifying EEPROM/Flash These
attacks fa]] into two categories: those similar to the RO 1 attacks except
that the laser cutter microscope technique can be used to  both set and
reset individual hits. This gives much greater scope in terms of a
modification  algorithms, 2{]  Electron beam programming of floating gates.
As described in 1871 and 1321, a focused electron  beans can change a gate
by depositing electrons onto it Damage to the rest of the circuit can be
avoided, as described in [3 ] ]. This attack is potentially able to work
against multi-level flash  memory. 3.8.2.16 Gate destruction 25 Anderson
and Kuhn described the rump session of the 1997 workshop ern Fs i. S41 11w
arc Encryption  [ 1 ], where Biham and Shamir presented an attack on DES-
The attack was to use a laser cutter to destroy an  individual gate in the
hardware implementation of a known block cipher (DES)_ The. net effect of
the attack  was to force a particular bit of a register to he "stuck'".
Biham and Shamir described the effect of forcing a  particular register to
he affected in this way - the Ieast significant bit of the output from the
round function is 30 set to U_ Comparing the 6 least significant bits of
the left half and the right half can recover several bits of the  key.
Damaging a number of chips in this way can reveal enough information about
the key to make complete  key recovery easy. An encryption chip modified in
this way will have the property that encryption and decryption will  no
Ionger be inverses, 35 3.8.2.17 Overwrite attacks Instead of trying to read
the Flash memory, an attacker may simply set a single hit by use u f a
Iaser  cutter micros cope. Although the attacker doesn't know the previous
value, they know the new value. If the  chip Still W04 s, the hit's
original state roust be the same as the new state. lf the chip doesn't work
any longer,  the bit's original state must be the logical NOTof the current
stare- An attacker can perform this attack on 1$ AUGUST 2OG4 -24 each bit
of the key and obtain the. n-bit key using at most n chips ( if the new bit
matched the old bit, a new chips is nor required for determining the next
bit).   3.8.2.18 Test circuitry attack Most Chips contain test circuitry
specifically desied to check for manufacturing defects.This -5 includes
BLST  (Built In SeIf Test) and scan paths. Quite often the scan paths and
test circuitry includes  access,  and readout  mechanism for alI therein
bedded latches. Irk sonic cases the test circuitry could potentially be
used Io give information  about the contents  of particular registers. Test
circuitry  is often disabled once  the chip  has  passed all manufacuring
testin in cases by  blowing  a specific  connection within the chip. A
determined attacker. however, can reconnect the test 10 circuitry and hence
enable it - 3.8.2.19 memory remanence  Values remain in l RAM  long  after
the  power  has been removed  [3 5 although they do not remain  long enough
to  be considered non-volatile , An  attacker can remove  power once
sensitive information  has been  



moved into  RAM (for example , working registers~). and then attempt  lo
read the value  from  RAM. This attack 15 is  most useful against security
systems ~ that have regular  R A M chip& A classic example  is cited  by [
1 J, where  a security system was designed  with  an automatic
power-shut-off  that is triggered  when the computer  case  is  ~ opened .
The attacker  was able  le to s simply open  the case, remove , the R A M
chips, and retrieve  the key because    the value persisted . 3.8.2.20 Chip
theft attack 20  If there are a number of stages in the lifetime of an
authentication chip, each of these stages must be  examined in terms of
ramifications for security should chips be stolen. For example, if
information is  programmed into the chip in stages., theft of chip between
stages may allow an attacker to have access to key  information or reduced
efforts for attack. Similarly, if a chip is stolen directly after
manufacture but before programming, does it give an attacker any logical or
physical advantage? 5 3.8.2.21 Trojan horse attack At some stage the
authentication chips must be programmed with a secret key, Suppose an
attacker  builds a clone authentication chip and adds it Lo the pile of
chips to be programmed- The attacker has especially built the clone chip so
that it looks and behaves just like a real authentication chip, but will
give the  key out tu the attacker when a special attacker-known command is
issued to the chip. Of course the attacker  30 must have access to the chip
after the programming has taken place, as well as physical access to add
the Trojan horse authentication chip to the genuine chips.   SUMMARY OF THE
INVENTION The invention is in an authentication chip having secret
information stored within it, including secret  15 data and non sensitive
data stored in multi-level flash memory, the multi-level flash memory
having invalid and valid (intermediate) voItage stages, a method of
protecting the authentication chip from unauthorised modification of values
stored in the flash memory, the method including the steps of: using an
internal command to store the secret information, including the secret data
and a checksum  for the data, where the secret information can only be
accessed by one or more~further commands; 13 AUGUST 2004 -25 storing the
secret data in intermediate states of tile multi-level flash memory between
the minimum  and maximum voltage level states; performing a data validity'
check on non-sensitive data only by detecting invalid states in the multi-
level memory; 5 performing a data validity check on secret data items
before allowing the. data items to be read taut by  a command accessing
their, the vaIidity check involving caIculation of a checksum and
comparison of the  result. with the checksum stored using the internal
command. In Ole event of the comparison indicating invalidity of the secrer
data, then clearing the secret  information. 10 The internal command may be
the only command that is able to ,Lo re nom-zero values for the secret
information, and to sot flags for use by the further commands, it may make
rice other changes and have no  outputs, 



The secret data may include one or more keys for encryption and decryption
functions, and a seed  value for a random number- These may have 160 bits
each. 15 A CLR command may be the only command able to clear the secret
information to zero values. The multi-]eve] flash memory Array be a single
floating rate holding more that one bit- For example a  four-stag
transistor having a minimum voltage representing 00. a maximum voyage
rope-sendin 11 and two  muddle voltages representing 01 and 10. The two
middle voltages may be used to represent a single bit and the  two extremes
may be invalid stairs. In this case an attack that changes the voltage Such
that the value of a bit  20 changes from one valid state to another will
pause the checksum to fail, The flash mom ory may be covered by camper
prevention lines, tamper detection lines, or both. The checksum may he a
signature calculated from the secret data. For instance where the secret
data  incIudes two keys for encryption or decryption functions the checksum
may be calculated as a signature  combining them both. The checksum may
have the same length as one of the keys, or the Length of both 2S combined.
The checksum may be calculated by running the SIA-1 algorithm over the two
keys In another aspect the invention is an authentication system including
a chip having secret information  stored within it using an internal
command, the secret information including secret data stored ire
multi-Level  flash memory, and a checksum for the data, the multi-level
flash memory also storing non-sensitive  darer  where the secret
information can only be accessed by one or mom further commands, the secret
data is stored 30 in intermediate (valid) states of the multi-level flash
memory between the minimum and maximum voltage  level states which are
invalid states, and a data validity check is performed on secret data items
before  allowing the data items 10 be read nut by a command accessing them,
the validity check involving  caIculation  of a checksum and comparison of
the resuIt with [he checksum stored using the interval command and  wherein
data validity checks arc performed on non-sensitive information to detect
invalid states in the multi- 35 level flash memory 13 AUGUST 2004 -6 BRIEF
DESCRIPTI0N OF THE DRAWINGS Fig. 1 is a data flow diagram for single chip
authentication,  Fig.2 is a data flow diagram for double chip
authentication,  Fig. 3 is a data flaw diagram for P'otocol P1 5 Fig. 4 is
a data flow diagram for Protocol P2  Fig. 5 is u data fl ow diagram for
Protocol P3. Fig. 6 is a data flow diagram for read authentication using
Protocol CI.  F7 is a data flow diagram for read authentication using
Protocol C2  Fig. S is a data now diagram for read authentication using
Protocol C3. !! Fig. 9 is a block diagram of a 160-bit maximal-period LFSR
random number generator.  Fig. 10 is a block  diagram of a clock filter.
Fig. I I is a circuit diagram of a tamper detection line. Fig. 12 is a]
layout diagram of an oversize nMOS transistor used as test transistors in
the tamper  detection line of Fig. 11, 15 Fie. 13 is a circuit diagram of
part of the tamper detection line of Fig. 11 including XOR gates  between
the two paths. 



Fig. 14 is a circuit diagram of the normal FET implementation of a CMOS
inverter.  Fig. 15 is voltage/current diagram, for the transistors of the
CMOS inverter of Pig- 14.  Fig- 16 is a circuit diagram of the FET
implementation of a non-flashing CMO S inverter 20 Pig. 17 is impedance
diagram For the transistors of the CMO S inverter or Fig. 16. Fig, 18 is a
flow diagram of a method of protecting the authentication chip From
unauthorised  modification of values. HEST MODES OF THE INVENTION  25 4
Requirements Existing solutions to the problem of authenticating
consumables haze typical Iv relied on patents  covering physical packaging.
However this does not stop home refill operations or clone manufacture in
countries with weak industrial property protection- Consequent Iy a much
higher level of protection is required.  30 The authentication mechanism is
therefore btu It into an authentication chip that is embedded in the
consumable and allows  a system to authenticate drat consumable securely
and easily. Limiting ourseIves to  the system authenticating consumables
(we don't consider-the consumable authenticating the system), two  level of
protection can be considered: Presence Only Authentication: 35 This is
where only the presence of an authentication chip is tested- The
authentication chip can be  removed and used in other consumables as long
as he used indefinitely, 13 AUGUST 2004 -27 Consumable Lifetne
Authentication: This is here Aryl only is the presence of the
authenticatioln chip tested for, but 41 so the authentication  chip must
only last the lifetime of the consumable- For the chip to be re-used it
must he completely  erased and reprogrammed The two levels of protection
address different requirements- We are primarily  concerned with Con su in
able Lifetime authentication in order to prevent. cloned versions of high
volume consumbles, In this   case, each chip should hold secure state
information about the consumable being authenticated. It should be,  noted
that a Consumable Lifetime authentication chip could he used in any
situations requiring a Presence ,  Only authentication chip. 10
Rcquirements for authentication, data storage integrity and manufacture are
considered separately.  The following sections summarize requirements  of
each, 4.1 Authentication The authentication requirements for both Presence
Only arid Consumable Lifetime authentication are  restricted  to the case
uC a system authenticating a consumable, We do not consider bi-directional
15 authentication whore the consumable also  authenticates the system. For
example, it is nor. necessary for a valid  toner cartridge to ensure it is
being used  in a valid photocopier For Presence Only  authentication. we
must be assured that an authentication chip is physically  present. For
Consumable Lifetime authentication we also need to he assured that slate
data actually came from   the authentication chip. and that it has not been
altered en round. These issues cannot be separated - data that '_0 has beat
altered has a new ~~ source, and if the source  cannot be determined the
question of alteration  cannot he  



settled It is not --rough to provide an authentication method that is
secret, relying on a home-brew security  method that has not been
scrutinized by security-- experts, The primary requirement therefore  is to
provide  authentication by means, that have withstood  the scrutiny of
experts, 25 The authentication scheme used by the authentication chip
should  he resistant to defeat by logical  Mean 5. Logical types of  attack
are extensive, and attenipt to do one of three things; Bypass the
authentication process  altogether it Obtain the secret key by force or
deduction, so that any question  can be answered  Turd enough about the
nature of the  authenticaling questions and an veers in order to, without
the  30 kcy, give the might answer to each question. The logical attack
.styles and the firms they take are detailed in Section 3.$-1, The
algorirhm show]] have a flat keys race, allowing any random bit string of
the  required length, Le]  he a possible key There should be no weals keys
The examination of a Solution to the requirement of, authentication is
examined in Section 5.. 35 4.2 Data Storage Integrity Although
authentication protocols take care of ensuring daLa integrity in
communicated messages,  data storage integrity is also required- Two kinds
of data must  be stored within the authentication chip:  Authentication
data, such as secret keys 13 AUGUST 2004 -28 * Consumable state data, such
as serial numbers, and media remaining etc. The access requirements of
these two data types differ greatly. The authentication chip therefore
requires a storage-access control it mechanism that allows for the
integrity requirement of each type. The examination of a solution to the
requirement of data storage integrity is examined in Section 7,  5 although
the requirements of the two kinds of data are examined briefly here, 4.2.1
Authentication Data Authentication data mast remain confidential, It needs
to be stored in the chip during a  nxanufaeLUring%programming stage of the
chip's life, but from then on must not he permitted to leave the chip.  It
must he resistant to being read from non-volatile memory, The
authentication scheme is responsible for 10 ensuring the key cannot be
obtained by deduction, and the manufacturing process is responsible for
ensuring  that the key cannot be obtained by physical means, The size of
the authentication data memory area must be large enough to hold the.
necessary keys and  secret information as mandated by the authentication
protocols. 4.2,2 Consumable State Data 15 Consumable state data can be
divided into the following types, Depending on the application. there  will
be different numbers of each of these types of data items. * Read Only
Read Write  * Decrement Oil IV 20 Read Only data needs to be stored in the
chip during a manufacturing, programming stage of the chip's  



life, but from then ors should not be alIowed to change, Examples of Read
Only data items  are consumable butch numbers and serial numbers. ReadWrite
data is changeable state information, for example, the last time the
particular consumable  was used. ReadWrite data items can be read and
written an unlimited number of times 25 during the lifetime of the
consumable. They can be used to store any state information about  the
consumable. The only requirement for this data is that it needs to be kept
In non-voIatile  memory Since an attacker can obtain access to a system
(which can write to Read Write  data), any attacker can potentially change
data fields of this type. This data type. should not  be used for secret
information, and must be considered insecure. 30 Decrement Only data is
used to count down the availability of cons urn able resources- A
photocopier's toner  cartridge, for example, may store the amount of Loner
remaining as a Decrement Only data  item. An ink cartridge for a color
printer may store the amount of each ink color as a  Decrement Only data
item, requiring three (one for each of Cyan, Magenta, and Yellow), or  even
as many as five or six Decrement Only data items. The requirement for this
kind of 35 data item is that On CC  programmed with an initial value at the
manufacturing programing  stage, it can only reduce in value. Once it
reaches the minimum value, it cannot decrement  any further. The Decrement
Only data item is only required by Consumable Lifetime  authentication, 13
AUGUST 2004 -29 Note that  the  Size of the consumable state data storage
required  is only  for that information required  to  be authenticated.
Information which  would be of no use to an attacker, such as ink,
color-curve  characteristics  or ink viscosity  do not have Lo he stored in
[he secure  state data  memory area  of the  authentication chip, 5 4.3
Manufacture The authentication chip must  have a low manufacturing cost  in
order to be included  as the  authentication mechanism for  low cost
consumables. The authentication chip should use  a standard  manufacturing
process such  as Flash. This  is  necessary to: 10 Allow a great range  of
manufacturing location  options  41 Use well-defined  and well-behaved
technology a Reduce cost Regardless ~ of the authentication scheme used,
the circuitry of the authentication part of the chip must be resistant to
physical attack- Physical  attack come  j n four main  ways , although the
form of the  attack can vary:  15 Bypassing the authentication chip
altogether  Physical examination  of  chip  while in operation
(destructive and non-destructive)  Physical decomposition of chip Physical
alteration of clkip T ht- physical~attack styles and the forms. they take
arc detailed   n Section  3.8.2, 20 Ideally , the chip should  be
exportable from the U SA, so it s ho u [d not be ~ possible  to use an
authentication chip KS a secure encryption~device. This is I ow priority
requirement  since . there are many   



companies in other countries able to manufacture the  authentication chips.
In any case, the export  restrictions.  from the  U S A may change . The
examination o f a solution  to the requirement of manufacture is examined
in Section 10.  25 ~ 5 Authetieation Existing solutions  to the, problem of
authenticating consumables have typically relied on physical  patents on
packaging  However  this does  not stop home refill  operations . or c lone
manufacture in countries.  with weak industrial  property protection
Consequently a much higher  level  of protection is  required. it is not
enough  to provide an authentication method  that  is  ~secret  relying  on
a home-brew security  30 method that  has not been  scrutinized  by
security  experts~, Security systems  such  as Netscape's  originall
proprietary system  and the GS M Fraud   Prevention Network  used  by
cellular  phones . are examples  where design  secrecy caused the
vulnerability  0 f the ~security  [3 3 ] [91 ]. Both  security  ~systems
were  broken  by conventional  means that would  have been  detected if
the  companies  had followed  an open  design  process . The   solution is
to provide  authentication by means  that  have  withstood  the  scrutiny
of experts                                     5  In  this  part, we
examine  a number  of protocols  that can be used for consumables
authentication,  together with  a high levellook at the  advantages and
disdvantages  of each  particular  scheme . We only  use  security methods
that  are publicly  described.~ using known behaviors in this  new way.
Readers  should  be  familar  with the  concepts and terms described in
Section 3I  We avoid the Zero Knowledge  Proof protocol, 13 AUGUST  2004
-30 For all prolocols, the security of the scheme replies on a secret key,
not a secretiaI algorithm - Thr  best  way to Protect againsit reverse
engineering~of buy authention chip Is to make [he algoriIhmic inner working
irrelevant (the algorithm of the inner working must still be must  be
valid  but  not the  actual  secret), All the  protocols  rely or) a
time-variant  challenge  (i. e- the  challenge  is  different  each  time
), where  the,  5  response depends  on the  challenge  and  the  secret -
The challenge  involves  a randorn number  so  that any  observer will not
be able  to gather  useful  information  about  a  subsequent
identification Three protocols are presented  for each  of Presence  Only
and Consurnable Lifetime  autbentication.  Although 14 protocol ~ differ
in the number of authentication chips required  for  the authentication
process, in  all  cases the  system  authenticates the consumable. Certain
protocols  will work with  either  one  or two Chips, 10 whiIe other
protocols only work with two chips. Whether one chip or two authentication
chips are used the  system is still responsible for making the
authentication decision. -5.0.1 Single Chip Authentication When only one
authentication chip is used for the authentication protocol, a single chip
10 (referred  to as ChipA) is responsible for proving to a system 11
(referred to as System) that it is authentic. At the start of  1 the
protocol, System 11 is unsure of ChipA's authenticity. System 11 undertakes
a challenge-response protocoI with ChipA 10, and thus determines ChipA's
authenticity. In all protocols the authenticity of the   consumable 12 is
directly based on the authenticity of the chip associated with it, i.e. if
ChipA 10 isp A 10 is considered authentic, then the consumable 12, in which
chip 10 is placed, is considered authentic. The data  flow can be seen in
Figure 1, and involves a challenge 13 issued from the system, and a
response 14 returned  20 by the chip 10. In single chip authentication
protocols, System 11 can be software, hardware or a combination of  both.
It is important to note that System11 is considered insecure - it can be
easily reverse engineered by anCTF~<] by an  attacker, either by examining
the ROM or by examining circuitry. System is not specially engineered to be



secure in itself. 5 5.0.2 Double Chip Authentication In other protocols,
two authentication chips are required. A single chip 20 (referred to as
ChipA) is  responsible for proving to a system 21 (referred to as System)
that it is authentic. ChipA 20 is associated with  the consumabIe 22. As
part of the authentication process. System 21 makes use of a trusted
authentication chip 23 (referred to as ChipT). 30 In double chip
authentication protocols, System 21 can be software, hardware or a
combination of  both. However Chip'T 23 must be a physical authentication
chip. in some protocols Chip'T 23 and ChipA 20  have the same internal
structure, while in others ChipT 23 and ChipA 20 have different internal
structures.  The data flow can be seen in Figure 2, and can be seen to
involve a challenge 24 from system 21 to chipA 20  and a request 25 from
system 21 to chipT 23, and a response 26 from chipA 20 to system 21 and
information  35 27 from chipT 23 to system 21. Presence Only Authentication
(Insecure State Data) For this level of consumable authentication we are
only concerned about validating the presence of  the authentication chip.
Although the authentication chip can contain state information, the
transmission of  that state information would not be considered secure. 11
AUGUST 2004 -31 Three protocols are presented. Protocols P1 and P3 require
two authentication chips, while ProtocoI  P2 can be implemented using
either one or two authentication chips. 5.1.1 Protocol P1 ProtocoI P1 is a
double chip protocol (two authentication chips are required). Each
authentication  5 chip contains the following values: K Key for FK[X] -
Must be secret, R Current random number. Does not have to be secret, but
must be seeded with a different  initial value for each chip instance.
Changes with each invocation of the Random function.  Each authentication
chip contains the following logical functions: 10 Random[] Returns R, and
advances, R to next in sequence. six] Returns SK[X], the result of appIying
a digital signature function S to X based upon the  secret key K. The
digital signature must be long enough to counter the chances of someone
generating a random signature. The length depends on the signature scheme
chosen (see  below). I The protocol is as follows: I System 21 requests 30
Random[] from Chip'T 23,  2. ChipT 23 returns 31 R to System 21; 3. System
21 requests 32 S[R] from ChipT 23 and also requests 33 it from ChipA 20;
4. ChipT 23 returns 34 SK'[R] to System 21; 20 5. ChipA 20 returns 35
SKA[R] Lo System 21; 6. System compares SKT[R] with SXA[R]. If they are
equal, then ChipA is considered valid. If not, then  ChipA is considered
invalid. The data flow can be seen in Figure 3: 



Note that System 21 does not have to comprehend SK[R] messages. It must
merely check that the  25 responses from ChipA and ChipT are the same. The
System 21 therefore does not require the key. The security of Protocol P1
lies in two places: The security of S[X]. Only authentication chips contain
the secret key, so anything that can produce  a digitaI signature S[X] from
an X that matches the S[X] generated by a trusted authentication chip
(ChipT) must be authentic. 3 D The domain of R generated by all
authentication chips must be Iarge and non-deterministic. If the  domain of
R generated by all authentication chips is small, then there is no need for
clone manufacturer to crack the key. Instead, the clone manufacturer could
incorporate a ROM in their chip  that had a record of all of the responses
from a genuine chip to the codes sent by the system. The  Random function
does not strictly have to be in the authenticastion chip, since System can
potentially 35 generate the same random number sequence. Howrever it
simplifies the design of System and ensures the security of the random
number generator will be the same for all implementations that use the
authentication chip, reducing possible error in system implementation.
ProtocoI P1 has several advantages: K is not revealed during the
authentication process 13 AUGUST 2004 Given X, a cIone chip cannot generate
SK[X] without K or access to a real authentication Chip. System is easy to
design, especialIy in Iow cost systems such as ink-jet printers, as no
encryption or  decryption is required by System itseIf. A wide range of
keyes signature functions exists, including symmetric cryptography, random
5 number sequences, and message authentication codes. Keyed signature
functions (such as one-way functions) require fewer gates and are easier to
verify  than asymmetric aIgorithms). Secure key size for a keyed signature
functions does not have to be as large as for an asymmetric  (public key)
algorithm. A key length of 128 bits provides adequate security if S is a
symmetric  cryptographic function, whiIe a key length of 160 bits provides
adequate security if S is HMAC-  SIIA1. However there are probIems with
this protocol: It is susceptible to chosen text attack. An attacker can
plug the chip into their own system, generate~  chosen Rs, and observe the
output. In order to find the key, an attacker can also search for an R that
15 wiII generate a specific S[R] since multiple authentication chips can be
tested in parallel. Depending on the one-way function chosen, key
generation can be complicated. The method of  selecting a good key depends
on the aIgorithm being used. Certain keys are weak for a given  algorithm.
The choice of the keyed one-way functions itself is non-triviaI. Some
require licensing due to patent  20 protection. A man-in-the middle couId
take action on the pIaintext message R before passing it on to ChipA - it
wouId be preferable if the man-in-the-middle did not see R untiI after
ChipA had seen it. It wouId be  even more preferable if a man-in-the-middle
didn't see R at all. If S is symmetric encryption, because of the 128-bit
key size needed for adequate security, the chips  



25 could not be exported from the USA since they could be used as strong
encryption devices. If Protocol P1 is impIemented with S as an asymmetric
encryption algorithm, there is no advantage  over the symmetric case - the
keys needs to be longer and the encryption algorithm is more expensive in
silicon. Protocol P1 must be implemented with two authentication chips in
oreder to keep the key secure. This  means that each System requires on
authentication chip and each consumable requires an authentication chip.
5.1,2 Protocol P2 In some cases, System may contain a large amount of
processing power. Alternatively, for instances  of systems that are
manufactured in large quantities, integration of ChipT into System may be
desirable. Use  of an asymmetrical encryption algorithm allows the ChipT
portion of System to be insecure. Protocol P2 35 therefore, uses asymmetric
cryptography. For this protocol, each chip contains the following values:
K-r ChipT only. Public key for encrypting. Does not have to be secret.  KA
ChipA only. Private key for decrypting. Must be secret. 13 AUGUST 2404 - 33
R ChipT only- Current random number, Does not have to be secret, but must
be seeded with a  different initial value for each chip instance. Changes
with each invocation of the Random  function. The following functions are
defined: 5 E[X] ChipT only. Returns EKT[X] where E is asymmetric encrypt
function E.  D[X] ChipA only. Returns DKA[X] where D is asymmetric decrypt
function D.  Randomll ChipT only. Returns R | EK[R], Advance R to next in
random number sequence. The public key KT is in ChipT 23, While the secret
key KA is in ChipA 20. Having K; in ChipT 23  has Elie advantage that ChipT
can be implemented in software or hardware (with the proviso that the seed
for  10 R is different for each chip or system). Protocol 112 therefore can
he implemented as a Single Chip Protocol or  as a Double Chip Protocol. The
protocol for authentication is as foIIows,  I. System 21 calls 40 ChipT's
Random function;  2. ChipT 23 returns 41 R | EKT[R] to System 21; 15 1-
System 21 cal is 42 ChipA's D function, passing in EKT[R]  4. ChipA 20
returns 43 R, obtained by DKA|EKT[R]]; 5. System 2 1 compares R from ChipA
20 to the original R generated by ChipT 23. If they are equal,  then ChipA
20 is considered valid. If not, ChipA 20 is invalid. he data flow can be
seen in Figure 4: 20 Protocol P2 has the following advantages;  KA (the
secrer key) is not revealed during the authentication process * Given
EKT[X], a clone chip cannot generate X without KA or access to a real
ChipA. Since KT # KA, ChipT can be implemented completely in software or in
insecure hardware, or as par)  of System. Only ChipA (in the consumable) i5
required to be a secure authentication chip. 25 If ChipT is a physical
chip, System is easy to design. 



There are a number of weII-documented and cryptanalyzed asymmetric
algorithms to chose from for  implementation, including parent-free and
Iicense-free soIutions. However, Protocol P2 has a number of its own
problems:  For satisfactory security, each key needs to be 2048 bits
(compared Lo minimum 128 bits for  30 symmetric cryptography in Protocol F
1)- The associated intermediate memory used by the  encryption and
decryption algorithms is correspondingly Larger. Key generation is
non-trivial, Random numbers are not goad key .  If ChipT is implemented as
a core, there may be difficulties in Iinking it into a given System ASIC.
If ChipT is implemented as software, not only is the implementation of
System open to programming  35 error and non-rigorous testing, but the
integrity of the compiler and mathematics primitives must be  rigorously
checked for each implementation of System. This is more complicated and
costly than  simply using it welI-tested chip. 13 AUGUST 2004 34  AIthough
many asymmetric algorithms are specifically Strengthened to be resistant to
differential  cryptanalysis (which is based on chosen text attacks), the
private key K.} is susceptible to a chosen  teat attack " It would be
preferable to keep R hidden, but since KT and in fact all of Chip"I' is
public, R mast be  5 public as well 'ChipA and ChipT are instances of the
same authentication chip, each Chip must contain both  asymmetric encrypt
and decrypt functionality. Consequently each chip is larger, more complex,
and  more expensive than the chip required for Protocol P1. If the
authentication chip is broken into two chips co save. cost. and reduce
complexity of design/test,  10 two chips still need to be inanu fav Lured,
reducing the economies of scale. This is offset by The  relative numbers of
systems to consumables, but must still be taken into account s Protocol P2
authentication chips could not be exported from the USA, since they would
be  considered strong encryption devices. 5.1.3 Protocol P3 15 Protocol P1
attempts to soIve one of the problems inherent in Protocols P l and P2 in
that pairs 0f X,  FK [X] can be gathered by the attacker (where F is S or
F). Protocol P1 is worse in that it is open Lo a chosen  text attack- It is
therefore desirable to pass The chosen random ii um her k from ChipT to
Chip A without Lhc  intermediate System knowing the value of R. Protocol P2
cannot do this since ChipT is public and hence R is  nut secret- I n
addition., sin cc R is random, ft is not enough to simply pass an encrypted
version of R to ChipA, 20 since a random sequence u bits could be
substituted for a different random sequence of bits by the attacker- The
solution is to encrypt both R and R's di gi La] signature so that ChipA can
test if R was in fact  generated by ChipT. Sin cc use don't want LO reveal
R, P3 roust be a Double Chip Protocol (ChipT cannot be  incorporated into a
software Systems or be included as an ASIC core)- Symmetric encryption can
therefore. he  safely used. 25 Protocol P3 theretore uses 2 sets of keys-
The first key is used in Chip l' to encrypt R and the  signature of R. The
encrypted R is sent to ChipA where K is extracted and verified by Chip A.
IC the R is valid,  



Chip A encrypts R using the second key, and outputs the result- The System
sends the output from ChipA back  to Chip k' where it is compared against
the known R encrypted with the second key. For this protocol, each chip
contains the following values; 10 K, Key for encrypting in ChipT and
decrypting in ChipA. Must. be secret.  K, Key for encrypting in ChipA and
Chip t'_ Must he secret. R Current random number- Must be secret and must
be seeded with a different initial value for  each chip instance. Changes
with each successful call to the Test Function. The foil owing functions
arc defined, 35 E[X] Internal function only. Returns FK[X] where E is
symmetric encrypt function F_ D[X] Internal function ChipA only. Returns
DK[X] where D is symmetric decrypt function D.  S[X] Internal function
only. Returns S[X], the digital signature for X. The digital signature must
be long enough to counter the chances of someone generating a random
signature, k 60 hits 13 AUGUST 2004  is the preferred size, giving someone
] chance in of i,g a valid signature by  random. Random[[ ChipT only.
Returns F 1[R I Shill, Test[X] ChipT only. Returns 1 and advances R if
EK?[R] = X. Otherwise returns 0. The time taken to return 0  must he
identical (r all bad inputs. The time takers to return 1 must he identical
for all good  inputs. Prove[X] ChipA only. Calculates Y | Z from DK1[X].
Returns FKr[Y] If S[Y] = Z. Otherwise returns 0.  The time taken to return
0 must he identical for all had inputs- The time taken to return  EK2[Y]
must be the Sallie for all good inputs, The protocol for authentication is
as follows;  System 21 calls 51) ClipT's Random function; 2. Chip T 23
returns 51 EK1[R | S[R]] to System 21; System 21 calk 52 ChipA's Prove
function, passing in EK2[R | S[R]]; 4. ChipA 20 decrypts EK1[R | S[R]], and
calculates its own SIR] based upon the decrypted R. If the two  15 match,
Chip A returns 53 EK2[R], Otherwise ChipA returns 0; 5. System 21 calIs 54
ChipT's Test function, passing in the returned EK2[R], ChipT 23 generates
its  own EK2[R] and compares it against the input value. If they arc equal,
then ChipA is considered valid  and a 1 is returned 55 to System 2l, If
not, ChipA 20 is considered invaIid and 0 is returned to  System 2l . 20
The data flow can be seen in Figure 5:  Protocol P3 has the following
advantages: # , and KZ (the secret keys) are not revealed during the
authentication process * The time varying challenge R is encrypted, so that
it is not revealed during the authentication  process- An attacker cannot
build a table Of X, EK[X] values for K; or K2 25  An attacker cannot call
Prove without a valid R S[R] pair encrypted with K. K2 is therefore
resistant to a chosen text attack. R on Iv advances with a valid call to
Test, so 1C, also not susceptible  to .n Chosen text attack. 



System is easy to design, especially in low cost .systems such as ink-jet
printers, as no encryption or  decryption is required by System itself. 30
There are a number of well-documented and cryptanalyzed symmetric
algorithms to chose from for  implementation of E, including patent-free
and license-free solutions, ^ A wide range of signature functions exists,
from message authentication codes to random number  sequences to key-based
symmetric cryptograhy.  Signature functions and symmetric encryption
algorithms require fewer gates and are easier to verify  35 than asymmetric
algorithms.  Secure key size for symmetric encryption does not have to be
as large as for an asymmetric (public  key) algorithm. A minimum of 128
bits can provide appropriate security for symmetric encryption  However,
Protocol P3 has a number of its own problems; 13 AUGUST 2004 -3  AIthough
there are a large number of available functions for F and S, the choice of
E and S is non- trivial. Some require licensing due to patent protection.
Depending on the chosen encryption algorithm, key generation can he
complicated. The method of  selecting a good key depends on the algorithm,
being used. Certain keys are weak for a given 5 algorithm. If ChipA and
ChipT are instances of the same authentication chip, each chip must contain
both  symmetric encrypt and decrypt functionality. Consequently each chip
is larger, more complex, and  more expensive than the chip required for
Protocol P1 which only has encrypt functionality, l C [he authentication
drip is broken into 2 chips to save cost and reduce complexity of
design/test, 1(1 two chips still aced to be manufactured, reducing; the
economies of scale. Unfortunately, ChipA roust  contain both encrypt and
decrypt, making Lhe consumable authentication chip the larger of the two
chips, Both chips must also contain signature Functions, making than more
complex than the chip  required for Protocol P ] .  Protocol P3
authentication chips could not be exported from the USA, since they would
he  15 considered strong encryption devices. 5.1.4 Additional Notes
5.1.4.1 General Comments Protocol F3 is the most secure of the three
Preserve Only authentication protocols, since noshing is  revealed about t
e challenge from Lhe response. However, Protocol F3 requires implementation
of encryption,  2D decryption and signature functions, snaking it more
expensive in siIicon than Protocol P1 _ In addition, export  regulations
imposed by Lhc United Stales make this protocol problematic. 1 ']Lit
Protocol P2, even if the process of choosing a key was straightforward.
Protocol P2 is  impractical at the present time due to the high cost of
silicon implementation (both key size and functional  implementation). 25
ProtocoI P1 is therefore the current protocol of choice for Presence Only
authentication. Eventually,  as silicon costs come down with Moore's Law,
and USA export regulation are relaxed, Protocol P3 wi I] he  preferable to
Protocol P 1, When silicon costs are negligible or tight inter ration is
required, Protocol P2 may  be preferable Lo Protocol F1, bus the security
protocol of choice would stilt remain Protocol i'3. 



5.1.4.2 Clone Consumable using Real Authentication Chip 30 Protocols 1 1,
P2 and P3 only check that ChipA is a real authentication chip. They do not
check to sec  if the consumable 22 itself is valid. The fundamental
assumption for authentication is that if ChipA is valid, the consumable is
valid, It is therefore possible for a clone manufacturer to insert a real
authentication chip into a clone  consumable, There arc two cases to
consider: 3  In cases where state data is not written to the authentication
chip, the chip is completely reusable.  Clone manufacturers could therefore
recycle a valid consumable into a clone consumable. This may  he made more
difficult by melding the authentication chip into the consumable's physical
packaging  but it would not stop refill operators. 13 AUGUST 2004 In cases
where state data is written to the authenticaiton chip, the chip may be
new, partially used up,  or completely used up. However this does not stop
a clone manufacturer from using the piggyback  attack, where the clone
manufacturer builds a chip that has a real authentication chip as a
piggyback.  The attacker's chip (ChipE.) is therefore a man-in-the-middle.
At power up, ChipF reads all the 5 memory state values from the real
authentication chip into its own memory. Chip E then examines  requests
from System, and taes different actions depending on the request.
Authentication requests  can be passed directly to the~ real authentication
chip, whiIe read/write requests con be simulated by a  memory that
resembles authentication chip behavior. In this way the authentication chip
wiII  always appear fresh at power-up. ChipE can do this because the data
access is not authenticated 10 Note that in both these cases, in order to
fool System into thinking, its data accesses~were successful.  ChipE still
requires, a real authentication chip, and in the second case, a clone chip
is required in addition to a  reaI authentication chip. Consequently any of
these protocoIs can he useful in situation where it is not Cu 5C effective
for a clone manufacturer to embed a real authentication chip into the
consumable. If the consumable cannot be recycled or refilled easily, it may
beprotection enough to use a Presence  15 Only authentication protoco;. For
a clone operation to be successful each clone consumable must include a
valid authentication chips.  The chips would have to be stolen an masse. or
taken from old consumables. The  quantity of these reclaimed chips (as welI
as the effort in reclaiming them) should not be enough to base a   business
on. so the added protection of secure data transfer (see Protocols C1-C3)
may not be useful. 5.1.4.3 Longevity of Key 20 A general problem of these
two protocols is that once the authentication key is chosen, it cannot
easily be changed.  the effect depends on the application of the key.  In
some instances, if the key is  compromised, the results are disastrous.  In
other cases, it is only a minor inconvenience. For example, in a
car/car-key System/Consumable scenario, the customer has only one set of
car/car-  keys. Each car has a different authentication key.  Consequently
the loss of a car-key only compromises the  individual car.  If the owner
considers this a problem, they must get a new look on the car by replacing
the  System chip inside the car's electronics.  The owner's keys must be
reprogrammed/replaced to work with the  new car System authentication chip.
By contrast, a compromise of a key for a high volume consumable market (for
example ink cartridges in printers) would allow a clone ink cartridge
manufaturer to make their own authentication chips.  30 The only solution
for existing. In any case, consumers' Systems already work - they have no
incentive to  



logistically difficult exercise.  In any case, consumers' Sustems already
work - they have no incentive to  hobble their existing equipement.  5.2
Consumble Lifetime Authentication In this level of consumable
authentication we are concerned with validating the existence of the~  35
authentication chip, as well as ensuring that the authentication chip lasts
only as long as the consumable.  In addition to validating that an
authentication chip is present, writes and reads of the authentication
chips's memory space muct be authenticated as well.  In this section we
assume that the authentication chip' storage integrity is secue - certain
parts of memory are Read Only, others are Read/Write. while others are
Decrement Only (see Section 7 of for nore information). 13 AUGUST 2004 -38
Three protocols ale presented- Protocols C ] and C} requires two
authentication clips, while Protocol  C2 can be implemented using either
one or two authentication chips. 5.2.1 Protocol CI I'll is protocol is a
double chip protocol (two authentication chips art required). For this
protocol,  5 each authentication chip contains the following values: IC1
Key for calculating F,, [X]. Must be secret- K, Key for calculating FK-[X]
Must be secret. R Current random number. Does not have to be secret. but
must be seeded with a different  initial value for each chip instance,
Changes with each successful authentication as defined  10 by the Test
function. Memory vector {ii' authentication chip. ParL car this space
should be di Arent for each chip  (does not Bove I0 be a random number).
Each authentication chip contains the following logical functions; S[X]
lnternal function only. Rcnlrns of J. the result of applying a digital
signaLure function S to  15 X based upon either secret key K, or K2- The
digital signatureLurc must be Song enough to  counter the chances of
someone generating; a random signature. The length depends on the
signature scheme chosen (sec be]ow). Randomi ] Returns R I SxL[RJ Tcst[X,
Y] Returns I and advances R ir5KI[R I X] = Y. Ot.llerx'iir; returns 0. The
time taken to return 0  20 must be hknLical for a] I bad inputs. The lime
taken to return 1 rnusL he identical for al I good  inputs. ReadIX. Y ]
Returns M ' [X MI if S , [:X] = Y. Otherwise returns 0. The time taken to
return 0 rust  be identical 'or aI I had inputs. The time taken ux return
N1 S [ C M] mu&l he identical for  al[ good inputs. 25 'rite[X] Writes X
over those parts of M that can legitimately be written aver.  To
authenticate ChipA 20 and road C hipA's memory M; 1. .System 2] calls 60
C1iipT's Random ruriction, 2. ChipT 23 produces R I SKL[R] and returns 61
these to System; 3. Systc;rn 21 calls 62 ChipA's Read #uncLion, pcassi11g
in R. SK11R];  30 4. ChipA 20 re-LUlis 63 M and S .IR I M]; 



5. SvSLerrr 21 calls 6d ChipTs Test ftlnciion, passing in M and SK=[R I MI;
6- Systwm 2 I checks response 65 from ChipT 23. 1I' Lho response 65 is 1.
then ChipA 2U is considered  authentic. If 0, ChipA 20 is con4ddcred
invalid. To authenticate a w ite of N l,,, to Chip A's memory M=  35 I.
Systcm ca]Is ChipA's Write function, passing in M1,,,  2. The
authentication procedure for a Read is carried our; . 1fChipA is authentic
and M. = M, the u'rito succeeded. Otherwise it fai led.  The data how for
read authentication is shown ifl Fig. 6. 1 Z AUGUST 2004 -39 The first
thing to now about Protocol C1 is that S(< [X] cannot be called directly.
Instead  [X] is  called indirectly by Random. Test and Read: Random []
calls S[X]  X is not chosen by the caller. It is chosen by the Random
function.  An attacker  must perform a brute force search using muItiple
caIls to Random, Read,  ~and Test to obtain a desired X, Sri [XI Po if.
Test[X,Y] calls  Does not return result directly, but compares the result
to Y and then returns 1or 0.  Any attempt to deduce K2 by calIing Test
muItipIe times trying different values of Sr2[r x] for a given x is reduced
to a brute force searh where  R cannot even he chosen by the attacker. 10
Read[X,Y] calls SK I i Xj X 'Md S K I IX]J rn"t be supplied by cal I or, so
the caller Tri LiSt al rcady know th L, X,  SL,L] I X I pa i r. S i tl Ce
the Call TCjqirr)e, 0 if Y # SVi [X J, an attacker is abl L~ lo  usb the
Read funaii>n for a bive fori7c attack on K1. Rf~~] [X, Y] cal J s SK21 X I
M 1, X is supp I i--d by caller. Howover X can only N th me values aiNady g
i ven  out by the Raiidum funalon (sinct~ X and Y are validatcd via KI).
Thas a  15 (1ose n text attack rn ust ri rst collect pa h- Crom Kand orn
(t~ I fwt i ve ly a bruLe force attack)- I n add i don, only pan o C M can
be u sed i n -a diosen  tgxt a Uaf* s ince some of M is constant (read-ij n
ly) and the dt'Lreiyke nt- o n iv part o f M can only be used oncc per
consuinab le. I n the next  consumable the Nad-on ly part of M wi I I bc
differeut 20 1 lavhig Sv [XI be kig cal ~ed i ndi rectly preven ts cho sen
text at'Uw4 on the authenticati on ch 1p. Sirico  L [R ] pa ir by ca 11 ing
R ando ni, Read ~ and Test multip) ~~, 1.im o~ until  an attackcr can only
obtain a chosen R~ S-, the &sb-fd R appears, -a bruw force attack on K - i
s requ irQd in arder to perform a lim iied chostm Ic xt atlack on  K,. Any
W tompt. at ns chom: n tk~xt attack on K, [d be 1i in i Icd L, ince the wxt
cannot be c omp I ctc ly cho seu'.  paTiq of M are Na d -on I y, yet
differcrit lb r oach autheTi 0 r~ati o n chip. 25 The second thi n g to
note is that Lwo keys aro awd- C iven the ~mal I Mze -of M (25 6 b i 15),
M'O di ffori~n I  K, and K,! are used hi order to ensurc the r-c i s no
corre ta6wi bl--tWeell SK L [ R] an d SK:zj R . M ] - K, is th L,,refore u
sed to hc 1p protect K 2 aga i nst d UT~rw ti a I attacks. It i,~ not
cnough to wx a single lorger koy s ince i 11 Practicc, i q I ikely to h ave
i [in itation s on key len~jh (for example, j i'S i s HMAC- S H A 1 -. the
key I Qn -L11 i s a  max [mum o 16 0 b its. Addi n 11 TO OCe b [is to dw
koy add s no p rotcot ion). It i'~. th crofb re S,-sft~T lo protecT K.: [h)
rn  d iffut-n Lial attacks Wi Lh K 1. OthQT". ii:~~ it is potenli ul ly
poss [ble tbal. an attacker v ia w ni e as-yct un d i scovered  



techniquc,, could detemiric the Offed OlUc limited cliangcs, iii Tv[ to
particular bit combinations in 3 ;Ind dM5  ,2 [X M ] based on Sx I [X].
calculate S/ As an addcd precaution, the Random and Teqt fanctions in ChipA
shoWd be digabled so that in order  to gcncrat,~ It SK I [R] pa irs. an
artackur must Li se instan c os of Ch ipT-. cach of whic h i ~ niore expons
iv-e thaii 35 Chip A (s i nc e a systeiTi rnu~t bF, obtaiii Qd Jor each
ChipT). S i rn i I arly, tb ui: s hou [d b e a ni i n imuni d el Li,%.-
betweeli cal k to Rand oni- Read and Test so th at an amok er cannot c a 11
the se funed ons .1L h i gh s pead - TT1 LL~ eaL;h f~hip c~Ln onl)~ givc a
speoffic number o~ R, S K [RI pai m OWay j T[ ~i CLT(a i n t jine peri od.
For 111ore.  infornyation, ,ce Section 7 13 AUGUST 2004 -40 The only
specific timing requirement cif Protocal C 1 ix that the timing ]-or good
inputs must be. the  same regardless of the input value, and the return
value of 0 ( indicating a bad input) must be produced in the  same amount
of time regardless of where the error is in the input. Attackers can
therefore not learn anything  about what was bad about the input value.
This is tote for both Read and Test functions. 5 Another thin" to note
about Protocol C I i s that reading data from ChipA aIso require
authentication  of ChipA. The System can he sure that the contents of
memory (M) is what ChipA claims it to be if S JR MI is returned correctly.
A clone chili may pretend that M is a certain value (]'or example it may
pretend that  the consumable is full), but it cannot return.K2[R I M] for
any R passed in by System. Thus the effective  signature S n[R I M] assures
System that not only did an authentic ChipA send M, but also that M was not
10 altered in between ChipA and System Finally, the Write function as
defined does not authenticate the Write- To authenticate a true, the
Sy.sioin crust perform a Read after each Write. 'there are Borne basic
advantages with Protocol C;l :  K, and K arc not reveaIed during the
authentication process 15  (riven X, a clone chip cannot generate $Z2[ I M]
without the key or access to a real authentication chip.  System is cosy to
design, especially in low cost systems such as ink-jet printers, as no
encryption or  dectryption is required by System itself.  A wide range of
key based signature exists, including symmetric cryptography, random number
sequences, and message authentication codes. 20 Keyes] signature and
one-way cunt Lions require sewer gates and are easier to verify than
asymmetric  algorithms).  Secure key size for a keyed signature function
does not have to be as large as for an aasymmetric (public  key) algorithm.
A minimum key size of 128 bits provides appropriate security if S is a
symmetric  cryptographic function. while 160 bits provides adequate
security if S is HMAC-SHA] . 25 Consequently, with Protocol Cl. the only
way to authenticate ChipA is to read the contents of  ChipA's memory, The
security of this protocol depends on the underlying SR[X] scheme and the
domian of R over the  set of all Systems. Although SK[X] can be any keyed
signature function, there is no advantage to implement it as 30 asynumetric
encryption. The keys for asyrmmetric algorithms need to be longer and the
en cryp Li on algorithm is  



more expensive in silicon. This leads to it second protocol for use with
asymmetric algorithms - Protocol C2.  The primary disadvantage of Protocol
C 1 is that the value for R is known during the protocol. Consequently R,
SKI FR] pairs can be collected acid analyzed in a form of diffierential
attack. It would he  preferable if R were unknown, as is the case with
Protocol C3.  Protocol C1 must he un plc merited with two authentication
chips in order to keep the keys secure ,  'phis means that each System
requires an authentication chip and each consumable requires an
authentication  chip. 13 AUGUST 2004 - 4 1  5.12 Protocol C2 In some casts,
System may con Lain a Iarge amount of processing power- Alternatively, for
instances  of systems that are manufactured in Large quantities,
integration of ChipT into System may be desirable- Use  of an asymmetrical
encryption algorithm can allow the ChipT portion of System to be insecure
Protocol C2  5 therefore, uses asymmetric cryptography. For this protocol,
each chip contains the following values; KT Chip?' only. Public key for
encrypting. Does not have to be secret. KA (Trip, only- Private key for
decrypting and encrypting. Must be secret. R Chip7' (rile- Current random
number. Does not have to be secret but rnust be seeded with a  10 different
initial value for each chip instance. Changes with each successful
authentication as  defines] by the lest function. M Memory vector
ol'authentication chip. Part of this space should be different for each
chip  (does not have to he a random number). There is no point in verifying
anything in the Read function, since anyone can encrypt Lasing a public  13
key- Consequently the following functions are defined: 20 FIX] Internal
function~ion only. Returns FK1 X ] where 1r is asynumetric encrypt function
R.  D[X] Internal function only- Returns D, [X] where C) is asymmetric
decrypt function D- RandamII ChipT only. Kerurns F,,,[IRJ. Test[ X, Yl
Returns 1 and advances It if D,~; [l I ?C1 - Y. Otherwise returns 0. The
tim4 taken to return 0  must be identical for al I had inputs, and the time
taken ix) rctunl 1 rousC be the same for all  good inputs. Read[X] Chip.4
ono), Returna M I lK, [R M] where R = D [X] (does not test input since
Chip't is  cffcctively public). Write[X I VdriLCS X over those pans oC M
that can legitimately be wriLLcn over 25 The public key KT is in ChipT,
while the secret key Kh is in ChipA. f laving KT in ChipT has the
advanLage that Chi pT can be iniplemcntcd in software or hardware (with the
proviso that R is seeded with a  different rand on, number for each
system). Protocol C2 requires that UKA[FK 1-[X]] = X and UxT[LKA[ ]] = X.
To auLheriticate ChipA and read ChipA's inenmory M; 30 1. Sy.4LcnrL 21
calls 70 ChipT's Random function; 2. ChipT 2' produce.} and rcLurns 71
EKT[RJ to System 



. System 21 calls 72 ChipARead function, passing in FK r[RJ; 4- ChipA 20
returns 73 M ! E 4R 1 \i], first ohLainirtg It by Orr ,[ELC.r[R]J,  5-
System, 2 1 calls 74 Chip1"s Test function, passing in I and E [R I J=  35
6. ChipT 23 calculates I?KL [E,,A [R , M]J and compares it to R I i19 7.
System 21 checks response 75 from ChipT 23. If the respcn,sc 75 is 1, then
ChipA 20 is considered  authcnIic. IL'0, ChipA 20 is considcrcd invalid. To
authenticate a wriLc of M, to ChipA's memory M'  SysLeto calls ChipA's
Wril-c function, passing in M, .' 13 AUGUST 2004 -42 2. The auLhentication
procedure for a Read is canicd 1Lrl, 3- If ChipA is authentic and M ,,, -
M, the write sucr~ee.dcd. Otherwise it liii Ied- The data flow for read
authentication is shown in figure 7: Only a valid ChipA xoald know the
value of Et, since R is noI gassed into the authenricate #iinc,titm  5 (it
is passed in as an everypted value). R n,Le L be obtained by decrypting
EFR], which can only be done using  Lhc secret key K#- On cc obtained, R
must he appended to M and then the result re.-encoded. ChipT can then
verify that the decoded forth of E IR I Mj - R i M and hen co ChipA is
valid, Since K-,. x 1 A. EKT[R] '  EKAIR1. Protocol C2 has the following
advantages. 10  K, (the secret key) is not revealed during the
authentication process Ci iveii IL,;-,(R], a clone chip cannot generate R
without KA or access to a real Chip!  Since K-1 KA. ChipT can be
implemented cowplerely in software or in llisecure hardware or as part  of
System- Only ChipA is required to be a secure cuthentication chip. + Since
ChipT and ChipA contain different keys, intense testing oFChip T w; ill
reveal nothing about  1 K,. + T1-Ch ipl is a physical L<hip, System is easy
to dc ign There are a number trfwcl I-documented and cryptanalyzed
as}inn,e4ric algorithms to choso from for  implementation, including
patent-free and license-free solutions, + Even if System could be rewired
so that ChipA requests were directed to ChipT, Chip'1' could never  20
answer for ChipA since KT # KA. The allack would have to be directed at the
Sy stcrn RUM itself to  bypass the authenl.i cat ion protocol. :  However,
Protocol C2 has a number ofd is advanLagos + All auLhcnticatiou chips need
LO contain both a5}9nn,cLric encrypt and deerypL functionality-
Consequently each chip is larger, more comp]cx, and more expensive than the
chip required for  25 Protocol C2.  For satisfactory security, each key
needs to be 2048 hits (compared to a minimum of 128 biLS for  syinnietric
cryptography in Protocol C l ). 'f lie associated in Lcrmrcdiate memory
used by the  encryption and decryption algorithms is correspondingly
larger. + Key generation is non-Lrivial - Random ntmiber`i are not good
keys. 30 ] f chip'I is implemented as a cure, there may be di IiicultiCS in
linking it into a given System ASIC:- 



IfCbip'] is imp] emented as software, nor only is the imp[Cal ctttation of
System ripen to programming  error and nom-rigorous testing, but the
integrity of the compiler and mathematics prirnitive4 must be  rigtaruL4sly
checked for each implctnentation of System- This is more complicated and
costly than  simply using a well-tested chip 35 + Although many asymmetric
aigorit]uns are speci11caI IY strengthened to be resistant to differential
c.rvptanalysis (which is bared on chosen text attacks), the private key KA
is susceprihle to a chrism  LCXL attack Tt. would he preferable to keep R
hidden, but since KT and in fact all of ChipT is etthciively public. R
must be public as well 13 AUGUST 2004 -43 Rrotoco! C2 auLhcrrticat[oti
chips could not be exported from the UJSA, sinr;e they would be  Considcr-
x1 strong encryption devices. As with Protocol Cl, the only speci#ic timing
r-cquircrrrcnt of Protocol C2 is for returning valucx  based on good or bad
inpuLw_ 'Fhc lime Laken to return a value it the input is good rnunL he the
same reeardless  5 of the value of the input- The came is [rue irthe value
is bad. The time taken to process god and bad inputs does not have to be
the sire however_ Attackers can therefore not learn anything; about What w
s bad or  good) about the input value. '!'his is true for both Read and
Test functions Proloco I C3 Protocol C3 attempts to so NQ uric or the
problerns inherent in Protocols C 1 and C2 in that pairs of R,  10 FrKTIR]
can he gathered by the attacker (where F is S r)r 1)_ These pairs can he
ust:d lc) mount a [united chosen  text attack on K2, and can be used for
differential analysis of1CIt is therefore desirdh[c to pass the chosen
random number R from Chip'l' to ChipA ;without the ]ntennediatc Systeni
]aiowhig the valuc crl' R. Protocol  ('2 cannot do this since Chip T is
pLihIic and hence R is not scent- I r1 addition, since R is r ndurn, it is
not  enoLUgh vi dmply pass an encrypted version of R to ChipA (as in
Protocol (2), since a raridani sequence Or [5 bits cooler be suhstituted
fora different. random sequence of bits by, the aLl kcr. The solution is w
on cry pt both R and R's digital signature 9o that ChipA can test i r R was
in fact  generated by Ch Since we don't want to reveal R, C3 must be a
J)nubic Chip Protocol (Chip'l' cannot be  incorporated into a software
System or he included as aii ASIC core)_ A keyed one-way function is iiu
enough, since ChipA must recover R and R's aignatur'e_ Syinmetric
encryption can therefore be siJcly used 20 ProtocoI C3 lherefore uses two
keys. The first key is used in ChipT LO crierypc R and the.ignature of  R_
The encrypted R and signature is sent to ChipA where R is extracted and
verified by ChipA. If the R is  valid, ChipA encrypts M' R using the second
key, and outputs Lhc result. The System wend: the output froii  ChipA back
to Chip'] inhere it is verified aiainst the kna};wn R encrypLCd with the
second key. For this protocol, each chip contains the following values: 25
1{r Key for encryptin in Chip'l' and decrypting in ('F1ipA_ Must be secret,
1{1 Key for encrypting in ht1Lh Chip A and ChipT. Mush be secret. A Current
random number. Must be secret and must be seeded with a different initial
value for  each chip inslincc_ Changes with each succcssfal call to the
Tcsi functioti. Memory vector o f authenti cation chip- fart 0FLhis space
should be different for each chip  30 (does not have to be a randoin
number). 



The lbI Inning fuiictioris are defined: EI I internal fenesion only. Return
s FK[ X] where E is svmrn e:trie encrypt function E. Di J lrrtcr~:uf
I~er+crion CIippA only. ReLrtrns DJX] where t) is svminetric decrypt
function D. S[ J lnecrnrrf funt'(ron on '. Re1urnis S[X], the digital
signature For X The digital signature must  35 be Icig enough to counter
the [:hanccs cr[' soiveone generating a random sipiature. 128 bits  is a
saLidfactory size if S is sy9rimetric encryption, while 160 hits is a
satisfactory sic . iC 5 is  IL'lAC-SHA ] . Random[] O pTonly. Returns
LK1[R! S[RI], 13 AUGUST 404 -44 N, V I Chq~T oniv. Returns I and advancea R
i I'Ex2 rX RI = Y - 0111 trWiSe To ki rns 0. The tim Q  taken tO Tctlarn 0
HILI st bc i dm dcal for all bad i n puts. Tht~ Lim c taken to rLtum I must
be,  identjcO Cor a] I good inputs. ReR41XI Chi pA on Iv- Cali~ul ates Y '
Z from D K, [X ]. Row ras M I F.;c2 [M I YJ if S [Yj -- Z_ Othenvi sc  3
TCtUrn-S 0. Tli ~~ tim o taken to return 0 m ust be idtmtical for a 11 bad
inp uts - 'I'lle tilyke takon to  retinn M I FK2[ M I YJ jyi u st bc the.
smie for al I good ~ipui'-' 'I'he protocol for atichentication ir, as
follows:  1 Sy~ LC M 2 1 CRUS 80 Ch i PT' 5 Rand orn fu n cdo n 2- ChipT 23
returns 8 1 FK 1 j R 1 S[RIJ to Sy4 Ic ryL 2 1, 10 3- Systf~m 21 ca I Is 82
Chi ff~~ R&-Ld fundiun, pa~rd ng i Ll EK L IR 1 RI I 4. Ch ipA 20 decry pts
EK L I R I ' S [ R] ], and calculatg,~ i (~ own S I R I bL-,ed u pon the
dcc rypted R. I I'Lh,2 (WO  inatch, ChipA 2 0 ret arns. 83 M, FK2.[ M I R]
- Othenvisc Clij pA 20 Tk.'turris 0, 5 9 ysicin 21 cal N, 84 Ch ipT's Test
func Lion, passiri g in th e rettuned M and EF_2 [N1 I R Clij pT 23
gerkerates. its own E KJM I R1 and L~ornpares it apinht Lh,- iF1PUt VU1 UC-
1 f thCV are cq Lial, then CtipA  15 20 i ~ cons idered val id and a I is
returncd 8 5 to System 2 1. Tf not, Chip A i ~ i nvalid [tin d 0 i s
retumed  8 5 to Systcrn 2 1  'Ne &Lta flow L~~ he seen in Fimirc 8:
Proiocol C3 hms tho following advWftageS: K I an d K2 (ithe ~iocrol keys)
arc n (it nwe-aled d urin g th e authenti;;aOn ri process 20 T hc ( i ine
varying. chal le n P e R iS CnQTYPLCd, 50 that it i q not revealed durin a
the aiitUnt i cat ion  proces s. An attacker cmivt hkd ld a tabic of X, Fj~
[X I val ues for K I or K2 An atta c~~ L~r ~an not call RQad ~-%- ithouc a
valid R I S [ RI pa ir antryptod iv RL K K 2 i q ihereforo res-i qlaiii  W
a ch osen text uttack- R only ad vanecs xv ith a val id cal I to Test, so K
I al ~o not suscL~pt i bIt to a (:,b oqc n iext attack. I L i q irue tbat
the EK; [ R I S [RI] YaWQ~ can bF, collectcd by an atracR k.'T, but thef 0
iS  no cor-rQ I at i wi betweeD th~: qc values. and thQ ouiput va lue fi-om
th e Kead fUn C(i CHI S inCe thQR, al'2 tWO  uiikno~%Tb - R and K2, System
is easy to df si gn. espt~Qi al 1 Y i n I ow cost SY5tQM ~ ~LICL as iyi~
--i Q I Printers, as no Onclyption or  d ~=y pi ion i5 reqijiin~d by
Systern i N e I r. Tbere are a mimbffr o C wtl I-documt~n LLd and cryptain
a lvzcd symmet.T-i o algor iduits to ch ow from for  30 im1ple-mc ntat ion
of F, i n d uding patent-fTec and liceTi sc - Crcc sohitiow~ A wide. rauge
o f si gnature ftinc~iom; ex i sts, frorn ipe,,oago authentioati on codes
to Fari dom nuniber  



s~-qUCTIOCS to key-basud 2~ynirnetrio cr~plographv. S iViankre fuln Q(i on
s and syniTyi QtriC OrMyptiOIL H I gOT i Lh ryLs require fi~wor ptes. and
urc, cas ier to veri Fy  than asynuiletric alcroritluns. 35 Scc Lire key s
ize for sym nietric encryp 0 on do,--s not have to he as large a~; ror an
asyminetri c (public  R-cy) a I goritlun. A TniTL im Lmi of 128 bit,~ Qan
provide @PPr(1PT-iate 5MI&V FQT ,y nunetric QTkcry ption.  H owcvcr,
ProtociD I C3 ha~ a nunib~-r o f 0 s own prob lem s: A I th ough th ere arQ
u iaT-c number of avai I abl e fiinaioiv~ Co r 2 and S, dic c ho ice of F
and S i s non- triviRL Somc require liceii 5ing dLLO to p atent prou:c
Lion. 13 AUGUST 2004 d`w  Depending on the chosen encryption algoritlun,
key generation can he complicated- The method of  selecting a good key
depends can [hc algorithm being used. Certain keys arc weak for a given
algorithm. IfChip A and ChipT are instances of the same authentication
chip, each chip must contain bor1 5 symmetric encrypt and decrypt
furlctionaIitw_ Consequently each chip is ]anger, more complex, and  more
expensive than the chip required for Protocol P1 which only has encrypt
functionality. lfthe authentication chip is broken into two chips to save
cost and reduce complexity of desi4n;'LU t,  two chips stir] need to be
manufacturcd, reducing the economies of scaIe- Unfortunately, ChipA must
cozwlain both enciyrpt and decrypt, making the consumable authentication
chip the larger of the two 10 chips. Both chips mLLSt also contain
signature functions, making therm more cornplcx [1) an the chip  required
for Protocol C1. PrOtoeoi C3 authentication chips could not be exported
from the USA, since they arc considered  strong encryption devices,
5.2.4Additional Votes 155,2,4,1GerieralCommereis Protocol C3 is the most
scocuM of the three ConsurnahIc Lifetime authentication protocols, since
nothing is rcvcaled about the chal]up ge front the response. However,
Protocol C3 requires irnplenmentation of  encryption, decryption and
signature functicros, making it more expensive in silicon than Protocol Cl.
In  addition, export regulations imposed by the United States make this
protocol problemnatic. 20 With Protocol C2, even if the process of choosing
a key was straightfor ard, Protocol C2 is  impractical a[ the present time
due to the high cost of silicon implementation (both key size and
functional.  implementation). Protocol Cl iS therefore the current protocol
of choice for Consumable Lifetime authentication,  Eventually, as silicon
costs come down tviLh Moores Law., and USA export regulations arc relaxed,
Protocol  25 C3 wilt be preft-Tab IC Lo Protocol Cl, Whcn silicon costs are
negti-ible. or tight integration is required, Protocol C2 nay be preferable
to Protocol C 1, but the security protocol of choice would still remain
Protocol C3 ll  5.2.4.2 Variatiorl on call to Test If there are to
authentication chips used, it is theoretical Iy possible for a erotic
manufacturer to 30 replace the System authentication chip with one that
rcLLLr 1s 1 (success) for each call to Test. The System can  



test for this by cal ling rest a nurnhcr of times - N times with a wrortg
hash value, and cxpecT the result to he 0_  The final time LhaL test is
called. the LruC reLUrned saline from ChipA is passed, and the return value
is trusted.  The question then arises of how many times to call Test- The
number of calls muL,,[ he random. so that a clone  Chip mauxifacttrrer
cannot know the number ahead cal' Lirnc_ 35 if System has a clock, bits
from the clock can be used to duLermine how many false calls to Test
should be rnade_ Otherwise the returned k aIue from ChipA can be used- In
the latter casc, an attacker could  SUI I rcwire the System To pcrmiL a
clone Chip T to view the rcIurrled value from ChipA, and thus know which
hash value h Lhc correct one. i3 AUGUST 2004 -46 -f he worst case of
course, is that the System can he completely replaced by a clone System
that does  not require authenticaiud consr]tnables - this is the limit case
of rewiring and changing the Syslemn_ ]or this  reason, the variat[nii on
calls to Test is optional, depending on the Syste]n, the Consumable, and
how likely  modifications are to be made. Adding such ]ogic to Sys1eni (for
example in the cast: o f a sntail desktop 5 printer) may he considered not
w(TrLhwhile, as the System is made. (note complicated. By contrast, adding
N'uch  logic to a camera may be considered worthwhile 5.2.4.3 Clone
Consumahle using Rea I Authentication Chip It is important to decrement Lhc
amount of consinnahte remaining bef n-e use that consumable  port[on. If
the consumable is usect first, a clone consitnuible could fake a loss of
contact during a write to the  10 spec in] known address and then appear as
a fresh new consumahle. It is important to note that this attack sti]]
requires a real authenticaLion chip in each coimumab]e_ 5.2.4.4 Longevity
of Key A general problem of these two protocols is ib at once the
authentication keys are chosen, it camiot  easily be changed, ]rr some
instances thy. compromise of a key cou]d be disasLrc us, while in other
cases it is  15 11 OL a problem. See suction 3.1.4 IVr rnoru infOrimition.
5.3 Choosing a Protocol As described in Section 5.1.4_1 and Section
5,2.4.1, Protocols P1 and CI are the protocols of choice.  Eventually, as
silicon costs come dawn with Moore's Law, and USA export regulations arc
relaxed, Protocols  P3 and C3 will lie preferable to Protocols P 1 and C I
_ 20 f lowever. Protocols P 1 acid C 1 contain much cal"  the s~une
components:   both require read and write access: both require
implemeutatio1, of a keyed one-way function; and   bath require random
number generati on functionality Protocol C I requires an additional key
(Kn) as well as some minimal state machine changes:  25 . a state machine
a]teration to enable rr]I X J Lu be cal]ed during Random; a Test function
\,rhjch cal]s 1 F 2[ ] a state niaachinc alteration to the Read function to
call 1':<i [XI and FK2[X] Protocol C I only requires minimal changes over
Protocol P1. It is more secure and can be used in all  places where
Presence Only authentication is requhed (Protocol P1)_ Tt is therefore the
protocol of choice. 311 Givun that Protocols P 1 and C I both rneke use of
keyed signature functions, the cboic oC function is  examined in more
detail here. Tahlc 2 outlines the attributes of the applicable choices (see
Section 3.3 and  



Section 3.6 for more information)_ The attributes are phrased so that the
attribute is seen as an advenLage_ 13 AUGUST 2464 -47 Table 2. Soinmary of
Symbolic Nomenclature Free of patenLs Randurn keyr generation rr.   be
exported 1roLn tine USA Fastr Prtifcrred key Size (hit4) for use in
168128]28 this applicationa Block sirs. (bits)64(4M C_ryptanalysis
Attack-Free Ur (apart from weak key's) Output size 4Tiven input size >-1?N
I nB  .t) storagere(]lllrir.mL Low silicon complexity N SA designed x U s S
S a  r  128512 64 256  128 512 512 512 S aN 128  



128 i r Only gives protection equivalent to 112-bit [)1=S An examinalIon of
Table 2 shows that the choice is L;1lectively between the } H1 IAC
coiisLruClS and the Rand om Scquorice. The problem oCkcy' size and key
gcnarat]On elilninatew Lhc R;andaln Sequtrnce- C]]Ven  that a number
olatlacks have alre-udY hccJ1 carried out on MI)5 and since the hash result
is only 128 hits,  HMAC-MD5 is also eliminated. The choice is therefore
[xtwccn HMAC-SHA I and HMAC-RTPFMD160. 10 15  in RIPEMD-16{] is relatively
new, and has not been es L;xlens I ely  cxy'ptanalyzed as SHA-1. However,
SHA-1 was designed by Lhc N SA. SIIA-] is prefcrred for the HM AL construct
for 1hk. following reasons:  SI1IA-I was designed by the NSA; SHA-1 has
been more cxtonsively CryplzJrltily/+nd without being broken  SHA-]
requires 51iLAL]y ]css inter Jnediate sLoragC than ItTF,-MD-160 SHA- I is
LL1gurillrunicalIy less coinp[cx lhan RIPE-MD-160 Although SI-A-1 is
slightly faster than RIPE- M [)-160, this was not a reason for choosing
SHA-I. Protocol C1 using HMAC-SHAT is therefore the protocol of choice. It
is examined in more detail Section 6. 5,4 Choosing a Random N umber
generator Each of [he described protoco]s requires a random number
generator. The generator must be "gnL)d"  in the sense that the random
numbers generated over the life of ad/ , sterns cannot be predicted. 1 3
AUGUS1" 2004 -48 [f Lht random numbers were the stole far each System, an
attacker Could casi]y record the correeL  responses iirom a real
anthentication chip, and place the responses into a RUM lookup for a clone
chip- W ith  such an attack there is no nccd to obtain K, or K. Therefore
the random numbers front each Syslern [nest be different enough to be
unpredictable, or 5 non-determialistic. As such, the initial value for R
(the random recd) should be prograntrned with a physically
generuledraridorn number gathereed from a physical Iy rando[n phenomenon,
one where there is no  uifonnaticm about xhcLher a particular bit wi]I be 1
or 0. The seed for R rust, 'OThe generated with a  computer--run random
number generator- Otherwise the generator algiDrithrn and sued may be
compromised  cnahling an attacker to generate and thcrcfurc know the set of
all R values in all SYSLe[rms. 10 Having a di [lerent R seed in each
authenLicaLion chip means that the first R w+. i I I he both random and
Linpredictab]e across d]1 chips. The question therefore arises oChow to
generate subsequent R values inn each  chip The he base case is not to 4h
an go R at all. Consequently R and FKi [R] will be the same for each cal I
to  Random[]- Tf they are the salve, then F,:[[R.] can be a consianI rasher
than calculated, An attacker 



15 could then use a single va[id aLtLhcntication chip to generate a valid
lookup table. and then use 1fiat  lookup table in a clone chip programmed
especially for that Systern- A crn.sfanl R is not S'ec1ure. '1 he simplest
conceptual method cal' changing R is to increment it by 1. Since R is
random to begin  With, the values across differing systems are stilt likely
to be random. however given an initial R, a]]  subsequent ft vetlucs can be
determined d irectly (there i5 no need to Iterate 10,400 times - R will
lake 20 on values from Rf, to R0 10000)- An incrementing R is irnr'nuoe to
the earlier attack on a cunsLan L R.  Since R is always dillercnt, there is
no way to construct a lookup table ftur the particular System  without
wasting as many real authentication chips as the clcmt chip wi I1 replace.
l [ther than increment using an adder, another way -ofchanging R is to
implement it as all LFSR  ([:inear Feedback Shift Register). This has Lhc
advar[Lage of an attacker not being able to directly  25 decerinine the
range of R for a particular System, since an LFSk value-domain is
dctcr['nined by 5equelrtial access, To determine which values a given
initial R will geni_raLe, an attacker must iterate  through the
possibilities and enumerate thorn. The advantages of a changinLE R are also
evident in the  LFSR so]utlon. Since R is always di merenL. there is no way
to construct a lookup able for the  particular System without using up as
many real authentication chips as the clone chip wi I I replace 30 (and
only for that System). There is therefor. no advantage i[] having a more
complex ftinc Lion it)  change 1Z Regardless of the function, it will
always he possible for an attacker to iterate Lhrough the  I ifetinre Set
of values in a sirnUlation - The {ar-trnary, ,securuy h us in the inilie
randomrae.s.s ef R- Using  an LFSR to change R dimply has the adv am age of
not being restricted to a con cc utte numeric  range (i.e- knowing R, RN
car[not be directly calculated; an attacker must iterate through the LFSR
35 times) 'l he Random number generator 90 within the autheniical ion chip
is therefore an LFSR 9] will 16{]  bits and four taps 92. 93. 94 and 95,
which feed an exclusive-OR gate 96: which in turn feeds back 97 Lo  bit, .
lap selection of the 160 bits for a niaxinial-period LFSR (iX die 1,FSR
trail] cycle through a112 states, 0 is not a valid state) yields bits,
bits, bit2, and bit,, [78 J, as shown in Fig. 9. The example LFSR is 13 AUG
UST 2004 -49 sparse, In that noi inany bits are used for feedback (only 4
out of 160 biLi aTQ Wsed), althi)Lgh maximal-period  IT SR with mom taps o
I fers 5 1 ight ly Fno re PrOtCC t iOrk again5C d iffef ClItia I QYptaINI
IYS i-, OTt col 1 ected R, F[ RI  Pairs.. The 160-bit seed V31ILe fbr R can
be any random jiul-nbQT CXCL~Pt 0; Ance an LFSR filled with Os will  5 p
n)d acc a n Ln. cr-e nding siream o f 0 s S ince the Ll-'SR described is a
maxilual-period T FSR ~ al I I ( )0 b its can be as L~d diroCl ly a5 R~
After ead i 5uccessful call to Te~it, tbe nmdf)m n Lim bL-r (R) m ws L bo
advan ccd by XORing b its 0, 2, 3,  and 5, and sbi fting t1w resul t into
the h i Lrh o rder b it- The new R and CorTeSpolld [Tt4TFKj[R] can bL
rutricvcd On  the neyt call to Rmdorn. 1 5.5 Holding Out AgaiRst Logicul
Attacks Protovol C I is LhQ auth m tic atio n scheine used by the
authentication chip. A tich, it 4 oul d be re s i stant to defeat by logic
al m L~ans_ Wh i I o [fie c~ &ct o f various types of attacks on PTOWCO I C
I have been  mc n I i oncd i ri dIS-Cliss [oil, this section d OCs vo Qh
iypo ri 1'anadc i n turn with reference to Prow~,o I C 1 5~5,1 Brute force
attack 15 A brUte force ',Itt,-tCk jS gUUTULBed 10 brcak Protocol C1 (01'
in f,-Kt, 'Wly PT01ocul)- How-ever the lekgth  



of th e key means that the fimt~ f(ir an al.Lac kc r Lo perform a brute
force atimcb- i s ~(xi I on to be worth the effom  An attaAcr o n ly need s
to break K, to bui 1 d a c I on c authenti cation chip. K L 'S MQ'-e IV
TIT-C ~Cnt to strengthon. K2 a&a i n other fornis of attack. A brute C(irce
allack L)n K] must therefbre br-ca k a I 60-bi L kq.  imuin of 2 atterapti,
wi th a 501,1,'a chaace of findi n the key  A.n attack acuiinq K, TCqUirOS
IL MILK 20 Lftey only atteropt). A~;~um ing an arm, v of a trillion
p1-occ-L;s0Tq'_. cac h runn i ng one rnil I ioli tLAS pCr SOCO nd.  2'-'9 ~
7.3 Y I C~') tp-sts takc,~ 2.3 x 10';' years, wh [ch is longer th a n th Q
U) [Ell I i Ceti Me Of the 1111iVUSC. ThCTC LLrQ  around 100 mi I I io ri
p(~rsonal computers in the world. Fvcn i F ihow were a] I coanectgd in an
attack (e. g- via the  Intern et), thi~. num ber i s stj I I 10,000 tirries
sm al W th au th o Ir i I I ion-processor attac~z de.wribcd- F Lather, if
the  manufActu re o f ouc 16 11 ion p rocessors beconics a pos-,ib i lity i
ri lfi e age of nauocomputMi, ~he I iM t taken to 25 obt~-Lin the key is
still longor dim the total liffftime ol'thc univorst,  5.52 Cuessing the
key attack It i~; lhCOTCliCally possible that an ziftad<t-r can simplx,
"otiess. the ~-ey"_ Tn fact, givcr) CiiOugh time,  C  and IryinIT every
possiblo LILLrYLber, an attacker will obtain tho key. TN5 is identical to
t1w bmw forcc attack  deSQTiN~d abovo, whore. 2-~' attempts ilaust bc madB
bcfcwo a 50% chance of suQQt!,,~s i% oblairked. 30 The chance-q of qoineone
siiiapl~v guessing the key (in IhL~ first try is 2:"f. For GCMIT.IariSM.
Lhe, ChanCe  of someone winn i ng th L~ top prize i n a U S. state lottcry
and bL~ i rig ki I led by lightning in [hQ sarne day Is only I  in 261 [7
9]. The chan oe iDf sonwone &LLOSS ing the authenticati on c hip key on th
o fl r5c o is I in 2 "0, which i~  comparab)~~ to two pcople choosing
exXtly the SRF]le at.QML; I-rl)rTk a choice of all the atorn-i in Lhc Earth
i.e.  extremely unlikdy 35 5.53 Quanturn vomputer attack To break K2, a
quantipm C0TF1PL1tt:T_ 001ILaininer 160 qubits. eilabedded in ain
appmpriate algorithm mu.,,it  be built. As described ii) Section 3 -8.1
-7-. an aitack aga hist a 160-bit ~ ~~y is no I I't as i b I e. An outs ide
estim atc of  tht! poss ib i I ity o f q uantum computers is that 10
clubits may bc ach ievable within 5 0 years- F vC n Lis Ing a 5 0 q ub it q
Limotuni computer, 2 11 F~ tests arO Tuqu i rc d to -e rac k a 160 bit key.
Asslim ing an artay o f I billion 5 0 q u bit 13 AUGUST 2004 -50 quantum
computers, each able to try " keys in I microsecond (beyon.d the eun-ent
wil de. t estimate) finding 2 the key would take au average of 18 billion
years. 5.5.4 C'iphcrtext only attack An aftacl; r can launch 3 ciphertext
only attack on K, l,v mcmitcjring calf Lip Random and Read, and  5 on K2 by
monitoring cal Is to Read and Test- However, given chat all these caI Is
also reveal the p]aintext as  well as the hashed form of the plaintext, the
ittack would be na-ansfbnned into a strtngcr Conn of attack - a  known
plaintext attack. 5.5.5 Known plaintext attack It is easy to connect a
logic analy2er LO the connection between the System and the ruthcntication
10 chip. and thereby monitor chc flow ofdara- 1'h is flow of data results
in ]crown plaintcxt and the hashed form  of the plaintexl, which can
Lhercforc he used to launch a known plaintext attack against both K, and
K7. To launch an attack against K 1, multiple calls to Random and Test must
be made (with Lhc call to  lest heing successful, and therefore requiring a
call to Read on a valid chip)- This is straightforward,  requiring the
attacker to have both a sysicni allilrcntiCation chip and a consumable
authentication chip. For 



15 each K,: X, S ,K1[X] pair revealed, a K2: Y, Sx .LY] pair is also
revealed. The attacker muwi collect these pairs  For further analysis. The
question arises ofhow many pairs must be collected for a rrttianirigCal
attack to be launched with  this data. An example cal' an attack chat
requires collection of data liar.statisLical analysis is differentia]
cryptanalysis (.see Section 5-5.13). However, there are no known attack
sgnunsi SHA-] or IIMAC-SH.A I 20 [7][561[78], so LhcrC is nr) use for the
collected data atthh time. Note that ]'rotocoI 03 is not susceptible to a
pIaintcxI attack.  5.5.6 Chosen plain texi aitaeis Given that Lhc
crypLanalyst has the ability to modify sub cquent chosen plaintexis based
upon the  results of pi iow experiments, K2 is open to a partial farm of
the adaptive chosen plainicxt aLLack, which is  25 certainly a Stron er
1urm (tl' attack than a simple chosen plainLexL attack A chosen plain Ixt
attack is not possible against K1, since Lherc is no way for a caller to
modi ly R,  which used as input to the Random fLrnctiofl (the. only
function to provide Lhc result of hashing with K,)- 5,5.7 Adaptive chosen
pluinteyt attackN This kind of attack is not possible against 1(r, since K:
is nr}L suscepLible to chosen plaint,axt r1LLacks.  30 Howcvcr, a pan] a]
form of this attack is possible against K2, especially sincc both System
and cons tnnables  arc topic-ally available to the altackcr (Lhc System may
not be availab]e to Lhe attacker in sonre instances, such  as a specific
car), The HMAC coy srritct provides security against all 14rrrm of chosen
plaintext. attacks 17 J. This is  primarily because the ILIAC construct has
Lwo secret input variables the result of tho origina] hash. and the  35
secret key). Thus findina collisions in the hash function itself when the
input variable is secret is evert harder than finding collisions in the
pIain hash I'unctian. phis is because the former requires direct access to
SII  (not permitted jr Protocol Cl) in order to generate pairs of
input..'output from SHA-1 '! The only values that can be col Iecicd by an
attacker are IIhTACFR] and HMAC[R I M]. These are not.  attacks against the
S]i IA-1 hash function iIscIC, and reduce the attack to a differential cr-
pcaualysis attack (see 13 AUGUST 204~4 - 51  Section 5.5.13), examining
statistical differeces between collected data.  Given that there is no
differential  cryptanaly4 i~; El I lau k kn own agaln5i SI 1A - I or T TM A
C', Protoc ol C I iL; TCS iS LM I LO 111C adaptive chowli plaintj--xt
acracks. Note that ProtoQol C.) i~ n(A 4LIS~2CP[ih[C tO IIIN attack. 5.5,8
Purposeful error attack 5 An attacker can only launch a purpowful Lrror
attack on the Test and Ftezad functiom, 5iincc ffie~e ar,-.  the only
11MICtl On5 that validate input again qt lhc koys W'kh boLh the'Yest and
Read fum~dons., a 0 value is produced If an en-or is fbund in 1ho iriput -
no  further infom ati on i,) gi verl. J rk addition, the tiFne ta~ eii tf)
PrOd LICC III C 0 I'e-Sklft IS in d open d ULt 0 F Lhc i n PLLL'  g Iving
the attacker n o in Connat i on about which bit(s) wffre wTong. 10 A
purpusQ fu I ctror attack Is therefore fruit I f;t;-s,  5.5.9 Chaining
attack Any form of chainin attac k asswyLes that the ir Q~mwn~ to he has
hed is over seycral h I ockq, or the  ilip LLt v ariables can some how bC
SeL. The HMAC- SI IA I IlgMi L11 M usted by ProtoL~ol C 1 on I y c ve r
hashes a  q i iigl,-. 5 12-bit block ut a i i me. C o nsequ ently chaini n
ai iac ks are not possibl c aga i n ~t P rotocol C L 



15 5-5.10 Bi rt liday a Us ck ,ne strongest aLla~2 k known agahist I IMAC
is Lhc bi rthday attac~' band ij ri th t~ fro-quency Of co I I i ~ ions for
the hash. func Lion [7] [ 5 11. 1 Iowever this isi tota I ly i mpractical
for m inirn a I ly re-asonab te b ash  1ILLoc-tions such ~-I.s SH A - 1 .
And the birthdiq attac k is o ri ly poss i b] e when tb Q attack or has
control oyt-r the  iuessagt~ LhaL i.q hashed. 20 Protocol C 1 us(-, hash
Ing as a form o r di gital s Ignature. Tho Systcm se nds a ilurnber th at
must be i ricorpo rated into th~- rc spoo qe from a va I id authc n I i cat
i oii ch [p. Since th Q au L15C rit icat [oil chip M LLL-A TCSPOnd  ,Ad ih
14MAC'rR I Mj, but hws iio control OVeT 1h c i r)pijt value P, the bi
rthday attack is not i b I o. This is  bCCaLL50 rho ilaessago has c
ffective Iv alrea dy been Lmicrated an d s ign Qd. An allac ke r mipst ~i
stf~ad sc amh for a  cul I i 4 it) n ine mkge that ha-~h L~s LO th f- SUMe
Value, (RD ~i I MMIQLL~ 10 fifidikq one pk'T40n w ho shares your h i
rLhd,-Lv) 25 The cloTte Qhip TrLLLS( thMfOre RtteMpt to I-inda new valu~~
R2 such that the hash of R~, and a chosen  M] yields the same ha-sh vaJue
as H[R Nil. Howover the System aofficriticadon chip docs nuL reveal the
correa ha~ih valuo (the Test function only returns I or 0 depeliding on
whethp-T the ha4h value is coi-rect).  TherefbTe Lhe on ly way of find ing
(1 ol Lhe correct hash valtic (in urder to find a ool lib ion) iF, to i
riterrogato a  real authemicadon ch i p- B uc to find the corrcct val uc
Fneans to up d ate M, Rnd 9 ince the defxernc ri I-only parts 30 o l' M are
one-m--av, and Chi-, read-only parts Of M =n n OL be ch anged, a cloaQ Qon
L, urn ab I e would ha VC 10 Update.  a rcal consuinable befOTQ ULCMPt i ng
to f1nd R col lision. Th i~ alternative is a bTjaL~ force atrack searQh o
ri ihe T est fullWu n to ri n d a success (j-equ i fing oach c lorke
consuniab k: to have access to a Sys Lc rn consuinable). A  1-watc Co ree
stearch, Rs d escribcd abov e, cakes longer than the I i fct isne of the un
i venw, i n this case, PeT  auth0fldC-a(j01). 35 D tie i o Lhc (~Lct that a
(inie [y gath~'Ting o I'a hash Ya [tie iiiaplics a rea I ~:o risuniable
nui.~t bc  decreincn Icd, 111C.r C IS no pOirlt f6' a C 10]IC Con 5Uina b
Ie. to lalin ch thi -" kind of al7ti Gk 5.5.11 Substitution with a cumplete
lookup table 13 AUGUST 2004 -5 The random number scud in each System is 160
bits- The WO ML case situation for an aluthcnticrition  chip is that no
state data is changed. Consequently there is a constant value return ed as
M. However a ctrmc  chip must still return SK2[R I M], which is a 160 bit
vahie. Assuming a 160-b i t lookup of a 160-bit rcxutt, this requires 2.9
10" bytes, or 2.6 x 1037 wrahytes,  5 certainly more space than is feasible
for the ne. future. This of course does not even take into account the
Trtethod of co]lecting the; values for the ROM. A complete lookup table is
thc;relorc coinpletely impossible- 5.5.12 Substitution with a sparse lookup
table A sparse lookup Iablc is only feasible ifthc messages sent to the
authentication chip are somehow  predictable, rather than effectivoly
random. l1) The random number R is seeded with an unknown random number,
gathered front a naturally  random even. There is no possibility for a
clone ]nanufacturur to know what the possible range of R is for all
Systems. since each bit has an unrelated chance of being I or 0. Since the
range of R in al I systems is unknown, it is nor possible 1o build a sparse
lookup table that  can be used in all syslents. The general sparse lookup
table is therefore not a pcnssible attack. 15 However, it is possible (r a
clone nxanufrerunrto know What Lhc range of R is for a given System- l'h]s
can be accomplished by loading a LFSR with the current result from, a call
to a speci fie SysEetn  



authentication chip's Random function, and lteratmg Some number 01 tiTnes
into the tiJturc. I f this is {li}ne. LL  special ROM can be built which wi
11 only contain the responses for that part icular range crl` R, Le. a ROM
specifically for the consumables ofthat particular SvsLcln. 13utthe
attacker still needs to place correct 20 information in the ROM. The
aLlacker will therefore need to Find a valid authentication chip and call
iL for  each of the values in R. Suppose 1-he clone authentication chip
Deports a ft111 consumable, and then allows a single use before  simulating
loss of cornnection and insertion of a new full consumable. The clone
consumable would therefore  need L(] contain responses for authentication o
f a full consumable and authcnticatiotl of a partially used 25 consumable,
The worst case RO M contains entries for full and parLially used
consuMnables for R (I vor the  lifetime of System. However, a va]id
authentication chip must be used to generate thee information, and he
partially used irs Lhc process, f l` a given System only produces to
R-values, the sparse lookup-ROM required is  20re bvtcs (20 160.` 8)
multiplied by the number ofdifferent values for M. The time taken to build
the ROM  depends on the amount ol" lime enforced between calls to Read_ 30
After all this, the clone manufacturer must rely on the consumer return ing
for a refill, since the cost  of building the ROM in the first place
consumes a single consumnable. The clunc rtlatlllfacturer's business in
such a situation is eonsequently in the refills. The time and cost then,
depends on the size o !" R and the number uCdit'ferent value for M that
must  be incorporated in the lookup. 1n addition, a custom. clone
consumable ROM must he hLill h to match each and  35 every System, and a
different valid authentication chip must be used for each System (in order
to provide the full and partially used data), The t,,-,c of an
authentication chip in a System Trust therefore he examined ix)  detertnine
whether- or not this kind of atLack is worthwhile lnr a clone manuiaclure]%
As an example, of a camera system thuc has about 10.000 PT inLS in its
litei.ime;_ Assume it has a single  [)ecremcnl Only value (number of prints
remaining), and a delay of I second between calls to Read. Iru such a 13
AUGUST 20041 - 53  systmi, the, q p arsk~ table will tat e alyuuL 3 hotir5
to bui Id. and Can sunic -L-. 100 K. R,--tneniber that th o con struct ion
of t1w RO M requ ires the c~on-winpti on o r a val id authentication ch
ip-. ~.o any nioney CIV111TO M LIA bc wo rtil  MOTC ilian a s Ingle.
consumabic and the d one consumable wmb in cd- 11im it [s. not cost cMai v
L~ lu perforin th j S fun U6 orl ror a 5 i tigle. collsillin Uhl f~ (un I
L~xq the. c lorie consunmWt~ som A ow conta hiel the cq uivalcnt 0 f  5
multiple authentic consumablcs). If a cloTke man Lifaclurer 15 g0i[L'1~ to
gO tO the LroubJ o of build ing a ewitoin ROM for eacb ovoier o I' a
Systein, au easici- apffoach would be to update Sysicm to completely i gm
orc th L~ authentication Ch ill. FOT MM  in format lon, see Section 10 -2.4
Consequ en dy, thi s attack is posgib I c aq a pe r-System at.tack, and a
ded sion m tj q bc in ade abotu * Q  10 chance of thi s oE~currilLll fOt' a
giVen Systcm.-'Conscinab le comb inaLi On- The chance wi 11 Ei~,,pcrkd on
the L~osi E.fl'  tile consuniabl f,- and a uthentication E~h ip q, (lie
loiigevity of the con quinab le, the FrOfi t TILargi n OU thC co nsumab le
~ the firric tak-en to generatc 09 L~ RO N1, ihe s ize of tlh Q
T-CSLLll2Lnt ROM, and whc [he r customer~ wi I I  c~)nie back to the C I
OLIO 111MM faCtLiTer Cor rceflll 5 that U Se the Hatnc 01 One Chip 5.5.13
Differential cryptanatysts 15 Ex iW ng di fferentia I RtLH E;,ks are
heavily (i OpeTLdCTIt On the StrU L~LLJTC 0 F ~ boxes.~ a s w-A i n DE S
and  othff 5 im i 1 ar al. P-oritluns. A I th oqOi otlicl D ILI such as H M
A S RA I Used ifl PTO'10COl C [ Ila W n U 



,()TiLhrYLq boxes, Wn 4L.LaL~ker can Linderia4 a differential-likt~ a Ltac
k by undertaking, ~Latistical amal ysi-~ 0  M irk knal-di ffkren cc i
npl](S. Mid the iT COMS P.OndjTj IT OU[PULS M i ri i ni al -diff~renf~c
Outputs, and their ~Orrc.;~pond bg. Opka~ 20 To I iuncb an attatk of this
naturc, sc Is o F j npUt.-'OjitPLLL pa i r5 mu st be Qo I I ccled. TN~ f~o
11 Lxt i on fron)  Protuf;oJ C I can be v ia ko own p] ainttxt, or Cro ni a
pard a I ly 4d apdve chowrk plai ritext ai~taclk, Obv i ous 1), the
[alter, being chosen, wi I I be. nj ore mefu I  Has h ing algo r Ithrlis
iTi gcncra I are d esigil t-d to be res istarit to d i fferential aDaly4 i
s - S FIA- I in  particular h a4 bcon specifi rul ly q(ri,,agthened, esipcc
i a I Jy by th e 90 wo rd expansion (L' 30L! SOCtion 6) Y) Lhal 25 in in
[mal diffc ri~ nee ~ in Input w i I I ) ti I I p roduce outp ul~ th at vary
hi a I arger number o C b i t positi-on,~ (com pared  to 12 8 bit bash fun
cd ons). Irt ;jEj di I ion, the info]-111,1tio n CO I IeClOd i5 11 OL a di
rect S111 A - 1 i ri p utioutput -~c t, due to  Lhc nature of tb Q H M AC
algorithm, Th e 1.11VLkC a[gofi Lhill haslics a k no wn va Me xi th an
LIAHOW11 Va I LLO (tile  key), and tb e res>u It af tb is hash i s the ri
rehasbed wi Lh a wparate tinkn own value. Since th e attacku doos not  kn
ow th o secret va I tie, not t he resu It of th L~ ri mt hash. tL, inputs
and output,~ fro m S1 IA- 1 aTc n ot kELown, ,90 makiqg an), differential
attack extremely difflictilt Therc ato t) o knomm di JTL~rent [al. attacks
agai rkst S1 EA- [ OT H M AC -SI LA - 1 [5 6] [7 91. Ev= i C th i s d oes
n ot chaagQ by th o finie ProtoQo 1 C.3 can be affiTdab I y inc W d ed in
an auth,--ntication ch i p, a nioVt~ LET th 0 Pvi lim ol C3 wi I I el iin
inatk~ this anack, and is th,--refoye an-racti Yu The fb I I ow i ng j s a
ilaorf, fttai I ed discu sS ion -a f M i[I iM,-Illy di fff-rtnt j n PUtS WO
OLLLPUtS fmrn Lhc  35 authenti Qation ch i p based on Pmtoco I C I 5.5.131
Minimal Vitferepice Impuls This is wh cro at) attacker takcr, a set o f X,
Sy [X j v a] ue~, where th o X values are mi Ei i rnal ly diffi=kl,  and
L~xaln i nes the stati ~ Lical differ~nceS bL~Lwee n ffie outplut5 Sr~ [X],
The attack re I [es. oij X vadiles that on I y  diffel- 13-Y a M irk 11nRl
ilumber o l'bits 13 AUGUST 2004 -54 The questiott then arises as to how to
obtain 1niniina[Iy different X values in order to compare the Sr;[X]
values. K] With 1, the attacker needs to statistiCall y examine minimally
di17Li-cnt X, SK;[XJ pair- However the  attacker cannot choose any X Value
and obtain a related StJXJ value, Since X, SKL[XJ Pairs can only  5 be
-1eneratcd by calling the Random function on a Sys Lern authentication
chip, the attacker must call Random] multiple times, recording each
observed pair in a table. A .search must then be made through  the observed
values l or enough mini]na.lly diIIercnt X values to undertake a
statistical analysis of the  SK; [X] values, K2 With Kz, the attacker nccds
co statistically examitie. minim ally different X, S, _[ J pairs- The only
l [} way tof generating X. SK .[XI pairs is via the Real function, which
produces Sr2IXJ for a given Y,  S.1 I'Y I pair, where X = Y M_ "['his means
that Y and the changeable part of M can he chosen to a  limited extent by
an attacker. The. amount of choice must therefore be limited as much as
possible.  The first way of I iin it ing an attncksvrs choice is to limit
Y, since Read rcyuires are input of [he format Y, S i[Y]. Although a valid
pair can he readily obtained front the Random hunction, it is a pair cat'
Random's  15 choosing- An au]cker earl only provide their own Y if they
have obtained the appropriate pair from Random,  



or i Cthey know K1. Obtaining the appropriate pair from Ran darn requires a
brute force search. Knowing K; is  only logically possihIC by performing
crypLanalvsis on pai]-s obtained from the Random function - effectively  a
known text attack- Although Random can only be called so many times per
second, K, is common across  Svstern chips. iTh ere Ire known pairs can he
generated in parallel. 20 The second way to limit an attacker's choice is
to Iiratii M. or at lean Lhe attackel'w ability to choose  M. The limiting
of M is done by making some parts of M Read Only, yet di 1Fcrent for each
authentication.  chip, and other parts of M Decrement On Iv. 'Ile Read Only
parts of M shnuid ideally be different for each  auLhentication chip, so
could be information such as serial number, hatch numbers, or random in urn
hers. The  Decrement Only parts of M mean that for an attacker to toy a
diferent M, they can or]l ' decrement those pants 25 of M so many tinme -
after the Decrement Only parla of MM1 have been reduced to 0 ITLOS4 parts
cannot be  changed again. OhLaining a new authentication chip provides a
new M, but the Read Only portions will be  different from the previous
authentication chip's Rend Only portions, thus reducing an attackers
ability to  choose M even farther. Consequently an attacl er can only gain
a limited number ofchances at choosing values for Y and M  A 5,533 1 IVl
nrirna l D it'fe re n cc Output This is where an attacker takes a set of X.
S,[X] values where the S_jXJ values are minimally  different, and examines
the statistical differences between the X values. The attack relies on SJXI
values that  only differ by a minimal number of bits. Fur both K1 and K29
there is no way for an axtac1 er to generate an X value for a give a SK[XI.
To do  35 50 W1]LLId violate the f eL that S is a one-wa; unction (HMAC-S1
fA [). Conseiluently the only way for an. [ C] pairs in a IA 1e. A seat h3
rrlust  attacker LO mount an attack of this nature is to record all
observed X, SK then be made through Lime observed v alLLts for enough
minimally different S.;[XJ values to andertaku a  statistical analysis of
the X values, Given that this requires more work than a minimally different
input attack  (which is extremely limited due to Lhe restriction on M and
the choice of It), this attack is not fruitful. 13 AUGUST2004 - 55  5.5.14
M estage substit u do FL a (to eks I n order for thk~ ki n d of attack to
bL carri4D,(I OUT, a ClOW COILSIAMble M Ll 5t Ct)jkja jF1 L re~-tl aLlthen
I ie ad on Ch ip,  but QnQ Lhat is effectivk, I v rcusab le sinQc it ncv or
gets d mrenii~ n lcd. 'Me clone auth craj Cation chip would i riterc L-pt
incs sages.. an d s Libuitute its own. Ho wc Ver this atta ok ducl, not P-
[ve stA oQk!,,~s Lo th e atta Gkk'r 5 A clom~ au Lhcrl Licatioll Chip may
ch at) 5e not to pa~;5 on a )Wrlte oonim an d to che real atith Bn 6C adon
chip. I lowc ver the subsequ erit Read co nanand nupst rcturn the correct
re5pon sc (as if thC WTitf, had  ~xicceeded)- To rt~turn the COMXt
TOSponse, the hash value must be lcno~-wi ror (lie specific R and -M. As
described in the birthdz~v anack 4CC60rk.. an attack-er can unly detenyline
the hash vahle. by actually updatiFIg TO  In a real Ch i p, wh i ch the
attuck(~r doe s not want to d o- Hve ri ch an,,.,, ing the R sont by SysNm
doc s not help 10 s ince th c System authenticaLiOn Ch ip rniist match the
R during a s0seLl LLC M Test A Message substi Lut i on attack would thCT(~
ffire be unsurLvs,~ Fu I - Th Is i s only tT--uQ i f System upd aws  thC aM
OUn L o f consuntabl e rerna in i ag before it i s used 5,5.15 Reverse
ejtgi neei~ in g the key ge Fi v ra to r I f a p4c udo-rand om n um ber
generator is awd it) gL~n orate keys, th Bre i S thO POttDti,-sl FOT a C
10M 



15 inmu h, CtLITC io o btain the ~Tt~n ksator prograin or to d vdu co [he
random w~~d uz~~d- Th is was th Q way i n which  the scr~ u ri ty I ayer of
the N oWape- browser was init i a I ly broken 13 3 1. 5.5.16 Bypassii)g the
a uthentication procem PrOLL)CO I C 1 reqL1 h-Q-S i h C Sy~teffl to update
th u c o rizmniable state daa bcfore the oon "m ab I c is used  and follow
t-vcry wri re by a read (to aul.hc nt [Cate the write)- Th us each u se o f
the cons uniable req Ll irCS ar) 20 alithentical i on - I f the System
adhLxt~s to thtse two simp1c ru lc~,, a c lone manu factune r wi I I have
to S i rn ulate  authenticati on via a inothod above, (such as sparse ROM
lookup) 5.5,17 RC119C Of RHthC Fi 1i cation chips As d esc r ibed abc)vc,
Pro locol C I reql)i Feg the S y ~Le[n to u pd ate the consumable State
daLa before tIK  con suinable is med, and fo I J ow evm wri to by a read
(to authenti calc the wrlte), Thu-~ cauh me. o f the 25 Consumable
reqLlinLs, an authentication It a corks um ab I c has been ust~d tip, ilic
n in authentiLWi (in ch i p w i I I have ha d I h u appropriate statg- daLa
valties decreinentQd Lo 0. The chip cavi tb i-rel 6TC no I be iis ed i n
alit) [her consumabl e  Note that th N on ly holds tnm for auth end cad on
chips that. h o Id Decrement-On 1 Y dala ile-MS. If thQTC  is no state dala
c1ccremented with cmclk LLSao e, thpre is Yj othi n nai pp ing the reu&c v
f Lhc Chip, Tb j s i,~ th u bas ic  10 differciam b0wocn Prestnce-On I y
authmd-e-afion and Coivwmab I e Lifetime alith ~~n 1i cati on. Protovil C I
allows botli. The bottorn filic is ffiat if a consurnablQ haq Docrement
Only data items that are ii~cd by the System,  the authenticatiou chip
i~,aimDt be reu-cd without being Qonipletely TepruMmined by a valid
prognunining  .qad on that has k no w I edge o f the sccrct k L~Y. 35)
5.5.18 M a nageni en f d ecis ion I o om it a v thenti catio n to save
Costs A 1 th ou gh n ot str i ct ly an extQrfl al 4LLac k, a dec isi on to
QM i t at] OIC: nt i Cat [Oil ill futurc 'Sy~tejns Li ordt:r  to L.avc uos
is will haw~ wide ly vRryi ng offects on di fferen t ni arkets. In the ca
se of h igh v olume consuinabl Qs ~ it k c ssential to rem Qni ber ih a[ It
is very di Cfi c LL I t to introd u ce auth ffn 6~2 ado n after the rnarkQt
haq Marted, R5 Sy~,tenl'l Tcqu i ring authenti Quted rLonsiunables wi I I
not 13 AUGUST 2004 - 56 work wiLh older consumablcs s I I I I in
circulation. Likewise, iL is intpracricaI to discontinue autlieuticaticm al
any stage, as older Systems will not work with the new, ELLrauthenticated,
conxumables. In the second arse,  older Systems can be individually altered
by replacing 1fie System authentication chip by a simple chip that  has the
same programming interface, but who so TesL CLmmctioll always Succeeds- 01'
COnrSe the System may be 5 proayiw reed to Lest for an aiways-succeeding
lest function and ",h UL down. Without any form oC protection. illegal
cloning or high vohnne consurnables is almost certain.  However, with the
patent and copyright protection, the probability of it Ingot cloning may
be, say 50%%.  However, this is not the only loss po sihlc. I f a clone
manufacturer were to introduce clone consumabties  which caused damage to
the System (e-g. clogged nozzles in a printer due to poor queliLy ink),
then the loss in 10 market acceptance, and the expense of warranty
repairrs, may he significant, In the case of a specialized pairing, such as
a car/c:rr-ke s, or door.`door-key, oar sortie other similar  situation,
the Vmisdion of authentication in fULLLre systems is trivial and without
repercussions. '..his is because  the consxuner is sold the entire set of
System and Consulnable authenticLion chips at the cme time s5.19
Garrotelbribe attack 



15 This form ofatLack is only successful in one of two circumstances'  KL.
K2 and R are. already recorded by the chip-pro-rammner, or  the aLLaL;ker
can coerce future values ofK . Kn, and R to he recorded. II'll uLUans or
computer ~ysLCrrLS external to the ing Station do nOL know the lce-ys,
there is  uo amount tof force or bribery that can reveal them. The
programming of authentication chips, described in  20 Section 9. (and in
[93], which covers the process in more derail) is specifically designed to
reduce this  po5wibiIity. The level ol'securit y against this kind of
attack is ultimately a decision for the System-"Consumable  owner, to be
made according to the desired level of service. For example, a car company
may wish to keep a record of all keys manufactured, so that a person  25
can request a new key to be made for their car. However this allows the p c
tenrial compromisc 0C the entire  key database, al Iowing an attacker to
make keys for any ofthe manufacturer's existing cars. It does nett allow
an attacker to make keys for any new cars. Ofcourse, the key database
itseIfmay also be encrypted with a  I'urLher key that requires a certain
number ofpcople to combine Iheir key portions together for access. Ti no
record is kept of which key is used in a particular car, there is no way to
make additional keys should one 30 bccorrie lost. Thus an owner will have
to replace his ear's authentication chip and all his car-keys. 'phis is not
necessarily a bad sit.Uati(Pei By contest, in a consumable such as a
printer ink cartridge, the one key corn hi naLion is used for alI Systei s
and till consumables. Certainly into backup ofthte keys is kept, there i4
no 11uman with knowledge of  the kcv_ and therefore no attack is possible-
llowevcr, a no-backup situation is not desirable for a consumable  35 such
as ink cartridges, since if the key i~ lost nti more consumablcs can be
made. The manufacturer should therefore keep a backup of the key
information in several parts, where a certain number of people rn L
together comb Inc their portions to reveal the full key information. This
may be required if case the chip  programming station needs to he reloaded.
13 AUGUST 2004 -57 in any case, none of' these attacks are againrc Protocol
C I jtse]f. since rnco humans are in\ oItied in the  authenticatitm
process, Tnstcad, it is an attack aga]nst the proorRlnlnitig stage of the
Chips , . Sec Section 9 and  [85] for more details 6 HMAC'-HA1 5 The
mechanism for authentication is the HMAC-SHA 1 algorithm, acting on one ca
. 1IMAC-SHAI (R, K;), or HMAC-SHAI (R I M, KZ) This part examines the
HMAC-S13A 1 algorithm hl greater detail than c(tvcred so for. and describes
an optimization cal' Ehe algorithm that requires few r memos resources than
the original definition. 1t) 6.1 HMAC The HMAC algorithm is described in
Section 3.6A.1. Tn summary, given the following de#iniIions:  H the haih
function (e.g. M i}5 or SI IA-1) u - number ofbits output Croin IT(e.g_
1b[] for ILA-1, 128 bits for]MTD*)  M - 11re data to which the MAC fnmclion
is to be applied 15 K - the secret ]cev shared by the two parties  ipad
Ox36 repeated 4 times 



opad C)x5C repeated 64 times  The HMAC algoriLhnn is as follows: Exlcnd K
to 64 bytes by appending 0X00 hytes to the end of K  20 1 XOR the 64 byte
stringy; created in (1) with ipad 3. Append data stream M to the 64 byte
string created in (2)  4, Apply H to Ehe stream generated in (3) 5. XOlt
the 64 byte string Created in (1 ) with opad 6_ Append the H result from
(4) to the 64 byte sting nu uIting from (5)  25 7. Apple H to the output of
(6) and output the. result Thus: HMAC[M] = H[(K opad) I H [(K 0) ipad) !
MI]  HMAC-SIIAI algoriLhnn is simply HMAC with I-I = SH.A-1 6.2 SHA-1 30
The SI1A1 hashing algorithm is described in the context ofother hashing
algtorithrns in Section  3.6.3.3, and completely defincd in [27]. The
algtiriIll rn is sumnnarized here. Nine 32-bit constants are defined in
Tab] e 3. There are 5 constants used to initialize the c]naiuing
variables, and there are 4 addiLivo constants 1 A UGUST 2004 Table 3.
Constants uscc] in SHA-] Initial Chaining VatuesAdd! live Constants
hfCx6?,4r.3.yrGx`. "19 h;;xr,-t:DT~B8D Iy2Vx6E:9E3r". h3y3r7xirjF~cDc F
i1..... h5(; C3D2DiF3 Non-optimized SHA-] requires a total of 291 2 hiss of
data storage;  Five 32-hit chaining variables are defined; H,, H1, H.;, H,
and 11.5. Five 32-bit working variables are define ; A, R, C:, U, and E.
One }2-hi( temporary variable is defined: 1. 5 F.ighty 32-bit temporary
registers are defined: c,.  The following fiuictions are delined for SHA-1:
Table 4. Functions used in SI1A-I  symbolic Description  Nomenclature I uY
tx, Y, Z)  g(, Y, Z) h(X. V, Z) 10 Addition modul o 2' 



Result oCratarting leftthrough Y bit posid OM  (N A Y.) X rx Z) (NAY)v(
AZ)V(YnZ) xc YG The hashing algorithnr consists of tirstly padding the
input message t be a rnulcip]e of 512 bits arid  initializing the chaining
vxdablem H, -g with h,-5. The padded message is then processed in 512-bit
chunks, with  the output hash value being the Iinal 160-bit value given by
Lhc concatenation of the chaining variables; HI  I-12I11IH4IH Th steps of
the SIIA-1 aIgorithrn arc nowv examined in greater detail - 6.2.1 Step 1.
Preprocessing The first step of SHA-1 is to pad the input me-,sake it) be a
multiple of 512 hits as follows and to  initialize the chaining varitrbics
Table 5. Steps to follow to preprocess the input rracssage Pad the input
message Append a l bit to the message Append 0 bits such that the length of
the padded message  is 64-bits short of a rnulti plc crf 512 bits. Append a
64-bit value containing the length in bits <i f the  original input
message. Store the iengt]i as most  significant bit through to least
sigruftcant bit. - In]tialize the chain ing vanahlcs j  H,+- h;, II,h,H,
hr,-H4+- h1,IL h;  13 AUGUST 2004 -59 6.2.2 Step 2. Processing 'I he padded
Input niessage Can nano he processed We process the message in 512-hit
blocks. Each 512-bit block is in the loan of 16 x 32-bit words,  referred
in as InputWorda.i5. 'Fable 6- Steps to follow for earth 512 hit block
(Input 's `ord  Copy the > 12 input hill into Far j=0 to 1'5 - 1 =
InputWors3 Expand 0-15 into Xre-,) Farr j- 16 to 79 Xj - ((X;-3 E Xl e
xi-`--' ' Xj-16) c( 1) Tnitia!ire working variables A - H1, 13 H,., C:4-
H.,, D II1, E < H; Round 1 Round 2 . Round 3 



For j=0 to 19 t<-((As15)+1(B,C, D'+C ;.Xj I yf) E- D,Df-C,C,<--iB
e30),B+-A,A(.--t. Ior j=20 to 39 ~3 r} }1  t ((A (e 5) d- h(B. C, D) - F I
T X.!  I Ev U.C C,C~--(B((3{)),B+-A,A*-t  Forj=4[)to 59t t<.-
((A((5)-g(B-C.D) I E- i - y.r F: - ], D+- C, <-.(Bs( 30),13 A,A+- t Round 4
[..pdaLO chaining variables 5 For j=6[} to 79 t ((A {s 5) + I1(13, C, C) +
F - Xi -yd)  E4-D,D<-C,C4-(D((30),B4--A,A I H 1 ,r, -A, H, +-I I. I B,  H;
*- 11, -I. C, IL, (. H= - E),  H;. H.;. The hold text is to emphasize the
differences between each round.  6.2.3 Step 3. Completion After all the 5
12-bit blacks of the padded input message have been processed, the output
hash value  . is the Tina] 160-bit value given by: Hi I H' I H. 1)-I4 1115
10 6.2.4 (?ptimizr Lion for Ilardware Iniplernentation The SPA- Step 2
procedure is not optimized for lltrdware. In particular, the 80 temporary
32-hit  re ist~ers L I SLtip valuable silicon on a hardware
implerrscntation- This section describes an toptinuzation to the  SHA-l
algorithm char only uses 16 temporary rcgisLl. rs- The reduction in silicon
is from 2560 bits down to  512 bits, a Savarl1 Of Over 2000 bits- it may
not be ilnportmint in song applications. but in the auLhcnIication  15 chip
storage space must he reduced where possible. The optirnizaLion if, based
on the fact that although the original 16-word messy e block is expanded
into an 90-word message bock, the 80 words are not updated during the
algorithm. In addition, the words rely  on the previous 16 words only, and
Mote the expanded words can be calculated on-The-fly during processhi0, t3
AUGUST 2004 - 60 as long as we keep 16 words for the backward reRcrcnccs_
We require rolaling cnuntces to keep track 0Fwh ith  register we 4TL LEr
to Lasing, but the effect is to wave a lar&C alnomit of storage. Rather
than index X by a 4ingIe value j, we use a 5 bit coLLntcr to count through
the iterations- This  can be achieved by initialising a 5-bir register with
either 16 or 20. and decreinenting it untiI it reaches 0. Its 5 order to
update th4 145 temporary variables as if they were 7i0, we require 4
indexes, each a 4-bit register. All 4  indexes increment (with wraparound)
during LhC course of the algorithm. 13 AUGUST 2004 



-61  bie 7. Optimised Steps co follow for caCh 512 bit black (1 TkPu1W
Ord'- L.5)  IniLiiliZC working variables ; A.-II,, B <c.. H), C H,, D H4, F
4- H; i N; 4-13, N2<$,N 4-2,N, 0 Round 0 Copy the 512 input hits into X. 15
Round l A Round 113 Round 2 Do 16 times XN, -. InpurWordN.1  ON2, 1+C[ ,~
F- ~ IN, Do 16 tunes ((A e 5) + f'(S, C, D) - Is I X:a +yI) [fiN,, fi e;
LO{ll A Na F, -L7,U+- C.C<.-.(Rc( .3{)), B+-A,A< t Do 4 tunes X,a ((XN1 ff~
XN2EXN3OX 4)x{1)  t<-.((.A~45)+f(13,C.D) I F - X= fN,, Ills, N3. IN, F,
1),D*-C,C<-(R(< 30),L34-A,A< t  I)n 20 tithes X,+- (()C 1(TlXN2
Xil3EbX14)4( I)  t -((A{( 5)+h(L3,C,D)+E+XN4--y3) UNI,'Ny,IN3.U -.F i*-1),D
-C,C<-(R(s30),L34-A,A < t Round 3 R{ound4 Update cIi ining variables Do }0
tirncs XN4.- ((XN1 XN2 XN3 N4) < 1)  IN ((A " 5) - g(R, C:, D) + IS 4.
XN.14- y3) }  INS, ON,-. f N3, ON, E D, D - C, C < l {{ -'0), 13 - A, < t
Do 20 rimes +N4 4- ((XNI 0 XX2 ED XN3 XN4) (< 1)  t *- ((A <{ 5) + h([3, C,
D) - E + X\-4 + j",)  ON 1, ?N2, AN3, 014 E. D,D4-C,C<-(Rr 30),[3 A,A< 



II, --ft A, H, H,+E3,  143 4- I I3 C, H4 H4 + 1),  H5<-H.-F, The bold text
is to eniphasi7,e the di 1] rcncc3 between each round. The itlcrenientlny
of N i. N;, and -.; duritfg Rounds 0 and 1 A is optional. A sotwuTc
implementation  would not increment them, Id nr;E it Lakes time, and at the
end cal- Lhc 16 1 imes through the loop, all 4 counters 33 AUl1ST 2004
control logic Round 0 can be completely omitted if the caller loads Cho 512
bits of Cr, 19  6.3 TI ]AC-SHAT 5 In the authentication chip
implementation, the I.1MA -SHA 1 unit only ever performs hashing on two
Lypes of inputs= on R using K, and on R I M using K2. Since the inputs are
two constant lengths, rather than  have IIMAC and SHA-1 as separate
entities on chip, they can he combined and the hardware optimized- The
HMAC-SHA1 test cases described by Cheng and Glenn [14] will rennin valid
The padding ofmcssages irr SI.I .-I Step l (a 1 hit, a string of 01)it&,
and the length ofthc message}  10 is necessary' to ensure thaL different
messages will nor. Iook the same a11Br padding- Since we only deal with 2
types of messages, our padding can be constant Os. In addition, the
optimized version of the SIIA-I algoriLhm is used, where only 16 32-bit
words me  used for Lcmporaiy storage. These 16 registers are loaded
directly by the optimized HMAC-SHAI hardware. The Nine 32-bit con~'Lants h;
- and ye.+ are still required, a] though the fact that they are constants
is an 15advantage for hardware implementation. Hardware optimized
HMAC-SHA-I requires a total of 1024 bias of data storage: Five 32-hit
chaining variables alx: defined: H,, H2, i-is, II, arid I-t{- Five 32-bit
workin3 vaTiahIes are defined- A, B. C. D. and F. Five 32-bit variables for
Lumpcirary storage and final result: Bu l] 601-5 One 32 hit temporary
variahic i. delned: L. 20Sixteen 32-bit temporary registers are defined:
,<. The following two sections describe the steps for Chc Iwo types
ofc.alIs to IINI C-SHA 1- 6.3.1H[R. K, In the case of produciflg the keyed
hash of R using K1, the original input. message R is a cohrstanr Icn-th of
160 bits. We can therefore take advancage of this fact during 1)rpceSSing-
Rather than load 3C" -r. 25during the first part of [lie SI-IA-1 algorithm,
we load Xft, dircc;c]y, and thereby (emit Round 0 of the Optimized Prx)ccss
[3lock (Step 2) of SFJA-I , The p.scudocode takes on the following steps:
13 AUGUST 2004 -63 Table 8. Calcuiating, H[R-. K,]  Step I}esription
Process i ipad  Action 



XO-, 4-K, (D 0063636--- 2XI-L3 Ox3 6363 6... II1-5 4 -Process Block
5Proce>S KX;,-j R  7Process Block Buff160i_ .  H1-Y  9Pmccss i 0 upadx ..1
K1 0 Ox5C.~ 5 , -. 10X5.15 *- 0xSC5 5C'.,. ..._.,.- ]]His*-hii 12Process
Block  13l roces's previous H[xjX .- ResuIt 14X5-15 +- 0 1F'rocLns Block
16Get rest]Fts1}uff160L_; I11-5 6.3.2 H[R' M, K}] In the case of producing
the keyed hash of H I M using Ka, the origin a] input message is a consia m
length of 416 (296.1- 160) bits, We can therefore take advantage of th is
fact durutg processing- Rather than load  S XIJ L during the first part of
the SIIA-I algoritlun, we load Xq,,2 directly, and thereby omit Round 0 of
the optimized Process Block (Step'?) of SHA-t- The pseudocode lakes on the
Ii IIowing steps 1a AUGUST 2004 - 64  Table 9. Calculating H[R I M, K21
Step Description 1 i Process K Ef ipad Action Xt-4 +- R 0x;6;676.,. X5-r5
t.. 0x363636... hr- E'ronss Block Process R I M iix14-f- R X5-]- - M
7Xi3_i< -0 8Process Block Temp *- H  



10Process K EO opadX"A <..- K2 EO Ox5C5C5C. I X~ Ox5C5C5C, i- l'?H: hi
13Process Block  143'mces:s prLvious H[x] XD.-, Temp 15X~-i~ 0 ] 6iProcess
Block  1Ger resultsResult < 7 Data Storage Integrity Each authentication
chip contains soo c win-volulde rncrnorv in order to hold the vnriahIcs
rcquirtid  5 by Authentication Protocol C 1. The followhig. non-volatile
variables are defined, 13 AU G UST 2004 63 Table 10- Ncm volatile variables
require t n, Protocol C I Variable NameSize (in bits) Mro,-15]256 K,160
K,,16,0 R160 Access32 Mode[0A5] Checksum160 IinTic.ks32 [Writteni
N'I-rusted Total bits 1 962 Description  16 words (each 16 hits) containing
state data such  as serial akurabcrs, media remaining etc. Key usLd to
transform R daring authcntlcarion  Key used to Lrartsform r i during ant
't-n-Licatian C;uiient random number he l6 sets of ?-hit Acess_Mode vaIues
for M(n] S[K, I K,. Used to verify that. K, and K7 [lave not  been tampered
with, 



The miniinturt number of clock ticks between calls  to key-based function;
It set, the sCuret key information (K L, K2, and R)  has been writwu to the
claip- ]fc(ear. the secret  information has not been written vet. If set,
the R ND ttnd TST fitttctiOns can be called,  but RI} and WR fiuictions
cannot. he called If cIear, the R ND and ']-4T functions cannot he  ca[Icd,
but RD and WR functions can be caI IL;d Note that ifthcse variables are ill
FIash memory, it is not a simple matter to w77te anew value to  replace the
old. The merncery must be erased f IrsL, and then the appropriate bits set.
'This has an cJlect on the  algm-ithrns used to chaii c Flashmentoiy based
variables. For example. Flash memory carinot easily be used 5 as shit}
registers- To update a Flash menlorv variable bsr a generaI OperatiOn, it
is necessary to tillow Lhese  steps'. I- Read the entire N bit value inl;o
a ge ,Kral purpose register 2- Perform thu operation on the gcnc-ra&
purpose register; 3. Craw Llac Flash memory corresponding to the variable;
and 10 4. Set the bits of the Plash m ernorr location based on Lhc hits
.set in the general-purpose register.  A RF9FT of the authentication chip
has no effect on these rton-volatile variables. 7.1 M and cccssrnode
Variables M[0] through Mu15] are used it) held] cansumable;taLc data, such
as serial r]unihcrs, batch numbers,  and amount ofconsmmnahkc remaining.
Lach M[n] register is 16 bits, making the entire M vector 256 bits (32  15
bytes). Clients cannot read from or written to individual M[nI variables.
Instead, the entire vector, referred to  as M, is read or writ Len in a
single logical access. 13 AUGUST 2004 -6 M can be read using the R D (read)
command, and written to via the WR (write) commalid, The  cotnniands only
succeed if K, and T<, are both defined (S): 'ritten 1) and the au cl
enLicaLicm chip is a  consumable non-trusted chip (is['rusa,ad = 0).
At]iotrgh M rn y contain a number of different data types, they differ on
Iv in their write permissions.  Each data type can al ways be read. Once in
client meinory, the 256 hits can be interpreted in any way chosen  by the
eIicn1. The entire 256 bits of M are read at one time instead of in ,maTler
zmioiurts for reasons of security, as described in Section 5- The ddi
flerent write perrnissions are outlined in Table I ] ; 't'able 1 l- Write
Permissions Dat i Type Access Mode Read Only RcadWrite  Dccrtirnent Only
Can never be written to Can aiwoys be written LA) Can only he written to if
the new value is less than the old value.  



Vccrcrncnl Only values are typical Iv  6-bit or 32-bit values, but can  he
any multiple of 16 biLS To accomplish the protection required for writing,
a 2-bit access mode value is defined for each  ] 0 M[n], The following
tab]e defines the interpretation of the 2-bit access [node hit-pattern:
Table 12- _ _.. ] Bits  1)0 01 11 op R W MSR NMSR RO Interpretation
ReadWrite Decrement Only  (Most SignificanL  Region) r)ecrernent Oiny ( Not
the Mast Significant  Region) Read Only Action taken during Write command
The rtew 16-hit value is always written to M[nJ.  The new ] 6-bil value is
oily % T1tten to AM1jnl if Jr  is less than the value currently in M[n].
This is  used l(rr cess to the Most Significant 16 hits of  a Decrement
Oii]y tlunthcr The new I4-bit value is Dill} written LO M[nJ if  Mini I]
can al so be wrtten- ['h-2 N M S R access  mode allows multiple precision
values oC32 hiLs  dnd more (multiples of 16 bits) to decreinenL,  The new
16-bit value is ignored- M[n] is Ieli  unchanged, The 16 Sets OF access
mode bits for the 16 M[n] rcgisLS"rs arc gathered together in a sing]e
32-bit  AccessMode register. The 32 bits of the AccessMode register
correspond to M[n] with n as follows= [v1 S B LS B 15 11 13 12 



11 10 9 H 5 14 3 2 i 15 Each 2-bit value is stored in hi!]o furni t,
Consequently, if N-1[0-5] were access rrrode MSR, with  1I6-151 access mode
HO, the 32-hit AcvcssMode register }would be 1-1 1-11- 1
1-11-11-11-11-11-11-01-01-011-01-01-0 1 0 13 AUGUST 2004 -7 During
execution t]fa WR (wriit) cortuuand, AccessMode[o] is e>amined (1w each
M[n], and a  decision made as to whether the new M[n] value wi]I replace
the old_ `I he AcccssMMfiD de register is set using the authentication
chip's SAM (Set Access Mode) command.  Note that the Decrement Only
comparison is unsigned, so anv Decrement On IV values that require 5 ne_i
ative ranges must be shifted into a positive range. For example, a
consumable with a DecreluouL On IV data  item range of -50 to 50 must have
the range shifted to he 0 to f 00_ ['he Sy'stern must then interpret the
rmigc 0  to 100 as being -50 to 50. I\ote thrrt mast instances of Decrement
Only ranges are N to 0, sta there is no range  shift. required. For
Decrement Only data items, an'ailge the data in order from most significant
w Ieast significant  10 ] 6-hit quantities from M[n] onward. '] he access
mode for the most significant 16 bits (stored in M[n]) should  he set to
MSR_ The remaining registers (M[n I I ], M[n+2] etc.) should have their
access modes sc[ to NMMMSR. If erroneously set to NMSR, with no associated
IM SR regicm, each NNIS region will be considered  indcpendent]v instead
rrrbeing a mu]ti-precision comparisoi7 Exanlplcs of allocating M and
AccessMode bits can be found in Section 9- 15 7.2 IC, K, is the 160-1-) it
secret key used to transformonn R dining the authentication protocol K1 is
programmed along  with K,, Checksum and R with the authentication chip's
SST (Set Secret Information) command. Since K,  most be kept secret,
clients cannot directly read K,_ The commands that make use of K I are RND
and RD. RN[) returns a pair R, SK, [R] where R is a  20 random number, wh i
Iv RD requires an X, S] , [X ] pail' as input is used in the keyed one-way
hash function HMAC-SHA I . As such it shouldl he programmed with  a
physically generated random number, gathered from a physically random
phenomenon K1 must NOT be  generated with u computer-run random number
generator. The security of the authentication chips depends  on K,. Kn and
R being generated in a way that is not deterministic. For example, to sr;t
K a person can toss a 25 fair coin ]60 time, recording heads as 1, and
tails as 0. K, is autornaticaliy cleared to 0 upon execution of a C!_.]2
cornrnand, It can only be programmed to a  



non-zero value by the SSl comniand_ 7.3 K1 K2 is the 160-bit secret key
used to transform M I R during the authentication prntnec]l_ K2 is 30
prcrgrarnmccl along with K,, Check, urn and R With the authentication
chip's SS1 (Set Secret InFiirnation)  command, Since K, must be kept
secret, clients cannot directly read K2. The commands that make lase of K,
are RD and TST. RD returns a pair M, SoI ),1 X] where X was  passed in as
[me ofthe parameters to the Rif function, 1ST requires an M, S [M I R] pair
as input. where R  was obtained rrom the authentication chip's RN D
function. 35 K2 is used in the keyed one-way, hash function HMAC-S] 1AI .
As such il. should be programmed with  a p t, Jsicolly ger]erared n mdom
narnber, gathered from a phydeaI Iv random phenomenon. A2 mu.0 NOT be
generated Wth a corxrpuirr-rime random number generuter. The security of
the authentication chips depends  on K,, K2 and R beina generated in a way
tart is not dcternunistic. For example, t ict K2, a person can toss a  fair
coin 160 times, recording heads as ], aid tails as 0. 13 AU G UST 2004 -6S
K, is automatically cIcared to 0 upon execution of a CL,R command, It carn
only be programmed Loo a  non-zero value by the S1[ command, 7,4 Checksuin
The C.hecksuii register is a 160-bit number used LO verify drat K, and K7
have not been altered by an  5 attacker, Ch is prngminmed along with K L,
K,- and R with the auLherrtication ellip's SSI (Set Secret  Lriformation)
command. Since Checksum must be kept secret, C]iL,mts cannot directly read
Checksuiir. The commands that [make ease of Checksum arc ariv that [rrak
use of K, and K2 - namkly RN D, Rf),  and I T- Before caIcuIuting any
rovealed value based on Kj or K2 a checksumn on T{ L and K7 is calculated
and  compared against tyre stored Chccksurn value, The checksum ca Icu
ILited is the 160-bit value S[ K , ' K21 0 Tf K, and KN are stared as
multilevel Flash ine[rrury, the fill] n1u1Li-level 1'1 L0 values should he
used  for tlr4 verification process i]tstcad of just the subset usd w
represent valid values. Checksum is auutorrralica11y cleared to 0 upon
execution oI' a CLR command. It can on lv be  programmed to n ]ton-icro
value by the SS1f cornmtnid, Fig- 18 iIlustrates th0 use ofChccksrnri to
unauthorised rrrodi Iication of values stored in Lhe  15 multilevel
fashnxenior. The first step 100 involves using SSI to store Checksum along
with K;, Kz and R. These curl only be  accessed by RND, RD. and TST
Checksum is stored in the Checksum register 105 K1, Ki and R are. stored in
the intemned[ate states oFthe multi-]eve] Hash men) o106 between the  0
mininitim an c! rnmi]nuni voltage level statcs Befbre calcuIaling any
revealed value based on K, cn-K2 a chccksurn on I ; and K, is Calculated,
by  calculator ] 07. and compared, in comparaw i- 108, against the
Cbecksurn valuc stored in register 105. 7.5 R and 1sTrusted R is a t 60-bit
random number seed that is program riicd along with K, and K- with the S4[
(Set  25 Secret In formation) cornrnand, R does not have to be kept
sccre:t, since it is gi Vcn freely to caI Iers vita the RN D conxmand.
T4owcv[:r R must be changed only by tlru authentication ch ip, and not set
to any chosen value  



by a caller, R is used during the TS'I comni:]nd to ensure that the R from
thL; previous caI I to RN f) was used to  generate the SK2[M RI value in
the non-trusted authenLicatiou chip (ChipA). Both RN]] arid TST are only
3{1 used in trussed authentications chips (hipT) 1sTriasted is a 1-hit snag
register drat dctemmines whethcr or not the authcntir;ation chip is a
trusted  chip (ChipT): If the LsTrusted bit is set, the chip i co]rsidered
Lo be a trusted Chip, and hence CJ iCnLS Can c41I R] TD  and TS [
rLincLi4nS (but r] o[ RD or WR). 35 + l f the TsTnrsted bit is clear, the
chip is not considered to be trusted. '] herefore R1c[ and l'ST fun Ldoiis
cannot N4 called (but R[) rand WI{ functicens can be called in4tead),
System never needs to  cull RI JL) or TST on the cons urn able (since a
clone chip wcL[Jd simply return 1 to a function such as  TS><, and a
constant value for RND} 1 AUGUST 2004 -69 The TsTnistc ] bit has the added
advantage ofreducing the number ofavailablc R.. Src,[Rl pains  Obtainable
by an attacker, yet still rnairttain the integrity of the Authentication
prc]tocol. To obtain valid R,  5K :[R) pairs, an attacker relllures a Sys;
ttmn aurhentieation chip, whkh is more expensive and less rcadih.
available than the consumables, 5 13oLh R and the isTrusted bit are cleared
to 0 by the CLIP coinmanc3, They are both written to by the  issuing of the
SSI command. The Js l rusted hit can only ser by storing a non-zero sc 4
value in R via the S S I  command (R inust be n(in-zero to be a valid LFSR
state, so thi.s is CtkriLC reast)nable). R is changed via a 160- bit
maximal peri od LFSR with taps on bits 0, 2, 3, and 5, and is changed only
by a succcssfill cal] to '1ST  {w!iere 1 is rcwwlued}_ T U Aulhentication
chips destined to be busted Chips used in Sy,stenms (ftipT) should have
their  l.sTrusted bit set during prograinrn ing, and allthenLieatiOn chips
used in ConsurtrabIcs (Ch j pA) s]ioUId have  their [sTrusled bit kept
clear by storing 0 in R via the SSJ command during prograintniFig), There
is no  command to read or write the LsTrustcd bit directl}'_ The logicaI
security of the authentication drip clues not only rely upon the
randonineus of K, and t o  15 and the strength of the HMAC-SHA I
aIgoritlun. To prevent an attacker from building a sparse Tookup table.
the. security of the authentication drip also depends on the range of R
over the Iifetirn of all Systems. What  this means is that an attacker
rnust not be able to deduce what values of R there are in produced and
future  Systems. As such R should be progranurted with a pf~3'Sit ufh e ic,
uled random number, gathered From a  physically random phenomenon- R must
NOThe generareri with a eoInpreter-ran randf,rxn number 20 gelrerator. The
generation of R must not hc: deterministic. For example, to generate an R
fbr use in a trusted  System chip, a person can toss a fair coin 160 times,
recording heads as T, and tails as 0. 0 is the only non- valid in]Lia]
value for a trusted R is 0 (car the IsTrtlsted hit will nor. he set)_ 7.6
SlWritten The ST Written (Secret hi rorrrultion Written) r-bit register
hords the status of the secret information stored  25 within the
aLttheuticatiOn chip. 'I he secret infbrJlraLiort is K,, K2 and R. A cliche
cannot directly access the SIWritten bit- Instead, it is cleared via. the
C1,R command (which  also clears K1, K; and R)_ When the authentication
chip is programmed with secret keys and random nurnher  



seed using the SSJ command (regardless of the value written), the 51
Written bit is SeL automatically. Alt or gb  R is strictly not secret, it
must be written together with M and K2 LO ensure that an attacker cannot
generate 30 their o ri random number seed in order to obtain chosen R, S.<1
[R ] pairs The SIWritten status bit is used by all functions that access
K1, K , or R. If the SI Written bit is clear,  then cal Is to RD, WR, RN D,
and 'I ST are interpreted as calls Lo CLR. 13 AUGUST 2044 -70 7. 7
M.inTicls There are two mechanisms for preventing an attacker from general
ing mu]tip[c calls to ,1'5,[' an(! RE)  functions in a short period of
time. 'I'hc first is a clock Ti rniting hardware coiuponcntthat prevents
the internal  clock from operating at a speed more than a particular
maxinxurj (c-~- 10 MIIz)- The second ntcchani.ill is the  5 32-bit In Picks
register, which is used to specit}' the m]njrnurn number oCclock ticks that
must elapse between cal Is to key-based functions, The MinTicks variable is
cleared to 0 via the C:LR ccm,mand. 13 Its can then be set via thu S NTT
(Set  MinTicks) ccrn3maud, The input parameTer to SMT contains the hit
pattern that rcpre;ents which bits of  MinTicks are to be set- The
practical el1i. t is that an attacker can only increase the value in
MinTicks (since lo the S 1-C function on]~ sets hits)- In addition, there
is no funetkm provided to aI Icew a coder to read the current  value of
this rcaister. The value ofMiriTicks depends on the operating clock c~rcecC
and the notion ol`what constitutes a  reasonable time between kcy-based
function calls (application spccif1r). The duration ofa single tick depends
tiro the operating clock speed. This is the maximum of the in[rut clock
speed and the authentication cfup's ] 5 clock ]inviting hardware, For ox
ampIc, the authentication chip's clock-]urn ILLTIg hardware may he set ai.
f 0  MHz (it is not changeable), brat the input clock is l NfIIz- In this
case, rise value of i sick is hosed on I M1fz,  not 10 MM1IIz. If the input
clock was 20 MHz instead of I MHz, the value of I tick is based on 10 MI 1z
(since  the clock speed is lirni(ec[ to 10 MIIZ). Once the duration of a
tick is known, the MinTicks vaIue can to be set. 'Fite. value COW MinTicks
is the  20 minimum number of ticks required to pass between calls to the
kcy-leased RD and'f ST functions, The value is  a real-time ntunher, and
divided by the length ol-an operating tick. Suppose the input cluck speed
matches the maxi niuin clock speed 01' 10 MH7, If we want a in iEl irnurn
of 1 second between calls to key Liased functions, the value #-or N
111'icks is set to 10,000,000, Consider an  attacker attempting to caul
Ice[ X, 5 _, I' ] pairs by calling RND, RD and ['ST mulupfe times- If the
Miri'I icks 25 value is set such that the amount of time between calls to
TST is 1 second, then each pair require 1 second to  generate- To generate
225 pairs (only requiring 1,25 GB of storms}c), an attacker requires more
than I year. An  attack requiring 26' pairs would require 5.84.x 10:1
year,,, using a single chip, or 584 years if 1 billion chips  were owed,
nn.aking such an attack completely inipracticaI in teizns oftiine (n &I to
mCntion the storage  requirements!), 30 With regards to K,, it should be
noted that the MinTiclts variable only sf<,ws dorm an attacker and  cau;us
the attack to cost in ore since it does not sk p an attacker using
inuItiplc System chips in paraI[eI. I Iowewer MinTicks does snake an attack
on K2 more di fl icult. since each cons umahlc has a different M (part  of
M is random read-only data). In order to launch a difforential attack, nii
rimur cliff CrenI inputs are  required, and this can only be achieved with
a single consumable (containing an effectively con stant part ol` 



35 M). Minimally different inputs require the attacker to use a single
chip, and Min'1-ick:s causes the use ofa  single chip to be slowed down. If
it takes aytrar just so get she data to start searching for valuer to begin
a  differential attack thL. increases the cost ol`atinck and reduces the
ufiectis'e market tune o C a clone  consunble. 13 AUGUST,2004 -71 t#
Authentication Chip CO al m ands The System curnmunieaLc-s %vith thr,
auihenticution chips via a simple operation command set- This  section
details the actual commands and parameters necessary for implementation of
Protocol C I  The authcnlicalion chip is tl.I)ncci here as ccmarnunicaOng W
System via a serial inlcrf am;c as a  5 minimum impIcmcntatiian. It i'S a
trivial n-1ULCr t{a dofint an cquiva[enl chip that clpera[CS iVCT a wider
interface (SuC]a as 8, 16 or 32 bits). Each conunand is defined by 3-bit
opcode. The interpretation afthe opcode can depend on the  can-eat value of
the IsTnisted bit and the current value of the TsWrirten bit. The following
operationsare defined= 'fable 13. Authentication Chip Commands
opflT,V4'l~nI11patOutputDescription ....- {]0{]C C:[ - RClear 00100SST
;[160,160,160,160] -Set Secret Inrt~rmatioma 0100 1RI)F 160160]12561601Read
M secure] .. ,,' J 010RN D[160,1601 Random 011 't}I\fR12561Write M Oil 111
S ['j?StS, 1601IllTest 100 01SAM1321132]Sac Access Mode 10] -1(il'IIliGet
IsTrusted 110 -[SNIT[32]Sct MinTieks Opcode { d L' IsTrusted value
Iswritten value  Mnemonic [n] = uumer of his requied for parameter 10 Any
command not defined in this table (for example opcode 111) is interpreted
as NOP (No  Operation). Iles is is regardless a] the [sT'rusted or
IsWrittea] value, and includes any opcode other than SS1  



When IsWrirtera -.: {]. Note that the opcades for RD and R'NF) arc the
same, as are the opcodes for WR and TST. The actual  15 corrunand run upon
receipt ofthe opcodc will depend on the current value of the Js1'rusted hit
(as long as  IsWrittcn is 1). Where the IsTrusted bit is clear, RD and WR
functions will be cal led, Where the .lsTrusted bit  is set, RND and TST
runeiions will be called. '1 be two sets ofcoaramand are mutually exclusive
Between  twisted and non-trusted au1h=6CaLitm chips, and the same opcades
enforces rhis relatiunslaip Each of the cornmands i-, cxaminid in detail in
the subsequent sections. Note that 3omoe a[gorirhrns  20 arc specifically
designed because F1 ash memory is assumed for the implementation of
noel-volatile v. ariab]es 13 AUGUST 2C-04 -72 8.1 CLR - CLEAR Input: None
Output: None  Changes; All 5 The CLR (Clear) Command is designed to
cornp[etc [y erase the contents of all authentication chip  memory- This
includes all keys and secret infomlation, cesx nude hits, and state data-
After the execution of  the CLR coinniand, an authentication chip will he
in a program mrtable state, j rrsr as if it had been freshly
inanufacnired. It can be reprogrammed wish a new key and rcuscd A CLR
command consists ofsimply the CI,R command opcodc. Since the authentication
chip is 10 serial, this roost be transierrecl inc biL at a tirme. The biL
order is LSB to MS13 for each command component.  A CLR command is
thcvctimu scnL as hi LS (1-2 taf ncC CLR opcode. A total of 3 bits are
transferred. The CLR corrnnand Can h,~ calkd directly iL any time. The
order of erasure is import -nt, SIWritten nnust be cloarcd firsL, Lo
disable further calls to key  access Cunc6on5 (q UC h as RND, "l'ST, RD and
WR)- If the AccessMode bits are cleared before SIWritten, an  15 attacker
could remove power at some point after they have been cleared. and
manipulate M-. Lhcrchy have a  hater chance of reLricving the secret
information with a partial chosen text attack. The CLK command is
implemented with the following steps: . Table 14. Steps in CLR command Step
Il  2 Action  Erase Slwritten, Is17usted. K;, K. H. M Erase AccessMode,
MinTicks Once the chip has been cleared it is ready for repro p-amming and
rcusc- A blank chip is of no use to  20 an attacker, since although they
can create any value for I+I (M can be read from and .4Titrcn Lo),
kcy.-based fimcLirsns will not Provide any inlbrmation as Kt and K. will be
incorrcc1. It is not necessary to consume any input parameter bits if CLR
is called for any opc}de other than  CLR- An attacker will simply have to I
[SE' the chip. The reason for calling CLIP is to ensure that all secret
inforniacion has been destroyed, making the chip useless to an attacker. 25
8.2 SSI - Set Secret Information 



input: K L, K,, Checksum, R = [ 160 bits, 160 bits, 160 hits, 160 hit,s
Output: None Changes: K,, K2, Checksum, R, SI Wricten, Is'] rusted The SSI
(Set Secret Infoiniation) command is used to load the K,, K, and associated
Checksum  3]) variahlc, the R variahIc, and Lu scL S] Writ LCn ant]
1sTrusted 11 up I -or Iarcr Cal K' to RND, TST, RD and WR  commands- An SSl
command omsist$ or'the SS] command opcode followed by the sccrct
inrormatiOn to be  stored irr the K,, K2, Checks urn and R registers. Si
net the authentication chip is serial, this muse be transferred  one bit at
a time. The bit order is LSB co MSI3 for each command component. An SSI
conunand is therefore sent as, bits 0-2 of the S51 opcode, followed by bits
0-159 of the new  35 value. for 1, tilts 0-159 (1l'the. new value: Ior K,,
bits 0-159 ofihe new value 1tor (;hcck;um, and finally bits 0- 159 of the
seed value for R- A total of64-3 hits arc ranslcrred 13 AUGUST 20D4 -73 The
K;, K. ChecksLtrn, [t, SIW'rittcn, and 1sTrusred registers are afl dcarcd
Li] 0 with a CI,R  comrnand, They can only be set using the SS[ command,
The SST conunand uses the flag SI Written Lit 3tt]Tc the then that data has
been loaded into K,, K2,  Chcek5Lnrn and R- Tf Lhe STW'ri tten and
TsTrustel flags are clear (this is the case after a CT.R instruction), then
5 K,, K7, Checksum and R are loaded with the new values. If either flag is
set, an atLempLeed cal[ LO SS1 rCsuILS in a CLR conunand being executed,
since only an attacker ur an erroneous client would attempt to ciaauge
keys or the random seed }+without calling CLR Cast. The SSL command also
sets the IsTrusred flag depending on the value for R. I I' R - 0, then Lhc
chip is  considered untrustworthy, and therefore IsTrusred remains at 0. if
[ r 0, then the chip is considered 10 trust worthy. and ther  SS[
conunatnd- efore IsTrusted is set to 1. Note that the setting of the
IsTrusred bit only occurs during the bL>a s [f an auther tication chip is
to he reused, the C:I - R cornrnand must he called first. 'I he keys can
then WR afely reprogram med wiLh an SST corn mand, and fresh nLaLc inlet
naLion loaded i nto M Luling the SAM and 15COnuntids. mmand is implemented
with the following .steps; The SSI co Table 15. Steps inSSI command 



StepAction I CLR  2KL Read 160 bits from client 3K2 - Read 160 bits from
client 4Chccksurn Read 160 bits from client 5R - Read 160 bits from client
IF(R# 0) [w['rtitcd 1 ,[Written'- 1 23.3 RD - Read  Input: X, S, i[] -=
[160 bits, 160 bits]  Output; M. S,K2[X I Ml = [256 bits, 160 bits] 20
Changes: R to data (M) kom a non- The RD (Read) ccrrnniand is used to
seeurc[,+ read the entire 256 bits of s trusted authentication chip. Only a
valid authentication chip .will respond currectly to the RD m quest. The
output bits from the RD command can be feet as the input bits to the
'l'S'I' conunandon a trusted authentication chip for vcrificatiun, with the
first 256 hiss (M) -,Lo red for later use if (as we hope) TST retun,s 1. 25
Since the authentication chip is serial, the co min and and input
parameters roust he Lrans]crrcd one bit al a Linw The hit order is I,SR to
[4MSB for each command component. A RD command is therefore- bits 0-2  of
the RD opcode. fo]]owed by bits 0-159 of X, and bits 0-359 of 4<, [X]. 323
bits are transferred in total, X  and Sr;,[X] are ohlairicd by calling the
trusted authentication chip's RND command. The 320 hits output by 13 AUGUST
2004 '4  the trusted chip's RND command can therefore be 1cd directly into
the nun-trusted chip's RD conuuand, with  no need tier these bits to by
stored by System, The RD command can un[y be used when the following
conditions have been rnci: STWritten = 1 indicating; that K,, K2, Checksum
and k have been set up via the SS[  5 coinniand, and ]sTrusted = 0
indicating the chip is nor trusted since iL is r1OL pernnittcd to generate
random, number sequences; [n addition, calls to RD roust . Tait for the:
Min Ticks Kemainiug register to reach 0. Once it has done  so, the register
is reloaded with Min Ticks to ensure that a minimum time wiII elapse
between cal Is to RD. 10 Once Min ficksRernaining has been reloaded with M
in'l'icks, the RT) cornuuand verifine;s LhaL Lhe keys  have n(it been
tampered with, This is ac-comp lished by iii LcrrIa[[y generating S[K, I
K2] and comparing against  Chccksum. This generation and comparison must
take the same amount of mu regardless o{'u-hefhcr (he keys  are currc<ct or
nor. If the Limes are not the same, an anacker can gain information about
which biLS are 



incorrect, If the intcrnaI verification fails, the CLR function is called
to clear all the 1key information and  15 effectively de itray the chip. If
K, and K; are stored as inu1tilQvcI Flash mneinom ', the fell Tnulli-level
Flash  values should he used for the vcri licalion process instead of.Iusl
the subset used to represent valid values. For  example, if 2-hiL
maEti-leveI Flash is used, K: and K2 are effectively 320 bits each instead
of 160 for a total of  640 bits. On cc rho internal keys are known to be
safe, the RD conirnand checks to see il'the input paraiuetcrs  20 are
valid. This is accoin plished by internally generating SK:[X] tb~r the
input X- and then cum paring the result against the input ~Kl(X . This
generation and comparison must aake The ,sane amounU of'tOne ?-egardfe.ss
of  whether tie inpLer prrrwumet.rs are c or'r&r.t Gr noi. If the times are
no[ the carne, an attacker Carr gain i n formation about which bits Of S K
J ] are incon ee L. The only way for the input parameters to be invalid is
an erroneous System (passing Llic. wrong bits).  25 a case of the wrong
consumable in the wrong System,, a had Lrusted chip (generating had pairs),
or an attack  on the authentication chip.. constant value of0 is rcturried
when the input parameters are wrong- The time  Laken Car 0 to be returned
must be the same for all bad inputs so char attackers can [cap-ri norhing
about whaL  was invalid. Once the input pararncters have been verified the
oui.put values are calculated, The 2561 bit content of  30 M are
transferred Lithe following order: bits 0-15 ofM[0.1, biLS {]-15 ofM[l],
through to hits 0-15 of MF151- S 1X tell i s calculated and output as bi[s
{]-159 The F. regiaLcr i s used to store the . vu lm,e during the
validation of [hc X, S<I [X] pair. This is because  RN) and RD are mutually
exclusive ['he RD command is implemented }with the followi steps: 13 AUGUST
20U4 - 75 Table 16- Stops in RD cotnmand  Step TF (1i in 1 cksReonain 2 in
0) 5 8 . OK ~--- (Hash = next 160 bits from client) Note that this
operation must take constant time so an attacker cannot determine  hoW.
much of their guess is carrect 9 !00 11 6OTO E ' ]in1'icksRemainin .
Mitr'Iicks Hash - Cu]c.ulate SK ,[K1 K~] Action OK *- (Hash = Chcckstun) 



Note that this operation must take constant time so an attacker cannot
determine  1 anything about the validity of partiCUlar bits of Hash. II
(...,0K) CrOTO C].R It *- Read 160 bits from client hash Calculate SKI I IF
(OK) ()uiput256 hits of M to client  1L,SE Output 256 bits af0 to client
Ilash - Calculate SK2[R I M]  IFf(Oy') Output 160 bits of IIash 10 client
EI.SI-. Output 160 bits t f0 to client 8.4 RND - Rnndom input- None
Output: R, SKIER] [160 hits, 160 bits]  5 Changes: None The RND (Random)
cornmmnd is used by a client to obtain a valid EL Seca LR] pair for use in
a  stibsecluti^t authentication via the RD and TST conunand ,- Since There
are nc input pal amet4yrs, an RN T)  command is tliuefore simply hits 0-2
of the RN D opcodc, The RND command can only be used x;Then the COIlowin g
conditions have been met: 10  SlWritten - 1 indicating that 1. K,.,
Checksum and R have been set up via the SST  enmuiaand: and IsTrusted 1
indicating the chip is permitted to generate random number sequences,  1 I]
returns both R and Sy1 LR] to the caller 13 AUGUST 2004 - 76  The 288-bit
vuLput of the RND coinniaud can be led straight iniv the non-trusted chip's
RIB  command as the input parameters. Tbcre is no need for the client ra
store then, at all, since they are not  r [luired main- However the TSl'
conunfand will only succeed if the random number passed into the RD
command was obtained first from the RN T) corn[nand. 5 If a caller only
calls RN D mu[tip]e times, the same R, S,K][R] pair will be returned each
time. R wi I I  only advance Lo the next raiidom number in the sequence
after a success itI call to TST, Sec "I S.1. for more  inforination Reinrc.
returning any in IcfrnirLtiOll- the R' I] t nirnand checks to en4ure that
the keys have not been  cainpered with by ca]culatii S[K, I K,] and
comparing against Checksum- l fthe keys have bci n tain pored  10 with the
checksum will fail and CLR is called to erase any key infbi natitan. I F K,
and , arc sL[lred as muILiIcvcI !Flash memory, the full multi-level Flash
values should be used for the verification process instead  ofj L1at the
subset used to represent sralid sralues- For example, if 2-bit multi -
Icgel IF lash is used. K, and K, are  



effectively 320 bits each instead of 160 for a lotal of 640 bits The RN I)
command is implemented with Lhe following steps: fable I l. Steps in RNT)
conunand '  Step Action I Hash +- Calculate S,;,[K, I K21  2 OK - (l lash =
Check4 unn) Note that this operation must take conlant time so an attackr
cannot  determine anything about the validity al' particular bits of Hash.
IF (-1OK) GOTO CLR 4 C}ucput 160 bits of R Lo cl ient Hash - Calculate
SKL[. ] L Output 160 bits of Ilash to client 8.5 TST - Test Input: X, 9K2 I
P I X] [256 bits, 160 biLs]  Output'. 1 or 0 = [ 1 bit] Changes: M, K and
MinTicksRemaming (or all registers ifaLtack detected) 20 The TS'I ('Jest)
command is used to authenticate a read of Tai from a non-misted
authentication chip.  'fhe TST {Test) command consists of the TST command
apcode followed by input parameters: X and S dR  X]. Since the
authentication chip is serial, this nuist be trans ferrcd one bit at a
time. The hit order is L.SB LO  MSS for each command component. A TST
command is therefore: bits 0-2 oftlic TST opcode, followed by biLS 0-255 of
NM, bins [}-159 of  25 SR7[!2 Mi. 419 bits are transferred in total- Since
the last 416 input bits are obtained as the output bits ['mm a  RI) command
to a non-[.rusted authentication chip, the enure data does not even have to
be stored by the  ciitinl. Instead, the bits can lie passed directly to the
trusted auihenLicaLinn chip's TST command. Only the 256  bits ofM should be
l:cpL [rota a RD command. 13 AUGUST 2004 . r  The ['S'] command tan only be
used when Lhc following conditiOns have been met: S] Written = I iudirating
tha K:, K. Checksum and R have been wet up via the SST  command= and
i.iTrusted 1 indicating the chip is pcrrniLte.d to geneTsate random number
sequences 5 !n addirion. c-n]!s to TST rrau&r wait for the Min Ticks
Reanaining nevi itcr to reach 0. Once iL has dune  to, the register is
relcladcd with MinTi to cnsore that a minimum tirne iv i]] elapse list +ct
n cal Is to TST- The TST command then checks to make sure that the keys
have not ben tampered- This is accomplished by internally generating S[K1 '
Kz] and comparing against Checksunm. This generation and  comparison n sr
take the same umounr of rime r-e -ardess o1wherher the k.cy are correct or
no f. If the tilnes  10 are not the same, an attacker can gain
inlforrrration about which bits arc incorrect. If the internal verification
fai]s, thu CLR function is called u) clear a] I the key information and
effectively destroy the chip. I C K1 and K2  are stored as in uItileve] F1
ash memory, the fti]I multi-level Flash values should be used for the
verification  process instead 0C just the subset used if; represent valid
values- For example, if 2-bit multi-level Flash is  



used, K : and K,_ are effectively 320 bits each instead uF 16{l for a total
of 640 biLS 15 TST causes the internal M value to be replaced by Lhc input
M value. Src.[M I R] is then calculaLcd,  and compared against the 160 bit
input hash value. A singFe output hit is produced; 1 i fthey are the
sortie, and  0 if they are different. The use of the internal [v1 value is
to save space on chip, and is the reason why RD and  TST are mutually
exclusive commands. If the output bit is 1, R is updated to be the next
random number iii  the sequencu_ This forces the caller t.f1 use. a new
random number each tirne RD and TST arc cal led. 20 The resultant output
bit is not output until the entire input string Fins been compared, so that
the dime.  trr evuluare the comparison in dw T1ST,/ :Xenon i. always the
some. Thus no attacker can compare cxeca,tion  times or number t) f hits
processed before an ouLput is given The nexL random number is 3cyracraied
from K using a ] 60-bit maximal period 1.,F SR (Lap selections  on bits 5.
3. 2, and 0)_ The itutia116 G-bit value 1' or R is set up via the SST
command, and can be any random  2S utunber except 0 an LV R filled with Os
will pr[rduc.e a never-ending.Lreani o fOs). R is transformed by XORing
bits 0, 2, 3, and 5 together, and shifliii F, all 160 hits right I bit
using he X 0 R re-salt as the input hiL of  b139_ The new R wi I I be
returned on the next call to RN 1)_ The LCSR is the same aS LhaL Shown in
Fig. 9. Note that the time taken for 0 to be returned firm TST mu. t be the
same for all had inputs so that  attackers can learn nothing about what was
invalid aabouL Lhc input. 30 The 1ST command i;5 implemented with the
following steps 13 AUGUST 2004 -78 1 'a>?]e B. Steps in TS I' coinrnand
Step I 3 4 5 b 7 8 9 II' (M 1]1T1 CIS 1lzu]Jli11 *- 0) GOTO 1
Min'I'icksRernainIng #... Min I icks  Hash - -cal culate S,,, Kr I Kj
Action r --'O - (Hash - Checksum) Note tha[ this opcmi ion must take
constant time so an attacker cannot  determine anything about the validi ty
of particular hits of Hash IF ((-.OK) OR (R -- 0))  G()'1'O CLI M - Rcad
256 bits ITorn client Hash *- CiLcu[ate SK?[R I M] 



IIash '- (Hash = next 160 bits from client) Now that this operation rrmst
take constant time a an attacker cannot  determine how much of their guess
is correct. IF (OK) Tenip - R  Erase K. Advance TEM N via LFSR  R - Teinp
Output l bit ofOK to client N tc that we can't simply advance K directly in
Step 9 since R is ['lash rnemcrr}, and must be erased  in order for any set
bit to become 0- T1` power is removed from the authentication chip during
Step 9 after  erasing the oId value of K, but bcl'ure the new v&luc for R
has been written, then K will be erased but mil rep rogram mcd- We therei
ro have the situation of IsTruddcd-1, }yet R-0, a situation only possible
due to an  attacker. Step 5 detects this event (as well as the check of K,
and Ky), and takes action i f the attack is detected.  The problem can he
avoided by having a second 160-bit clash register' for R and a Validity
Bil, toggled after the new value has been loaded. It has not beers included
in this irnple]nen[arion for reasons of  space, but if chip space allows
it, an extra 160-hit Flash register would be useful for this purpose s(}
8.6 WR - Write  Iii put: Output: None CIranges: M tw = [25 hits] M A W 'R
(Write) coinntand is u:scd to update the writable parts of ivt Contitiri
ing authenliealion clip 1 * state data- The IE'f comm and by rbc#fJ'is nor
secur u- It must be followed by an authenticated read of M (via a  RD
conurrand) to ensure that the change was made Kos specitied. 13 AUGUST 2004
-79 The WEt command is calked by passing the WIt coini-nand opecrde
followed by the nL:,.v 256 hiLS Of  data to be wriLLCn to M Since the
authentication chip is serial, the new value for M ri iSt be transferred
one bit  at a time- The bit or icr is LSB to MSB for each command
coniponenL_ A W eoinmand is lheretorc; bits 0-2  ufthe WR opcode, followed
by hits 0-] 5 of 0I0., bits 0-15 of M[I], through to bits 0-15 of M[15].
25913iL.s 5 are transferred in total, The WR command Lan only be used when
S[Writtcn - 1, indic-acing that Kr, K2; Checlcsum and R  have been xet up
via the SS J cornniand (if SIWritLen is 0, thin K1, K2, Checksum and R have
not been setup  yci, and the CLR co rnniand is called Ins Lead). The
abiliry to write to a specific Mtrn] is governod by the corresponding
Access Node bits as xLored  10 in the AccessModc register- The AccessMode
bits can be sot using the SAIvi command. When writing the newv value to
Mini the Cacc that M[n] is Flash mernmy must he taken inLo acoo Lint.  All
the bits of Mini must be erased, and then the appropriate bits set. Since
these two steps occur on different  cycles, it leaves the possibility of
a4tack open. An aUacker can remove power meter erasure- hat bef<ire  



programming with the new value- t-Iowe 'cr there is no advantage to an
aLlacker in ioiilg this: 15 . t Rcad.'-W- rite MIn] changed to 0 by thi5
means is of no advantage since the: attacker could have  \TiUCn any value
using the WR Corrurrand anyway. A Read Only 'N1tn] changed to 0 by this
means allows an additional known text pair {where the Mtn]  is 0 instead
01'Lhe original value). For future use M[Ti] valaues, they are already 0,
so no infonnatiou is  given 20 A Decrement Only M[n] changed to 0 simply
speeds up the time in which the consul-table is used up.  It does not give
any new information to an attacker that using the consumable would givc 13
AUGUST 2004 -80 The WR command is hnple m ntcd with the li)Llowing steps:
7"able 19. Steps in WR command  Step  2 l7CCE11C0untered EgFncoantered 4 ..
!}  n 15 Temp <- Rcad 16 bits from cIient A AcccsxModel. n] Compare to the
previous value Action 4 LT *- {Temp < M[- n]) [r.nmparison is unsigned]  EC
(E'omp = M[~n]) ... 1,.E<.-(AM-RW)v  ((AM = MSR) A LT) v ((AM MSR) ,
(DecEii countered v l.T)) 16 DecL.iicountercd ((AM = MSR) A L'!') v  ((AM
=Tl?1ISR) A DecEncounLered) v  ((AM N !vt SR) , EgF,nca)urLtered n LT) l;
gE.ncotintered - ((AM = MSR) A HQ) V ((AM = NMSR) .' L;gEncount red AL.Q)
Advance to the n .xt Access Mode 5ct and write the new M[-in] if applicable
7 IF (WE) Erase M[,ri]  ML- i] -Temp ,$ Ill IF(n~0)  



COTO 2 8.7 SAM - Set AcccssMode Input: AcccssMode"t,,. = 132 biLSj  5
Output: AccessMode - [32 bits] Changes: AcccssMode The SAM (Sec Access
14Modc) co(nrnand is uses! L[i scL Lhe 32 bits of ihc. Access lode
re-ister, and is,  only available firr use in consumable authentication
chips (whore the TsTrusied flag - 0) 1'hc SAM command is called by passing
Lhc SAM command opcode followed by a 32-bit value that  ] 0 is used to scL
hiLS in the Access Mode register. Since the, autheiiticationn chip is
serial, the dam must be  transfelTed one bit ac a time. The bil order is
LSB to MSR for each command component. A SAM command  is therefore: hits
0-2 of the SAM opcode, followed by hits 0-31 ofbits to he set in
AccessMode. 35 bits arc  transferred in Loyal. t3 AUGUST 2D04 -81 Thy.
AccessMode register is only cleared to 0 upon execution of a CLR command.
Sirice an access  mode 01'Q 0 indicates an access mode of RW (read..'.
write), not setting any AccessM ode bits after a CLR means  that all of M
can be read from and written to. The SAM command only sets bits in the
AccessMode register, Consequently a client can change the  5 access mode
bits for M[n] from RW to RI (read only) by setting the appropriate bits in
a 32-bit ward, and  cttllirlg SAM w ith that 32-bit value as the input
paramcler. This al lows the pro ranrrning of Lie access mode  bits aL
different Limes perhaps at different wages of the nlanuthctnring process-
For example, the read only  random data can he writWn to during the initial
key prograr min stage, while al [owing is second  prUgrainnming stage for
items such as consumable serial numbers. 10 Since the SAM command only sets
bits, the effect is to allow the access mode hies corresponding to  M[a] to
progress from R %V Lo either MSk NMSR, or RO. It should be noted that an
access made of MS12 can  be changed to RO, but this would not help an
attacker, since the authentication of M after a write to a doctored  au
thentication chip would deL .cL that the wriLe was not successful and hence
abort the operation- '['he setting  cif bits corresponds to the way that
Flash meinoi) works best. The only way to drat bits in the Access ode
register, for example to change a Deercment Only  Mini to he Read./WriLe,
is to use the CLR cornrnand- The CL R con nrtand not only UM in (clears)
the  AccessMode register, but also clear the keys aard all of M. Thus the
AeccssMode[u] bits corresponding to Min] can only usefully be changed once
between  CLR commands. 20 The SAM command returns Lhe new value of the
AccessMode register (after the xppropriatc bits  have been seL due to the
input parameter). By calling SAM with an input parameter of 0, AccessMode
wi 11 not  be changed, and therefore the current valu4 of AccessMode w i I
I be returned to the cal[er The SAM cononiand is implemented with the 1
1[owing steps: fable 20. Steps in SAM command step 1. J Action  1 Temp.-
Read 32 hits from clitML  ScL13its(Access ode, Temp) 3 Output 32 hits of
AccessMode to client 



25 8.9 CITY Get IsTrusted  Input: Ncme  ()utput: Is'frusted ... (1 bitl
Changes: None The GIT (Get TsTrusted) command is used to r(ad the cur nt
value of the IsTrusted bit on the 30 authentication chip. ]fthe bit
returned is 1. the authentication chip is a trusted System authentication
chip. If  Lhe bit retained i 0. the autllcnIicatioan chip is a consumable
autheinticath on chip. A GT'1 command consists of sirnpfy the GTT mmirnaud
opcode- Since the authent[cation Chip is  serial- this roust be transferred
one bit a[ a time. Tae bit order is T.SR to MSB for each command component.
A ([T command is therefore sent as bits 0-2 of the GIT oprodo. A total of 3
hits are transferred. 13 AUGUST 2004  82-Tile CO IT command is
b-rLpleinented with the following s1cp'  Table 21- Steps in OTlT cor~lmand
Step Action  L1 Output lsTrusted bit to cI ieiit S.! S MT - Set MinTicks
Input: MinTicks,,,,,.- f32 biLsj  Output: None Changes: Min'l iclrs The SMT
(SOL MinTicks) c.onimand is used to SeL bits in the MinTickx register and
hence define the  mitiituum number of ticks that mu4t pass in bclween calls
to' 1ST and RD. The SM ]' command is called by  passing the SMT command
opc:ode followed by a 32-biI value that is used to set hits in the M
inTicks register. 10 Since the authentication chip is serial, the data must
be transferred one hit at a time. The bit order is L.SEJ to  N-1 S I3 for
each command component, Art SMT command is therefore: bits 0-2 of the SM']
opeode, follovLed  by bits 0-31 of bits to be set in M inTicks, 35 bits are
transferred in Lt]L'll. The MinTicks register is only cleared Lc 0 upon
execution of a CLR command- A value of 0 inclicates  that no ticks need to
pass between calls to !cey-based functions. The functions may therefore be
called as 15 frequently a<s the clock speed limiLing hardware allows N.
chip to run S irtCC the SMT comniarid only sets bits, the affect is to
atllow a client to set a value, and on ly increase  ]he time delay if
further calls are made- Setting a bit that is already set has no effect,
and setting a bit that is  clear only serves to sk w the chip down further-
The setting oC bits corfespunds to the way that Flash menlory  works best
20 The only way to clear biLS in the Min Ticks register, i'or exannplc to
change a value of 10 Licks to a  value of4 Licks-is to use the CLIP
command. I Iawevcrthe Ct,1t command clears the Min Ticks register to 0 as
well as clearing a]] keys and M. It is therefore uselews for an attacker.
Thus the inTicks register can (inly usefully he changed once bete.-cen CLR
commands,  The 5M'] cortunand is implemented with the follow ing steps'
Table 22. Stet s in SMT command  I Step -  



] 2 25 Actioii Temp - Read 32 bits Cron) client SetRiLS(linTicks, "] cmp} J
9 Progra4mmiIrg Authenticating Chips Authentication chips must be
progranuned with logically wccure information) Ill a phywiCal[y secure
envirc nrnent. Conseyueric]y the progr` nlrriiug procedures cover both
logical and physical security, I..ogicai security is the process of
ensuring that K Kz- EL, and the random M[n J values arc generated  30 by a
phvstco~ff ranc/tea process, and not by a computer. it is also the process
of ensuring that the order In  which parts ol'the chip are prognnuned is
the most logically secure. 13 AUGUST 2004 -83 Physical security is the
process o1ensurtn that the programming station is plhysicitl1y secure, so
that  and K? remain secret, both during the key generml.i an stage and
during the lifetime of the storage of the keys. ]n addirion, the
progmriuning station must be resistant to physical attempts to captain or
desn-oy the keys- The authe,nntieati(in chip has its Own security
inethanisnis for ensuring that Ki, K,, and Checksum are kept 5 secret, but
the Programming Station must also keep Kr and Kn safe. The physical
security of the progrirmuing  stat ion is men#ioned briefly here, hul. has
an entire document 0F its own 185 9.1 Overview After rnanuraceure, an
authenLicaLion chip must be prsagrarmnled before it [,an he used. In all 0
rps  values for K, and K2 roust be established. If the chip is destined to
be a System authentication chip, Lhc initial  10 value for R must be
determined. If the chip is destined to be a ct,nsurnable authentication
chip, R must be set  to 0, and initial values fear M and AccessMode muSL he
set up. T ]w following stages are therefore idon tiIll ed:  0.
N-1anufaeture 1. Determine Interaction bctwecn Systems and ConsLrmables  15
2. Determine Keys for ysteitis and Consunimbles 3. Determine MinTicks for
Systems and Constunables 4- Prognarn Kees, Random Seed, Mini iCks and
Unused M  5. Program Stale Data and Access Modes Once the consumable or
system is no ]onger required, the attached authentication chip can be
reused.  20 This is easily accomplished by reprogram mcd the chip starting
UL SLage 4 again. Each of be stages is examined in the subsequent sections,
9.2 Stage 0: Mauutacturc Alth(rugh the manufiicture of authentication chips
i5 taut I fined in Section 10, a number of points can  be made here. 25 The
alcrorithnis and chip process is not special, and requires no special
security- Standard Flash  processes are used At the end of the
manutiietuling stage, the authentication chips are tested by being
programmed with  



parLicular test progrrains. There is no !']AC{ test mechanism. A theft
ofauthcntication chips between the chip manufacturer and programming
station would r)rnlV  31) provide the chore rnanuCactorer with blank chips.
This merely compromises the sale of authentication chips,  nit anything
aufhe,sticated by aWheniiearion chips. Since the progranunh station is the
only mechanism  with consumable and system producL keys, a clone
manufacturer would not be able to program the chips with  the corrc-et key.
Clone manutacturerS would be able to program the. blank chips for their own
systems and  con5umables, bul it would be difficult to p]ace the.s items on
Lhe market with.(oj,t clcIccLk)JI. In addition, a 35 single theft would be
difficult to base a business around. 9.3 Stage l: Determine Interaction
Between Systems find Comiumables The decision of what is a System and what
i5 a Consumable needs to be determined before any  authentication chips can
he programmed. A decision neett to he made about which C.(rnsumables can be
used  in which Systems. since all connected Systems and Consumablcs must
share the same key information. They 13 AUGUST 2" D4 - 84 a I so need [(1
share state-data usage mechanisms evi n i f some of the interpre[a[10ns of
that data have not yet  been deterniincd A sirnp[e example is that of a car
and car-keys- The car itself is the System, and the car-keys are the
cortsninahIes. 'There are si;veral car-keys for each car, cacti containing
the same key iufouna16 x1 as the 5 specific car- However each car (System)
wouid con lain a different key (shared by its car-keys); Ance we don'L
want car-keys from one car working in anothcr. Another example is that of a
phi) Locopier that regLdres a particular toner carLridge. En simple terms
the photocopier is the Sv Lem, and the loner ca"idge is the consumable-
I-toWever Lhe decision. must be made  as to what compatibility there is to
be between cartridges and pllotocopirrs- '[he decision has I11stOrical IV
been 10 made in ternis of the physical packaging of the tuner cam dgc:
certain 4arLridges will or won't fit in a new  model photocopier based on
the do-sign decisions for that copier. When authentication chips are used,
the  coolponents that rr1LLSt work togeLher must share the same key in
Cornlation. In addition, each type ofconsurnable requires a different way
ofdividing M (the state daLa).  Although the way in which M is used will
vary from application to application, the Method of allocating Mtn]  15 and
AccessMode[n] will be Lhe same:  Define LF1e consumable scare data for
specific Use Set sonic M'ljnl reg1 Lrr; aside for tiLtku use (if required).
Set these to he 11 and Read (}nly. The value  can he tested for in Systems
to raninlairl compatibility. Set the remaining M[n] registers (at Ieast
one. but iL does not have to be MI15]) to he Read Only,  20 with the
contents of each M[n] completi ly random. This is to make it more difficult
for a clone  manufacturer to attack Lhe antheritication keys (see Section -
. The following examples show ways in which the state data may be
organir,cd.  9.3,1 Example I Suppose we have a car with associated
car-keys- A 16-bit key nurTLher is more than enough to  25 uniquely
identify each car-key for a given car. The 256 hi LS of M could be divided
up us Io[lows:  I 'fable 23, Car's 256 M bits 



M tri ] Access DL;1ceripti0n r0 RO Key number (16 hits) 1-4 RO Car engine
number (64 bits) 5-9 .. RO For future expansion = 0 (64 hits)  9 15 RO
Random bit data (112 bits)  if the car manufacturer keeps all logical keys
for all cars, it is a trivial matter to marrufacLLare a new  physical
car-key for a given car should one be lost. The near car-key would contain
a new Key -N-Umber in  30 l[f}], but have the saute KL and K7 as the car's
authentication chip. Car 9 vs[eur1s could allow specific key mimhem to he
invalidated (for example i I' a key is lost) - Such a  iySLem might require
Key 0 (the master key) to be inserted first, then al I valid keys, then Key
0 again. Only 13 AUGUST 2004 85 L110 se valid keys wouId nov.' work % ith
the car. In the woe- L case, for cxnntple if all car-keys arc lost, then a
new set tai- logical l ays could Ic generated (r the car and irs associated
physicaI car-keys ifdesired. Tlic Car engine nwnber would be used to tie
the key to the Panic utar car. Future use data may include such things as
rental inforination, such as driver.+renter dciaiIs.  5 9.3.2 Fxan-ple 2
SLippose we have a pholocopier imago Lin ii which should be replaced every
100,000 copies- 32 bits are required LO store the number ofpagcs remaining.
The 256 bits of M could be divided up as follows: - T 44. PhnLo opier's 256
Nf bits - - M1111Access Description  URteSerial nL,rnl3er (16 bits)
1ROBatch number (16 biLS)  2MSRPage Count Rerrnaiiiittg (32 bits, Iii rla)
3NM SR  4-7kt0For Future expansion - 0 (64 hiLS)  S-l5RORandom biL data
(128 bits) 10 it a lower quality image unit is mad e that must be replaced
after only 111,000 cupids, the 32-bit page  count can still he used for
compatibility with exisLirig photocopien3. This allows several cons umahle
types to be uscd with the same systenm.  9.3.3 Example 3 Consider a
Polaroid canner a consumable containing 25 photos. A  



5 rcqui red to store the number of photos remaining. The 256 bits of Ni
could be divided up as follows: Talc 25- Camera 256 N1 bits Mite] Access
Description 0 RO Serial number (16 bits)  I RO Batch nurmber (16 bits) 2
MSR I Photos Remaining (16 bill) 3 6 RO Fur fLLrure expansion =- 0 (64
bits)  7-15 RO Random bit data (144 bits) 1b-bit coLintdow'n is all thaL iS
The Phows Remaining value at M[2] a[Iows a number of consumable types Lo he
built far t,sc with  Lhc same camera System- For example, a new consumable
wi[h 36 photos is Lrivial to program 20 Suppose 2 years after the
introduction of the Cailicra, a new type ofcamcra was introduced. It is
able  Co use the Old consuLnable. but also can process a new film type.
M[3] can be used to define FiIni Type. Old  firm type) would be 0, and the
ne film types wciulcl he smite new value- New Systems can take advantago of
this. Original sysLCdris would detect a non-zero value at I[3] and realize
incompatibility wiLh new film typcs- ? ew Svsu ms would understand LhC
value of M[ II and xi) react appropriately. To maintain compatibility with
13 AUGUST 2004 -86 the tkl conslnnable; the new eonsunjablc and System
needs to have the sannc key infonnaticm as the old one.  To make a clean
break with a new System and its own spec ia] consmuuhIes, a new key set
would be required- 9.3.4 Example 4 Consider a Minter consumable contairting
3 inks: cyan. rnagcrtta, and yellow- Each ink amount can  5 bu decretnented
scparaLely. The 256 hits of M could he divided up as follows Table 26.
Printer's 256 h-t bits Mini Access 4 3 0 I 2 1(0  RO DeScri pLio n Serial
number (16 bits) Batch number (16 bits) MSR Cyan Remaining (32 hits;
]tif]a) NMSR 7 



I MSR  NMSR 6 h-15 MSR Magenta Remaining (.32 bILS, lti,lo) Yellow
Remaining (32 hits, hi+']o) N'MSR  RC) For future expanSiun -= 0 (64 bits)
RD - Random, bit dai.a (64 bits) 9.4 Stage 2: Determine Keys for Systcnm9
and Coi surnahlcs Once the decision has been made as to which Systems and
consunmbles are to share the same keys.  10 those keys must be defined- The
values for K1, K2 and their corresponding ChecAsum must therefore be
determined. in most cases, K L and K2 i Ill be generated once liar all
Linie. Al] Systems and consuinables that have  to work together (both now
and in the Hoare) need to have the ;arric K, and K2 values. K i and K7
roust  therefore be kept secret since the entire security mechanism for Lhe
Svstem.,Coiisumabfe combination is made 15 void if the keys are
eomprornised. If the keys are compromised, Lhc damage depends on the number
of  systems and consumables. and the ease to which they can be reprogrammed
with new non-comprcrrnised keys:   In the case of a photocopier with toner
cartridges, the wars[ case is that a clone manuliicturer could then
manufacture their ukYrr authentication chips (ar worse, buy them)i program
the chips 4v ith the  known keys, and Lhcn insert them into their own
consuMahles_ 2{] + In the case of a car with car- k,2 s, each car has a
different sc`L or ke} s. This leads to two puseihIe  general scenari os.
The firs[ is that after the car and car-kcyn are. programmed with the keys,
K1 and  K-, are deleted so no record of their values are kept, meaning that
there is no way In compromise K,  and Kz_ However no more ca -kevs can be
made for that car without reproggrannming the car's  aLtLhcntieation chip.
The second scenario ins that the car manufacturer keeps K, and K2, and new
keys 25 can be made for Lhe car A compromise of Ki and Ki means LhaL
iomeoae could make a car-key  specifically Ibr a particular car. 13 AUGUST
2004 - S7 The keys kind random data used in the authentication chips niusl
Lhcrefore be gcncrated by a means  that is 11o11-determi11 istic (a
ccmlpletely computer generated pseudo-random number cannca be used because
it  is deterministic - knowledge ufthe generator's seed gives all future
numbers). K1 and Kry should be genes sLcd  by a phy icaIIy random process,
and not by a com+dp+rter 5 However, random bit -cneraroms based on natural
sotmcc5 ofrandomness are subject to influence by  external factors and also
to tnalfunctitm. IL is imperative that such devices be tested periodically
for statistical  randomness. A simple yec useful source of random numhers
is the Lavaownd (c) system Trott SGI 155]- This  generator uses a di-iLa]
camera to phowgraph six lava lamps every fe rnittuteS. Lava Iamps contain
chaotic  10 turbulent systcnts. The resullant digital images are red into
an SHA-l LJnplenoentation that products a 7-way 



hash, resu]ting in a 160-bit value from every 7th bye from the digitized
image. These 7 sets of 160 hiLS total  140 bytes. The i 10 byte value is
fed inw a B BS generator (see Section 3.6,2 for iii ore infurrLiat ion on
the  Blum-Blum-Snub generato)r) to position the start or the output
hitstream. The output 160 bits from the BBS  would be the key or the
aulhcntication chip, 15 .An extreme example Ofa non-deterniinistic random
process is someone ]lipping a coin 160 times for  K1 and 160 times for K~
in a clcO1n room. With each head or tait, a I or 0 is entered on a panel of
a Key  Programmer Device. The process must bo undertaken with several
observers (for vcri tkcarian) in sitcncc  (someone may have a hidden
mnicrophone)- The point to be made is that secure data entry and storage is
not as  simple as it sounds - 'thThe physical security of the Key
Programmer Devicc and accompanying Progratruning 20 Station requires an
entire document of its own [85]. Once keys Kj and K2 have been determined,
and thu ehecksuun calculawd, chey must be kept for as  long as
authentication chips need to be made that use the key- In the first
car/car-key Scenario K1 and K2 are  dcsLroved after a {inglc System chip
and a rL, consumable chips have been prograrnined- In the ca4c or the
photocopier ! toner cartridge, K, and K, must be rcLained far as long as
Lhc Loner cam#ridgcs arc being made  25 for the photocopiers. The keys must
be kept securely. See [85] for more information. 9.5 Stage 3: Determine
MinTicks For Systems and Conxuntables The value of MinTicks depends on the
operating clock speed taf the authentication chip (System  specific) and
the notion of what cotmsritutes a reasonable torte between RD or '1 1
function calls (application  ,specific)- The duration o f a sing]e tick
depends or3 the operating clock speed. This is the rnaxijnum of d,e 30
input clock speed and the at,Lhcnticat ion chip's clock-limiting hardware.
For csarnple, the authentication chip's  clock -Iimiting hardware may be
set at 10 M1Iz (it is not changeable), but the input clock is I IT Iz. ]n
this  case. the Valffe of f tick is based to f MU. not 10 MHz. I ftlte
input clock was 20 MHz instead ot-1 MHz, the  value of ] tick is based on
10 MHz (since the clock speed is limited to 10 M Hz) Once the duration ofa
tick is known, the Min'licks value can be set- The value for Min'licks is
the  35 minimum number L)]` Licks required to pans between calls to RD or
RN D key-based tuncLior;s Suppuse the input clock speed matches the
1naxilnum clock speed of I 0 MHz- If we want a rn nirtmum  of 1 second
between calls to TST, the value for MinTicks is Set to 10,000,000- Even a
value such a<a 2 Seconds  Wright be a cnmpleLely reasonable value for a
SYstetn such as a prinLer (one authentication per page, and urn  page
produced every 2 or 3 seconds). I3 AUGUST 2004 -88 9.6 Stage 4: program
Keys, Rand oin Seed, Min Ticks and Unused M AuthonLicatian chips are in an
unknown state after manufacture. Altemativciy, they have already  been used
in one consurnab]c, and must be repra)grarnrncd for use in another- Fach
authentication chip must be  physically validated (to cm are it is not a
Trojan h(rr50 aLLLhentication chip - see 5cedon 10.2.20), cleared and  5
programmed with new keys and new state data VaIidation, clearing and
subscyucnL programming ofat!then0Lation chips must take 13 Luc irn a secure
Program Tning Station environment. See [8 S1 Cor more information about the
physical nature of the progran1 nine environment. For this sccticm, the
Programming Station is considered physically secure- 9.6.1 Programming a
Trusted System Authentication Chip l [] If the chip is Lo he a trusted
System chip, a seed value fur R must be generated. It must be a random  



nLnnbcr derived from a physically random process, and must not he 0_ The
lidIowing tasks mint be  undertaken, in the following order, oriel in a
secure progranuning environment= I . RF5FT Lhe chip  2. C1,R[] 15 3. l .oad
R (160 biE register) with pliysica[Iy random data  d. SSIIKr, K2, Checksum,
R] SMTIMinTicks;,.,fi,,,]  The authentication chip is now ready for
insertion into a System. Tt has been completely  prtagranimed_ 20 If the
System authealticatio1i chips are 4lo[cn ac this point, a cone manutacturcr
could use them to  generate R, FK:I RI pain in erdcr to launch a known text
attack on .K,, or to umc far launching a partially  chosen-text attack on
K2. This is no di Clement to the purchase of a number of System , cacti
containing a  trusted authentication chip. The securiLy re Iics nti the
strength of the Authentication prolouols and Lhe  randomness of Kr and 1 25
942 L rograinrning a Non-Trusted Consurnabie Authenntication Chip ]f the
chip is to be anon-tnnswd Cons uniahlc authentication chip, the programming
is slighIly  different to that of the misted System authcnLicalion chip.
Firstly, the seed value for R niust he 0. ]t roust have  additional
programming for M and the AcecssModc values- The future use h-1[n] must be
probrrr rnnicd with {1,  and the random Mtn] must be progrralnmc:d with
random data- ['he following tasks must be undo krn, in Lhe  30 following
order. and in a secure programming cnviro nTnenL_ 1, RFSE.C' the chip  2.
CLR[] 3. Load R (16 0 bit register) with [)  4. SSI[K1, K;f, Checksum, R]
.15 5. Toad X (256 hit relict) wish [] is. Sot hits in X corresponding to
appropriate M[n] with physically random data  7_ WR[X] 8. Load Y Q2 bit
register) with 0 9_ Set bits in Y corresponding to appropriate M.[n] with
Rcac] Only Access Modes 13 AUGUS7 2D04 - 89 The non -truqtod consuriliabic
chi P is now ready to be prop-ammcd V, itjj t1le 4'QnCTH I state d ata J f
the auth on 6cad o n chips ar-L! sto leii at thi s po int, ail attacker
uould perfbiTn a I i m i tcd chosen tL~x L  5 atLack- In tb e 13L~st ~ i
LLULtiOll, Pal-ts of -N1 am ReM On ly (0 and random data), w. ith the rfmi
ai nder of M completol y chosen by an attack-er (via th e WR co rnimand). A
n Lim bcr of RD cu 11,; by aii attacker obtai ns 1-'K2 rNI  I R] for a 1 im
ited M. I rL the Worat. "'i tuado n, M can be cx)mp I ote [y choseli by an
attacker (siln cc a 112 56 bits are  ijwd for state data). [in both cases
howi~vL~r, the attacker cannot cboose any val ac fo r R since i L i q
qupplied by  ca I Is Lo R ND from a 8 yruein atithenti Qah on c h ip. The
Only w~Ly to obtain a cho2;Lm R i q by a bnitF.- I'vT-Ce attack. 10 1 L s
hould be nowd th aC I f Stages 4 ail d 5 ~iru carr led out oil th o sarne
Programm ill,2 StatiolL (the  preftr-rcd and ideal s ituati on),
authentication Qh i ps cann ot be reinovW i n benveen tU sl agcs. Kence
thcN i q no  posisi bi 1 i ly of [fie withenti cati (in ch i ps being stol
en a[ th k- po Ism The d oci L; ion to progn-wo the auth ondcaTiOD 



c 1) ips at one or two kil-ykcz~ de pends. on tbc req Lii rC11Tnt5 Of thQ
-Sys I cm.-`C on 5uniable rnan tj J'act uj-ej-- This &0 si firl  i~
examined MOTC i ri S Lage J, and in [ 9 51. 15 9.7 Stage 5: Program State
Data and Access Modes This stagc is only required Cor vollSkLmable
authentication chips, since M and AcccssMode rev - cannot bi, alWrcd oii
Systein authmdi:~6)n chips The 1'utun~ use and randorn vahje,~ oC kt[n]
have already bmn pl-Ograryknied in Stage 4. The remaining  state data
valuQ,~ necd to be prograinnied and the aqsoclared Access )-Jode valuc~
nced to be set- Bear in mind  20 that the speQd 01'Lhiz; sLagc will be
limited by ft valuo ~tored [it the MinTiQ~.~ rqgi.qM- This stage iq wparued
froin Siage 4 ori account of ih~~ differences eifllfr ill phy~iCal
IGG,-ktiOll OT in  time between wheroiwNm Stage. 4 i5 perfonned, and
whcrciwhen Stage 5 is P~-Tfvrrm~d- IdeaRy, Stages 4 und  5 arc perforined
at the samu linic in the 5aine Programming Station. Stage 4 produQcs va I i
d authentication oh ips, but doc~, not load theni aqth ini (i a I ~;Lam va
lue s (oth ffr  25 tLan 0). Th is is lo a I I ow cht. progminni il)g (fl-
I.hc ch i pq it) co In 6 d e with pr(~d LIC Li0Tk I i M I'Lln S -of
Consumables'- AMo ugh ~ Lagc f can b e. run inu Itiple tim rs, cac h fi mc
sett i tig a d ifferelit -,tate daLa va hic and Acces,~- Mo dL~  va lue, It
is ilaore likely to b L~ rLin a ~ i tigle d Me ~ SettilIg R11 the TUrlai r)
ino~ g&-Lte data Yalu as md -,otti rig a I I the  rem aj n i ng Access Mo&
val ues - For exam p le, a produ ction I ji)c QaTk bu sui up where the
batj~h n ul-nbcr an d  r,k~rkd number of the a uthenti cat i on c h ip is
produced accord ing to th L,~ phys i ca I consumble beilig pri)daced- 30 Th
Is i s much b ard e:r to Tn ach i f Ifi L~ scace data is loa d ad at a p
hysical ly di Cferelit factoiT. The Stag.~~ 5 PTOQQ~j", inVO I v es first
checking to en sure th L di i p is a va [ i d consu mable chip, wh i ch i
neJudcq a KD to gather the daLa 1rom th L~ authend cati on chip, followtd
by a W R of th e in Rial data val uQ& an d  th L-ri a S A M Lu permanently
set Th Q new data values. The steps aro oistl i ned 11 ere .. 13 AUGUST
20104 -90 1 - T~.Trurtcd = GTT[j 2- 1 c x it with error (wrong kind () F Ch
i P!) 3 - Call RND on a valid Sy~tem chip tx) gCL a Wdid jr1j1U1 Pair 4.
Cal I R D on chip to he prograinimed, pass ing in val id InpW pai r 5 5-
Load X (2 5 6 bit TCg i 9tff) witb re~u I Ls froila a RD o F authenticUti
on Ch ip 6- Call TST on va [id Systern ch ip to eri sure X and conswin ab I
u ohip ane vah d  7. Tf (TST retum s 0), ex it iv Ith emir (wron g com om
abl o c In [p fbT '~VSLC M) 8. SeE b its of X Lo i n it [al stat~~ val. ucs
L~. WR[Xj 10 10. Load Y (32 bit register) ivkh 0 11. Set bits of Y
corresponding to Acctss Made,~ flor new state v~fltjes  12. HAM[Yj Of cij
LiN,-. tile va 1 idal-ion (Steps I. to doi~s not ha vp, to Lx~cur if StagQ
4 arid 5 follow On from one  anOthel- 011 the '~LiFTIC PCOgraln101 iTLg
Stat i on. B u it ~iho u Id o c-cur hi al I other s ituatiori ~ w here
Stage 5 is m as a  15 ,oparate programming process ftom Stage 4, T J-
l-Tic.se authentiMion Ch ipS are 110w qol m, they an, al rf~~y p rogranunud
I-or use. [it a paTti cu I ar  Con stilm ab I e- An am-wkff coul d place
t1q e ritf) lcn chi ps into a clonc constiniabl e, Such a theft wou 1 d I i
m it rho  number ol'cloned prodiicM to the number oi-chipq ~tolen- A
SiD~r`IQ 1-heft should not ~,reate a suppl~y Qvnqlant  



enough to provide clont, manufaccurers with a coL~L-effective busi,eqs. me
altematil'C LL50 fOl' the Olipq j5 tO 20 save thc attacker ftorn purc has i
rig the same in uTnbcr Df consumab I os, cach with aii at] Lherit ication
ch ip, i n order  to lauri cLh a part i ally chosc n tcx i attack or broi
k, lbrco aitack. ThUf~ i S no 5peC ial SeC L3Ti LY broach of tb e kLvq i f
such an attack were to ooQur III Manufmcture This P,,uT Tn ak c4 some
Qelleral ccpmm Lm Ls abo ut the man Lill'aCtUre and im p I em un LaL ion of
25 authenticatioTk 0 i Pq- WJ1 110 the L~Omm cra~ p resented hUt' ~irL!
general, see [ 94 j ror a deta iled d Q~tri pt ion of an  UULhc ot ication
A ip f(w Prolocol C 1. The a uthQn Li cal. ioll chip al-orith rmz~ do not
constitu te a qrong encrypti (m de v ice. The nd c IT-L~ct is that  they
can be safQ1 y m anafactured iTi any couri try (Includ iiig the k J SA) and
exported to anywhei-e in th u world.  The c i rcuitry of th e allLhC r)l
iCat [On chip must bL~ ros isnnt to pfi ys i L~a I attack. A mimmary of 30
im-mu faf;tu ri rL& inip.l ementation gu i dc I i n es i S PreSelltCd L J-0
I I r)%VCd SpeGifiQal i ( On Of the Chip's phys i Cal  defenses (ordcrcd by
attack). 1q0te that nl an Ufacturing. Comm Qn iq arc i n add [tion to aliy
legal protection un il ortak~mi, such a s  patents., copyrigl9t, an d I i
cease agreem~nt~; (F()T CX ample, peimtti c4 i f ratight reverrie
engirteering the  alith en fi cat i on chip). 35 10,1 G ii id A i nes for
Man u Factu ri ng The following are gon oral guideline& for i mp I cm
entation of = auth eadcavion Qhip iT1 LCIMS Of  rykanufacture. (see [94]
flor a detai led descriptim o f an auih entication ch ip bawd oil Protom I
C-1 I )- Ao speoal  securi(y is required dur~ng thr, munufaauKn- process 4F
Stan daTd PTucess 13 AUGUST 2004 -91 Minirnun, wine (if possible)  Clock
Filter Noise Generator fainper Prevention and Detection circuitry  5
Protected memory with tamper derecdan  Soot circuitry for 1oMding program
code Special implementation of FETs for key data paths  Data counections in
polysiiicon lavers where possible   OverlJnderPower Detection Unit TO  Nu
test circuitry  Transparent. epoxy packaging IinaIly, as a gencr ail nOLC
to manufacturers of Systems, the data inc lto the System authenticatior)
chip and the data line to the Consumable authentication chip must not be
the same I ine- See Section 10-2. 3  t 1}. l .1 Standard L'roces.4 15 The
auLhcnticatioit chip should be implemented with a standard manufacturing
process (such as  Flash)-'This is necessary io:  alloy a great range of
manufacturing location j) p Lions take advantage of well-dcfiner and
well-behaved technology  



reduce cost 20 Note LhaL Lhe standard process sti I I allows physical
protection mcchRinisms.  lll.l.2 Minirntrrn sire The auLhentication chip
must have a low manufacturing cost in urdcr to be included as the
authentication mcchun ism for low cost consumable- it is therefore
desirable Lo keep the chip size as to as  reasonably passible. 25 Each
authentication chip requires 9(2 bits of non-volatile n niory+- In
addition, the storage required  for optimized IIMA-SHA1 is 1024 bits. The
remainder ofthe chip (state machine, processor, CPU or wh tteVer i. cho)scn
to implement Prowcol C1) rriusi he kept to a minimum in order that the
number of  tran.i5Lpr:S iS roinilnized and Thus the cost per chip is nu]
imized. The circuit areas that process t}re secret key  int[mnation or
could reveal infonnation about the key should al. o be minimized (see
Section 10. 1. 8 fur 30 special data paths).  10.1.3 Clock Filter The
authentication chip circuitry is designed to opereLe within a specific
clock speed range. Since the  user directly suppIir;s rho clock signal, it
is possible for an attacker to attempt Io introduce race-conditions in  the
circuitry at specific times during processing. An example of this is where
e high clock speed (higher than 35 the circuitry is designed for) may
prevent an XOR Crorn working properly, and oCthe two inputs, the tirsL n,
ay  always be r oLUrned. These styles oftlansienI Tault attacks can be very
efficient at recovering secret key  information, and have been documented
in [5] and [1 ]- The lesson Io be learned from this is Thal 1.1ke input
clock signal cannot be irusied. 13 AUGUST 2D04 -92 S ince the inp ut ci ock
signal can not be trusted, i t must be li mited to opf~ratu LLp to a
inaxbii LIM  frequency- Th i q can be a0i evLd a r5 LtltlbFr of wav'~ III C
10Ck f] I ICT 100 an edge &'~'C L Un it 10 1 passes. ilh o cdgc oa to a de
lay 102, wh ich in turn t.-Tkab [c-; a  oate 103 SO tbUl. LIT c lock signal
is A I o to pass from thf~ inp ut po rt 104 to the o u Lp ut 10 5 5 Figuro
10 shows the C iock F i Iter The. de lay shou Id b(~ ~et ~o that the maxim
urn c I ock speed is a p art i cu I ar frequ enq about 4  M Hz), Note that
th i 9 dul ay is not poogl-aminab le - i t is fixed, The fllteycd r~ loc k
s ignal wou Id bQ FurLbc r divided interp al ly as rquired.  10.1.4 No ise
Generator 10 E ac h auffientica Ov n ch i p 9 hould contairt a Tko i ~c
eneraTor that pirl L~raLO~ 00111inlJOIPS QiTCU i t no iSC.  Th o M 60 Will
ij)tel-f~l-C wi 1h orher oleotroinagn LAi c c rn i ss ions from tlh e ch
ip'~ re gular activiti es- and add no [se  to th e. Idd signal - Placern
kin of the noise gen eraLur 1 . s riot an issue oii ali authentication chip
duL to the I eagth  of the ~mj si ion wav o I on gths. Th r~ no iso
generator is u wd u> ercnerate e lectronir. noise, rn u I d pie state
chanpo Qac h c lock cycle, an d  15 as a sour" o 1'pseudo-rand oin N 15 fti
r Lhe Tampe r P reventi on and Doctcfl on cirou jtj-y (9c L~ Scct ion 10,
1. 5). A q im ple implementati on o C a n M 5e ge nerator is a 6-4 -b i (
ro ay i ma I p e-riod L FSR socdcd with a n-on- zero n u mbe r. The clock
itsed for the no i se generator shou Id bQ run n i ng al: the maxinuirn c
lock rate for tIK chip  in orde r to ~rLnc rate as much noise as N qq i h I
o 10.1.5 Tamper Preventio n a n d Detect ion circuitry 



A set of circuits i s req uilrcd to LC.5( for and prevent p hysi ca~
a(Lacks -on ffie authenti cation ch i p.  H owev or what is actipal 1 y dQ
Lec Li-,d as an acrack may not be Lin i n LUE1 60 ria [ phys ica I attack.
I ( izi there fore  i rnportant to distinguish bowocn thkne- two types of
am ol~ s in an auth cndoation chip-, where you can bc cericrin that a
phy-,ical attack haq occurred.  Wh ~-TB yu u cannol b,-. certain that a
physi f~Rl aLLack li as occurred. 23 ThQ two (,Ypcq of dttectlon differ in
wil at iq pcr Forniod as a resu It of th e <Ieteuti on. I n the fimt caw,
whQre ihL circuiLr-V can be certain that a ~ruL phy~Jeal attack has
oc-cun~~d, eTa.5[1Tk' oi'Fladi niernory key  infbrmRtjon is a scl-ksiblc
action- In The second cast-, wherc tln~ circaiin, cannot be sure if an
atiack has  occurr~d.~ fl)ere is still CQTtainly Something wrong. ActJori
Tnust bc takcn, but ffit action should not bc the  era sure Of -5QQTCt kt:y
in formal ion- A suitable action to takc in thi~ swcond c~Lse j 5 a chip RF
S FT. I C what was 30 detmtcd was an allack dia~ has permanentl y darn aged
the chi p, the satue oond itions wi I I oucur next Titue FLfl d  the chip
wil. I RE SET up i n - I f, on the othe r band. what was (Iff [~:c Wd A-
Fis p art Gf the nomial opcral.jn Qn vi rL)nm knit o f the chip, a RESET wi
I I not barni th o key. A good example. of an evel-ki thal. ui rc u itry
cann ot have Lnowled go ab out., is a po,,%,L~r i I i Ech - '11c glitch
Fnay be an iTktcnti cm al al [Ric-li, altempting io reveal ill tbrm ati an
about thk, key. ir may, however, be the rt~Stdl Of  -35 a Jau.1ty
connection... or s!Fnp ly tJie start of a power-do". n seq Lierice. It is
therefON bosi. to on I y R LS ET the chip,  and not erase thQ key. If th r~
f~h i p waq powe ring down, nothing is lost- T F thf~ Sys Lern j ~ faulty,
rep eated RE SETs w. ill GaMe the C011 SU MeT Lo got the System repa Ired.
Ln both caws Lhi2 CQM~LLrnab le i s still intaQt, 13 AUGUST 20CL4 -93  C .
~Lmp Ic o f ail event th at c ircuitry can havQ knowl ed ge about, i q 1110
cutting 0 r a dat,-L line  A ocod ex L~ wittin th Q ch i p- If this attack
i~; soniehow detec Lod, it could only bL~ a result of a fa tj I Ly ch i p
(manufacturi rig  d ofi-,ct) or an attack, In c ither case, th ~~ i:raqure
of th e secrd i Ti 10 rm ation i s a scmii h Ic s lop to take CoD sequent
ly coch aill tb entication c 1) ip shou 1 d h ave 2 Tain per Detmti on U ne
S - -one for dc ri n ite  5 atf acks, and o no for pos-Ohle attacks.
Conacmd 10 lhC9-t Tamper DQ1 Qct i on L ines wou I d bc a n amber of
Tamper Detection tosL units, each te,~fing for different forms
OJ'Lamperhig. In addition. ivu waw to enyurL, ihal  (he Tamper Defeclion
Lines and C ~rcmifs lh6mseNes capmo? aLw bu. lampere. a with. At onc c r5d
of the Tamper D~Acct i on L ine I 10 is a sourc C, of Ps eud 0-Tan d orn b
i 1~ I (Clockin at  kigh speed c ompared to the geii eral opcradna circuj
try)- The N o i se G enerator OYLL6 I dcs c-ribed abo vi~ is an  10
adcqualc source.- The gQ:[lQTutcd bits pass tlirouo two different paths -
oTw 1 12 carrics the origirial daLa, and the other I 133 oarries the in vc
rse. of the data; i ~ fi avi ng passed througb an i n v L~rlc r 114 - The
wi res uarry i n g  thfzw b its are i n the layer abovr, ifik~ general chi
p circu itr~-- (fo r example, the memory, the key in anipuld Lion
circuitry etQ.)- Tho wires must alsio Qover lhc random bit geneMtPT- The
bits are recombined at a number of  places viLi an XOR oate 1 15~ If tht~
biL~; arc diff-,~rent (they should bo), a I is Output, and ti-,wd ~y Ow,
particular 15 unit (for Qxample, each output bit frum a moinory read should
bQ A\-[),-d with this bit value). Tho JinC5 finally  come togcthcr at the
Hash ineniory Fimw circuit, where a conipletQ ~TaL.UrC N Lriggered by a 0
f~oin Lbc XOR.  Atta.Qh"] L(i tho line is a number of ~riggcrq, cach
detecting a physical attack on che. chip. Each tHggcr hm,  C)VCT.q iZC n
MOS transistors, sljQh as 116, aiLac-hed to GIND. Th~- Tainpcr Dc [cc Liork
L hie pl~ys ical ly goes i 1i rMigh th e.SC 1IM0 S tIMIS iSt(11-3. I C I h
o Le s[ Ca i I s, [he triggr ca u ws th u Tam per Detect Line t-o bccoinc
0- Tho  21) XO R test will therefore I'ai I im c i ilicr Ili is c lock qcle
or tbc nex t on c, (on ave rage), thu s RE SFTing or aas hig  



the chip, Figure I I j[11IStrateS t1le. baoic circuitry of a Tamper
Detection J.ini~ with itq output coanectcd to  ejth~r th L~ Fra~c or RLS2 T
circuitry. Th c T aniper Detection T -i n e mu4t go th ro ugh the drain 120
of an output trans istor 116 for eadq tes  25 as i 11 ururaied bv I -igtire
1 '1: I I iz~ not N ss [ble to break thQ TaiTiPCT DL Ice I L ine s i n ce
this wo uld stop the 11ow o f I s and Os froin 69 e nandom ~OtLrtC- -1110
XOR tests WOL111d thCre filirt flai 1 - A ~ the Tamper Detect Lirw ph
vs-ica I ly pwsses through  Qai;h tcg~ it i s not possib le to efimil)aw
any pai-ti cul ar te~t w1th out breaking the Tamper Dctcct L hie. It i s
important that tlh e XO R 5 take Va I LLC~ from a vnriM of places al on g
the TamNr Dotect L Ines in  30 01-der to rt~duce ffit chances o f Lin
attack. Fjgtll-f~ 1 :1 i I I Q->Lrd[C2~ III t~ I-,1kilIg Of In U It iple
XORS ~ ind icawd generally  at I ' , 0, from t])e Tamper Dotcct Li ne I 10
io be Lised in the d iffereat pai-ts o f the ch i p- Each of these XOR s 13
0  can be coiisidffed to be gci-kcraling a C-MpOK bit that can be used
within "Ch Unit arsijb-unit. A saimple u4agc WOLL]d be to have an OK b it
in e=h uni t that is AN Dcd W ith a givell ChipoK bi t  vach cycJe- The OK
bit is lorlded with I on a R FSFT. I 1'0K is 0, th aE Unit Wi [I nil until
the n r,-x t R I f  .35 the Tamper Detect Line is f~ ri diiDn ing C1117CC I
I V, I hC ch i p w i I I c Ich Fr RESET Or ~ff~L9e al I key i n lb miation.
if the RE SET or eraw Qi rou itry has bee r) dostroy-e d, rhcn Th is unit
wi 11 not fLiTi Qti on, th LL' , th'A'al-ting kIn amckel-.  Th u dc~t i n
ad on o f the RESET and Erase line and asioO utod -e i rc Li i iry is very
context sen-Oti vc. I t  needs to be protf~ctcd in in uch th f,, ~amc way
as th o irid M dual tarnper tests. Th QrB is no poi nt generating a 13
AUGUST 2004 -94 1RF.SFT pulse if the attacker can simply cut the wire
leading to the RESET circuitry. The actual imp Lenientti oil wil] depend
very much on what is Lo be cleared at RLiSET, and how those items acre
cIcared.  The Tamper Lilies cover the noise generator circuitry of the
chip. The generator and NOT gate are on  one Ieve i. whi]e the Tamper
DeLCCL Lines run nn a level above the generator 5 1Q.1.6 Protected
inctnorywith tamper detection It is not enough LO simp]y store secret
informaLion or program Code in Flash meniory. The l- Iash  memory and r .AM
must be. protected 1rorn atr attacker who would attempi to modify (or set)
a particular bit of  program code or key information- The mechanism used
must confomi to being used in the t atnper Detection  Circuitry (descrihtd
above), TO The first part of the solution is to ensure that the Tamper
Detection Line passes directly above each  Flash or RAM bit, This ensures
that an attacker cannot probe the contents of Flaslr or RAM A breach of the
covcrit1g wire is a break in the Tamper Detection Line. The breach causes
the Erase signal to be seL, thus  deleting any con Lents or the memory. The
high frequency noise On the Tamper Detection Line also obscures  passive
observation. F S The second part of the solt,Lion for F=Jash is to use rnuh
i-k vcl data storage, but only to LLSe a subset of  those multiple ]cvcls
for valid bit representations. Normally, when multi-level Flesh sLOrage is
used. a single.  floating gate holds mare than one bit. For example, a
4-vo~ltage-state transistor can represent t,sro bits.  Assuming a rninii
nurn and maximum voltage representing 00 and ] ] respectively, the two
middle voltages  represent 01 and TO. ]n the authentication chip. we can
use the two middle voltages 1o represent a single bit, 20 and consider the
two e Lrerites to be invalid states. if an attacks_T attempts to force the
state or a biL one way or  the other by c]osing or cutting the gate's
circuit, an invalid voltage (and hence invalid state) results. 



t'he second parL of the solution for RAM is to use a parity hi L. The data
part of the register can he  checked againsL Lhi parity bit (which will not
match after an attack). The bits conning from Flash and RAM can thereforc
be validated by a number of test units (one per  25 bit) connected to the
common Tamper Detection Luce. The Tamper Detection circuitry would be the
first  circuitry the data passes through (thus stopping an attacker from
cutting the data litres). White the rnulti-level F lash protection is
enough for non-secret information, such as program code,  K. and MinTrcks.
it is not sullicient for protecting K: and K2. If an 4LLackCr adds
electrons to a gate (see  Section 3.8.2,15) representing a single bit of
K,. and The chip boots up yet doesn't activate the Tarrrpcr 30 Detection
Luce. the key bit must have been a 0. if it does activate the Tamper
Detection Lime, it must have  been a 1. For this reason, al I other
non-volatile memory can activate the Tamper Detection Line, but K,, and  K2
must not. Consequently CheckSLrrn is used to check for tampering of K i and
K. A signature of the  expanded form of K: and K} (i,c_ 120 bits instead
nt' I64D hits for each oIKI and K2) is produced, and the result  compared
agairs,L the Checksum. Any non-match causes a elnir of al I key
information. 35 10.1.7 Boot circuitry for loading program code Program code
should be kept in multi-level Flash instead of RUM, since ROM is subject to
being  altered in a non-testable way. A boot mechanism is Lhere1nre
required to load the program code iOLO F=lash  memory (Flash memory is in
an indcicrrninate sLaic after manufacture). 13 AUGUST 2004 -95 The boot
circuitry must nol be in ROM - a small state-maclrine would suffice.
C}thcrWise the hoot  code could be modified in an undeteetahlc way. The
boot circuitry must crane all Flash memory, check to ensure the erasure
worked and then load  the program code. T1ash memory must he erased before
loading the program code. Otherwise an attacker 5 could put the chip into
the boot state, and Lhen load program code that simply extracted the
existing keys- The  state machine must also check to ensure. [hat all
f=lash memory has been cleared (to ensure that an attacker has  not cut the
Fl ase line) before loading the new program code The loading of program
code roust he LLndertaken by Lhe secure T'rogramin[jig Statism before
secret  information (such as keys) can Nu loaded. This strap must be
undertaken as the first part of the programming  10 process described in
Section 9.6, 10,I.S Special implementation of FETs for key data' paths The
norrrral situation for PL T unplercntation for the case of a CIMI0S
Tnvcrlcr 1110, vrrbich involves a  pMOS transistor 1d 1 combined with an
nMOS transistor 142 a. shown in Figure 14 Fig. 15 is the voltageiculTent
diagram for the CMOS inverter 140_ During the transition, there is a  15
small period oftinie 150 where both the nMOS transistor 142 and the pMOS
transistor 141 have an  intcrinediate resislance. The resultanL
pc}awer-ground short circuit causes a temporary increase in the current,
and ui fact accounts for the rnajor]ty of current consumed by a CMOS
device. A small amount of infrared  light is emiLtcd during the short
circuit, and can be viewed through the silicon substrate (silicon is
transpa en1  la) infrared light). A smal I amount of Iight is also emitted
during the charging and discharging of the transistor  2(1 gate capacitance
and trausinission line capacitance. For eircuiLry that manipulates secret
key information, such information rnw;L be kept hidden. An  alternative
non-flashing CMOS 160 implementation should therefore be used for all data
paths that  



manipulate the key or a partially calculated value that is based On Lhe
key. The use of two non-overlapping clocks 01 and 62 can provide a
non-flashing inechanism_ 1} 1 is 25 connecLed to a second gate 14S ] of all
uMOS transistors 162, and +2 is eonncc[ed to a wcond gate 163 of all  p'
1OS tranwiSLOrS 164. The transili(in can only take place in combination
with the Mock- Since  1 and 1)2 are  non-overlapping, the pM()S and aMOS
transistors will not have a simultaneous intermediate resistance. The
setup is shown in Fig. 16, and the impedance diagram in Fig. 17. Finally,
regular C-1-OS inverters can be positioned near criLicai non-Flashing CMOS
components.  30 These inverters should take their input signal from the
Tamper DaLection Line above. Since the Tamper  L7ote.ction Line operates
multiple tunes faster than the regular operating circuity', the net e
IT-cut will be a high  raLc OC 1 ighE-bursts next to "ell rson- !lashing; C
MOS component. Since a bright Iight overwhelms observation  of a nearby
iainl light, an observer will uOL be able to detect what ;witching
operations ate: oc: urrir1g in the  chip proper. These regular C'MOS
inverters will also Lively ely increase (lie amount of circrrit noise,
reducing 35 the SNR and obscuring useful )MT_ There are a number of side
effects due to the use of non-Flashing C'MOS: The effective speed of the
chip is reduced by twice the rise time of the clack per clock cycle- This
is  not a problem for an authenLicacion chip. 13 AUGUS7 2004 -96
'neaint)Unit of CLmrcra drawn by the noa-Flashi`r~P C'MOS iq redWed (since
the sborL circuits do nor  of;i;,kj r). f loweyfzT, th i s is offiz L by
the iise o C regular CNIO S lawTters_ Routing of tlh e C100k5 iMTeWWs chip
area, cs pe-cially sin Lu multiple vensi oils of 0 1 and 02, are requ i n~d
to cater I-or d i fferent I Qvc I ~ of propagation. The C',Liriiation of ch
i p area is doub le that o Fa  regular implemelitalion. 4P DeAgn of the
non- F lashing arcas of the a ti i.hcnt i cation Qh i p are shoitlymore
coniplcx than to do the  s ime with a with a. regallar CMOS jesign. In pa
rti cul ar, ~,( and a rd cc I I eomponent4 connot be um~d, rin aki n g
these wt~xs Cal I austurn. Th i ~ is not a probl L~in for sorac Lh i ng as
silaC as an alitherLti cat i on  c,h ip, particularly wh en the entire 0 ip
does not ll~ ~LvQ io be -prot~-Qtcd i n thi s manner 10 10.1.~ Con nectio
riq in potysill ico n I ay ers wh ere pos 4ib le W hc rever possib I L, the
corineaiup,~ along which the key or secret d ata fl ow,", should be m ado i
n the  Pol YL.i I itorl [avers. Wlerc ncces M',~ they can be in inetal I -
bUt MLI SC UeYff bL in the top metal layc r (conta i nj ng the Tal npcr
DetecTion Din os)_ I O~ 1. 10 Ov e r U kiderPower Detect ion 'U.- nit 15
Lach a uthcmiQatioii chip rcquirQ~ an 0verIhiderPGWQT DeLMlon Unit tO
PTQVCnt P01M SUPPIV  At=kq. An (DverUndei-Powor Detection Unit dcloms power
a-litches and tests the power h~vol against a  Voltage Referenm Lo enswe it
is witbin a cL~rtain tolerancc. ThQ U-nit contaiiis a single Voltage
ReferenQQ and  two comparators. Thf~ OverIl -ride rPower Detwti(m Unit
would be ownected into the RESET Tamper DeLccd on Lirie, th1j5 Qausi n a a
RE SET when triggcrod. 20 A side e ffca v f the OverU adlerPomvr Dtuct i on
Lhi k ~s that m th L~ vo I tage drop s d [ITin g a power- down-. a RE SET
is WggL red, thus erasing, aTty work regi-,,mers 0. 1, 11 No teq I r i
rcuitrv Tcst hardware on ali auth w tication chip co u Id YcT-y ca~ i ly i
ritrodu ce vii [rieT-uh i I i Li,2s- As a reSrJlt.L the  



authent i cat ion chip shoul dnot contairk any BIST or wan path q 25 The
auth eriticuti on ch i p rn us( lhew~fore be ia5tahle wi(h axsernal test
vectors- Th is should be possib I c  since tht~ with on 6tati on chip is
not compl Lx 1. 12 Traits pa rent epo x y packaging p ged by Lhc  The,
authvnt i cat i on ch ip need s to be pack apd in irans pment Toxy so i L
can be photo-inia prog -se at-Licks. Tho V~knsparcnt padmgiag does not
compromise, the  ,rainni ing. station to prc vc rit Troj an hoi 30 Licc
arity of the authentication ch i p s.ince aii attacker caia fairly eas i I
y romove a chip from itq pac kagirkg. 1:'or  imu m i n lb rm ad on see
Section 10. 2 -20 ayi a [8-5 10.2 Resistan tLe To Ph y sical Atta eks NVIi
i L, thi s paP only d esc ri bes maii Lifacture i n gcneral terjn5 (ShICe
tlIiS d0CLlMCJL(d0eS not COW'd  spt~c atiom about  ic i in plementation -of
a Protoc 01 C 1 allLhC rit i CLIt i011 chip), we, cali 5ti I I make. s ome
observ 35 such a i;hj p'-, re,0i>tan cc tu physic-al attack. A d escriptinn
of thc gcneral form of eaQh phys k2 al attack Can be  found in Scutian
3-8.2. 10.2-1 Readin- ROM 13 AUGUST 20,24 -97 Th i s atrack depeDd 5 on the
key be ing stored in ali ad dressab Ic ROM. Silice e,-Kh auth en Licad on
chip  StOTeS it5 alltlierl OC4160 n key s In internal Flash m f~m ovy and
rLot ki an addressable RO M, th is airack Is  irrelevant. 10,2.2 Rev e
ii-se eughice Hin g tb e c h i p ReveTSC en-ii-i curi op a chip j s oal y
us~-ful wh un the 5ccii rity of atithenti cati on I ice, [it the -~gorithm
alo ric. H owever our aipthfm ti ~,;& ii n ch i p~ re ly o n a secret key,
ail (I no i n LN' ge c-recy of the algori I 1-i ni - Oar a utherib Qation a
I gorithin i s-. by contrast- pub I i f~, ~in d in any case, an attacker of
a h i gh vo I kitne consurnab I c is  assulin ed to ha vc been able to obta
iri detai I ed p Ians o C the internals of the fA ip [ rl I i gh t Of dIeSe
fRUM, rCVC1-W C ng i F1 Oed ng ihe chip itself, as oppo4cd to the stored d
Rta, poses, no 10 Lhi-cal. J O~2.3 Usurviag the authentication Vii-nuess
,rhere are severn I form q th Is attack, can take, each wn vai-y i n g
dcorees of success. ID U I I (aq'C9, it i 5  a'i",UITH2 d that a cl o Lie
manu facturt-,r wi I I h av u acc-ess to both the Svstv-a and III t~ C 011
SLL[nab le desigms. An attacker may atWmpt to bui Id a cb ip that tricks
ffie Systmi i n to ri.=n i ii g a valid ood o in,~Lcad o f  1-5 generat Ing
an autheritiouti o1i Qodc. Tlij s aLtack is n ot possib le for two rca5on
q- 'm o fi r5t reason is tb at System  at] Ihot i cat Ion chip S and Cons
urnA I t~ aw Lhent i cat i on ch Ips, although physi m I I y i &n deal, are
prograinnicd di fferen I ly- I n particu lar, the R:D opcodi.~ and the RN D
opcode are the sam ~,, as ari.~ I 1kc W R and 'I'ST opco dcs'.  A ~ystern
autheriticati oil Ch i p c an not perform a RD command si n QQ L~v L~ry m I
I i s i nterpreted as a Qal I Lo RN D  instead. The sewml re al,011. I h is
atiack woul d fail is tbat st-Varal.c 4c r i a I data I i mes are provi d
t'd I-Tom Ili 0 System  20 Lo Ili L~ Syste ni and C onsumablc m thcn
Lical-ion Ch i ps- Con sequently neither LJijP Qan see wh at ig be ing
Lr4mrriittod Lo or received fi)om thQ othcr. I C Ow amacker build s a clone
L~hip th at i gm nrr~ q W R co nimands (which d nrom L-nt th u con ~urn
abl,-.  



TVMain iril',Lr), PrOtOC01 C I enstires that the s obwqutm L R 1) w i I I
detect tbat the WR did ri (it oQr~ ur. Th 0 System  Will tj)eref0TC n (it
go ahead w Ith the use of the consurnab Ic, Thu4 thwarti rig ihe attacker.
The sam ~~, i $ 1 T= i C arl 25 attackcr si Pi-i tj laws lorq of cornacc
before authentication - si TiQc th(! auth on dcatio n does not take p I Kc,
LhC LL90  oC the consumable doesn't occur Ali VW4T j.5 111 CTO C017C I i rn
i ied to mod ffyIng each Systemi in urder I%0T u I one consatnab les to be
acoepted (%we S ecti ou 10.2 -4 for detai Is of resistance this attack).
10,2.4 Mod j fic mtio n .0 f sys te in 10 Thc s ijrLpJ cst Enethod of niod
ification i 5 to replare ffic Sysic rn's authentication chi p v,-ith ii ne
III at  ~d rnp [y reports success for each L~H I I to TST. Tfi is can bc th
warted by System cal ling TST wwmi I IA in t~ fo r  CaCh ULLL[ic n I icatio
n.. w Ith the flrst few tinjes provid ing Fal sc val =% and oxpecting a f~
il frorri TST. The Ili n a I ca I I to TST wou Id b,-. expected to su
oi~eed. Th t- num Liffr o C Cal ~c ca I I q to TST could be determio 0 by
miTnc part  n F ffic rk~turne-d result from RD or from the systent cl oL~k.
Un f01!r1L1Tkfttc [y an aciacker could simply ruwirc j 5 SyStgi-a SO LhaL
th f-, nc w Sys Ic rn i~ lo ne authentication chip can DIOT1.40T- th B
Tetumcd ros LL[t from the consuinab le  ch i p or clock- Tht c lorie System
authentication chip woW d onl V Teturri 4 uco2ss when diac monitored val uc
iv,  presented to its TST fari.Qtj ort, Clone com LiTri ab I es cou I d
then NtUrn any valu e a s ~ie h a9h resu I t for PLD: ~1.5 the  u I on L~
Sysic m ch i In woa.ld dec lare that value va I Id- Them is therc fore no
point for the Systt-m to call the 13 AU G UST 2004 -98 System
authentication chip multiple times, sine. a rewiring attack will only work
for the Stern that has been  rcwired, and noL For all Systems. For more
information sce Sectioll 5.2.4. A similar form of attack tm a Systeul is a
replacement of the System ROM. The ROM program code  can be altered so that
Lhe Authentication never occurs- 1 helve is nothing that can he done about
this, since the  5 SyStem remains in the hands of a con4ui er. Of COurse
this would void any warrant}, but the consumer Wray consider the alteration
worthwhiIC i f [he clone ccnsinoable were ehti'emely Cheap and more readily
available  than the ori6tinal hem The Systeim cunsuniable lxtanu['nuturer
mid St thcrcfore determine how likely an attack of this nature  is. Such a
study must include given the pricing structure of Systems and Consun1
ahles. frequency of System  10 service, advantage to the consumer of having
a physicat modification performed, and where consumers would  go to get the
modification perCornrcd. The like] ihood oil' physical alteration increases
with the perceived artLt cialiLy of the collsu,nahIe  marketing scheme. It
is one thing for a consuinable to be protected against clone manufacturers.
It is gLLi1C  a notheu- for a constlmable's market to be protected by a
form of exclusive 1iccnxing arrangement that creates 15 what is viewed by
consumers as artificial markets. In the farmcr case, owners are riot so
Iikely to go ti) the  trouble of rnodiiying their system to allow a clone
manufacturers goods. In the latter case, consumers are far  more likely to
rnucli ry Lheir System. A caws in point is DVD. Each 1)V!) is marked With a
region code, and  will only play in a DVD player from that region. Thus a
1)V1) from the USA will not play in an Australian  player, and a LIV1) from
Japan, Fu rope or Australia will r1OL pIay in a USA D VD player. Given that
certain 20 DVI) titlos are not available in all regions, or because of
quality dilTcrences, pricing (liflerenecs or timing of  rcLeases, many
consurner.s have had their D'VD players modified to accept DVDs fron7 any
region. The  TnotliCicat ion is usually simple fit often involves soldering
a single wire). voids the owner's warratnty, and  ollen costs the ovmer
sortie money. But the intereStlrt thing LO note. is that the change is nut
made s0 the  



consumer can use clone consurnables - the consumer ix-i11 still Only bLLy
real consumables, buL from different 25 regions. The modificatitori is
performed to remove whaL is viewed as an artificial barrier, placed on the
consumer by the Tnovic companies. in the same way, a Sy4tcTn/C onsutnable
scheme that is viewed as unfair  will result in people making modifications
to their Systems. The I unit case of mod if} ing ;i system is for a clone
IIIanufacturer to provide a completely clone  System which Lakes clone
consumables, This may be Bimp]0 competition or violation or patents. Either
way, it  30 is beyond Lhs= scope ofrhe authentication chip and depends on
the technology or service being cloned. 10.2.5 Direct viewing of chip
operation by conventional probing In order to view the chip operation, the
chip must he o peraLino_ However, the Tamper PruvenLit) ri and  Detection
circuitry covers those sect iOtis of the chip that process or hold the key.
IT is not possible to view  those sections through the Tamper Prevention
tines. 35 Ion ii [Lacker cannot simply slice the chip past the Tamper
Prevention laver, for this will break the  Tamper Detc:cLion lines and
cause an erasure ofaII keys at power-up_ Simply destroying the erasure
circuitry  is nt)L 4ui1 icient, since the multiple C'hipOK bits (now al10)
feeding into multiple units within the  authentication chip will cause the
chip's regular Operating eircuitly to stop functioning 13 AUGUST 2DO4 -99
To set up the chip for an attack, [hen, rcyuires Lhe attacker lo delete the
Tamper Detection lines. stop  the Erasure of Flash !nemor}, and soniehow
rewire Lhc C n ponents that relied tan the Chip{)K Iines. Even if  all this
could be done, the act ofslicing the chip to this level will most likely
destroy the charge patterns in the  non-volatile memory that holds the
keys, making the process fruit[ess 10.2.6 Direct viewing of the
non-volatile memory It the authe11 ticati(In chip were sliced so that the
floating gate4 of the Flash lncrnury were exposed,  without discharging
them, then the keys could probably he viewed directly using an STM or SK
N-1.  Ilowever, slicing the chip to this ievel without discharging the atcs
is prt]hahly impossible. lasing wet. etching, plasma etching, icm milling,
or chernica] mechanical polishing will almost certainly discharge the  10
small charges prescni on the floating gates- This is true of regular 3Flash
ineniory, but even more so of multi- level Plash memory. 10.2.7 Viewing the
light bunts Caused by state changes All suctions ofcircuitry that
manipulate secret key information are implenncnLCd in the non-flashing
CMOS described above. This prevents the emission of the majority of light
hurslx- Regular CMOS inverters  15 Placed in clo c proximity to the non
Flashing CM(DS will hide any faint emissions caused by capacitor charge and
discharge. The inverters arc connected to the '['amper Detection circuitry,
so they charge state many times  (at the hig]i clock rate) for each
non-Flashing CMOS state change. 10.2.8 View ing the keys using an SE PM An
SEPM attack can be simply thwarted by addling a metal layer to cover Lhe
circuitry. I Iowever an  20 attacker could etch a hole in the layer, so
this is not an appropriate defense. 'lhc Camper Detection circuitry
described above will shie]d the signal as well as cause circuit noise- The
noise wi I I actually be a greater signal than the erne that the attacker
is looking for. If the attacker attempts  to etch a hole in the noise
circuitry coVel.1ri the protected areas, the chip will not function, and
the SFFM will  not he able io read any data 



25 An SEPM attack is therefore fruit]css,  10.2,9 Monitoring EMI The Noise
Generator described above will cause circuit noise- The noise will
interfere with other  electromagnetic emissions from the chip`s regular
activities aaix] tliu.s uhticurc ally Illeallltlgflll read lug o  internal
data transfers. }0 10.2.10 Viewing 1dd fluctuations The solution against
Lids kind of attack Is to decrease the SNR in Lhc Idd signal. This is
accomplished  by increasing the amount of circuit 11 i.,C and decreasing
the amount of si *nal The Noise Generator cireLul (which also acts as a
defense against FM I attacks) will also cause  enough state changes each
cycle to obscure any meaningful inf'irniation in the Idd signal. 35 In
addition, the special Non-Flashing CMOS irnpl cm en LaLio n of the
key-canving daiapath s ol'the  chip prevents can-ent from flowing when
state changes occur. This has the benefit th'rcduc.ing the amount of
signal, I3 AUGUST 2004 - 100 10.2. 11 Differential fault analysis Di
fthrcntia] fault bit errors are introduced in a non-targeted fashion by
ionization, rn icrowave  radiation, and environmental stress. The. most
Iikely effect of an attack of this nature is a change in Flash  memory
(causing an invalid state) or RAMS (bad parity). ] rival id states and had
parity are dcL.eett`.d by Lhe  5 Tamper Detection Circuitry, and cause an
erasure of tire key_ Since the Tamper Detection Lines cover the key
manipulation circuitry, any error inLrndrrCCd in the  key manipulation
circuitry will be milTored by an error in a'Iaimper Detection Line. lfthe l
aniper Detection  Linc is aflected, the chip will eiLher continually RESET
or simply erase the key upon a power-up, rendering  the atiacl- fruitless,
10 Rather than relying on a non-targeted attack and hoping that "just Lhe
right part cmC the chip is affected  in j3iq the right way", an attacker is
better off trying to ]ntr(rduce a targeted fault (such as overwrite
attacks,  gate destruction cLC_)_ For information on Lhcse targeted fault
attacks, sec the relevant sections below 10.2.12 Clock glitch attacks The
Clock Filter (described above) eliminates the possibility of clock glitch
a1 ticks.  15 10,2.13 Power supply attacks The Overt ndmyrPowWr f)eLceLion
tjniL (described ahovc) elirinates the possibility of power supply attacks.
10.2.14 Overwriting ROM Authentication chips sLore program code, keys and
secret iufarniation in Flash memory, and not in  20 KO 1. 'Ibis attack is
tlicmcloore noI possihIC. 10,2.15 Modifying EEPROMIFtaxh .Authentication
chips store program code. keys and wccrjt in Co rTtnation in multi-lave]
Flash niera orv.  Ilowever the Flstsh rrlcmory is covered by two Tamper
Prevention and Detection Li nes. I f either of these lines  is broken ([it
the process of destroying a gate via a laser-cutter) the attack will be
detected on power-Lip, and 25 the chip w i I I eiLher RLSLT (continually)
or erase the keys frmn Flash n3enlo3y. This process is described in
Section 10.1.6. 



Evtr if an attacker is able to somehow access the bits of Flash and destroy
or short out the gate  holding a particular bit, this will force the bit io
have no charge or a full charge. ']hose are both invalid states  ]or the
authentication chip's usage tif- the multi-level Flash memory (only the two
middle states are valid). 30 X lien that data value is transt'erred froin
Flash, defection circuitry will cause the Lrasrmre Tamper Detection  Line
to be triggered - thereby erasing the remainder of Flash rncmnry and RLSLTT
ing the chip. This is true for  program code, arid non-secret information.
As key data is read ITorn multi-level flash memory, iL is not  imodiately
checked for validity (otherwise information about the key is given away).
Tnstead, a specific key  validation mechanism is used L pruIccL the secret
key informnation. 35 An attacker could theoretically etch tiff Lhc upper
levels of The chip, and deposit inoLih electrons to  change the state of
the multi-level Flash memory by l r`3. If the beans is high enough e.ncrgy
it might be  possible to focus the electron beam through the Tamper
Prevention and Detection Lines. As a result, the  authentication chip must
perform a validation of the keys bcCorc replying to the Random, Test or
Random  comnmands. The SHA- algorithms must be run on the keys, and the
results compared against an internal I3 AUGUST 2004 -101 checksum value,
This gives an attacker a I in 2""' chance oftricking the chip, which i the
sar3e chance a.  guessing eiLhcr oft he keys. A Modify EEPROM.Flash attack
is therefore frLritlcss_  l{L2.16 Gate destruction attacks 5 Gate
Destruction Attacks rely on the ahi IiLy of an alts eker to mocli fy, ti .
inglc gale ttu cause the chip Lu  reveal information during operation.
However any circuitry that nianipu]ates secret information is covered by
one of the two Tamper Prevention and Detection lines. If either of the se
Iines is broken (in the process of  destroying a gate) the attack will be
detected on power-up, and the chip will either RESET (continually) or
erase the keys from 1'] ash memory. 10 To launch this kind of attack, an
attacker roust first reverse-engineer the chip to detennine which  gaLc(s)
should he targeted- Once Lhe location Of tile target gates has been
determined. the attacker roust beak  the covcring Tamper Detection line,
stop the Erasure of flash memory, and somehow rewire the componenLs  that
rely on the ClijpOK lines, Rewiring the circuitry cannot be done without
slicing [Tic clip, and ever if it  could be done, the act of slicing the
chip to this level will roost likely destroy the charge patrerns in the non
15 volatile memory that holds the keys, making the process fruitless.
10.2.17 Overwrite attack An overwrite attack relies on being able to set
individual bits of tile key without knowing the  previous value. It relies
on probing the Chip, as in the conventional probing; attack and dcstroying
gates as in  the gale destruction attack. 13oth of these attacks (as
explained in Lhcir respective sections), will noL succeed 20 due to the use
of the Tamper Prevention and Detection Circuitry and Chip OK lines. I
I0'-sever, even if the attacker is able to somehow access Lhc hits of I'
lash and destroy or short OLLL Lhe  gate holding a particular bit, this
will force the bit to have no charge or a fu 11 charge. These are both
invalid  states for the authentication chip's usage of the multi-level
Flash rocrnory (only the two rniddle states arc  valid). When that data
value is rransferred from Flash detection circuitry will cause the Erasure
Tarnpcr 25 Detection 1_.inc Lo he tri ered - thereby erasing the rurnaindcr
of I-lash nieruory and RF.SE Ting the chip. In  the some way, a parity
check on tampered values read frurn RAM will cause the Frasurc Tamper
Detection  



Line to be triggered An over rite attack is therefore fruitless.  10.2. 18
Menory remanence attack 30 Any working registers or RAM within the
authentication chip may be holding part ofthe  authentieatir)n keys when
power is remov ad_ l'he working registers and R, M would continue to hold
the  information Farr sonic time after the remove] of power- 1 fthe chip
were sliced so that tfic gales of the  registcrs'RAM were exposed, without
discharging tircnr, then the data could probably be viewed directly.  Using
an STMT. 35 The (irsl dcl'onse can be found above, in the dcscripLion of
defense against power flitch attacks,  When power is removed, all registers
and RIM are cleared, just as the RFSFT condition causes a clearing of
nreniorv, The chances then, are Icss for Lhis attack to succeed than for a
reading of the Flash murnory_ RANI  charges (by nature) are more easily
Iasi than !' Iash memory, The slicing of the chip to reveal the RAM will 13
AUGUST 2004 - 102 ucrLair]ly cause the charges to be lost (if they havcn'L
been IO&L sin]ply due to the nienrory not being refreshed  and the tirnc
taken to perform the slicing)_ This attack is therefore 1TLLitIcss_  10.119
Chip theft attack 5 There are distinct phases in the lifetime of an
au(henLication Chip. Chips can be stolen when at any o J  these stages:
Af[er inanufact[n'e, but before proggrainminll O key Alter prograrnnung of
key. but before programming ter 4tatc data " After progranuning of state
data, huL heCorc insertior] into the consumable or System  10 + After
insertion into the s} stem or corlsutr]able A theft in between the chip
manufacturer and progrtimrn ing station would only provide the clone
manufacturer with blank chips- 'T'his merely compromises the sale of
authentication Chips, not anything  authenticated by the authentication
chip - Since the prograrnining station is the only nmcchani;sm wiLh
coilsu[naE ]e and system product keys, a etone rnanulaCLLLrcr would not be
able to program the chips wiLh the 15 correct key Clone man.nfaacturers
would he able itr program Lhe blank chips for their own Systems and
Consu[nab]es. but it would be difficult to place lhc;c items on the market
without detection. The second form of theft can on Iv happen in a Situation
where an authentication chip passes Lhrough  two or I]lore distinct
prograrnrning phases- This is possible, but unlikely, In any case, the:
worstsiIuation is  where no state data has been programmed, so all of lvl
is read/write- H' this were the case, an attacker could 20 attempt to
launch an adaptive chosen text attack on the clip. The HlvLC-SHA 1 al
goriLIFO is resistant to such  attacks. For more information sec Section
5.5 The third fhnn of the 14 would have Lo take pace in between the
progranuniu station ttnc] the  installation factory. The authentication
chips would already he prograinnied for use in a particular system or  for
use in a particular consumable. The only u.w thesis chips havu to a thief
is to place them into a clone 25 Sy'sre[n or clone Consumable. Clone
systems are irrelevant - a cloned System would not even require an
authentication chip. For clone Cori sumables, such a theft would Iin'LiL
the ni[[nbcr of cloned products to the  



nu[nber or chips stolen. A single theft should not create a supply cons Lan
L en(Ltgh to provide clone  manufacturers with a cost-c etive Nisinews_
T]ie final form of theft is where the Systerrl or C(insumablc iLSelr is
stolen. 1klien the theft occurs at  30 the manufacturer, physics] security
protocols ]oust be enhanced, If the the[l occurs any where el so, it is a
matter of concern only for the owner of the item and the police or
insurance company. The sccLirity in echan i sins that the authentication
chip uses assume that The eonsurrlahIos and 3y'SLe[ms are in the hands of
the  public. Consequently, having them stolen makes no difference to the
sec ad ly of the keys. 10.2.20 Trojan horse attack 35 A Trojan horse attack
invoJvcs an attacker inserting a fake authentication chip into the
pnrgrammirig  station and retrieving the sa[t]e chip after it has been
progranuned with the secret key inf(7irnatiorn_ The  difficulty of these
two tasks depends on both 1otica1 and physical security, but is an
expensive attack - the  attacker has co ]Manufacture a false authentication
Chip, and it Will only be usef l where the effort is worth the 1 a AUGUST
?004 - 103  gain. For c xamp le, o bta ining th e s~wret kcv for a spec ifi
c cw's a uthenti cat i on c 1) ip j 5 most likely n ot worLh an  attaukur's
e fforts, whi 1 e the key Co r a pr~lter's ink' caro-i dge inay bc vcry
vahiab le. Tbi~ p rob leni arises if the prograinimi ng stat ioa is una ble
to te 1i a Truj an horSe audleilti Gati on Chip  Fmrn a re-a [ one - .vb i
oh i 9 thC PTob I orn of authenticatilig the auth~- n I i cat ioii ch [p. 5
One so liptiou to the auth w Licarion problem is for t1w maii 0 facturer Lo
have a PrOgFUDI-ni n StaHo n  attached to the end of the Produr 6on I i nc.
Ch ips pas sing the in zin Li hw I uro QA tests are programined wi Lh ih,-
ro anufacrurer's SOCTet kLy i n Cormat i on - The chip can therefbv~~ N
veri fi ud by I he C I authenticatiou protoi;o 1,  and give iufonu ati on
wch a~ tho cxpected batch number, serial n umbcr cic- The information Qwk
be veri Cied  and recordcd, a rid (lit. va [id cb ip QaTi tlleTk 130
Teprogi-ammod wj 1h rhe System or Cons UTnab I c kuy and state 10 data- An
attacker wo u id huyu to subqt kutc an authentj cation chip wi th a Tro i
an ho me progranuued witb N.,  rnanuffiemrer's secret key in formaLion and
cop i ed batch number d ata from LhQ rerno ved auth entj cation chip.  Th i
4 i ~ L)rl ly poss 1 b le If dae manu factwu'5 5c~:rct key i q coin prom
istd (the key is CllallgLd TL~gLd arly an d not  kno kyri by a hunian) or
if the phvq ical scCLLT-ity at 11kc manufacturing p1mit is, comprorn i 4c d
a[ LhC e nd of the  man u Cactud ng cha In 15 EVi~ll If tile 50111tiOll d
Mri bed Wk-Te Lo bc undc rtaken, (11 e POS5ibil ity of a Troj;i n h om
attac k dots n ot  110 aWay - i L M aely i s re moved to the
Lnanufacturer'5 phv~Jeul I c wal i on - A better solution req L1jTQ5 n o
phys ical  4ccurity 1,11 thO MaJ1t1fLM1riF1g IM-sfi0n. The prefeiTed
solution tht-n, iq to usc Iran sparoru epoxy oji the chip's pac~aging alid
to image the.  ch i p bL~ Fo re progranun in P_ it. Once the chip ha5 bvn
ni ounted for p rogranuning it is hi a RDo wTk fi xod 20 ori entari im - 11
can Lhe N fore be Righ re51)WtiOR PbOtO-iMag.ed an d X-rayed frow inu It [p
le d jrectiow~, u d ffic  imag~~5 Qornparod agair]SL LL~qjgjjatjj W'
Images. Any chip not rn awh ing 01 L~ i rn age. s ignature is treated &i a
horse, aadrejei~ted. 13 AUGUST 2D04 - 104 11 References I l l Anderson, R,
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chip having secret information 4lored within it, incIudinV sccrcI data and
non sensitive data stored in multi-level flash memory, the multi-level
flash memory having invalid and  valid (intermediate) voltage stages, a
method of protecting the authentication chip frorn unauthorised 5
modification of values stored in the flash inetnory, the method inc]udIng
the steps of_ 



using an intcimal c.cnnmand to w[orsv the secret isrf~rnnacic~n, including
the secret data and a checksum  for ft data, where. [he secret information
can only be accessed by one or more further commands: storing the secret
data in intermediato sates n]` the rnu[ti-[cvc[ flash mentOry hcltvicen the
minirnum  and maximum voltage Icvcl states; 10 performii a data validity
check on non-sensitive data by detecting invalid states in the multi-level
memory: perfbmiuig a data validity check on secret data items before
allowing the data items to be read out by  a command accessing them-. the
validity check involving calculation of a checksum and comparison nfthe
result with the checksum stored using the internal corrtmand. 15 2. 'l'hc
method according to cairn 1, including the further -;Lc p ofal lowing the
secret daLa items 10 be  accessed in the event of the comparison indicating
validity of the secret data items, if no invalid states are  detected in
the non-,en sitive information. 3. The mtrecthod according to c]airn 1,
including the further step ofclcaring the secret informtratian In  the
CVCnL 01-111 e eOrtmpariirrn indicating invat idity nl- the xuereL data
i1Crrts. 20 4, The niethuc] according lo c]airn 1, where the intern al
ccrrnmand is thc only command that is ahlc to  store 11011-7.en0 values for
the secret information, and to set I1ags liar use by the lirrthcr commands,
but it makes  no (other changes and h4S no outputs, 5. The method according
to cairn 1, where the secret data includes one or more keys for encryption
and decryption functions, and a seed value for a random number 15 6. The
method according to claun 5, where the keys for the encryption and
decryption functions have  165 bits cach 7. The method according to claim
1, where a CL-R command is the only coinniand able to clear the  secret
information to zero values, [l;, The TneLhtd eeciarding to claim 1, where
the multi- level flash memory is a sirngle floating gate  3[} hcoldingiii
inure that one hit 9. The method according to claim 8. where the sin-1c
floating gaLc is a four-state transistor having a  minimum voltage
representing 00, a maximum voltage representing 11 and two middle voltages
representing  01 and ] 0- and the two middle voltages are used to represenr
a single bit and the two extremes are invalid  States. 35 J 0. The method
according to claim 1. where the flash memory is covered by tamper
prea'tM64)n line,  tamper detection lines, or both. I ] . The method
according to claim 1, where the eheeksum is a signalure calculated from the
secret data. 13 AU GUST 2004 - [TO 12. The i nethod according to claim l 1.
where the secret data includes two kc s for encryption or  decryption
functions and the checksum is calculated as a.signature combinnig thorn
bolls. 13. The method according to claim 12, where the checksum has the
sarric length as one o['the keys- I4- The method according to claim 12,
where Lhe checksum has the length of both keys combined.  5 15. The method
according to claim 12, u.here the checksum is ealcu[ated by running [he
51iA.- I  algorithrri over the tyro keys. 



16. The incLhod accord in to claim ], where the secret infbrniation is
cleared in the event of a  detection of an invalid state in the
norl-sensitive data 11. The method according to claim 1, including the
further step ofpertonnina a validity check  10 on the non-sensitive data
involving calculation of a checksum arid comparison of the resulc with a
stored  checksum. 18. An authentication system comprising an authentication
chip protected from unauthori7 1  rnodifta6on, the system further
comprising; a multi-]Cvr;I h ash memory in the authentication chip. the
multi-level flash memory comprising  15 intermediate (valid) volLage level
States between nrinimumit (invalid) and nlaxinim n (invalid) v stage level
state: a random number generator in the authentication chip; scorer
information stored within the multi-level {lash memory using an inLCrna[
coinniand, the secret  informa[iun including secret data and a checksum for
the :scoot data and non-sensitive data where the secret  20 information can
only be accessc1 by one or more further commands; wherein a data validity
chock is performed can secret data items before allowing the data items Lo
be  read out by a command accessing them., the validity check involving
calculation of a checksums and  comparison oFthe result with the checksum
sL) red using the internal comrnand; and, wherein data validity checks are
perlpnned on non-sensitive in IronnaLion co detect in} slid states in  25
[he multi-level flash memory. 19. The system according to claim 18, where
the SecnreL data items are allowed to he accessed in the  event ofthc
comparison indicating validity c}f the secret data items i I'm) invalid
states ark,, detected for the  iron-sensitive data 20, The system according
to cixinr 18, where the secret information is cleared in the event of the
30 comparison indicating iii 'alidity of the secret data items 21. The
system according to claim 18, where LhC iruernal conllnand is the only
command that is able  eo store non-sera values for the secret infonsatimmn,
and to Set flags for use by the fetcher commands, but it  makes no other
changes and has n o outpucs. 22. The systcrn according to claim 18, where
the secret data includes one or more keys [ix encryption  35 and decryption
functions, and a seed value for a random number. 23- ['he system according
to claim 22, where the keys for the cnerypmion and decryption functions
have 1 60 bits eac]i. 24. The system according to claim 18, where a CIA
conimnand is the only command able to clear the  secret information to zero
va]ues. 13 AUGUST 2004 -ill 25. The system according to claim 18, where the
multi-level #l ash memory is a single floating gate  holding more than Ono
bit. 26. The system according to claim 25, where te single floating gate is
a four-state transistor having  a minimum voItage representing 00, a
maximum voltage representing 11 and two middle voltages 5 representing 01
and 10, and the two middle voltages are used to represent a single bit and
the two extremes  are invalid slates 



27- The system according to claim ] ES, where the flash memory is covered
by tamper prevention  Lines, tamper detection lines, or both. 28- The
system according to claim 18, where the checksum is a signature calculated
from the secret 10 data, 29. The system according to claim 28. where Lhc
secret data includes two keys for encryption or  decryption functions and
the checksum is calculated ors a signature combining them both. 30. The
system according W claim 28, where the checksum has he same length as one
of the keys- 31. The system according to claim 28, where the checksum has
the lengLh crf both keys combined - 15 32- The system according w claim 21,
where the checksum is calcuIaLed by rooming the SITA-1  akaorhhrrt ove the
two keys 33. The system according to claim 1 S, where the secret
information is cleared in the event of a  detection of an invalid state in
the non-sensitive data. .i4, A system according to claim 1 8, where a
validity check is performed 0n Lhc non-sensitive data  2{] involving
calculation of a checksum and comparison of the result with a stored
checksum. 35. The system according In claim 18, here the random number
generator is a Linear Feedback  Shift Regisrer (LFSR). 




