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FIG. 1 

Receive a resource transfer request submitted by a resource transfer party

Determine a target account management contract corresponding to the resource transfer party on the 

blockchain based on the address information, where the target account management contract includes a 

resource transfer account list corresponding to the resource transfer party

Invoke a resource transfer contract on a blockchain based on the resource transfer request, and determine 

address information corresponding to the resource transfer party by executing the resource transfer 

contract
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Detect, by executing the target account management contract, a resource transfer account included 

in the resource transfer account list, and feed back a detection result to the resource transfer party

S208
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Determine address information of the account management contract, and update the initial data transfer contract to a data 

transfer contract based on the address information

Parse a data sending request submitted by the data sender, determine data sender information, data receiver information, 

data information, and data prompt information based on a parsing result, and update data record information included in 

the data transfer contract

Invoke the data transfer contract on the blockchain based on the data sending request, and determine address information 

corresponding to the data sender by executing the data transfer contract

If it is detected that the data receiving account list 

does not include data processing account 

information associated with the data sending request, 

generate data sending warning information, and feed 

back the data sending warning information to the 

data sender as a detection result

If it is detected that the data receiving account list 

includes data processing account information 

associated with the data sending request, generate 

data sending notification information, and feed back 

the data sending notification information to the data 

sender as a detection result

Determine the target account management contract corresponding to the data sender based on an account update request 

submitted by the data sender

Determine the data receiving account list corresponding to the data sender in the target account management contract
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Detect, by executing the target account management contract, a data receiving account included in the data receiving 

account list
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Update the data receiving account list, and broadcast an update result on the blockchain
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Invoke the target account management contract based on an account query request submitted by the data sender, query 

the data receiving account list included in the target account management contract, and feed back a query result to the 

data sender

Invoke a first account management contract corresponding to a queried party based on information that is about the 

queried party and that is carried in an information query request submitted by the data sender, query a first data receiving 

account list included in the first account management contract, and feed back a query result to the data sender

Determine a target account management contract corresponding to the data sender on the blockchain based on the address 

information, where the target account management contract includes the data receiving account list corresponding to the 

data sender

Create an account management contract based on a data receiving account list submitted by a data sender, create an initial 

data transfer contract, and upload the initial data transfer contract and the account management contract to a blockchain
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Receive a transaction request submitted by a transaction initiation party

Determine, on the blockchain based on the address information, a target account management contract 

corresponding to the transaction initiation party, where the target account management contract includes a 

transaction account list corresponding to the transaction initiation party

Invoke a transaction contract on a blockchain based on the transaction request, and determine, by 

executing the transaction contract, address information corresponding to the transaction initiation party
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Detect, by executing the target account management contract, a transaction account included in the 

transaction account list, and feed back a detection result to the transaction initiation party
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Determine address information of the account management contract, and update the initial transaction contract to a 

transaction contract based on the address information

Parse a transaction request submitted by the transaction initiation party, determine resource transfer-out party 

information, resource transfer-in party information, resource information, and resource prompt information based on a 

parsing result, and update resource record information included in the transaction contract

Invoke the transaction contract on the blockchain based on the transaction request, and determine address information 

corresponding to the transaction initiation party by executing the transaction contract

If it is detected that the transaction account list does 

not include transaction account information 

associated with the transaction request, generate 

transaction warning information, and feed back the 

transaction warning information to the transaction 

initiation party as a detection result

If it is detected that the transaction account list 

includes all transaction account information 

associated with the transaction request, generate 

transaction notification information, and feed back 

the transaction notification information to the 

transaction initiation party as a detection result

Determine the target account management contract corresponding to the transaction initiation party based on an account 

update request submitted by the transaction initiation party

Determine the transaction account list corresponding to the transaction initiation party in the target account management 

contract
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Detect a transaction account included in the transaction account list by executing the target account management 

contract
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Update the transaction account list, and broadcast an update result on the blockchain
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Create an account management contract based on a transaction account list submitted by a transaction initiation party, 

create an initial transaction contract, and upload the initial transaction contract and the account management contract to 

a blockchain

Determine a target account management contract corresponding to the transaction initiation party on the blockchain 

based on the address information, where the target account management contract includes a transaction account list 

corresponding to the transaction initiation party

Invoke the target account management contract based on an account query request submitted by the transaction 

initiation party, query the transaction account list included in the target account management contract, and feed back a 

query result to the transaction initiation party

Invoke a first account management contract corresponding to a queried party based on information that is about the 

queried party and that is carried in an information query request submitted by the transaction initiation party, query a 

first transaction account list included in the first account management contract, and feed back a query result to the 

transaction initiation party
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