1 GATHERI NG RANDOWNESS |IN A W RELESS SMART CARD READER BACKGROUND [ 0001] In
general, wireless comunication is insecure and vul nerable to attacks.

Vari ous techni ques nay be enpl oyed to secure a wirel ess conmuni cation |ink
or to nmake it 5 less vulnerable to attacks. For exanple, cryptographic
techni ques may be enployed to secure a mnreless comuni cation |ink. The
strength of an encrypted comruni cation i nk depends on the quality of the
cryptographi ¢ keys, which in turn, depends, at least in part, on the
randommess of the keys. It is known to have a device maintain a randormess

pool, -i.e. a GAGHERING RANGMINESS, IN AOMIRIBLESS SNAREGARD BEARER r act

random data. The extracted 10 random data maybe used in the generation of

crypt ogr aghi %IHﬁOOOZ] US 2004/ 188519 di scl oses a bionetric device
whi ch intgggﬁ§éﬁ§k a smart card, but it does not disclose a randommess

pool on t rt.card reader, nor is it.concerned w ener tlon of
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anot her 15 devi ce. OOO(LVUS 2004/ 109567 di scl oses a system for generating

an_encr yplasaryukeyablentcasita ﬁb@@d@dmh @wpt@lme@@nﬂsvs vy drtbedpleded o a

printer, but i s ok cancer ned vm d smart, card rea
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securely w reless conmuni cation |'1'nk card rea and
t he sndOt rawonh data may be used in the generation of cryptographic keys.

[0002] US 2004/188519 discloses a biometric device which interacts with a smart card,
but it does not disclose a randomness pool on the smart card reader, nor is it concerned with
the generation of keys. There 1s also no discussion in this reference about how to use a
randommness pool to secure a communication between the smart card reader and another

15 device.

[0003) US 2004/109567 discloses a system for generating an encryption key in an
embedded device, such as a device embedded in a printer, but is not concerned with smart

cards or smart card readers.




reader is arranged to incorporate the extracted randomdata into the
randommess pool. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0005] Enbodi nents of
the invention are illustrated by way of exanple and not 10 limtation in
the figures of the acconmpanying draw ngs, in which |ike reference nunerals
i ndi cate correspondi ng, anal ogous or simlar elenents, and in which: [0006]
Figure 1 is a schematic diagram of an ex?errpl ary system and [0007] Figure
2 is a block diagramof the exenplary systemof Figure 1. [0008] It will be
appreciated that for sinplicity and clarity of illustration, elenents 15
shown in SKMMAR¥es have not necessarily been drawn to scal e. For exanpl e,
the dinensions of sonme of the elenents may be exaggerated relative to
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enmbodi nents of the 57invention may be practiced wthout these specific
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enbodi ments of the 1nvention. A system 100 includes a 10 wirel ess snart

card reader_ 102, a nobile device 104 and a w rel ess-enabl ed personal
conput er WFMQRE@I@N@EJ@E@B@VXH&G%bl |l e device 104 are able to

communi cate over a wireless comunication |ink 108. Smart card reader 102
and per sorli@ﬂﬂs?corrp@néqodmtswé theygheention caoemillnsteadede bmvway @fvixagipks gnd not

comuni cati nk 11 -exh ve List. of f wreles
ocal " APadtBiigh K ol B A AP nbls deblingn in PRI wReyRintas
indicate correspondmg, analogous or similar elements, and in which:
[0006] Figure 1 is a schematic diagram of an exemplary system; and

{0007} Figure 2 1s a block diagram of the exemplary system of Figure 1.

[0008] It will be appreciated that for simplicity and clarity of illustration, eclements
15 shown in the figures have not necessarily been drawn to scale. For example, the
dimensions of some of the elements may be exaggerated relative to other elements for

clarity.




15 and 110 includes the Institute of Electrical and El ectroni c Engi neers
(IEEE) for Wreless LAN MAC and Physical |ayer (PHY) 802.11 a, b, g and n
specifications or future related standards, the Bluetooth(r) standard, the
Zi gbeeTM st andard and the like. [0011] A smart card 112 is shown inserted
into smart card reader 102. Smart cards are personalized security devices,
defined by the 1S07816 standard and its Her i vatives, as 20 published by the
I nternational Organization for Standardi zation. A smart card nay have a

form fact ¢ypdn &rrpdokSpigh and may include a seni conductor device. The
sem conduct or evice may 1 nclude a nenory that can be programed with

security i mat {.op. _( | i,vat e. decryption key.. a, private signing
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Is stored on smart card 112 may, use, smart card reader 102 for 30
identific&ng‘FﬁthFSn@HﬂJ@Eﬂ@tSrﬁfﬁm@vm%e 104 and/or personal conputer 106,
and to digitally _sign and/or decrypt nessages sent by nobile device 104

and/ or pel®¥fhi ~ cBafirnee ig o@de tokigure bavhich 19a seliereatis lisgiamd anzexempliam
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send and recerve e-narl nessages via anh e-mal |l server ¥not shownj. elf, for

exanpl d0 wheldSeautaet barttdepderptide a hivbéle nddvidybi 04 bxd engiekss-&BbMdMErsonal
protocol is usedgoé- mai | nessages received at nobile device 104 are
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encrypted e:%’&%ﬁl%? %f lével%leasg ?ocsa? ggealﬁetx}vgrk standards for wireless communication links 108
15 and 110 includes the Institute of Electrical and Electronic Engineers (IEEE) for Wireless
LAN MAC and Physical layer (PHY) 802.11 a, b, g and n specifications or future related

standards, the Bluetooth® standard, the Zigbee™ standard and the like.

[0011] A smart card 112 is shown inserted into smart card reader 102. Smart cards are
personalized security devices, defined by the ISO7816 standard and its derivatives, as
20 published by the International Organization for Standardization. A smart card may have a
form factor of a credit card and may include a semiconductor device. The semiconductor
device may include a memory that can be programmed with security information (e.g., a
private decryption key, a private signing key, biometrics, ¢tc.) and may include a processor
and/or dedicated logic, for example, dedicated decryption logic and/or dedicated signing
25 logic. A smart card may include a connector for powering the semiconductor device and
performing serial communication with an external device. Alternatively, smart card
functionality may be embedded in a device having a different form factor and different
communication protocol, for example a Universal Serial Bus (USB) device. The person
whose security information is stored on smart card 112 may use smart card reader 102 for
30 identification, to unlock mobile device 104 and/or personal computer 106, and to digitally
sign and/or decrypt messages sent by mobile device 104 and/or personal computer 106.

Smart card 112 may also include a random number generator.




smart card reader 102 via comunication link 108. Smart card reader 102 may
send the encrypted nessage key to smart card 112, and the decryption
engi ne of smart card 112 nay 10 decrypt the encrypted nessage key using the
recipient's private decryption key, which is stored in smart card 112.
Smart card reader 102 may retrieve the decrypted nessage key fromsmart
card 112 and forward it to nobile devicé® 104 via comunication |ink 108 so
that nobil e device 104 can decrypt the received e-nail nessage. The smart
card 112 MR812] pr eVentexamplgt mabilzedtvicse 104 mize be ebilpitestnd apd ireetiec e-mail
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15 password or personal identification number (PIN) be supplied before allowing the

decryption operation to proceed.

[0013] Similarly, to add a digital signature to an e-mail message being sent by mobile
device 104, mobile device 104 may send a hash of the contents of the e-mail message to
smart card reader 102 over communication link 108. Smart card reader 102 may pass the
20 hash to smart card 112, which may produce a digital signature from the hash and the
sender’s private signing key, which is stored in smart card 112. Smart card 112 may then
pass the digital signature to smart card reader 102, which may forward it to mobile device
104 via communication link 108 so that mobile device 104 can transmit it along with the e-
mail message to the e-mail server. Again, smart card 112 may prevent unauthorized use of
25 the recipient’s private signing key by requiring that a password or PIN be supplied before

allowing the signing operation to proceed.

[0014] The unencrypted message key should be sent securely over communication link
108 from smart card reader 102 to mobile device 104 to prevent a third party from
retrieving the message key from communication link 108. Similarly, the hash to be signed
30 should be sent authentically over communication link 108 from smart card reader 102 to
mobile device 104 to prevent a third party from modifying the hash and thereby causing
smart card 112 to produce a signature using a hash different from the hash of the intended




nmessage. Therefore communication |ink 108 nmay need to be secured using
cryptographic techniques. [0015] The person whose security information is
stored on smart card 112 nay wish to digitally sign outgoing e-mail sent
from personal conputer 106 or to decrypt inconing 5 encrypted e-nai

recei ved at personal conputer 106. Thrsdgn require personal conputer 106
to conmunicate with smart card reader in much the sanme way as nobile
device 104 comunicates with smart card reader 102 as descri bed above. For
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person to,use. personal conputer 106), comunication |ink 110 nay need to
be secure&aﬁg cryptographic techniques 10 [0016] To secure
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therefore nmaintarn ess p
links 108 and 110 may involve encryptmn with one or more additional keys. These

15 additional keys may be generated from a shared secret between smart card reader 102 and
mobile device 104, or smart card reader 102 and personal computer 106, and one or more
symmetric keys based on this shared secret may be generated using known Diffie-Hellman
and simple password exponential key exchange (SPEKE) methods and variants thereof.

. Moreover, random session keys may be generated for each individual communication

20 session over communication link 108 or 110.

[0017] The strength of the encrypted channels between smart card reader 102 and
mobile device 104 and personal computer 106 may depend, at least in part, on the quality of
the encryption keys. The more random the data used to generate these keys, the less likely
that an attacker will be able to figure out the keys, and the more secure the communication

25 lmk.

[0018] Smart card reader 102 may therefore maintain a “randomness pool”, also
known as a “random pool” or an “entropy pool”. A randomness pool is a “pool” of random
data, which is “stirred” as input is incorporated into the pool, to ensure that there is no
discernible pattern.  Many different implementations of randomness pools and

30 corresponding pseudo-random number generators are known.




known as a "random pool"” or an "entropy pool". A randomess pool is a
"pool" of random data, which is "stirred" as input is incorporated into
the pool, to ensure that there is no discernible pattern. Many different

i npl ement ati ons of randommess pools and 30 correspondi ng pseudo-random
nunber generators are known. 6 [0019] For exanple, smart card reader 102
may store a 256-byte (2048-bit) long array, whichis alist of all nunbers
fromO to 255. A function nmay be used to pernmute the list based on input.
A non- exhd@¥Bi ve Fpwexagiplesmaep ceyd feadert 102 rhapngoiecri2 Sortnte (RO Sthalg hori ey, of
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pseudo- r abaeM oniAPe! A GRAKBLIRHVOASEST XAmpIE fYAthe hdREUAdndRNEQMqHEBEr
generator described in J. Kelsey, B. Schneier and N. Ferguson,
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generator. Although an attacker may know the al gorithmused by the

pseudo-l0afiei2é] nunitae foloeinat Br a doheexhbiidick elist dFescafgllesk i vmathodd tv gather was
used to seed the pseudo-random nunber generator. and i s unaware of the
condi t i onAKREPNES, oF et eilsreader 10e Amyrf thte npeshpalsnonany rembiation PEes® t he
randomes s, 4Rk, Ry 88BEdy card reader 102. 20 [0022] (2) Random data
injected to the sr’r%rt card reader via an out-of-band conmunication |ink.

Smart car dogRpder (lj)%amnﬁgg liﬁ{i@@tea aci%gx?lfitagtrurilfcgp A QSRR o8 rariomness at the

manufacturing facility may be used to generate a random value to add to the randomness
15 pool of smart card reader 102. For example, the source of randomness may be a pseudo-
random number generator. Although an attacker may know the algorithm used by the
pseudo-random number generator, the attacker does not know which value was used to seed
the pseudo-random number generator and is unaware of the conditions and circumstances at

the time the random value was added to the randomness pool of smart card reader 102.

20 [0022] (2) Random data injected to the smart card reader via an out-of-band
communication link. Smart card reader 102 may include a connector, for example, a
connector that accepts a USB cable. Smart card reader 102 may be connectable to personal
computer 106 using a USB cable 114, for example, in order to charge a battery of smart
card reader 102 and/or to upload software to smart card reader 102. The USB cable is an

25 example of an out-of-band communication link, since it is authentic and secure and not
vulnerable to attackers attempting to attack communication link 110. Personal computer
106 may include a randomness pool and may be able to provide smart card reader 102 with
random data via the out-of-band communication link, and smart card reader 102 may then
incorporate the random data into its randomness pool. Similarly, smart card reader 102

30 may be connectable to mobile device 104 via an out-of-band communication link, for

example, a USB cable. Mobile device 104 may include a randomness pool and may be able




connector that accepts a USB cable. Smart card reader 102 may be
connectabl e to personal conputer 106 using a USB cable 114, for exanple,
in order to charge a battery of smart card reader 102 and/or to upl oad
software to smart card reader 102. The USB cable is an 25 exanple of an
out - of - band communication link, since it_is authentic and secure and not
vul nerable to attackers attenptlng to attack communication link 110.
Personal conputer 106 may include a randomess pool and may be able to
provi de stapovisgrsthariecagbreadg 04iwith randend glatadas thevugrof- h@lctmmamﬁmmm link,
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pool. Simlarly, Personal conputer 106 may have a smart card reader _driver
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The smar ?r&dg s a&l%rdrgrref fallbd Sh e fs%ﬂa ; an %fe?ﬁ@?lmagr%&e[an d3%rom
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15 102 may incorporate the extracted random data received securely over communication lmk

110 into its own randomness pool. This method may be performed periodically.

[0024] (4) Traffic received from the smart card is incorporated into the smart
card reader’s randomness pool. Smart card reader 102 may incorporate traffic received
from smart card 112 into its randomness pool. Although some of the data stored on smart
20 card 112 may not be random (e.g. biometrics, a person’s name and other identification), the
order in which this data is requested by smart card reader 102 may be unpredictable.
Random elements may be included in some of the traffic received from smart card 112 by
smart card reader 102, for example, the decrypted message key for an S/MIME e-mail
message received at mobile device 102 or personal computer 106, and the digital signature
25 produced by smart card 112 from the hash of the contents of an e-mail message and the e-

mail sender’s private signing key.

[0025] (5) Random data from a random number generator of a smart card
inserted in the smart card reader is incorporated into the smart card reader’s
randomness pool. Smart card 112 may have a random number generator. A device having
30 a driver for smart card reader 102 installed thereon, such as mobile device 102 or personal
computer 106, may request random data from smart card 112 via smart card reader 102.

Since this random data is traffic received by smart card reader 102 from smart card 112,




110 into its own randommess pool. This nmethod nay be perforned
periodically. [0024] (4) Traffic received fromthe snmart card is

i ncorporated into the smart card reader's randomess pool. Smart card
reader 102 may incorporate traffic received fromsmart card 112 into its
randommess pool . Al though sonme of the data stored on smart 20 card 112 may
not be random (e.g. bionetrics, a person®s nane and other identification),
the order in which this data is requested by smart card reader 102 may be
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by smart card 112 fromthe hash of the contents of an e-mail nmessage and

the e- maichrdsemtesd03 private signing key. [0025] (5) Random data from a
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i's i ncodpdoRedd i Ké)olndorponating ity dhe eanidornsess rpnoll @frthe snpoolcardmaadercar d
112 may have,a random nunber erator. A devjce hayin 0 a driver for
smart car §AP4UGTesTAB lf‘ﬁ’sgﬁlfqrggeﬁt h@r%‘bﬂ!’ers ﬁ'cﬁsthﬁgﬂ? I'&e‘get\‘?i ERErYBb tﬁfgc
personal pewdnithe dbORe aliB\thé SRHPSIarlaRAGEP. NAb 1 dQMBeSIRIdr peAbAal kbApUicd
smart card reader 102. Since this randomdata is traffic received tl))y smart

card readdPo Ny gensrate pgandopy sepsipnkeygndhisa it fo enerpt teefficitor et cardgpader

I mpl enent 2 ipsorporating traffig received . fr smart
card 112 ﬁgﬁ%@?f@&%ﬁéﬁgﬁéﬁp@% ,1 Bg hérs %%nﬁ%‘%‘%ﬁa}% gélﬁl e rﬁ‘@ef h1 31r TAdom
nunber lgeisoaadite dlic SiAMeTh seicth Ked Intoiitslraffonineedsdadr at ed into the randommess
pool of smart card reader 102. 5 [0026] (6) Incorporating into the

r andommes o279 Ofﬁigdi‘@zsxéfﬁfblocﬁaﬁﬁgrélﬁaéﬁ?stém TORNSQBLBES & %hné(@lﬁb&ﬁﬂl%ﬁ@tg?d by

anot her device that is used to encrypt fraffic between the device and the

smart car dhe @xertion. Nisidlasitnespmecconumnents 19 spier ahrdosagant 162, mobie dexicaytifer at e
AT aNOM SE3YRulie Yo At B e hOL SRS Kl B it e SR s REH SR

below.

15 [0028] Smart card reader 102, mobile device 104 and personal computer 106 include
antennae 202, 212, and 222, respectively. A non-exhaustive list of examples for antennae
202, 212 and 222 includes dipole antennae, monopole antennae, multilayer ceramic
antennae, planar inverted-F antennae, loop antennae, shot antennae, dual antennae,

omnidirectional antennae and any other suitable antennae.

20 [0029] Smart card reader 102, mobile device 104 and personal computer 106 include
communication interfaces 204, 214, and 224, respectively, which are coupled to antennae
202, 212, and 222, respectively. A non-exhaustive list of examples for standards with
which communication interfaces 204, 214 and 224 may be compatible includes 802.11 a, b,
g and n and future related standards, the Bluetooth® standard, the Zighee™ standard and

25 the like.

[0030] Smart card reader 102 also includes a processor 206 coupled to communication
interface 204, and a memory 208, which may be fixed in or removable from smart card
reader 102. Memory 208 may be coupled to processor 206 or partly embedded in processor
206. Commumcation interface 204 and processor 206 may be part of the same integrated
30 circuit or in separate integrated circuits. Similarly, processor 206 and memory 208 may be

part of the same integrated circuit or in separate integrated circuits.




102 over conmunication link 108 or 110, respectively. Smart card reader 102
may 10 incorporate the random session key into its randommess pool. [0027]
Figure 2 is a block diagramof system 100, according to sonme enbodi nents of
the invention. For clarity, sone conponents of smart card reader 102,

nobi | e device 104, and personal conputer 106 are not shown in Figure 2 and
are not described explicitly bel ow. 15510028] Smart card reader 102,

mobi | e devi ce 104 and personal conputer 106 include antennae 202, 212, and
222, res pé‘lﬂ3i1]/e| yM0hlln oleviss Hddsalsy endludss aoproessamm? ks coupiedatrt emnm@xucm 212

and 222 |n | e _ant en n ol.e .antennae er,an c
ot ennae. rrdice 1 B0 FREMRATARE Wi RS 55 R ShALEm-THbE ol Bonig oS,
ant ennae, 10pNMeihdre Cll B @il beddtiupAas padtdssn 2 161P PhrtisUniRBH&! RNiredRae.2180
[0029] Smart card reader 102, nDblle device 104 andjpersonal conputer 106

i ncl ude  &ommiliemsion srieifaect M promasor 216 mayrer 12Ut the spae integsaipd cirpiit h
| 1
1 ot Cor Se SEi R SARE R Aoy Sy, SifeesbE ARl et AL BLRALEE' Y

214 and 2% mb@tegﬁtﬁ{d&ﬁﬂc’@i‘terimbmd&ﬁn&%tédlclﬁmt@, g and n and future
rel ated standards, the Bluetooth(r) standard, the Zi gbeeTM standard and 25

the Iike. [¢03QpO] _ﬁ&%ﬁal @&hﬂut@@l’@l%ls&ﬁ%l@le§9pfd&§ésblﬂ?§6 é%m%leﬂQ@%%lfnuﬁﬁ@tmn
coupled to comunication interface 204, and a nenory whi ch nmay be

fixed i n &Henfangoldbland fa Bremena228.cwhich mexder fixghin %mwvab@sﬁﬁmyp%@nal

Communt catvRAE 88y Jatiof, 288y nETRERPE o Hnds /R0 o mbedsg in

i nt egr d0egradBssot P26l CottmurtictepdirRifacd meamp@dessmrm ingy bBipatt! @rthy same
processor 206 and nenory 208 nay be part of the sane |ntegrated circuit or
in separ aﬂ%egrﬁ&eégifa%er & FRParals mtggrﬁf@éﬂlpu%b$wlaéﬂévp@§e%r4 # 39 MSBEIEYes a

processor zgéﬁ}? @J %fhfés%ﬁi@"{ﬁﬂ%gﬁ%e | Sfuitlof r? @Q@ev Cgratéi‘cqfcﬁugem”y 218,

whi ch may I n or renova from no
[0033] A non-exhaustive list of examples for processors 206, 216 and 226 includes a

cenfral processing unit (CPU), a digital signal processor (DSP), a reduced instruction set

15 computer (RISC), a complex instruction set computer (CISC) and the like. Furthermore,
processors 206, 216 and 226 may be part of an application specific integrated circuit
(ASIC) or may be a part of an application specific standard product (ASSP).

[0034] A non-exhaustive list of examples for memories 206, 216 and 226 includes any

combination of the following:

20 a) semiconductor devices such as registers, latches, read only memory (ROM), mask
ROM, electrically erasable programmable read only memory devices (EEPROM), flash
memory devices, non-volatile random access memory devices (NVRAM), synchronous
dynamic random access memory (SDRAM) devices, RAMBUS dynamic random access
memory (RDRAM) devices, double data rate {DDR) memory devices, static random access

25 memory (SRAM), universal serial bus (USB) removable memory, and the like;
b) optical devices, such as compact disk read only memory (CD ROM), and the like; and
c) magnetic devices, such as a hard disk, a floppy disk, a magnetic tape, and the like.

[0035] Memories 218 and 228 may store respective drivers 219 and 229 for smart card
reader 102. Drivers 219 and 229 may implement portions of the methods described

30 hereinabove.




104. Menory 218 may be coupled to processor 216 or partly enbedded in
processor 216. Communication interface 214 and processor 216 may be part
of the same integrated circuit 5 or in separate integrated circuits.
Simlarly, processor 216 and nenory 218 nay be part of the sane integrated
circuit or in separate integrated circuibs. [ 0032] Personal conputer 106

al so includes a processor 226 coupl ed t 8% communi cation interface 224, and

a nmenory 228, which may be fixed in or renovable from personal conputer
106. Menoi§P38bg nivfensy cYifpineay storpraxcedside agle 309 pelich.y wheheetdeeted nbyl 0

processor i ion_interface, 2 nd_processor 226.may be part of
Phe same. PlERisgr 20BRAF Bulsibnidt Firo 3efier 200 W BERSEECR IS F SniRR,r |
processor pa@b Exeeutaieesde 2@2BayiyplBRemdokticts of iR e dk@aicathRebitdbbeali t Or
in separate integrated circuits. [0033] A non-exhaustive list of exanples
for processuds 20§hiRlerAif frddbel B¢ tHESSvédtiof BAVE Vock iRERBRIANE I BELrib&PY) »
a digital signal processor (DSP), a reduced instruction set 15 conputer

(RI SO) , 5ahersmp many inrasti fieptivhs substitutmspeiaeges( GidSQuivatants Wl havk eccur to those

Fur t her nor .processor.s 206, 216 a 226, may, b t. of an application
Spect i o PhPuPLy SEEERIEs A1 ool fipe Baciiolf g e Panil i off
speci fi ¢ sitanidanscovepdnsic HGSREatidRA3d Lhgaen- exhaustive 1ist of exanpl es
for nenories 206, 216 and 226 includes any conbination of the follow ng:

20 a) sem conductor devices such as registers, |atches, read only nmenory
(ROVM), mask ROM electrically erasable programmable read only nenory

devi ces (EEPROM), flash nenory devices, non-vol atile random access nenory
devi ces (NVRAM), synchronous dynani c random access nenory (SDRAM devi ces,
RAMBUS dynam ¢ random access nenory (RDRAM devices, double data rate
(DDR) nenory devices, static random access 25 nenory (SRAM, universal
serial bus (USB) renovable nenory, and the |like; b) optical devices, such
as conpact disk read only nmenory (CD ROV, and the like; and c) magnetic
devi ces, such as a hard disk, a floppy disk, a nagnetic tape, and the liKke.
[ 0035] Menories 218 and 228 may store respective drivers 219 and 229 for
smart card -




reader 102. Drivers 219 and 229 may i npl enent portions of the nethods
descri bed 30 herei nabove. 10 [0036] Menory 208 may store executabl e code
209 whi ch, when executed by processor 206, nmay cause snmart card reader 102
to incorporate data into its randommess pool. Executable code 209 may

i npl ement portions of the nmethods described herei nabove. [0037] Wiile

certain features of the invention have bten illustrated and described 5
herei n, many nodi fications, substitutions, changes, and equivalents wll
now occur chgpishose of ordinary skill in the art. It is, therefore, to be
under st oo t he appended clains are intended to cover all such

nodi fi cati ons and changes. 11 Clains: 1. A system (100) conprising: a snart
card readér A $8&m {(&0) ecgn@mristmndonmess pool ; and a device (104, 106)

conprising a source of. rand ta, said device (104, 106) 5 having
install ed ;her@éﬁmﬁcﬂFVV r?ﬁkﬁ?aﬁﬁgferpngﬁﬁﬂ? ' card reader (102),
wherein sai d dpide@ice (2848, 1083 TonipdisRip’ ABARE: b rawbiP i) 8¢ ABY:EaY fo4, reg) sai d

source and to send said extracted random data securely over a w reéless
communi @at i drvingrkstalledoBerean @ Yriver (49,228 forsaidanvrreeatieadgr1002), and sai d

smart card reader (102) .S L . to incorporate said,extracted random
data i nto sar dPEIRIbMAE GN S S60 s Hett e BERY SedPmLptE Famh1ois SORER of
an i npl ementzddi ©rsepd ssidi ckifacted GHMRDS dRAecureBNBdr SeWirdleld Smmaicadd I sifar t
card reader 10%@ s arranged to incorporate said extracted random data

into said rad@més o pabrmpsy cpishiepdar (i) Baind saidssmart ewd apadgr (1922 i arrroeedn of
o eSS SR ALSE SERELANA o DG FHRLETGRERY. o] o o L

claim 2, wherel smart car 15 to
incorporate traffic received froma smart card (112) inserted therein into

sai d rdAd@mese system (100) of claim 1, wherein an implementation of said randomness pool
comprises a list and said smart card reader (102) is arranged to incorporate said extracted
random data into said randomness pool by permuting said list according to a function of at

least said extracted random data.

3. The system (100) of claim 1 or claim 2, wherein said smart card reader (102) is arranged
15 to incorporate traffic received from a smart card (112) inserted therein into said randomness

pool.

4. The system (100) of claim 3, wherein said smart card (112) has a random number
generator and said traffic comprises random data retrieved from said random numniber

generator.

20 5. The system (100) of claim 3 or claim 4, wherein an implementation of said randomness
pool comprises a list, and said smart card reader (102) is arranged to incorporate said traffic
into said randomness pool by permuting said list according to a function of at least said

traffic.

6. The system (100) of any one of claims 1 to 5, wherein said device is a mobile device

25 (104) and/or a personal computer (106).

7. 'The system (100) of any one of claims 1 to 6, wherein said wireless communication link

(108, 110) is a Bluetooth® communication link.




pool . 4. The system (100) of claim3, wherein said smart card (112) has a
random nunber generator and said traffic conprises randomdata retrieved
from said random nunber generator. 20 5. The system (100) of claim3 or
claim4, wherein an inplenentation of said randommess pool conprises a
list, and said smart card reader (102) is arranged to incorporate said
traffic into said randommess pool by pé?nuting said |list according to a
function of at least said traffic. 6. The system (100) of any one of
clains 1 8o Hbsmaheardircadsa{ld2enneesing a nobil e device 25 (104) and/or a
per sonal conputer(g106 . 7. The system (100) of any one of clainms 1 to 6,
wher ei n sai d wrE9QEYC nication link (108, 110) is a Bl uetooth(r)

comuni cation bigkesshe (B6)Angmart card reader (102) conprising: a
randommess pool; a procesSor (206); and a nmenory (208) to store executable
code neans (20@meanniry f208)he sroexecautebiclspdsmicahs (30Yrwhiek, sulren(c26@ited by said

[ t traffi ived f t d (11 l.ed t id.
Smartodrd rEaHar 208 Tarerast BN Honet Eopbermg coff e i ed R e ader
(102) of cl ainrBoartiR8l M02Yinid W eARAbARERDoSl Sai d randomess  pool
conprises a |list, and sai d ‘executabl e code neans 8209), when execut ed by

said pro8esBersmaroeyd readenilfdr ef daing 8 whenewf #n inplemnentationoofrsaidoendasrespool
by permuti id.list .10 ac i ti e i .
DY PEr Ui 2Bl vy pCRR8 ARyl BB D508, Sipch SRR o
traffic comueisves206NEompotitisaalicnsfifietian dajd Andanaenpoulbe pergamap ahidrlisof
said smart card. 11. A nethod for _gat hering randommess in a smart card

r eader l@lgggqrdmgéo AdincHan of at least said traffic.

10. The smart card reader of claim 8 or claim 9, wherein said traffic comprises random

data generated by a random number generator of said smart card.

11. A method for gathering randomness in a smart card reader (102), the method
comprising:
15 receiving random data transmitted securely over a wireless link (108, 110) for

incorporation in a randomness pool of said smart card reader (102).

12. The method of claim 11, wherein said wireless communication link (108, 110) is a

Bluetooth® communication link.

13. The method of claim 11 or claim 12, the method further comprising:
20 incorporating traffic received from a smart card (112) coupled to said smart card

reader (102) into said randomness pool.

14. The method of claim 13, wherein said smart card (112) has a random number generator
and said traffic comprises random data requested by a device (104, 106) coupled to said

smart card reader (102).

25 15. The method of claim 13 or claim 14, wherein an implementation of said randomness
pool comprises a list and incorporating said traffic into said randomness pool comprises

permuting said list according to a function of at least said traffic.




conprising: 15 receiving randomdata transmtted securely over a wreless
link (108, 110) for incorporation in a randommess pool of said smart card
reader (102). 12. The nethod of claim 11, wherein said wreless

communi cation link (108, 110) is a Bluetooth(r) communication |ink. 13.
The met hod of claim 11 or claim 12, the nethod further conprising: 20

i ncorporating traffic received froma sk@rt card (112) coupled to said
smart card reader (102) into said randommess pool. 14. The nmethod of claim
13, wher eilf. Saindclinarchdabds thefibhiP)208nsomp dngiproprinnbeale gesme matich whaniskisai d
traffic congrlses random dat a rogghested by a devi ceC%104 10 cou led to
said smaft H?doOI’r%QHZ-?FSSP’i el@“afTﬁérdr?@%%(ﬁlQﬁ) Iaéiyrﬂni:? Gal@l fnfQ4,
wherein a s alist and
vher el A0l P LRTRANB! Oy O ARIB e BRI es 2 115t and
said list according to a function of at least said traffic. 13 16. A

machi ne r éadabivechipediaada{le @8diww rpmpesing apiriogr fomacohet qaefhmdemmzhreimmhd

bei ng xecut ed.on.a cess 206) of the smart. c de 10 of any
one ot &1 Siig g 1l 68 b eitbmtine o TE PERERE™ 5 481 FEVBH Sy one
of cl ai ms pideckdr bP sdid-deMNcBPSRIRE f8asialae FBL UM SRR hfd 8HdS sﬁiﬂ'éﬁﬁ-ﬁcté@r a
snmart card reader, wherein said 5 driver, when installed on a device

conpri si ngmalogbdateese@ﬂelwmm Wawbsm@mewe@atl@d ligk ta spidotrears ¢ardorcadey; igr
device, e ?Sﬁ sends said extracted
random dai%m Ogﬁ%oe 9%%\%?0 a T mgzgmggﬁlﬁﬂﬁl cat djeﬁ link to said smart card
reader for incorporation in a randomess pool of said smart card reader.




