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This application clains priority to Chinese Patent Application No.
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provi deefedl bpkiferedcCiass efiitty.0l policies to avoid the inpact of |ink theft
on the SPs. 20In the prior art, in a solution for verifying a URL link to
realize effective resource control, the SP itself perforns functions

i ncludi ng generating and verifying URL |]j r accesses a portal
server of an SP to query inf of ﬁPﬁ&FmQ&S’Eﬁﬁi&ce | i nks and char gi ng
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link on t heeRpddeat inS6HtRrelafs QB R Helti R chindunidBkiohd fhidlbEdTRhE R patichiRe to
resource. Thén the user accesses a service server directly througﬁ the URL
| i nk t @ v2Efiotticai methhé apesietmscand syalemIor mspuyse etesssrearrol-ai n encrypti on when
the portal server provides the true URL |link and verify the accessed URL
link on the service server to ensure the correctness of the URL. In
the,prior art, both the p J erver are servers on
ch°| nternet side. On the%%gkﬁglﬁg,(ﬁﬁ%?%%ﬁ% seﬁ\}g;bh:nd t he service

server cannot obtain detailed information related to the user in the user
access pr o¥els the dpplication afithy 3abGaneration hidbdd domssmafativiretetlsmlogiem dhe vigorous

t herefore,  capnot, perform chargi and cess .contro)..on the user_ directly.
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| P address has its disadvantages because ot users may still access
r esour detetdt evigh large @anttiecsoprf egtuablRl rdspwiices. Grott ked asérer sheandgsoiirees ewrerdJRE
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20 In the prior art, in a solution for verifying a URL link to realize effective resource control, the

SP itself performs functions including generating and verifying URL links. A user accesses a portal
server of an SP to query information such as resource links and charging policies. When the user
selects a desired resource, the user clicks a paid link on the portal server to obtain the true URL link
information of the resource. Then the user accesses a service server directly through the URL link to
25  obtain the resource. The SP may perform certain encryption when the portal server provides the true
URL Hnk and verify the accessed URL link on the service server to ensure the correctness of the

URL.



Enbodi nents of the present invention provide a verification nethod
apparatus, and systemfor resource access control so as to reali ze1
effective validity check of a user. 15A verification nmethod for resource
access control includes: obt ai ning a Uni form Resource Locator (URL) |ink

sent by ayusepribestibae ihe\WoRkEseie ahlRthd schicd sorgener serens by the [priteabidecPyer
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Uni form ocator (URL) link according to obtained user tegm nal
i nior mid beaddeddnsthe dewheadded stivide serven apdrthe FeaplEs Sewpidey fosiatign getween afl, o

verificatioon apparatus, configured.to |.n the user termnal information
i ncl yd@ﬂﬂ?lr?e’f"ﬁ %é@emwegﬁffrgegﬂsf%r%%%\g%ﬁegity check according to user
term nal_lnfprmatlon _stored on a network side and the user term nal
information included in the URL link. 5In the verification nethod,

appar atus, and system for rSUMNARYVORTHEINVENTIONording to the
enbodi nents of the present invention, the URL |ink generated by the portal

server and sent by th term.nal i bt ai - .
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link according to the user termnal information, which prevents different
usass from aeifeasommethod for resource access control includes:

obtaining a Uniform Resource Locator (URL) link sent by a user terminal, where
the URL link is generated by a portal server according to obtained user terminal
information; and
obtaining the user terminal information included in the URL link and performing a
20 validity check according to user terminal information stored on a network side and the
user terminal information included in the URL link.

A verification apparatus for resource access control includes:
a link obtaining unit, configured to obtain a Uniform Resource Locator (URL) link
sent by a user terminal, where the URL link is generated by a portal server according to
25 obtained user terminal information; and
a verification unit, configured to obtain the user terminal information included in the
URL link and perform a validity check according to user terminal information stored on
a network side and the user terminal information included in the URL link.
A verification system for resource access control includes:
30 a portal server, configured to generate a Uniform Resource Locator (URL) link

according to obtained user terminal information and send the URL link to a verification

apparatus; and



“10 the resource through the same correct URL |ink and avoi ds occurrence of
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schemati c di agram of anot her verification apgar atus for resource access
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on the Internet side, and cannot obtain user termnal information, such as
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obtain an I P address of the user, and therefore, cannot perform charging 30
and access control on the user directly. In the enbodi nents of the present
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FIG. 1 is a schematic flowchart of a verification method for resource access control according

to an embodiment of the present invention;
FIG 2 is a schematic flowchart of another verification method for resource access control
15  according to an embodiment of the present invention;
FIG. 3 is a schematic flowchart of still another verification method for resource access control
according to an embodiment of the present invention;
FIG. 4 is a schematic diagram of a verification apparatus for resource access control according
to an embodiment of the present invention;
20 FIG. 5 is a schematic diagram of another verification apparatus for resource access control
according to an embodiment of the present invention; and '
FIG. 6 is a schematic diagram of a verification system for resource access control according to

an embodiment of the present invention.

DETAILED DESCRIPTION OF THE EMBODIMENTS

25 Both a portal server and a service server are servers on the Internet side, and cannot obtain user
terminal information, such as MSISDN (Mobile Station international Integrated Service Digital
Network number, mobile station international integrated service digital network number) or IMSI
(International Mobile Subscriber Identifier, international mobile subscriber identifier), in a user
access process, but can only obtain an IP address of the user, and therefore, cannot perform charging

30  and access control on the user directly. In the embodiments of the present invention, a network

element that performs a validity check on a URL link is migrated from a service server provided by
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an SP to a gateway device of an operator. The gateway device can obtain
detailed user information (MSISDN or IMSI) so that a URL verification
function does not need to be perforned by the service server on the
Internet side. Therefore, when a new service is developed by the SP, it is
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check according to user terminal information stored on a network side and the user terminal
30  information included in the URL link.
In the verification method for resource access control according to the embodiment of the
present invention, the URL link generated by the portal server and sent by the user terminal is

obtained and the validity check is performed on the URL link according to the user terminal

information stored on the network side so that the validity check can be performed on the URL link



~Step 201: A user accesses a portal server and sel ects an accessed resource.
The user may browse an accessi ble resource list and charging i nformation
~that are on the portal 10 server to select a resource needed to be
accessed. Then, the user clicks a link for paynment and enters information

(user pebsbEhg 36GHe ageMRIEEN igforfBon)Sehich gireventd diffedént ngeasfrbm acesssy e
resource or account/password of the user to obtain a valid URL link to the
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gener at esAg%ﬁJ‘E{‘ﬁﬁ%?ngy agcokgréll ng to the gﬁsgril nled uge?’g?vér m nal | nf%r mat | onor
and sengosufchecddsy cdritrok The métbodipeludestheifolidwingBreps. exanpl e, in specific

applicatign nari os, the portal server apply the MD5 (Message-di gest
A bor | thnsBr ST R bsE eSSl e RAe el 4D Bk el S the uer o
termnal iTAE QEdFehdyottoldhpNesdibBlredir@iReind dHatinBirforndddatthAare stk

identify the user 'terminal), a URL of the accessed resource, a link expiry
ti @, aerslerHostlgetaresareencaded td be adgesspdrhen, themeschieky? ligk for payment and enters

Ti me>+<\B| SDN>+<Secr et, Ke .S L

seor of USRI rRE s eSS RS TEF L ok FedsJo et Biathes
val ue apgodoliftAdsywera s thd ustetotobtifh alvialill URL lifletof the aedesstblBlresbafoepr i y

Ti me>+<MS| SDN>+<HASH val ue>, and_then send the generated URL |ink to the
user. I shoykbhe aotsd that ByspasHic eprlicgiton segnatitsitatish the us eselsstsy fistacespsed
nmet hod_pr Qvi LI dinent; - i pv.ent.i.o.

val g TEOEL B chllehRInE IS iR iSlonkiul s SRR0h PR (it aEcdififihd
t hes f ous@atterstifhNinfobpaptiony (MBS IRDN <IWBS Se\stherSaforatatitie yimt cdihenigndy \igdntidy theatsho d

is not limted in the enbodi nment of_ the present inveptjo An exanpl e of
valid tganmah) aggibouad da theragsfgtion infoppatipn. 9*/s UBEF W .f%? %ﬁsﬁ“@% 2%5;}}5 feppippl

V3QQ . 3 20908201 80000RA439042345. 67 42095682 54653ecd 7ee653769a3c041cT
wher e %%fgp:é}%O. R TIEY 305/ GL CEW V3G0Q 3gp? is the URL of the
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(Message-digest Algorithm 5, message-digest algorithm 5) to a string based on the user terminal

information (MSISDN, IMSI or other information that can uniquely identify the user terminal), a
URL of the accessed resource, a link expiry time, and a shared secret key in the format
<URL>+<Expriy Time>+<MSISDN>+<Secret Key> (where the shared secret key is the same
25  secret key configured on the GGSN and the portal server) to generate a hash value and finally
constitute a URL link in the format <URL>+<Expriy Time>+<MSISDN>+<HASH value>, and
then send the generated URL link to the user.
It should be noted that the MDS5 calculation is one encryption method provided in the
embodiment of the present invention, and the hash value is the encryption result obtained by
30  applying the MDS35 algorithm to the format <URL>+<Expriy Time>+<MSISDN>+<Secret Key>.
The encryption method is not limited in the embodiment of the present invention.
An example of a valid URL format is as follows:
rtsp://10.10.10.10/Music/3gp/GL_CEW_V3GQ.3gp?090820180000+86139012345
67+2d95de254653ecd7ee653769a3c041cf
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device may performfiltering according to t addr ess. of the service
server i ngteﬁéi Odalhe %&@@Sé@ﬂgyerm%?mﬁvam@@% thnd Rédg&rfﬂiueleééw hie gortal

server t SN =\V (HOCGhE |

domai ns%r%r%’eto O?sggi(%%esﬁa%&gﬁ lﬂ%k%fr‘tf%p%ﬁ% 10. 1% nee t%lg be \i}gj;(l w%ﬁ%,
t he gaflewepasgsliroegh a g@;eway\ﬂentﬁemf anapefataadndahe gatewey dswed gbtaios trediRE link.

t he port unbe acce 5 the U ]t shoul d be_noted. t hat

L s ot eplh 05 Graicsh et dhe Bscr HmDBRisPY fedIRL itk SOl e oraL g ver to

Sys4 em, JRYs g s&befe'sgﬂ%ﬁﬁI)r&fgh\iﬁé hétwot bf thRbpérhdk BdcBuse e SRE Writhad Blc¥REs Ak
the SP by def aul

URL generated by the portal server and uses the URL to access the resource through the network of

the operator, with a verification function added by the operator in the gateway device, when the
service flow (such as the service request message) sent by the user terminal passes through the
gateway device, the gateway device may perform a validity check on the URL link according to the
30  user terminal information stored on the network side.

Step 204: The gateway device judges whether it is necessary to verify the URL link.

The gateway device may judge whether it is necessary to verify the URL link according to at
least one of the following: an IP address of the service server corresponding to the URL link, a port
number of the service server, and a domain name of the URL link. For example, a rule configured

35 on the gateway device is verifying URLs to a specific service server. In this case, the gateway
6



"Step 205: The gateway device obtains the user termi nal information included
in the URL link and perforns a validity check on the URL |ink according to

“the user termnal information stored on 10 the network side.

Specifically, the gateway device parses the URL link to obtain the user

t er m ndevicaheymifoan filiecing decbrding it ehad IR addiresk ofititk geeviboseaieertih éhevddta gadket so

check accordrg}gﬂjto t he user, term nal |nforrrt§t|on stored on, the network si.de

and t h@s (R ¥FrYRERD thentRsrifigisebros sREYHdly the verEcarn e theigateway device is
gat ewayy, UfiSsn h i ni1Rf1@r

gat v Byl R il YRENEL: S He URE SRl oGRS AFRCTO e
i n t he galewalidekice [ddgeh svhather verdicutionlis hedessanpbcoondisg v et pont tusberetvessdd by
sidg itkenﬁh go sistent with the user terminal information included in the
URL- | i frdima) | dity check fails and the service flowis blocked; if the
user ter mMNdouldBeXoiRE dhatthft @&l aﬁ%phbﬁ‘al @?eBWEf %e&ﬁ@%%ﬁca%ﬂ $t&aaBb, H&tehf‘e
user termnal information included in the e procedure proceeds
to subsreacrmnonﬁeuﬂed‘tcwmﬁmﬂ URL liskotol the brrvisesenvet ofthe SBbgdefanli. 20 system i s

coor Dor ot 2os Ak Haleiy ek obfe RS saRieClasormRutR aiide § S HRY ki'®
per f or aed arfaxﬁsr@evagmi@\myckdayﬂemlﬁnﬁ QB@br&ﬂﬁg t6l @etustt RWningl infemBEbM isRed on

server Whl ch prow des service to the user termnal. It should be noted
t ha® t tee nabvprkcpideor the gat eway device to obtain the user ternminal

| nformat i g eah&{lgﬂ anﬁéx)i*@er 5a e ac% gﬁl‘t b fidlih Xh(fﬁsefr %rlrrf 6P&)?,||I]l§ti&l

standard u er r OCE€Sss I on request nessa
user t eiciudedlin d&rIﬂRLrl@ktalné pufering the vakidity ¢heblo acmidiag to ibﬁlugﬁl‘ﬂemhh{al infofGhation

ot her infoymatio n t he gateway . device, t t actlvatlon The
oper at stored %Ehar@%w%rfr ds %ﬂs‘otﬁ%g%erf tEmipglah fuwation ine s 1 W} 1s, the
devi ce Qlwah Ohdiile gﬂgésc %vheﬁ&? uﬁré@%rﬂﬁﬁélcﬁxgmi’atﬁhoét&eg &fl%’é %Qtv&&k 11015

betvveer% t he user ddr ess a e user rmati on an | ocate a data
pl &he icomnsterfti wrthtthatusers terminpl einfaomatien 30clgdede wa ythel &R Ic émiko rIf tthe usereterminal

t er m nal en | ater er, term erf erv and t he
o v oyl bE op ROt B Binah st vith (hE ierdEmin Taipaten ipclured
data phgfig memthcl e @dhdrtbech@aerfaﬂfm@&@reemcerﬂbv& he bikexeY tHe \istetefBihal
obtain the user termnal infornation stored on the network side accordin

t o t heinfamaatjsingtiered @arthé neteoroside iecansistent Withdlie vss. telspeaiuﬁfommlgn inghwdad am
uplin k “e?ﬁﬁiqe ( ﬂla ypra e%%#eiﬁr%g%:ﬁ? Ec]) suq:)e tu%'h{n venaﬁca]ﬁons ver% tgcf ﬁﬁg when the

t hr ough e gateway devic a e nay carry
| deot | &y#ém igBenfifted abeiryeride \otiee 1ﬂﬁﬁn@tﬁk§rﬂlalﬁ'ei iR widity ?:heck of the user terminal

information succeeds, subsequent verifications are not performed and the gateway device may send

the data flow to the service server which provides service to the user terminal.
It should be noted that the method for the gateway device to obtain the user terminal
information stored on the network side is specifically as follows.

25 In a standard user activation process, the activation request message of the user terminal
carrying the user terminal information (MSISDN, IMSI and other information) is sent to the
gateway device to request activation. The operator allocates an IP address for the user terminal on
the gateway device or another device. The gateway device may store a mapping relation between
the user IP address and the user information and allocate a data plane identifier that is unique to the

30  gateway device for the user terminal. When later the user terminal performs service access and the
service flow passes through the gateway device, the message may carry the data plane identifier or
the user IP address, and the gateway device may obtain the user terminal information stored on the
network side according to the data plane identifier or the user IP address. Specifically, when an
uplink message (data packets from the terminal to the server) passes through the gateway device,

35 the message may carry the data plane identifier, and the gateway device may obtain the user
7



termnal information according to the identifier; when a downlink nessage
(data packets fromthe server to the term nal) passes through the gateway
device, the gateway device nay obtain the related user information

according to the locally stored mapping relation of the user termnal IP
addr esterminal irdormationlaecordingagdhe Bientifero when Bedovorlial message (dataqseksts fiem the

application scenari.o before th erformng the.val 1di RL
PPk adudaen gD e EreR 4FE enRiAnate st HepEh ey SEEE frfobih

I ncl UdRS¥E bidrihfogmbiieh bRording M@ithe locallyl bRr@RnRpEg deluiice o e avefterbithal 1P
(Deep Packet Inspection, deep packet inspection) parsing on the received
ser vi ceddresyisentedip theagessage- obtain the URL |ink and parses the URL |ink that
requi res 10,val.idi k. a ' 1.0 : ned.. g
b 1t R BB IR i SRR HbtioRide eoh iR bofl el WA Hert e e ich

t hat agleckair {hedURD lidkeaddotdihg Bk theAhidee rteqpendloinforngtitl)] thp anathed) finthet hecludes
recei ved nessage, the gateway device judges whether the format of the
obt ai nEerifyme the HRLiformafe sane as the defined format. If the format of the

obt ai ned i 1S i : d
oo the- subbsgitehfy Uatd ekl I (DB PRl Bpcib Moo pAePIROEHiUh Podiing 8515
15 di f firrrecdivddr senvitdreeqdedt inmsshgedo whtajn tHedURBlin#liang patses td}efIéRleinkrthattrh@irgs
o Gua oA B AEFOTUIRE fo PGPSR TG ALS 1o P OBILF Ao ept St
the gaE)g%iﬁ%’tilﬂ&Vdnﬁ%ncwptioﬂ tesal %:t Grel@rdddrih g URDNBH. AR pdrRSm@ndDET pREhg®h

the pre Invention does not limt the nethod for the gateway device to
obt ai nthetrecairsedrmessage, thel gatawayrdesice gid geT whethsethetfernst of theadptai Rhtinkns they

be stored on,the.gatewa vige, or.obtaine .he. Vi t h
't or At T W AU e 1ot fnal v R OBl R . biigis R SR p IR el B
per f or ik $rb&dual dﬂ)t@kée\ds ¢ BfksuBS@RERt Viliditp chiig; lifl thk ferspi oY tHd dBRaiged UREMlinlNis
the URL Iink and the current systemtinme. That is, the gateway device

colpar differens framihedpfingd formet, dhe validity pheackdaiRand ithacseavica flowe i bloclsk The
o famk _ . . . .
syst emfl%%lﬁayfogﬁ%tt Tg%.y Go%rrrle g{ﬁ%tég ﬁn&e@g t afg%va :?e%?&sgr%g}htggﬁoéégl @ﬁv&?ﬁfeﬁava}lh%r a

the va C arl’s rce"flow i current
syst emjtfifed foA68 sBQdn By gaeday devibé.nk expiry time, the procedure proceeds to
subsequent verifications. Step 207;. The gaﬁ eway device a%gl i es i,he |¥1D5
al gor i t hmitagwglddbe gurthst ofadathal theeembedipeyt ph thenprepet ARYenbpmIdogs BRIyt the

Ti me>+< +5Se . Dy US| ‘hat T to
cal cul g@ O§DI%%SEévg%tg‘gevagﬁ%%}%dtgoe?b%%‘e:t erﬁmerﬁéﬂoggﬁghggng? gtl.gsfgﬁggx%?ﬁzl
gatewaynf3finaui mey ibesebibd i thengitetvantievice, hort dheaihed by vhe \gatevayrdayibei thraugh
URL Iink. If the hash val ue erated by the gateway device itself is

consi stEFRCHHT With g eﬂ&%ﬁl"g‘zﬂsgﬁ“ arried in the URL Iink, the user is allowed
to access | ViR VARPY HRik bbcokdifig Ra sl Nt Ufpiry time
gener at edse??(%gﬁgg%%&dﬁqag?e?%g%?% sﬁﬁfgﬂg} consi stentgvvi.t h the ﬁ%gyh ]

val ue camried el therlURBéinkRind [thenyrrenh systean tidiet ThatHedke tateway device pempares/thedink

flowis blocked. . .. |t ld b oted that this corresponds _tQ step
202, TREPGEEBRGTIERN (s TR Bk ar FBe Py dehdit, TR RSO BT B SkcBte
al gor i NS bPitydimé,ahé RElidtyOeHk HaTlsUs@dhé Bersice o Blockedeifithe budrdit system
validity check according to the encryption result %enerat ed by the gateway

devi ce timesisies nefrekceddethe Hok pxninoime.dbeptocedire Progeqds te Rebsesient yeidicatipes. f or mat
<PRL>H<EXREYaE. THIRAERNE!RPl0R 1ERRRMRE MISY 21 Rt Roodifig k'3 sn 8 sBBIMRySin®"

t he speci
the format <URL>+<Expriy Time>+<MSISDN>+<Secret Key> by using the same method as that

in step 202 to calculate a hash value and judges whether the hash value generated by the gateway
30 device itself is consistent with the hash value carried in the URL link. If the hash value generated by
the gateway device itself is consistent with the hash value carried in the URL link, the user is
allowed to access the service server to get the resource; if the hash value generated by the gateway
device itself is not consistent with the hash value carried in the URL link, the validity check fails

and the service flow is blocked.



-The enbodi nent of the present invention does not limt the format and the
encryption al gorithm It should be noted that <Expriy Tinme> is an

-optional paranmeter. When the portal server cal cul ates an encryption result
and when the gateway device cal cul ates an encryption result using the sane

algorith : ] Le> ' I F ot

cal cul at ;T](I)tnsthpglrdpn’tge{ &Hﬁ) %[a(ta g‘% 8{§b }éﬁ\%{egeﬁr%n%'ﬂg’y%@g?o% :rsﬁse % It#ﬂawevlgﬁ ?Illct%qti tlé?] ,
t he usdatanmyngacthes endrijgiones gorithmswirhilamtot the algomithraxped i ttiep20L ahd metfoim|the
times. _ It should he not&g that the |ink expi ﬁ té{]rre verifjication in stﬁep
206 andaifiy eekyasergins, r thei srpgan rpsudt @El%f# Y &g Sptrway desisaitself @pd the
Both s . ej r ori.neid her ep b ec St Q6

step 23‘92%3‘9{”&&3@@ o? ol | ovbnsté%gsoég%heﬂgl}r[fbog}ﬂlﬁé(entf&gjﬁg% he g?%‘%enF%

i nvent Tomeetodd SIRIINF+1Sdcret Heeywweauib MIBS afe justone ekdmplatdfdhs specifi¢ ambhdiments.

verification nethod for resaurce. access control. according to the enbadi ment
of 't he 1o SSERBmeRy BRI BRESoR! IBHEpRId08 B 1GHL P POREAG /Y eRmist fHmiiy

exi sting Tlp_ﬁ’ﬁcﬁﬂ@’benﬁ&twrtﬁatf@ﬁ)gﬁ{ qehéY §s GANGPtRINAP ParahRACHARD e PRBPULERP
on the service server of an SR The method may provide a good network

i nf r astcalgglates enfepcryptinn aesultpmdvwitkn thetgatawsyl depicecaahubaies aheragypipn ekt using

solutign is 20 integrated into.standard network el t.s.,and. servi ce

or ocea et e bRORE el SRR B SR be GeTRE R R ISRt ace
ovgphead Bk 283 Wifferdhe Wi patdae tRPURRWIridiestich, Ms\use hvdyCatcedsitBe fRo0ik Yvithin
needs to sign a cooperation agreement with the operator to add val uabl e

r esour ¢ke linksexpigyriinahor splfipledimss. i ndependent portal servers. After

r easonabl ‘ﬁ]gﬁo%ﬁ@%% a5€q dgkd ﬁ}%ﬂ%ﬂggﬁ’ﬁf rFeﬁﬁ gﬁﬁ%ﬁn 5{33&%52(%) Thi GHE eeqf’%teig&e

GGSN and e portal server, e new service Is rea

25 The vefiféaioarinnegp 207 arelsth bptorsab Istepi.OBoth Gtayis] oreitheBtep, SPacitier 8&ptnay be
increase its benefits and maxim ze its profit. In the enbodinent qf the

pr esen€XsGReh St 00angastemal)’ gayi recedf ardelley Sl BoarthS SISO ob fhopresent
verkfi 1 R6n WRks dok Dqif BE s@idi&! of (RAVESEddidnd O access the service server of
thgssP%g%ecgr%?ng to %{rﬁe uggq' ter?g nal g‘?[?\faorlrlrati on. This nmethod overcones -
t he def ectinithe vhefigatioormethtd tthatesauseraccess catrokacwnding go |the embetlingénd eof the

t f URL i.ficati di to the. 30..t i I
i or mEEH, IR et U Lty P EBRE TORHHER e i 3¢ sX0HAE PR R P PEe
t hr ougR AR SRR o MR- HRMECES 8 tek6&cbdi6h AREF e REver 8F Akl KPETIRCHBHSd nidy frb@de
the SP may not need to deploy the URL verification function for everﬁ@ggég

servi ce gmdvestworkhinftasirectursetor taeatenb providers éo veadice deptesy shargingndhe e

the,.benefits., . ln the odj n [ respondi.n | 2 of _th
| Eaor it intg standrhd pefior TRHHIT b, SV RBOMARE dnf) Grork ol ndl Retwork
gat ewayldhit 6d n@ Bdlitibe] aabERyoveichd ararequitdde WhdRlthe SPldsvealosd tivingertviee, thee

user termnal information. The enbodi ment of the Present i nvention further
provi d&F epfeeds toSigf § coqnesHioRergiesInand Withaths gpewiogde add vabublegrsouggrelids gn

servic . i i j enm. nal
oo 1o TERHNE] LRI HAIAVER. Bircl S fFapleiiil i aré BitineTUETAGEEE R0
FI G 3, kenietdndiguradnin thé GGRN pné genjorfahseendr] the deployindesofshe hew aawideds realized.
verification 5 nethod for resource access cont ;é)]% The met hod i ncl ud%s thg
f oPPowilhg SeEsier n@ﬁefgswi‘? the sQlujion de atigact morg PR, po 8819 JpcTsaRs U beRsids ap

access %Xﬁlﬁ%!‘l{tg gyroﬁt. ThNEheVshbodBenP IS Fdséft Ci?ﬁ@dtf?ﬁl? & 88RWas Cddvic! oRNle

the charging informati on on the portal server to select a“resource needed
to be aomessucition metwork hislevsafiecthiedkRL dinfdiorch bsen keqanstingrto @ceess tifecervats wmver

(user n ef.. such..as 'S of. the.user. term nal, t.hat needs_ to_.access the
Fesour GL BESE ROEQBBEIR Fis ASe e It aighy TG SRt T i Pr f L F e R
the acG@asHhtdl &riies QvELon the Internet side cannot perform URL verification according to the user

30 terminal information. The method may prevent other users from accessing the resource through the
same URL and realizes the control of resource access. Further, the SP may not need to deploy the
URL verification function for every service server, which reduces the cost of service deployment
and increases the benefits.
In the embodiment corresponding to FIG. 2 of the present invention, the URL link verification

35  function is migrated to a gateway device, and the gateway device verifies URL links according to
9



It should be noted that, in specific application scenarios, after the user
sel ects the accessed resource, the entering the user termnal information
is optional. For exanple, the user account and the user term nal

information (such as nobil e phone nunber) are bound, and the user term nal

i nf or NBLI QB &ARIMRE HHEHEIBnNTHe 26HOATEY of Ghd PRsat davEition Fofer praddes duther
portal server generates a URL |ink according to the user term nal

i nf or medrifmatiemchetmdder teseurciRecaessdonirel, FHSre d sarvice BV erADtains miqrgjatigy ofa Paer
in specific, application scenarios, t he MD5

al gori Wﬁmnﬁbg’ﬁpﬁﬁsﬁﬁcﬁﬁg%as on ﬁlg t%é;f@g%&%légf@ ér tgglzmﬁ'ﬁl ormation
(VSI SDN, hNBhowh il RE®@BMa efbodiidht 6Athepresgueinyentbanirofides $tdl anther tverificatiah) |
a URL of the accessed resource, a |ink expiry ti&gg, .and a 20 shared secret
keys | nmicthedffor lesures Ricsssaonizel. Themehodingndgsthe Howing sty > (where t he

shar ed Seg{;ﬁ?&g%:ﬁ%u&é aE&%eé%&%g%E dr ah§¥e19§§‘}1§;1 %ﬁe?&d?&oﬁ%. GGSN and the

portal se genera val ue an 'y constitute a URL |ink
in the foTHRiseURLy brdwgerdry actessible cbhfioNist a3kt vhdrgias, infonaatiore an den gottdle

generated URL |ink to the user,. An exanpl.e, of val i d URL for.qat i
f ol | owngerversior sghect /alt?.sqwq_@?ﬂ_%ﬁmg%ﬁﬁ%éggw’%wsﬁ chieks o P S Enters

2090820 + 45 67 TRAERAL 4ich het
rtsp: /}r]ifgg%ggfgﬁ%%% ﬁ%%ﬁ@@%@éﬁe%é gg%’? is t31 h@g%%él?aof t%ceessotri gi%logfce

act@s s efladcestipasayord 90 8RAEE0OAD s a vhkd BRY; link toitheaccessiile lSPWEet hat t he URL

[ lid until_ 2009-08-20 18:00;,.8613901234567 i '

|l cat i ndf 1IEIERE ReSCSRE R PR SR Sralnts el DR s BERES A0y iheed
2d95de2hdBn3ehd LaRERS (89838 Qdkilal isfolhigidnas fbgﬁalhan.eF&tﬁxaiand tHeyusep piopimicaridhe
MD5 algorrthmto “"rtSp ://10.10.10. 10/ Musi c/ g%GL_CEWVB

_ & 3 .
209082 B3040 0erB6ad 0 kaBUE6T {surbLas| mobike phopserembashipfecbernd; and fhe v tegmipgy
It shoul d be noted that an.exenpl i hk generating nethod is

descri B%fgnf“?flotniﬁagggtdg%‘_rﬂl?tedf‘ﬂ:@g@ngw}hfge%cédﬁﬂt he art may understand that the
ULRs! i Nk gpaeset img pokhedvémgdnbiasessd BRL Bnkoatcokding te thet wses tariwinb timformatiopr

exanple, after the user term nal pays for the access resource provided by
t he SPand kendsgler URBAinkrafherisgr t§6RinBe restricted by the access tinme and may

access th ai d r. . . i - i j i i AtEsd
whon the GRE Sk B SIS Bt Lo I pdchl el bl e M2 e
link i 30 geRfpba6d by tlapaiteted gsdrhentid iafogontieth (VBN SIMS Iy, infonpnatiopthet can
skilled in the art may under,stflnd ﬂgﬁt otiuger su%;ti tute c?{_uﬁul ati nﬁ%en%}lg%ds
may be unimely Weniynibe Bse pramaDur UREf e ARETEehrerues fh R S*REL M &

i e [ i af <EREAP TESERT <NIR I b-PLS ectdd 6K er®fhe
tHgbuﬁﬂ%ﬁ%%Iggé&eeﬁfé?%pggﬁrﬁgﬁhﬁﬂg%p Fgﬁndgfi ned in accordance w t)ﬁ’r?git he
MD5 calshadedtse@e keyls thelmanfesronat keyf canfigutgrion] the GGV ard theiperteleteryqs) torgenerate

enbodi nent of the present invention. St 03: ,The uger Ss he S
resour e hasho gHPe h%“‘fJRﬁnid_,Ynkc? 18‘\1‘?@& b f‘hgmgorl[nal &lsert@%l?? a%%%t“ev\%:/xlmy
devi ce @&eé\kl@l@g%@ﬁgkﬁ%ﬂ YdiSc>2 afi flich 66nd @@ Wefidratd® SRAgnlvdoi thétusenc| udes t he
URL |ink. Step 4. The gateway device sends the URL link to a service

server andi bengde of cealgblyReformat is as follows:
25 rtsp://10.10.10.10/Music/3gp/GL._CEW_V3GQ.3 gp?090820180000+86139012345

67+2d95de254653ecd7ee653769a3c041ct

where rtsp://10.10.10.10/Music/3gp/GL_CEW_V3GQ.3gp? is the URL of the
original accessed resource; 090820180000 is the expiry time, indicating that the URL is
valid until 2009-08-20 18:00; 8613901234567 is a mobile phone number, indicating the

30 MSISDN that accesses the resource is 8613901234567,
2d95de254653ecd7ee653769a3¢041cf is the hash value obtained by applying the MD5
algorithm to

"rtsp://10.10.10.10/Music/3gp/GL_CEW_V3GQ.3gp?0908201 80000+8613901234567+

mobileone", where mobileone is the secret key.
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~15 obtains the user termnal information stored on the network side. In
specific application scenarios, the gateway device may use the nethod for
~obtaining the user termnal information stored on the network side in step
205 to obtain the user termnal information corresponding to the URL |ink
stored on

link to t&&%@?ﬁ%‘@&ﬂgﬁz{gﬁnfﬁ EEWU%{ serg‘%ce FE qﬁéédsl lr?en%égéb:eﬁﬁgﬁgrgess%uée
access thxiset dkéladsiar the 20t fag dnﬂeﬁmmddhatt the GER \/Ilrmegmfaﬂmgtmémé@ ag ¢hisBiEphig not
enhanced i nserti tEe user term nal inform |o tored on the network
si de i miﬂ Reveh e ST EXANFRIG; AELpr Hheeusgt kmy or fher ASCABHTPIIIGePTPYided
Sr Vi CaySb ! the user!tbrrfiiAUily 181 BOLRLLAA by {het oS TRAC AR f& delifthe paid
pr esent |nvent| on, other nethods nmay also appli to not fe

t er i naesourdecit any tiore. Thattikethe dink iespirs tlmcelsed Pien ﬁmldﬁLémkl im gbﬁmata@iwmion%

depl oy t. of t e ope th vy d ne an interface
o DY TR Biig B feb S RL ik 1S ePRFHES PirabiGine 1or, ML RibaRtL 0 4 FiBni i fioes
server skille@binaiiR & enaks indéSlalil NBht bikke rs{rséﬂtae mmingomeﬁm% tha} b@Wied for
In a specific inplenmentation scenario, a query interface is defi'ned between

the semgnerating fhectREdinkawitbeut affesting tipt snesificnaplementationsebttiergningimentiof the

I b
or . o R SautuBioRE TRP o BF VR e U YRl s O S L e R

addoes shoMDSeal¢ifigtion buththe fdrnia0of fhe e, Vihk & s livdtediifl thd @nSlinb@e MIROHSSnt
nmessage for resource access of the user. After receiving the request

nmessagd6itiPhe user, the servi ce server may query the network el enent of

t he oper ateg, ﬁ!]ﬂ]i f t| on
and then pe f%t?jmqgleyg |a§?% ﬁflf ﬁggccr‘:agr ukﬂrﬂ%etﬂ?%e useﬁ]g?:!ﬁ %rtheqmﬁ AR aed
in the gaiway device Af an gmahtongeciveed tarciee mpﬂﬁfmmmgebﬂﬁm&ﬁﬁmdaeﬂ&amL tiak.

server an r_.subscri |0n i nfor iLon buffering network el enent (such
as an HSS% %ﬁ@fﬂ&s@ﬁ? @éc;e\,%qnds MUBQ% F9 BSFTViS, SFEYSY agd tb%é“@j‘é‘?éﬁ)é?‘
deysce oBfaifs e QRS 1@ HhNal 1ﬁ6nﬁ£{58ntdt&€@bn%¥éﬁé{%fk0§’dé;0“ fication nmessage is

sent fromthe gateway device of the operator to the service server in user
activatiohn amﬂiie@pﬂucatm ssangrioecthd grtewa§ device otayfuge theamethod farevbéaining theodiser

th t t d th |
and ¢ neS Uy ioPhiith TR SPe PEori Rk 1 Aee 205 Jf BhBluhFastiger paun G
i nf or NM@biredpoadiBQrEItHRIRD lihk Stokdd @i @etvdtk sidReruaRt, theEENAY 168 heHsdra thde

servi ce_request nmessage and perforns a validity check according to the user
i nf or mkdRloHnk 40 eeserviee teecr URough e Brepe BOBest Thrssagerfor tasowee ‘aecreSSpef theruser. a

! Pr et BE he el Hlln TR oo B AR py ol iR, B, oty fgpmina

t er m nadfoimdtionadrcod ronsh@ﬁadroﬂnsmam thetriteiskgessodts tb ol B the @GerttermiA® iBRItiafieh
server Ia’St he .enhanced nessage header, the service server may parse the
messag® 6 SEBESE S§Tekhe user terni nal i nf or mat i on corresponding to the URL

link. The i 1,na

i nformati (I)tﬁsqllar?cl ud&g&?ﬁ{wt Wh%%ﬁﬁﬁﬁﬁ?éln-r{;?f%ﬁ% 6@%&@%8‘1{\%#@?@? c#;aclgo {)e

accor diapgjiddotot dvei fy ster ugee termiad] infolaatiet tcomesstemefds@vert Rer eainpde, kn shel et

the_u r termn i nformatj on i ncl ude t he L Ii.nk That t he serwce
seror Elp gt the.SpREPT. L el 6t G SR T RIS REIBABATTHGT S1dkiobrion prientlepm

the URkpd ﬂs@klrﬁ&‘ﬁld’cﬂéﬁgﬁe Weebhgs: thBSeHfR sehRf 18 Lnn'tﬂé ¢, 1 W¥ofifatich may

stored on the network side and obt ai ned fromt network side i s consi st

wi th tBlsobsas falbbows nal i nformati on included in the URL link. If the user 20

term nal information which.,is stor.ed on the t wor i and optai ned from

e morork e Spaks SnkcRlaer sSeRliSur BobattEts N detftef oSt dht iR servet

i ncl udedd iarustheusRiptidminforhgion %mlfgen&%t«i@éleﬁﬂeﬁptsacﬁ € a8 HYL:Oorhb @%sdri‘ber

the user termnal infornmation which is stored on the network side and

ob?Qi nSErveR bemerfabsrsibgpsgtver) aea igatewgn sicvice of thei aneratere The gateway divie¢ may send

i nfor h 0C dure proceeds t o sybsequent

veri frg{glt]?o%n dpéééﬁfﬁﬂ;% fgrﬁnleajﬁrl?oéth getfvlll es%r‘l%rrl ll%[‘tineecsie eﬁB?S ELPTasS ot resource

scenar aagss dfthousert AGepecéiong the rdguest\tadssalietof the user, the service server may query the

network element of the operator using the source IP address for the related user information, and

then perform a validity check according to the user information carried in the URL.
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check on the URL link according to the user terminal information, the

met hod further includes verifying the URL format. The service server
perfornms DPl parsing on the received service request nessage sent by the
gateway device to obtain the URL link and parses the URL |link that requires

validity mgﬁu Qnﬁ&%@% Refided BehRedhahasérvite ervedandia ssepul@aption sifernationhe
user termn I n [ [

ormation, expiry tine, and _engryption resul tb tt%:[F are
carri ebufferingheenuRlk dlement (sieheas weHBS; Hiomy Tybscgr %eﬁ‘ﬁffs&??f?%ﬂl ST ey o
nmessage, the service rver jud : f : hh GemRe
Tk 1 Begtevad Aevie qfibe pRralol %%é%%ﬁ%%?%"%‘ ”t’ﬁ’gﬁ%%tﬁ?{a?“"iﬁ%ﬁ’%?@f t he
for mat ogtwhihaeabs af hedbpeftor to ke bavichsersanin wsr sdiivation Aed derstjwationt macedures

t he po%t al 'server, the procedure proceeds (o the_s eqguent .val, i di-ty K;
i f 5the fdifyehe sfrvicascoist af emepging ifﬂﬂtl?%£WF?% ﬂ@ﬁﬁ’s?‘@g‘?ﬁs taﬂgcaft%&rjlr:?étthg S
negotiated with th S ' b dbtvceCheeds duatibsthrngbet foseationce
flow i %@F%&A@%.{he Sse?%rémr%ltlﬁg 1(")l(rntl't eéﬁgéglk':\c/iiblf:‘%c servercf to par se the URL in

this shepraag idheIBatdiess of tapuddSerinindl varriod dw Hpssrapdrsdnont Aessagh gnd BeTRIms
repeatedly descrjbed here. 5Step 306: .The se({%gy?ﬁhy&r perfornms the

val i di eyabiditcehesk aenoaiing te beuser PIoRRAAFLTAY S | fi'€d in the URL |ink
and the cyrrens. i BabrmisSa vAllEyS@EMt 68 tREURE/ likoamardisg tothe luserk
expiry ti lEepgzej(}l)trsr' ?lellgtslé\rrr‘?i%ehsjg?vﬁﬁ-lé I'1 nk f\f/vivt ikﬁllﬁttyhe current systemtinme. If the
Sy st e Midrinim] eaforedontsheed bmkheenepiork siderre, the service flow is bl ocked; if

the systemtine d d.t i nk,.expi ' - :

bt oconds ecuiguBaTRRT b P riptrnoruf Bof bt T ndBEALLAE BoLirfed to the

appl i e%gﬁh%. M:@Fr & 9R'enh P GeR5deN@ade, the SBFicRtenee ey faese thantcheagt ¢ nbtain
priy Ti

<URL>+< me>+<Msl SDN>+<Secret Key> by using the same nethod as that
in st ephd@2r teomimml nfidratagion chuetponding éo hed/FuliBes whet her the hash val ue

Qarri od i ARSI Rty ek hAR 1 gbRuF B ise okl Ifrkiafoicuded it
5L R Rty s e sl o s
server Il%t\&@'kaidesﬂnddﬁe ISR SITEEAh ﬂ'nfmﬁiotnﬁédﬂ‘géﬂnggﬁ‘ ﬁi&t@ﬂﬁ' &éﬁt i ,ﬁth% ﬁ%&{ﬁ%ewer
ink, terr]; 2 vald dity check fihsiBRdndiiGed Al HeCERLI 1B F8mDIeCBRI. link and judges
whether the user terminal information which is stored on the network side and obtained from the
network side is consistent with the user terminal information included in the URL link. If the user

20 ferminal information which is stored on the network side and obtained from the network side is not
consistent with the user terminal information included in the URL link, the service server blocks the
service flow; if the user terminal information which is stored on the network side and obtained from
the network side is consistent with the user terminal information included in the URL link, the
procedure proceeds to subsequent verifications.

25 Tt should be noted that, in specific application scenarios, before the performing the validity
check on the URL link according to the user terminal information, the method further includes
verifying the URL format.

The service server performs DPI parsing on the received service request message sent by the
gateway device to obtain the URL link and parses the URL link that requires validity check

30  according to the format defined in step 202 to obtain the user terminal information, expiry time, and
encryption result that are carried in the URL link. After performing DPI parsing on the received
message, the service server judges whether the format of the obtained URL link is the same as the
format negotiated with the portal server. If the format of the obtained URL link is the same as the

format negotiated with the portal server, the procedure proceeds to the subsequent validity check; if

12



‘I't should be noted that this step corresponds to step 302. The service
server may encrypt the data using other encryption algorithns simlar to
-the algorithmused in step 302 and performthe validity check according to
the encryption result generated by the service server and the encryption 20

resul t yiefolhgicof e bBRIdIRLURL Mak i AerrdrentRim MéformhabXddotidted with the portal server,
Ti me>+<MS|I SDN>+<Secret Key> and MD5 are just one exanple of the specific

embodi theriatidity gaeck i ¢ sgyvice flevipis ed.i nvention does not limt the
format an he_.e Il on .al gorjthm shopl d_.be nof e hat, < r.]
s i o AR SRR Bt S arse she HRIZICHS wBF o Clteh 4F b 2Rt

an encppdvidermbedinhdnt,and ishetrepdaccdipdasabeditne.ce cal cul ates an encryption
result using 25 the same algorithm the paranmeter <Expriy Time> may not_ be
i nc? uded PP HY: decierdes sfveLPererms the validily sheck agaogding e the ipk sxpisy dimae

URL ver,j 4 AURT r r it hi ' i1
for rruIc%ritﬂgﬁgﬁ'ltt | MeSs. hﬁﬂéjéﬁthgﬁ%ﬁui g eéﬁg?glg' ?ﬁ%’t{ 5’tct ﬁ%%ﬁv%‘?r&%ﬁc @épiﬁr&%ﬂ{e Itk
veri f i espiryotime asied fn 820JRD link Indthethe cyyperit apsteartinid. Chthe eystém tintesgxcSids tlar link
both optional steps..Bogth s , JOoreither steg, or neither step nmay. be 30
oxecut EPIDGTE BB Borkise Tores BHKechely 1t S ETF QYIS Arsed sk Sl e, the
enbodi ba@b phdtedy 18 38Meqhdnt QB filkiodl@es not limt the sequence of the
verifications. In the verification nmethod for resource access control

actor di ngStep A0 eTherbaydiceserverndppline therMBéralgarithmractandingtthe sherediseaetdeyie theof

t he SP_.obt ai i.nformation of r termnpal_ that. accesses a yesoupce. of
Lhe Sefgmizn TRIAPR Bhe ARTSHREL-SE R b g R S0 P & gl
val i di &ip302 eheskule athash Withe hidadgeCOhethadhé BadhhRlusSRnefa®id By b service server
information. This nethod overcones the defect in the %LI or art that the

iy

ser vi c#sgEisveonsigtent with|the bashevalug epsriedimte YREilink. Unthe hasik valae gerreited by dhe
t | | int i ] . . 1.
Lo B ARG i TP RO TR HERY R TRE SRS ol g e

r es®Ur efccaedye $8thel Hask RalileCzdperarudt byl tHeh@drvice RetvBe itestD 0hdtedonsiefent Béthphe hasi
I nvention, the gateway device and the 5 portal server that is provided by

the SPVARH cigicd&pihe)SaL finkhevglidity chetk fails apd e sardes flouistloskidner. The
operat or Ay, ROy H&ﬁ&'t afé't%gg%%r@%es?cﬁig\é2§)§§hgi(f20ﬁ“ﬁk @Mewﬁgy et tt]rée

network solution wt t he oper at or oopera
t o deplaty using ¢thert alcrgeionenlgorithms airhiker tSRhe alporides vaed imstepéi2iand pprfotnalthe

gat owe AR K BRRURE HLMe FHEPRER Gl Eon A GuePa s Ich SEeh d e fBTyption
L 5 t egkshf cARicFAVIHERRD, WalMY el R IO PLE ghrie TREK SM A DN RS cAREK WP K

that are able to provide Internet access services are within the protection
scope MD] hee psteywnixampleeof therspecific embadivomtiadbe enwibodinidnd of &re Priessat inyention

e o R OB TR A Db Bl bl SOELT o0 e,
appar at us rheultsel e d Bat €ESRHY Tign2Cis Qf Dol patameter. That is, when the portal server
calculates an encryption result and when the gateway device calculates an encryption result using
25  the same algorithm, the parameter <Expriy Time> may not be included in the calculation format.
Step 308: After the user passes the URL verification, the user may access the resource within
the expiry time for multiple times.
It should be noted that the link expiry time verification in step 306 and the encryption
verification in step 307 are both optional steps. Both steps, or either step, or neither step may be
30 executed. Step 306 and step 307 may precede or follow step 305. The embodiment of the present
invention does not limit the sequence of the verifications.
In the verification method for resource access control according to the embodiment of the
present invention, the service server of the SP obtains information of the user terminal that accesses
a resource of the service server from the communication network side and performs the validity

35  check on the URL link according to the user terminal information. This method overcomes the
13



15As shown in FIG 4, an enbodi nent of the present invention provides a
verification apparatus for resource access control. The apparatus includes:
a link obtaining unit 401, configured to obtain a Uniform Resource Locat or
(URL) link sent by a user termnal, where the URL link is generated by a
port al defemen tlcprivrdirnihat the sttviderseryerior thet kntamat aidei cafupot vetito R Laltrks 20eprding
verification unit 2, conf] ure to obtain thé‘ user termnal .information

4
i ncl udiguses terrangpn ‘TIWFQO%m gy \PEFYeht PIRCE HETR SFEPHGE 8 fFe S er
term ngly, C%if E@ﬁé BRLSJnﬁrrgﬂmQé‘thEQ@n@&%@%s‘éuﬁe%ce’é@d the user termnal

I nf or mat| I ncl uded URL l'ink. Further, to describe the foregoi ng@
appar at usltishoutdibe ndmia;hdttsm ths emhodimenhofthGprasentinventisodhengateway deviee prdthent

i nvention _provides, anot.he icatjo for r.

cort r oPOTaBE 0558 FRRGATS BTSSP AY Pocr LA k¢ RATSEE FReBiERamer
402, t life BpRAoAMILY Jrivillb Bhificd pbBaRraTd 0BG ddfipletd OBcrardn netli\ﬁﬁk( pblutifn witht
404, and a user térmnal information obtaining-unit 405. j udgi ng

unit 408 GEStolr ther®R am(btl}qmgatom@tapi@popqratesro rieploy she portal %qusf Wh?l'ﬁéh@ﬁf

i nk accor t ast ;one of

servi caegists A iidpRiachERta) ST AdahE it R 1s2BplifurRA0h Wepdal bler and
serve ][ m@{gﬁtewagogwl& rtgnanplfenfghe thJRV\h LSdrllwm h’Bl&bThg)emn fnlefmTrkomf wot t1ifded i te
specifica onfiqgured to judge et her the r termnal inforpation

ot B0 e COMITRRIWGIOMIA/EDRCPN A robile netrorks oI piisr BeRiorkoily #5126 o Prideon
i ncl ud i on stored on

t he ?rﬂeﬂnnt&cla sg%légg%\g@ﬂﬁgﬁ%grB%@uﬁg Iér‘Sf‘f[Hg msﬁ%ﬂhg 1—J‘?ﬁl{'lrration i ncl uded
in the URIn lacededarich ewithl theli eyifichimk nﬁaﬂuﬂiecﬁd'sresbmrce heemss econtret m rthe foregoing

information stored on the network side is t cons ent V\*_lththe uﬂﬁg
g

t er mi n&mbpdiftsaten FMbAdimEaLs fele IBFeNt H’é(erllJFS_n e\/%\IVP’a tANOB fRPRRE

The ve 2ohtgolf Ur t her conflgured to j udge whet her the fornat
of the%ﬁ&%ﬁﬁﬂn@%o tal nlelsg By %ar5| ng the service request nessage is the sane
as1fhe forsshowsgoFiGi4kdnwnttiodichent jpf theapreseat yentiemproivides evefibication appatafis
URL |ink obtained by pars t he servi e request nessage is the same as the
f or mat ?Wéamﬁagae%c?ﬁpqlhth&g@p@@fusslg? the procedure proceeds to

subsequent val i did ¥nioobaRGks udif 461 %oﬁﬂglﬂﬁfﬂ t(pf)btﬁiﬁQl Uhiifodm Rliesqabéal.oc@orYURL)

parsing the service request nmessage is different fromthe formt negotiated

with the port ainkseentey atbmsr erimiogl ywheredhe LBRL dink is praneragedo by of partal; praver
verification unit 402 p N l .0 on the user term nal
i nformation, t3&° ]i‘/j ZtP g&tmegr}lsﬁrn "m% ln%&bg&?zgl&t her configured to conpare

whepher the curren{erfikatiemuhit 492 e@ﬁhﬁgdﬁ:dtth @btlaimteaispd Weytnhmlahmfmmatma dndlndddhe
URL link, and if the current tine does not 10 exceed the link expiry time

carried in thentie URLkk andeperionm a/elidity cheskaaseadmeda das user termanal infpamation
time exceeds tﬂgre!fl oH lfheeﬁ(e?\k/[;ﬁ( Stldé%dc[ﬁ‘é 48 terinihal HoldBltiohifindddng did ORL link.

verification fails
Further, to descnbe the foregoing apparatus in more detaxls, as shown in FIG. 5, an embodiment

of the present invention provides another verification apparatus for resource access control. Besides

25  the link obtaining unit 401 and the verification unit 402, the apparatus further includes a judging
unit 403, an encryption unit 404, and a user terminal information obtaining unit 405.

The judging unit 403 is configured to judge whether it is necessary to verify the URL link
according to at least one of the following: an IP address of the service server corresponding to the
URL link, a port number of the service server, and a domain name of the URL link.

30 The verification unit 402 is specifically configured to judge whether the user terminal
information stored on the network side is consistent with the user terminal information included in
the URL link, and if the user terminal information stored on the network side is consistent with the
user terminal information included in the URL link, the validity check succeeds; if the user terminal

information stored on the network side is not consistent with the user terminal information included

35  in the URL link, the validity check fails.
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+The apparatus further includes the encryption unit 404, configured to use
the sanme encryption nethod as that used by the portal server to encrypt the
-user termnal information, resource URL, and shared secret key that are
obtained fromthe URL |ink and obtain an encryption result; or use 15 the

sanme encr yjt ivegg Oidaoaﬁaaoi Esarurﬂaéﬁeomﬁﬁ&ﬁogﬁﬁg@'w&g{ey%e FRnfD OF YR URRlink

user term nal rmati1 on, resource URL, xpiry tinme, and shared
secr et okijnetlfogtpassing thstsevileedrcfuastmieksagd iRl the sarke asdhe ditunzat megortiagaulcwijip theqrortal

resul t. Bef o of after.t rificati nit 402 perforns the vali.di
ook STvEand b fheropit i 17N okl fathed By pising 06 Boica nibesi goesiiy 16ehe
furt heg,sonf UWoRattiR Sﬁ'ﬁ%uﬂm%@?éﬂ& %W?E%% ﬁx‘&c@dhr@ Brc_fcﬁédél th sﬁﬁibaﬁ&{t%li&){y

the encryption unit 404 is consistent w the encryption result carried’in

t he5 URchéokn if, thefformias cfribe WIRL bk pbigiried hycpassiag dhe sayvich semsstr mpssegnmisudifferenns
I's congistent. with the encryvnti o esul t..carti.ed,i e URL |ink, the
encryp?ﬁogh ggﬁxﬂa{tn\%&}a{ C lttﬁg}?pgﬁggseegvoe&thf:yalg#{@%ﬁgk%;181?1 on result generated
by the enBefdrtinaftinithe ARAfit&icROtNIC AOS| SerPiins Whé Falilliey @REIkY B ithE uk&@Stekthinal
carried in the URL link, the encryption result verification fails. 25The

appar attfermationn ghe verejogtien unitA03sary e dirther configarede | wmpsn whatheg thengurrent
405, ¢ ' g the. - i Ropt L on:

et wor AR e B i AFir Hfe (EHEL DEthe IRETHR, 4RO Gorf Rndd oes not
speei f ickadel the tink iegpite tinteocaptiddhinnthie TER Lidimk, thertithe atrificdtion rsatdeeds; St dreechrent

the network side fromthe service, request ssage sent _by a gateway devi ce.
300, fime exeesdsil hinkaenpiny g m%w@sﬁ@%ﬁg %ﬁl@ezre%ﬁ?aéwga%fﬁ-f ical ly
confi gur egpp %ggg}aﬁwuﬁﬂt@ iﬁ@ﬁ&es?tﬁ% Eﬁdri;gétidﬂ‘ﬁxﬁ{ %4, Bhs : V\d,(i) f(ﬁu | E@%n@%h&?{;%fon

side froma uSer subscription infor lon stori'ng n el ement or
gat ewaynettend gsethahusddebynthievpental sirder momerygit ige tser ttérerind? infbdmeten, absouihe URE(

term nal S in FLG odi.nmen f.the present invention
b ovi 4t ghajed poigied e Sy Oblpined, Sogm M SRLC BmE R oeiocatt sy D eat Bhus
| Ng5 Ud@R same enRrypBibh ShethBd VAT 1P hised itlQ:UP_Sﬁalt SerG&NRY @haﬁﬁc WRL ubdrMerminal
according to obtained user termnal information and send the URL link to a
veri f i ifoimeatiomprespeica$RIadimk expiryidimes pnd slaaged snered kpx et ere duained ami the URL

to obtain t er term.nal _information included in the URL |Iink and

per f or ﬁf’ga{}‘gﬁptglﬁlt%‘% égﬁlggé%slggdi ng to the user termnal 5information stored
on the neBayrk o sfter el vieF€icathlr uhi€ 40D Ngdrforib GheB/ali@ity icRedkU e dhé MmséheriiRal
i nk. In the verification nethod, apparatus, and system for resource

access iHfermatism, fhecvrtication gnit o2 drvobe huthes configwed o shesk Whetberthe sacryptien
T0E t _ . ¢
obe S ATERL bl B i S SO D B i ThARY e

t he us@&RI1MOnkeifhtheadnckftionnmsulo gesdrated byothet frerypeionoudt 404ds sondiftait Witk the

validity check can be .perforne n.the URL Iink according to the user .
t er mi nSRCTYPHS} AeiiftofarTi ilﬁhﬁl r@k%@n{lgk,dﬁhﬁf enCEyRiogs Esult ¢ C%é&%ﬁ'@fﬁé HE the

{ ﬁ: ]9;” hcry B Bulk REnGHTE byAhE Bhdrybidn LhiP 802 RInGV@nERtcRC Gith 1RO EfcrPbtidn R2Kult

carried in the URL link, the encryption result verification fails.

25 The apparatus further includes the user terminal information obtaining unit 405, configured to
obtain the user terminal information stored on the network side.

The user terminal information obtaining unit 405 is specifically configured to obtain the user
terminal information stored on the network side from the service request message sent by a gateway
device.

30 Or, the user terminal information obtaining unit 405 is specifically configured to obtain the user
terminal information stored on the network side from a user subscription information storing
network element or a gateway device on the network side according to the IP address of the user
terminal.

As shown in FIG. 6, an embodiment of the present invention provides a verification system for

35  resource access control. The system includes:
15



Those of ordinary skill in the art may understand that all or part of the
steps in the nethod according to the foregoi ng enbodi nents of the present
invention may be inplenmented by a 15 programinstructing rel evant hardware.
The program may be stored in a conputer readable storage nmedium The
storage medi um maypd¥gal erREMRANbnfigurad e pererate ac/Rbrlirknacoptdigato obitsined user
Al t hough the present invention is ﬂfscriﬁggfthrou h sone exenpl gr

|

] A I y

enbodi nent s, tteralipd daeppationadsead theJRL N VERYIGaH08 AR RS S nent s, I t

I s apparent that iofl" '5}%% | bonfidbrdd'® SBthin ¥ 3 detmBBK Saf¥@idtRUS
nmodi fications anéﬁ%]/g?l?%%tlggsa%o t eébg’r es%n%ﬂm% nvent gn Wi t hout departing
from 20 the sph¢ludedaimdthe dGRE link ankepepfoenenvalidityeshetlo accordieg po dhenser terminal
invention is intended to cover the di.fi cati ons and variations. Vi, de
that they fal IHRFRANGR %tﬂféﬁl&%{‘%{}?tu“’{iﬁp%lé% &'ﬁfﬁsﬁéﬁnﬁ?altlﬁgr@ﬁﬁ?%%ﬁe? Hkﬁ‘?
equi val ents. (GhALMS 1. Averification nmethod for resource access
control, conprising: obt ai ning a Uni form Resource Locator (URL) |ink
sent by alnuthervetificationangthofheapparatushand Rystan fitr fesougemegcatseepnispl accprtipgfo the

server agcardi to obtai ned user, t ipal _informt j,on. taj

The. usBROPGTIEA e PE e ar At it LRI, eoReripy bl foryd A Rh0 e
val i di {yer¢hatikal 3CERhidEDEnd theUaBaity ehdtkn@perfotfredpatthe URI! ilestcorigg fethwasd
side and the user termnal information conprised_ in the URL Iink, 2. Thﬁw

et hodtemoiret iifornation stearpdron thesprswprk de sq,thabthsrvialiflitg cheskcap e pgriopgedon

at ewa vi.ce the ' . USKE i ' . j :
i 1Rt e fapidbfe e i B b ghior Sict FETLAC AP L bl sine
jte][m' nﬂ'ie_rbilfu@cfdtﬁidl:lgﬂéhﬁ@_ dle?ami:trlﬂllh_miﬁbym%agﬁﬂm@mrdmdf 1 'agéi,nktt]h&fc.user Ei er m nal
information conprised in the URL |in nd performng, at eway, devi.ce,
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-according to the user termnal information stored on the network side and
the user termnal information conprised in the URL |ink, the nmethod

-~ conpri ses: j udgi ng whether a format of the URL link is the sane as a
negotiated format, wherein if the format of the URL Iink is the sane as the
negoti ated format, the procedure proceeds to the 30 subsequent validity
check; if the format of the URL link is different fromthe negoti ated
format, the validity check fails. CLAIMSThe net hod according to claiml
or 2, wherein the performng the validity check according to the user

terminal informati on stored on the network sLde and the user term nal
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encryption result; and constructing, by the portal server, the URL |ink
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i nfor mgatewaysie@foena whdﬁ}ecmaek woededinide tlamdset mm&nﬂoﬁﬁﬂ&mﬁitotedf(mrﬂmhewmk
conprised in the URL |ink, the method f corrprl ses: using the sane
encr yptSi‘%?anfjfé]'twn‘éﬁr%mP}?éfn %%wﬁfom?éwﬁﬁ Wil of o encrypt the user
term nal

._n

28 an ! B?h Jise s@?vet %50 ¥RG Sl et ﬁ?ﬂaettﬁ%r &Bﬂfrﬁaﬂ \ﬂ%?élﬁtﬂlé(gkllc}ﬂﬂ(t is

are obtained fr taln an encryption and

whéb hergenhategéjyetlhamedabmveypiccmrdmmuhe obsmtadnsmsteaninawrtfhnmdtmneanﬂ y‘pnalmmg
result .carried.in the URL |ink, e|n|f the nerat r i esu
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is not consistent Wth e encryption result carried in the URL |ink, the
25encr wptel@dth@@asprtermm inf@m&t@n cogipiriged in the YRITHek. met hod according to
claim1 or

3 .Zl’he mee[ﬁoci accordlng to claim 2, wherein before the performing, by the gateway device, the

20  validity check according to the user terminal information stored on the network side and the user
terminal information comprised in the URL link, the method further comprises:

judging, by the gateway device, whether it is necessary to verify the URL link according to at
least one of the following: an IP address of a service server corresponding to the URL link, a port
number of the service server, and a domain name of the URL link.

25 4. The method according to claim 1 or 2, wherein before the performing the validity check
according to the user terminal information stored on the network side and the user terminal
information comprised in the URL link, the method comprises:

judging whether a format of the URL link is the same as a negotiated format, wherein if the
format of the URL link is the same as the negotiated format, the procedure proceeds to the

30  subsequent validity check; if the format of the URL link is different from the negotiated format, the
validity check fails.
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the generating, by the portal server, the URL |ink according to the

obt ai ned user term nal information conprises: perform ng, by the
portal server, encryption according to the obtained user term nal 30
information, a resource URL, a |link expiry tinme, and a shared secret key to
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the gener%t?Heﬁ;@ﬁfon%é&amg%uiatm|1aaraom61@ﬁﬁl stent with the encryption
result 10carried in th link, the encryption result rblflcatlonfal

8. 10rhe netimdensraingd bigthe wosehservar, dre YRIyHak apsprding tPJFthel FnedossF ffermunal
i nk er& tinme, and before or after the performng the validity check
accor df ?;mila(gloflﬁgmﬁgg?s ternminal infornmation stored on the network side and
the user tRffohhiak, iy didrgiortah seﬁm-}r es@gption tabeordiRg td ke dbiteneretused ténmindler
conpri ses: 15corrpar| ng whet her a rrent sys emti .exceeds the |Iﬁu]h d
expi ryinfpumationr @ eagonmge t HRLyppd| il arein 3§Etn ‘?31‘ tQ HRDTRIR r P FRCTEPUTL FFL Tl
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ti e Caéfere®iirég URDhethegharkd s'écretﬂdag aini e ererypion a¢subparfdai | s. 9. The

nmet hod according to cl ai rthe ri,sin 200bt. ai ni n
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server, e user termnal information stored on the network side conprises:
recei vnﬁn@lerbymphmsserw ce server, a service request nmessage sent by the

gat eway devs%n%ethe \é\a/inn% encryptlon method as that used by the portal server to encrypt the user terminal

20  information, the resource URL, and the shared secret key that are obtained from the URL link to
obtain an encryption result; and judging whether the generated encryption result is consistent with
the encryption result carried in the URL link, wherein if the generated encryption result is consistent
with the encryption result carried in the URL link, the encryption result verification succeeds; if the
generated encryption result is not consistent with the encryption result carried in the URL link, the

25  encryption result verification fails.

7. The method according to claim 1 or 2, wherein:

the generating, by the portal server, the URL link according to the obtained user terminal
information comprises:

performing, by the portal server, encryption according to the obtained user terminal

30 information, a resource URL, a link expiry time, and a shared secret key to obtain an encryption
result; and constructing, by the portal server the URL link according to the obtained user terminal
information, the resource URL, the link expiry time, the shared secret key, and the encryption result;

and
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-the service request nessage carries the user termnal information stored on
the network side; or 25 obtaining, by the service server, the user term nal
-information stored on the network side froma user subscription information
storing network el enment or the gateway device on the network side according
to an 1P agghess der tREpHRGMIAEHE NMdity check decofiiE td & ek WnARR AN RSP
resource access control’, conpri sing: a |link obtalning unit,
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accord?ﬂ@l@f(?o%ﬁﬁsned user termnal information; and a verification

uni t, confysgny tBel srfe @ﬂiﬁfﬁi)t[bntzh@thb'& 8§ tHaPhdBdY the PHRAIEBHVEPTd GRAYL tifcAshcl Rrhihgl
URL Iink and performa validity check accordi ng@:o user term nal

i nf &r minfoamationg thedrespnree WELudhd lisk gupizn timen and, Sy sheeadrgeaest key pbtaingdiform the
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conprised jn.the link, wherein if the user 1 nal informatjon stared
on the net nagt P%coﬁ‘ﬁﬁ% F%&QWE qvﬂftzh“f ?%glﬁﬁém APHE HRE SRy time,
conpri 984 befort e BB tHel ﬁgfforfnh?g ¥Rl &aﬁldfty hbac _ch%kﬁiﬁg%@ﬁie bder Ftélﬁlih%ﬁ%fonnaﬁ%n
termnal information stored on the network side is not consistent with the
user t etonddher themetrorksiderand thecwsapiermind] indorntatioyRompiised, inttheURA linki the nedibak
fails. 1% The a%)eoar atus according to claim11l, wherein: t he

verifi@éﬁt BFTRMSt s furt her configured to: judge whether a format of the
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according to claim1ll, wherein: .
9. The method according to claim 2, further comprising:

20 obtaining, by the service server, the user terminal information stored on the network side.
10. The method according to claim 9, wherein the obtaining, by the service server, the user
terminal information stored on the network side comprises:
receiving, by the service server, a service request message sent by the gateway device, wherein
the service request message carries the user terminal information stored on the network side; or
25 obtaining, by the service server, the user terminal information stored on the network side from
a user subscription information storing network element or the gateway device on the network side
according to an IP address of the user terminal.
11. A verification apparatus for resource access control, comprising;:
a link obtaining unit, configured to obtain a Uniform Resource Locator {(URL) link sent by a
30  user terminal, wherein the URL link is generated by a portal server according to obtained user
terminal information; and
a verification unit, configured to obtain the user terminal information comprised in the URL
link and perform a validity check according to user terminal information stored on a network side
and the user terminal information comprised in the URL link.

35 12. The apparatus according to claim 11, further comprising:
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the verification unit is further configured to: conpare whether a current
systemtine exceeds a link expiry tinme carried in the URL |ink, wherein if
the current systemtine does not exceed the link 20 expiry tine carried in
the URL |ink, the tinme verification succeeds; if the current systemtine
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: porta
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20  expiry time carried in the URL link, the time verification succeeds; if the current system time
exceeds the link expiry time carried in the URL link, the time verification fails.
16. The apparatus according to claim 11, further comprising:
an encryption unit, configured to use the same encryption method as that used by the portal
server to encrypt the user terminal information, a resource URL, and a shared secret key obtained
25  from the URL link and obtain an encryption result; or use the same encryption method as that used
by the portal server to encrypt the user terminal information, a resource URL, a link expiry time,
and a shared secret key obtained from the URL link and obtain an encryption result, wherein
the verification unit is further configured to check whether the encryption result generated by
the encryption unit is consistent with the encryption result carried in the URL link, wherein if the
30  encryption result generated by the encryption unit is consistent with the encryption result carried in
the URL link, the encryption result verification succeeds; if the encryption result generated by the
encryption unit is not consistent with the encryption result carried in the URL link, the encryption
result verification fails.

17. The apparatus according to claim 11, further comprising:

20



-15 URL |ink and performa validity check according to user term nal
i nformation stored on a network side and the user termnal information
~conprised in the URL link
a user terminal information obtaining unit, configured to obtain the user terminal information
stored on the network side.
18. The apparatus according to claim 17, wherein:
the user terminal information obtaining umit is specifically configured to obtain the user
5  terminal information stored on the network side from a service request message sent by a gateway
device; or
the user terminal information obtaining unit is specifically configured to obtain the user
terminal information stored on the network side from a user subscription information storing
network element or a gateway device on the network side according to an IP address of the user
10 terminal.
19. A verification system for resource access control, comprising:
a portal server, configured to generate a Uniform Resource Locator (URL) link according to
obtained user terminal information and send the URL link to a verification apparatus; and
the verification apparatus, configured to obtain the user terminal information comprised in the
15 URL link and perform a validity check according to user terminal information stored on a network

side and the user terminal information comprised in the URL link.
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