BLOCKCHAIN-BASED DATA PROCESSING METHOD,
APPARATUS AND DEVICE, AND STORAGE MEDIUM

[001] This application claims priority to Chinese Patent Application No. 2021109485046,
filed with the China National Intellectual Property Administration on August 18, 2021 and entitled
"METHOD AND APPARATUS FOR PROCESSING DATA BASED ON BLOCKCHAIN,
DEVICE, AND STORAGE MEDIUM", which is incorporated herein by reference in its entirety.

FIELD OF THE TECHNOLOGY

[002] The present disclosure relates to the field of computer technology, and specifically
relates to a method, an apparatus, and a device for processing data based on a blockchain, a

computer-readable storage medium, and a computer program product of blockchain-based data.

BACKGROUND OF THE DISCLOSURE

[003] Continuous development of computer technology engenders wide application of
blockchains in asset transfer, service data storage, and other fields due to their traceability. The
service data storage is taken as an example, where service data are uploaded onto a blockchain after
being generated by a blockchain node, so as to ensure the traceability of the service data (that is, the
service data is tamperproof after being uploaded). In practice, uploading the service data onto the
blockchain generally includes packing all service data, which is required to be uploaded within a
period, into a block. In practice, an inter-chain service may relate to multiple pieces of service data,

and hence the inter-chain service is processed with low efficiency.

SUMMARY

[004] A method, an apparatus, and a device for processing data based on a blockchain, a
storage medium, and a computer program product are provided according to embodiments of the

present disclosure.

[005] In an aspect, a method for processing data based on a blockchain is provided
according to an embodiment of the present disclosure. The blockchain comprises at least one block
and is deployed in a blockchain network comprising a witness subnet and a consensus subnet, the
witness subnet comprises at least one service node, and the consensus subnet comprises at least two
consensus clusters. Each of the at least two consensus cluster comprises multiple accounting nodes,
one of which is elected as a representative node of such consensus cluster. The representative

nodes of all consensus clusters form a consensus committee of the blockchain. The method is
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executable by a computer device at a first representative node among the representative nodes, and
comprises: obtaining upload information of the blockchain, where the upload information indicates
a block type to which a next block to be uploaded onto the blockchain is required to belong;
obtaining a target block to be verified through a consensus mechanism in the blockchain network,
where the target block is generated from data of an inter-chain service; and determining the target
block to serve as the next block to be uploaded onto the blockchain and adding the target block into
the blockchain, in response to the upload information indicating that the block type is a co-exclusive
type, where each block of the co-exclusive type stores data of a respective independent inter-chain

service.

[006] In another aspect, an apparatus for processing data based on a blockchain is provided
according to an embodiment of the present disclosure. The blockchain comprises at least one block
and 1s deployed in a blockchain network comprising a witness subnet and a consensus subnet, the
witness subnet comprises at least one service node, and the consensus subnet comprises at least two
consensus clusters. Each of the at least two consensus cluster comprises multiple accounting nodes,
one of which is elected as a representative node of such consensus cluster. The representative
nodes of all consensus clusters form a consensus committee of the blockchain. The apparatus is
deployed at a first representative node among the representative nodes, and comprises: an obtaining
unit, configured to obtain upload information of the blockchain, where the upload information
indicates a block type to which a next block to be uploaded onto the blockchain is required to
belong, and obtain a target block to be verified through a consensus mechanism in the blockchain
network, where the target block is generated from data of an inter-chain service; and a processing
unit, configured to determine the target block to serve as the next block to be uploaded onto the
blockchain and add the target block into the blockchain, in response to the upload information
indicating that the block type is a co-exclusive type, where each block of the co-exclusive type

stores data of a respective independent inter-chain service.

[007] Correspondingly, a device for processing data based on a blockchain is provided
according to an embodiment of the present disclosure. The device comprises: one or more
processors, configured to load and execute computer-readable instructions; and a computer-readable
storage medium storing the computer readable instructions; wherein the computer readable

instructions when executed by the one or more processors implement the foregoing method.

[008] Correspondingly, a non-volatile computer-readable storage medium storing

computer-readable instructions is provided according to an embodiment of the present disclosure.



The computer-readable instructions are configured to be loaded and executed by a processor to

implement the foregoing method.

[009] Correspondingly, a computer program product comprising computer-readable
instructions is provided according to an embodiment of the present disclosure. The computer-
readable instructions are stored in a computer-readable storage medium. A processor of a computer
device reads the computer-readable instructions from the computer-readable storage medium, and
executes the computer-readable instructions to enable the computer device to perform the foregoing

method.

[010] Details of one or more embodiments of the present disclosure are provided in
following drawings and description. Other features, objectives, and advantages of the present

disclosure would become apparent from the description, drawings and claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[011] In order to clarity illustration of the technical solutions according to embodiments of
the present disclosure or conventional technology, hereinafter the drawings to be applied in
embodiments of the present disclosure or technology are briefly described. Apparently, the
drawings in the following descriptions are only some embodiments of the present disclosure, and
other drawings may be obtained by those skilled in the art based on the provided drawings without

creative efforts.

[012] Figure 1a shows a schematic diagram of architecture of a data sharing system

according to an embodiment of the present disclosure.

[013] Figure 1b shows a schematic structural diagram of a blockchain according to an

embodiment of the present disclosure.

[014] Figure 1c shows a flowchart for generating a block according to an embodiment of

the present disclosure.

[015] Figure 1d shows a schematic diagram of architecture of a bi-layer network according

to an embodiment of the present disclosure.

[016] Figure 1e shows a schematic diagram of architecture of a bi-layer network according

to another embodiment of the present disclosure.

[017] Figure 1f shows a schematic diagram of a scenario of an electronic invoicing service

based on a bi-layer network according to an embodiment of the present disclosure.



[018] Figure 2 shows a flowchart of a method for processing data based on a blockchain

according to an embodiment of the present disclosure.

[019] Figure 3 shows a flowchart of a method for processing data based on a blockchain

according to another embodiment of the present disclosure.

[020] Figure 4 shows a schematic diagram of a scenario of blockchain-based data

processing according to an embodiment of the present disclosure.

[021] Figure 5 shows a structure diagram of an apparatus for processing data based on a

blockchain according to an embodiment of the present disclosure.

[022] Figure 6 shows a structure diagram of a device for processing data based on a

blockchain according to an embodiment of the present disclosure.

DESCRIPTION OF EMBODIMENTS

[023] Hereinafter technical solutions in embodiments of the present disclosure are
described clearly and completely in conjunction with the drawings in embodiments of the present
closure. Apparently, the described embodiments are only some rather than all of the embodiments
of the present disclosure. Any other embodiments obtained based on the embodiments of the
present disclosure by those skilled in the art without any creative effort fall within the scope of

protection of the present disclosure.

[024] Embodiments of the present disclosure relate to blockchain technology. Hereinafter
relevant terms and concepts of blockchain technology are briefly introduced. The blockchain is a
new mode of applying computer technology, for example, distributed data storage, point-to-point
transmission, consensus mechanisms, and encryption algorithms. The blockchain is essentially a
decentralized database, and a series of data blocks are generated through a cryptography means.
Each data block comprises information of a batch of network transaction(s), and can be used for
checking validity of the information (anti-counterfeiting) and generating a next block. The
blockchain may comprise an underlying platform, a platform-product service layer, and an

application service layer.

[025] A blockchain network may be regarded as a data sharing system 100. The system
100 may be configured to share data among nodes. An exemplary structure of the data sharing
system 100 may refer to Figure la. As shown in Figure la, the data sharing system 100 refers to a
system for sharing data among nodes. The data sharing system may comprise multiple nodes 101,
and the multiple nodes 101 may be various clients forming the blockchain network. During normal

operation, each node 101 may receive inputted information and maintain shared data in the
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blockchain network based on the inputted information. In order to ensure information exchange
within the blockchain network, information connection may be provided among the nodes in the
blockchain network, and the nodes are capable to transmit information via the information
connection. For example, in a case that any node in the blockchain network receives inputted
information, the other nodes in the blockchain network obtain the inputted information and store the
inputted information as shared data according to a consensus algorithm. Thereby, data stored in all

nodes is consistent in the blockchain network.

[026] Each node in the data sharing system has a corresponding node identifier, and each
node in the blockchain system can store the node identifiers of other nodes in the blockchain system,
such that it may broadcast a generated block to other nodes in the blockchain system subsequently
according to the node identifiers. Each node may maintain a node identifier list as shown in Table 1,
and store the node names and the node identifiers correspondingly in the node identifier list. The
node identifier may be an Internet Protocol (IP) address and any other type of information capable
of identifying a node. For example, the node identifier may be a binary sequence code (e.g.,

110001110). IP addresses are taken as an example for illustration in Table 1.

Table 1
Node name Node identifier
Node 1 117.114.151.174
Node 2 117.116.189.145
Node X (X being a positive integer) XX XXX.XXX.XXX
[027] Each node in the data sharing system stores the same blockchain. Reference is made

to Figure 1b. The blockchain comprises multiple blocks. A genesis block comprises a block header
and a block body, the block header stores a feature value of input information, a version number, a
timestamp, and a difficulty value, and the block body stores the input information. Similarly, a next
block also comprises a block header and a block body, and the block header stores a feature value
of input information of the current block, a feature value of the block header of a parent block, a
version number, a timestamp, and a difficulty value. The other blocks can be deduced by analogy.
Thereby, data stored in each block of the blockchain is associated with the data stored in its parent

block, which ensures security of information inputted into the blocks.



[028] Reference is made to Figure 1c. When generating a block in the blockchain, a node
in which the blockchain is located receives and verifies input information, then stores the input
information into a memory pool, and update a hash tree which is of the block and is configured to
record the input information. Afterwards, the timestamp is updated to be a moment when the input
information is received. Different random numbers are tried to calculate different feature values,

until the calculated feature value satisfies the following condition:
SHA256 (SHA256(version + prev_hash+ merkle _root + ntime + nbits +x) ) < TARGET

[029] SHA256 1s an algorithm used for calculating the feature value, version (i.e., a version
number) carries version information of a relevant block protocol in the blockchain, prev_hash
represents a feature value of the block header of the parent block of a current block, merkle root
represents a feature value of input information, ntime represents a moment at which the timestamp
1s updated, nbits represents a current difficulty, which is constant within a time period and is
refreshed after exceeding the time period, x is the random number, TARGET represents a threshold

of the feature value, and the threshold may be determined according to nbits.

[030] Thereby, when the random umber satisfying the above condition is determined
through calculation, the information may be correspondingly stored, and a block header and a block
body are generated to obtain the current block. Subsequently, the node at which the blockchain is
located transmits the newly generated block respectively to other nodes in the blockchain system, in
which the node is located, according to node identifiers of these nodes. The other nodes verify the
newly generated block, and add the newly generated block into the blockchain stored thereon after
the verification is successful. The nodes may verify the newly generated block through a

consensus algorithm, which includes but is not limited to following types.
[031] 1) Proof of work (Pow)

[032] The Pow refers to a measurement set by a system (e.g., the aforementioned data
sharing system) for achieving a certain goal. The Pow may be conceptually simplified as a proof
for confirming a workload. In essence, the more workload a party completes, the more likely it is
the party gets an extra reward. A common name of the Pow is "mining". That is, a random number
meeting a rule is calculated through AND or OR operation(s), thereby a privilege of current
accounting is obtained, and data to be recorded for current accounting is transmitted. Other nodes
in the blockchain network verify the data and then also store the data. Hence, the Pow is

advantageous in complete decentralization and free access of nodes.

[033] 2) Proof of stake (Pos)



[034] The Pos is an upgraded consensus mechanism based on the Pow. Specifically, the
larger a temporal length of a party holding electronic resources is (the temporal length of holding
the electronic resources is equal to an amount of the held electronic resources multiplied by
duration of holding the electronic resources), the more likely it is the party gets a privilege of
accounting a block. The electronic resources may refer to resources which are stored in an
electronic account in an electronic form and are transferable via the Internet. A difficulty of mining
1s reduced proportionally according to a proportion of resources and duration of holding the
electronic resources at each node. Hence, random numbers can be obtained more quickly. The Pos

shortens time for reaching a consensus to some extent, and the mining is still necessary.
[035] 3) Delegated proof of stake (DPos), share authorization proof mechanism

[036] The DPos is similar to voting in the board of directors. Holders of electronic
resources vote nodes of a certain quantity for verification and accounting on their behalf. The
system would generate a small amount of electronic resources as a reward, so as to ensure an
incentive for more people to participate in the election. The DPos is as follows. All shareholders
vote 101 representatives, which be considered as 101 super nodes or a mining pool, and the 101
super nodes have identical privileges. The DPos mechanism is somewhat like a parliamentary
system or a people's congress system. In a case that an elected representative cannot fulfil its duty
(fail to generate a block in its tun), the representative is removed from the board, and the network
votes a new super node for replacement. Thereby, a quantity of the nodes participating in
verification and accounting is greatly reduced in the DPos mechanism, and the consensus can be
reached within a level of several seconds. It is noted that the entire consensus still depends on

electronic resources.
[037] 4) Practical Byzantine Fault Tolerance (pbft)

[038] The Pbft is a consistency algorithm based on message passing. The algorithm
achieves consistency through three stages which may be repeated in case of failure. Specifically, it
is assumed that a total quantity of nodes is 3f+1, and f is a quantity of Byzantine fault nodes. First,
when discovering that a leader (e.g., the representative node, the accounting node, or the super node)
misbehaves, a node votes another replica (another node) as the leader through an algorithm. Second,
the leader broadcasts it’s selected value to other replica nodes through a pre-prepare message.
Another replica node transmits a prepare message when accepting the value, and does not transmit
the prepare message when not accepting the value. Third, a node transmits a commit message on
knowing that 2f nodes have transmitted the prepare message. Finally, the value is verified in a case

that 2f+1 nodes have transmitted the commit message. The above process enables the pbft to reach



a consensus among the nodes which comprise a service party or a supervising party related to a
service, and security and stability are guaranteed by the service-related parties. Moreover, a time
delay of the consensus is about 2 to 5 seconds, which basically meets a requirement of commercial
real-time processing. Efficiency of the consensus is improved, and a requirement on high-

frequency transactions can be met.
[039] 5) Paxos (a distributed algorithm)

[040] The Paxos is a two-stage algorithm, and mainly concerns roles of three types:
proposers, acceptors, and learners. The proposer provides a proposal, the acceptor approves or
rejects the proposal, and the learner obtains a final value after reaching a consensus. The Paxos has
two stages. One is the prepare stage. The proposer selects a proposal of which a sequential number
1s n and transmits a prepare request to a majority among the acceptors. After receiving the prepare
request, the acceptor replies by returning a proposal, which it accepts last time, to the proposer and
promises that it would not reply any proposal having a sequential number less than n, in response to
the sequential number of the proposal is greater than those in all prepare requests which it has
replied. Another is the approval stage. The approval stage starts in a case that the proposer
receives the replies from more than half of the acceptors for the prepare request. The proposer
transmits an accept request to all acceptors that replies the prepare request, and the accept request
carries the sequential number n and a value (which may be freely determined by the proposer when
there is no value for accepting of the acceptors). The acceptors accept the accept request when they

receive the accept request, as long as it does not violate their previous promises.

[041] The Paxos is suitable for a simple fault-tolerant model, that is, there are only invalid
or failure nodes and there is no malicious node in the system. When a quantity of failure nodes is x
(a positive integer), the system can keep operating normally as long as a quantity of non-failure

nodes is x+1.
[042] 6) Raft (a distributed consensus algorithm):

[043] The Raft has roles of three types: followers, candidates, and leaders. A node can
only be in one of the three statuses at a certain moment, and may switch among the three roles
according to time and conditions. An initial status is the follower for all nodes. A follower turns
into a candidate and broadcasts a voting request, when not receiving a heartbeat packet in a time
limit. A node that obtains more than half of the votes turns into a leader. In a current round of
voting, a node initiates voting earlier gains an upper hand, and each node has only one vote. The
leader transmits heartbeat packets periodically send to other nodes, and a failure to do so would

trigger a new round of voting.



[044] In practice, blockchains may be applied to some scenarios, e.g., a bill service, or data
storage of a commercial institution. In such scenarios, not all nodes in the blockchain network have
adequate resources and necessities to serve as a node participating in the blockchain consensus.
Common peer data deployment for blockchains is not applicable when a blockchain system
involves data requiring high security. A bi-layer chain is provided herein to adapt to service
requirements (e.g., intranet/internet, service network, and office network separation) and improve
data security and data confidentiality. Bi-layer network architecture of "witness subnet - consensus
subnet" is established through a peer to peer (P2P) network. Each node in the P2P network is called
a peer node. On a basis of a specific network protocol, the P2P network does not require a central
node among the peer nodes to maintain a network status. Each node maintains the node status of
the whole network and its connection status with neighboring nodes through broadcast interaction

with the neighboring nodes.

[045] Figure 1d shows a schematic diagram of architecture of a bi-layer network according
to an embodiment of the present disclosure. As shown in Figure 1d, the blockchain network
includes a witness subnet and a consensus subnet. Service nodes are deployed in the witness subnet,
which is located in a public network. Accounting nodes running a protocol of blockchain consensus
are deployed in the consensus subnet. The witness subnet and the consensus subnet interact via a
routing boundary denoted by a dashed line. The service nodes in the witness subnet are mainly
configured to execute a service, and do not participate in accounting and consensus. The service
nodes obtain data of a block header and accessible authorized block data from the consensus subnet
through identity authentication. The consensus subnet is a core in the blockchain network, and is
configured to perform accounting and consensus for the blockchain network. Generally, the
witness subnet and the consensus subnet are in different network environments. The witness subnet
is in the public network, and the consensus subnet is in a private network. Since the consensus
subnet is in the private network which is relatively secure, its intra-access is secured by a consensus
mechanism, and additional identity management and network control are not necessary. In
comparison, the service nodes are in the public network and may be accessed by another network
terminal which is uncertain. Therefore, accessing of the service nodes and other possible nodes into

the consensus subnet should be strictly controlled.

[046] In embodiments of the present disclosure (including both the specification and
claims), the accounting nodes in the consensus subnet may be further divided into multiple
consensus clusters, that is, multiple consensus clusters may be deployed in the consensus subnet.
Each consensus cluster may comprise at least one accounting node. The consensus clusters may be
determined according to different rules. For example, the accounting nodes are grouped based on
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service types, e.g., accounting nodes that process data of services of a same type are grouped into
the same consensus cluster. For example, the accounting nodes are grouped based on distances
among the accounting nodes, e.g., two or more accounting nodes among which each distance is less
than a threshold are grouped into the same consensus cluster. Herein the architecture of the bi-layer
blockchain network may be altered into what is shown in Figure le. As shown in Figure le, the
blockchain network comprises the witness subnet and the consensus subnet. Multiple consensus
clusters are deployed in the consensus subnetwork, and each consensus cluster comprises at least
one accounting node. Any service node in the witness subnet may establish an information
connection with the accounting node(s) deployed in a consensus cluster of the consensus subnet. It
is assumed that the consensus clusters as shown in Figure 1e are determined according to the
service types. In such case, each consensus cluster may be used for providing a consensus service
for data of service(s) of one or more types. For example, in Figure 1e, consensus cluster 1 may
provide a consensus service for data of invoice service(s), that is, the accounting nodes in consensus
cluster 1 perform consensus processing only on invoice data. Consensus cluster 2 may provide a
consensus service for data of credit investigation service(s), that is, the accounting nodes in
consensus cluster 2 perform consensus processing only on service data related to credit

investigation.

[047] In the architecture as shown in Figure le, all consensus clusters maintain a
blockchain jointly in the blockchain network, and the blockchain is called a main chain and
comprises information of all services in the blockchain network. Each consensus cluster may
further organize a sub-blockchain for its own service, and the sub-blockchain of each consensus
cluster only comprises information of the respective service of such consensus cluster. An
accounting node may be elected from each consensus cluster as a representative node of such
consensus cluster. The representative node not only participates in consensus processing of the sub-
blockchain in the respective consensus cluster, but also participates in consensus processing of the
main chain. The non-representative nodes in each consensus cluster, i.e., the accounting nodes in
the consensus cluster other than the representative node, only participate in consensus processing of
the sub-blockchain within such consensus cluster. In the consensus subnet, the representative nodes
elected by all consensus clusters form a consensus committee of the main chain, and perform the

consensus processing of the main chain together.

[048] A network providing a consensus service for electronic invoices is taken as an
example of the blockchain network. Figure 1f shows architecture of the bi-layer network in a
scenario according to an embodiment of the present disclosure. As shown in Figure 1f, the

blockchain network comprises a service layer, a routing agent layer and a core consensus network
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layer. The service layer, the routing agent layer, and the core consensus network layer constitute
the entire blockchain service system. First, the service layer is located in the witness subnet and
comprises at least one service node which may specifically be an SPV node. The SPV nodes
maintain a normal unstructured P2P network. The service nodes may handle taxation (of a local
tax bureau), bills (enterprise invoicing), payment (cash flows of an enterprise), and other services.
Second, the core consensus network layer is located in the consensus subnet and comprises each
consensus cluster, e.g., consensus cluster 102, consensus cluster 103, and the like. Each consensus
cluster maintains a sub-blockchain within such cluster, for example, consensus cluster 102
maintains core chain 1 within it, and consensus cluster 103 maintains core chain 2 within it. Third,
the routing agent layer comprises at least one agent node which may provide a routing service, an
authentication service, a certificate caching service, a peer-to-peer (P2P) service, and the like. The
certificate cache service involves a certificate system (PKI, Public Key Infrastructure). In the
certificate system, a certificate refers to an identity certificate of an owner of a public key, and is
issued by an authority (CA). Asymmetric encryption and digital signature on information may be
implemented based on a certificate system of public keys. Information interaction between the
service layer and the core consensus network layer is implemented via the routing agent layer. That
is, the service layer submits service-operation interactions to the core consensus network layer via
the routing agent layer. Thus, the routing agent layer isolates the service layer from the core

consensus network layer.

[049] Hereinabove the basic structure of the bi-layer network related to embodiments of
the present disclosure is introduced. On such basis, hereinafter a solution for processing data based
on a blockchain is briefly described according to embodiments of the present disclosure. The
solution is capable to improve efficiency of processing an inter-chain service. The solution may be
implemented by a first representative node in the consensus committee shown in Figure le. The
first representative node may be an arbitrary representative node in the consensus committee. In a
specific embodiment, the representative node may be a terminal device or a server. The terminal
device may include, but is not limited to, a smart phone (e.g., an Android phone or an IOS phone), a
tablet, a portable personal computer, a mobile Internet device (MID), and the like, which is not
limited herein. The server may be an independent physical server, may be a server cluster or a
distributed system comprising multiple physical servers, or may be a cloud server that provides
basic cloud computing services, such as cloud services, cloud databases, cloud computing, cloud
functions, cloud storage, network services, cloud communications, middleware services, domain
name services, security services, Content Delivery Network (CDN), and big data and artificial

intelligence platforms, which is not limited herein.
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[050] In embodiments of the present disclosure (including both the specification and
claims), the blockchain comprises at least one block, e.g., may comprise M interconnected blocks,
where M is a positive integer. The blockchain is located in a blockchain network. As shown in
Figure le, the blockchain network comprises a witness subnet and a consensus subnet, the witness
subnet comprises at least one service node, and the consensus subnet comprises at least two
consensus clusters, e.g. N consensus clusters, where N is an integer greater than 1. Each consensus
cluster comprises multiple accounting nodes, and one accounting node is elected in each consensus
cluster as a representative node of such consensus cluster. Accordingly, the N consensus clusters
have N representative nodes. The N representative nodes form a consensus committee of the
blockchain. The method for processing data based on the blockchain is executed at a first
representative node in the consensus committee. The first representative node may be an arbitrary

representative node in the consensus committee. A general principle of the solution is as follows.

[051] (1) The first representative node obtains upload information for the (M+1)" block in
the blockchain. The upload information is configured to indicate a block type to which a next block
to be uploaded onto the blockchain is required to belong, that is, the block type to which the
(M+1)"™ block is required to belong (e.g., a co-exclusive type, an exclusive type, and an ordinary
type). The upload information of the (M+1)™ block is generated according to a bidding result for
the (M+1)" block. All representative nodes in the blockchain network perform consensus
processing on bidding information of the (M+1)™ block (e.g., determines a second representative
node having a privilege of proposing the (M+1)™ block according to the bidding information) so as
to obtain the bidding result of the (M+1)th block. The bidding result of the (M+1)th block carries the
block type to which the (MJrl)th block is required to belong. During an upload (or consensus)
process of the M™ block, each representative node which requires to bid for the (M+1)™ block
broadcasts the bidding information to other representative nodes in the blockchain network. The
bidding information is for bidding for the privilege of proposing the (M+1)" block. The bidding
information carries information concerning service data to be packed in the (M+1)th block (e.g., an
amount of service data to be packed in the (MJrl)th block, identifier(s) of service parti(es) related to
the (M+1)™ block, and a type of the service data to be packed in the (M+1)" block). The
representative node that obtains the privilege of proposing the (M+1)™ block may produce a target
block, which is to be verified through a consensus mechanism, according to its bidding information
(that is, pack the service data reported in the bidding information to generate the to-be-verified

target block).

[052] (2) The first representative node obtains a target block to be verified through a

consensus mechanism in the blockchain network. A representative node, which obtains the
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privilege of proposing the (M+1)" block, broadcasts the target block to each representative node in
the blockchain network after packing service data which relates to the (M+1)" block and is to be
uploaded on the blockchain (i.e., the service data which the representative node indicates to be

packed in the (MJrl)th block in its bidding information).

[053] (3) In a case that the upload information indicates that the (M+1)" block is of the co-
exclusive type, the target block is subject to a check according to a consensus rule (i.e., a rule for
reaching a consensus among the consensus commitee) for the co-exclusive type (i.e., each
representative node checks the target block according to the consensus rule separately, and
determines a final check result according to a check result of its own and check results broadcasted
by other representative nodes checking the target block in the blockchain network). Each block of
the co-exclusive block is configured to store data of a respective independent inter-chain service.
Each inter-chain service may be the independent inter-chain service, at least two parties participate
in the inter-chain service, and each service party provides at least one piece of service data which is
to be deposited (i.e., each co-exclusive block stores the service data related to an inter-chain
service). The consensus rule is configured for checking whether the target block meets a condition
for uploading onto the blockchain (e.g., checking whether pieces of service data in the target block
belongs to the same inter-chain service, checking whether service parties of the target block match
identifiers of multiple co-exclusive parties of the (M+1)th block which are indicated by the upload

information, and the like).

[054] (4) In a case that the target block passes the check, the target block is determined to
serve as the (M+1)th block and is added onto the blockchain (i.e., the target block is uploaded onto
the blockchain to obtain an updated blockchain).

[055] Herein the upload information for the (M+1)™ block of the blockchain and the target
block to be verified through the consensus mechanism in the blockchain network are obtained. In a
case that the upload information indicates that the type to which the (M+1)™ block is required to
belong is the co-exclusive type, the target block is subject to the check according to the consensus
rule for the co-exclusive type. Each block of the co-exclusive type stores the data of the respective
independent inter-chain service. In a case that the target block passes the check, the target block is
determined to serve as the (M+1)™ block and added onto the blockchain. Hence, when there is
inter-chain interaction, the service data of the independent inter-chain services can be stored in
blocks of the co-exclusive type. Such solution is advantageous over that verification on an inter-
chain service requires checking relevant service data in multiple blocks. Thereby, the inter-chain

services can be verified and processed with higher efficiency.
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[056] On a basis of the foregoing solution for process data based on the blockchain, a more
detailed method for processing data based on a blockchain is provided according to an embodiment
of the present disclosure. Hereinafter the method is described in detail in conjunction with the

accompanying drawings.

[057] Figure 2 shows a flowchart of a method for processing data based on a blockchain
according to an embodiment of the present disclosure. The blockchain comprises block(s) which
are interconnected. The blockchain is deployed in a blockchain network. As shown in Figure le,
the blockchain network comprises a witness subnet and a consensus subnet. The witness subnet
comprises at least one service node, and the consensus subnet comprises at least two consensus
clusters. Each consensus cluster comprises multiple accounting nodes, one of which is elected as a
representative node of such consensus cluster. The representative nodes of all consensus clusters
form a consensus committee of the blockchain. The method is executable at a first representative
node in the consensus committee. The first representative node may be a representative node in the

consensus committee. The method may include, but is not limited to, steps S201 to S203.

[058] In step S201, upload information of the blockchain is obtained, where the upload
information indicates a block type to which a next block to be uploaded onto the blockchain is

required to belong.

[059] The upload information is configured to indicate information on the next to-be-
uploaded block, specifically indicate the type to which the next to-be-uploaded block is required to
belong. For example, the type is a co-exclusive type, an exclusive type, or an ordinary type. In a
specific application, the blockchain comprises M interconnected blocks, where M is an integer
greater than 1. The consensus subnet comprises N consensus clusters, where N is an integer greater
than 1. N representative nodes are elected from the N consensus clusters, respectively. That is,
there are M blocks currently in the blockchain, the next to-be-uploaded block is the (M+1)™ block,
and the upload information may indicate the type to which the (M+1)™ block is required to belong,
e.g., indicate the co-exclusive type, the exclusive type, or the ordinary type. The upload
information of the (M+1)th block is generated according to a bidding result for the (M+1)th block.
All representative nodes in the blockchain network perform consensus processing on bidding
information of the (M+1)" block (e.g., determines a second representative node having a privilege
of proposing the (M+1)th block according to the bidding information) so as to obtain the bidding
result of the (MH)th block. The bidding result of the (MJrl)th block carries the block type to which
the (M+1)™ block is required to belong.

14



[060] During a process for uploading a next block, a representative node requiring to bid
for the next block broadcast its bidding information to other representative nodes in the blockchain
network. For example, during an upload (or consensus) process of the M™ block, each
representative node which requires to bid for the (M+1)th block broadcasts the bidding information
to other representative nodes in the blockchain network. The bidding information is for bidding for
the privilege of proposing the (M+1)" block. The bidding information carries information
concerning service data to be packed in the (M+1)th block (e.g., an amount of service data to be
packed in the (M+1)th block, identifier(s) of service parti(es) related to the (MH)th block, and a type
of the service data to be packed in the (M+1)™ block). The representative node that obtains the
privilege of proposing the (M+1)" block may produce a target block, which is to be verified through
a consensus mechanism, according to its bidding information (that is, pack the service data reported

in the bidding information to generate the to-be-verified target block).

[061] In a specific embodiment, the first representative node a computer device. The
computer device obtains the upload information of the blockchain, and the upload information
indicates the type to which the next to-be-uploaded block is required to belong. The computer
device may have the knowledge of the type, to which the next to-be-uploaded block is required to

belong, according to the upload information.

[062] In step S202, a target block to be verified through a consensus mechanism in the
blockchain network is obtained, where the target block is generated from data of an inter-chain

service.

[063] The representative node having a proposal privilege in the blockchain packs block
data, which is to be uploaded onto the blockchain, to obtain the target block to be verified through
the consensus mechanism. The target block being generated from the data of the inter-chain service
refers to that the target block is obtained through packing piece(s) of service data of the inter-chain
service. Each inter-chain service may be the independent inter-chain service, at least two parties
participate in the inter-chain service, and each service party provides at least one piece of service
data which is deposited. That is, each co-exclusive block stores the service data related to an inter-
chain service. In a specific embodiment, there are M blocks in the blockchain, and the upload
information indicates the type to which the (M+1)™ block is required to belong. In such case, the
target block to be verified through the consensus mechanism may be obtained through packing to-
be-uploaded block data related to the (MH)th block (i.e., the service data which the representative
node indicates to be packed in the (M+1)™ block in its bidding information). The representative

node of the block having the proposal privilege refers to the representative node which obtains a
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privilege of packing the (M+1)™ block (i.e., the privilege of generating the target block to be

verified through the consensus mechanism) in the blockchain network.

[064] In an embodiment, the representative node having the proposal privilege may obtain
deposited information of one or more pieces of service data, which includes data of the inter-chain
service, related to the (M+1)™ block from a resource pool of the blockchain network, and generate
the target block to be verified through the consensus mechanism according to the deposited

information of the one or more pieces of service data.

[065] After generating the target block, the representative node having the proposal
privilege broadcasts the target block to each representative node in the blockchain network. The
first representative node may obtain the target block to be verified through the consensus

mechanism through the broadcast of the representative node having the proposal privilege.

[066] In a specific embodiment, a computer device obtains the target block to be verified
through the consensus mechanism in the blockchain network. The representative node having the
proposal privilege generates the target block according to data of an inter-chain service. The
representative node having the proposal privilege may broadcast the generated target block, so that

the computer device obtains the target block.

[067] In step S203, the target block is determined to serves as the next block to be
uploaded onto the blockchain and is added into the blockchain, in response to the upload
information indicating that the block type is a co-exclusive type, where each block of the co-

exclusive type stores data of a respective independent inter-chain service.

[068] Types of blocks may include the co-exclusive type (that is, the block stores data of at
least two parties participating in a service corresponding to the block, and excludes data of any
party not participating in such service). Each co-exclusive block is used for storing a respective
independent inter-chain service. Herein each inter-chain service may serve as the independent
inter-chain service, which means at least two parties participate in the inter-chain service, and each
service party provides at least one piece of service data which is to be deposited. That is, each co-
exclusive block stores the service data related to an inter-chain service. For example, service party
A and service party B participate in inter-chain service 1, service party B and service party C
participate in inter-chain service 2, and service party A, service party B, and service party C all
participate in inter-chain service 3. In such case, inter-chain services 1 to 3 each is called an
independent inter-chain service. That is, data of inter-chain service 1 to inter-chain service 3 is
stored into three different co-exclusive blocks, respectively. Service data related to inter-chain

service 1 cannot be stored in the block for storing service data related to inter-chain service 2 or
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inter-chain service 3. Similarly, the service data related to inter-chain service 2 cannot be stored in
the block for storing the service data related to inter-chain service 1 or inter-chain service 3, and the
service data related to inter-chain service 3 cannot be stored in the block for storing the service data

related to inter-chain service 1 or inter-chain service 2.

[069] Herein the type to which the next to-be-uploaded block is required to belong being
the co-exclusive type indicates that the next block to be verified through the consensus mechanism
in the blockchain is required to store the service data of an independent inter-chain service. In such
case, computer device may determine the target block to serve as such next to-be-uploaded block
and add the target block on the blockchain. That is, the target block is subject to processing of
uploading onto the blockchain. In a specific embodiment, the computer device may perform the
check on the target block according to a consensus rule for the co-exclusive type, and adds the
target block onto the blockchain as the next to-be-uploaded block after the target block passes the
check. Thereby, blocks are uploaded onto the blockchain more accurately. The consensus rule is
configured for checking whether the target block meets a condition for uploading onto the
blockchain (e.g., checking whether pieces of service data in the target block belongs to the same
inter-chain service, checking whether service parties of the target block match identifiers of
multiple co-exclusive parties of the (M+1)"™ block which are indicated by the upload information,

and the like).

[070] In an embodiment, the first representative node checks the target block according to
the consensus rule, and then determines a final check result according to a result of checking the
target block on its own and results of checking the target block, which are broadcasted by
representative nodes other than the first representative node in the blockchain network. The target
block passing the check refers to that the first representative node determines that the target block
meets a condition for uploading onto the blockchain (an uploading condition) according to the result
of checking the target block on its own and the results of checking the target block, which are
broadcasted by representative nodes other than the first representative node in the blockchain
network. The first representative node records the target block to be the (M+1)th block of the
blockchain. When the type to which the next to-be-uploaded block is required to belong is the co-
exclusive type, the target block generated from the data of the inter-chain service is added onto the
blockchain. It is prevented that data of an inter-chain service in multiple blocks are separately
processed when handling the inter-chain service. Thereby, effective isolated process is
implemented among the inter-chain services, interactive processing among multiple blocks is

reduced, and hence the inter-chain services are processed with higher efficiency.

17



[071] Herein the upload information of the blockchain and the target block to be verified
through the consensus mechanism in the blockchain network are obtained. In a case that the upload
information indicates that the type to which the next to-be-uploaded block is required to belong is
the co-exclusive type, of which each block stores the data of the respective independent inter-chain
service, the target block is determined to serve as the next to-be-uploaded block and added onto the
blockchain. Hence, when there is inter-chain interaction, the service data of the independent inter-
chain services can be stored in blocks of the co-exclusive type. Such solution is advantageous over
that verification on an inter-chain service requires checking relevant service data in multiple blocks.

Thereby, the inter-chain services can be verified and processed with higher efficiency.

[072] In an embodiment, determining the target block to serve as the next to-be-uploaded
block and added the target block on to the blockchain in response to the upload information
indicating that the block type is the co-exclusive type comprises following steps. A check is
performed on the target block according to a consensus rule for the co-exclusive type, in response to
the upload information indicating that the block type is the co-exclusive type. The target block is
determined to serve as the next to-be-uploaded block and added onto the blockchain, in response to

that the target block passing the check.

[073] The consensus rule is configured for checking whether the target block meets the
uploading condition, and the uploading condition may be determined according to the upload
information. For example, the checking includes, but is not limited to, checking whether pieces of
service data in the target block belongs to the same inter-chain service, checking whether the
service parties of the target block match the identifiers of multiple co-exclusive parties of the
(M+1)th block which are indicated in the upload information, and the like. The target block passing
the check refers to that the first representative node determines that the target block meets the
uploading condition according to a result of checking the target block on its own and results of
checking the target block, which are broadcasted by representative nodes other than the first
representative node in the blockchain network. In case of passing the check, the target block can be

uploaded to the blockchain.

[074] In a specific embodiment, when the upload information indicates that the type to
which the next to-be-uploaded block is required to belong is the co-exclusive type, it indicates that
the next to-be-uploaded block is required to carry data of an inter-chain service. In such case, a
computer device may fetch the consensus rule for the co-exclusive type through query, and

performs the check on the target block according to such consensus rule. When the target block
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passes the check, the computer device adds the target block onto the blockchain as the next to-be-

uploaded block of the blockchain. Thereby, the target block is uploaded onto the blockchain.

[075] Herein the computer device performs the check on the target block according to the
consensus rule for the co-exclusive type, and adds the target block onto the blockchain in a case that
the target block passes the check. Thereby, it is ensured that the target block meets the uploading

conditions, and a successful rate of uploading the target block is guaranteed.

[076] Figure 3 shows a flowchart of a method for processing data based on a blockchain
according to another embodiment of the present disclosure. The blockchain comprises M
interconnected blocks, where M is a positive integer. The blockchain is deployed in a blockchain
network. Reference is made to Figure 1e, where the blockchain network comprises a witness
subnet and a consensus subnet. The witness subnet comprises at least one service node, and the
consensus subnet comprises N consensus clusters, where N is an integer greater than 1. Each
consensus cluster comprises multiple accounting nodes, one of which is elected as a representative
node of such consensus cluster. The N representative nodes form a consensus committee of the
blockchain. The method is executed at a first representative node in the consensus committee, and
the first representative node may be an arbitrary representative node in the consensus committee.

The method may include, but is not limited to, steps S301 to S305.

[077] In step S301, a bidding result for the next block to be uploaded onto the blockchain
is obtained, where the bidding result indicates a second representative node, which obtains a
privilege of proposing the next block to be uploaded onto the blockchain, and bidding information,

which is submitted by the second representative node for the next block to be uploaded onto the

blockchain.

[078] All representative nodes in the blockchain network perform consensus processing on
the bidding information for the next to-be-uploaded block to obtain the bidding result for the next
to-be-uploaded block. Specifically, the second representative node, which has the privilege of
proposing the next to-be-uploaded block and is determined based on the pieces of bidding
information, submits the bidding result for the next to-be-uploaded block. The bidding result may
indicate the second representative node that obtains the privilege of proposing the next to-be-
uploaded block, and indicates the bidding information submitted by the second representative node
for the next to-be-uploaded block. When there are M blocks in the blockchain, all representative
nodes in the blockchain network perform consensus processing on the pieces of bidding information
for the (M+1)™ block (e.g., determines a second representative node having a privilege of proposing

the (M+1)" block according to the bidding information) so as to obtain the bidding result of the
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(M+1)" block. The bidding result of the (M+1)™ block carries the block type to which the (M+1)™

block is required to belong.

[079] During an upload (or consensus) process of the M™ block, each representative node
which requires to bid for the (M+1)th block broadcasts the bidding information to other
representative nodes in the blockchain network. The bidding information is for bidding for the
privilege of proposing the (M+1)" block (i.e., for bidding for an exclusive block or a co-exclusive
block). The bidding information carries information concerning service data to be packed in the
(M+1)th block (e.g., an amount of service data to be packed in the (MJrl)th block, identifier(s) of
service parti(es) related to the (M+1)" block, and a type of the service data to be packed in the
(M+1)" block). The representative node that obtains the privilege of proposing the (M+1)" block
may produce a target block, which is to be verified through a consensus mechanism, according to its
bidding information (that is, pack the service data reported in the bidding information to generate
the to-be-verified target block). For example, representative node 1 needs to deposit 1000 pieces of
service data related to itself, and hence broadcasts bidding information 1 to the consensus
committee. Bidding information 1 indicates that the representative node 1 requests to obtain the
privilege of proposing the (M+1)" block, and comprises an amount of service data that needs to be
stored in the (M+1)™ block by representative node 1, an identifier (e.g., address or signature) of
representative node 1, and resources for bidding for the (M+1)th block. In case of obtaining the
privilege of proposing the (M+1)" block finally, representative node 1 generates a target block,
which is to be verified through a consensus mechanism, according to the amount of the service data

that needs to be stored in the (MJrl)th block as indicated in bidding information 1.

[080] In an embodiment, the identifier of the representative node requesting to obtain the
privilege of proposing the (M+1)" block and the amount of service data to be stored in the (M+1)™"
block are specified in a bidding transaction. When trying to reach a consensus on the bidding
transaction, the consensus committee checks whether an amount of to-be-deposited service data in a
resource pool meets the amount specified in the bidding transaction. For example, assuming that
the bidding transaction specifies that the second representative node would store 1000 pieces of
exclusive service data in the (M+1)" block, the consensus committee tries to reach the consensus on
the bidding transaction through checking whether a transaction pool comprises more than 1000
pieces of exclusive service data or ordinary service data from the second representative node. In
addition, the consensus committee may check whether a privilege of the representative node
initiating the bidding transaction in a smart contract is valid currently (e.g., check whether service
data in a last block of a sub-blockchain maintained by the representative node has been successfully
uploaded onto a public blockchain maintained jointly by members in the consensus committee).
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[081] During an inter-chain service, after inter-chain interactions among multiple
consensus clusters are completed, the service parties participating in a corresponding interchain
service negotiate to select one representative node randomly, and the representative node carries
signatures of all service parties to bid for a co-exclusive block. The bidding information comprises
identifiers of the service parties which would own the (M+1)" block co-exclusively, an amount of
service data to be stored into the (M+1)™ block by each service party, and the like. For example,
consensus cluster 1 to consensus cluster 3 participate in and completes inter-chain service 1,
consensus clusters 1 to 3 may determine representative node 1 of consensus cluster 1 as their
representative through negotiation, and representative node 1 applies for a co-exclusive block for
storing service data related to inter-chain service 1 on behalf of the consensus clusters 1 to 3. In
such case, bidding information 1 generated by the representative node 1 may comprise the
identifiers of the representative nodes of the consensus clusters 1 to 3, the amount of service data to
be stored into the (M+1)™ block by each of the consensus clusters 1 to 3 (i.e., by each service party),
and the like.

[082] In an embodiment, the bidding information comprises at least one of: an amount of
service data to be packed in the next to-be-uploaded block, an identifier of a service party related to

the service data, and a type of the service data.

[083] The target block stores the to-be-deposited service data of each service party. The
amount of service data to be packed in the next to-be-uploaded block refers to an amount used by
each of multiple co-exclusive parties. The target block is for a target service, and the identifier of
the service party related to the service data may refer to an identifier of the target service. The type
of service data refers to a type of data of an inter-chain service to be packed in the next to-be-

uploaded block.

[084] Herein the bidding information comprises at least one of: the amount of service data
to be packed in the next to-be-uploaded block, the identifier of the service party related to the
service data, and the type of the service data. Thereby, the corresponding upload information can
be generated from the bidding information, such that the target block can be verified through the
consensus mechanism based on the upload information. Data of the inter-chain service can be

processed more accurately.

[085] In one embodiment, the bidding information comprises a waiting period and a
quantity of resources for bidding. The consensus committee performs the consensus check, in a

consensus, based on the waiting period and the quantity of resources for bidding in the bidding
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information, and the bidding result is generated in a case that the bidding information passes the

check (i.e., verified in the consensus).

[086] In an embodiment, the consensus committee performs the consensus check on
bidding information sent by each representative node based on the waiting period and the quantity
of resources for bidding in such bidding information (for example, may check whether a resource
pool of the blockchain network comprises to-be-deposited service data indicated by the bidding
information, whether an amount of the to-be-deposited service data in the resource pool meet an
amount indicated by the bidding information, and the like). The bidding information for a block of
the co-exclusive type is taken as an example. The bidding information may comprise the
identifier(s) of service parti(es) participating in an inter-chain service and the amount of service data
to be packed in the (M+1)th block by each service party. The consensus committee may check
whether service parties indicated by the bidding information participate in such inter-chain service,
whether the amount of service data to be packed in the (M+1)™ block by each service party is
correct, and the like. The corresponding bidding result is generated after the bidding information
passes the check. In an embodiment, there may be multiple representative nodes bidding for a
block, and a bidding measurement is calculated based on the waiting period and the quantity of
resources for bidding. The consensus check is performed on the bidding information having the
largest bidding measurement. For example, the bidding measurement may be calculated as:
Bidding measurement = (Waiting period + Quantity of resources for bidding) * Weight
corresponding to a priority in a service. It is assumed that a national tax bureau has the waiting
period of 3 minutes, the quantity of resources for bidding equal to 97, and the weight corresponding
to the priority equal to 0.8, a municipal tax bureau has the waiting period of 5 minutes, the quantity
of resources for bidding equal to 145, and the weight corresponding to priority equal to 0.5, and a
county tax bureau has the waiting period of 20 minutes, the quantity of resources for bidding equal
to 180, and the weight corresponding to priority equal to 0.3. In such case, the bidding
measurement of the national tax bureau is equal to (3+97)*0.8=80, the bidding measurement of the
municipal tax bureau is equal to (5+145)*0.5=75, and the bidding measurement of the county tax
bureau is equal to (20+180)*0.3=60. Due to 80 > 75 > 60, the consensus check is performed on the
bidding information broadcasted by the national tax bureau. In a case that such bidding information

passes the check, the bidding result is generated based on such bidding information.

[087] Herein the consensus committee performs the consensus check on the bidding
information based on the waiting period and the quantity of resources for bidding in the bidding
information, and accordingly generates the bidding result. Thus, authority and validity of the
bidding result is ensured, and an order of processing data based on the blockchain is guaranteed.
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[088] In an embodiment, the waiting period is negatively correlated with a required
quantity of resources for bidding. The bidding information is obtained at least through a weighted

sum of the waiting period and the quantity of resources for bidding.

[089] The bidding information comprises the waiting period and the quantity of resources
for bidding, and the bidding information may be evaluated as a sum of the weighted waiting period
and the weighted quantity of resources for bidding. As a simple solution, the waiting period is
inversely proportional to the required quantity of resources for bidding (i.e., the longer the waiting
period is, the less the required bidding resources are, and the shorter the waiting period is, the more
the required bidding resources are). The waiting period refers to a period from a moment a target
representative node requests the privilege of proposing a block to a current moment (during which
the target representative node does not obtain the privilege of proposing the block). The target
representative node may be an arbitrary representative node in the consensus committee. As
example, representative node 1 requests the privilege of proposing the block 10 minutes ago and
does not obtain such privilege in the last 10 minutes, and thus the waiting period of representative
node 1 is 10 minutes. As another example, representative node 2 requests the privilege of
proposing a block 30 minutes ago, obtains such privilege 17 minutes ago, and obtains such privilege
again 8 minutes ago, and thus the waiting period of representative node 2 is 8§ minutes. The
resources for bidding may be determined according to an actual situation. For example, the
resources for bidding may comprises one or more of: real resources, virtual objects, an amount of

to-be-deposited service data, and the like.

[090] Herein the bidding information is determined through a weighted sum of the waiting
period and the quantity of resources for bidding, which balances influences of the waiting period
and the quantity of resources for bidding effectively. An effect of attributing the proposal privilege

is ensured, and an order of processing data based on the blockchain is guaranteed.

[091] In an embodiment, the bidding information is calculated as a weighted sum of’ the
waiting period, the quantity of resources for bidding, and the weight corresponding to a priority in

the service.

[092] Different representative nodes may correspond to different priorities (taking tax
bureaus as an example, in the corresponding service (i.e., invoicing), the priority of a national tax
bureau is higher than that of a municipal tax bureau, and the priority of the municipal tax bureau is
higher than that of a county tax bureau). The higher the priority is, the greater the corresponding

weight is. The bidding information may be obtained through calculating the weighted sum of the
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waiting period, the quantity of resources for bidding, and the weight corresponding to the priority in

the service.

[093] Herein the bidding information is obtained through calculating the weighted sum of
the waiting period, the quantity of resources for bidding, and the weight corresponding to the
priority in the service, which balances influences of the waiting period and the quantity of resources
for bidding effectively through the service priority. An effect of attributing the proposal privilege is

ensured, and an order of processing data based on the blockchain is guaranteed.

[094] In an embodiment, the resources for bidding comprises at least one of: real resources,

virtual objects, or an amount of to-be-deposited service data.

[095] The resources for bidding may be configured according to an actual requirement, and
include but are not limited to the real resources, the virtual objects, and the amount of to-be-
deposited service data. Different resources may be applied in different scenarios. Thus, the

application scenarios of the method are expanded.

[096] In an embodiment, the first representative node and the second representative node
are different representative nodes. Obtaining the bidding result of the next block to be uploaded
onto the blockchain comprises following steps. The bidding information submitted by the second
representative node for the next block to be uploaded onto the blockchain is received when a block
at a tail position in the blockchain is being verified through a consensus mechanism, where the
bidding information is configured to request the privilege of proposing the next block to be
uploaded onto the blockchain. A check is performed on the bidding information to reach a

consensus. The bidding result broadcasted by the consensus committee is received.

[097] The tail position refers to a position at which the last block uploaded onto the
blockchain is located in the blockchain. For example, there are M blocks in the blockchain, and the
block at the tail position in the blockchain is the M™ block. In a specific embodiment, the first
representative node receives the bidding information submitted by the second representative node
for the (M+1)th block when the M™ block in the blockchain is being verified through the consensus
mechanism the blockchain. The bidding information is configured for requesting the privilege of
proposing the (M+1)" block. The first representative node performs the check on the bidding
information to reach the consensus, receives the bidding result broadcasted by the consensus
committee (i.e., by the representative nodes other than the first representative node in the consensus
committee), and determines a bidding result having a highest recurrence rate as the final bidding
result. For example, among the bidding results obtained by the first representative node, a

recurrence rate of generating bidding result 1 from bidding information 1 is 95%, the recurrence
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rate of generating bidding result 2 from bidding information 2 is 3%, and the recurrence rate of
generating bidding result 3 from bidding information 3 is 2%. In such case, the first representative

node determines bidding result 1 generated from bidding information 1 as the final bidding result.

[098] Herein when the first representative node and the second representative node are
different representative nodes, the first representative node receives the bidding information
submitted by the second representative node, and then receives bidding result(s) that are
broadcasted after such bidding information has been subject to the consensus check. Thereby, it is
ensured that the final bidding result is based on the bidding information broadcasted by the second

representative node having the proposal privilege, and accuracy of the bidding result is guaranteed.

[099] In another embodiment, the first representative node and the second representative
node are the same representative node. Obtaining the bidding result of the next block to be
uploaded onto the blockchain comprises following steps. The bidding information for the next to-
be-uploaded block is submitted to the consensus committee when a block at a tail position of the
blockchain is being verified through the consensus mechanism, where the bidding information is
configured for requesting the privilege of proposing the next block to be uploaded onto the
blockchain. A check is performed on the bidding information to reach a consensus. A bidding

result broadcasted by the consensus committee is received.

[0100] The tail position refers to a position at which the last block uploaded onto the
blockchain is located in the blockchain. In a specific embodiment, the first representative node
submits the bidding information for the (M+1)™ block to the consensus committee when the M™
block in the blockchain is being verified through the consensus mechanism, where the bidding
information is configured for requesting the privilege of proposing the (MJrl)th block. The first
representative node performs the check on the bidding information to reach the consensus, receives
the bidding result broadcasted by the consensus committee (i.e., by the representative nodes other
than the first representative node in the consensus committee), and determines a bidding result

having a highest recurrence rate as the final bidding result..

[0101] Herein when the first representative node and the second representative node are the
same representative node, the first representative node submits the bidding information directly, and
receives the broadcasted bidding result after such bidding information has been subject to the
consensus check. Thereby, it is ensured that the final bidding result is based on the bidding
information broadcasted by the first representative node having the proposal privilege, and accuracy

of the bidding result is guaranteed.
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[0102] In step S302, the upload information of the next block to be uploaded onto the

blockchain is generated according to the bidding result.

[0103] In an embodiment, the first representative node determines the second representative
node (i.e., the representative node having the privilege of proposing the (M+1)th block) according to
the bidding result, and generates the upload information of the (M+1)™ block according to the
bidding information broadcasted by the second representative node. For example, the first
representative node may determine the bidding information broadcasted by the second
representative node as the upload information of the (M+1)th block. The first representative node
may alternatively extract some data from the bidding information broadcasted by the second
representative node (e.g., identifier(s) of service parti(es) related to the (M+1)™ block, an amount of
to-be-deposited service data of each service party, or the like), and generate the upload information
of the (M+1)th block according to the extracted data. Herein the upload information is generated
according to the bidding result of the next to-be-uploaded block. In a specific embodiment, the
upload information is generated based on the bidding information submitted by the second
representative node for the next to-be-uploaded block in the blockchain, which is indicated by the
bidding result. Thereby, the upload information of the next to-be-uploaded block can be accurately
obtained, such that the type to which the next to-be-uploaded block is required to belong can be

accurately determined.

[0104] In an embodiment, generating the upload information of the next block to be
uploaded onto the blockchain according to the bidding result comprises following steps. Bidding
information is extracted from the bidding result. The upload information of the next block to be

uploaded onto the blockchain is generated according to the extracted bidding information.

[0105] In an embodiment, the bidding result carries the bidding information. A computer
device extracts the bidding information from the obtained bidding result, generates the upload
information of the next to-be-uploaded block based on the extracted bidding information, and
further determines a type to which the next to-be-uploaded block is required to belong based on the
upload information. Herein the bidding information is extracted from the bidding result to generate
the upload information, and thereby the type to which the next to-be-uploaded block is required to
belong can be determined based on the bidding information submitted by the second representative
node having the proposal privilege. An order of processing data based on the blockchain is

guaranteed.

[0106] In step S303, a target block to be verified through a consensus mechanism in a

blockchain network is obtained.
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[0107] In an implementation, the first representative node and the second representative
node are different representative nodes. The first representative node obtains the target block which

is broadcasted by the second representative node.

[0108] Alternatively, the first representative node and the second representative node are the
same representative node. The first representative node obtains data of each service party in a
target inter-chain service from a resource pool of the blockchain network, and generates a target

block according to the data of all service parties.

[0109] In a specific embodiment, the first representative node determines whether a result of
a bidding transaction is packed in the M™ block, when the M™ block is being verified through the
consensus mechanism. In a case that the result of a bidding transaction is packed in the M™ block,
the upload information of the (M+1)th block is generated according to the such result. The first
representative node obtains the data of each service party in the target inter-chain service from the
resource pool of the blockchain network, and generates the target block accordingly, such that the

data of the inter-chain service can be processed with high efficiency.

[0110] In a case that the upload information of the (M+1)" block indicates that the (M+1)™"
block is required to be of an exclusive type, the (M+1)" block can only store exclusive service data
and ordinary service data, which is related to the representative node indicated by the result of the
bidding transaction (that is, the exclusive service data is stored first, and then the ordinary service
data is stored to fill the target block completely, such that the amount of service data in the (M+1)™

block meets the amount indicated by the upload information).

[0111] In an embodiment, data indicating a reduction in resources for bidding for the

(MJrl)th block is generated, and such data is packed into the target block along with the service data.

[0112] In a case that the upload information of the (M+1)" block indicates that the (M+1)"
block is required to be of the co-exclusive type, the (M+1)™ block can only store co-exclusive

service data related to the inter-chain service indicated by the result of the bidding transaction.

[0113] In a case that the upload information of the (M+1)™ block indicates that the (M+1)™
block is required to be of an ordinary type, the (MJrl)th block is configured for storing ordinary

service data in a resource pool, transaction data concerning a global update on configurations of the

blockchain, and the like.

[0114] In a case that T consecutive blocks on the blockchain are of either the exclusive type
or the co-exclusive type, the smart contract is altered to determine that the type to which the target

block is required to belong is the ordinary type (i.e., it is necessary to generate an ordinary block
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after generating T consecutive blocks which are either exclusive or co-exclusive in the blockchain),

where T is a positive integer.

[0115] The resource pool may comprise service data of the three types. A first type is
exclusive service data (that is, data of a service which only allows a certain party to participate),
which can only be stored in the exclusive block. A second type is co-exclusive service data (that is,
data of a service which allows at least two parties to participate and excludes participation of any
other party), which can only be stored in a co-exclusive block. The co-exclusive block stores the
co-exclusive service data related to an inter-chain service in which 2 to N service parties participate.
The co-exclusive service data related to the inter-chain service may be specially labelled, that is, the
service data carries identifiers of sub-blockchains (i.e., private chains maintained by consensus
clusters) of the service parties participating in the inter-chain service and identifiers of all service
parties (e.g., an address of each service party, and a signature of each service party. A third type is
ordinary service data (that is, data of a service not dedicated to any certain participant), which may
be stored in an ordinary block or an exclusive block. In the exclusive block, a priority of the

ordinary service data is lower than that of the exclusive service data.

[0116] In step S304, a check is performed on the target block according to a consensus rule
for a co-exclusive type, in response to the upload information indicating that a block type of the

next block to be uploaded onto the block chain is the co-exclusive type.

[0117] Performing the check on the target block according to the consensus rule for the co-
exclusive type comprises a following step. The first representative node performs checks validity
of the target block according to the upload information, and the consensus committee determines a

final result of the check through voting.

[0118] The check performed on the target block according to the consensus rule for the co-

exclusive type may be conducted through one or more following manners.

[0119] In an embodiment, the target block is for a target service, and stores inter-chain data
of the target service. Performing the check on the target block according to the consensus rule for
the co-exclusive type comprises following steps. It is checked whether the target service is an
independent inter-chain service. The target block is determined to pass the check, in a case that the

target service is the independent inter-chain service.

[0120] A computer device at the first representative node may check whether the target
service is the independent inter-chain service. In a specific embodiment, the computer device of the

first representative node may check whether data of the target service is of the co-exclusive type. In
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a case that the data of the target service is not of the co-exclusive type, it is determined that the
target service is not the independent inter-chain service, and the target block fails the check. In a
case that the data of the target service is of the co-exclusive type, it is determined that the target

block passes the check, and can be added onto the blockchain.

[0121] Moreover, when determining that the data of the target service is of the co-exclusive
type, the computer device may further check whether identifiers of service parties of the target
service, which are carried in the data of the target service, match. In a case that the identifiers of the
service parties carried in the data of the target service match, it is determined that the target service
is the independent inter-chain service, and the target block passes the check. In a case that the
identifiers of the service parties carried in the data of the target service do not match, it is
determined that the target service is not the independent inter-chain service, and the target block
fails the check. For example, it is assumed that that service party A and service party B participate
the target service. In a case that the service data concerning service party A carries only an
identifier of service party B (and an identifier of service party A) and the service data concerning
service party B carries only an identifier of service party A (and an identifier of service party B), it
is determined that the target service is the independent inter-chain service, and the target block
passes the check. Contrarily, in a case that the service data concerning service party A carries an
identifier of a service party other than (service party A and) service party B (e.g., carries an
identifier of service party C) or the service data concerning service party B carries an identifier of a
service party other than service party A (and service party B) (e.g., carries an identifier of service
party D), it is determined that the target service is not the independent inter-chain service, and the

target block fails the check.

[0122] Herein the computer device checks the target service related to the target block to
determine whether the target service is the independent inter-chain service, so as to implement the
checking on the target block. Thereby, it is ensured that the target block meets a service condition

for the next to-be-uploaded block, and that the next block is correctly added onto the blockchain.

[0123] In another embodiment, the target block is for the target service, and stores
identifiers of multiple service parties participating in the target service, and the upload information
further indicates the identifiers of co-exclusive parties of the next to-be-uploaded block.
Performing the check on the target block according to the consensus rule for the co-exclusive type
comprises following steps. It is checked whether the identifiers of the multiple service parties in
the target block are consistent with the identifiers of the co-exclusive parties of the next to-be-

uploaded block. The target block is determined to pass the check in a case that the identifiers of the
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multiple service parties in the target block are consistent with the identifiers of the co-exclusive

parties of the next to-be-uploaded block.

[0124] In an embodiment, the first representative node checks whether the identifiers of the
multiple service parties in the target block are consistent with the identifiers of the co-exclusive
parties in the next to-be-uploaded block. When there are M blocks in the blockchain, it is
determined whether the identifiers of the multiple service parties in the target block are consistent
with the identifiers of the co-exclusive parties of the (MJrl)th block. The target block passes the
check in a case that the identifiers of the multiple service parties in the target block are consistent
with the identifiers of the co-exclusive parties of the (M+1)" block. The target block fails the check
in a case that the identifiers of the multiple service parties in the target block are not consistent with
the identifiers of the co-exclusive parties of the (M+1)th block. For example, the target block stores
the identifiers of service party 1 and service party 2 which participate in the target service, and the
upload information indicates that the identifiers of the co-exclusive parties of the (M+1)™ block are
the identifiers of service party 1 and service party 2. In such case, the first representative node
determines that the target block passes the check, and the target block can be added onto the
blockchain.

[0125] Herein the computer device checks the identifiers of service parties of the target
service related to the target block to determine whether the identifiers of the multiple service parties
in the target block are consistent with the identifiers of the co-exclusive parties of the next to-be-
uploaded block, so as to implement the checking on the target block. Thereby, it is ensured that the
target block meets a service condition for the next to-be-uploaded block, and that the next block is

correctly added onto the blockchain.

[0126] In an embodiment, the target block further stores to-be-deposited service data of
each service party, and the upload information further indicates a data amount claimed by each co-
exclusive party. The method further comprises following steps after determining that the identifiers
of the multiple service parties in the target block are consistent with the identifiers of the co-
exclusive parties of the next to-be-uploaded block. An amount of the to-be-deposited service data
of each service party is determined in the target block. It is checked whether the amount of the to-
be-deposited service data of each service party matches the data amount claimed by the co-
exclusive party corresponding to such service party. In a case that the amount of to-be-deposited
service data of each service party matches the data amount claimed by the co-exclusive party

corresponding to such service party, it is determined that the target block passes the check.
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[0127] In an embodiment, the first representative node obtains the amount of to-be-
deposited service data of each service party in the target block (e.g., count a volume of to-be-
deposited service data of each service party in the target block), and checks whether the amount of
to-be-deposited service data of each service party matches the data amount claimed by the
corresponding co-exclusive party (e.g., check whether the amount of to-be-deposited service data of
each service party in the target block is identical to the data amount claimed by the corresponding
co-exclusive party). In a case that the amount of the to-be-deposited service data of each service
party matches the data amount claimed by the corresponding co-exclusive party, the target block
passes the check. In a case that the amount of the to-be-deposited service data of at least one
service party does not match the data amount claimed by the corresponding co-exclusive party, it is
determined that the target block fails the check. For example, it is assumed that there are two pieces
of to-be-deposited service data of service party 1 and a piece of to-be-deposited service data of
service party 2 in the target block, and the upload information indicates that the data amount
claimed by service party 1 is 2 pieces and the data amount claimed the service party 2 is 1 piece. In

such case, the first representative node determines that the target block passes the check.

[0128] Herein the computer device checks the amount of to-be-deposited service data of
each service part in the target block to determine whether the amount of the to-be-deposited service
data of each service party in the target block matches the data amount claimed by the corresponding
co-exclusive party of the next to-be-uploaded block, so as to implement the checking on the target
block. Thereby, it is ensured that the target block meets a service condition for the next to-be-

uploaded block, and that the next block is correctly added onto the blockchain.

[0129] In an embodiment, the target block is for a target service in which multiple service
parties participate, and each service party refers to one of the consensus clusters in the consensus
subnet. The target block further stores the to-be-deposited service data of each service party. Each
service party maintains a sub-blockchain (i.e., each consensus cluster maintains a private chain for
storing data of service(s) within the consensus cluster). Performing the check on the target block
according to the consensus rule for the co-exclusive type comprises following steps. It is checked
whether the to-be-deposited service data of each service party in the target block has been stored in
the sub-blockchain of such service party. The target block is determined to pass the check, in a case
that the to-be-deposited service data of each service party in the target block has stored in the sub-

blockchain of such service party.

[0130] In an embodiment, the first representative node checks whether the to-be-deposited

service data of each service party in the target block has been stored in the respective sub-
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blockchain of such service party (e.g., the first representative node transmits a conformation request
to each service party to confirm that the to-be-deposited service data of each service party has been
stored in the respective sub-blockchain of such service party). It is determined that the target block
passes the check, in a case that the to-be-deposited service data of each service party in the target
block has been stored in the sub-blockchain of such service party. It is determined that the target
block does not pass the check, in a case that the to-be-deposited service data of at least one service

party in the target block has not been stored in the sub-blockchain of the corresponding service
party.

[0131] Herein the computer device checks whether the to-be-deposited service data in the
target block has been stored in the respective sub-blockchain of the corresponding service party.
Thereby, it is ensured that the corresponding to-be-deposited service data has been stored in the
respective sub-blockchain for each service party, that the target block meets a condition of storing
the to-be-deposited service data in a sub-chain for the next to-be-uploaded block, and that the next

block is correctly added onto the blockchain.

[0132] In step S305, the target block is determined to serve as the next block to be uploaded
onto the blockchain and is added into the blockchain, in a case that the target block passes the check.

[0133] The (M+1)th block carries an identifier of the type of such block and the identifiers of
service parties related to the (M+1)™ block. In an embodiment, the new block is added onto the

blockchain through a following process.

[0134] (1) The second representative node for uploading the (M+1)™ block generates a

target block to be verified through the consensus mechanism;

[0135] (2) The second representative node for uploading the (MJrl)th block broadcasts the
target block to representative node(s) other than the second representative node in the consensus
committee.

[0136] (3) The representative nodes in the consensus committee check the target block, and

each broadcasts its respective check result to other representative nodes in the consensus committee.

As an example, each representative node votes to indicates its approval on one check result.

[0137] (4) Each representative node in the consensus committee collects the votes from
other representative nodes in the consensus committee, and broadcasts a voting result indicating a

check result having won votes of a proportion greater than a threshold (e.g., 2/3).

[0138] (5) Each representative node in the consensus committee collects the voting results

of other representative nodes in the consensus committee. In a case that a check result indicating

32



that the target block passes the check are indicated in voting results of a proportion greater than a
threshold (e.g., 2/3), it is indicated that the target block has been verified through the consensus

mechanism.

[0139] (6) The target block is determined to serve as the (M+1)th block in the blockchain.
Then, a new second representative node corresponding to the (M+2)™ block is determined

according to a bidding result that reaches a consensus.

[0140] Figure 4 shows a schematic diagram of a scenario of processing data based on a
blockchain according to an embodiment of the present disclosure. Hereafter brief introduction is
made in conjunction with Figure 4 for illustrating a detailed implementation of the method for
processing data based on the blockchain according to embodiments the present disclosure. As
shown in Figure 4, the consensus subnet comprises N consensus clusters, where N is an integer
greater than 1. An accounting node among each consensus cluster in the consensus subnet may be
selected as the representative node, and the N representative nodes form the consensus committee.
The consensus committee maintains the blockchain 401 for the consensus subnet, and the
blockchain 401 is the main chain in the blockchain network. The N consensus clusters may bid for
the proposal privilege in the blockchain network. After obtaining the proposal privilege, the
consensus cluster has the proposal privilege and is responsible for generating the target block to be
verified through the consensus mechanism. The representative node of such consensus cluster is
responsible for broadcasting the target block to be verified through the consensus mechanism to
each representative node in the consensus committee, such that the consensus committee can
perform process concerning a consensus. As an example, the representative node of consensus
cluster 3 broadcasts block A1 in the blockchain 401to the representative nodes in the consensus
committee. As another example, the representative node of consensus cluster 1 broadcasts block C1
in the blockchain 401 to the representative nodes in the consensus committee. Thereby, the service
data throughout the entire consensus subnet can be recorded in the blockchain which is maintained
by the consensus committee, which facilitates management and review of the service data provided

by different consensus clusters in the consensus subnet.

[0141] Each consensus cluster may further maintain its own sub-blockchain which only
comprises blocks concerning its own service, which facilitates the consensus cluster managing its
own service data. In an embodiment, when a new block is generated in a consensus cluster, the new
block may anchor a previous block generated in such consensus cluster, and hence the sub-
blockchain of the consensus cluster is organized. As shown in Figure 4, consensus cluster 1 may

organize its own sub-blockchain 402. The sub-blockchain 402 comprises block C1 and block C2
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that are generated in consensus cluster 1. When block C2 is generated in consensus cluster 1, block
C2 may be anchored to its previous block, C1, in the sub-blockchain 401 of consensus cluster 1,
that is, block C2 records a subprehash, i.e., a hash, of previous block C1 in the sub-blockchain 402
of the consensus cluster 1. When the representative node submits the block C2 is submitted to the
blockchain 401 of the consensus subnet for a consensus, the block C2 may further be anchored to a
previous block in the blockchain 401. In such case, a prehash, i.e., a hash, of block D1 in the
blockchain 401 is recorded in block C2. Accordingly, each consensus cluster may organize its own
sub-blockchain through the subprehashes in the blocks to facilitate management its own service
data, and the consensus committee may maintain the blockchain of the entire consensus subnet to

facilitate unified management and unified review of service data of the entire consensus subnet.

[0142] Moreover, the consensus clusters in the consensus subnet may perform inter-chain

interactions (i.e., execute a inter-chain service). Specifics are as follows.

[0143] (1) The accounting nodes in each consensus cluster supports that an accounting node
in another consensus cluster initiates an inter-chain request toward them (e.g., requests data

interaction for an inter-chain service).

[0144] (2) A service smart contract corresponding to the inter-chain request is registered in

advance in the accounting nodes of each consensus cluster.

[0145] (3) The inter-chain service is invoked after a connection is established among
accounting nodes of at least two consensus clusters. The service data, which is related to the inter-
chain service and is generated during the invoking, is required to be packed as a block in the sub-
blockchain of each consensus cluster. As shown in Figure 4, A2 is the block packed in the sub-
blockchain of consensus cluster 3, and B2 is the block packed in the sub-blockchain of consensus
cluster 4. A block of a co-exclusive type is only capable to store service data which is also of the
co-exclusive type and related to inter-chain service (e.g., the service data in A2 and B2). The inter-
chain interactions between consensus cluster 3 and consensus cluster 4 belongs to an independent
inter-chain service. The co-exclusive service data related to one independent inter-chain service can
only be stored into one co-exclusive block, and the co-exclusive service data related to multiple

independent inter-chain services cannot be mixed and packed together into one co-exclusive block.

[0146] (4) Similar to (3), each representative node can bid for the co-exclusive block. Each

time an independent inter-chain service is initiated, bidding is performed for a co-exclusive block.

[0147] (5) The inter-chain service involves conformation of multiple parties. Hence, as

shown in Figure 4, the consensus cluster 3 adds A2 onto the sub-blockchain maintained itself, and

34



the consensus cluster 4 adds B2 onto the sub-blockchain maintained itself. Afterwards, the
consensus cluster 3 and the consensus cluster 4 need to wait until block A2+B2 on the blockchain
main chain passes the check, before each of them continues to add a new block to the corresponding

sub-blockchain.

[0148] An invoicing service is taken as an example of the inter-chain service. The
consensus algorithm is bound with a logic of processing electronic invoices in a blockchain. Each
invoicing institution (e.g., local tax bureaus in different provinces and cities) obtains a privilege of
producing a block through broadcasting its bidding information to the consensus committee. A part
that obtains the privilege for the (N+1)™ block is determined during a process of reaching a
consensus on the N™ block of the blockchain. After accumulating a certain amount of service data
(invoicing data), each representative node of a corresponding tax bureau (e.g., an SPV node) may
broadcast bidding information to the consensus committee to bid for a block of the exclusive type.
The consensus committee determines which representative node has the privilege of proposing the
next block based on the bidding information of each representative node. After winning in the
bidding for the exclusive block, the representative node obtaining the privilege of proposing the
next block pays a certain quantity of resources for bidding, which is correlated with its waiting
period (weighting between the waiting period and the resources for bidding may be designed based
on an actual requirement). All the accumulated exclusive service data (invoicing data) and
accumulated ordinary service data (invoicing data), which are related to the representative node,

would be packed into the exclusive block.

[0149] Herein the bidding for the exclusive block can enable the service data of a single
consensus cluster (a corresponding institution) to be uploaded onto the block chain in a batch, and
the exclusive block allows the single representative node to store its related service data into a
single block to facilitate subsequent check and audit. Exclusive blocks are capable to achieve good
isolation between service data of different representative nodes and achieve good protection on
privacy. When searching for a piece of service data, unrelated blocks may be quickly skipped
through the sub-blockchain maintained by each consensus cluster, which improves query efficiency.
In addition, the bidding can meet a requirement of a representative node which needs to upload a
large amount of service data as soon as possible, and a required quantity of resources for bidding
can be calculated through considering the waiting period. Hence, overall efficiency and fairness of
the blockchain network are both guaranteed. When considering the data processing solutions
corresponding to the inter-chain service, not only a feasible scheme for interactions among multiple
service parties is provided, but also independence of data of each inter-chain service data is
guaranteed through co-exclusive blocks according to embodiments of the present disclosure. The
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sub-blockchain maintained by each consensus cluster can effectively synchronize its relevant inter-
chain data. In practice, it has been proven that the foregoing solutions have good scalability and are
suitable for scenarios in which there are multiple consensus clusters in a blockchain network and

various inter-chain services are continuously added into the blockchain network.

[0150] Hereinabove the method embodiments are illustrated in detail. Correspondingly,

thereinafter apparatus embodiments are provided for better implementation of the above solutions.

[0151] Figure 5 shows a structure diagram of an apparatus for processing data based on a
blockchain according to an embodiment of the present disclosure. The apparatus may be deployed
on a representative node as shown in Figure le. The apparatus as shown in Figure 5 may be
configured to perform some or all of the functions in the foregoing method embodiments as
described in conjunction with Figure 2 and Figure 3. The blockchain comprises at least one block,
and 1s deployed in a blockchain network comprising a witness subnet and a consensus subnet. The
witness subnet comprises at least one service node, and the consensus subnet comprises at least two
consensus clusters. Each of the at least two consensus cluster comprises multiple accounting nodes,
one of which is elected as a representative node of such consensus cluster. The representative
nodes of all consensus clusters form a consensus committee of the blockchain. The apparatus may
be deployed at a first representative node in the consensus committee, and the first representative
node may be an arbitrary representative node in the consensus committee. Reference is made to

Figure 5. Each unit is described in detail as follows.

[0152] An obtaining unit 501 is configured to obtain upload information of the blockchain,
where the upload information indicates a block type to which a next block to be uploaded onto the
blockchain is required to belong, and obtain a target block to be verified through a consensus
mechanism in the blockchain network, where the target block is generated from data of an inter-

chain service.

[0153] A processing unit 502 is configured to determine the target block to serve as the next
block to be uploaded onto the blockchain and add the target block into the blockchain, in response
to the upload information indicating that the block type is a co-exclusive type, where each block of

the co-exclusive type stores data of a respective independent inter-chain service.

[0154] In an embodiment, the processing unit 502 is further configured to: perform a check
on the target block according to a rule for the co-exclusive type, in response to the upload
information indicating that the next block to be uploaded onto the blockchain is of the co-exclusive
type; and determine the target block to serve as the next block to be uploaded onto the blockchain

and add the target block into the blockchain, in response to the target block passing the check.
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[0155] In an embodiment, the target block stores the data of the inter-chain service. The
processing unit 502 is further configured to: check whether the inter-chain service is an independent
inter-chain service; and determine that the target block passes the check, in response to that the

inter-chain service being the independent inter-chain service.

[0156] In an embodiment, the target block stores identifiers of multiple service parties
participating in the inter-chain service, and the upload information further indicates identifiers of
multiple co-exclusive parties of the next block to be uploaded onto the blockchain. The processing
unit 502 is further configured to: check whether the identifiers of the multiple service parties in the
target block are consistent with the identifiers of the co-exclusive parties of the next block to be
uploaded onto the blockchain; and determine that the target block passes the check, in response to
the identifiers of the multiple service parties in the target block being consistent with the identifiers

of the multiple co-exclusive parties of the next block to be uploaded onto the blockchain.

[0157] In an embodiment, the target block stores to-be-deposited service data of each of the
multiple service parties, and the upload information further indicates a data amount claimed by each
of the multiple co-exclusive parties. The processing unit 502 is further configured to: obtain an
amount of the to-be-deposited service data of each of the multiple service parties in the target block;
check whether the amount of the to-be-deposited service data of each of the multiple service parties
matches the data amount claimed by a corresponding one among the multiple co-exclusive parties
which is identical to said service party in the identifier; and determine that the target block passes
the check, in response to that the amount of the to-be-deposited service data of each of the multiple
service parties matches the data amount claimed by the corresponding one among the multiple co-

exclusive parties.

[0158] In an embodiment, multiple service parties participate in the inter-chain service, and
each of the multiple service parties is one of the at least two consensus clusters. The target block
further stores to-be-deposited service data of each of the multiple service parties. Each of the
multiple service parties maintains a sub-blockchain. The processing unit 502 is further configured
to: check whether the to-be-deposited service data of each of the multiple service party in the target
block has been stored in the sub-blockchain of said service party; and determine that the target
block passes the check, in response to the to-be-deposited service data of each of the multiple

service parties in the target block having been stored in the sub-blockchain of said service party.

[0159] In an embodiment, the obtaining unit 501 is further configured to: obtain a bidding
result of the next block to be uploaded onto the blockchain, where the bidding result indicates a

second representative node, which obtains a privilege of proposing the next block to be uploaded

37



onto the blockchain, and the bidding information, which is submitted by the second representative
node for the next block to be uploaded onto the blockchain; and generate the upload information of

the next block to be uploaded onto the blockchain according to the bidding result.

[0160] In an embodiment, the obtaining unit 501 is further configured to: receive the
bidding information submitted by the second representative node for the next to-be-uploaded block,
when a block currently located at a tail position of the blockchain is being verified through the
consensus mechanism, where the bidding information is configured for requesting the privilege of
proposing the next block to be uploaded onto the blockchain; perform a check on the bidding
information to reach a consensus among the consensus committee; and receive the bidding result

which is broadcasted by the consensus committee.

[0161] In an embodiment, the first representative node and the second representative node
are identical. The obtaining unit 501 is further configured to: submit the bidding information to the
consensus committee, when a block currently located at a tail position of the blockchain is being
verified through the consensus mechanism, where the bidding information is configured for
requesting the privilege of proposing the next block to be uploaded onto the blockchain; perform a
check on the bidding information to reach a consensus among the consensus committee; and receive

the bidding result which is broadcasted by the consensus committee.

[0162] In an embodiment, the obtaining unit 501 is further configured to extract the bidding
information from the bidding result, and generate the upload information of the next block to be

uploaded onto the blockchain according to the extracted bidding information.

[0163] In an embodiment, the bidding information comprises at least one of: an amount of
service data to be packed in the next block to be uploaded onto the blockchain, identifiers of service

parties related to the service data, or a type of the service data.

[0164] In an embodiment, the bidding information comprises a waiting period and a
quantity of resources for bidding, and the consensus committee generates the bidding result in
response to the bidding information verified by the consensus committee in the consensus based on

the waiting period and the quantity of resources for bidding.

[0165] In an embodiment, the resources for bidding comprises at least one of: real resources,

virtual objects, or an amount of to-be-deposited service data.

[0166] In an embodiment, multiple service parties participate in the inter-chain service, and
the first representative node and the second representative node are identical. The processing unit

502 is further configured to: obtain the data of the inter-chain service, of each of the multiple
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service parties, from a resource pool of the blockchain network; and generate the target block

according to the data of the inter-chain service of each of the multiple service parties.

[0167] Herein some of the steps involved in the method as shown in Figures 2 and 3 may be
performed by the units in the apparatus as shown in Figure 5. For example, steps S201 and S202 as
shown in Figure 2 may be performed by the obtaining unit 501 as shown in Figure 5, and step S203
may be performed by the processing unit 502 a shown in Figure 5. For example, steps S301 and
S303 as shown in Figure 3 may be performed by the obtaining unit 501 as shown in Figure 5, and
steps S302, S304, and S305 may be performed by the processing unit 502 as shown in Figure 5.
The units in the apparatus as shown in Figure 5 may be separately or integrally combined into one
or more other units, or one or more of the units may be divided into multiple smaller units in
functions, which can achieve the same operations without affecting technical effects of
embodiments of the present disclosure. The foregoing units are divided based on logical functions.
In practice, the functions of one unit may be alternatively implemented by multiple units, or the
functions of multiple units may be alternatively implemented by one unit. In other embodiments,
the apparatus for processing data based on the blockchain may comprise other units. In practice,
these functions may be implemented with assistance of other units, and may be implemented by

multiple units in collaboration.

[0168] In an embodiment, a computer program (comprising program codes) capable of
performing the steps involved in the methods as shown in Figures 2 and 3 may be run on a general-
purpose computing apparatus, €.g., a computer comprising a processing element and a memory
element, for example, comprising a central processing unit (CPU), a random-access memory
(RAM), and a read-only memory (ROM), so as to construct the apparatus as shown in Figure 5 and
implement the method disclosed herein. The computer program may be stored on, for example, a
computer-readable recording medium, loaded into such computing apparatus via the computer-

readable recording medium, and executed on the computing apparatus.

[0169] Herein the bidding for the exclusive block can enable the service data of a single
consensus cluster (a corresponding institution) to be uploaded onto the block chain in a batch, and
the exclusive block allows the single representative node to store its related service data into a
single block to facilitate subsequent check and audit. Exclusive blocks are capable to achieve good
isolation between service data of different representative nodes and achieve good protection on
privacy. When searching for a piece of service data, unrelated blocks may be quickly skipped
through the sub-blockchain maintained by each consensus cluster, which improves query efficiency.

In addition, the bidding can meet a requirement of a representative node which needs to upload a
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large amount of service data as soon as possible, and a required quantity of resources for bidding
can be calculated through considering the waiting period. Hence, overall efficiency and fairness of
the blockchain network are both guaranteed. When considering the data processing solutions
corresponding to the inter-chain service, not only a feasible scheme for interactions among multiple
service parties is provided, but also independence of data of each inter-chain service data is
guaranteed through co-exclusive blocks according to embodiments of the present disclosure. The
sub-blockchain maintained by each consensus cluster can effectively synchronize its relevant inter-
chain data. In practice, it has been proven that the foregoing solutions have good scalability and are
suitable for scenarios in which there are multiple consensus clusters in a blockchain network and

various inter-chain services are continuously added into the blockchain network.

[0170] Reference is made to Figure 6, which shows a structural diagram of a device for
processing data based on a blockchain according to an embodiment of the present disclosure. As
shown in Figure 6, the device for processing data based on a blockchain comprises at least a
processor 601, a communication interface 602, and a memory 603. The processor 601, the
communication interface 602 and the memory 603 may be connected via a bus or other means. The
processor 601 (or a central processing unit, CPU) is a core of computing and control in a terminal,
and may parse various instructions in the terminal and process various data of the terminal. For
example, the CPU may be configured to parse a switching on/off instruction sent by a user to the
terminal and switch the terminal between on and off. For example, the CPU may transmit various
types of interactive data among internal components of the terminal. The communication interface
602 may include a standard wired interface, a wireless interface (e.g., Wi-Fi, a mobile
communication interface, and the like), and may be configured to receive and transmit data under
control of the processor 601. The communication interface 602 may be used for transmission and
interaction of data within the terminal. The memory 603 is a memory device in the terminal and is
configured to store programs and data. Herein the memory 603 may include an internal memory of
the terminal, or an extended memory supported by the terminal. The memory 603 provides a
memory space for storing an operating system of the terminal, and the operating system may
include, but is not limited to, an Android system, an iOS system, a Windows Phone system, or the

like, which is not limited herein.

[0171] A computer-readable storage medium (a memory) is further provided according to
an embodiment of the present disclosure. The memory is a memory device in a terminal and is
configure to store computer-readable instructions and data. The computer-readable storage medium
herein may include an internal storage medium in the terminal, or an extended storage medium

supported by the terminal. The computer-readable storage medium provides a storage space for
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storing a processing system of the terminal. In addition, one or more computer-readable
instructions which can be loaded and executed by the processor 601 are also stored in the storage
space, and the computer-readable instructions may be one or more computer programs (comprising
a program code). The computer-readable storage medium herein may be a high-speed RAM or a
non-volatile memory, e.g., at least one disk memory. In an embodiment, the computer-readable

storage medium may be at least one computer-readable storage medium remote from the processor.

[0172] In an embodiment, the computer-readable storage medium stores one or more
computer readable instructions. The processor 601 loads and executes the one or more computer-
readable instructions stored in the computer-readable storage medium to implement the steps in the

foregoing method embodiment(s).

[0173] A non-volatile computer-readable storage medium storing computer-readable
instructions is further provided according to an embodiment of the present disclosure. The one or
more computer-readable instructions are stored in the computer-readable storage medium, and can

loaded by a processor to implement the steps in the foregoing method embodiment(s).

[0174] A computer program product is further provided according to an embodiment of the
present disclosure. The computer program product comprises instructions, and the instructions
when executed on a computer cause the computer to execute the steps in the foregoing method

embodiment(s).

[0175] A computer program product or a computer program is further provided according to
an embodiment of the present disclosure. The computer program product or the computer program
comprises computer-readable instructions stored in a computer-readable storage medium. A
processor of a computer device reads the computer-readable instructions from the computer-
readable storage medium, and executes the computer-readable instructions to enable the computer

device to execute the steps in the foregoing method embodiment(s).

[0176] The steps in the foregoing method embodiment(s) may be adjusted in sequence,
combined, or deleted according to an actual requirement. The modules in the apparatus provided
herein may be combined, divided, or and deleted according to an actual requirement. Those skilled
in the art may understand that all or part of the steps in various methods according to the foregoing
embodiments may be completed by instructing related hardware through a program, and the
program may be stored in a computer-readable storage medium including a flash drive, a read-only

memory (ROM), a random access memory (RAM), a magnetic disk, an optical disk, and the like.
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[0177] Hereinabove discloses are only preferable embodiments of the present disclosure. It
is appreciated that these embodiments should not be construed as limitations on the scope of the
present disclosure. Those skilled in the art may understand all or part of a process for implementing
the foregoing embodiments, and equivalent changes made in accordance with the claims of the

present disclosure, still fall within the scope of the present disclosure.
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CLAIMS
1. A method for processing data based on a blockchain, wherein:

the blockchain comprises at least one block and is deployed in a blockchain network
comprising a witness subnet and a consensus subnet, the witness subnet comprises at least one

service node, and the consensus subnet comprises at least two consensus clusters;

each of the at least two consensus cluster comprises a plurality of accounting nodes, one of
which is elected as a representative node of such consensus cluster, and the representative nodes of

all consensus clusters form a consensus committee of the blockchain;

the method is executable by a computer device at a first representative node among the

representative nodes, and comprises:

obtaining upload information of the blockchain, wherein the upload information indicates

a block type to which a next block to be uploaded onto the blockchain is required to belong;

obtaining a target block to be verified through a consensus mechanism in the blockchain

network, wherein the target block is generated from data of an inter-chain service; and

determining the target block to serve as the next block to be uploaded onto the blockchain
and adding the target block into the blockchain, in response to the upload information
indicating that the block type is a co-exclusive type, wherein each block of the co-exclusive

type stores data of a respective independent inter-chain service.

2. The method according to claim 1, wherein determining the target block to serve as the next
block to be uploaded onto the blockchain and adding the target block into the blockchain, in

response to the upload information indicating that the block type is a co-exclusive type, comprises:

performing a check on the target block according to a rule for the co-exclusive type, in
response to the upload information indicating that the next block to be uploaded onto the blockchain

is of the co-exclusive type; and

determining that the target block serves as the next block to be uploaded onto the blockchain

and adding the target block into the blockchain, in response to the target block passing the check.

3. The method according to claim 2, wherein the target block stores the data of the inter-chain
service, and performing the check on the target block according to the rule for the co-exclusive type

comprises:

checking whether the inter-chain service is an independent inter-chain service; and
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determining that the target block passes the check, in response to that the inter-chain service

being the independent inter-chain service.
4. The method according to claim 2, wherein:

the target block stores identifiers of a plurality of service parties participating in the inter-chain
service, and the upload information further indicates identifiers of a plurality of co-exclusive parties

of the next block to be uploaded onto the blockchain; and

performing the check on the target block according to the rule for the co-exclusive type

comprises:

checking whether the identifiers of the plurality of service parties in the target block are
consistent with the identifiers of the co-exclusive parties of the next block to be uploaded onto

the blockchain; and

determining that the target block passes the check, in response to the identifiers of the
plurality of service parties in the target block being consistent with the identifiers of the

plurality of co-exclusive parties of the next block to be uploaded onto the blockchain.
5. The method according to claim 4, wherein:

the target block stores to-be-deposited service data of each of the service parties, and the

upload information further indicates a data amount claimed by each of the co-exclusive parties; and

determining that the target block passes the check comprises: in response to the identifiers of
the plurality of service parties in the target block being consistent with the identifiers of the plurality

of co-exclusive parties of the next block to be uploaded onto the blockchain,

obtaining an amount of the to-be-deposited service data of each of the service parties in

the target block;

checking whether the amount of the to-be-deposited service data of each of the service
parties matches the data amount claimed by a corresponding one among the plurality of co-

exclusive parties which is identical to said service party in the identifier; and

determining that the target block passes the check, in response to that the amount of the
to-be-deposited service data of each of the service parties matches the data amount claimed by

the corresponding one among the plurality of co-exclusive parties.
6. The method according to claim 2, wherein:

a plurality of service parties participate in the inter-chain service, each of the service parties is
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one of the at least two consensus clusters, the target block further stores to-be-deposited service data

of each of the service parties, and each of the service parties maintains a sub-blockchain;

performing the check on the target block according to the rule for the co-exclusive type

comprises:

checking whether the to-be-deposited service data of each of the service party in the target

block has been stored in the sub-blockchain of said service party; and

determining that the target block passes the check, in response to the to-be-deposited
service data of each of the service parties in the target block having been stored in the sub-

blockchain of said service party.

7. The method according to claim 1, wherein obtaining upload information of the blockchain

comprises:

obtaining a bidding result of the next block to be uploaded onto the blockchain, wherein the

bidding result indicates:

a second representative node, which obtains a privilege of proposing the next block to be

uploaded onto the blockchain, and

the bidding information, which is submitted by the second representative node for the

next block to be uploaded onto the blockchain; and

generating the upload information of the next block to be uploaded onto the blockchain

according to the bidding result.

8. The method according to claim 7, wherein obtaining the bidding result of the next block to

be uploaded onto the blockchain comprises:

receiving the bidding information submitted by the second representative node for the next to-
be-uploaded block, when a block currently located at a tail position of the blockchain is being
verified through the consensus mechanism, wherein the bidding information is configured for

requesting the privilege of proposing the next block to be uploaded onto the blockchain;

performing a check on the bidding information to reach a consensus among the consensus

committee; and
receiving the bidding result which is broadcasted by the consensus committee.

9. The method according to claim 7, wherein the first representative node and the second

representative node are identical, and obtaining the bidding result of the next block to be uploaded
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onto the blockchain comprises:

submitting the bidding information to the consensus committee, when a block currently located
at a tail position of the blockchain is being verified through the consensus mechanism, wherein the
bidding information is configured for requesting the privilege of proposing the next block to be

uploaded onto the blockchain;

performing a check on the bidding information to reach a consensus among the consensus

committee; and
receiving the bidding result which is broadcasted by the consensus committee.

10. The method according to claim 7, wherein generating the upload information of the next

block to be uploaded onto the blockchain according to the bidding result comprises:
extracting the bidding information from the bidding result; and

generating the upload information of the next block to be uploaded onto the blockchain

according to the extracted bidding information.

11. The method according to any one of claims 7 to 10, wherein the bidding information
comprises at least one of: an amount of service data to be packed in the next block to be uploaded
onto the blockchain, identifiers of service parties related to the service data, or a type of the service

data.
12. The method according to any one of claims 7 to 10, wherein:

the bidding information comprises a waiting period and a quantity of resources for bidding,

and

the consensus committee generates the bidding result in response to the bidding information
verified by the consensus committee in the consensus based on the waiting period and the quantity

of resources for bidding.

13. The method according to claim 12, wherein the waiting period is negatively correlated
with a quantity of resources required for bidding, and the bidding information is obtained at least

though calculating a weighted sum of the waiting period and the quantity of resources for bidding.

14. The method according to claim 13, wherein the bidding information is obtained by though
calculating a weighted sum of the waiting period, the quantity of resources for bidding, and a

weight corresponding to a priority in a service.

15. The method according to claim 12, wherein the resources for bidding comprises at least
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one of: real resources, virtual objects, or an amount of to-be-deposited service data.

16. The method according to claim 7, wherein a plurality of service parties participate in the
inter-chain service, the first representative node and the second representative node are identical,

and the method further comprises:

obtaining the data of the inter-chain service, of each of the service parties, from a resource pool

of the blockchain network; and

generating the target block according to the data of the inter-chain service of each of the

service parties.
17. An apparatus for processing data based on a blockchain, wherein:

the blockchain comprises at least one block and is deployed in a blockchain network
comprising a witness subnet and a consensus subnet, the witness subnet comprises at least one

service node, and the consensus subnet comprises at least two consensus clusters;

each of the at least two consensus cluster comprises a plurality of accounting nodes, one of
which is elected as a representative node of such consensus cluster, and the representative nodes of

all consensus clusters form a consensus committee of the blockchain; and

the apparatus is deployed at a first representative node among the representative nodes, and

comprises:
an obtaining unit, configured to:

obtain upload information of the blockchain, wherein the upload information indicates a

block type to which a next block to be uploaded onto the blockchain is required to belong, and

obtain a target block to be verified through a consensus mechanism in the blockchain

network, wherein the target block is generated from data of an inter-chain service; and

a processing unit, configured to determine the target block to serve as the next block to be
uploaded onto the blockchain and add the target block into the blockchain, in response to the upload
information indicating that the block type is a co-exclusive type, wherein each block of the co-

exclusive type stores data of a respective independent inter-chain service.
18. A device for processing data based on a blockchain, comprising:
one or more processors, configured to execute computer-readable instructions; and
a computer-readable storage medium, storing the computer-readable instructions;

wherein the computer-readable instructions when executed by the processor implement the
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method according to any one of claims 1 to 16.

19. A non-volatile computer-readable storage medium, storing computer-readable instructions,

wherein:

the computer-readable instructions when loaded by a processor implement the method

according to any one of claims 1 to 16.

20. A computer program product, comprising computer-readable instructions stored in a

computer-readable storage medium, wherein:

a processor of a computer device reads the computer instructions from the computer-readable
storage medium and executes the computer-readable instructions to cause the computer device to

execute the method according to any one of claims 1 to 16.
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