Obtain suspicious domain names

A 4

Build a domain name space-time correlation graph based on correlations
between the suspicious domain names in different dimensions, where in
the domain name space-time correlation graph, each suspicious domain
name is taken as a node, an edge is formed between two domain names
having at least one correlation, and the correlation between the two
domain names is taken as an attribute value of the edge

A 4

Determine domain names that are closely correlated in the domain name
space-time correlation graph according to a determination index of a
compactness of each node in graph computing, and take a set of the
corresponding domain names as the domain name family of the botnet
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Decompose the domain name space-time correlation graph into subgraphs
composed of a plurality of connected components according to
connectivity, and remove an abnormal subgraph that does not meet a preset
first connectivity index
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Divide remaining subgraphs after removing the abnormal subgraph by
using a community discovery algorithm to obtain communities composed
of a plurality of connected components, and remove an abnormal
community that does not meet a preset second connectivity index
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Measure degree of importance of each node in remaining communities

after removing the abnormal community by using a web page ranking

algorithm, and remove a potential abnormal node with low degree of
importance
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