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"(57) Abstract: The invention concerns a method for protecting, from a unit, a vulnerable software against its unauthorised use, said

vuloerable software operating on a data processing system. The method consists in defining: at least one executing characteristic of
¢ the software, capable of being monitored at least partly in a unit; at feast one ctiterion to be observed for at least one executing char-

acteristic of the software; detection means to be implemented in a unit and enabling to detect whether at least one software executing

characteristic does not observe at least one associated criterion; and coercion means to be implemented in a unit for informing the
If) data processing system and/or modifying the execution of a software when at least one criterion is not observed.

{57) Abrégé : L'invention concerne un procédé pour protéger, A partir d'une unité, un Jogiciel vulnérable contre son utilisation non
.. autorisée, ledit logiciel vulnérable fonctionnant sur un systéme de traitement de données. Le procédé consiste A définir ; - au moins
une catactristique d'exécation de logiciel, susceptible d’étre surveillée av moins en partie dans une unité,- an moins un critére &
" tespecter pour au moins une caractéristique d'exécution de logiciel, - des moyens de détection & mettre en uvre dans une unité et
permettant de détecter qu'au moins une caractéristique d’exéeution de logiciel ne respecte pas au moins un critdte associé,- ef des
moyens de coercition & mettre en uvre dans une unité et permettant d’informer le systéme de traitement de données et/ou de modifier

I'exécution d’un logiciel lorsqu’au moins un critére n’est pas respects.
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sof t war e -agai nst unwanted use with a "detection coercion’ LnGcipl e
This invention concerns the technical domain o?c%y?ﬁéégsinﬁﬁg@?@mNSMTE
the general sense, and is nore precisely ained at the neans of protecting

software running on said data processing systens agai nst unauthorized
usage. The subject of the invention ains iln particul ar at the neans of

protecting softwyar ai ns nayt hori zed usage si ng progessi-ng a

nmenori zi ng unit, \ﬁ@‘ﬁﬁ?fﬁgo Pﬁ?%etcybsg % SRR W%ﬁ?%&ﬂéﬁei %%8 By e%“hf“g aéglrdd or
a material key,Qn oBiRgfl- I n the technical domain above, the main problem
concerns the unauthorized usage of software by users who have not paid the

license rights. This illicit use of software causes an obvious |oss for
software editors, software distributors and/or any person integrating such
software in products. To avoid such illicit copies, various solutions, in

et obe on’sol o 100 REbirSoq DRSSt BobSuPS s iah Bend B °
system such %Ene?alp%léﬁe%,gcﬁlld RORBRNBAL iﬁgﬁ?”ﬁﬁwﬂr A @16 Uh s K pfectil N are Such. .

a protection~key s guar ante the software executes only in
presence of: t enitgeyn saifedata ptocesssig sysgems lapainstentgbonidediusage. s sol ution is

i neffective becayse it. presepnts the inconveni ence of .being easy to bypass.
AnCi 111 ntent ondlewbisBh obrihe, IRwoREr AR, In RITGrHENS! SRS Sy
tools such as gheas %gﬂﬁét%éutﬁ&%eﬁtlﬁaéé]‘ﬁsiﬁg%tﬂr%eséiﬂ bid'mhRRigingQfnit 4%h a
protection key. It beécomes then possible o make 1Tlicit copieés

cor r espondi nguiid beinp domiedlyuaatsiidized bfy atdhip cwd brnamatesial keyt ar UGB paitt hout t he

~ protection. Mregver, this ol yti on capnot be neralized to all_ software,
i nasmuch as it i 40 &% fschgicl domap Abeve E‘ﬁ"df‘%mt Wﬁﬁ‘emorﬁﬁmse igpRUaned; o

the sane syst ﬁgeggegf%oﬁwmeew ugegs A 'aw%et)gaa b WeerRb Sphfe i 1idil i 9O 2

solution to t orement i‘oned problens proposi ng & process to protect
a sof t war e agsofbgdre causasi bin obvisediosss fog spftwatereglitars, seftvane dispitotes sndigr and

menorizing unit, inasmugh as_ the presencde of such.{f ugi.&.i.s necessar‘}/ for
the software PEFSHRintegpling sych sofiFrrs oy Rrodusts. 1o 3vgid suehHIlCHC RORIES, YATIOUS he

St 00 DNk 0GRS ASe B fopdk e Byl | 225t one
' - Thus, a protection solution is known, which makes use of a hardware protection.
system, such as a physical component named protection key or “dongle”. Such a
protection key should guarantee that the software executes only in presence of the
key. Yet, it must be acknowledged that this solution is ineffective because it presents
the inconvenience of being easy to bypass. An jll-intentioned personora hacker can,
-with the aid of specialized tools such as disassemblers, delete the control instructions
of the protection key. It becomes then possible to make illicit copies corresponding to
modified versions of the software able to run without the protection. Moreover, this
solution cannot be generalized to all software, inasmuch as it is difficult to connect
* more than two protection keys to the same system.

- The subject of the invention aims precisely at finding a solution to the
aforementioned problems by proposing a process to protect a software against
M 'tl;qlriauthorized usage, using an. ad hoc processing and memorizing unit, inasmuch as

the presence of such a unit is necessary for the sbﬂware to be completely functional.
So as to reach such a goal, the subject of the invention concerns a process to

protect, using at least one blank umit including at least processing means and




2 menorization nmeans, a vulnerable software against it ®susaurhieodeed usage,
said vul nerable software being produced froma source and working on a
data processing system In accordance with an aspect of the present
invention, there is provided a process to protect using at |east one bl ank
unit including at |east nenorization nmeans and processing neans, a

vul nerabl e software against its unauthorized tsage, said vulnerable
software working on a data processing system said protection process
conprising: 4 during.a protection phase: defining: at |east one software
execution charBEREREen Beans; ppileerable spdtwagnhagagsbids wrauthodzeskuspee, paidt in a

uni t, at | eastvulemblrsoftetiedringpraducetbfrbm af sotrcatind ®aking0uien dudd prodéseing
execution chayggheristic, detection neans to inplenent in a unit and
enabling to detect that at |east one software execution characteristic
.does .not.. abi ddn bgcoatanteceash an mpect af fepratednvmtibe thaais poddeloerocsntareans to

i mpl ement N r48ithsiaf ok 18RRBAd BishK Bt iREIIR: aﬂ%ast %&f&ﬁ%ﬁ%‘ﬁ‘?ﬁeﬁh?&dsys.t em .
and/ or nodify the execution ?f sof.tware “when at_|east one criterion is
not abi ded by PrOESHEPHEig' it ARSI et ATF 415885 #4Sinsf or m t he
bl ank uni t i nivelngrableisofteiteavarking op kdremprocebsingizysienty, saihproteatien prodess he

coerci on neangempri§ihgati ng a protected software: by choosing at |east one
sof tware execution characteristic to nonitor, anong the software execution
characteristi¢c® |idwing apolsetiorotiiasedr ed, by choosing at |east one criterion
to abide by for atel easgefpfy: chosen software execution characteristic, by

choosing, at |east one algaorithmc processin ich,.duri the execytion
“of the vul nerable sof t war ™ It ?’eﬁﬁwgrﬁﬁxe@ﬁgn\g%é?ﬁwg&ﬂﬁggéﬂEBF@gﬂ‘? at
obtain at |east one resul tleasiimipdron amsitch at | east one chosen software

~execution characteristic, itSedsCorRRrilRidhk®hSide bPFor GNRAS bidscHiwE&SEue
portion of the source of tt]e \é%éhgt?gabl e software containing, at |east one

chosen al gorithmc process? . ) o )
: - detection means to implement in a unit and enabling to detect that at

least one software execution characteristic does not abide by at least
one associated criterion,

- and coercion means to implement in a unit and enabling to inform the
data processing system and/or modify the execution of a software
when at least one criterion is not abided by,

. constructing exploitation means enabling to transform the blank unit into a
unit able to implement the detection means and the coercion means,
. creating a protected software:

- By choosing at least one software execution characteristic to inonitor,
among the software execution characteristics liable to be monitored,

- bychoosing at least one criterion to abide by for at least one chosen
software execution characteristic,

- by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software, uses at least one operand and
enables to obtain at least one result, and for which at least one chosen
software execution characteristic, is to be monitored,

- by choosing at least one portion of the source of the vulnerable
software containing, at least one chosen algorithmic processing,

- . by producing the source of the protected software from the source of

~the vulnerable software, by modifying at least one chosen portion of
the source of the vulnerable software to obtain at least one modified




by producing the source of the protected software from2shensayeoes of the

vul nerabl e software, by nodifying at |east one tjon

source of the vul nerable software to obtain atpﬁggéf&fn@ ' TTE%E-'IQEL?RANSLATE
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of the protected software, this nodification being such that: > during the
execution of the protected software a fi rst execution part is executed in

unit, ot al ned 1 rom et whspacapr g TR B PA: G EnPBa e
second execution part exgegiises at least the functionality of at [|east one

chosen al gorithm c processing, n and during the execution of the protected
software, at |east one » chdixeng threwetitom ohHreaptotactesk softwage gofiist gxasytipy

means of the second execution part ac{‘ud ttﬁexiagct t hat. a critericgn iesongt
abi ded by |eads to a nodiPatdt iCEFPHIE (B RAUPIATSTRE SHEPr Bib &y ¥FN
software, and by produci n&%cc?tﬁﬂlﬁéﬂ'ﬁte)&@hﬁgtinﬁac{nit, 8btalrR8 fRIMPHRCHIAEK unit
software, fromthe source o e " protected software, said first object
part being such that duri ngfdrhploadxémformmationf the protected software,
appears a first execution part which is executed in the data processing
system and whose at | east Sﬁ%ﬂ“@i%ﬁ‘?‘“ﬂ%@e@ﬁ REerules @b Lasst t@‘ﬁ}k‘nﬁ’?’nﬁgﬁsﬁ’?aﬁne

chosen software executio b StGith S i d, > and a second
obj ect part of the prot eCﬁg@?&??@%?@g&%@cﬁﬁ%@fﬁ% expl oi tati on neans
i npl ementing the detectj onmediingatie éeuti@pef deoprotretedssofivaire a deashdne
obj ect part being such that, after upload to. the blank unit and duri t he
execution of the protectedhoset exegution slpgagtaristic s SREpitred A MPth Oﬁéﬂg by

means of which at |east o iSOLINALE aREGULAONiBRGARIRE beEE bl S
monitored and by neans of&\gﬂlﬁ;&;%%ﬁ%&?gct t‘ﬁat a criaterrfton I?s not abi dgd by
| eads to a nodification oflchditoexnedificatiorosf thérexgpuiidrect the pewédtedbsadiwargnd

upl oadi ng the second object part to the blank unit, with the intention of
- and by producing:

>  a first object part of the protected software, from the source of the
protected soﬂ:wére, said first object part being such that during the
execution of the protected sofiware, appears a first execution part
which is executed in the data processing system and whose at least
a portion takes into account that at least one chosen software
execution characteristic is monitored,

» and a second object part of the protected software, containing the
exploitation means implementing the detection means and the
coercion means, said second object part being such that, after
upload to the blank unit and during the execution of the protected
software, appears the second execution part by means of which at
least one chosen software execution characteristic is monitored
and by means of which the fact that a criterion is not abided by

" Jeads to a modification of the execution of the protected software, _
. and uploading the second object part to the blank unit, with the intention of
obtaining the unit,
- and during a usage phase during which the protected sofiware is executed:

~ » in the presence of the unit:




obtaining the unit, -4 and during a usage phase duri ng2éhaoiary B80Gr ot ect ed
software i s executed: In the presence of the unit: 26 January 2006
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corresponding to all the nonitored execution characteristics of all the
nodi fied portions of the protected software are abided by, enabling said
portions of the protected software to wofk noni nal |y and consequently
enabling the protected software to rk nomnally, and.f at |east o of
the criteria corres'ﬁonﬂpﬁgg"st ng %ﬁ]il\t,@? é"ﬂiqeﬁéeﬁ?%é’ﬂg“?}ﬁatpa%l?éﬁ Quqngorsd o
portion of ‘the prot ect gdoabh\hBckistilof APIRCHoMied HRIRITIRGhd HStRle
processi ng systemof it and/or nodifylng the functioning of the portion of
t he protected soft war e soiwareludd abiied by, enshlingriahbpafionse the ploecteddofwhtenar e
~is nmodified, and in the absence of the unit, in spite of the request by a
portion of the first &x&ets noRingly and sonseaygdly cnplingdbe protested 9 thi t

of the functionality Ofwo%k &%&s@? al gorithm c processing, in not being able
to fulfill said request cOPPEe Y, so that at |east said portion is not

executed correctly andahfial at EASSBAYIT ihe, cliffia PERRFORENS 86 ta@idhitofed)Ot
conpletely functional. According to a variant enbodi nent, the process

according to the i nveneremtiopwhpractegstic of dupdrtign ©of dhppratestad safiviaadsenot
ot NG A ol o Ry, R PRl Lo R 3, B RS °
as criterion to abide by, figctib@aglof e poicis BPkK BRtREdd@icTavae RPGht the
vari abl e of neasurenent, - and actualization neans enabling to update at
.l east one variable of fumtisningrodthe proteotedtspfiwarerigmadéfieslypl oi t ati on neans
TS Then b coebir 8 pblrapel the W, inSpied Bt e Toq i 852 Portion Pfhe firs
execution part to trigger the execution in the unit, of the functionality of a
chosen algorithmic processing, in not being able to fulfill said request
correctly, so that at least said portion is not executed correctly and that,
consequently, the protected software is not completely functional.
According to a variant embodiment, the process according to the invention
comprises:
-> during the protection phase:
e defining:
- as soﬁware execution characteﬂsfic liable to be monitored, a irariable ]
of measurement of the usage of a functionality of a software, '
— as criterion to abide by, at least one threshold associated to each
variable of measurement,
— and actualization means enabling to update at least one variable of
measurément,
s constructing the exploitation means enabling the unit to also implement the
actualization means, '
¢ and modifying the protected software:
- bf choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality

of a software,




- by choosing as software execution characteristic to mniahaary 2806 | east

one vari abl e of neasurenent of the usage of at_|east one func Eﬁﬂalj | of
a software, 26 January 2006 PCT/ FRO2/ 02343 - REKAFROZ r\i D'BéANSLATE
choosing: > at |least one functionality of the protected software whose

usage is liable to be nonitored using a variable of neasurenent, > at
| east one variabl e of neasurenent used to-quantify the usage of said
functionality, > at |egst one threshold associated to a chosen vari abl e of
measur enent cor r espondi WFPCESBE i mit of usage of said functionality~ and

at |east one method of UpdaLe phnAfunbesfility 8f tdphstedibd sEMRAEY MHBRALsage is
dependi ng on t he usage of salci unctionality, and by nodifying at | east one

chosen portion of the sourlislofo tehmonifpred esibgal vandiewaf measutenentodi fi cat i on
bei ng such that, during the_ execution of_ the protect sof t war t he
“variabl e of neasurenent” i sat 1%E%Y32@g1qﬁf‘ﬁﬁ%§ mgpt P?@qgwwé%‘é%? gh
part depending on the us | unctionality, and at |east one
threshold crossing is takg%%}ﬁ‘%g&g{ggg{ﬁnt, and during the usage phase, in

the presence of the unig, @andeash dnbe tloasg®ldhasseciated teeastchosmn tvarielshobf
crossing corresponding to at | east one lim¢t of usage i.s etected )
“informng the data processifpusyrangnferespending) & ?mg‘Fflg/i ?Fg yspge of said
functioning of the porti On@g‘t’ﬁ‘;“?ﬁ%r otected software, so that the
functioning of the protect 0 re is nodified. According to a variant
embodi ment, the process, acg@r di st @nkh@ethivdeof ivpdatecofnar clmsn varidblei of t he
protection phase: defining: - for at | east one variahl e of, melasurement,
several associated t hreshongasuremenggdepegfingmnghe %Pgﬁ%ﬁ%wgﬁ%a ity,

corresponding to each of ;sai d, ALESNY st ondBbIR Yok St e shiirtl S 'ee
protected software, this modification being such that, during the
“execution of the protected sofiware, the variable of measurement is
actualized by. means of the second execution part depending on the
- usage of said functionality, and at least one threshold crossing is taken
into account,

- and during the usage phase, in the presence of the unit, and in the case where at
least one threshold crbssing- corresponding to at least one limit of usage is
detected, informing the data processing system of it and/or modifying the
functioning of the portion of the protected software, so that the functioning of
the protected software is modified.

According to a'variaﬁt embodiment, the process according to the invention
comprises:
-> during the protection phase:
o  defining:
- for é.t least one variable of measurement, several associated thresholds,
—  and different coercion means corresponding to each of said thresholds,
o and modifying the protected software:
— by choosing in the source of the protected software, at least one chosen
variable of measurement to which must be associated several

thresholds corresponding to different limits of usage of the




- by choosing in the source of the protected software, 28tJaheargi2006ie chosen
vari abl e of measurenent to which nust be associ ated several th%‘g_? ol ds

corresponding to different Iimts of usage of RWFF@ZJQ%&W'% TRANSLATE
PCT/ FR02/ 02343 - TEXT TO TRANSLATE 6 functionality, - by choosing at | east
two thresholds associated to the chosen variable of neasurenment, - and by

nodi fyi ng at | east one chosen portion of fhe source of the prot ect ed
software, this nodifi Cz{‘lll‘ﬁt ae%{rng such that, during the execution of the
protected software, B8 gs of the various thresholds are taken into
~account differently. byyighgiie ol (EAP 156 BRAhoIRASCIHLIORAL thoséh Fhbltd NG
the usage phase: in t he pres ce 0 e unit: - he case where t
crossing of a first thmeskoksients detected, enjoining the protected
software not to use the correspondi ng functlonallty any rmre - and in the
case where the crossi ngndbeamQétfﬁlﬁé %thlle@ﬁh@edchoé‘;efd@@é@@e@f engRIGegof the

i neffective the correspo di.n ctlo al it / Qr east e on of
the protected softwareP &8@8&&‘)#&"&{% %(déﬁfaq@ﬂb%%}l%esﬁltc}sl tth%g %urrf(%x ess
according to the 'nventeké’di‘.ltloﬁ%‘ﬂ)'iﬂ§%?oteé‘te&i%ﬁ%ré hiie PerOistipls| ON i I8 ous
defining refilling means enabling to credit at | éast one software
functional ity nonitor edhibsholdsvate italtdneints acnoustudidiorentlyby mears plthetseemel
addi ti onal usage, constructing the exploitation neans also allow ng the
unit to inplement the SFEMHPRPAY neans, and nodifying the protected
software: - byc &ﬁrﬂ%th@uéa 8 pRfdr Ce of the protected software, at |east
one chosen variabl e of” neasdrenent enabling to limt the usage of a

functionality amd whihelpreversde diehatmhie to be credited with at |east one
addi ti onal

—  in the case where the crossing of a first threshold is detected, enjoining
the protected sofiware not to use the corresponding functionality
anymore,

— and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one
portion of the protected software. |

According to a varian_t embodiment, the process according to the invention

comprises: .
->  during the protectlon phase:

. defining refilling means enabling to credit at least ome soﬁwa.te
functionality monitored by a variable of measurement with at least one
additional usage,

‘e constructing the exploitation means also allowing the unit to implement the
refilling means,

¢ and modifying the protected software:

— . by choosing in the source of the protected software, at least one chosen
variable of measurement enabling to limit the usage of a functionality

~ and which must be able to be credited with at least one additional
usage,

— and by modifying at least one chosen portion, this modification being
such that during a phase called of reﬁll‘ipg, at least one additional usage




usage, - and by nodi fyi ng at | east one chosen portion, 2shisauadobécati on

being such that during a phase called of refill §
addi ti onal usage 26 January 2006 PCT/ FR02/ 023F: ?ﬁg@;‘fo#ﬁﬁm.r%qﬁl‘\ﬁ
at | east one functionality corresponding to a chosen vari abl e of

measurenent can be credited, -3 and during,the phase of refilling:
reactualizing at | east one chosen vari abl e’ of nmeasurenent and/or at | east

one associ ated threshold to i I f
the functionality. Acco & ﬁeﬁaff}n% f@‘%ctx%gaﬁ&e%ﬁ%?%f)orﬁﬂfg @f% Eﬁég%ggggaﬁgeoio
according to the inventjaivur&RARChSBS creditédll i Ng the protection phase:

defining: - as software execution characteristic liable to be nonitored, a
profile of sopt vnxﬂeiunsggfmplmsaoﬂeﬁﬂn@’l terl on to abide by, at | east one
feature of software execution, and |gﬁ t.he pr otecte (2 watng
choosi ng as sof t viar ercasalizing at leasi ona vatighle of fpeaspre 3&31173% Pr Fnigast

profile of software é}? mate&)yhr th%ﬁg % hs@st léigﬁorfeeéaﬁﬁfo%ap&sa 8EHel ONn

by which at | east one osen prof i usage nmust abi de, - y
nodi fyi ng at | east omgcm@n portion of t he source of the prot ect ed

software, this nodification being such that, during the execu ion of, the
protected sof t warkccording de coNariatcanbediment the A5PGEE ac‘f:ﬁ?d%gl ot e TRKFLion

features of execution, 3 and during the usage phase in the presence of the
unit, and in t°REP ES€ where it is detected that at |east one feature of

- execution is Nt ARingdekk Mtectioh phaveng the data processing systemof it
and/ or nodifying the functioning of the portion of the protected software,

so that the functs ondefiping: t he prot ect ed software is nodi fied. According
to a variant enbodi ment, or%twarr)é g}&:ec% of & ara&'errf&c 11abt141§) ﬁer%gfﬁ%rgﬁl a profile of

software usage,
—~ and as criterion to abide by, at least one feature of software execution,
e and modifying the protected sofiware:
~ by choosing as software execution characteristic to monitor at least one
profile of software usage,
- by choosing_ at least one feature of execution by which at least one
chosen profile of usage must abide,
— and by modifying at least one chosen portion of the source of the
. protected software, this modification being such that, dunng the
execution of the protected software, the second execution part abides
by all the chosen features of execution,
- and during the usage phase in the presence of the unit, and in the case where it is
- detected that at least one feature of execution is not abided by, informing the
| data processing system of it and/or modifying the functioning of the portion of
the protected software, -so that the functioning of the_ protected software is
modified.
T  According to a variant embodiment, the process according to the invention
| comprises:
| = during the protection phase:
¢ defining:




conprises: 4 during the protection phase: defining: 26 Jsanagr2p0@006 _
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instructions are liable to be executed in the H‘gf}.'fwé%(%gétﬂgﬁf’ﬁgpﬂ‘ﬁﬂﬁéﬂf
commands for said instructions set, said instructions comands being

|iable to be executed in the data proceszi ng systemand to trigger in the

unit the execution of the instructions, das profile of usage, the chaining
of the instructions, as f.eatur.e of execut.ion, . .a e hai.ni.ng . t he
execution of the instAQdPFDHEons 8t ‘%EHF%HWH%§H§§Hﬁé%h%'%haep#%g‘ gk= -
detect  that the chai nipgjof the instructions does not correspond to the
expected one, - and as coercion means, neans enabling to informthe data
processi ng - syst em and/aorset cofmimbiruytidrise chmmetnidonforg saifl idstrugions i sat, chid

protected software when the chaining of the '.rﬁtruc;i ons do&s. nﬁ:‘fa
correspond to the expé%ﬂt@lﬁﬁﬁ?ﬁe,comé’éﬁ’i‘éﬁr%%n]lga hePeRpl BIEEHES o fetay) so

enabling the unit to e L_n (P ' r olaly t he
execution of said i nstrybg%i%lggﬁé@gseﬁm%ggﬁc{ E?gﬁ&ggezrd%;ﬁ{ﬁlgt@éecé&ﬁ%%ﬂi (r)list ee
data processing syst eminffuctibgs,i nstructions commands, and nodifying the
protected software: - by nodifying at | east one chosen portion of the
source of the proteet eds psefile nhnsage.tthe shaisigefof 8wtingmebensg such that: > at

| east one chosen al gorithimc processing is splif .so .that durj .
~execution of the prot e@?géﬂgt%@qu\?ﬁi‘%‘,mo?a?’d eéP%&’r‘f ?W’Bg?%tgﬁgé%?‘%ﬁ Bgthe
executed by neans of thggsecghd execution part, wusing instructions, > for

at | east one chosen algorithm ¢ processing, instructions conmands are
integrated to the seuras defectitee nand, antand caablingatoedetect that the chaining of the

instructions does not correspond to the expected one,

— and as coercion means, means enabling to inform the data processing
system and/or to modify the functioning of the portion of protected
software when the chaining of the instructions does not correspond fo
the expected one,

e constructing the exploitation means also enabling the unit to execute the
instructions of the instructions set, the execution of said instructions being
triggered by the execution in the data processing system, of the instructions
commands,

e and modifying the protected software: |

- by modifying at least one chosen portion of the source of the protebted

software, this modification being such that:

» at least one chosen algorithmic processing is split so that during
the execution of the protected software, said algorithmic
processing is executed by means of the second execution part,
using instructions,

- » for at least one chosen algorithmic processing, instructions
commands are integrated to the source of the protected software,
so that during the execution of the protected software, each
instruction command is executed by the first execution part and

 triggers in the unit, the execution by means of the second




so that during the execution of the protected software26aanimry 2088 r ucti on
command i s executed by the first execution par: r S i

t he execution by neans of the second 26 Januar?@ggBOEﬁ@g%O;%ﬂsT%@“
TO TRANSLATE 9 execution part, of an instruction, > a sequence of the

I nstructions conmmands i s chosen anong theogs‘et of sequences allow ng the
execution of the protected software, r and the chaining by which nust abide

at |l east sonme of the instruct,i ' . execution in the unit is
St bt iEndn

specified, 4 and during t h&“HS ase, in e’'presence of the unit, in

the case where it is det egt@fleddeasf thh sthieiions @naharidsds clissen unohgtise set
executed in the unit does not™ correspond to the expected one, informng

the data processing syst envfsequeancessaltiving thasegwting afithe protretsdsnftvgreot t he
portion of the protected software, .so that .1he funct.i.oni f e
protected software is n’bdi?”rdegfe fhaipieg ‘P’Blcg Wﬁ#ti gbﬁfiggartmn% aome of fhe
process according to the i aueilHiods duss el Sedcutonds Me\hif i Spadifiddect i on
phase: defining: - as instructions set, an instructions set whose at

| east sone i nspr uatidunag thwoudageiphise; ayitst presenan of teeunit, in dbe casevéespériand

ith the intenti f t i ) lt, - f t | t. f.th
Instructions. wor laetegtod WAt fiegring . of Beoingimetags ARArEH thany dAi SRty
of the instructi %BFﬁipoﬁﬁqo%gangﬁ"ﬁ@é idﬁg,nglﬁ,ﬁﬁm%xm@fcda@;lj pEdtRisid gystéth dfhr

execution of the "Instructions Including bits fields corresponding to:
- 0 an identificatiagd/of neidifyiag thdfanttieding of therportith efitle prateatedcsolioyes, sa thasf

the instruction: * a flag field, * apd an expected.identification field of
the operand, - fdhe @@g@%p&%@p@f@%ﬂ@fﬁgﬁf h %_QQ“pI oi tation means and
et ) AR5y RS, Lo et 1
comprises: .
=> during the protection phase:
o  defining: '
—  as instructions set, an instructions set whose at least some instructions
~work with registers and use at least one operand with the intention of
returning a result,
—  for at least some of the instructions working with registers:
>  apart defining the functionality of the instruction,
> and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
0 anidentification field of the instruction,
-~ 0 and for each operand of the instruction:
*  aflag field,
*  and an expected identification field of the operand,
~  for each register belonging to the exploitation means and used by the
instructions set, a generated identification field in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,
! | — as detection means, means enabling, during the execution of an

instruction, for each operand, when the flag field imposes it, to check




which has returned its result in said register, - as de6eahuam 2066nS, neans
enabling, during the execution of an instruction, for each aoperand, when

the flag field inposes it, to check. 26 JanuarRCHEEO2/P23ABRy TOIRANSIATE
TO TRANSLATE 10 the equality of the generated identification field
corresponding to the register used by sai d operand, and the expected
identification field of the origin of sal¥ operand, and as coercion neans,

nmeans enabling to nodify the.resul.t of the .jnstructi i f at .| east, one
of the checked equalit it%%e‘il%al‘f‘yaP e SROETHH 'r‘ljlﬁnﬁ%caﬁoﬂrf%?c@r’?%ﬁpg% ??T&het
the process according to.the i QUENHi®BperaRERdSES exfectid idbstifidgoR Fielest | on
phase: nodifying the B?%%tg@flégg@f% vvaP%: - by chg}({)%bicng 1at | east one
variabl e used in at | eakd orgie ofkwid eperand,gori t hm ¢ processing, which during

t he execution of the protected software, partially definpes_ the Uit aée of
the protected softwareand d5ycosrsdon VIeaEs, aleinsanabling to ppdily the reshobthe he

source of the protect ed?%fugﬁﬁr‘ﬁsﬁ{fég{%aswéne%g‘%h%gié%do%nugﬁ%{%qS ﬁﬁlé‘eh t hat during

the execution of the P ware, osen variabl e or

at | east one COPWRrdidpdSE HrafatkdBBBodiffing b ipfodelieadtotding to didintyntion
producing: n the first "objecCt part of the protected software, said first

obj ect part bempgsesuch that during the execution of the protected

software, at | e?lst. o&le Eortion ofe,the first execution part takes also into
account  t hat at PEAEIMSHIUCHONPIAYS or at | east one copy of variable

resides in the yni ﬁﬁcﬁ&q},g RS OGvpé-ect part of the protected
software, said seco?]ncf Jecthart bei ng such that, after upload to the

unit and during the- exscohbasingofat t least pont eatrieble sofedwin et ppeans dhiogen

second execution part by neans of which at | east one chosen riabl or
at |east one copy of EHEMSERNIPPLOSESEE, &P%Q“’F%ﬂfene’fq%u%ﬁt{ﬁ%pﬁﬁ%ﬁ%ri ng

the usage phase: “software, partially defines the state of the protected software,

- by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, at least one chosen variable or at least one copy of
chosen variable resides in the unit,

— and by producing:

»  the first object part of the protected software, said first object part
being such that during the execution of the protected sofiware, at
ieast one portion of the first execution part takes also into account
that at least one variable or at least one copy of variable resides in
the unit,’

» and the second object part of the protected software, said second
object part being such that, afier upload to the unit and during the
execution of the protected software, appears the second execution
part by means of which at least one chosen variable, or at least one
‘copy of chosen variable resides too in the unit,

-«> and during the usage phase:
e in the presence of the unit each time a portion of the first execution part
imposes it, usiﬁg a variable or a copy of variable residing in the unit, so that

said portion is executed correctly and that, consequently, the protected




in the presence of the unit each tine a portion of the 26iJaabarg2e0&iti on part

i nposes it, using a variable or a copy of variable residin in§§¥ unit. so
that said portion is executed correctly and tREFIFBQ%EQHﬁgﬁfF : SEETRANSLAJE
- protected 26 January 2006 PCT/FR02/02343 - TET TO TRANSLATE 11 software

is conpletely functional, and in the absence of the unit, in spite of the
request by a portion of the first executitbn part to use a variable or a

copy of variable residing.in the n'h}é],g,no being able to fulfill said
request correctly, Soltwams gemple fP38ortion is not executed correctly

and that, consequentlxli%&%n %%&cg%%ﬁ%lﬁlﬂf M\@ﬂi‘%bd uest BYR pBERINYof the first

functi onal . Accor'dirfi'B er preferted enbodi nent, the process

according to the iRyshitiofPaRebRsd Sefdiable 6iud tapy ofverighlotestlingin thdrarsig not
defining: - as a triggering command, an instruction conpand,, - as a
dependent function, bemgable foufetfilbsid requastaeriseidie so that af leadsaidnorugryls Aeht

for a triggering.command,, corres o%g at_lea j O ddiSire i
i nfor mation transni tFEFHs CPHECtE’ag‘}E ’ogggsseﬁﬁ%n%l y{shtge%% {e%te%ihse R &% as

to trigger the execq%’ ﬁmggﬁhgﬁomgprresponding dependent function, - a
met hod of renam ng o e Orders enabling to renane the orders so as _to
obtain triggeri ngiocondiends amother rmpafered emblediment, thadpreeess ACCHGinge ihdhe
designed to be used in the unit during the usage phase, and enabling to
restore the JdEPYERUIhEORRIFEET on. to execute, from the renamed order,

constructing expl ghég ' Re&bl ing the unit to also inplenent the
restoring mea?s(, dan {rggg{??yl ng the protected software: - by choosing in the

source of the pretecksiflingof tware, triggering conmands, - by nodifying at
| east one chosen portion of the source of the protected , software by
renamng the order's of KTEEINEFOMMAUKe AN HFTUEHFR AT,

- —  as a dependent function, an instruction,

— as an order, at least one argument for a ftriggering command,
corresponding at least in part to the information transmitted by the data
processing system to the unit, so as to trigger the execution of the
corresponding dependent function,

- a méthod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

—  and restoring means designed to be used in the unit during the usage

>phas'e, and enabling to restore thé dependent function to éxecﬁte, from
the renamed order, '
e constructing exploitation means enabling the unit to also implement the
restoring means,
e and modifying the protected software:
~ — by choosing in the source of the protected software, triggering
commands,

~ by modifying at least one chosen portion of the source of the protected
software by renaming the orders of the chosen triggering commands, so
as to conceal the identity of the corresponding dependent functions,

— and by producing:

» the first object part of the protected software, said first object part




as to conceal the identity of the correspondi ng dependasJdnuaytdooas, - and

by producing. > the first object part of the protected software, said first .
obj ect part 26 January 2006 PCT/ FRO2/ 02343 - TBKT/FRO2/QAI43~TEEXD TOHRANSLATE
such that during the execution of the protected software, the triggering
commands with renamed orders are executed, > and the second object part of
the protected software containing the exploitation neans al so inplenenting
the restoring neans, said_  secon j.ect part bei

obj n ch that, after .upload
‘to the unit and during t HR¥REREhha fugpe e’i?P'(‘)tEcEg?fs c%#?%é‘rs@,' eethé)
identity of the dependenty. Qﬁ)f;gj : GMEd QfdelsSird Eicggenaed by the
first execution part is rtgggor ﬁ%ﬂ%ﬁ?ﬂﬁ%&ﬁt he segosnd execution part,
and the dependent functi onsmdaheseesnd ubject jayt oftha praéctédwiiseoocmhtainngdhe | on
part, 4 and during the usage phase: in the presence %fg the .unit and e(gch
time a triggering conmand Gplgitatipp sagens) adsogBRpleRERng REFEFATRE MRS, LG f
the first execution part i nNROSES..LL., Lor] | | t dfemdty
ns%gcmcfe ?laeét pl,ag{] géltgg diu@ﬁ thdd, LAG Ll'lt{ibéd to' the Md

of the correspondi ng depe nct execut 'ng so that said
portion is executed correcdiringahél ekdbation of GRS peptRfdd softwiales thy idestity ed the
software is conpletely functional, and in the absence of the unit, in
spite of the request by a {ependenh famctione whesst exespenyts dviggeaed bythetligsgger
t he execution of a dependent function i i ' :
fulfill said request corr e"?ftef"sl}fonsﬁﬁa{? ﬁgiegebe’gg’[ea%sa?fgﬁégr@?@%x?cgllngﬁtont%ﬂ >
executed correctly and thaind e dspadeftifuctidliaroepicartiay meink Wt desomdt
conpletely functional. According to a variant enbodi nent, the process
according to the inventi orexecafipviiastes: -4 during the protection phase:
~defining for %t Ie&at .ong dependent function, a famly of dependent
functions al gofi s eé’ﬁ{)ﬁc\P ht, but triggered by triggering comands

- whose renamed order ;a8 gidhes 8Ptte wARdasPdbél itRE bheigpERieatmmban@im e

renamed order, contained in a portion of the first execution part imposes it,
restoring in the unit, the identity of the corresponding dependent function
and executing it, so that said portion is executed correctly and that,

_ conseiluently, the protected software is completely functional,

e and in the absence of the unit, in spite of the request by a portion of the first
execution part, to }"aigger the execution of a dependent function in the unit,

" not being able to fulfill said request correctly, so that at least said portion is
not executed correctly and that, conseQucntly, the protected software is not
completely functional.

According to a variant embodiment, the process according to the invention

comprises:
-> during the protection phase:

e defining for at least one dependent function, a family of dependent
.ﬁmcﬁons algorithmically equivalent, but triggered by triggering commands
whose renamed orders are different,

o and modifying the protected software:

— by choosing, in the source of the protected software at least one
triggering command with renamed order,

'~ and by modifying at least one chosen portion of the source of the




- by choosing, in the source of the protected software agtjaheastoooae
triggering command with renaned order, - and by nodifying at |[east one
chosen portion of the source of the 26 January ﬁéﬁRﬁéﬂﬂ%Era‘fﬁsmTW%ﬁ
TRANSLATE 13 protected software by replacing at |east the renaned order of 5
one chosen triggering conmand with renaned order, wth another renaned
order, triggering a dependent function of 8he same family. According to a

vari ant enbodi nment, the process _according.to the,invention o | ses: 3
during the protection praseted fofiarndy rfacye Pgé%aft e‘e&éﬁgﬁﬁﬁ& ?uﬂg?i on,
a famly of algorithm : MRk, Qi anothRY renamed
concatenating a field o%‘%%%?g%@ﬁ%#@%ﬁ?%ﬁ?%ef i I?ﬂ’ng the functional
part of the dependent foraed irippeting &xiegatident funttie ofitht same milyy usi ng t he
identification field of the instruction and the expected.. ic{eg{]i f.i cat.i on

" fields of the opercsariing te@ovaiiang crapodiment Ahg PEIRBEAFROFTINE (1R iy AYeaLgn
according to the i.nvention conprises: 3 during the protection phase:
defining: - aS°WBYfSd of renanming of the orders, a ciphering nethod to

ci pher the orglergring RO $r@tSotidShiRist Befmiaps fornaalesstionp| dapendenn dution, a
deci phering nmethod to decipher the renaned orders and thus restore the
identity of the faejlpofiggorithariciiynivalens depandent fAngteBSuni t. According to

another prefery o0 eTbod Tegt b End RIGRE GEREHS T b BT e
softvare: by choosing. fflcAdil pavoeaedepbitRaPhbesi eixsaité paheunal | east
one condi t.| ?nal branch carried out in at |east one chosen al 80“ thmc
processing, - by nodi f yérgy ading éesidentificatioosshd pb thei ipstrustion sad degexnscist t he
protected . identification fields of the operands.

* According to a variant embodiment, the process according to the invention
comprises:
-> during the protection phase:

e  defining:
" _  as method of renaming of the orders, a ciphering method to cipher the
ordérs,

—  and as restoring means, means implementing a decipheting method to
decipher the renamed ordérs and thus restore the identity of the
depéndent functions to execute in the unit. ‘

- According to another preferred embodiment, the process according to the
invention comprises:
> during the protection phase:
o modifying the protected software:

— by choosing, in the source of the protected software, at least one
conditional branch carried out in at least one chosen algorithmic
processing, .

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the

) ' protected software, the functionality of at least one chosen conditional

branch is executed, by means of the second execution part, in the unit,




software, this nodification being such that during the 2exRauaiy@r0ef the
protected software, the functionality of at |east,one ¢chaosen Ltional
branch is executed, by neans of the second exeBGH'EﬁP%éQ%%“eq h*&ﬂﬂlTQnTMNEGATE
January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 14 - and by producing: n
the first object part of the protected software, said first object part

bei ng such that during the execution of t e protected software, the
functionality of at |east,one chosen conditional branch is executed in the
unit, > and the second BBPESFOMSIE of the protected software, said second

obj ect  part being such,th eﬁ?sftfo%][ecyﬁér@aflﬂ{eqx&da@ce&%f&wa@,dsaﬁwﬁ'ts@gbj@&qm
execution of the protected software, appears the second execution part by
means of which the functi diealg dugh dliat dorihg dst exsosionhfshaprodesteti softwaed, ther anch

i s executed, 4 and during the usage phase: in the presence of the unij and
each time a portion of theﬁm@%‘%}@llg’)@%ﬁ a8 Ort?a‘"ﬂioseqma‘c'?r,an@k’é@ﬁ?q t he-

functionality of at Ieasti§%§‘ﬁﬁpditional branch in the unit, so that said
. . [
portion is executed correctly and that, consequently, the protected

software is conpl et el y »f ungidithe@stcond bkt pait e tibpeeeedodoftwaee, waidtseand i n
spite of the request by a portion of the first execution part to execute
the functionality of a cormbiect padibeingsnel thah aftenurlopd to thegmitpnd dyringthe ¢ o

fulfill said request Corre‘:?&é%if?gs&t}‘pﬁto;g&?(*]maﬁ?,g%ﬁgﬁgﬁ{set Od SecBon

executed correctly and tha equen e pro oftware 1S not

conpl etely functional. AcgRgdbyendafs of waiidlatie RAbHwhaliBNoT af Rastpinecahssen
according to the invention conprises, during the protection phase,

nodi fyi ng t he ‘protected scﬁondlélpé@lbfawléﬁmgeﬁg, in the source of the

pr ot ect ed sof%vare at | east onﬁl series of chosen conditional branches, -
by nodi fying PB4 dyring f° URASE DAAISA ¢ i on of the source of the protected

software, this mydifij GRt-QRNQEHMNYe SHE And Bith tHHE 4 Partioh @f exehidt &:RButn pdie
protected software, the ‘overall functionality of at |east one chosen series
of conditional brandimpeses dt, exesuting dhe fimctienehity of attlenst e eenglitional branch in
the unit, so that said portion is executed correctly and that, consequently,
the protected software is completely functional, ‘
¢ and in the absence of the unit and in spite of the request by a portion of the
* first execution part to execute the functionality of a conditional branch in
the unit, not beiné able to fulfill said request correctly, so that at least said
~ portion is not executed correctly and that consequently, the protected
software is not completely functional, '
According to a variant embodiment, the process according to the invention
comprises, during the protection phase, modifying the protected software:

— by choosing, in the source of the protected software, at least one series
of chosen conditional branches,

— by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution of the
protected software, the overall functionality of at least one chosen
series of conditional branches is executed, by means of the second
execution part, in the unit,

—~  and by producing: ;
> the first object part of the protected softwaré, said first obj_,ect part -




execution part, in the un-it,' and by producing: > the fi2skanadry@0ots part of
the protected software, said first object part 26 Ja 0
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of the protected software, the functionality of at |east one chosen series
of conditional branches is executed in the _unit, n and the second object
part of the protected software, said second obj ect part being such that,
after upload to the unit d_duri t he. | Yol
software, appears the secgﬂ?}n%%c@[}ﬁ to&]n&néaqﬁggg‘%/éuﬁggggth%&%t (It:tg(F‘I e enae o) |
functionality of at |east QpgtiosdlieseNatSiRhstnehotdndtitd ofandhionalchraschies
executed. The process according to the invention thus enables to protect
usage of a software by usisregecutptmdbeyhilg and nenorizing unit which

presents the characteristic f containi a t of th el

executed. It follows that #H)TEerr °b19§r EF@F pg?f&‘”%‘i??%ér\ga%ﬁ ger(r:ﬁﬁlgng

to work without the procesaﬂﬁ@%Iﬁ%&@g@{ahzmgaﬂm;noddrmmﬁmt gnd @&ipathe t he
e

part of the software contal I'n the procesSing and menorizing unit
during the execution, or ekssusion df therprotedtedep8ivare, eppeatsche egecufipn |

not be conpletely functional. Various other'. charagteristics r,ge,from

the descri ption nade bel owPith bYrIE?aéﬁsé?fc‘ﬂﬂFB fPﬁé’Vﬁfaﬁ ‘étﬂjnﬁﬁtgg(%g%slg Nl
show, as non-limting exa l.%rilg@gj) Rbsal BRRchdiak 8RAteat i ons of the
subj ect of the invention. "E'il“’gg‘?%% anlgall are Funct i onal bl ocks di agrans
i |l ustrating the P pRidess ARPIdBEND ahé dnsemionathwsfambles to auplect lsageyofnat
protected and protected by the process in_ accordance wth tlll'ue inv?nt'on

Fi gures 20 t osoftwatelhysising prsessing i dacmoriging Hait siirbrigisd %?haé?.? eristic
apparatus | MR STRBMIAP o Bt EORE SPabR BEnk 1aREReA TollBd: kM ARl Riived

Fi gures 30 and ona rams meking explicit the
general  pri ngiefidh of thehORMAAEL asSnptingaocworkawitbouti thé ptdeessingvand: inemorigngur es

40 to 43 are diagrans illustrating the_protection process according to.the
i nvention i npluaiteimposes tcheeciraian teppat of thy 50 ‘E‘fieo‘?’?r‘fﬁ}“‘“\%a]rni %I%ﬁ’ce—mﬂg BPdur es

70 to 74 are di agrans, (L UkhEho SxddifioR! & 68 A8 JRIHOGESESdA CIHS Beftkret he
will not be completely functional. '

Various other' characteristics emerge from the description made below in

-referenice to the 'appendéd diagrams which show, as non-limiting examples,
embodiments and implementations of the subject of the invention.
Figures 10 and 11 are functional blocks diagrams iIlus‘trating the various
representations of a software respectively not protected and protected by the process
in accordance with the invention.
Figures 20 to 22 illustrate as examples, various embodiments of an apparatus
" implementing the process in accordance with the invention.
Figures 30 and 31 are functional blocks diagrams making explicit the general
principle of the process in accordance with the invention.
Figures 40 to 43 are diagrams illustrating the protection process according to the
_ invention implementing the principle of protection by variable.
. Figures 70 to 74 are diagrams illustrating the protection process according to the
invention implementing the principle of protection by detection and coercion.
j Figures 80 to 85 are diagrams illustrating the protection procesé according to the

invention implementing the principle of protection by par renaming.




i nvention inplenmenting the principle of protection by ¢etieatdrgzoasmd :
coercion. Figures 80 to 85 are diagrans illustrating the pratect

process according to the invention inplementi iCURRGR/03 I'eT@fTJEBQT%NSMTE
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Figures 90 to 92 are diagrans illustrati n? the protection process accordi ng
to the invention inplementing the principl% of protection by conditional

branch. Figure 100 is a diagramillustratin he dif.ferent phas
i mpl enent a? i on offiguyr %9%(5’0?224{? aPT‘?e‘hPW i%?l?r(%rcéﬁ’? Brofi%%f’?cfrg%?gé%es an

enbodi nent of, ® | F}rﬁﬁ ﬁf&é&i@hib Ron@fioddlBramERSt r uct i on
stage of the ’6&8‘?%@%%%“3@%@‘% acé:%?gg ce wt h9t ﬁ% i (r)]vent ion. Figure 120
illustrates an egpaghnm@otis afdiggrameillastrition thatdifferentnphasessefdiniplernénsation of

protection process in accordance with the invention. Figure 130 illustrates
an enbodi nment thefsubjestyafifeginsienti®hi ng t he i npl enentation of the tools making

stage of the protecti ase, i n_acgor,dance A ' Wl 140
il 8st rates aﬁ e#fﬂi’d’Fﬁ'@ﬂﬁﬁ fgs @s%r%d%ﬁlf%vﬁf\r%géﬁﬁﬁerpfa%@ie{%e{ %glll%nr%g%t?&%rﬁe
protection proessSoftaRhish f9:d oF thfrotdd¥in iphede inhbidmcd Withithd insentidres an

enbodi ment of a custom zation unit used in the protection process in
accordance with Fignreri28nilusimates an embodiownt of at pre-cystomizagion Git yspd in the

following definitions will, be used: . ata pr.ocessing system3 is a system
able to execuP@te&“BPBﬁ?c&?ﬁmacﬁriﬁnﬁﬁgg@itﬁﬁuyﬁﬁﬁ%mri zing unit is a unit

able: - to accepiAabd38ifyidad aenfbodfthentUOCasenAIGHaE @8 Baplemeitatiset ur n
data to the data ptocessing system3, - to store data at |east partly in

- secret and t oof tkaddls miakingatige af themprotofticeplise ijaae&o@agqp with thqéntﬁﬂFIpnj s
or all of the r Bamre 140 el sareabodpar St PRt ppad i fhlsfehion
bl ank uni ¢ 600 e PRE e R R A ot ocess accordi g to
the invention, buigwlei t50 dhptmeseinv embadiment 20fsé ausforgzationi ynib vsedudn tthe, A
pre- custom Zegrol’ggcititon%?ociegs i?l alc);cl:oaf'gaknclér\]niriﬁ] t%g ir\weinfign.has received part of data
In the rest of the description, the following definitions will be used:
e A data processing system 3 is a system able to execute a program.
e A processing and memorizing unit is a unit able:
~  to accept data provided by a data processing system 3,
—  toreturn data to the data processing system 3,
- to stérc data af least partly in secret and to retain at least a paft of said
data even if the unit is switched off, |
— and to carry out algorithmic processing on said data, part or all of the
result being secret.
; 1; unit 6 is a processing and memorizing unit implementing the prc_icess
according to the invention.
‘¢ A blank unit 60 is a unit which does not implement the process according to
._ the invention, but which can receive data transforming it into a unit 6.
e ~ A pre-customized unit 66 is a blank unit 60 which has received part of data
enabling it, after reception of supplementary data, to be transformed into a
_ unit 6.
" e The upload of information to a blank unit 60 or a pre-customized unit 66




enabl i ngGi t, Tﬁfterl regep;-i _on]c of suppl enent alrjly data, to2Beiahigpebos med into

a unit 6. e upload of information to a bla a

pre-customzed unit 66 26 January 2006 PCT/ FR%?FZEBQQ?SZ%@TWMMATE
17 corresponds to a transfer of information to the blank unit 60 or the

pre- custom zed unit 66, and to a storage,of said transferred information.
The transfer can possibly include a chand of the information format. A

i abl e, f ti d t al I 5 . & Wil
be. i nai cat od by an_ SAREREALE T SNEBRE L RSRGORAE, (B SRERRGGCUENEIE 1

contained in the unichsBmied uleehaidet £@tdivgeiof e tasert@itfemmatioA The
"protected software", is a software which has been protected by at | east

one of the principl esmsfer panggassiblyoinciude b sheangeaf thy/informagen famat.j n
accordance with the invention, A "vu] ner abl.e%isofthwar e", is.a SOfetgﬁrelé

whi ch has not bedn phbtaabled byctignor 433 cantaiped mrthe dafE PEOCPHTRE FEPEHENERd by
the process in accor 14t ' Q. o hild gt S8 Mh&IA or da:
differentiation bet *ggﬁagatyﬂlﬁeélggﬂpgé@%ﬁqwg %lrlllcljéqg ﬁgﬁglﬁ’egt ed soft vvartg i's
not inportant, the t@hincdeh thwamm'e will bis adlicatadl inod lomeraashtten ar i ous -
representations depending on the instant considered in its life cycle: - a
source represent ati o protectad ssifiwaee”, iopsefwareawhich has been protactediiy %Itglﬁa}s':- or

a dynam c represent ationa ?Aoﬁs’f%{irjﬁlgsr a]&)?(ztrgaioq;t ii pleﬂen?eds%yt War S’fdcgss- in

under stood as a repré&e I'ch ranstorimation; resalts in an

obj ect representati QReorfnf@uilithe iRESRNt ati on can of fer different |evels,
froma conceptual abstract level.to a |level executable directly (tl))é a data
¥

processi ng syst em orA dvyineeblssfiyataiois antoforare whirhus mot beengipiseied by any
Wy chaft er  Cranst etRSIEE B BRROHaD ORISR 06 TrgSe 48 FELERRE Mt
system or a processiijignidd nenorizing unit, can. be executed. It

e In the case where differentiation between a vulnerable software and a
protected softwaré is not important, the term “software” is used.

e A software has various representations depending on the instant considered
in its life cycle:

- asource representation,

—  an object representation,

— adistribution,

- ora dynamic representation.

e A source representation of a software is understood as a representation
which afier méfomaﬁon, results in an object representation. A source
representation can offer different levels, from a conceptual abstract level to
a level executable directly by a data processing system or a processing and
memorizing unit. _

e An object representation of a software corresponds to a level of
representation which after transfer to a distribution and upload to a data’
processing system or a processing and memorizing unit, can be executed. It
can be, for instance, a binary code, an interpreted code, ete.

| e A distribution is a physical or virtual support containing the object

representation, said distribution having to be put at the user’s disposal to




can be, for instance, a binary code, an interpreted cogde,Jaftisry 2086
distribution is a physical or virtual support containing the object
representation, said distribution having to bePQIAFRO2/02343s<FEXT TOSERANSLATE
to 26 January 2006 PCT/FR02/ 02343 - TEXT TO TRANSLATE 18 enable themto

use the software. A dynam c representation corresponds to the execution of
the software from its distribution. A prtion of a software corresponds

to sonme part of the software and _can for instance correspond, to one or
sever al 'consecutiveemﬁblm@@mtﬁéﬁ‘?%ﬁpg}’@ﬁe- and/ or one or several consecutive

or not- functional blogcks, .and/or .one or ever, f ' or
several subprogrlns A @Wﬂ%‘f 8 ﬁegerg?h%gpgegﬁond%xg ﬁeeé#géiiog‘gb? 'Et ?%%‘ii’{)vff%fea i

sof tware can al so cqLpReRamdnto all of said software. Figures 10 and 11
illustrate the various representations respectively of a vul nerable
software 2v in the gepatiah ofansfwarnchrofspandsriotsemequiriseff thagewag apd seact ed

according to the process in accordance with the inventi.on. Figur 0
i |l ustrates vari ous freipstaneeneomrespRns &9 oge Wh SR aLTODSeHIV G QF Qogglsg'é%'ﬁgﬁ’ri ng

during its |ife cyClgyoTR, vhinRrAGalildRt foP FurkAbnd HiSodPRRT SRS any

of the follow ng representations: a source representation 2vs, an obj ect
representati on 2vo, s@eshl Shridtious,iapd/of e ofSaévdralissbpropratisomd/emoritareevwainonl y

the formof a physical. distributiogon nediumsuch as a CDRC&VIor t he form of
files distributed tindslegh4a PeEiARoPKk 4 aten P} A0, carespynd &o all g ﬁa‘ﬁ{c

representati on 2ve ¢ re%ponding to the execution of the vulnerable
software 2v on a dafé%ﬁ?bbessing system 3 of any known type, which

classically incl pgeges a0 hedstl dnstpkotRs yafous. rdprgenmtidrs irdsperdivelyt of a
various representations of a protected software 2p a?peari ng during ifs

life cycle: Tiungrblesoftwereshi mihe sermplsanse; MsobpprosciaialvaZhiP PBIccac
sour ce part | Heermtorr piopesTaAPYrEPsk SHERERAGMAR P2 ("3 second sour ce
part intended:fogjdypg Miillufirates various representations of a vulnerable software 2v
- appearing during its life cycle. The vulnerable software 2v can thus appear under any
of the following representations:

e  asource representation 2vs,

s an object representation 2vo,

e a distribution 2vd. Said distribution can have commonly the form of a
physical .distribution medium such as a CDROM or the form of files
distributed through a network (GSM, Iﬁtemet, etc.), |

e or a dynamic representation 2ve corresponding to the execution of “the

- yulnerable software 2v on a data processing system 3 of any known type,
‘which classically includes, at least one processor 4.
Figure 11 illustrates various representations of a protected software 2p
" appearing during its life cycle. The protected software 2p can thus appear under any
of the following representations:
e .a source representation 2ps including a first source part intended for the
» data processing system 3 and a second source part intended for the unit 6,
part of said source parts can commonly be contained in common files,

e  an object representation 2po including a first object part 2pos intended for

the data processing system 3 and a second object part 2pou intended for the




part of said source parts can commonly be contained i n2gQanwarybob®s, 0 an
obj ect representation 2po including a first obbectaﬁart 2pos 1 ntended for

the data processing system 3 and a second obj ePETHERO2 3 nTEXE IO TBANSATE
26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 19 unit 6, a
distribution 2pd including: - a first distribution part 2pds containing the
first object part 2pos, said first distritbution part 2pds being intended

for the data processing system 3 and which can commonly have the formof a
physi cal di stri but iw# 6redi um such as a CDROM or the formof files

di stributed through a,.ne r Internet, etc.), - and a second

di stribution parf Zﬁ’tfhgcﬂ Wﬂ@é‘ﬁg’&%}% r of at | east one pre-custom zed
unit 66 to which a part, ffy hiiibubieh Pafl 2plsQehtaRBng thePidt blﬁ;,sat;ﬁﬁrzémp,l paded
and for which the user as to finish the custom zati on by upl oadi ng

suppl enentary data so fast distrithitishnpat 2pids Bing dntendadp firethe rata profasandei ng
obt ai ned, for instance, by down] oad .t hrough aarﬂetwork n.or east

t |

one unit 6 to which thesysleBoAdatshj"Eeh 581t COIYY Ha'éﬂ"eb_@snf"% g‘;&g@}ﬁ“’f a

dynam ¢ representation rﬁ?igﬁbﬁt%l{ ﬁ%@iﬂﬁf&d&ﬁ agg. éIbROF/I“BPer'fQﬁn of filel Qs ect ed
repr esenta u

software 2p. Said dyna 1on 2pe 1 ncludes a first execution

part 2pes which is exectidughiheiwiakdaBy, Ineargsialy system 3 and an second
execution part 2peu which is executed in the unit 6. In the case where the
differentiation betweerandiescerrd distahutionepirt2ndy Bﬁ%@e{}fm‘?zhe pr ot ect ed

software 2p is not inporta he expressi Lk # : e%FR{ ed
sof tware and second par’f oclr’]fI ?%teagtrg?egfee%lsg% &Z\%%P‘Z‘its alt‘]g V@gc%rsae : %Egﬁé
i npl ementation of the procgssndsjestPaii@pod Haldetditsivhdedund forewhioh deeneser wi t h

the dynam c representation of figure 11, uses an apparatus 1p including a
data processing system 3 hdsrtkefinislp theycustaniipation by, vploading sgpplementay; data

processing system3 is of agwggﬁﬂe 22{1@%% ?%agﬁes%%pl&lngﬁtﬁn%@ééﬁ%i}lgtoglamt one
. .

processor 4. The data proc¥s a co be part,
for .instance, of various ngghid d thtoteH a etwdRbi | € products, or

vehicles in the general sense. %}%e’ I'ink 5 can be realized in any
‘ »  or of at least one unit 6 to which the second object pait 2pou has
been uploaded, '

" e or a dynamic representation 2pe corresponding to the execution of the
protected. software 2p. Said dynamic representation 2pe includes a first
execution part 2pes which is executed in the data processing system 3 and
an second execution part 2peu which is executed in the unit 6.

In the case wﬁere the differentiation betweén the different répresentaﬁoﬁs of the
protected software 2p is not important, the expressions first part of the protected
software and second part of the protected software shall be used.

“The implementation of the process according to the invention in accordance with
the dynamic representation of figure 11, uses an apparatus 1p including a data
processing system 3 .Iinked up by a link 5 to a unit 6. The data processing system 3 is
of any type and includes, classically, at least one processor 4. The data processing
system 3' can be a computer or be part, for instance, of various machines, devices, fixed
or mobile products, or vehicles in the gencral sense. The link 5 can be realized in any
possible wéy, such as for instance a serial link, a USB bus, a radio link, an optical link,

! _#-ne'twork link or a direct electric connection to a cirouit of data processing system 3,

ete, It should be observed that the unit 6 can possibly be physically located inside the




possi bl e way, such as for instance a serial |ink, a USBghdguar@2006li o |ink,

an optical link, a network link or a direct electric connection to a
circuit of data processing system3, etc. |t POT/iR®2462383TERXT TOIRANSLATE
unit 6 can possibly be physically located inside the 26 January 2006
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processor 4 of the data processing syste@d3. In this case, the unit 6 can

be considered as a co-processor in relation to the processor 4 gf the data
processi ng sysmeriniSgrated cirheit thankhe pragesser drofohe dataimecessing gyta d- & iy ¢ .

Figures 20 to 22 show.,in an illustrative and non-|mt. , | ous
enbodi ment s PSS HE UBHSF28 ﬁ§°‘Fsﬂ)&é£‘? Bk HHPERES D Ir%alj?lrtggrﬁﬂg??e oﬁg %&%rﬁeaﬁﬁé
protection p Js AAGKe BhE B id AR WERE REpratbd citdugt. enbodi ment
illustrated |c{r?&fcp|?§°ﬁeF§é&2%§t%{t?{13ej pr o? ecti (l)n1 appar at us dIggrg.ai_r]cl udes, as a data
processi ng syst effpiires a2(C GM2At sovatisl anafluatrativet arB] nan-dimMiing MMANTT, NAHONE s
interface 8 commonly called card reader. The cqnputer 3.is é@?ked up to the
unit 6 by a embedimentDof jthyy appasatas dpuellowings the H@PE?'%%“&S’PM RIS t he
first execution part 2pes whi.ch i uted in the conputer 3 and the
second executd¥FSHEIAFd em#hctﬂe@?ﬁé§%cut ed in the chip card 7 and its
interface 8, nusy, otHboEmbaaLiteRal inSzired, theerotpetivneppertvsdiptindndes2p i s

conpletely functional. In the enbodinent illustrated i.n fjgure , e
“prot ect i onapparatats prosessing pysten 3pacenreputer Kl @ha HHhey %Ica’g’e?f’gg%lilﬁ‘fiﬂﬁdi ng

various conpanents 10 adapted,.to the funecti J ’ ife By oduct

9. The prot ed{l‘ieﬁf%c%%mﬁé'%e # fieid: 1:.0%1% cg{al&gt)eggzssﬁang,ugﬁogata By

. processing 5)’35{1&{753]):‘ drledkebwtidnn6F e PrlbtEéted setbdlare Pp, teefint bascutimpatt a
unit 6 associated wt he product 9. So that the product 9 is_conpletely

functional , tapeswhidhds erebusaiinwbe eomptend gnd e seernst ecertiPn RAFCIRINEMCh Thys,
g e e S 0 B 8 B AL, BB heBhafr AT
Funct onal |- SipGBEH sl 2p 18 Eth Rl ot U1 L erefore. i ndi rectly, to
protect against mraethbodiremt ilsigated ihéigprol che protactionapparatig 4p equips a
 oystem . mmmie.d in fy onerd) sBe GholiEsvrEUR srmant 10dsRecR B
el udes. sevpiortS e by sl pfodege o M Do e e o at vy k.

‘The data procasshéBandsy dhiaprécessingsysians 8 eodepdadan the pioductfandy om thei atkers of
network type, to a unit 6 .
' “hand, a unit 6 associated with the product 9. So that the product 9 is completely

functional, the protected software 2p, must be rcompletely functional. Thus? during

 the exccuﬁoﬁ of the protected software 2p, the first execution part 2pes which is
executed in the data processing system 3 and the second execution part 2peun which
is executed in the unit 6, must both be functional. Said protected sofiware 2p enables
therefore indirectly, to protect against unauthorized usage, the product 9 or one of its
functionalities. For instance, the product 9 can be an installation, a system, a
machine, a toy, a piece of domestic appliances, a phone, efc.

In the embodiment illustrated in figure 22, the protection apparatus 1p includes
several computers, as well as part of a communication network. The data processing
system 3 is a first computer linked up by a link 5 of network fype, to a unit 6

_constituted by a second computer. For the implementation of the invention, the
second computer 6 is used as a license server for a protected software 2p. During the

execution of the protected software 2p, the first execution part 2pes which is




constituted by a second conputer. For the inplenentati @ Jahudrph@oddventi on, ;
the second conmputer 6 is used as a |icense server for afﬁrft %ﬁg?dr software .
- 2p. During the execution of the protected sof PQEIERQ%[‘)? Ti QO ARANSIATE
part 2pes which is 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 21
executed in the first conputer 3 and the second execution part 2peu which
is executed in the second conputer 6, muél both be functional so that the
protected software 2p is _conpletely_functional.

ect _ Fi gure 30 abl es .10 .make
explicit moreekcatedst fhe firpb qompuERt 3 dofsciseand gxeeiio, r%ﬁ?@eﬂn‘? F s
vention. | ¢ oS QPRSI EHu Bt 62! BEB FineBbiat6 haine bfotested

consi dered as®P&t y I'n a data processing system3. On the

other hand, iga4ie 2538 6orRpleteiefuntidilent ation of a protected software 2p,
the data processing system 3 includes transfer nmeans 12 |inked ug by .t he

link 5, to transfégurenifhesabl® toeinake saplicibmarn Pragisely, dhe RENPGiieg Rrpcess n

establi sh communi cati on, between.th first executi.on

second execut PERIGReE Withdbe BrveRy. Str%]%%f%%gbsggfe fl it 3%?)&.61"%’?@%%@%%@’%

consi dered t h@&nsﬁ&?%(f Eé'ﬂgifngre BABS tddlly 3B 268 FrosRiihpaysedrsl/ On thdatftinar e
e 0 rovi

nature and are capa I ng and, possibly, optim zing the data
conmuni cat i onhiet, Vige thet basedalt thepimplessintagionyef enp®tested sofewarni 2p,6the Sdata
transfer neans 12, 13 are_adagpted to_enabl e to,.have ne. [ a
protect ed sof PIREESSIEHSYSIGH éﬁnﬁg, eSSt ABFRS ﬁn@gﬁéﬁﬁ’gﬁx a}erelblﬂi g’htéq%s?%%’rof
link 5 used. gaid nsfer "egafg ‘uni 1iftk o RELLIRAT donthuribRichkesdn Wk t he
i nvention and™Xfe %%E%e%é)glr‘ti e é’r‘r‘%&? c‘%ar%ec?s%l y as they are well known by
the Man of -ar fyst Th@chfidrs paaljesodnd liee peamdcexsutioo pata?pew pf ithe Iprofested
commands. During the execution of the protected software 2p, the execution
of said conmaseféwdrg 2phe first execution part 2pes enables the

comuni cati on between, the fj.rst CHL.I r 1 {eNgr SR and/
execution part ;&)g}}lst i’ﬁ cPﬁ%d?rggﬁﬁ%fH%htg&(?g%c%F%tgﬁ% ?ﬁcsjg]ited&;:ommndsanaroé
~represent ed byaidarOditues and BtScapble of yadvidingdaridn posgblye optimizing &id datat he

| npl ementati on of the second execution part 2peu of e protected software
2p, the unit 6oinmsinidtien peisresnithe dateaAgessing sypfem %)PB‘%E]&‘{ ﬁ%‘ﬁ 6 ﬁﬁs"f"i’&%"f

Simpl 1 11 cat  ofeHHe Lhely 8 e e BRREBITREd BRATishlia) Kforbotls SRRuSRp
during the exgmidh ANpRferiblg, Rope@badfoR heaye Ak Sespt. drihtrensfir mémsuni t
° | 12, 13 are not pért of the subject of the invention and are not described more
precisely as they are well known by the Man of art. The first part of the protected
software 2p includes commands. During the execution of the protected software 2p,
the execution of .said commands by the first execution part 2pes enables the
communication between the first execution part 2pes and the second execution part
2peu. In the rest of the description, said commands are represented by IN, OUT or
TRIG.
As illustrated in figure 31, to allow the implementation of the second execution
part 2pen of the protected software 2p, the unit 6 includes protection means 14, The
protection means 14 include memorization means 15 and processing means 16.
For the sake of simplification in the rest of the description, it is chosen to
consider, during the execution of the protected software 2p, the presence of the unit 6
or the absence of the unit 6. In actual fact, a unit 6 providing protection means 14 not

adapted to the execution of the second execution part 2peu of the protected software

2p is also considered as missing, each time the execution of the protected sofiware




or the absence of the unit 6. In actual fact, a unit 6 JgrRuish/Pgo@rot ection
means 14 not adapted to the execution of the second execution part 2peu of
the protected software 2p is also consi der ed PGT/AFROL/02343 1FEXT TR SLATE
execution of the protected software 26 January 2006 PCT/ FR02/ 02343 - TEXT
TO TRANSLATE 22 2p is not correct. In other words: a unit 6 physically
present and including protection means 142adapted to the execution of the
second execution part 2peu of the protected software 2p, is always

consi der ed asziplﬂé@é?ﬂr,fe"t-éﬂ@mefW@“ﬁﬁysi cally present but including

_protection neans_14 not .adapt ' : ] - r
I npl enent ati on of tﬁgmtst g@iﬁ’% cglg/e%rgéepg%nd;fglﬂuﬁy&%i‘o %gtléﬁglc%@oft@tagﬁdé%ﬁemr e
2p is considered ascpicaESNbS thehednl exdikion paii@peaaifihe pratetied softivamizpgisnhen

it does not work correctly, and a unit 6 physically mssing is always
consi dered as ni ssi algvays nonsiderekaseresantie the unit 6 is constituted by a

chip card 7 and its interface 8 the . transfer neans.13 are li,t inte two
parts, one bei ng‘onatuﬁ@qﬁ}ﬂﬁﬂqaﬁzé’r??e%mﬂlttlﬂ ugll“ﬁé‘rrgteﬁth@ PaH %%Ottﬁquqgﬁ’i p

card 7. In.this enmbodi &J]lE? GRRAEE iRplehf ftafiBh RIGAE dechnl TxeGRBA ed
as equivalent to thgg'a sergrll}(?e ﬂ?ﬁe untlet 16.e I n ot her wordcs, in the a%g{ance
of the chip card 7 apeél of thet proteofedsbAwareS2p iheorsideteicas mosent avienlitl warks not

accessible and do not enable the execution of the second execution part

- 2peu of the protect efrecilys angeasanisging whe eggott%%cpﬁrgct&,ot ected software
2p is not conpl etel unct i . ¢ | [ ion, the
protection pr oceSs é?%r%“%i%6%%1%a%§%gggsdﬁg@?%¥n%*hg%spl)llri%ﬁ%t ion, called
by (< detection ffe cRRMhedS theinitd 1deonstitied 0 achip\trird 1T and its deterfaced, thet i n
relation to figures 70 to 74. For the inplenentation of the principle of
prot ecti on bytratsferaidans 13kt el iip GWO PaBtE.conechaingden thf‘a’?“qf@ﬁ%g a8 dhesothenrar e

execution characteristic lj.abl noni t,ore t [ ' e
it 6 Ma T h g ipiea 1o i SRS RRE, B qe3aR ofldb b lald™ 1
execution  cha ARl a%téqﬁivale%ﬁ@ﬁlbiaﬁébn%%ﬂﬂwlﬂnﬂ 6. ingtheneadds,iin thhabsenid 6

and enabling to detect that at |east one software execution characteristic
does not abi def thy chip ¢axd St anshher itsintasfoce Be thecprotestip means 14 are not accessible

and do not enable the execution of the second execution part 2peu of the protected

software 2p, so much so that the protected software 2p is not completely functional.
In accordance with the invention, the protection process aims at implementing a
principle of protection,'calléﬁ by « detection and coercion », a description of which is
carried out in relation to figures 70 to 74.
For the hﬁpleﬁxentaﬁon of the principle of i)rotecﬁon by detection and cbercion,
are defined: | '
| e  at least one software execution characteristic liable to be monitored at least
in part in the unit 6,

e at least one criterion to abide by for at least one software execution
characteristic,

e detection means 17 to implement in the unit 6 and enabling to detect that at
least one software execution characteristic does not abide by at least one
associated criterion,

e and coercion means 18 to implement in the unit 6 and enabling to inform

 the data processing system 3 and/or medify the execution of a software,

when at least one criterion is not abided by.




and coercion neans 18 toinplenent in the unit 6 and errghlahtgy2006 nf or m _
the data processing system 3 and/or nodify the execution of a_software,
when at |east one criterion is not abided by. BET/EROA(Q23A%HpTEXT TO TRANSLATE
PCT/ FR02/ 02343 - TEXT TO TRANSLATE 23 For the inplenmentation of the
principle of protection by detection and coercion, are also constructed
expl oi tati on neans enabling to transform #3blank unit 60 into a unit 6

i npl ementing at | east the detecti neans. 17 and. t he ' 18,
IPLeenti g, . |ieas Sk B ARG ey RBLPLR SRR,
principl e of Bfe%&l%&[:&%%u@%d%ﬁ%l@ﬁiﬁcﬁﬁm@% &08lifk QtrarfStniAiblang nftcdouidlesat he
det ecti on neans and the coercion nmeans 18 bel onging to the processing
means 16. TheyaR@igipknentidgasleid thr detéationrmemnhs 1Y and thedwermon meansdéns 17

that a criterion has not been abided by. Mre precisely, the tectio
neans 17 use i nf digexd Bhillusiritesghe msans ﬁ@esqa%ppstﬁlgllmalgg%gtaﬁgn aﬂﬁv%ﬁnw fh t he

menori zation neans 15 andjor from.the. . pr Wil R
noni tor one oﬁ?@%&‘éﬂn o‘?eg?ﬁél% %%gggﬁc}oglh%gﬁg#tgg%erl g?g%?et%g?ﬁgée%ﬁs 17
software exec %&\Cﬂfﬁe cBakRRt Bkt 18 bebnghly 8 tHeepdtessing Weirtsel.oThe taerdbide
by. In the case ere it is detected that at | east one software execution
charact eri st i enealo®8 arecinfaxined by e datedtiongneass d 7 dhat pcrifegion hap aotfses abidgd
means 17 informthe coercion nmneans 18 of it. Said coercion neans 18 are
adapt ed to_m)éb’fy, in the appropriate way, the state of the unit 6.; For
the inplementati qp,Qf fRRRT RS IRIRHO MEACEY @D Bforfities (doptin@fibm the
coercion, are also chosen?” ‘at ‘| east one sof tware execution characteristic
to nonitor, am@agfet hteansol3 vt efromutho rmeharizationr meensc 45| prdipe fram Hhe

nonitored, at |east one criterion to abide by for at |east.on n
sof tware exec@HQEHIng Haeanst dp; $Pi & ‘:ron I’E‘WBF%O%/IPE "o YA \ ﬂﬁﬁglr%a%{a%%ﬁon
sof tware 2vs, cﬁ&a&%ﬁ sOR6 AbH bt ITickecltlRCafHcReisfiOfs 8hhtlBastiont eAktiofNne
sof tware execution characteristic 1s to be nonitored, and in the source

of the vul ner aphisidedit ware 2vs, 'at | east one portion containing at |east

ne chosen al gorithm r L ng. . -
one chosen al9o 1;1 the gasg V&Qh%?esi% ¢ @stected that at least one software execution characteristic

does not abide by at least one criterion, the detection means 17 inform the coercion
means 18 of it. Said coercion means 18 are adapted to modify, in the appropriate
way, the state of the unit 6.

' For the implementation of the principle of protection by detection and coercion,
are also chosen:

e at least ‘.one software execution characteristic to monitor; aniong the
software execution characteristics liable to be monitored,

e - at least one critefion to abide by for at least one chosen software execution
characteristic,

e in the source of the vulnerable software 2vs, at least one algorithmic
processing for which at least one software execution characteristic is to be
monitored, _

e and in the source of the vulnerable software 2vs, at least one portion
containing at least one chosen algorithmic processing.

At least one chosen portion of the source of the vulnerable software 2vs is then

| meodified, so as fo obtain the source of the protected software 2ps. This modification

‘is such that, during the execution of the protected software 2p, among others:




At | east one chosen portion of the source of the vul nerghbeausmoR00&re 2vs is
then nodified, so as to obtain the source of the protected software 2ps.
fl'Bd\pNSLATE

This nodification is such that, during the eRGE/FROZ/OR3ABe THXTEQ

software 2p, anong others: 26 January 2006 PCT/FR02/02343 - TEXT TO

TRANSLATE 24 at | east one portion of the first execution part 2pes, which

is executed in the data processing systeni43, takes into account that at

| east one chosen software execution characteristic is to, he rmniéoqr,\ﬁd, at
CIPch i s

|l east in part in*t hetleashione Bortioned theirst exesHacEREEINGS oW TR 1t SXEHuE

executed in the unit, 6, nonitors, at Jeast in p h

execution character F@?i@?ceﬁﬂpgna’sfeﬂb 3e38%fft f%% a%%&t{nﬁgh%r gfgéég:gﬁ%‘gﬁs%r e
2p, protected by thisgprk ReERnGharableA8E 1 RMbdMoRieded, 4t Qeast BpAORY thieon,
in the presence of the unit 6: as long as all the criteria correspondi ng

to all the nonitorednggecution characteristics of all the nodified

portions of the protected software 2p are _abided by, said dified.
portions of the prosedihe sewndyeresuion BTk 2P HYHED I‘?,exgﬁlt?‘{ﬁi‘ the, jupit 6,
protected software 2 [ ' I ' ?A}S‘c +.he criteria
corresponding to a ﬁgo ﬁﬁlgléz%?%%t%i%%hosgﬂg?%%%rg%}féscﬁagﬁg at%gsrtl%'i on of the
protected: sof t wvaparidp tlieSexdeiticabd e phytectéhsofivias 2p proreted ibyghis psiheipledfi s
informed of it and/or the functioning of the portion of the protected
software 2p iprotestip bedstectioniandicoersion; imibe PEseRrg obthe WHES:pr ot ect ed sof t war e

2p is rodified. Naturally, in the ab f the unit .6, at.
equest by a por ti of g8 e ol P ceRaRE eae e gl S % phih R Mool

sof tware 2p to Use LfifaMBlistict of ANARS moeifidiyickiddsed thopioRRtddsoRatd mys aret

| east said portion is not executed correctly and that consequently the
protected software ahided hyptsaib mpddified poftionst o fhel pratented weftwaisl 2PeFedt i on

~of the principle of protection by, detection.and . coercion, . two types of
software execution SR Ve?"itg‘?fi:%kd_dgf’%c{?géﬂﬁﬁfl@f@r ?F?‘F&‘PW he first type
of software execyt| gy A Bak Yuk W the LREES MG ridelto/ 2 i Mo RdUsecution
measur enent of the execution ofn a so?t ware and the second type corresponds
to a profile of usajeacérifticssffd patien oSdiechrotecied ypfogaref2pch astaitidadibyt thes can
~be used independently or in conbination._ For, t ge i npl enen attii on off h{le
principle of prot ecOrBrPBIESHEEYBIENS df dnfopapd bt and/or the functioning of the
o - portion of the protected sofiware 2p is modified, so that the functioning of
the protected software 2p is modified.
Naturally, in the absence of the unit 6, at least one request by a portion of the
first execution part 2pes of the protected software 2p to use the unit 6 cannot be
- fulfilled correctly. so that at least said portidn is not executed_correcﬂy'and that
consequently the protected software 2p is not completely functional.
For the implementation of the principle of protection by detection and coercion,
. two types of software execution characteristics are used preferentiaily.
© The first type of software execution characteristic corresponds to a variable of
- measurement of the execution of a software and the second type corresponds to a
profile of usage of a software. Said two types of characteristics can be used
independently or in combination.
For the implementation of the principle of protection by detection and coercion
_ using, as execution characteristic, a variable of measurement of software execution,
are defined:

e in the memorization means 15, the possibility to memorize at least one




usi ng, as execution characteristic, a variable of neas@selmodry2b0sof t ware
execution, -are defined: . in the nenorization neans 15, the possibility to
menori ze at | east one 26 January 2006 PCT/ FROPOZ/ERS2/02843 -TKEXTRIAIFE LATE
25 variable of neasurenent used to quantify the usage of at |east one
functionality of a software, 1in the detection nmeans 17, the possibility to
monitor at |east one threshold associatedto each variable of measurement,

and actualization neans, enabling to update each varigbl e of asyr.epent
dependi ng on the usatfEable Pﬁ@?ﬂﬁﬂ’@?’l‘@ﬁdﬁe&ymt GUW}agéh tu§a§ea€1§8€ﬁ%atgg§).neAre
al so constructed ex%gé%@taiigbf'ﬁ%%a}éml enenting, in addition to the

n e ¢o

detection neans 17 a erclion ndans 18, the actualization neans. Are

-al so chosen, in the pqus detediord MRansul 7)ahabbsililifyt toanenifirsat leastt odecthetshalde
functionality of the vulnerable software 2v whose usage is liable to be
noni tored using a varshedidted tof each astiseehimeaswigmedast one vari abl e of

measurenment used to quantify the usage of. said .functi onal east

one threshol d assbci? t‘l"ﬁ)‘\éi‘q”@ %Wgﬁtfag’fhl}g%?ré@gﬁ SHENt anAcb(%ér %gsmﬁgélué%r%&to a

[1mit of usage of saidiefdiftbh AAIEEY of thaTehctonkiR9Ss wal iFRaRiA Updat & of
epe

t he variabl e of nmeasurenen ndi ng on the usage of said functionality.

. The source of theAneuhserakeucted toxplaitaivs meanshénplepgnfingdin sdditien ttg st ai n

the source of the protected software 2ps, [ dification being such
" that, during tdstectienmenns Irpngt ‘f'ﬁ@rﬁPBF&apéhgﬁ?gaﬁﬁga‘gﬁ?n}eﬁ%&second
execution Zpeu:  AGLUAhEEH, o ¥8kic8 B hreVufERaRiGTRARL 20Pendi Ng on the
usage of said functionality, .and takes into account at |east one
. threshol d crossing. dtieaet ey funeticialityefithe guinemblsefintroly whotchsage isliebleed
software 2p, the variable of neasurenent is updated depending on the usage
of said functionali ttpbeapenitgredusimga vapahle UEeiibssed, the detection

Co imform the dara pitdEBLarRg BBt Beanhineit hell EaNARAE, BEABRE] L BC! O
carried out by the pfasgsaiiRg means 16 enabling to nodify
e at least one threshold associated to the . variable of measurement
corresponding to a limit of usage of said functionality,
e and at least one method of update of the variable of measurement
dependj.ng on the usage of said functionality.
The source of the vulnerable software 2vs is then modified, so 'as to obtain the
 source of the protected software 2ps, this modification being such that, during the
execution of the pfofected sofiware 2p, the secdnd execution 2Zpeu: B
e actualizes the variable of measurement depending on the usage of said
functionality,
o -and takes into account at least one threshold crossing.
In other words, during the execution of the protected software 2p, the variable of
" measurement is updated depending on the usage of said functionality, and when the
" threshold is crossed, the detection means 17 inform of it the coercion means 18
which make an adapted decision to inform the data processing system 3 and/or to
niodify the processings carried out by the processing means 16 enabling to modify
* the functioning of the portion of the protected software 2p, so that the functioning of
) the protected software 2p is modified. '

For the implementation of a first preferred variant embodiment of the principle




the functioning of the portion of the protected softward Qpuary@obbat the
functioning of the protected software 2p is nodified For t

he
i npl ementation of a first preferred variant enfetifROA/023481cTEXT KO TRANSEATE
January 2006 PCT/ FR02/ 02343 - TEXT TO TRANSLATE 26 of protection by
detection and coercion using, as characteristic, a variable of
measurement, are defined: for at |east offe variable of measurenent,

several associated thresho] ds,. and different coercio ans._ cor.r,espondi ng
to each of saffd P¥Q§‘?°é’§ﬁo‘l’¥iéi_ete°g?% aé‘ﬂsi")"‘?fﬁ’é’%ﬁ?ng’na’i ﬁga@‘%ﬁ’?ﬁ%@ Jt V?ﬂ%beie of'

vul nerabl e so&gm&l@ys&'e neheast one variabl e of neasurenment used to
quantify the usage o ’a{ ‘ileast' one functionality of the software and to

whi ch nust be assocgtaelbasianevatiable bf eghairdmentpsavespassdiiagd threhioldser ent
limts of usage of said functionalities, and at |east two thresholds
associ ated to the vand differenbtoarcian mesneerrresphading by eash of saidthreshipklsy abl e
software 2vs is the dified, so as ce of the protected

obt.ai n, t he, sourc.
software 2ps, th& HsRFRgsEnR Big Sﬁg{%é)tfgtlﬁwﬂpﬁﬂl?lfe S%W?ﬁ*‘ié"?he execution of
the protected soft aﬁé‘% ' rduait§Uhe udizhk Wilat Iast t he
vari abl e of masﬂrgﬁfeﬁ?ﬁgjggéﬁﬁ?lﬁg%gn%i e S%gggg&gfés@i d fu?\ctionalai ty, and
- takes: into account, ofi¢ fifretiemility of theesoftveasiangd tofwhitterwmsr boasocihted shodrals. | n

ot her words, classically, during the exegutiqn of the protected. software
2p, when the first thresheldsspaespondingde differentdimys o g Rige %@nalé ,

processing system 3., o0l PO G QLEE!Sh B3 VBIFIAR fGkubfieife sai d

functionality anyno e "protecte ware Z2p carries on using said

functionality, tige sarensr thlarasteeatle voftlvarepDiseis theal ydified, soasse dbtaim thde
case where the second threshold is crossed, the coercion npeans 18 can nake

the chosen f usutdeonfate tpyotieeted fefwhree2psn dhis medifieationebeingotush B dBringiie 2p
 enbodi nent - of RO FEPRIG Rk oprarea i S PR REEAAE 2T Ci on usi ng,
as .characteristig, 3. aijadhhe vafiablaEsSHeesRehentodehldihg Badtheehdakt iofGafeans
enabling to credit at |east one software functionality nonitored by a

vari abl e of neasur efimwrtiomlityy, at | east one additional usage. Are al so
constructed expl A 't %;[1& t%ﬁesnﬁ?ongccioml, &‘}%?éﬁtf s thei crlloses‘%%iotfiﬂ%nva%%ug Fesholds.

In other words, classically, during the execution of the protected software 2p,
when the first threshold is crossed, the unit 6 informs the data processing system 3
enjoining the protected software 2p not to use said functionality anymore. If the
protected software 2p carries on using said functionality, the second threshpld will
potentially be crossed. In the case where the second threshold is crossed, the coercion
means 18 can make the chosen functionality ineffective and/or make the proteéted
software 2p ineffective.

For the implementation of a second preferred variant embodiment Qf the
principle of protection by detection and coercion using, as characteristic, a variable of
ﬁleasurement, are defined refilling means enabling to credit at least one software
functionality monitored by a variable of measurement with at least one additional
usage.

Are also constructed exploitation means implementing, in addition to the
detection means 17, the coercior means 18 and the actualization means, the refilling
means.

Is also chosen, in the source of the vu]nerab.le software 2vs, at least one variable




detection neans 17, the coercion neans 18 and the act uage zatagreooeans, the
refilling mnmeans. |Is also chosen, in the source of the vulnerable software
2vs, at |east one variable 26 January 2006 PCPCIRER0Z92343 -EXT T TRANSLATE
TRANSLATE 27 of neasurenent used to limt the usage of at |east one
functionality of the software and which nust be able to be credited with

at | east one additional usage. The source &f the vul nerable software 2vs is

then nodified, so as to obtain the_ source_of the protected s war e 2ps,
this nodifi catdfonedsuiemgniused te it theysage of at Eﬂ%ﬁs‘é@c‘ﬁP%’&ag‘rY ‘?(}jet%‘? F?E%‘f% at
| east one additional, usage I bR | &k esponding to
a chosen vari é’é‘fié”q?}fhwggts ragkﬁﬁegg%gg@%e%ﬁ%g# Isd(i:t?rﬁ?i edéout, during

the phase of refithd Qfircd bethE Sakikkdld Zdtwae 29% intheh easlifiaheo asiosbhin the
vari abl e of neasurenent and/or of at |east one associated threshold, so as

to allow at |sease ahhegodicticdsaftwatsadps,othis medifisetien Seingi sgh rthafe dPEREI3; ¢y

In other words, it |sS possible, during the.phas f filling, : | t

addi ti onal usadese S?Hf‘ét‘%l ‘@gb’cngo ﬁteﬂ"a tu?f%t ?’%ﬁg&?ﬁﬁg %ﬁ% ?%% lglrl%toglgt e &lsoé%lﬁ%ar e

2p. For the i %h%%dﬁhﬁgte'a BbschRariMbl B¢ bidlasureineitah @6 cieditedy det ection and
c

coercion using, racteristic, a profile of software usage, is defined
. as criterion to akid@eriddyoutf durignihe phmsé of ecllingsthg acacitalization obaklopgaamer e
of software execution, Are also chosen, in.the sour f e
sof tware 2vs: chosgn yasigble Qfijaeasprsmen a‘bqjoﬁggﬁtgle?s O%ﬁ%oglrafetdngrr%ﬂ(gp ’ %03%3 one
feature of exeglil] | £ Bfﬂi&eco?ﬂégﬁcﬁ' rfahdtlonalty, IGheewoads,
abi de. The_souaﬁtété‘}%pe"{%% vucfﬂgérgjbﬁéioftmre vs'aliﬂsg then nodified, so as to
obtain the squissossibld deripg tegpbhsdofsfillivg, do redit additionsogpgesaftat aﬁﬁS‘b‘éfleng
such that, during the execution of _the protected software 2p, the second

execution par tfupgféqnality ofdhe prptesied softjateysen features of execution. In
other wvords, the uii e GublefihlatiBR BE U Friddifle WiprobhRonISCanbioncRM!doeRIAr |
at a

2peu i s executed ahd can“informthe processing system 3 and/or_ nodify
the functioni ngimf ab Bearateristic] eprofitd ofwnfevazp nsdge, is definedsas crifgrégnetobidedist
one feature of execution i s not ialbi ded fb:k/ %*ri t he e>§{ecution of the
protect ed sof tfmsad pefilephesags.aflegst qngleatyr C“Pﬁ?@fceixﬁcu Yo presence of the
unit 6: as |ong A% ﬁ!stlcﬁéggn,fh?ﬁ}elé'bﬁ&e%ﬂﬁ%(ﬁﬂﬂ&hﬁes@ﬁwﬁe'Zv&:he nodi fi ed

_portions of the

o  atleast one profile of usage to monitor,

e and at least one feature of execution by which at least one chosen profile of

usage must abide,

The source of the vulnerable software 2vs is then modified, so as'to obtain the
) soutce of the profeéted software 2ps, this modification being such that, during the
execution of the protected software 2p, the second execution part 2peu abides by all
' the chosen features of execution. In other words, the unit 6 itself monitors the way
the second execution part 2peu is executed and can inform the data processing
system 3 and/or modify the functioning of the protected software 2p, in the case

;  where at least one feature of execution is not abided by.
During the execution of the protected software 2p, protected by this principle, in

the presence of the unit 6:

e as long as all the features of execution of all the modified portions of the
o protected software 2p are abided by, said modified portions of the protected
Y software 2p work nominally, so that said pretected software 2p works

nominally,




protected software 2p are abided by, said nodified portigaausly 2006

protected software 2p work nomnally, so that said protected software 2p
works nominally, 26 January 2006 PCT/ FRO2/ 0P FRORFAR34D -THANCTA MRANSLATE
and if at |east one feature of execution of a portion of protected software
2p i s not abided by, the data processing system3 is infornmed of it and/or
the functioning of the portion of the pr&tected software 2p is nodified,

so that the functioning of the protected software 2p is nodifie The

moni toring of diifeandlifaltwb‘&m@sfp recoferzatition apopoHiEPieere &0 WHTR €Pf or

i nstance the nonitori n t nce of .i nst o rker
or the nonitoring b"fn‘i’ ‘1—5@3@' ﬁ?%&ﬁ%ﬁa‘?cﬁ?%g%e%? ?ggf(s) odn%pllpt)ar of the
i nstructions. For t Bﬂing Bi8n @F the o%ckd&céoﬁh@r&i B mbeigied a0 thx
detecti on and coer c?@lndh us %@g@?ea?ure o?r execution top abi de by, t he
moni toring of the eﬂﬁcmhctmm@kaﬂthepg)tedt@isoﬂwdreamsmnéﬁpé.rt of the
instructions, are defined: an instructions _set, whose_instructi.o 2
F}nﬁ'ﬁ‘a O% or

liable to be exe@b@ énmemE@flfhﬁﬁreet featyges; of exgcutian cap be; Lsiders,
said instructi O S sal glgn%%{" %Ckﬂeg% cﬁtﬁmﬁﬁxﬁzlﬁéﬁlaem&&mbﬁr the

executed in t’rﬂ?

g Sys execut1on of each of said
Jinstructions gg ofrtﬁetgf@uﬁaﬁ mmmg@aﬁatmtamqiaﬁmf%dmtggmmm n the unit
6, the execution of the corresponding .instruction, éectlon ans, 17
enabling to deteFor theampleveentzionriifhe pringiple fiuptectian 'b\h &Pefcwn

correspond to _the expected one n tRainffeor m
the data proch¥e% ﬁ§¥€a§§?@%\e§ec%8%8?‘bf&eﬁr%ﬁ{y tﬁe gg%@?%ghéo " soft%are
when the chai gj;Rg1eaft dnBPartiof tefitisthictioas, deedefimeti: correspond to the expected
one. Are also constructed exploitation nmeans enabling the unit, 6 to also

execute the i nssruehiimstsicténstsat whese ingauetinns atediablq tedesxeeuied Biihepnit§; o

I nstructions being tri r.ed he exe |n th dat £S8lc
system 3 of the i‘nstari?gl"?dwuﬁﬁ figramag: tﬂr id ugudiion; § Egelagourc{elg%% t he
vul ner abl e software le 398 exbaREd 1&1{3@% %{ﬂgggygdamcm Thst be
renoted in the unit c@ aéla% gﬁgh tﬁe chai ni ng of glt%el east one part of

the instructions is ek&nhﬂnnmwchrdjsald'hestnmm@ecmm inutheedatd PECCEH IR Ar e

| ,2vs i S then nmodi fi ed, so as to obtai

system 3 friggers in tget he 6, the execution of the corresponding
instruction,

e detection means 17 enabling to detect that the chaining of the instructions
does not correspond to the expected one,

e and coercion means 18 enabling to inform the data processing system 3
and/or to' modjfjr the execution of a' software when the chaining of the
instructions does not correspond to the expected one. '

Are also constructed exploitation means enabling the unit 6 to also execute the

instructions of the instructions set, the execution of said instructions being triggered
* by the execution in the data processing system 3 of the instructions commands.

Is also chosen, in the source of the vulnerable software 2vs, at least one
algorithmic processing which must be remoted in the unit 6 and for which the
chaining of at least one part of the instructions is o be monitored.

" The source of the vulnerable software 2vs is then modified, so as to obtain the
“source of the vulnerable software 2ps, this modification being such that, during the

i exeeution of the protected software 2p: '
 the second executioﬂ part 2peu executes at least the functionality of the




source of the vulnerable software 2ps, this nodificati @s Jagudarg2806h that,
during the execution of the protected software _2p: 0 ec ecution
part 2peu executes at |east the functionality BFT{ﬁBOEE‘;I éﬁ%g&%ﬂANSMﬁ
PCT/ FR02/ 02343 - TEXT TO TRANSLATE 29 chosen al gorithm c processing, the
chosen algorithmc processing is split into instructions, the chaining by
which at |east sone of the instructions n&3t abide during their execution
inthe unit 6 is specified, .and the first execution part 2pes of the
protected software ZBO¥R 1GHSESHRE ons commands which trigger the
execution of the _insgtryctio e Edo ' ecution of the
pr ot ect ed software 3%?&5)%% eg?%‘z‘“ggﬁ%"ﬁ%’%h{&r‘?ﬁ‘éﬁé%ﬁﬁﬁ%{’ﬁ% presence of the
unit 6: as |ong,as ghdendiiial Hy@hich at fasti susie of theoinstradtioas mushabido dufingd
portions of the protected software 2p, executed in the unit 6 corresponds
to the expected ondheisaiedutioniinftheunip6ig snsadficdf t he protected software 2p

work nomnally, so that said protecte of t e 2 r.ks ] Ral nd
if the chaining &f tRd thedisletsophan (B’f“qaf[ff r(\ﬁ?ﬁ'ﬁ %r?)t%léﬁaél %’ﬁg‘t%g@cggdéxég?t{z%are
2p executed in the ypit,.f %ﬁgﬂﬁids%ﬂ{iéﬁ&ﬁg%eﬁt&%xbaﬁoﬁwq@iﬁﬂr@ﬂm ihlike dat a
processing system3°TS ‘nformed of it and/or the functi oni ng of the portion
of protected softwangitdp is nodified, so that the functioning of the

- protected software 2p is nodified., Fiqure 71 illystrate n examl e, of

‘i npl ement ati on ouring the exrepieRobihe P&%B%t%%? At PdB”t"i"&??dg%’ ‘gﬁé’%@@é’}%?‘bn
usi ng, as fea%ure of exﬁﬁg%&‘?%to abide by the nonitoring of the execution
chai ni ng of a'EPTP¥ASTOHRE™E® of the instructions, in the case where the
expect ed chai ni ng i $536Hgadnb ¥haiting of Hesihstenctions odall frerbodifietspartionsaf the
protected software 2p, executed in the data processing system,3, execytes
i nstructions conmandsotebted spftygesr 2mgxesuied He the,ymit 8 Wsp%aﬁ&ﬁeﬂpsﬂe he

I nstructions ii belonging,to.t I nstru o) )  Frhy [a [ Mo] S
set, at |east sone &n%t??gdmﬁgl({éﬁ(ﬁopb%jg Ogac#}?)%eéﬁldsghgva%?gjw efini ng ){’)ﬁe
functionality of tRg.i0&isHeEQRcAREe2pPROLs BOAMMAIYY to verify the
expected chaining for the 'execution of the instructions. In this exanple,

the instructions ecommudrifithe@hpiningof thp instmptiens ofia portion of the protected software

2p executed in the unit 6 does not correspond to the expected one, the data

processing system 3 is informed of it and/or the functioning of the portion
of proteéted software 2p is modified, so that the functioning of the
protected software 2p is modified. '

Figure 71 illustrates an example of implementation of the principle of
| protéction by deteétion and coercion using, asr feature of execution to abide by the
monitoring of the execution chaining of a at least one part of the instructions, in the

case where the expected chaining is abided by.

The first execution part 2pes of the protected software 2p, executed in the data
processing system 3, executes instructions commands CI; triggering, in the unit 6 the
execution of the instructions § belonging to the instructions set. In said instructions
set, at least some of the instructions each include a part defining the functionality of
the instruction and a part enabling to verify the expected chaining for the execution’
of the instructions. In this example, the instructions commands CJ; are represented by

- TRIG(};) and the expected éhaining for the execution of the instructions is iy, in+1 and
} iz The execution in the unit 6, of the instruction i, gives the result a and the

execution of the instruction iy gives the vesult b. The instruction iz uses as




TRI G(11) and the expected chaining for the execution of26tJaauarpD0&ictions i s
I, 1.+, and 1i+z The execution in the unit 6, of the instruction in_gives
the result a and the execution of the instrudGI/FRO2{028/3cTEXTTO NSLATE
The instructign is+z uses as 26 January 2006 PCT/FR02/02343 - TEXT TO
TRANSLATE 30 operand, the results a and b of the instructions in and i"+,
and its execution gives the result c. Ta&#®ing into account that said
chaining of the instructions executed in the unit 6 corresponds to t51he
expect ed one, ofetandetha results m andrivefithe iwstrustionnialand dnc oprbits Fryopion giges the
protected software 2p. Figure 72 illustrates an exanple of inplenentation
of the pri ncifﬁﬁ@t‘bf protection by detection and coercion using, as feature
of execution to ahj.de. id Ohdi § leRetueddahnhagniob at

| east one part Ofﬁ{u%lrﬁ%gﬁoﬁgﬁhgﬁ%?& %dﬁg@fé%ﬂ%s%@fdg t he expected
~chaining s nejmeafindeto the. expeaed dig)dt tesultshins socarapbenomine! Bxpgéeniegiotsi ni ng
for the execution of the instructions is still ii,, i"+i and i"+z However,
t he execut i orprotesiedisoiwpse 2ppdi fi ed by the repl acenent of the instruction
in wth the instyructi I so_th [ |0 ugt | PR i S
it., i"+, and is “ﬁ%%&giﬁﬁiegna%fg{a#ﬁgn@% {e?%r?t%ﬁhgla{/ébsfet he H)trligciﬁt a,
i.e. the same,tesibl bl lechifie Rk esdition Misiy, bh eaturs tof wgédution itm abidelbyy the,  at
the |latest during the execution of the instruction i éré .the det ectjchon
means 17 det embnitdring off the exaertionchpiningrof ableastpie ragh oleGp SMFUFLonsy i the
expected instruction o generate the re t used as operand of the

i nstruction i%aﬂ??wl?ﬁ@ ?)gqgﬂegﬁfl%ggsﬁq@g‘#e& ‘of it the coercion means 18
whi ch nodi fy accgrdird@byio e ckatiplel @Y REp&fied kBaihingt foncthe @recution2of 8w t hat

the execution of the instruction 10+2 gives the result c' which ﬁg] 3}6

di fferent thaistuctivas iz still ig, iuf anchiaze plothoexqchtion ARARINE A5 BRIBICAIX es a
result a' different fromthe.resul.t a of..the instructdon.i Wt chSinflcear
that the resulte Tgplaggment; S‘B? d‘&%"ﬁhm? M?l@aﬂwallngtgl %{éﬁcﬁ"f ? 8rt§%tﬂ1%r om c.g’e

| nasmuch as { [, Sieaidbiien i PRI MG, e loRsditia(dfane idkectirel pives e uni t
6 does not correspond to the expected one, a nodification of the
f.unct i oni ng - ofestilba, i.@rhé smhe desslithatdhe c2gsutian of e wsonciopds. JIVERYSBAL the

s T B G4 L oM SRRy Rl 1l
R
' © " result a used as operand of'the instruction inss. The detection means 17 inform of it
" the coercion means 18 which modify accordingly, the functioning of the instruction
int2, SO that the execution of the instruction fnss gives the result ¢' Whichl can be
different than ‘c. Naturally, if the execution of the instruction i', gives a result a’
“different from the result a of the instruction iy, it is clear that the result of lthe
instruction in+2 can also be different from c. ]
Inasmuch as the execution chaining of the instructions executed in the unit 6
does-not correspond to the expected one, a modification of the functioning of the
protected software 2p can therefore be obtained.
" Figures 73 and 74 i]lﬁstrates a preferred variant embodiment of the principle of
protection by detection and coercion using, as feature of execution to abide by, the
monitoring of the execution chaining of at least one part of the instructions.

According to this preferred variant, is defined an instructions set whose at least some

instructions work with registers and use at least one operand with the intention of

returning a resuit.




According to this preferred variant, is defined an inst26uahuay00&@t whose

at least some instructions work wth register e

operand with the intention of returning a res%ﬁ?gﬁéigﬁﬁﬁ*'&% TRANSLATE
PCT/ FR02/ 02343 -. TEXT TO TRANSLATE 31 As illustrated in figure 73, are

defined for at |east sone of the instructions working with registers, a
part PF defining the functionality of the3tnstruction and a part PE

defining the expected chaj ni for.the executi.on_ of i.n cl.i - Jhe
part PF corres péﬁd@luﬁ%at?%é“ g%é‘F%ltﬁoﬁr%aﬁﬁn%g%natglﬁ# %g%%ft 0 1%1??1_51:?1%%
part PE defining. & pp ind e UtiRstidahKity Jfithé eftatideamiondi ng
to: an ident WP%SE%P@%%&S%&?% t gﬂidr%gﬁ%ggﬁeon Cll I, tgnd for each operand k
of the instrughit PR dofinity the ¢Rpactadiohiaining fortthe Bxecatioh ofthe insbrgeticsss. dpepands

of the instruction: - atlag field CDk, indicating wheth or it .S
appropri ate t ®Pwemcspondhte the opgretion podaigneypebyy an DF%?}’&IPHE;%Q?@g
identification field Cl.Pk .of .t he.ope alel b the expected identity
of the instru q%ﬁﬁ%&&‘ﬁ“ﬁ%%@ﬁ% g[’[l{esgﬁ?(lilseéog%hﬁ@t% of the operand k. As
illustrated in figurg ;déwifichsod Mol estd iaBsudh GMcl udes V registers
belonging to the processing neans 16, each register being named R._with v
- varying from1 te V.andRor esehoperadiksofthe Rpstrustion,dith keatiing fope] =K, dadel v:

a functional fieldCL, known by th n of arEi and enabling to store the
result of the executlkanmber afioperands PLIEARHEICUOL 5 gener at ed
identification field C e, l 400 - hdBeriof Bof ifl & HphEoprialf totvBAfy the
i nstruction which has gaecﬁ;aegrfg%ggl?'héﬂ(g%nt nts ofr thg 1f u% idgnal fiel g’ CFA.
Sai d generated identifiggih 6Nthbiopbdn@€kGG i s automatically updated with the
~contents of the identification field of the instruct%@g CH whi.ch. has
generated the funct i-onaindfaneixgeatshidetifieptipariiald (B ot oPeiapd: indicatingthg
CIGV is neither accessibl nor.. i fi %?I5 8 ORcdifB i Yohicaorand
is solely used for t heexgg‘ﬁg%lﬁgﬂgorgat{ﬁés ) C%?ﬁ%hﬁ%sekexecut Fon of an
i nstruction, the det ectﬂhgepéfg@@ﬁ_ 17 carry out for each operand k the
following operations: the flag field CDk is read

-

As illustrated in figure 74, the instructions set includes V registers belonging to

the processing means 16, each register being named Ry, with v varying from 1 to V.
For each register Ry, are defined two fields, namely:
e a functioﬁal field CF,, known by the Man of art and enabling to store the
result of the execution of the instructions,
¢ and a generated identification field CIGy enabling to memorize thg identity
of the instruction which bas generated the contents of the functional field
" CF,. Said generated identification field CIGy is automatically updated with
_ the contents of the identification field of the instruction CII which has
generated the functional field CF. Said generated identification field CIGy
is neither accessible, nor modifiable by any of the instructions and is solely
used for the detection means 17.
" During the execution of an instruction, the detection means 17 carry out for each
operand k the following operations: -
‘e the flag field CDx is read,
o if the flag field CDy imposes it, the expected identification field CIPx and
1 the generated identification field CIGy corresponding to the register used by
| the operand k are both read,




if the flag field CDk inposes it, the expected identifizgatanoay2oeéd Cl Pk

and -the generated identification field Cl GG corresponding to the register
used by the operand k are both read, 26 JanuarBCTYFRO270283ABC2YEXBTO FTRARSIATI
TO TRANSLATI 32 the equality of the two fields CIPk and CI G, is checked,
and if the equality is false, the detection neans 17 consider that the
execution chaining of the instructions is 3ot abi ded by. The coercion neans
18 enable to nodify the result of the instructions when the detection

means 17 has i nf or netheteheatitpbf tha tivn SieldsCTRaand €46 66 ¢hgckast, abi ded by. A

preferred enbodi nent is carried_out by nodifying the fungtional t PF of
the instruction turfhil jheeggualitnds ﬁls?’hg"ef Qﬁ%%%oéinﬁﬁea‘b%ﬁ% Wswp%s@ﬁuent

i nstructions. Accordja utish AR Bfﬁgﬁ%@ﬁ&%ﬁn&%f&ﬁt@ri stic of the
1 np t

i nvention, the protectlon proclgés arns a enmenting-a principle of

protection cal | edThycoefcivahieatd B8 smbie tod@®dify fHel rosulDsf thiiigdiructomsawhdregheout
inrelation to figures 40 to 43. For the inplenentation of the principle of
protection by dedectighineeans 37 bho idprmed themeofsaninsteuctipns plaining net abided byfAwar e

2vs at | east one,variahl e. which, durin he eculiop of the vulneraple

software 2v, pHPErEt ICP%SE*W‘% gs ic_f"épeé]t gﬁegy @chﬁqﬂge&ﬁf ﬁlﬁcu%? BREL tf} be
under st 0od t hey,gaterigh cRr@RG2xEutddé0hE Rir BiBnal Part PFI (4R BsiRAR Hstruci6e SSar y
to the conplete execution of said software, so nmuch so that the absence of

such a chosen var Aedvrding teegnothier edvantageounhphasactcrisiie ofitheonvestion Ahel peddctinar .

Is also chosen at | east qne, port.ion of, the squrce of t vul ner ab
Lo tvare Sve GBASES MRS ohmPBIuting i PERGEE, of Frysee Saed By a0Vt asen

portion of T heicsailifh JPlunidiis YatiieR biinTeRRbh Whigurdy 20 ksgnen  rodi 11 ed, so

as to obtain the source o e protected software 2ps. This nodification
is such that duriFag thétémpleaentation offthd hengiplet dfqiretdetsmf byvaamatilg, is &hodepdnt

Pt cossi ng sy dbePESe BS VOITRIDIG EUBHHE THAY 186t DB SETGNG THObCHHA D8bi o
O e St SRS f P GIROME SRR 5 DS st B SR 1 40,
exanpl e, duri ngfitace, exsc bt iondersfoot! ithe wet! ofcpiades ef Soformatien, 210 ai givehmodeht
et 0, b Apapisar e s complets exboution of said Softwate, S0 much 30 Hhat dhe absence oF
such a chosen variable prejudices the complete execution of said software. Is also
chosen at least one portion of the source of the vulnerable software 2vs containing at
Jeast one chosen variable.
At least one chosen portion of the source of the vulnerable software 2vs is then
' modiﬁed, so as to obtain the sourée of the protected software 2ps. This modification
is such that during the execution of the protected software 2p, at least one portidn of
the first execution part 2pes which is executed in the data processing system 3, takes
into account that at least one chosen variable or at least one copy of chosen variable
resides in the unit 6. |
Tigure 40 illustrates an example of execution of a vulnerable software 2v. In
this example, during the execution of the wilnerable software 2v in the data
processing system 3, appear:
e at time instant ¢;, the assignment of the data X to the variable Vi,
represented by Vi¢— X, .
e at time instant t, the assignment qf the value of the variable V; to fhe

variable ¥, represented by Y ¢ Vi,




represented by VIE- X, at tine instant t2, the assignr@ntanodryt2d@t val ue of
the variable VI to the variable Y, represented by Y E- V1, 26 January 2006
PCT/ FRO2/ 02343 - TEXT TO TRANSLATE 33 and at PCTAROZA02843 STEXTTFO TRANSLAT
assignnent of the value of the variable V1 to the variable Z, represented
by Z <- V1. Figure 41 illustrates an exanple of a first form of
I npl ementation of the invention for which3ithe variable resides in the unit
6. In this exanple, during the execution in the data processing system 3
of the first executiaon gidme Bptat 6f thehasigonontof td vabfet afithe vaablaMdtd the
presence of the unit 6, appear: at_tipe instant tl1, the execution of a
transfer conmand tri Gg@Pled repssentshilér B¢ the data X fromthe data
processing system.3 {0 ,th ' e [ h ' . ans
15 or theuntt. o Taut 4 i dh enthpid R Gt fockl B TRRALARHLR B
and correspondhigtibA 6P §hedhdtheOvariable RSiIEMMEY wsf 6! he tdakRaniple odirhg the
variable vl, at tine instant t2, the execution of a transfer comuand
triggering thexetutimnsihethe gfata hecessinge systern [Jeof drei fist exocution giadi 2pesi of thhe
unit 6 to the data  processing system3 sp.as to assign it to the variable
Y, said transfpé?te"tﬁ‘i!)g‘#%eggi %ﬁ%@ﬁ?%&%?fg‘&ewtm@f "and corresponding in’
- the end to the si t'thfa1g e I Var i -he avarhabl e
Y, and at time ﬁst%%’??ﬁ, t tteﬂéxﬂeﬂgu%kl%%l%iog; Bg atra'gllrlls e?o%%%ﬁgr?ggge#gg%rgi ng
the transfer of theramsfaefdie ddte X fionatheadatd proesssthigngystem 3 ketheniatialfletvp t he
data processing system 3. so as to _assign it _to the variable Z said.

transfer command bepsRied Ebthedusmerizaion PRgaps 115 9f thecwrt & sBKHEANS T cammerd end

to the assignment - i r ikab rd Lt
shoul d be observed t eé%ghge&\rf?gﬁgéfjﬁgey tg}g’gﬁﬁf 3% %)Ifd %{%‘-éés}g?%@g%;{@c}hggbg\}ér%g2p,
at | east one vari abdssigh@shidefthé dath DEtouhe vafabldys, when a portion of the

first execution part Z2pes of the protected software 2p inposes it, and in
the presence of tshe aintime ginstanthi, \the (pxeetionapl avapnsiy eomaandithiggering tthe

unit 6 is transferred tp t data progessin system 3. to he.used by .the
first execution par tm?ﬁgeg ogﬁh? Hgﬁlﬁr%f?@gtveaﬁla@gf'flvﬁg%%fn @‘8 %@Eo Sbey%t
said portion is exeGubeMsinprdy8ehl B & ds 1tBakssigh Ol 16 O Nakidble! VIE sl OkAffepd

software 2p is conpletely functional.
BT command being represented by IN(v;) and corresponding in the end to the

assignment of the value of the variable vy to the variable Y,
e and at thﬁe-instaﬁt t3, the execution of a transfer command triggering the
transfer of the value of the variable v residing in the unit 6 to the data
_processing system 3 so as to assign it to the variable Z, said. transfer
- command being represented by IN(v;) and corresponding in the end to the
assignment of the value of the variable v to the variable Z.
It should be observed that during the execution of the protected software 2p, at
. least one variable resides in the unit 6. Thus, when a portion of the first execution
part 2pes of the protected software 2p imposes it, and in the presence of the unit 6,
the value of said variable residing in the unit 6 is transferred to the data processing
system 3 to be used by the first execution part 2pes of the protected software 2p, so
much so that said portion is executed correctly and that, consequently, the protected
software 2p is completely functional.
Figure 42 illustrates an example of a second form of implementation of the
invention for which a copy of the variable resides in the unit 6. In this example,

during the execution in the data processing system 3 of the first execution part 2pes




Figure 42 illustrates an exanple of a second form of i 2gljanesmyy200&n of the

I nvention for which a copy of the variable resides in the unit 6. In this
exanple,. during the execution in the data prBCEARRYIRBAITEXHTO FRANSLATE
first execution part 2pes 26 January-2006 PCT/FR02/02343 - TEXT TO
TRANSLATE 34 of the protected software 2p, and in the presence of the unit

6, appear: at tine instant tl, the assig¥hent of the data X to the

variable V, located in the data processing syshﬁm 3, .as well as the

execution of ef the preeded safbriniR) @ﬁi‘@ﬁ@rﬁfﬁﬁ@%e Fé}ﬂ’éﬁeﬁ‘ppﬁ?ﬂ the data X from
the data processing fgf‘,%]%ti?e#]%rl% 15{1 :ﬁ%et nglg\é@-%:nggt ﬁmevfia}al ﬁ?@ﬁ%dvaﬁgb%gﬁnlacated in

menori zati on neafls ranster conmman

represented by OUT(\he dda prodbsshigBystddstBNnts twell taethaee@utivanbf af trifidferval ue
of the variable Vi to the "variable Y, and at tinme instant t3, the
execution of a transbamandnmiggetingr thggmmsfey aththe dataaXsfrom e datpepregpssing
the variable yr residing in the u

j t t he. dat ) ' t .
as to affect it to oW wgiesVaﬁ%a??iwgtP%%e%wﬁmr Oc’delsl%élgﬂa,%%?m ntS gd
by IN(vi). It shoul t ' ' f th tected
[N, T Sl oy g Gt R sppAG (e protected

software 2p, at |east one copy e unit 6. Thus,
when a portion of tRe tihd Slstan€¥eehe aipnvadrt opds valuet dletheratieblecd; soihevar e
2p, inposes it, and in the presence of the unit 6, the value of said copy
of variable residingyafigblee unit 6 is transferred to the data processing

system 3 to be used by the first execution.par of .
software 2p, so #ucﬁné@tlhﬂ}ftl tﬁ’iltdg’p@’ret‘?ing“i‘r’}il 8&%%%5%81' %%%g%c?ﬁgﬁtggj%g'g}ﬁeat,
consequently, the pr %%%#ﬂﬁofz&lﬁ@ﬁ)ﬁﬂ@vﬁﬁam@w&@ﬁﬁhg i WA tohi0 Bado. thEidaws e 43
il lustrates an exanple of attenpt of execution of the protected software
2p, when the unit 6 processisgispgem|h sohass teedfept dt taithe meriabliee Zexsatdifiavsfer n
the data processing system 3 of the fi rsiN(:e ecution part 2pes of the
protected software Zemmandierg eRresenied B AN, oxecution of the transfer
command QUT(VI, ¥) o GRIGObbse e ¥t duifig th BRREoRbf tHRroRERd YotWark/®p, at
variable vi, taking into account the a%sence of the unit 6, at tine
instant t2, thastexecetpyost bariable tesidas ire thecunitrénThushwbieh acportien of thej figger

the transfer of the value of the vari&\blngi o.the data Br.oghessi ng s¥stem
3,. taki ng i nt exesationpartiZpes ahtsprategied spwary 4p,gmposes It, and i the presence o

the unit 6, the value of said copy of variable residing in the unit 6 is transferred to the

data processing system 3 to be used by the first execution part 2pes of the protected
software 2p, so much §o that said portion is executed correctly and that,
consequently, the protected software 2p is completely functional. .

- F‘igux;e 43 illustrates an examplé of attempt of execution of the protected
software 2p, when the unit 6 is missing. In this example, during the execution m the
data processing system 3 of the first execution part 2pes of the protected software 2p:

¢ at time instant t;, the execution of the transfer command OUT(vy, X)
cannot trigger the transfer of the data X to the variable v, taking into
account the absence of the unit 6,

e at time instant t;, the execution of the transfer command IN(vy) cannot
trigger the transfer of the value of the variable vy to the data processing
system 3, taking into account the absence of the unit 6,

e and at time instant 5, the execution of the transfer command IN(vy) cannot
trigger the transfer of the value of the variable v; to the data processing
system 3, taking into account the absence of the unit 6.




- to obtain triggering conmm

and at tine instant t3, the execution of the transfer @Snlamanatyl280§i) cannot
trigger the transfer of the value of the varia d 5 Si
system 3, taking into account the absence of tﬁt&%&z@p&gg%i@gﬁ;ﬂ%hgﬁﬂ
PCT/ FR02/ 02343 - TEXT TO TRANSLATE 35 It, therefore appears that in the
absence of the unit 6, at |east one requesy, by a portion of the first

execution part 2pes to use a variable or a@“copy of variable residing in

the unit 6, canngj tﬂe??@;kga#ék%rgg%&%rtﬁgta&(encé%fttﬂf‘hni@tﬁ heR3L B! HaRef by A7

i's
not executed correc consequently, e protected software 2p

i s not- conpl etiRyriion bURE tiksd BRdcutibi p&ib Apbitdescadeeinbledr hlvapy dhear@dbleaesiding
transfers between the data processing system 3 and the unit 6 illustrated

in the previ ous txenipb.eenue dednlfijled icaprethaseitipinblens spigiportionsis nohexaoptedof
art will know how to ¢ i ne them w,th _other, operations.to.obtain | ex
oper at i ons sud’ﬁ“ﬁgﬁx &P&”&*@ FREe Y the WOt?CtE‘?S"‘)OE’[S"FmZ By %mf C\?F’pi&%)’) .

Accordi ng to apgidgh) advant ageous characteristic of the invention, the
protection process ains at inplenenting a principle of protection, called
by (< renami ng >3t ahouldbe obgetvedrihalf theddamhtrarsfarabetiveeh thetdataproedssing epstem
figures 80 to 85. For the inplenentation of the principle Qf protection by
renaming, ar e 38K thegnit 64llustrategrin fas BreyIaNs eF‘E‘HBFEBﬁeS?mgﬁE%‘gG ag‘b@r‘i%eé'%ﬁbut
functions are dsGhl RediCorift wiKREW Ew BYcdMANE tn WA IRE YPeraRYRCH St A ¢
2peu, in the unit 6, an possibly to transter data between the data
processi ng sysbaiple dRthtiohesuthiab forGnstamtedOTAvI2 UXpeddark « (htvilen)can be
finite or infinite, a set of triggering commands far said .deptgndent .

~ functions, said thscgeding fpnothshadradigsennehagcigristic b thsdnespsien the Protection
ot . t phe h ' ! f
o DTS SR, Mieebed VIR Sl S S Y

cor r espondi ng dakcripidg bof whidhds tartied biein relation t@iipmes 80385 tted by the first
execution part 2pes, to the second executjon part_ 2peu, so as to trigger

the execution of Faysheimplemensationgf thepiiacipient prefpetiondly renaming.cire €efingdy i ng

the formof at |east one ument -of .. the | ri of

renani ng of the ordet §&a‘é§‘§c§ﬁ{£eni mcgoﬁ,egh%f&%gh@%é%%ﬁ? Pt ?@%ttg%%t he

vul nerabl e software ééécuté&l,qgr Meii! fPtheqiRabhd BLecufion pard 2Rl iethenaars ad as
n

s with renanmed orders . .
possibly to transfer data between the data processing system 3 and the unit

6, said sef of dependent functions can be finite or infinite,

e a set of triggering commands for said dependent functions, said triggering
commands being liable to be executed in the data processing system 3 and
to tﬁgger.in the unit 6, the execution of corresponding dependent ﬁlilct'ions,

- e for each triggering command, an order corresponding at least in part to the
information transmitted by the first execution part 2pes, to the second
execution part 2peu, so as to trigger the execution of the corresponding
dependent function, said order baving the form of at least one argument of
the triggering command,

» a method of renaming of the orders designed to be used during the
modification of the vulnerable software 2v, such a method enabling to
rename the orders so as to obtain triggering commands with renamed orders
enabling to conceal the identity of the corresponding dependent functions,

« and restoring means 20 designed to be used in the unit 6 during the usage

phase and enabling to restore the initial order, from the renamed order, so as




enabling to conceal the identity of the correspondi ng d¢epandshnt20dsncti ons,
and restoring neans 20 designed to be used in the unit 6 during the usage
phase and enabling to restore the initial ordePCT{FRA2{0234%nTEXT T6 TRANSIATE -
as 26 January 2006 PCT/FR02/ 02343 - TEXT TO TRANSLATE 36 to restore the
dependent function to execute. For the in‘gl enmentati on of the principle of
protection by renaning, are also construéfed exploitation neans enabling

to transforma blank unit 60 into.,a unit 6 inplementing at |east the
restoring means 20. kt&('i‘?sufrﬁg’qA?Bf%q?é‘ﬁﬁjﬁﬁi%rhtoo?xggwg' principle of protection
by renaming, are @S iARERAibR dife SRHIEe U fibecitiH BYr8Rlfing Ok VASS
2vs: at least one algorithmc processing using at |east” one operand and
returning at cbesisictedrexploftatibd meann dnabling da stansfoem poblinlomntif60t into s anitoe of

t he vul nerabl e software 2vs, = containing at |east one chosen algorithmc
processi ng. THEPEBIgAHRE #leashtheyetoranemeansd® t ware 2vs is then nodified, so

as to obtain the r t t ) ' 1 flcation
is such that, am%?r?gqg% E@P%Ineh ﬁ??n"?@%é} efgjg{:]tol ﬁg%%?%g}-gfb%atnggg’e%‘]esﬁﬁ war e
2p, .at | east oh&eAGhithOsuede dfftiee villhérsble S¥B&Rici 3: part 2pes, which is
executed in the data processing system3, takes into account that the
functionality of eat & émastonsraigaribmirprategsingtusingat leastoosseperapdiand estendingd i n
the unit 6, during tti"le execut 'hon of the protected software 2p, the second
execution part 2ped S ¥ e xecuted in the unit 6, executes at |east
the functionality ofandas JeE@%ncOPértih STotheAldiREd bATE vRRBRBRS tifvarc SAG!
chosen algorithmc processing 1s split so that during the execution o t he
protected software 2pntagandatdéassene chogar algbnibmipprcesiigng i s executed, by

means of .the secgpnd execution part, 2pey, usjng. dependent .functions.,
Preferably, each lBfcewie &f Y wﬁﬂ?r@@eapﬁw@?s#wsg@p@ap eﬂnﬁooasore;f@ﬁ@% e
functions M | : | . , i 1 aly ever al
dependent fun(g:%%@ngﬂlel%gﬁ%&g%{ Ee pﬁfl%\ﬁcs?gg]}so?&gﬁityagrlpg@e@%f a‘g?}gﬁ (gir}es' at the
unit 6's .di sposale, -dudiapeetetuticnrsfithoptectdniivfaradp, abledsteonk pertivpastahel ( S)

and execute in conbination the functignality of the chosen algorithmc
processi ng; - first execution part 2pes, which is executed in the data processing system 3,

takes into account that the functionality of at least one chosen algorithmic
processing is executed in the unit 6,

e during the execution of the protected software 2p, the second execution part
2peu, which is executed in the unit 6, executes at least the functionality of
at least one chosen algorithmic processing,

s cach choéen aigorithmic processing is‘l 3plit so that during the execﬁtioﬁ of

- the protected software 2p, each chosen algorithmic processing is execﬁted,

by means of the ‘second execution part 2peu, using dependent functions.

Preferably, each chosen algorithmic processing is split into dependent

functions fd,, (with n varying from 1 to N), namely:

—  possibly one or several dependent functions enabling the placiﬁg of one
or several operands at the unit 6’s disposal,

- — - dependent functions, some of which use the operand(s) and execute in
combination the functionality of the chosen algorithmic processing,
using said operand(s),

— and possibly, one or several dependent functions enabliﬁg the placing

by the unit 6, at the data processing system 3’s disposal of the result of




usi ng said operand(s), - and possibly, one or several dépandani00&incti ons
enabling the placing by the unit 6, at the dat roc i.ng system3's

di sposal of the result of 26 January 2006 Pﬁléﬁgg@%ﬁ%m@TMNSMT
TRANSLATE 37 the chosen al gorithm c processing, during the execution of

the protected software 2p, the second execyiion part 2peu executes the
dependent functions fdl, during the execution of the protected software

2p, the dependent funct itﬁ@&os@ﬂﬁ @fiij‘n”%'@fn%%egn riggering comands with
renamed orders, and a sequence &7 the rrggeritng commands i s chosen anong

the set of sequesceguahd Tl REcitida oFRROHILRRJIGAIAR 3, Wbl SREMWRANRIZP-
The first execution part 2pes of the protected software 2p, executed in the
data processing sys@pem 8xccuicsthat dependentGmetions deymands with renaned orders
transferring renaned qQrders to [ and tri %eringinthe uni.it 6

t he It 6, .
the restoring by feafdngs ec‘ﬁé@t‘lf&ﬂﬁ@"ﬁ’?ﬁ%ﬁ%swm Py the dsperdieat fuggtionshen

t he execution by nea ﬁ.@g ?ﬂéﬁ{%' . f each of the
previously defined dg%etﬁg%ér{tg&?in Fon & . .aﬁoﬁltg?%ntgp%%?d gé? the principle
of protection by &enafd AdsdqgerRrdfi g teigpering copMandnd ¢HeePhaOhS Y sdther

triggering conmmands, so as to obtain triggering comands W th renanmed
"~ orders whose execut i srquences Blowingdhpexnsuion afths pratestedsoftwarggprs in the

it 6, th jop_of the dependent ti i ch Id h
U baored by Enerhd Rrf ol SRADREE of IHISThisB AR sHRER AP 5apalalfi RS Ghte
however the exaBtddhpfsteA3, bRuids %d@gemg ORIk MRS VithReRRRdd drés tandBlipm ne

the identity of the executed dependent functions. Figure 80 illustrates an
exanpl e of -exesvarhehordérsgo Y unét G lahé tggermgimth@wnititrihe résicgingbyrmpéans ofithpear s

during the executi.on of t vul.nergbl e sof t e 2v i.n the data rocessi ng
Syt om 3 at dedErEBAIert Al phuFaacts, i B aHF Scrliop b mEmsg e fosond
cor respondi.ng ' P [ . Of wan
‘algorithmc peﬁxg‘(::ﬁeibgﬁp%%siﬂ%g ?ggéeaﬁ%l ggﬁ’gé’?’é‘h&%}g?ﬁhﬁhéﬁ%g m%%n%%ﬁg&bper ands
X and Y. Figures Blofef viids, tHeshhidifleasr ?_aaémi_oﬂ BY reARhiRRERt &k o thhe
i nvention. Figure 81 illust }3{:5. the par Igtluisl npl erreogtatlon of the
~invention. | nehiming éheaorders of ther triggertiigeconxuangsi sorasitp obtain Wigeering emasstidsg
system 3 of the. first execution art,. 2pes, of, .the protected software and
in the presen Cvglt%fenﬁwggaﬁ(fegsg: o%epegcggl} on in the data proc%ssmg sys?em §, triggets 1n the

‘unit 6, the execution of the dependent functions which would have been triggered by

the triggering commands with not-renamed orders, without however the examination
- of the protected software :f.Zp enabling to determine the identity of the executed
dependent functions. | .
- Figure 80 illustrates an example of execution of a vulnerable software 2v. In
- this example, appears during the execution of the vulnerable software 2v in the‘data
processing system 3, at fi-certain time instant, the calculation of Z <« F(X, Y)
- corresponding to the assignment to a variable Z of the result of an algorithmic
processing represented by a function F and using the operands X and Y.
- Figures 81 and 82 illustrate an example of implementation of the invention.
Figure 81 illustrates the partial implementation of the invention. In this
example, during the execution in the data processing system 3 of the first execution
ppart 2pes of the protected software 2p and in the presence of the unit 6, appear:
-~ e at time instants t;, t3, the execution of the triggering commands CDy, CD;
triggering in the unit 6, the execution by means of the second execution part

2peun, of the corresponding dependent functions fdy, fd; which provide the




at tinme instants tl1, t2, the execution of the triggeri 2§ Jaonarg2086 CDI , CD2
triggering in the unit 6, the execution by neans of the second execution

part 2peu, of the correspondi ng dependent fun®COTPRRORZA0234312 TEXTO PRANSIATE

the 26 January 2006 PCT/ FRO2/ 02343 - TEXT TO TRANSLATE 38 transfer of data
X, Y fromthe data processing system3 to the nenorization zones
respectively x, y located in the nenorizaB#on neans 15 of the unit 6, said
triggering commands CD1, CD2 bei @ represented respectively by OUT(x, X),
QUT(y, Y), at tine trasstennt date X, dofremythe datp proseasing sysienb? te the mamaggatiom g

commands CD3 to CDN | [ 1,9 . Un| the execut] eans of
t he second executi ozr‘?mﬁ‘:)sa{l;'etg P%%ﬁ%‘?"}o? lg%éeﬁglgﬁﬁéeé%%}]o |Zﬁ§0%gl§§¢:sdiesg& tp%'ﬁlﬁl%ms
fd3 to fdN_I, said gfd ehiflf RmBRAISCBP3CH] 6Ih) lrefiBidnttdr RRPEESE
respectively, by TR Gf t% TRIG(fdN. 1)". The seri eésieof de%g%dent yesy
functions fd3 to fdNUT(¥:MEY; ¥),conbi nation is algorithmcally.

equi valent to the function F. re precisely, the execution of said

b (
. triggering conmafds A &Rempignieiato tcthgexerrtion efithe figeening copmpnds GBpthdent
- functions fd3 to fd whj e . ng ept.s. of. & i.zat han S X,
~y and return the reg%]:)’f"l’i N ellﬁ?ﬁbr%&?‘ga |o§f gltgn%)&fu{c#?tbﬂe ua[nﬂlst@fzsi,h(8 Séen%pcgt
~time instant .tN, thexexgutjagi2pel, of the icgaesponding @rparnidnCRiNctiddsifagRy fdRg, i n
the unit 6, the execution by nmeans of the second execution@gart 2peu, of

- the dependent funct isaid trigserprecsomanagst(Hds to @Rsfidieing representedtpspectvely t hie

| gorithmic. i t gi iy t i zat | .of th it 6
foothe data brocess HERGAEDIn iFC o 3°TIE HBId TR dBEAR! b o bt .7
- command bei ng represgahred BY coMbmhtion i hipoSitexRAM equivAefoPinet Mhdtion F.

i npl enent the invention, are chosen as orders, the first argument of the
“triggering comuands Mufe preciseliiether gemetinn of saidetriggeting) eptomgodo lngdn s kRl G

~and IN. The orders chosen i.n 1his. re.ren I ng.the. et had of
enari ng of e or d&resu iR ot br B adpRRREE funcipnd g B5teg glirh e
commands CDI to CDNhe @onténtsYof fhe3merbfbdtionZzéHes ¥, SN anB defith A% FRuPRhal N
respectively R(x), R(y), R(fd3)..., R(fdN.Il), R(Z) Figure 82 illustrates
the conpl et'e i npl emendgracrizationzondwofithgwnit6on. In this exanple, during the

execution in the data_processing system 3, of,the_first execution :
o : e .andpat ‘(c:ime %nsgmt yt , %w execution of a tr?gge%ng command CDy

- triggering in the unit 6, the execution by means of the second execution part
2peu, of the dependent function fdy providing the transfer of the result of
the algorithmic processing contained in the memorization zone z of the unit
6 to the data processing system 3, so as to assign it to the variable Z, said
command being répresented by IN(z). | |

In this example, to completely implement the invention, are chosen as ortiers,
the first argument of the friggering commands OUT and the argument of the
triggering commands TRIG and IN. The orders chosen in this way are renamed
using the method of remaming of the orders. In this manner, the orders of the
triggering commands CDy to CDy i.e. X, y, fds, fdn.1, z are renamed so as to obtain
respectively R(x), R(y), R(fds)..., R{fdn.1), R(z).

- ‘Figure 82 illustrates the complete implementation of the invention. In this
example, during the execution in the data processing system 3, of the first execution
part 2pes of the protected software 2p, and in the presence of the unit 6, appear:

¢ at time instants t;, t», the execution of the triggering commands with

renamed orders CDCR;, CDCR;, transferring to the unit 6, the renamed




part 2pes of the protected software 2p, and in the pregénaauary 200& unit 6, :
appear: at time instants ti, t2, the executio rLager] commands
with renamed orders CDCRI, CDCR2, transferri n&&JFﬁélb#agG,-}é&eT?Jmauﬁl
26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 39 orders R(x), R(y)

as well as the data X, Y triggering in the unit 6 the restoring by neans
of the restoring neans 20, of the renaned3drders to restore the orders

i.e. the identit f th jzati | , d then th ti
by eans of the LecOMPLIMEhROA BerEl Fcds B MneY WrdErn e gt sEhcent
functions fdl, fd2 wegh (B)? h&s [Taht 8RS nRbns bb,eoﬂﬂ{eareﬁamlé(d fohfé‘i@ywe

data processing system 3 the nmenorization zones Trespectively X,

| ocat ed i n t he nenoréstatitnordesnise. e alentityeofithe tnefmorizatich zdres ggerandghen
commands with renanmed orders CDCRI, CDCRZ being _represented respectively
by OUT (R(x), X), Offe Eresptionypy meang jofpthiensicand sexegution (pgrt| 2pgtheof the

execution of the tri rin oi'ggg Lt h. anrd_or de L,
transferring to thecg%igstpo f%nghe rlg%zlﬁgﬁ CQISP%E@%TE"( ?@15% é%vm_tﬁtaﬁs oo
triggering in the unidd#fa X)& f6M (BEida6 frucd¥biap Syském 3ttBehd BshoFizRtbnRaABRS 20,
of the orders, i.e. fd3 to fdN_ I, and then the execution by nmeans of the

second execution panrtspepizely xfy ldvatedeipehe eramorizatien means 1591 the wdi\G,| saidai d
triggering commands with renanmed qrdet CDCR% to Ly, bej epresent ed
respectively by TR @%WﬁBf?mP@ngﬁ'RWéﬁ( RTINS yyders aﬁMl’t Fﬂ&ﬁi’ns SR OtN,
t he execution of t h%ﬁrééeggg&é@gcmw@wg@(x),rgﬂm (R{AEY), COCRN

er

transferring to the unit 6, the renaned or R(°z) trigg’gﬁ’ng in the unit
6 the restoring by metms inftantsdty do ity theaxeci?dn aff the Heggening eommands twith

identity of the nmenorization zone z, and then the execution, b means of
the second execut i ofengef opdras CDYCRy %EE%QW??%F?HWW@%TSWW%Q
the transfer of the t al L 4L G BleOGESE ' | et he
menorization zone zof)‘%%gfd%ﬁotﬁ@dpﬁﬂﬁ%é%% gn E{reoces(z F%é%reﬁt?@%%h?%%ag&oﬂf as
to assign it to-thethardseding easaid®, tofi thgeondag, demfdndo idich, nedahad thor der

CDCRN being represented by IN (R(z)). In the illuystrated exan@{ge t he
triggering conmands e¥fctoR by meansoriddie seqondoengeutione ek 2PEYcof di?@%‘!ﬁ_e%l y.

l_t shoul d be obser_v?lﬂwhg&t fh;"%ifﬂ%ff‘égﬁeﬂ{g%eﬁﬁﬁ' claﬁlmands with renamed orders
- .. CDCR; to CDCRn. being represented respectively by TRIG (R(fds)) to
TRIG (R(fdn.1)),

¢ and at time instant ty, the execution of the triggering command with

renamed order CDCRy transferring to the unit 6, the renamed order R(z)
triggering‘in the unit'_ﬁ the restoring by.' means of festoring means 26, of the
order i.e. the identity of the memorization zone z, and then the execution by
means of the second execution part 2peu, of the dependent function fdy
providing the transfer of the result of the algorithmic processing contained
in the memorization zone z of the unit 6 to the data processing system 3, so
-as to assign it to the variable Z, said friggering command with renamed
order CDCRy being represented by IN (R(2)).

- In the illustrated example, the uiggéring commands with renamed orders 1 to N
are executed successively. It should be observed that two improvements can be
effected:
| o The first improvement concerns the case where several algorithmic

processings are remoted to the unit 6 and at least the result of one



effected: The first inprovenent concerns the case whel2é Japvaeyabos
algorithmc processings are renbted to the unit 6 and at |east the_result

of one 26 January 2006 PCT/ FR02/ 02343 - TEXT PEE/RAOAIE3 10FEXY TO TRANSEATE
processing is used by another algorithm c processing. In this case, sone
triggering commands with renanmed orders used for the transfer, can

possi bly be renoved. The second irrproverﬂ?nt ains at opting for a pertinent

sequence of the triggering commands with ren d_order . t  of
sequences al | owi nga%ﬁlé‘{l@g@ﬁ?qeﬁﬁn%fs picd By gpe ?reﬁlg%%\j\%%g? %%‘ﬁé] ﬁnft s
respect, it is pretgeabing ¢RGRR0SANRSRINER féhaRfed 0Mer iicdIBF tHaramoRFRNdS
with renamed orders which di'ssociate tenporally the execution of the

dependent functi onsan fussibiyt @rembaed.ng, bet ween them porti ons of code

executed in the data processing system 3 and .i n¢cl udi ng, or not tri(gt?glrei ng

commands with r&nafBel serosdrsnpewHIcst ailne af OPHRETLE iDSHINGRt STaveRcey
Fi . 83 d 84 |ll i i i i
58 hous an-oxamm! o ligeeiE Tofidils AT Suied brdbHC Bl 0961 BP Sbquehodit” ©

exanpl e, appears, dullbwigtthe erecitith iodRh®prétb@ed vbeiraldpe Is ahiswaspec ¥, isi N
the data processing system 3, the execution of two algorithm ¢ processings
leading to the det preférableitohesse 2 sgawerre of $he iiggerivg commpndsywitiyrengmedz  E-

F'o(X, Y). Figure 84 illustr ..an [ nt at j;an

process accor di ng t8r(féfshew}?lfs‘ll?/e‘§“%ﬁ%§’r?ﬁhf (}g&iﬁ?’?& tﬂ{?e e?? \A‘/%)uq{éﬁgtg?i thr%m'dgs enlilf
proccesi ngs chosen igpcliblbg iBBrealafing, BetRead tHet portiobNof cdde cdeowed imtet 0
such an exanple, during the execution in the data processing system 3 of

“the first executiondgamro@pysg eysterhed padincluding ephowiggeripg spmapgds with

presence of the, unit 6, ~appear, .as. gxplained.abo t ecuf i fo 4t he
triggering comnderdPg%émdcﬂ%aﬁ? 5“&'8&5&?“?%%%&%5@?%?"?%‘%‘%8#39&@ 84 the
determ nation of Z ﬁﬁgugﬁ%&g@k%%gpsﬂh dnlegnbodiB&@Rr i Ng commands w th
renaned orders CDCR'1 to ' corresponding to the determ nation of T.

As illustrated, Figuee88ishgws iangxaopieeefoscenition ofem smingrabledwiavacp2Ri Int thisCDCRN
are not executed _ consecutivel I nasnuch t he tr.i.ggerin [o]g at:! ﬂd W th
renamed or dergxam@pp?q;s,&y@gy,\ﬁlgsexgg}%nagia h %‘}1?,%8&?&% E‘c’:’o’&e %ﬁgta

i nt er cal at ed. ot Wale ' \ t:
oot por 1 progssilE, GYREPSP el Ayl bP th IBRANARSfrobsssidy JedtBhy 1°ted

determination of Z and Z?, such as Z «—F (X, Y) and Z* « F' (X', Y").

Figure 84 illustrates an example of implementation of the process according to

.thé invention for which the two algorithmic proccesings chosen in figure 83 are
remoted to the unit 6. According to such an example, during the execution in the data
prdcessing system 3 of the first execution part 2pes of the protected software 2p and
in the presence of the unit 6, appear, as explained above, the execution of the
‘triggering commands with renamed orders CDCR; to CDCRy corresponding to the -
determination of Z and the execution of the triggering commands with renamed
orders CDCRYy to CDCR'"y corresponding to the determination of Z'. As illustrated,
the triggering commands with renamed orders CDCR, to CDCRy are not executed
consecutively, inasmuch as the triggering commands with renamed orders CDCR';
to CDCR'y as well as other portions of code are infercalated. In the example, the
following sequeﬁce is thus carried out: CDCR,, portion of intercalated code,
CDCR'y, CDCR,, portion‘ of intercalated code, CDCR';, CDCR'3;, portion of
 intercalated code, CDCR'4, CDCR;, CDCRy, ..., CDCRy, CDCR'y.
It should be observed that, during the execution of a portion of the first




CDCRI, CDCRI, portion of intercal ated code, CDCR 2, CDQR Bnuag200®&n of

I ntercalated code, CDCR 4, CDCR3, CDCR4,..., It be
observed that, during the execution of a port%'ﬂ%&%t"%ﬁh&ﬂ“sm‘n
2006 PCT/ FRO2/ 02343 - TEXT TO TRANSLATE 41 execution part 2pes of the .

protected software 2p, the triggering conmmands with renanmed orders
executed in the data processing system 3, 4y | gger in the unit 6 the

tori f the identi f ' dent functi d.th
Chei 1 oveout igecuie bt opet, b 06 BXeRP SRS AR Fbberitt FRbARRS BT, o7
portion is ex%h'érﬁéh[ off Sohtéd 30 Ehd E%,pﬁéﬁiﬁﬁg%?ft%ﬂnm, th?gernh%@ﬁhﬁ% the

software 2p is conpletely functional. Figure 8 ustrates an exanpl e of
an attenpt of restering iofrthefiddnhiey pf dhe comespopdingvdepend2pt furvdiong wed dhent théin s
mssing. In this exanllgl during the execution |n the data procgessin

%’F‘ at

) e, .
system 3 of t HEesytion; Thys i APPeHS Hiat in tisaessncs plths 1Bt Oe $3id POIOD R FEECY

3 of h B it {0 E5as=5hed A B Soted
o det can 11 cgpavty AE ENERALP nE plieARFI MR AILAD LRTRRRE

t he correspondi ngpigfed 85 ABBEratdsNg eRinplb astodis Sitpipt! dfcepbatuicef tie frofcted t
6. The value to assign to the variable Z cannot therefore be determ ned

- correctly. |t sofwasf 2pcvkeppbeatait 6tih missine.tIndhig s¥anple, GringHae grgeption imthe

| i t b ti he fi t ti f t
protected sof tieotsSingdSitim dhithe R chidiibp BRT2HH GInbpiectiiinfe 41
‘execution of oy deRORMRIsEH) ¥d SRchibr & gkl S@RRREd W réidd drast can

correctly, so that”at |east said portion is not executed correctly and
that, consequdggdrygeithive ther wstoringdofs thiet euder nop thes exrsutiow rpf| the epgresponding

functional. Thanks, to.thi.s principl.e of protection. enamm ng, the

exam nation i ePﬂ?eanB%’g’(Tc%? P\@i‘e’ea En%er"‘ffrttfs ufll’tlt%&r i eggﬁﬁségﬂjgo et h

renanmed or-derg,aﬂﬁﬁgzmﬁm emaRkkfe bo de@HRMEN B6rédil. | dentity of the dependent
a

functi ons which ve to ge executed in the unit "6. It should be observed
that the renan ndt dier¢fore appdanssthiat irc therabeencemfithel unit by at leastrangi teiusst by of

th I ble 2y t tected ft . A ' t jant of th
e et el 6 St SOhSp ook 508 o AP AE S B B
~function, a fglg%t#%l%gng e BRIASR] ﬂ{e%}&fsﬁtﬂﬂﬁoiaéa dnlitiY feRdtlon in8R LR bhndUt

triggered by nt triggering commands w th renaned orders. According
to this vari ami,fuffiltedatorieethg tsodhat atllepst saitl podtiqy is gt skergytadsiomycidie prd thant

whi ch for at - CPRRSHOHH USTETPRER POH R 280 0L APPIGTBHIBAL 1 unct i on of
the same famly ifghead,ahis principle of protection by renaming, the examination in the
protected software 2p of the triggering commands with renamed orders does not
enable to determihe the identity of the depéndent functions which have to be
executed in the unit 6. It should be observed that the renaming of the orders is carried
out duﬁng the modification of the vulnerable 2v to a protected software 2p.
- According to a variant of the principle of protection by renaming, is defined for
“at least one dependent function, a family of dependent functions algorithmicaily
equivalent but uiggered by different triggering commands with renamed orders.
- According to this {rariant, for at least one algorithmic proces:sing using dependent
functions, said algorithmic processing is split into dependent functions which for at
least one of them is replaced with a dependent function of the same family instead of
keeping several occurrences of the same dependent function. To this end, triggering
commands with renamed orders are modified to take into account the replacement of

dependent functions with dependent functions of the same family. In other words,




keepi ng several occurrences of the sanme dependent functasuvanudg 2006s end,

triggering conmands with renaned orders are nodified to take into account

the repl acenent of dependent functions with Jd&§IIFROR/02343 - TRXTOFO TRANSLATE

sane famly. In other words, 26 January 2006 PCT/FR02/02343 - TEXT TO

TRANSLATE 42 two dependent functions of the sane fam |y have different

orders and consequently different tri ggertng commands with renaned orders
n| ng the protected software 2p, to

e
Sinsco{/ter | ts hgt) t éd@ae@mumm the §ame fpmidy havg differes rorcterﬁﬁrsbcrqnyequently
S v et ¢ PR Rl | o SRk RERED AREILGOL 1ot BELARE BF 08

principle of protecti nam ng I ne dent
function, a f aunihief theqirorttct Bﬂmﬁaielmp eflisycVe EHat dRPRPERTRNt fikbGddsQABed DY
concatenating a noise field to the nf ormation defi ni ng the functional
part of the deéewgerthmicatlytequivaicnt. execute in the unit 6. According to a

d f d f th t f f
by renan ng. 1 o CARPHERE foa fit pRered, sbhaiont 3% 54 wRgklan, B eiziipie Sbr °"
al gori t-hnical | ote@twnvw E‘dﬁhnﬁ&?g‘)%ﬁéﬂedf 0 Gt té&étso:tbydéb%h&&t iegiembh 4 & ﬂe)Dgf

fields. According to a preferred variant enmbodi nent of the princip
-~ protection by algatiamically equivalettidependest funttiod, by commatenkiigg ohoistfeldrtdehs a

- ci phering netho ena C er the order totr formthemlnto
renaned or deréngﬂﬁ %ﬁ?‘rﬂaﬁl %@@ﬁt@ﬁﬁ ﬂég’ﬁf‘ﬁ‘!’ EOI???,’%?FPﬁeéBﬂ%t
during the phgaggef protection P. For this preferred variant, the
restoring neans 20 are neans inplenenting a deci phering nethod enabling to
deci pher .t he renahedrdingitr 8 secvadtprefsrred embediarent bfi¢hd deiahi bf thefprinbiple of

dependent functlons t.o execute.i h nit 6. Said restoring neans are
Pt orent ed- PR g it N5 G ablsmitetuicen e, Ofsai d

restoring ma%&oﬁgﬂﬁﬁk %@ﬁ E‘xktrﬂlﬁt,%ohé‘ﬁ Hétgg eﬁﬁﬂéﬁlggtfge%h time a

triggering comran I's exec int pr ocessi ng
system 3 with t heﬁdcntdmg tooar podfetred ggmnrt reglbpmmdnlnef uﬂma pnﬁq1p15Mp®¢¢Mi@r Bn of

a dependent functi.on. 8| ng tgpggo{. her adva s char acteristic of
“the invention] e‘taﬂ:l%n%r’dt el gengming °I ?fﬁi*hg‘jl HRE RGBE o
protection caI h%n | ﬂamﬁ
‘carried out inre gtf?g tegﬂffeldé%go 90 t en%gﬁ? &51&19& b@%rnse?;l{te%#n%% %@t

. principle of tieotesamingnofithe oodmts is cnmbd butadming ths phaireosfelﬂroteptmﬂ@. Sorithie of
_ the VU| ner abl %rest‘gr]cre[dm@artr?an%,vtshe lgetstolrnelg Sx;ma%rs] eZOC grrédlllfeéll(ljsn %plglglggtfn% a deciphering
method enabling to decipher the renamed orders and thus to restore the identity of the
dependent functions to execute in the unit 6. Said restoring means are implemented
in the unit 6 and can be of software or hardware nature. Said restoring means 20 are
-~ appealed to during the usage phase U each time a triggering command with renamed
order is executed in the data processing system 3 with the intention of triggering in
the unit 6, the execution of a dependent function.
According to another advantageous characteristic of the invention, the protection
- process aims at implementing a principle of protection called by « conditional
branch » a description of which is carried out in relation to figures 90 to 92.
For the implementation of the principle of protection by conditional branch, is
chosen in the source of the vulnerable software 2vs, at least one conditional branch
BC. Is also chosen at least one portion of the source of the vulnerable software 2vs

~ containing at least one chosen conditional branch BC.

At least one chosen portion of the source of the vulnerable software 2vs is then




BC. Is also chosen at | east one portion of the source &b JahearyCfér abl e
software 2vs containing at | east one chosen conditional branch BC At

| east one chosen portion of the source of the \RFHERDA/0234Br-EEXET POSTRANSLATE |
then 26 January 2006 PCT/ FR02/ 02343 - TEXT TO TRANSLATE 43 nodified, so as
to obtain the source of the protected software 2ps. This nodification is

such that, during the execution of the progected software 2p, anong others:
at | east one portion of the first execution part 2pes, which is executed in
the data proansdified) seyst@obidin thakesce of thegroteated sphiwaret 3ps. Thisanodifiedtidry of

at | east "one _chosen conditjonal hrangch BCis gxe uteq in the unit 6, and
the second exdtshcbdhatpdirngsheexccypon pi the pegiestad seftware 2Re2MARg OBCIS execut es
at | east the functionali of | t e L4 and
outs ar the: data pr o atl ity ARG CURREEARS ShRS BT Hi

enabling the first exffplocORingdyitens Iakes IntoAUEHn® that i faNGTAkIiG LT adleakine
chosen spot. The first execution part 2pes of the protected software 2p,

executed in the dat sonephosmmsonditionsidramh3BCdx exesuted in thedinti @nal branches

commands, triggering in the unit 6, the executiqn by nean f the second
execution part 2peu,adf theesaspd) SXETHIOR; BaFhI 4Py aYﬁ’BﬁbéS t%e‘i)di‘fﬁgé“ ¢ unit 6,

~functionality is equg%eﬁﬁat b HRERhURGTAIRP 8F hi ¥adlonk R0 ABRMitios ARl
branches BC. Figure I'TTustrates an exanpl e of execution of a vul nerable
software 2v. In thiBCexmhpues, anpjxealaty paocdssiggtdysteax Scutdisposalf at piece of

vul nerabl e software 2v in the data  processing system3 at a certain tinme

i nstant, a conditi onaformatien poabbing the Bt eReFUIEN PRSP 1A SPRB LB 1SSFeETHIaR 2y

the spot where to c : |t xecution, i.e. one of the three possible
spots Bl, B2 or BB.a'{tEt%rr%s%tgé%%oﬁnder stood that the conditional branch BC

takes the deci si OfhetfirsCéetitianpdrhep&xetilit ippotectd sbRwae2ppaxecusdd wphe dita, B2
or B3. Figure 91 illustrates an exanple of inplenentati on of the invention
for which 'thgracesring systan 3oexeaens eorsitopal draeheeqasmaepdsotriagering in the unit

corresponds 19 oA R0Al PRNGRORF bR SRR Gen it Makidf,

! =6, the
execution in th §Tng system St’ exécution par

of the protecbamchéd beaskose Tuastibnalityt Reequivsisaneetief funbBonutity of, the phosn:
at tinme instant ti, the execution of the conditional branch command CBCl

triggering i nconditionglbramchesBCexecution by means of the second execution
part '

Figure 90 illustrates an example of execution of a vulnerable software 2v. In
this example, appears, during the execution of the vulnerable software 2v in the data
processing system 3 at a cértain time instant, a conditional branch BC indicating to
the vulnerable software 2v the spot where to carry on its execution, i.e. 6ne of the

| three possible spots By, Bg or Bs. It must be undcrstooﬂ that the conditional brancﬁ
BC takes the decision to carry on the execution of the software at spot By, B; or Bs.
Figure 91 illustrates an example of implementation of the invention for which
- the conditional branch chosen to be remoted to the unit 6, corresponds fo the
conditional branch BC. In this example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p and in the
presence of the unit 6, appear: |
e 3t time instant t;, the execution of the conditional branch command CBC;
- triggering in the unit 6, the execution by means of the second execution part
2peu, of the remoted conditional branch be algorithmically equivalent to
the conditional branch BC, said conditional branch command €CBC; being
represented by TRIG(bc),




2peu, of the renoted conditional branch be al gorithm ca@éldgneayi2edd ent to

the conditional branch BC, said conditional br (_:E%ﬂ: Lﬁ}&
represented by TRI G bc), 26 January 2006 PCT/%}%@&QBT '@f NSLATE
TRANSLATE 44 and at tine instant t2, the transfer fromthe unit 6 to the
data processing system 3, of the information enabling the first execution
part 2pes, to carry on its execution at e chosen spot, i.e. the spot Bi,

th
B2 or B3. It should be ohserved tha uri he .executi on,. of aorti.on of
the first execut?on2ihal imsjagdanizy egcgf% t@%flﬂ?vaf‘lrg’%, OCessIg
condi tional branche %FBH | aB1ihd e FR CeREAGES TN TR Y RLAIR 3
trigger the executi%r?geo Lt eeglgtr%?gitg%n%{laﬁg ger?ot ed condi]?éiﬁ(")%)al ’ybranches
in the unit 6. ThusSon itk cRRRESH 3t the bdsen Bpbthie.phesenBe, Bforthie unit 6, said
portion is executed correctly and that, consequently, the protected .

software 2p is Beheldbephsavadthpighang the gracutiopof 3 pergien af B st S%aigne of

an attenpt of executi.qn of .t oL ect e sof . war | S
mssing. In tPﬁréf}é%? GPro Fe%nsghf”ﬁ’ée @(3@%??%#{\&%??%@&3 at?) g?%@@%g’ggs??tﬁg
system 3 of thenfidhalpredlsinkis9ftedal trighRe thedéxcbitforPbPie Cogdspunliingat@odd:  at
time instant ti, the 'executron of the conditional branch comrand CBC3,

cannot tri ggecoriitioneimendhesm the unkted. Thnstitappearsdibet rihe preseasetef Bae unitdki ng
into account the ahsence of the unit §,. and at t] I nstant, t t .
transfer of t"ﬁ’ég13 PRTEER IxerHe Pﬂ’ﬁ‘?‘i’rﬁé’ﬁngﬁ%?ﬂ ?%eci"ﬁgﬂﬁﬁl? g’iotteé’%gcsﬁﬁlwgﬁl’%’aﬁst
2pes to carry “oagpen spot fails taking into account the absence
of the unit 6(.;0%{11%1&%%re ore appears that in the absence of the unit 6, at

| east one requesFigaye &2 iflosttdtemam xarhplef off st attoreptuef erecption of fesprotsetedi gger
the execution of a renoted concg,tio,nal anch in the uni e%g cEa}nnot be

fulfilled corodetarg2p.cuhenthe unit § isauissiag; iy this sxampls, dwing B the
correctly and : | Ssoftd@ke 2n:
conpletely fu%%?%ﬁ%ﬁgggl% t en‘st Jﬁ%@?’%ﬁ?‘%ﬂ%@?ﬁ?%ﬁ?%ﬁ%@% gfogﬁt%ﬁsoto fizglfures
90 to 92, the subj egfti@é ifidknt ti, Iveatdcotion bfrtheaionditiondli brgndhreonhveand TBCE, a

condi tional branch. Naturally, a preferred enbodjnent of the jnventjon can
be carried out by reswot tgsch thenexagntion of the maoteds copditinah hrancly bsy nches

whose overal |l functigpality, i &%é/ Ba4nkS all the flinctionalities of
Raseopht &g =

the conditional bra ave been renbdted. The executi on
- e and at time instant ¢, the transfer of the piece of information enabling the

first execution part 2pes to carry on at the chosen spot fails taking into
account the absence of the unit 6.

It therefore appears that in the absence of the unit 6, at least one request by a
pbrtion of the ﬁrsf executioﬁ part 2pes to ﬁ‘igger the execution of a femoted
conditional branch in the unit 6, cannot be fulfilled correctly, so that at least said
portion is not executed correctly and that, consequently, the protected software 2p is
not completely functional.

In the previous description in relation to figures 90 to 92, the subject of the
invention aims at remoting in the unit 6, a conditional branch. Naturally, a preferred
embodiment of the invention can be carried out by remoting in the unit 6, a series of
conditional branches whose overail functionality is equivalent to all the
functionalities of the conditional branches which have been remoted. The execution

of the overall functionality of said series of remoted conditional branches leads to the
- placing at the data processing system 3’s disposal of a piece of information enabling

the first execution part 2pes of the protected software 2p to carry on its execution at




of the overall functionality of said series of renoted 25aladusry@ses branches

leads to the placing at the data processing spgr?rR8270934%CTEXTOFO YRANSEATE
of information enabling the first execution part 2pes of the protected

software 2p to carry on its execution at 26 January 2006 PCT/ FR02/ 02343 -
TEXT TO TRANSLATE 45 the chosen spot. In yhe previous description in
relation to figures 40 to 92, four different principles of software
protection ha\ﬂg\e &%g&%gge explicit generally speaking independently of one
anot her. The protection process in accordance with the invention, is

i mpl enent ed by ughnge tprevipuid descpiptionf inpraiatant tofiguyesidfetst 93n famddifferent
.coercion, possibly conbined with one or several other r.'tnci

| es of .
protection. | pringiplesceksofilaiee PIHeCtion; AEYS bR MO CERITH BB aﬁ%ts@g‘ﬁlﬁﬁ and
coercion is conplenented t i gn;]@ro i e S _
principle of ﬁ%?%lg% ,Otitjﬁ%e 69?%1@?8#& %b%e@%f%& %y%%ég{?é&t@i rc}ﬁili%rltge
coercion is agyapticseRUspleri@i®l deusisd thy ptibeiplepof pestpdtipnoby pietot@at and by
vari abl e and/or the principle of protection by renanming and/or the
principl e of poatieos pessibhycamehingd wishame oF senertl ofpey PrReRIasid PRRteGORpinghg

protection by renamng is.also inplenented, . it O bl ts

~ turn by the pppﬁc%rgﬂﬁfpwgﬁ%gf ﬁ%ﬁ“ﬁ@“i’%ﬂf&ﬁ b%lriglpd gtgeéﬁcﬂ f{g)é %c%%?ﬁ%tg?o

- the preferredgyaihgiineRes Jfemt leabthendthé piintipleods Piotbeixini, che hyindipleeifi on
and coercion is conplenmented by the principle of protection by varjable

and by the priprgégiion by dutestiont ansh dogreiaan s adyantagaayslyneeralemispiedhpy the

principle of ratectjion, by conditional | E . .
“principle of BF‘BY"E ?%W°Fe§%8’bgﬂyi -‘éaﬂi'l,a% en%‘%ﬁ%ﬁ%ﬂ%’?#‘%% rﬁ%fé%gtrlwg? g?e ore
- protection by detegki gﬁc@[g{)ﬁg&g&m{byédﬁtwﬂ@yb@ﬂai,y carried out
description nmust 1nclude, to'take into account its conbined inplementation,
thg fol I'gvm' ng n?didf‘hrh@xﬂleipgnciplslhé’mgﬁecmnb&fm@aﬁlﬁ@rlé@ls@ igplaneaied, hean bee
under st ood as sofiware ,.vul ner t owalr I RG] » ction
bei ng descri béﬂ‘?‘Pf?ﬁt?gFEdilﬂ%F Hgn%gﬁeep%%?lg%ﬁ%%?%ghp eCB% tlg?%l%c |ﬁ'on has

al ready been appld&drdifh i'e prefeneaaatiensahbydiient, ithe pancprssf motection by
"vul nerabl e sof tware" st be interpreted by the reader as the_ expr.ession

"sof twar e pr otletetieh fyd torrciopris womplasentedby thepartiplsrofaproteston By yeriable:
the notl on Ofagcgi %gretﬁé %%ncszi%Iet of {)I%tﬁ%%h -bgrereﬂgx%ﬁ{g?‘ tc81?1g1e§x§en?é?f By"ﬁﬁeepﬂc%lg%ed
protection by conditional branch.
~In the case where a 1;rinciple of protection is applied, in complement to the
principle of protection bly detection: and coercion, its previously carried out
~description must include, to take into account its combined implementation, the
following modifications:

e the mnotion of s}uhlerable software must be understood as software
vulnerable towards the principle of protection being described. Thus, in the
case where a prineiple of ‘ptotection has already been applied to the
vulnerable software; the expression “vulnerable software” must be
intefpreted by the reader as the expression “software protected by the
principle(s) of protection already applied”;

e the notion of protected software must be understood as software protected
towards the principle of protection being described. Thus, in the case where
a prineiple of protection has already been applied, the expression “protected

software” must be interpreted by the reader as the expression “new version




towards the principle of protection being described. Ti28s/aniary2h@6 case
where a principle of protection has already b Fﬁ? L P POCHEA
"protected software"” nust be interpreted by tﬁgﬁlrea !ﬁg’gst he exE?essi§%MTE
"new version 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 46 of the
protected software"; and the choice(s) made for the inplenmentation of the
principle of protection being described st take into account the

choi ce(s) nmade for t L npl.e j4an of the principle(s) of protection

al ready applied. Th@?&gﬂg%?teﬁ%éc’ri ption enables to have a better

under st andi ng of 4t hg,q kEIheIRMRY Aald® fordhe iMfleRicalatioh bOthe pridcpRfipfotection
accordance with the invention. This protection process according to the

i nvention i s conposédingadesstibevh must etajse edite edopountntife] ghgiee(Yomadef farsthe of a
protection phase P durjng which_a vul ne le.software 2y is,. podified to
become a protect ed wpkmp@t%Pft%FW&HFIPE%%aOfL&I&G%“ ?@XUP(?HF%Q whi ch the
protect ed soft vange 2l 8r URLSescridibh Chablts St Ra6E aPHARE drlderstahlinkNeY the
presence of the unit B and each tine a portion of the first execution part
2pes execut edihpletnRatatiad af the pestsition pysesnin3acapiaaes witht theanvéntions ddiis
functionality is executed in the unit 6, so that saig pgrtion I s _executed
correct |y andprdtestion psprsasyrrsatding to the IRy IS AOMBSEEAASSEOW] MUC PHFLTEL el v
functional , -.iP th 03bsence of the unit 6 and in spite of the request by a
portion of tHE"™#M%t “execution part 2pes to execute a functionality in the
unit 6, said regquesisiCanoprobRtibnllphhtd Bddedig ediidhya vametdbdd saftwireadst isai d
‘portion is not executed correctly and that consequently, the protected
software 2p i s not cuedifiest telbpcomeapraeried sefaipdBsi bl y of a phase of

refilling R during ich.is credjite t .| east. jopne | 1 a
functionality prdtedi®h oh YsAee %Fgﬁ@q{jﬁgi C}bghetlf{gggtseéégﬁ‘ggrg?}?%ﬁ%g

vari ant enbodi nent nﬁdgftbi%”s ighag @f protection by detection and

coerci on using as cﬁgra terius%.glélcr?ﬂaa vari abl e of nmeasurement. The protection
phase P can be spli t— i rinotht viresenct ef tthomnétuh-gidasseh tithe anporfion ofHideffinst t

one, called prior protection sub-phase Pi, ,takes, pl ace independently of the
' _ P : P execution part fpes executedtm e daPa processing s?s%emef'nn 05€8

“jt, an imposed functionality is executed in the unit 6, so that said
portion is executed correctly and that, consequently, the protected
software 2p is completely functional,

—  in the absence of the unit 6 and in spite of the request by a portion of
the first execution part 2pes to execute a functionality in the unit 6,
* said fequest cannot be fulfilled cdrrcctly, so that at least said pbrtion is
- not executed correctly and that consequently, the protected software 2p
is not completely functional,

" e - and possibly of a phase of refilling R during which is credited at least one
additional usage of a functionality protected by the implementation of the
second preferred variant embodiment of the principle of protection by
detection and coercion using as characteristic, a variable of measurement.

The protection phase P can be split into two protection sub-phases P; and Pz.

The first one, called prior protection sub-phase Py, takes place independently of the. .
vulnerable softWare 2v to protect. The second one, called subsequent protection sub-
. phase Py is dependent of the vulnerable software 2v to protect. It should be observed

that the pribr protection su'b—phése P, and the subsequent protection sub-phase P; can




vul nerabl e software 2v to protect. The second one, cal [26dasulrgeqient

protection sub- phase P7, is dependent of the ROCTIRROZ023431+ TEXE TOVTRANSLATE

protect. It should be observed that the prior protection sub-phase Pi and
t he subsequent protection sub-phase P2 can 26 January 2006 PCT/ FR02/ 02343
- TEXT TO TRANSLATE 47 be carried out adyantageously by two different
persons or two different teans. For instance, the prior protection

sub- phase Pl wagarked 6at 4dvastageduslyybyatviae differentr pedsons anpaaydifferent thmg. Fdre
devel opnent of software protection systens, while the subsequent
protection suibstphees dhprion prafectionr vubephasat Phgambpeagisd ot By doRgIaeHy of 2
provi di ng the devel opnment of sqftware reqgpirkng to be .protected. tyrally,
it is clear SHERAY O}S‘Jraf"cgr h't?r g?v I@%Wtsﬂg-sﬁﬁgg@ P)T?%?Hﬁntﬁg © bs\%%eme
protection s | AaLdd Wt tHRE nRe 5 ehm eam
The prior prgﬁfEl gg%@gﬁ glébe?gﬁ%ggl?g&&igsﬂcg%ggeﬁefd b%hévﬂgf%?egﬁages 511?@.3;. -
Sit for eachyefidity the dyedlopmest bAskbvae pqiisngtebe motretedaNafuealyp ittis clehme

first stage of this prior protection sub-phas%'Pl is called "definjtions
stage S11". therthegriorprotegten mibrphsnse Ps eRg dnesipbseqyey nrpigeton sub-pigse Py ean of
the unit 6. i LLustratiyve , Ict@%be chosen as unit 6, a chip
card reader ?%961%?%6 %qtg’%c%?%ﬁ?%%ésoglc?ate "to the reader, - and the
transfer means 1%pe ﬁﬁoﬁ@@t&ﬂ@dsawpmeimbmbm sfaspast itugdsyS;1, 1, Sfidodat a
processing system 3 and in the unit 6, during the usage phase U and
capabl e of 'preach of whichiveripnstaskser jelis atatabeedriiedput he data processing
system 3 and the_uni.t 6, are.def.i ned: | eas 0 Fev : '
characteristic, Tﬁ%gfsé Stage 6’5%”%3??5?50&3 éa%{on ﬁ@aﬁshfag%qﬁl %a‘ff”gl\éuﬁnﬁaﬁﬁﬁﬁ& %)18& at
| east one criger iMPinkdhidREARitBYs g‘gesaltl; | east one software execution

characteristic, detecCction neans 17 to inplenent in a unit 6 and enabling to
detect that at #easte chosensoft ware executi on characteristic does not abide

by at | east one associated crjiterion,, and._.coer.cion ns 18 t.o i npl enent
"M a unit 6 and enabl i M B PHEGIRE & A ThILISEHE SRR SyotehOse TR

modi fy the execution ofg 2.HQichNfESder 8 and the chip card 7 associated to the reader,

~  and the transfer means 12, 13 designed to be implemented respectively
in the data processing system 3 and in the unit 6, during the usage
phase U and capable of providing the transfer of data between the data
processing system 3 and the umit 6,

e are defined:
© ~  at Jeast one software execution characteristic, liable to be monitored at
least in part in a unit 6,

— at least one criterion to abide by for at least one sofiware execution
characteristic,

—  detection means 17 to implement in 2 unit 6 and enabling to detect that

" at least one software execution characteristic does not abide by af least
one associated criterion,

— and coercion means 18 o implement in a unit 6 and enabling to inform
the data processing system 3 and/or modify the execution of a software
when at least one criterion is not abided by,

o and in the case where the protection process according tfo the invention

implements the principle of prcitecﬁon by detection and coercion using as




when at | east one criterion is not abided by, and in PCBdapase20f@®re the
protection process according to the invention PCTFROZEARS4B I EXT HOTRANSLATE
protection by detection and coercion using as 26 January 2006

PCT/ FR02/ 02343 -, TEXT TO TRANSLATE 48 characteristic a variable of

measur enent of the software execution, argg also defined: - as software
execution characteristic liable to be nonitored, a variable of neasurenent

of the usage of a fghaedctepistit atwiriable af aehswament of the saftwarerekeution, abelse by,

at | east one threshold associated to each variable of measurenent, - and

act ual i zati on nmeansda®&®! i ng to update at |east one variable of

measurenent, and in the se where th r L . r.di o the
i nvention also i nplen®ht M?FF§F%3P§$g$?§%§@%FQQEF5@%ﬁ@%ﬁﬁ%ﬁ?ag?H@WE
principle of protectigimbyufleias bl MR aRsk SRehmbishaliti 6T REweRar act eristic
a vari able of neasurenent of the software execution, are al so defined: -
for at |east one vari ald eritetioneas abvidedhyt, ,atslesstrale tsesholdanssdeintedetohedcts, -
and different coercion neans corresponding to each of said thresholds,

and in the case where v#ibl ofiBeaspsiest-ocess according to the invention
-inplenments a second preferred.var] B I NC

prot ection by detedfioﬁ“gﬁgn%ggﬁg#gﬁ&ﬁgﬁ%%ggggg 5@%@%2?9%%#3$§R@§??%6F; of
measur ement of the sof jhadhgesggcuti on, are also defined refilling nmeans

enabling to add at |east one additional usage to at |east one software
functional ity noni tandeid the case wdicrathiegroftectiampiosessapgording e theinyensiop akse

where the protection process cordi, o_the. inwenti ' t :
principle of prot ec‘lnPﬁ@‘FPle d%fig‘é i%‘r‘f%ﬁ‘?ﬂ EHEnE; AR °@§+"%ﬁg} 82@%:;3& aE eer({;&gt i C
a profile of soft 1Bt By B tidh SRAdefck 166 usingas G@fdciaistc @Reidbicost

characteristic liable to be"nonitored, a profile of software usage, - and

as criterion to abineasuyement of twswofivhre ¢xegrtion arsfalydafingde execution, and
in the case where the protection pr.ocess accordi to the in i
i npl enent's the princi pF‘EaB eaﬂr%’tsé)o@??@ﬁ ?‘eaﬁ‘frg@?%ﬁevglf?ﬁi a%s(?g'ra%c/eﬁg#‘im%g’ll‘#g as

—  and different coercion means corresponding to each of said thresholds,

e ‘and in the case where the protection process according to the invention
' impléments a second preferred variant embodiment of the principle of
protection by detection and coercion using as characteristic a variable of
measurement of the software execution, are also defined refilling means
enabling to add at least one additional usage to at least one software
functionality monitored by a variable of measurement,

e and in the case where the protection process according to the invention

‘implements the principle of protection by detection and coercion using as
characteristic a profile of software usage, are also defined: ‘ |
— as software execution characteristic liable to be monitored, a profile of

_software usage,
— and as criterion to abide by, at least one feature of software execution,

e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
feature of execution to abide by, the monitoring of the execution chaining,
are also defined:

 —  an instructions set whose instructions are liable to be executed in the




feature of execution to abide by, the nonitoring of theeakacatyi2006 chai ning, -
are also defined: an instructions set whose i RGH/FR02402348e TEXAOTO TRANSLATE
executed in the 26 January 2006 PCT/ FR02/ 02343 - TEXT TO TRANSLATE 49 unit
6, a set of instructions commands for said instructions set, said

I nstructions commands being |iable to be4gxecuted in the data processing
system 3 and to trigger in the unit 6 the execution of the instructions,

as profile of usage, tidt6haining of the instructions, as feature of
execution, an expected chaining for, the execution of the instructions, -

as detection neans -17,ansednef dRspItiaes t erramands fono3aid HBSTEIGEPRS n§hofaifihe

i nstructions does not corréls gp%%}%@eégi%eqﬁgg ST -exgalq?@qncglgr 4n

nmeans 18, means enabl |W§tr? processing system 3 and/or to
modi fy the functioning,Qfe.diie Koktd 9Mnafto tHEpdrcniAg unalé MR SedRiothenthiche
chai ni ng of the instr%ti%n{g@does not corrgg?oond to the expected one, and
in the case where the mswa@mns,on process according to the invention

i npl ements a preferred variant enbodi nent . of ftetge,pri nci pl e of protection by
detection and coer ci on23PHl dspges APANGHSEE LIIHES Sabi de by, the
nonitoring of the executjon chaini e E§ﬂ= o | 1.oNns
set, an instructions s&t teg '5%8?3#%“@3%’?4“5%)%%%%%? ruc'ﬁdf(‘%sth eaé\/\}/gjlrc EE(\B/&{ !#ﬁfhe
registers and use at |paghetiag, operand with the intention of returning a
result, - for at least some of the instructions working with registers: >
a part PF defi ni ng +heas detectioprabansyl T fmedns enablinglt defert thatfhel tof

defining the expected chaining for the executipn of the .instructions and
including bits fields &‘Gﬂ%%g%ﬁ SP8‘E°‘B"G§R°‘T‘§‘8_ T PHESEISRS i el d of the
i nstruction O, 0 anghd o EaGbioRPRRAT 18] hbftsl BRIMINE! b afoimatll Agtaf 1 ! d

processing system 3 and/or to modify the functioning of the portion of
 protected software 2p when the chaining of the instructions does not
correspond to the expected one,

. é.nd in the case where the protection process according to the invention
implements a preferred variant embodiment of the principle of protection by
detection and coercion using as feature -of execution to abide by, the
monitoring of the execution chaining, are also defined:

—~ as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
returning a result,

— for at least soine of the instructions working with registers:

»  apart PF defining the functionality of the instruction,
» and a part defining the expected chaining for the execution of the

instructions and including bits fields corresponding to:

¢  anidentification field of the instruction CII,

¢ and for each operand of the instruction:

*  aflag field CDy,
- *  and an expected identification field CIPy of the operand,
—  for each register belonging to the exploitation means and used by'the '

instructions set, a generated identification field CIGy in which is




* and an expected identification field Cl Pk of the o%erzénld vary @oogach '
regi ster belonging to the exploitation neans Rd/FROE/8¢343s STO JIRANSEA
set, a generated identification field CIGGin which is 26 January 2006
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identification of the last instruction Wich has returned its result in
said register, as detection neans 17, neans enabling, during the execution
of an instruction, foautemeticalipemamdrizethehet identification iaf| thechet ipyBIden; t
to check the equality of the generated jdent.ification field C G
corresponding to the rﬁfg}cgtthéﬁ” ﬂ{‘ﬁilre§‘&|:tﬂflﬁadgrr s and the expect ed
identification field CIP . | £H L g elﬂ'ﬁ%’ﬂl—% s 6PGHCI on
means 18, neans enabli?‘lsgﬁ?tg&ﬁ%lg[??@&tﬁjéq?gé%ﬁs'?ﬁ%glﬁg’hg |nsfruc?lllons, it at

| east one of the checkpggstienl iri sh ioperfanlis erhen dRdflagnfitlleCDps@puterig tohe -
protection process according to the invention inplenments the princi &I;e of
protection by renani ngsheske ttwl squaléyi n€dthe genemtedr jidpypdficaipnc n&IGan

instruction conmmand, - as a gdepengent function., an instructian, - an
order, at |east one ar @%F@H?n‘_ﬁ?ﬁp%a%?rrﬁgﬁgqri%Sgt?gﬁwgn‘a{ermgb??%gﬁo%e%dat
east in part to the iplafBlbARels ENYBAhERrEh drifddptand r 0cessing system
3 tothe unit 6, so as to trigger the execution of the corresponding
dependent function,- - aml #etdeadonmeamnbB; mgamsf enblingotodsodifiethabesuigof the

rename the orders so as to obtain triggering. c nds, Wi t h. renaned orders,
- and restoring means ZOIMEE?@%GW*&G%O%Eﬁther?hf"a‘gggﬂl‘? itigs [ty t he usage
phase U, and enabling to.,restor d qg?ﬁ t ' ; : from
“‘the renanmed order, ar%nﬁl fbﬁ e “glgéé;ﬁl\ﬁnglrooe 21 %I%%{E{ggtg%%%ﬁlgrtgg%ggﬂgﬁugﬁdi ng

to the invention imyieaBtS thedprivdipledtprofectibe by renaminy, erealsoptedinedt i on by
renamng, is-also defined for at |east one dependent function, a famly of

dependent functions— ahgoirigghringedrmandy @niastartion peramend,gger ed by
triggering commands whose rders., are different, and in the case

r enaned ¢
where the protecti of pP%%Q@P?ng A% T PYNEY%Rvent i on

— as an order, at least one argument for a triggering command,

- corresponding at least in part to the information transmitted by the data

processing system 3 to the unit 6, so as to trigger the execution of the
corresponding dependent function,

—  amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

— - and restoring mea.nsr 20 designed to be used in the unit 6 during the
usage phase U, and enabling to restore the dependent function to
execute, from the renamed order,

e and in the case where the protection process according to the invention
implements a variant of the principle of protection by renaming, is also
defined for at Jeast one dependent function, a family of dependent functions
algorithmically equivalent, but triggered by triggering commands whose
renamed orders are different,

‘e and in the case where the protection process according to the invention
implements one of the preferred embodiments of the variant of the principle
of protection by renaming, are also defined for at least one dependent -

" function, a family of algorithmically equivalent dependent functions:




i npl ements one of the preferred enbodi ments of the varizsnfanodryt2066 pri nci pl e
of protection by renam ng, are al so defined fRCTHFROZ{O2348e THETAIRANSLATE
function, a famly of algorithm cally equival ent dependent functions: 26
January 2006. PCT/FR02/02343 - TEXT TO TRANSLATE 51 by concatenating a
field of noise to the information defininmng the functional part of the
dependent function to execute in the unit 6, - or by using the

identification field ofytdfcdtéftingcd ifiid @il neisel tb e iafkp@atiend defining the
identification fields CTPk of the operands. and in the case where the
protection process accOmdtionpl part phtheidepemdend funciiomploerreents imthguaitds r ed

variant of the principle of protectjon_by. renamng, are al.so fined: - as
method of renam ng of Ph&YOIHRE e eatifRatien ewef’ﬁ@? festruchon Clf o ders,

D,

- and as restoring neans 20 s, b b deciphering nethod to
deci pher the renaned O%P&%dé@\%ﬁpgﬁisd%%@%qﬁfe f dent ?‘y of the dependent
functions to exegutgnd th ifecddBivihefe tHApidtectidiepBEdserachrdingClo @i imvéntidhase
Pi, the definitions stage Sit is followed by 'a stage called "construction
stage 512'. During smmlémentsngyefesid varnang efothe prineipledof pretectiom hy renamiggins
12, 13 and the expl oi taftioﬁﬂ 2ans corresponding to the definitions of the
definitions stage S¥EAMSOSEAGE t his construction stage S12, are therefore

~carried out: the conspy ié%{t{oﬁe%f‘?énahi%? B“f@l‘i@&%&rsﬂ@é@ﬁeﬁ@g mbthod8 RiphPihe

during the usage phase transfer of data between the data processing
-system 3 and the unitofders,t he construction: - of the exploitation neans
enabling the unit 6, during the usage phase U,k to al so inpl enent th{ah d

O

detection means 17 andaies WHOFRE HFRD ANsTERS MDITRPISHES, iphgring e
expl oi tation means enagl 'clgcgpﬁe'n]%é”}éﬁm?ed %PJe'ré"g%(f s fé§ﬂ:9§tﬁy1flﬁﬁti &Pufl SO
FON means | the exploit

I npl ement the actualiz , - and poss y of t1on nmeans
enabling the unit 6, dugiengertMnctiviageexeraedn thetunited.so i npl enent t he

refilling means, - and possibly of the exploitation nmeans al so_enabling the
unit 6, during During the prior protéction sub-phase Py, the definitions stage Sy 1s followed by
a stage called "construction stage S;;". During such a stage Si,, are constructed the
transfer means 12, 13 and the exploitatibn means corresponding to the definitions of
the definitions stage Sy1.
During this construction stage S12, are therefore carried out:
o the construction of the transfer means 12, 13 enabling, during the usage
phase U, the transfer of data between the data processing system 3 and the
wnit6, ' |
o the construction:
~  of the exploitation means enabling the unit 6, during the usage phase U
to also implement the detection means 17 and the coercion means 18,

~ - and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implément the actualization means,

— and possibly of the exploitation means enabling the unit 6, duxing the
usage phase U to also implement the refilling means,

— and possibly of the éxploitaﬁon means also enabling the unit 6, during
the usage phase U to execute the instructions of the instructions set,

¢ and when the principle of protection by renaming is also implemented, the

construction of the exploitation means enabling the unit 6, during the usage




t he usage phase U to execute the instructions of the igéUamciryddd set, and
when the principle of protection by renam ng PETAFR02]023343eTEXT TQ TRANSLATE
construction of the exploitation nmeans enabling the unit 6, during the
usage 26 January 2006 PCT/FR02/02343 -TEXT TO TRANSLATE 52 phase U to al so
I mpl enment the restoring nmeans. The constguction of the exploitati on neans
Is carried out classically, through a program devel opnent unit and taking
into account the d?flﬁééiﬂ'td)ﬂ% joblemeenie réstori eqd@f i ni tions stages S11.
Such a unit is desCribed in the rest of the description in figure 110. ‘
During the pri offhprotstaiction of the ptideitation medns is sarsicd it P@Fﬁlg%ng(gg’“@@ ®an be
foll owed by a stage called "pre-custom.zation st 13", ' t-ni.s_ pre-
cust om zat | oBragraydevplapment ynitand PRI $CCORRE tﬁ? ?ﬁ%@?%@%ﬁg&%& lﬁn%? or

the exploitatio ¥ re i SdHschivtidn 18 Feupe t h
the intenti oﬁe%?lﬁorgﬁs?%%ﬁfgﬁg Sg?ﬁ ?2‘%@95 g%e&%?%?gg%trgdr@n%ggj@%iw%. I tg shoul d
be observed thgt part of the exploitation means, once transferred to a

pre-custom zed unit 66, is no longer directly accessib]e outside saLd
pre-cust oni zed Whiring6ibe prve protestee subheste Pox e ofansEnionnass Sy 68 by ank

unit 60 can bhe carried out thr h.,an adapt.ed. pre: custom ' i Lo
whi ch is desdellaved :bﬁ f‘hétag%s?aq% tﬂrg-c&gg)gr fg}(’?’o%ta%% ﬁ?‘g’uw.t&(ﬁ n{n{ehe

case of a presSHBLOM % eUBLdl #£61cagt0BS phrt Usfe theb Yrafisfeh infcantl I8 Zndlotl thes
reader 8, the pre- custom zation concerns only the chip card 7, During the

pri or prot eckkglpitaicn-measardiplafedto sthisagamerhlankowmit 60.agish thelinfeagon o
possi bly after the construction stage, 512, ta alded "t kNg
stage S14" cghtainipg@ l53si ©OBC PERIFY ‘@)mw?lﬁfiémgto%qagtsﬂ’é’%ﬁnge Qps ﬁ‘éedﬁ% éarrm e
tools enablin I & b sRtdniRsEust 66Ut Ao RiRet difectl
protection Ofﬂgl%%d&grxgém%u%ﬁ%ﬁa%f%ﬁ@gﬁg%?e: to hel p choose or'l?g chooge
aut-omat i cal | ycdedsible @uitidermidinecusohtinal eniR66. (The tpnsieref the explodatianmeans

characteristic(s) to nmonitor and, possibly, the a rjithmc racessi.ng(s)
l'iable to betep Plenk priy G0heary be Cpaifgd ¢ a &ﬁ“éiB’F‘i‘u’?“S%",ﬂg-zaQ‘}"He“mﬂ

porti on(s) |38l @uBeTOf L R of (RNGablGth REDRNENEIPe t@fcaé of Goid-on bY

variable is &l emented, e varia Ilable'go be renpted in the
unit. 6, - customized unit 66, constituted by a chip card 7 and its reader 8, the pre-

o

customization concerns only the chip card 7.

During the prior protection sub-phase Py, after the definitions stage Sy and,
‘possibly after the constructién stage S12, a stage called "tools making stage S14" can
take place. During this tools making stage Si4 are made tools enabling to help
generate protected software or automate the protection of software. Such tocls
enable: __

e ' to help choose or to choose automatically in the vulnerable software 2v to

protect:
—  the execution characteristic(s) to monitor and, possibly, the algorithmic
processing(s) Tiable to be split into instructions remotable in the unit 6,
— the portion(s) liable to be modified,
— and when the principle of protection by variable is also implemented, -
the variable(s) liable to be remoted in the unit 6, |
=  and when the principle of protection by renaming is also implemented,
the algorithmic processing(s) liable to be split into dependent functions
_remotable in the unit 6 and for which the orders of the _triggering‘:'




- and when the principle of protection by renam ng is @6saniarpbedent ed, -

the algorithm c processing(s) liable to be spPCT/FROR/02P43 TFEXTTOTRANSLATE
renotable in the unit 6 and for which the orders of the triggering 26
January 2006 PCT/ FR02/02343 - TEXT TO TRANSLATE 53 conmands can be

renaned, - and when the principle of protgction by conditional branch is

al so inplenented, the conditional branch(es) whose functionality is |liable

to be renoted in the ughhménds @ite r@RERD! Y, to hel p generate protected
software or to automate the protection of software. These different tools

can be carried out +ndepkndentthy principte efniriotestion byasnnditioash brapeh it alsohave
various forms, such as for instance pre-processaor, senbler, ..canpi]er,
etc. The prior prot ectl%ﬂe@ﬁﬁtieévh é"’P‘amPE‘af antb(eﬂ @osﬁr@ﬁ%’é’gﬁ]&gﬁﬁmﬁ%

protection sub- phase v@i Rends: gn the vul nerable software 2v to
protect. This subseque{rzl‘):f2be prc%’?eégﬁi on stu - phase P2 is conposed of several

stages as wel|. Jhegfd rsdssibhad8 hélprgeacned ProBeed dofievarsor eppenitatnbienttef t he
principle of protection by detection and coercion is called "creation
stage S21". During pivtestion efisafbyaret age 521, the choices nmade during the
definition stage S11 are used, Wth the aid of .sai hoi ces ssiply
of tools constr uEhesg ?rFﬂtgtoP}fec% § SRR Y %ge&aagg A Ot eco%gbgltlaet%g e%kp
software. 2p 1§ 68465 &8 havaYvaitRe SoRts, aluch 8AS forafaseRf $16a)rces0RC tsb@bler,
characteristic to nonitor, anong thé software execution characteristics

| i abl e to be cwpilegreed, by choosing at |east one criterion to abide by for

P st oo ol gor TP POt tER SRCRHSEI L BURIRGq by 2 absenii AoBRbR dun"
vul nerabl e qujh%ﬁg r‘]nén‘(c%holrﬁ)\%ﬁdébn BASORSICRFHGRE 29NE preRad TR dubsdfibai N at

| east one re i Ich at | east one chosen Software execution
char act eri st iffiotebtSort QuibphamenPj ds edmpoled offcevemy skiged @aswelbnbhe birsti Yageof

2l qor | hii o proBSESSRIAR to 1y TP GISE NG O dhe GARGEIect RAEShrb PLaFie o ar
2ps fromthe coAtid’ isOLalled “creation stage S,;". During this creation stage Sy, the choices
made duting the definition stage Sy are used. With the aid of said choices and
possibly of tools constructed during the tools making stage Si4, the protected
software 2p is created:
e by choosing at least one' software execution characteristic to monitor,
- among the software execution characteristics liable to be monitored,
s by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,
"o by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software 2v, uses at least one operand and
" enables to obtain ‘at least one result, and for which at least one chosen
- software execution characteristic, is to be monitored,
e by choosing at least one portion of the source of the vulnerable software 2vs
’contaihing, at least one chosen algorithmic processing,
¢ by producing the éource of the protected software 2ps from the source of
the vulnerable software 2vs, by modifying at least one chosen portion of the
source of the vulnerable software 2vs to obtain at least one modified portion
of the source of the protected software 2ps, this modification being such




t he vul nerabl e software 2vs, by nodifying at | east one2ehas poea i on of

the source of the vul nerable software 2vs toPSIYERA2402343 s TEXTCTOTRANSKATE
portion of the source of the protected software 2ps, this nodification

bei ng such 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 54 that: -
during the execution of the protected sofstware 2p a first execution part

2pes is executed in the data processing system 3 and a second execution

part 2peuis executetlain a unit 6, obtained fromthe blank wunit 60 after

upl oad of information, -. the second execution parf 2peu executes, at | east
Lhe functi onal i Ty of - afaringdfie EXGHROR b SEPraIFGisH PO T bESE X Ftion Pafig
during the execution of the Bie%hfeﬁt & t}%é;f&#e\f%#goégsi{lﬁtsyétgﬁsg S0€ 2 COQREN

execution characteristi®i S Fonl tored _ “the’second execution
part 2peu and the facteddBajorfpSt Rp@i iekdcutddioin 2bhitl 6J obiinke JFeten thobRnk
nmodi fication of the execution of the protected software 2p, and by
produci ng: - a first otjited afranploadof mfbrmafeonyr ot ect ed software 2p, from

the source of the protected software 2pf, said first ?gi?fe t ara% 2&95
bei ng such that duri n§esaONdESeOBHag: R%’ee"ﬁF‘H‘F%Ettsl@%f i‘&ﬂ?‘@‘ B, td#pear s
~a first execution par ' biafesR 10 the data processing
system 3 and whose atfe?%ggltéc%&%%rmﬁb%n ta@élé&?%?%’ account that at | east one
chosen. software execuiiddutdpthecéRbuiidn ofithe protedted esfiware ] 2 lsaxt ond
object part 2pou of the protected software 2p, containing the exploitation
means i npl enenting t hechpsereexqcationharacteristi s mpaitored 8y disghRs b 4hs sawnds i d
second object part 2pou hei . U . it 60
PpRt e 98 g Mok G £ 888 ot BB TR et

and during the executi%‘r?c%? war e , e second
~ execution part 2peu bymapgifieftiondTitedleddcution st the petediebfviné Rpar e
execution characteristic is nonitored and by neans of which the fact that
acriterion is mot aiditygoodising: eads to a nodification of the execution of
the protected software

2p. turally, the principl.e of,protecgtion by
detection and coercTon? gﬁﬁwpggtrﬂf&aﬂd’%f?g s plotecicd 8fiware 24, from the source’of
the protected software 2ps, said first object part 2pos being such that’

- during the execution of the protecied software 2p, appears a first
execution part 2pes which is executed in the data processing system 3
and whose at least a portion takes into account that at least one chosen
software exccﬁﬁon characteristic is monitored,
~ - and a second (;bject part 2pou of the protected software 2p, containing
the exploitation means implementing the detection means 17 and the
coercion meaﬁ_s 18, said second object part 2pou being such that, after
upload to the blank unit 60 and during the execution of the protected
software 2p, appears the second execution part 2pew by means of
which at least ome chosen software execution characteristic is
monitored and by means of which the fact that a criterion is not abided
by leads to a modification of the execution of the protected software
2p.
Naturally, the principle of protection by detection and coercion according to the
" invention can be applied directly during the development of a new software without
: requiﬁng the prior realization of a vulnerable software 2v. In this way, a protected
“software 2p is obtained directly.




- e e

i nvention can be applied directly during the devel opne6 Jahuay 286 sof t war e

wi thout requiring the prior realization of aPEI/RROAN234DF TERXTIQVRANSLATE
this way, a protected software 2p is obtained directly. 26 January 2006
PCT/ FRO2/ 02343 - TEXT TO TRANSLATE 55 For the inplenentation of the
principle of protection by detection and 56oercion using as characteristic a
vari abl e of measurenent of the software execution,- the protected software
2p i s nodified: Fopyhehopenenfatien ebthewainsips of protestion pardetactipn gud eoargjon

noni tor, at |east onlga(5 vari.abl e of magsurerrent fft e usage of a{i Ig(ﬁst one
functional i t PSBE 35 claspqieisfis 2 VEaRle Of SPRRRUTEmSH of %tsoﬁﬁ‘glef FEtShd Pty of

the protecte : ge is liable to be nonitored using a
vari abl e of k@gﬁ%ﬁﬁﬁ@z%@%gﬁ%@ one vari abl e of neasurenment used to
quantify the usage Bf cisiishhg {sUustFiwe akédution- claitactetisté to@ meoritor,estedsd one
associ ated to a chosen variable of nmeasurenment corresponding to a limt of
usage of said functvasiablei ¢fymeasusgmenitof] thesusagnof mbtlprstl ope Ripefinnaliyf ofza
chosen vari abl e of asurenent depending on the usage of said
functionality, andgﬁymﬁbdifying at | east one chosen portion of the source
of the protecteq 30BLiRe2Ps, this nodification being such that, during
the execution. of the protected software 2p, the variabl e of neasurenent
is actualized by neansat ledst bhe faetionslitgxefah¢ poregpal tofGree 2geplrsd iusagedn t he
usage of said functionality, and at |east one threshold crossing is taken
into account. For the }3RY Wrkainaniigrd using arvapahle gE @Ry TR ar i ant

mbodi ment of the pringipl ' ' Gl P, HSI NG,
e characteri stic, o vinpibpn® el SohReoted L ARARAnC AR RS D,

nmodi fi ed: by choosi ngfunbtiddafitsgour ce of the protected software 2ps, at
| east one chosen variable of nmeasurenent to which nust be associ ated
several threshol ds coratdeast ot taresheldipgsoeiatask to| 4 ¢hosen weriabde gk mepsurareent

functionality, by ck&gg%g&q{@?gl%aasltim}t\g}utsggeeostlggh(}&m%%ﬁgﬂyflt ed to the

chosen vari abl e of
—  and at least one method of update of a chosen variable of measurement

depending on the usage of said functionality,

o and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected soﬂware; 2p, the variable of measurement is actualized by means
of the second eiecution part 2peu depending on the usage of said
functionality, and at least one threshold crossing is taken into account.

‘For the implementation of a first preferred variant embodiment of the principle
of protection by detection and coercion using, as characteristic, a variable of
measurement, the protected software 2p is modified:

e by choosing in the source of the protected software 2ps, at least one chosen
.variable of measurement to which must be associated several thresholds
‘corresponding to different limits of usage of the functionality,

e by choosing at least two thresholds associated to the chosen variable of -
measurement,

¢ and by modifying at least one chesen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the

protected software 2p, the crossings of the various thresholds are taken into




and by nodifying at | east one chosen portion of the soz6denefry20@ protected

software 2ps, this nodification being such t h®CT/FR02102843 -TERAUTO TRANSLATE

the protected software 2p, the crossings of the various thresholds are
taken into 26 January 2006 PCT/FR02/02343 - TEXT TO TRANSLATE 56 account
differently, by means of the second executi on part 2peu. For the

| npl enmentati on of a second preferred variant enbodi nent of the principle
of protection by dedcectrtdifferamtly by nekonofithe second ezbeutimutperti2peic, a vari abl e
of nmeasurenent, the protected software 2p, i

IS dified: by choosing.,in the
source of the prifretecinplemealion sisa Sﬁfoqdeﬁ?fg‘g V&ﬁé%teﬁﬁn%e‘imeabwg e

i bl i Co Lim - - S . ¢
be abl o to benrnl viatiricl by bEcdAHER Rorcon WG] pOBRHLI AT S yaflIbRTbe T
nodi fyi ng at Iﬁ%ﬁﬂeﬂ-@ﬂ@ﬁfe@gg&e@%ﬁ‘b%gptibhﬁom;f i cati on being such that

during a phase called of refilling, at |east one additional usage of at

| east one funct ionaby ¢hoosing e tmodicegftle protdvtsicofivards 2py, ot lshstipwashessnent
can be credited. For the inplenmentation of the principle.of, protection by
detection and coer cYa&qgleLP;ijiTtgaaﬁ&'?n}f’l‘}E\P l’éﬁgthBFEIPﬂ’a? 1128t P_f@ Ct’é)B?e]ﬂwa
usage, - the protect ety SOTIMALELAP1d Be crBBifd wiH at 1B onl 6] 2 of t war e
execution characteristic to nonitor at |east one profile of software
usage, by choosé ngardtby adifyiagat feasttaneechoberepartion, this thydifibation eing erht one
chosen profile of usage nust_abide, and_by nodjfying gfi .l.east one chosen
portion of the sourthat ghe Phpsst @dled of sEHIngs plleapisone dé“‘?ﬂ‘?fjiuﬁarg@a‘fﬁ ¥n

bei ng such that, duti 3 i . he
second execution pw %Bégﬁ%?flég@s g&ﬂgﬁ{onthﬁ% to%%%)gglﬁ? g%l%(g% éﬁﬁ{)e%%é}%%%ttion.
For the inpl enent atdsame@iedifad. pri nci pl e of protection by detection and
coercion wusing as feature of execution tqQ ahide by, the nmpnitoring of the

executi on chai nilag the M?@ﬁ@ﬁﬂﬁ@l_ afithegringinle of pratectiondivi detsgtion 5pd gREEOR ng
Lot e SR ARG b U Bl e 5P
processi ng | sn&difitd; so that during the

e by choosing as software execution characteristic to monitor at least one
profile of software usage,

- by choosing at least one feature of execution by which at least one chosen
profile of usage ml;st abide,

e and by modifying ét least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the second execution part 2peun abides by all-the
chosen features of execution.

For the implementation of the principle of protection by detection and coercion
using as feature of execution to abide by, thé monitoring of the execution chaining,
the protected software 2p is modified:

o e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that:

— at least one chosen algorithmic processing is split so that during the

execution of the protected software 2p, said algorithmic processing is

executed by means of the second execution part 2pew, using

instructions,




execution of the protected software 2p, said al gorithni2¢ Janaeegedég i s

execut ed by neans of the second execution par tPTRFRO2(OR2343 - TEXT TOTRANSLATE
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chosen al gorithm c processing, instructions commands are integrated to the
source of the protected software 2ps, so %7hat during the execution of the
protected software 2p, each instruction conmand is executed by the first
execution part 2pes—antbrtatilggesms dhosert dgorithmic Bocesting, anstogtiomncdnymanetsns of

t he second execution part_ 2peu,, of an instruction, a seguence of the

instructions commands P® ieaded ondhg spreeset th Pf%%’&ﬁge %Iz!Pévxﬁ?\dh%%e
execution of the prot eﬁﬁlﬁfg&’ ﬁ%f %}Y&ﬁﬁmﬁaf tﬁ%ﬂ}tﬁﬁgteﬁhs%h@'apengiyj?ml &Wﬁé ni

abi de at | east sone of Instructions herr exe I on
6 is specified. DuringchhifafidRSSQURRE tY BlceRist eXechtibn PA2Ipeddnd ﬂ{%e%n at
| east another principle of protection is applied in addition to the
princi pl e of protecti otheoyit gehecxdcotiomby meanscifdhs sesotidrextichificraparbdpew.age
SzzZ" takes place. During this nodification stage SZZ, are used the
definitions intervened® # PEEIHER ni ti ons stage 811. Using said -
definitions and possibly Efﬁ"?étﬁ’g’ eTIINW %Pm [ t age
514, the protected sof %v%é‘%%%ofg{ésn% 1fie Sto al (gf\?vh%eﬁié&?lrlrp enér@%?%o‘r?\lgof
the principles of proiegithes ahewimpdhd@cdcationef tic pritectad safivgrap) S
her ebef ore defined. Wien the principle of protection by variable is,
inplenented, the protesndthegbpiningrty whichanhgsdbideeat leasyipmashefobe ingtraetionsast
one variable used in at _l.east. one chosen a Lt hm. processi ng, which
during the execution o%lm?l% ]FS?%:ﬁgla%ns@]Ft%élszFMEﬁ%rt ially defines the
state of the praygededhs alibsaidt JRotectivh MABiPHENP,2tnd &afh ANRaGhSSRRer
portion of the source of the protected software 2ps, this nodification
bei ng such t painciple iofigproteetiex d& wppbed dit adsditionprtet the taticipld ofapretegiion dry

| east one chogen.variaple or at |geasf.one co of, .chosen.,variabl.e resides

in the unit 61,%%"3% FPEEUEY ny: “E"i‘f_hﬁ?zfq}oé’t Sg%lﬁee%t” pga%f’s Hlase- oﬁ“’?‘?\% s

protected sofhMRFEati stsiRiS],, fatd wed @R ®Finitions intervened in the definitions stage Sy1.
Using said definitions and possibly tools constructed during the tools making stage

S14, the protected software 2p is modified to allow the implementation of the
- principles of protection according to one of the arrangements herebefore defined.
When the principle of protection by variable is implemented, the protected
software 2p is modified: |
e by choosing at least one variable used in at least one chosen algorithmic
processing, which during the execution of the protected software 'Zp;
partially defines the state of the protected software 2p,
¢ by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, at least one chosen variable or at least one copy of
chosen variable resides in the unit 6,
e and by producing:
— the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes takes

also into account that af least one variable or at Jeast one copy of




part 2pos being such that during the execution of the ssdtaem @008 of t war e o
2p, at least one portion of the first executi dCT/ERO27P34Bak TO JRANSLATE

account that at |east one variable or at |east one copy of 26 January 2006
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the second object part 2pou of the proteci®ed software 2p, said second

obj ect part 2pou being such that, after upload to the unit 6 and during
the execution of the pveiable waideomithgpeit®y appears the second execution

part 2peu by. means of whjch at | east one chosen.yariable, or. at |east one
copy of chosen vari abl émi' gfesn 8%16%1’?’% R of ge Wger??e[dhg’%‘*}rﬁ P S8 dof
protection by renam ng_l.S..} 'gt(r):a%gg o

nodi fied: by choosi ngsécﬁn{l klilggjes urc%éb“o?gﬁﬁgﬁ%%tg%%ﬁeerdé@% dtl\fv%}r/at?lg%glgsﬁsmd
triggering commands, dingragi dxytpdnasf thegmbtectse seibose tpp appeaentheiseddnd
source of the protected software 2ps by renanm ng the orders of the chosen
triggeri ng comands, sexecaton part dpieby meaas piwhichel/least onpehewnvasplading
dependent functions, and by producing: - the first object rt 2pos of the
protected software 2p, a@ﬁ?ﬁ%??%@ﬁﬁ@%ﬁ”%ﬁ“ ‘i%“%%i’h%eélﬁ’?ﬁ'that duri ng
the execution of wilf e ?Hﬁgfgf‘éjof pRIdHBRELY Ren i ifpRAeR@AC U BRI t h
renamed orders are executed, - and the second object part 2pou of the

pr ot ect ed sofdofisraee Bpis madified:ni ng t he expl oitati on neans al so i npl enenti ng
the restoring. nmeans 20, said. .second object part qipo bei ng such that,
after upload to ®thBy LﬁhPPSIEga‘Hd%F?Wﬁe‘tﬁétE?(éﬁﬂpF‘?t‘é @%Waﬁ% ot HELEHE
software 2p, the igﬁ%' of the dependent functions whose execution is
triggered by the first exécution part 2pes is restored by neans of the
second executi one PBY motBEthe ANadthshedsiiesan nktidnuol tHeostfray of exepisteetbdoy

means of the second execution part 2peu. For the inplenentation of a
vari ant -of the pri ngtfpyase 8ps by snawingothe pyders efifie shosenttrgegsingrcommaands,orot war e
2p is nodified: as to conceal the identity of the corresponding dependent functions,
e and by producing: '
— the first object part 2pos of the protected software 2p, said first object
- part 2pos being such that during the execution of the protected
software 2p, the triggering commands with renamed orders are
executed,

-~ and the secénd object part 2pou of the protected software 2p
containing the exploitation means also implementing the restoring.
means 20, said second object part Zpou being such that, after upload to
the unit-6 and during the execution of the protected software 2p, the
identity of the dependent functions whose execution is triggered by the

- first execution part 2pes is restored by means of the second execution
part 2peu, and the dependent functions are executed by means of the
second. execution part 2pen.

For the implementation of a variant of the principle of protection by renaming, -
the protected software 2p is modified:

e by choosing, in the source of the protected sofiware 2ps at least one
triggering command with renamed order,

& and by modifying at least one chosen portion of the source of the protected




by choosing, in the source of the protected software 2p% RBhuargae060ne
triggering comrand wi t-h renamed order, and byPCT/FRR02/02345 4 TET TO'¥FRANSLATE
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t he renaned order of one chosen triggerisg, comand with renaned order,

wi th anot her renanmed order, triggering a dependent function of the sane

fami ly. Wen the prisoftwake2pd bgr mpbecirgont Hyast dhelirthanal obdanof ons chosen

i mpl enented, the protected software 2p is nodified; by choosing, in the
source of the protetgEEIBRfOMRDD Fgth aqnam;féstxdéhewﬂbmrherowamﬂ SHSE

carried out in at |east .one .cho ri ] rOcessi ng, by nodi fying
at | east one chosen PP%ﬁd e@%@@%ﬁ%ﬁe&%&ﬁ% 'pr"é ected software 2ps,
this modificatiogpgi Mg sitelpld f@:@}pr@ié&ﬂicﬂﬂ byh@naitResl bRARcKTs iRglenRheicaied
software 2p, the functionality of at |east one chosen conditi onal branch

i s executed, pmptartedrsoftehiret2peissmmidfiel:executi on part 2peu, in the unit 6,
and by producing: - the first, ohject part q%pos of the _protected software
2p, said first objeb¥ cheasing.oothengquiee Sicthe tmaiectadrofFarh epsxacipftotor

the protected soft . ' | :
: SRR blelEh HREY LRI it ohotUne Tho BN or SO, o

condi ti onal branch “I's execu he” secon

.. 2pou of the protect ey medifi@s et Bast 6@ dhoaqttor0bf €@ squatd of pietiploddch@l such

that, after upload to the unit 6 and during the execution of the protected

sof tware 2p, -appear software dpecthis mesiicationheipg sechotbat dusing g sxcakionsf de t he
functionality of at _|east, o chosen gondi t i.on anch i ecut.ed. JFor

the inplementation B?o(%%?%%ir %%arrﬁgpeﬁﬁoﬁﬁnﬁg?ﬂah g]%?itglreﬁsrtioﬁ i%fjggﬁo?olﬂg‘ﬁ'gpgfc:t i on
by conditional branghgck ReexRb@E®ByatlesRl SRS Secditi bfectiiéh pare dpeu, by tHARRST NO,
in the source of the protected software 2ps, at |east one series of chosen

conditional branche$, by nodifying at |east one chosen portion of the
source of the prot ect(gg sgft.vva.r\e 2ps, this nodification being such that
during the execufi oARGPY PrpEUCIng: .

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen conditional branch
is executed in the unit 6,

— and the secoﬁd object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part Zpeu by means of which the functionality of at least one
chosen 'condii;f.ional branch is executed.

~ For the implementation of a preferred embodiment of the principle of protection
by conditional branch, the protected software 2p is modified:

+ by choosing, in the source of the protected software 2ps, at least one series
of chosen conditional branches, '

o by modifying at least one chosen portion of the source of the protected -
software 2ps, this modification being such that during the execution of the
protected sofiware 2p, the overall functionality of at least one chosen series

- of conditional branches is executed, by means of the second execution part

2pew, in the unit 6,




protected software 2p, the overall functionality of at Jéeastarg2é0€hosen

series of conditional branches is executed, RCHFROZ/62348c BREONO TRANSLATE

execution part 2peu, in the unit 6, 26 January 2006 PCT/FR02/02343 - TEXT
TO TRANSLATE 60 + and by producing: the first object part 2pos of the
protected software 2p, said first object 60part 2pos being such that during
the execution of the protected software 2p, the functionality of at |east
one chosen seri ee ofnd popddtdmgmal branches is executed in the unit 6, and
t he second object part 2pou of the protected software 2p, said _second

obj ect part 2pou berngtfmﬁl‘ﬁt‘ﬂbj@ﬁtpaﬁfMF Cﬁ;ﬂ‘%ﬁ’d’ tacted: S9AwaEg %P@a‘élrﬁ“@l]ﬂl??%g
the execution of the pro ted. software ears_th i on
part 2peu by nmeans of W (cafpofghlé B%esluﬁﬁlﬂllaﬁr{lgpﬁg %’Ie %/ecgtflé ?ntﬂ aé%?e%%g
chosen series of condig ?%a@@eﬁndtﬁmﬁﬁﬁﬂ@feﬁ 143t Wna l:hbseﬁ h@res of
principles of protectlon according to the i1nvention can be applied -
directly during the deveidiiormhbranthes inevecatztitindlresunif ¢, hout requiring the
prior carrying out of intermediate protected pieces of software. In this

way, the creation staged € secqnd cbiechdarts 2Rek P dhes Pralestash software 129, @é‘rdrl ed

out concomtantly so as to bt _ f

During the subsequent 5?08{1%(?&%ﬁf)%hgﬁ%ﬁgélégﬁg&?m%E%h%f%@g%(?%atﬁll on stage S21
of the protected softwgify R ex@bElidiOSShalprotaétee softWarediappsad ihersesdape
522, a stage called "custom zation stage S23" takes place. During this

" custom zation stage S28secutien padpey bdb}lefms qfawlmclzplmm@@a:uﬁmﬁnwhﬁmfat
exploitation means is oaded to at. K unit 6 with the

i ntention of obtai ni ngij‘%‘?t EL Se&fgn%? 2 dR'(S’Palabrsréc:}]te gfexff‘ll;gd second obj ect
part 2pou possi bipyuaRt Mg ieoftbleslibibéRRdiAR 8 thel ifivenloA aak Be bpladd

| east one pre-custom Zechﬁmt 1$66 qu%th the intention of obtaining at |east
~one unit 6. dlii'eetlypdtmmgl ﬂg &veidpmmntlpsftzorﬁezatspﬁwaﬁenwmﬁt regHiriiga BieeBrien
make operational nit 6. .lt. sho be_o t rt of
said infor malt‘ia‘ﬁ‘ﬁfmgo‘i’i‘!,I @P&e@o{eﬁe& Plfﬁ?st ﬁw@n@?%%%%& y %Igcéoégl bl e
out si de said gﬁggr s anﬁhﬁe LR Afon Qlagh 15, GHA 1REaARd O conbhanRIy SNad &

bl ank unit 60 pre-custom zed unit 66 can be carried out through an
‘adapted custombtmatdmctl)uﬁheprmmsofL\Vfdegprl bed in the rest of the

Core P bl B R 5SS B b B LS

protected software 2p, and possibly after the modification stage Si», a stage called

DO

“customlzatlon stage S;3":takes place. During this customization stage Sj;, the
second object part 2pou containing the exploitation means is uploaded to at least one
blank unit 60, with the intention of obtaining at least one unit 6, or a part of the
second object part 2pou possibly containing the exploitation means is uploaded to at
least one pre-customized unit 66, with the intention of obtaining at least one unit 6.
The uploading of this customization information enables to make operational at least
one unit 6. It should be observed that part of said information, once fransferred to a
unit 6, is not directly accessible outside said unit 6. The transfer of the customization
information to a blank unit 60 or a pre-customized unit 66 can be carried out through
an adapted customization unit which is described in the rest of the description in -
figure 150. In the case of a unit 6, constituted by a chip card 7 and its reader 8, the
- customization concerns only the chip card 7.
| For the implementation of the protection phase P, various technical means are

described more precisely in relation to figures 110, 120, 130, 140 and 150.




custom zation concerns only the chip card 7. For the i 2plJeaneary200®n of the
protection phase P, various technical means arECTM[msd-Sm)TB('DTOCI'RANSLATE
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PCT/ FR02/ 02343 - TEXT TO TRANSLATE 61 Figure 110 illustrates an enbodi mant
of a system 25 enabling to inplenent the gonstruction stage S12 whi ch takes

I nto account the definitions intervened during the definitions stage Sl11

and during whi chFiguee tbhdlustrettesh ebodirsams bér syean25kAabling tarnchplepoess thy vy,

the exploitation neans intended for the unit 6. Such a system 25 includes a

pr ogr am dev el SPRBHoDHAES Sz WoicR $akep iRIA agePEm thaéeféma@@ lemeye@ qerirgthe of a

conput er conpgi.Si.ng a tem creen e such a

keyboar d- nous f?“%"ﬁla Sfa%% n&ﬁo@ﬂﬁb ?%ns E%T eﬁ&“’ﬁ%@% alﬁsandfl | e
editors, ass qsﬁahsr)s the@xﬁtmﬁfl@& ﬁﬁaﬁﬁH MitendeARhE ﬁllésumt'(ﬁtSﬁ&Pﬁ ﬁs%xﬁ 2598uEger S
and i nk editors. Figure 120 illustrates an enbodi nent of

pr e- cust oni z girdgramudevelGmentaimit g erksupbuadrhah ha;sas]asalcmllpairhb foma of ansfer

nmeans 13 and/or the explojtations rreans to at %8 bI ang th 60 with
the intenti orPOB%P“%tCQFW’ﬁ@gaa BYSETR BBt o SEE?THuH?li G‘IS oard-mouse,

custom zatio | 1 0
el ectricall yrhngpiel&gggltgo%ﬁggg%ﬁleésl’eggukﬁ%lr??‘?ﬂ%gﬁb% as to ?lgi %ﬁg&m&g%ré

pr e- cust om z gaocessdrs, @ondpiicishintdptetves, chbag@‘reandrhanailtois’s and/ or the

expl oi tations neans have been upl oaded The pre- custom zation unit 30 can

al' so include phySigerg 120 8lustratonin ¢p %@ﬁ@t eféa Blre-qqﬁ@nwawn unf; 30t engblinghioc h

can for inst f t nit 6
is constitut 2@? yag?e\é%%rb%grtgég ffd'am ?s rea djor e{a ?OI%Eiéﬁsc%@%k%Ozafeagtn
general ly cmedldik aid §0 with thdingertion @f?abtzﬁn@graqaré.aﬁstbﬂﬂza& uhR 685 SAH pre-
enbodi ment of a system 35 enabling to carry out the makin ]gnof the tools

~ enabling to welstpn@m@namet %@ﬁ@é@%@a@@gtaﬂdr@ﬂmg mgang tloengbling tooglectrigadly

protection. Such r el o nit..or .
Rorketat on WT SRR Blankdmio) 8% SRR ATSHRREH Bl e O stiifh e
system unit, tAnsff Me@is naeamu&eﬂw Sxplbitaticts HexRORIvE- HERH Slo-aied. Tﬁ@'pﬂéﬂ ng,
anong ot hers the followng prograns: file editors, assenblers,

pr e- pr ocessofcystopdzationams, 30 ?ﬂﬁl@ﬂ%?rlé@]@d% phyﬁeadlfggt@mszaanm Dleﬂm@%df therbdank

Fi 140 il rrb bl t
i Sectly o i PR B AT R e fhe ook MRl RPERHeE Saishe R ERS,
wi-th the int qmcbﬁght@tted tgbwhm Q8rda7 RhAL RE hr&dled & UNABE:- &fétonﬁﬂﬁfbnag&iéﬁlﬁm 40

[ ncI udes a program devel opment
_ concerns only the chip card 7.

Figure 130 illustrates an embodiment of a system 35 enabling to carry out the
making of the tools enabling to help generate protected sofiware or to automate
software protection. Such a system. 35 includes a program development unit or
workstation which has classically the form of a computer comprising a system unit, a

-screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors.

Figure 140 illusirates an embodiment of a system 40 enabling to create directly
a protected software 2p or to modify a vulnerable software 2v with the intention of
obtaining a protected—software 2p. Such a system 40 includes a program development

' unit or workstation which has classically the form of a computer comprising a system
. unit, a screén, peripherals such as keyboard-mouse, and including, among others, the

following programs: file editors, assemblers, pre-processors, compilers, interpretors,




unit or workstation which has classically the E Ei_- u‘rﬁf(gﬁ JAN 2{}{}5
a system wunit, a screen, peripherals such as oar% nouse, an
i ncludi ng, anong others, the following prograns: file editors, assenblers,

pre-processors, conpilers, interpretors, 2 6 JAN 2006 PCT/ FR02/ 02343
TEXT TO TRANSLATE debuggers and link editofs, as well as tools enabling to

hel p generate t e o]
i gar o 150 1 1 PEABRGE B LHE LN allvelad hATREI KRR, PO HilBiodg <o
upl oad t he Segdfﬁﬁhr@bj-ﬁpdut(ﬁﬁdtéséﬁx@atebﬁ)teétldﬁéast one blank unit 60 W|th t he
intention of obtaining at |east one unit 6 or to upload a part of the

second obj ect paFigurpd@0tifusirates) gnsmbodiengnt of custstomizetbonning 466enabliy tdie
t ent f | t t { t 45
ol udes  oacgRL M et birencarh 2o it 456 blrnk il v th e niention at 2.
t | t t
Lo obtain at ?“‘Q‘Eas‘hﬁ gl bash b Gnif o FOSbICBRG PlrPorS SOUREIE b 200 15 1%

i ncl udes t he leadt@nogié-ousthtized aait V66! with ke @naaitnl sMokddininBent Méat 664 @t 6.
~software 2p. The custom zation unit 45 can al so include physi cal

cust omi zat i onS3ig anstorzation wnit |4§amcludsﬁe'e@mng Bdwiirising caearso46 ienshingctn

have the form,of .a r|nter evx/ner aunlt 6 is consti.tuted bya

chip card 7 aerieusiculioBlios, = It ol REHK DB B0t g Precunoniand i

the chip cardge] so hiGo RIb&ILEt AR GHeORAES. %QQH& @Io@él o?%&@ﬁstbﬂl‘fﬁ%hoi‘uﬁi@% be
—t-nplement ed w th the foll ow ng i nprovements: |t can be planned to use

j oi ntly. severiatlggsghe sfpmptisndeoessayite thcgemnuﬂlml ofzbie pe:&ectefdmcxﬂwanszlnil "Khatled

out the second obj.e t part pou of , t rote software 2p. sQ that their

joint use endyf®@ %S(b%’ t ‘f‘ﬁ&}"é‘zat%l mEs %&éﬁ%@a&‘ at

| east one of é@'ﬁtW@Eﬁﬁ%Mﬂx%ﬂE@”ﬁHk%@ﬂrﬂﬁ?ﬁ }Fnﬂﬁle‘ﬁ?ﬂ{e' {vom Yipee Of

the protected software 2p I'n the sane way, e pre-cus

stage S13 and ducomgitutedi dtyoa mhiiavamin7 sdredy éts SB3der t 8)ethp adustondizativn g@ﬁ:ﬁﬂlﬂ;

- obj ect part 2pou nectﬁ ﬁjar%ﬂto %ransformthe pre-custom zed unit 66 into a
unit 6 can bECREHRRPHENS %carﬂ ocessi ng and menorizing unit used by the

Cecond obj et pant BorRoRBReh oyt & e Rifiafion oih B8 iftplflchycd vt fhe |

2pou can be d'oﬂovdﬁgmptovbmbmen several processing and menorizing units so
that sal d part O-f tl? %alf %goprllgnn%gj tg Cutse ?gxgztﬂy several processing and memorizing units
between which is dlwded out the second object part 2pou of the protected
software 2p so that their joint use enables to execute the protected software
2p, the absence of at least one of said processing and memorizing units
. preventing the usage of the protected software 2p.
e In the same Wasr, after the pre-customization stage Sy3 and during
- customization stége S23, the part of the second object part 2pou necessary to
transform the pre-customized vnit 66 into a unit 6 can be contained in a
processing and memorizing unit used by the customization unit 45 so as to
limit the access to said part of the second object part 2pou. Naturally, said
part of the second object part 2pou can be divided out between several
processing and memorizing units so that said part of the second object part
2pou is accessible only during the joint use of said processing and

memorizing units.




2pou is accessible only during the joint use of said peedessrngoend
menorizing units. 26 January 2006 63 CLAIMS | - Process to protect, using
at |east one blank unit including at |east nenorization means and
processi ng neans, a vulnerable software aggi nst its unauthorized usage,
sai d vul nerabl e software working on a data processing system said
protection process conprising: 4 during a protection phase: defining: -
at | east one software execution characteristic, liable to be nonitored at
| east in part ir1QLéMM$, at least one criterion to abide by for at |east
one sof tware exequlp@Ress ERHOREL Ahslal feasonf BBk bhth afli€ast P! ement in a
unit and enabling to detect thdt at least one software &xecution

char act eri st i Begweigatu megis@ad processitiggneans, aridnesblosoavad agrinstétsi on, - and
coer ¢i on MeanguhdrizRl 6IRR! sl dviind ik sSa AR 9N Lol Bl M a
-processing sys%en1an_ O%E%ﬁ?? y tﬁé eiecu%ion o?gan sg¥t relmgg% at’ l-east
‘one cr.iteri onsdid prdectiah PargsssPMPrisigst ruct i ng expl oi tati on means enabling
to transform the b&%gkéj'{ 1Ok BhReUnit able to inplenent the detection
means and the coercio _n@gﬁgf 8%rg'ating a protected software: - by
choosi ng at | east aﬂeﬁsmgtmare execution characteristic to nonitor, anong
the software execution £RalaGh %Bﬁéﬁﬂe%ﬁgédtigﬁ lcf%a[arlél&elki)&icnﬁguié &y l?e%ﬂniforé&’
choosing at least one criterion to abide by for at |&ast one chosen

- software execution chamhlsegihgeitén auniby choosing, at |east one algorithnic
processi ng which, during eCL | 9 ahl swsfdkWakie, uUses at
| east one operand 'and%eﬁ%§?€§?§§%gﬁkg?% é?§Pg§g#£%§@'resu%%F ang for which
at | east one chosen sehameiedstexecuti on characteristic, is to be nonitored,

- by choosing at |east Qug;RPKLENRT RhpkRSnSiRY &S Al hifingh 166AThE 426
Qanuary.2006

least one software execution characteristic does not abide by at least
one associated criterion,
- and coercion means to implement in a unit and enabling to
inform the data processing system and/or modify the execution of a
software when at least one criterion is not abided by,
e constructing exploitation means enabling to transform the blank unit
into a unit able to implement the detection means and the coercion means,
e creating a protected software:
. by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,
- by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,
- by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software, uses at least one operand
and enables to obtain at least one result, and for which at least one
chosen software execution characteristic, is to be monitored,

- by choosing at least one portion of the source of the vulnerable




64 software containing, at |east one chosen al gorithm @6paocesg2008), by
produci ng the source of the protected software fromthe source of the

vul nerabl e software, by nodifying at | east one chosen portion of the
source of the vulnerable software to obtaigy at | east one nodified portion
of the source of the protected software, this nodification being such
that: during the execution of the protected software a first execution

~part is executed in t%%“g?é&n%ﬁﬁgsﬁiéﬁﬁleoﬁté%ﬁﬁ{?naa?#&rﬁ‘lupﬁjﬁg&gﬁlgéecUt' on part

is executed in a unit, obtalned 'om t | an
information, - the-sdduradesiesiicsorcpaf the prasesiedsofiware ‘érastthc barce of the

functionality of at VRSAbIOREAGHRS B il (ﬂgﬁﬂ%tMeﬁstp&fec&%ﬁ o"fortion Pdpdur I N

t he execution of the prot ect ed soft east one cC n execu Ion
characteristic is norfouseddtheyvuleashie mﬁwztfhéo eteinrat leasteme miahfighpartiamd t he

fact that a criterionffe RQrce %?'tﬂ@ﬂrd?é’ctéc?%%v&rg ﬁnsn%tifﬂcﬁf’i‘ﬁl* B&n fsu%l!f'

execution of the prot ected software produci ng: - ect
part of the protected #dpftware, fromthe source of the protected softvvare,

- said first object part bgi ggriSHab exddd@tbn Fhfhk g,n dotb € %&% fkef the

| ‘protected software, appears a ~ first execut] part IS executed in
the ‘data processing systef¥esHdonprsSis caecuteshistthadgoproceningaigsmianda account

t-hat at |east one chosen gRbhyelsL %ﬁt%t\t; QR &@&fﬁ%ttﬁﬁt' stic is nonitored, -
and a second obj ect part of_ the gt ec ° tvvarle coht ai ning the

“expl oi tati on nmeans i npl enefktpingd @thebléék“@ﬁaﬁﬁlemi@adaﬂfdnmheatﬁmer ci on
.-means, said second obj ect ﬂt%rséc&ﬁﬁ'eﬁgcuﬁtﬂﬁ?a& Rdout Feﬁstlﬂ‘?é Rlﬂgn&n%ht}h(ﬁ"algl ank

unit and during the executjon of ecte mare ears
second execution part by n@&ﬁ@ﬂéﬂh%ﬁémoﬁtmle@mcem 26 January 2006 65

~chosen software executi gn ghedRnbehd SlebbtidSof TREObLMED BRG LY at least

one chosen execution characteristic is monitored by means of
the second execution part and the fact that a criterion is not
abided by leads to a modification of the execution of the
protected software, '
-— and by producing:

> a first object part of the protected software, from the
source of the protected software, said first object part being such
that during the execution of the protected software, appears a
first execution part which is executed in the data processing
system and whose at least a portion takes into account that at
least one chosen software execution characteristic is monitored,

> . and a second object part of the protected software,
containing the exploitation means implementing the detection

" means and the coercion means, said second object part

being such that, after upload to the blank unit and

- during the execution of the protected software, appears the

second execution part by means of which at least one




means of which the fact that a criterion is not abi ded2byah@igsot® a

nodi fication of the execution of the protected software, and upl oadi ng

t he second object part to the blank unit, with the intention of obtaining
the unit, 4 and during a usage phase during which the protected software is
executed: in the presence of the unit: - ggd as long as all the criteria
corresponding to all the nonitored execution characteristics of all the

rodi fi ed portions of the predb@h! hwp0lkUafitn dheBlidediDihon Rkl J g, Sai d
portions of the protected software to work nomnally and consequenti’y
enabling the protected sof tgang of whighrthe frehthata exjterion modt ebided by &ads toone of

the criteria corresponding at‘HO‘ﬁﬁemnt&merﬁ@gﬁggé‘prﬁﬁﬁgﬁ%Bﬁ&/ tic of a

portion of the protected software is not a rmng the data
processi ng system of* i #ndipading the eecopd abjeetnartito thet blank wnjt, efithithe porti on of
the protected softwar eintenﬁ@nbh%taﬁiﬁ%tfaé‘ﬂﬁifti oni ng of the protected software
is nodified, z_a$1d in the absence of the unit, in spite of the request by a
portion of the™fjrahddugiagavpsass phase duringtwhiefye protectedeadirtarois i n the unit,
of the functionalitgegfte®®@ chosen al gorithm c processing, in not being able
to fulfill said request correctly, so that at |east said portion is not
- executed correctly 'aﬂ&@W?eﬂé@ﬂg@q%ﬁtly, the protected software is not

conpletely functional.. Zmq Qq&%eagsdu efal NalE ' imt .usage of
a protected software, corrprai Si Cg: 4q§u%%§9§%%&8§%®£?toij%ln&gH{é)%uem?}ed
defining: as software exe¥aeyton copraeigostessiosall the modified portives ofthe portetkd a
~variable of neasurenment Qkwhhe HSRAE :13;19[1 y, Lware, as
criterion to abide by, at |east rone t%%s%%$1ﬁ§%£ Cl éél}es(?f%)eéggeg{e% January
2006 66 variabl e of neasuPEHErfto woark naminadlyiand corsaquentimsnahiaiglthag t o updat e

at least one variable of ytected software to work nominally,
- - and if at least one of the criteria corresponding to a monitored
execution characteristic of a portion of the protected sofiware is
- not abided by, informing the data processing system of it and/or
modifying the functioning of the portion of the protected software,
so that the functioning of the protected software is modified,
* . and in the absence of the unit, in spite of the request by a portion of the
first execution part to trigger the execution in the unit, of the
~functionality of a chosen algorithmic processing, in not Being able to fulfill
- said request correctly, so that at least said portion is not executed correctly
and that, consequently, the protected software is not completely
functional.
2 - Process according to claim 1, to limit usage of a protected software,
comprising:
=> during the protection phase:
e defining:
- as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,
. - ascriterion to abide by, at least one threshold associated to each




measur enent, constructing the exploitation means enabl 2agatdzey BOG@ to al so
“inmplenment the actualization neans, and nodifying the protected software:
by choosing as software execution characteristic to nonitor, at |east one
vari abl e of nmeasurenent of the usage of at |east one functionality of a

software, - by choosing: - at |east one f}L)mcti onality of the protected
- software whose usage is liable to be m)rq tored using a vari abl e of
nmeasurenent, - at |east one variable of measurement used to quantify the

-usage of said functiopalivi¥of melrdnft@st one threshold associated to a
chosen variable of neasurement corresponding to a linit of usage of said
functionality, - and a#nd aciualizetien meascaalding ipaadae of least opp ¥ain fl abl e of
measur ement dependi ng gpabiemegage of said functionality, - and by

nodi fyi ng at |east one chosen portion of the source of the protected

- software, this ntdi borstupting the exgjoisation meras cnablipg ity wHito alsedamAit of t he
pr ot ect ed SOftV"ar&tﬂe'ﬁ%tu‘éﬁéddtféﬂngeaﬁg nmeasurenment 1is actualized by neans of
t he second execution Ing on the usage of said functionality, and
. at |east one threshet d@ggﬂ@pm@méﬁ@ﬁwmﬂto account, 4 and during the
usage phase,. in the prg %H&C%lr%, §Bﬁw | dxec QChﬁ'aEtQﬁstfcat%‘?r% k%t 13kt 'eaSt

“one threshold crossing torres to at east one ‘usage

. detected, i nformng then@mbh@cmumglegysﬁt@nl@ge pf atdpadt one fmﬂilqlvllh’g the

functioning of the porgt Q‘f Ehe protected software, so that the
‘functioning of the protecte software is nodified. 3 - Process according
to claim 2, conpristngby2bocdguary 2006 67 -~ during the protection phase:

defining: - for at leagt opg, y3hL AlcGoRityBARE LRITER soRIEEE Fho@iRA% A1 €d

" threshol ds,

liable to be monitored using a variable of measurement,

»  at least one variable of measurement used to quantify the usage
of said functionality,

» at least one threshold associated to a chosen variable of
measurement corresponding to a limit of usage of said

functionality,

» and at least one method of update of a chosen variable of
measurement depending on the usage of said functionality,

- - and by modifying at least one chosen portion of the source of the
protected software, this modification being such that, during the
execution of the protected software, the variable of measurement
is actualized by means of the second execution part depending
on the usage of said functionality, and at least one threshold crossing
is taken‘ into account,

-> and during the usage phase, in the presence of the unit, and in the case where
at least one threshold crossing corresponding to at least one limit of usage is
detected, informing the data processing system of it and/or modifying the
functioning of the portion of the protected software, so that the functioning of
the protected software is modified.

.3 - Process according to claim 2, comprising:




- and different coercion neans corresponding to each of6Jahehry Bo@shol ds,
and nodi fying the protected software: by choosing in the source of the
protected software, at |east one chosen variable of neasurenent to which
must be associated several thresholds corresponding to different limts of
usage of the functionality, - by choosing | east two threshol ds

associ ated to the chosen variable of measﬁ?ement - and by nodi fying at

. | east one chosen gor i, f die of the prot ected software, this
nodi fication being sucﬁﬁﬂgletp dﬁ%ﬁﬁhﬁ%} execution of the protected

-software, the crossi mgs @dfififie various thresholds are taken into account

differently, by nmeans of thf second execution part, 4 and during the usage
phase: ~ in the presence of 0 &t lgastone variahlg plameasyrenignb several @swoctiba thegshdlds

first threshold is. detectedand (ﬁﬂb&hmdaﬂnémea{s%ﬁ%& At WA IR
the corresponding functl onal(i]{_.% anynor e, lﬁﬂ %ase wher- Ht&x@sﬁiﬁ&‘s

- in
crossing of a second® t hr 3¥H8 @éﬂ’éﬁ?‘e@fisoﬁﬁ’éﬂ@ ng i neffectl ve the
correspondi ng functionalityp o@ihg@ﬁtﬂe%@ﬁtrce o?gﬁ p?&@étb@gbﬂaré gleggt gt ed

software. 4 - Process according to claim?2 I'ng the
‘protection phase: * defini ngchoé?qYﬂriah&C}fél&I%uréthpn@llddnuﬁ |assoatatddeast one

~software functi onal ity noni Méﬁpthpééh@ldyaédr?égg e Y6 2 HFLTR Mimis ¢ Bfélgetuge

| east one additional usage, &gnstructl ng th ol tation neans
allowing the unit to inpl el fMeEopdity) | ing means, 26 January 2006 68

and nodi fying the protected,sgf, é’iﬁ%ﬁtleast B¥o ﬁ@g dn% somaggf‘}? Bf?e‘ii’geélg;blt Ihﬁg

prot écted software, at |east” one osen vari a
‘to limt the usage of a fuoebleedhicasurementhi ch rrust be able to be

credited with at least one .4 by modifying at least one chosen portion of the source of the
protected software, this modification being such that, during the
execution of the protected software, the crossings of the various
thresholds are taken into account differently, by means of the
second execution part, |
= and during the usage phase:
e in the presence of the unit:
- in the case where the crossing of a first threshold is detected,
enjoining the protected software not to use the corresponding

functionality anymore,

- and in the case where the crosSing of a second threshold is &etected,
- making ineffective the corresponding functionality and/or at least
one portion of the protected software.
4 - Process according to claim 2 or 3, comprising;

=>  during the protection phase:
-~ & - defining refilling means enabling to credit at least one
-software functionality monitored by a variable of measurement with

at least one additional usage,

e - constructing the exploitation means also allowing the unit to

implement the refilling means,




addi tional usage, - and by nodifying at |east one choses Janatlidry @006t hi s
nodi fi cation being such that during a phase called of refilling, at |east
one additional usage of at |east one functionality corresponding to a
chosen variable of nmeasurenent can be credited, 4 and during the phase of
refilling: reactualizing at |east one chosen variable of neasurenent
and/or at |east one associated threshold, sé&8as to allow at |east one
addi ti onal usage of the functionality. 5 - Process according to claiml,
- conprising: 4 dyri Qﬂih@@ifﬁhgﬂﬁ%{rb@&eﬂ)lg@@@ém: defining: as software
execution characteristic |1ableto be nonitored, a profile of software
usage, and as criteri ohyrchombigie thysouate dfdbesprotestedfseBwanceatdéass ofie war e

ion, d nodi f yj e . f
exeout i on’ char act or: st i Vot Of RElAtaddh biRIGe U IRPRABg0BE 20V

or _atS one -prof of “sof twar e
~.usage, by choosing at festivnaiteaidahichenust bexlde ta boeredijedwhitlc #f lgast peeaast one

chosen profile of usag |de, and by nodifying at | east one chosen
portion of the source g?&pﬁ%ﬂ%%#%tected software, this nodification being

'such that, during the aekbyuooddyingfat ichst qne chesst @drtivof thisamedificit@ndwirgnd
execution part abides (I e 0 I QR ring
t he usage phase in t'helgép()crhetglti‘-,tnd(]:%alHg151 %El %% %ngﬁf?f%ﬁgﬁllghéttlﬁ%?ggji%&%ﬂ@?gsag? is’
detected that at | east obatdedseanafpctidnabyewmespmding tnotchedsindiedatgy of
- informing the data pro i <1 and/or nodifying the
- functioning 26 January&%@g&gﬁ‘ﬁ?ﬁ?ﬁg&gﬁ ’ion of the protected software, so
- that the funct?omidnyriog thdwhape ofrefitlig: software is nodified. 6 - Process
accor di ng to .Cl a m-%aetﬁﬁ@?ﬂé 108t one%h%%ﬂ %af)ﬂ%f%e%lﬁ%kﬁ%%?ﬁﬁeast one

associated threshold, so as to allow at least one additional usage of the

functionality.
5 - Process according to claim 1, comprising:
=> during the protection phase:
o  defining:
- a!s software execution characteristic liable to be monitored, a profile
of software usage,
- and as criterion to abide by, at least one feature of software execution,
e and modifying the .protected software:

- by choosing as software execution characteristic to monitor at least one
profile of software usage, '

- by choosing at least one feature of execution by which at least one
chosen profile of usage must abide,

- = and by modifying at least one chosen portion of the source of the
protected software, this modification being such that, during the
execution of the protected software, the second execution part abides by
all the chosen features of execution,

.2 .and during the usage phase in the presence of the unit, and in the case
where it is detected that at least one feature of execution is not abided by,
informing the data processing system of it and/or modifying the

. functioning




defining: - an instructions set whose instructions areZ2biJatmsy 280he
executed in the wunit, a set of instructions conmands for said instructions
set, said instructions comands being liable to be executed in the data
processing systemand to trigger in the unit the execution of the
instructions, as profile of usage, the chaining of the instructions, as
feature of execution, an expected chai ni n§9for the execution of the
instructions, - as detection neans, neans enabling to detect that the

chai ning of toféhenestionefithe protestrdsofigiare 7 thatihe Aunctigningot dhegreicel§done, and

as coercion megfiwarel®adgifeAabl ing to informthe data processing system
and/or to nodify the functioning of the portion of protected software when

the chaini ng &f- Erbeess Asbfdisd tooNgintfesmprisihgcor respond to the expected one,
constructing the exploitation neans al so enabling the unit to execute the

A nstructi ofs dirihfntheipnsteetiontphass set, the execution of said instructions
being tri gger.ed by, élgle execution in the data processing system of the
i nstructions mARHYRE and rmodi fying the protected software: - by

nmodi fyi ng at | east -onenGhwaeionaet whskeGhstindgormsaits lisbloto bdexepiited acthed
software, this nodification being such that: - at |east one chosen
al gorithmc processingd™'s split so that during the execution of the

.protected software,. saisgt oflmganitidas npiade SBi REdi Bisexeut adt, gidreans of

t he second. execution.part, using instructjqns, 26 Januar 006 70 - for at
| east - one chosen al got Wﬁ‘@sp?%’g‘@@n@?mg héﬁ? det eoﬁ%""“@éﬁ?rﬁ’r‘fd&at%re
integrated to the soupeseSing }8tehi Slda6ttRghcs Of thomanhR the exeoutidnadf thkir i ng t he
execution of the protected . software, each instruction command is executed
by the first executi ofS¥FHONSand triggers in the unit, the execution by
means of the . - as profile of usage, the chaining of the instructions,

. - . as feature of execution, an expected chaining for the execution of the
instructions,
" - as detection means, means enabling to detect that the chaining of
the instructions does not correspond to the expected one,
- = and as coercion means, means enabling to inform the data
processing system and/or to modify the functioning of the portion
of protected software when the chaining of the instructions does
not correspond to the expected one,
e  constructing the exploitation means also enabling the unit to execute the
instructions of the instructions set, the execution of said instructions being
- triggered by the execution in the data processing system, of the instructions
commands, '
e and modifying the protected software:
- by modifying at least one chosen portion of the source of the protected
software, this modification being such that:
> at least one chosen algorithmic processing is split so that
during the execution of the protected software, said
algorithmic processing is executed by means of the second

execution part, using instructions,




second execution part, of an instruction, - a sequence 26fJahliry2086 r ucti ons
-~ commands is chosen anong the set of sequences allow ng the execution of

‘the protected software, - and the chaining by which nust abide at | east
sone of the instructions during their execution in the unit is specified,
4 and during the usage phase, in the presence of the unit, in the case
where it is detected that the chaining okgthe instructions executed in the
unit does not correspond to the expected one, informng the data

processing system of ity andf@ft magdiohyi dgsdnt@edritigid poédsingf idshectiRast i on of
the protected software, so that the functioning of the protected software
is modified. 7 - Process accOYBmARsase BiegrHeeto ﬁﬂ}rp%?ﬁfgﬂm&e Johg ek he

protection phase: defining: sos dufiglfiiCddetnfonSHithe dtdcRatlsbi®hiedNs set
whose at | east sone instructions wor wth@ggl sters, .an se at |.east one

“operand with the _intention EFCRARYHFHPHEPMARLgIcxecuiestbyfhe gl sk cUHARPHE ¢ he

~instructions working with regidsﬁigg&s in the@nPaht efl@futibh BYniches dfuhet i onal ity
of the instruction, - and a part defining t’h? expected chaining for the
“execution of the instructi offSOBhERSCHEIMRATHGE BR ISTHENds corr espondi ng t o:

0 an identification fiebd of,tdRehdtdfihshb@ibiondcantlandiis Sibn apen@me of
the instruction: * a flag field, * and an expected identjficatiqn field of
“the operand, 26 January 200%t ?gsqqa?n‘?@éeﬁowgit%ﬂt %{rec‘ibt&“d%éﬂl‘?ﬂofeﬁteﬁhe
- exploitation neans and used &yfividdg instructions set, a generated
Tdenti fication of the I dbt. | 6t hecERGRE S e HuS DBl B SPRE OF Bl ¢ | n
~said.register, as detection jiBgRSioniB@ig BEidekédibon eHihk Dit id¥peeifiegut i on of
AN ISt g, T B R a0 Shade o The ecseaco bt e trat, it The case whére i
is detected that the chaining of the instructions executed in the unit does not
correspond to the expected one, informing the data processing system of it
. and/or modifying the functioning of the portion of the protected software,
- 80 that the functioning of the protected software is modified.
.7 - Process according to claim 6, comprising:
- during the protection phase:
° defining:
- - asinstructions set, an instructions set whose at least some
- instructions work with registers and use at least one operand with the
intention of returning a fesult, | . |
- - for at least some of the instructions working with registers:
| »  apart defining the functionality of the instruction,
»  and a part defining the expected chaining for the execution of
the instructions and including bits ficlds corresponding to:
¢ anidentification field of the instruction,
¢  and for each operand of the instruction:
*  aflag field,
*  and an expected identification field of the

operand,




check the equality of the generated identification fiel2d Japgdryespondi ng to
the regi ster used by said operand, and the expected identification field
of the origin of said operand, and as coerci on neans, neans enabling to
nodify the result of the instructions, if at |east one of the checked
equalities is false. 8 - Process according to one of the clains 1 to 7,
conprising: - 4 during the protection phage: nodifying the protected

software: - by choosing at | east one variable used in at |east one chosen
al gorithm c processing, which during the execution of the protected
software, partially defines the state of the protected software, - by

modi fyi ng at | east eonefarkkecemgister belongiof td the esploitateonohedns eng nssdant the
software, this nodificatjon. being i ion of the
protected software, at ﬁwts{ergés}{oggﬁée}’ %%%%%ﬁé‘i]/%%?%g‘{agggﬁ&gtq nﬁaehgcg}% one copy of
chosen vari abl e resi desutpmati¢edlyumensgrized sincidontifnatioucf thg last instradtienf j r st

obj ect part of the prOBV%PCTh%?Sfﬁ%&ﬁl@@ﬁ?{ﬁS&ﬁ%&%ﬁ&#G Ster,Obj ect part being such
0 e pro

that during the execution ected software, at l-east one portion
of the first executi onas gaedtioh aleans, atetos emdbbingclvonp tha dxatutam dfeast one

variable or at = |east on opy.of variabl.e resjd i . i - and the
- second object part of-{tﬁgu‘%?og‘t@&?%c %ng%]ﬁé?n%‘g?@gggk‘%ng’og‘%lgg? part being
such that, —after upl oach&ch thhequality bf thedgeharatedy idehgfiestimodtcldn of the
protected software, appears fhe second. execution. par ich at
26 January 2006 72 | eobiRh i ol W&ﬁteéﬁ’g%&%?m%gﬁﬁrge“ég#‘%g%38%36‘]\3?

.chosen vari-abl e resi daentifbetion fickleofilne drigid ofipadd dperim) t he usage phase: in
t he presence of the unj ty each tinme a pr(r)lrti aon gn part

a

i mposes i1, usi ng 5 vabidresloueds)Rs oy g B oclt e EAEHME" P
'so that said portion imsexeious,aflatdenst et dfithacickétbéquabioerssedplent | y, the
~protected S_Of t wag ?Pli‘o%es?s%c lrgitneglté{ o}cléj O tua gﬂiirhs 1 to 7, comprising; -

=>  during the protection phase:;

¢ modifying the protected software: _

- by choosing at least one variable used in at least one chosen
algorithmic processing, which during the execution of the protected
software, partially defines the state of the protected software,

- by modifying at least one chosen portion of the source of the protected
software, this modification being such that during the execution
of the protected software, at least one chosen variable or at least
one copy of chosen variable resides in the unit,

- and by producing:
> - the first object part of the protected software, said first

object part being such that during the execution of the

. protected software, at least one portion of the first execution
part takes also into account that at least one variable or at
least one copy of variable resides in the unit,

» and the second object part of the protected software,
- said second object part being such that, after upload to the

-unit and during the execution of the protected software,

- appears the second execution part by means of which at




and in the absence. of the unit, in spite of the reque$t Jayusry2006i on of
the first execution part to use a variable or a copy of variable residing
in the unit, not being able to fulfill said request correctly, so that.at
| east said portion is not executed correctly and that, consequently the
protected software is not conpletely functional. 9 - Process according to

claim®6 conprising: 4 during the protecti#mpn phase: defining: - as a
triggering command, an instruction command, - as a dependent function, an
instruction, - as an order, at |east one argunent for a triggering comrand,

corresponding at least in part to the information transmtted by the data
processing systemto the ufestongehosen vargbls; preldeast pre py O chessn yarishle
correspondi ng dependent fugghéQBe ifth@RhLod of renam ng of the orders
enabling to renane the orders so as to obtain triggering conmands wth
renaned orded®s, andddingebd asapaghaveans designed to be used in the unit

| during the usage phase, and enabling to .restore the.d ndent. function to
~ execute, fromth® r&h Eesﬁqct?é’??he%ﬂ?ﬁﬁﬂ&qwr%%?@j?iﬁ?%ecﬁé%g nabl i ng
- the uni tdto ;?I SO i NMphpeeRRit, (e a VALY drOcof® df Sariabidebsiding ih Yhegnit he
protected software: - by chposing.in the source of the protected software,
triggering comTands?Ot%GtS\?Hﬁ?ﬂPngwf%dW%ﬁﬂP’F fhag © Seﬂ'é%?é]t%g’ﬁe chosen
portion of the sourgmi@ted PEwatoitangdetelsalhotvnegl, by renam ng the orders of
entity o he

t he chosen triggering, co nds, so as .to conce the i f
cor r espondi ng. _dbpeitdERtns Sriesieande St ByoRs SRAIE FAges Sy Ao e b ect
part of the. protect fight sRichMe Fart ®Aisd afvafighle 0PREESL ofPAFIEDIB eésing HCthe Uhigt
during the execution %f 1 h% tpr of ?ct edd software, the tri fgering commands
with renamed - not being able to fulfill said request correctly, so that at fezast
: : said portion is not executed correctly and that, consequently the protected
software is not completely functional.
9 - Process according to claim 6 comprising:
= during the protection phase:

¢  defining:

as a triggering command, an instruction command,

- as a dependent function, an instruction,

- as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data
processing system to the unit, so as to trigger the execution of
the corresponding dependent function, |

- amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

- and restoring means designed to be used in the unit during the -
usage phase, and enabling to restore the dependent function to
execute, from the renamed order,

e - constructing exploitation means enabling the unit to also implement the
restoring means,
o and modifying the protected software:
.- by choosing in the source of the protected software, triggering

commands,




orders are executed, > and the second object part of tl26 Janadrgeo@sl software
containing the exploitation neans al so i nplenenting the restoring neans,
said second object part being such that, after upload to the wunit and
during the execution of the protected software, the identity of the
dependent functions whose execution is triggered by the first execution
part is restored by neans of the second cution part, and the dependent
functions are executed by neans of the second execution part, -~ and
during the usage phasey, jd4 E&SEMeEnBEent ‘f—t #eh808rEAGnL |
triggering command vvlthy rerllé)%%dER @% e conetIl : e|)n a portion B#H&%Eee first
executi-on part |rrpose§0ﬁwarerbe’s"t:m1ngtherprtiqrreOﬁthetchosméngml ty of the
correspondi ng dependeggm&*éﬂgglébna@@(g oﬁﬁcf'eﬁyttﬁ Hehbit (ﬁqhég ﬁhéﬂn ortion is
executed correctly an ‘consequent e protecte twar is
conpletely functional dep@ddnﬁfnmtth,absence of the unit, in spite of the
request by a portion of &w % execution part, to tr| gger the execution
- of a dependent function in Phen t, not being able to fulfill said request
- correctly, so that at Peashe ﬁfsaobjecp@lattiocﬁﬂleimouadbdeo@&m‘e;a&ziid:ﬁnst ectly and
~that, consequently, the pr 0 t t functional .
10 - Process according to e%&?naergbe ;Jcmaﬁghﬁng%e g{%‘gglr@ 2%6 74 -~ during
- the protection phase: defpmtecvtgi $adtwaat, th@@%emcdﬁp@ﬁ#@nmmumned on, a
~famly of dependent funct] I t;hm cally equival ent, but triggered by
triggeri ng conmands V\hosém?eé%%rr%reg&uke érs are different, and nodifying the
prot ected software: By @hd)&msagpndlobjdchpamoﬂﬂle@rcﬁéctemmfmm ected software
at least one tri ggerl ng ng at
| east one chosen portion %ﬁﬁg{l %ghdgst%%’t‘clpel&%{l%gﬁgeagérggé%%Plgﬁqgso%/%g?%%%g
repl aci ng at | east. the remaaes saiddecondfobpreepartbosesuchrthaggafter ngloedtmthad wi t h

renamne d order, w.th anot h%%nt and during the execution of the protected sofiware, the identity

of the dependent functions whose execution is triggered by the first
execution part is restored by means of the second execution part,
and the dependent functions are executed by means of the second
execution part,
=>»  and during the usage phase:
¢ in the presence of the unit and each time a triggering command with
renamed order, contained in a portion of the first execution part
imposes it, restoring in the unit, the identity of the corresponding
- dependent function and executing it, so that said portion is executed
correctly and that, consequently, the protected software is completely
functional,
¢ and in the absence of the unit, in spite of the request by a portion of the
~ first execution part, to trigger the execution of a dependent function
* . in the unit, not being able to fulfill said request correctly, so that at least
-said portion is not executed correctly and that, consequently, the protected

software is not completely functional.

10 - Process according to claim 9, comprising:




renaned order, triggering a dependent function of the Zénentapb§s 11 -
Process according to claim 10, conprising: 4 during the protection phase,
defining, for at |east one dependent function, a famly of algorithmcally

equi val ent dependent functions: - by cor@at enat i ng a field of noise to the
information defining the functional part of the dependent function to
execute in the unit, - or by using the identification field of the

i nstruction %d the expected identification fields of the operands. 12 -
Process accofi niTing the Biofseon plepssy 11, conprising: 4 during the

protection phases  g&frify 694t Rast 8BS B n&ént TaNACH NORAflylFAefmdessS, a
ci phering nethod to_cipher the orders, - and as restoOring neans, neans

i npl enenti ng a deci PReionsglgnsithraigallvequvalemdrut frgeered Py geFMESomadMs t hus

restore the identityngde reddifeddopaodetiftbidpct i ons to execute in the unit. 13
- Process according to one of the clains 1 to 12, conprising: 4 during the

protection phases gROALbIINHg iHPrReQbesSBrsof tware: - by choosing, in the
source of the protected software, at |east one conditional branch carried

- out in at |east one- chbyemaingomi thtisiurced thappbecied2008 aikbat feastewsi ng, by
‘modi fying at | east one Qs Cmﬁ&p\;}ﬁg%ﬁgpﬁg%%grce of the protected
a

sof tware, this nodificath~on el ng suc uring the execution of the
~protected softwar e, -t hend bynmbdifyiag at lgash bnathdsemportionef thessamre of thedi t i onal

and by proucing. -t pERerR By EERRtcat BRI ARRRA araer bS04
-first object part bei cpssutiggetiag caumambwith eereaxed ordep with atdtleer pr ot ect ed
sof tvare, the functi onglis gfacRtibEARk aMFeliRPHRH IS (it anc 1S
o ' R 11 - Process according to claim 10, comprising:
-> during the protection phase, defining, for at least one dependent function, a
family of algorithmically equivalent dependent functions:
- by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit,
- or by using the identification field of the instruction and the
expected identification fields of the operands.
12 - Process according to claim 9, 10 or 11, comprising:
2> during the protection phase:
*  defining: ‘ .
- - asmethod of renaming of the orders, a ciphering method to cipher the
orders, |
- and as restoring means, means implementing a deciphering
- method to decipher the renamed orders and thus restore the identity of
the dependent functions to execute in the unit. .
13 - Process according to one of the claims 1 to 12, comprising:
2> during the protection phase:
*  modifying the protected software:
.- by choosing, in the source of the protected software, at least one

conditional branch carried out in at least one chosen algorithmic




> and the second object part of the protected software26sangargetasd obj ect
part being such that, after upload to the wunit and during the execution of
the protected software, appears the second execution part by neans of
which the functionality of at |east one chosen conditional branch is
executed, 4 and during the usage phase: in the presence of the unit and
each tinme a portion of the first executiomspart inposes it, executing the
functionality of at |east one conditional branch in the unit, so that said
portion is executed corpmecdskiigand t hat, consequently, the protected
software is conpletely functi.anal and in the absence of the unit and in
spite of the request byPWmBBIRGAt lsps oppehasen BeriigR SE eSO AT eTBotesiELut o
the functionality of a @@wdid, tdpalodifivatiog beihf sddhahatiuting ARicxbeita able to

fulfill said request correctly, so that  at.least . said portion is not
~ executed correctly. ._a_n.d__..‘ifrﬁg?pr@lt/ﬁ‘f?élqﬁﬁb?‘}’ta{ey,thetfH’éCt‘OBF‘Wé’cftaE]&a%SP? €i s not

. conpletely functional. dditioRaldsesh i8eLutbi gy mear|oFit skdondCex@pitich pag:

during the protection pha?he, Jrodi fying the protected software : - by
choosing, in the source®BfGHe:protected software, at |east one series of
chosen conditional brangdes,proddtingiodi fying at | east one chosen portion of

being such that duri ng habeRRLaPREPHO LM e RH e TR TR o, the
overal | functionality of afbjdcepst beifg sedhaB@Rusias tRSexebution@dhd i onal
branches is executed, by nmeans of the secand.execution part, in the unit,
- and by producing: the flﬂr‘étFCtS‘gf‘éé:‘f’ar g?%ﬁ‘l‘"’tl‘? t%?%“ité?,atsbﬂms@P Mare, said
- first object part being sdgfitibhdtbralichiingkcthed axdewuhiton of the protected

software, the functionality of at |east one osen series of conditional
“branches is executed it dﬁbﬁ%e?onde%ﬁwﬁ’ﬂ’éoggﬁdﬁﬁ‘iGB W HEr t of the

protected software, said sedcecbrmybgst pR@béin ehdhdhsy sertupiiad téfeer upl oad
tot he uni t and d_,ur Ing t %iteaﬁg%%ing H‘le%cxeéurt]i%n%rf teep%)t%gte (s)(]; v\s//vgr[e,e ’
appears the second execution part by means of which the
functionality of at least one chosen conditional branch is executed,
=>  and during the usage phase:
e in the presence of the unit and each time a portion of the first execution
part imposes it, executing the functionality of at least one conditional branch
-in the unit, so that said portion is executed correctly and that, consequently,
the protected software is completely functional,
o and in the absence of the unit and in spife of the request by a portion of
the first execution part to execute the functionality of a conditional
branch in the unit, not being able to fulfill said request correctly, so that
. at least said portion is not executed correctly and that consequently, the
. protected software is not completely functional.
14 - Process according to claim 13, comprising, during the protection phase,
modifying the protected software : .
- . by choosing, in the source of the protected soﬂtwai'e, at least one
series of chosen conditional branches,

- by modifying at least one chosen portion of the source of the protected _




appears the second execution part by neans of which theé Jemgaral006
functionality of at |east one chosen series of conditional branches is
executed. 15 - Process according to one of the clains 1 to 14, conprising
splitting the protection phase into a prior protection sub-phase,

i ndependent of the software to protect and a subsequent protection

sub- phase, dependent of the software to pgotect. 16 - Process according to
claim15, conprising, during the prior protection sub- phase, naking

‘intervene a definitigfivvasd, dgenddificagombéithsihehf aufihg thetdkecdtion df e
definitions. 17- Process, ac I

cording to cl.alm16, copprising, .after the
‘definitions stage, MBIEFE SPRFELY ﬁ@varaﬁgwlpwttyaﬂ?@?%@ GehosTSepRt eh are
constructed the exploatitidhilGranhadts exddhited, by arassSofahe secdhd gxdeatiéd parthin 7,
conprising, after tht nstruction stage, meking intervene a

co.
pre-custom zati on st Eﬁ&f‘lt’corrpri sing uploading to a blank unit, at |east a
~part of the exploitati gﬂ]dﬂear%ﬁuc‘%t'h the intention of obtaining a
pre-custom zed unit. 19 - PPocee8Eaccor di ng to claim16 or 17, conpri sing,
during the prior protecti othe fasthybypdvapat ofthk ipngedted sxfiwenne saidtfast s nmaki ng
stage) .during which are ma 6. _January 2006.77 tools epablj to help
generate protected softwargﬁjgétqag gmgo%glggiaggwwﬁgeﬁcg 18‘?:?*@%. 20 -
- Process accordi ng to cl ai nproléstanm{is@re, denpnétminakitysyblat lehitge theses ubsequent
protection sub-phase, into;

] . reation, stage durin ich the protected
software is created, frorﬁ?q?gogﬁ nﬁ&%ﬁ‘%ﬁ%’feﬁﬁa‘?‘g? e%hgjstglf’w , a
~.nodi fication stage duri’ng il thhs¢doad pbietantted theopiovmted sofiwvarepdi fied, and a
~custom zation stage during Lch: .-.the second abj.ect .part. of the protected

~software containing the ei%@%‘?’cf’%‘il P@ﬁa@ggﬁ’glq%ﬂg}bh}é&g r'ﬂgo%‘{tolt Gst one
‘bl ank unit w th the intentuohamfdoehigdhaexeguiddn dieghs protaveedsoiitvare, or a part
of the second object part of thgléeorot ed:t ed sof t ware possi.bl tﬁgnt ai ni ng
d

“the exploitation means is THICBEGRG L FELEPY IBE@S of which

overall functionality of at least one chosen series of conditional
branches is executed.

15 - Process according to one of the claims 1to 14, comprising splitting the

. - protection phase into a prior protection sub-phase, independent of the
- software to protect and a subsequent protection sub-phase, dependent of the
software to protect. : '

16 - Process accordingi to claim 15, comprising, during the prior protection sub-
phase, making intervene a definitions stage during which are carried out
all the definitions. | '

17- Process according to claim 16, comprising, after the definitions stagé,
making intervene a construction stage during which are constructed the
exploitation means. |

18 - Process according to claim 17, comprising, after the construction stage,
making intervene a pre-customization stage, comprising uploading to a
blank unit, at least a part of the exploitation means with the intention of
obtaining a pre-customized unit.

19 - Process according to claim 16 or 17, comprising, during the prior protection

sub-phase, making intervene a tools making stage) during which are made




custom zed unit with the intention of obtaining at |eas6Jangaryados 21 -
Process according to clainms 19 and 20, conprising, during the creation
stage and possibly during the nodification stage, using at |east one tool
whi ch hel p generate protected software or which automate software
protection. 22 - System for the inplenentation of the process in accordance
wth claim17, characterized in that it includes a program devel opnent
unit, use during the, construction stage, to carry out the construction
of the exgqoéﬁ %ngbﬂ%.'to nerateRigieated spitware onin sutomaieisnfiwartpmotactoLint  t he
definitions ineerPaed adedring 1b BRIimIef idd id i - temfor the

I npl ement at | on of thlga r.oce?g in accor%ﬂgn%:géeélmﬁ{)ﬁglgg Iﬁ%@egﬁsa ACteri zed
in that iPOIHEPEIEEP SB’rlﬁt-ocustom' zation unit enabling to upload at |east a
- part of the expl oht@hiiGNstARARFinkWAEh thE 38t o%@ag VTa] with the
intention of obt initﬂ«?@t | astE one prg?%acgftg?ﬁ ze é(hsﬁl?%a&edm - System for
the i npl ement at i off°B¥ nEaBlese&Wats, accor dance with clai m 19,
characterized ¢ n phaibly, b mhdhickes s@ed |44 used to carry
out during the t%ol S ):%%ilil ng stage,gt ﬁ@%ﬁ%ﬁ@ﬁgﬁésm% hel p generate
prot ect ed sof t war & BPIRRTch™ aut omate software protection. 26 January 2006

78 25 - Syst em f oandth@stofb&ivRRa3E d@AnPhhiche Process in accordance with
claim20 or 21, characterized in that it 1ncludes a program devel opnent

“unit used to create &R SeERA PYjedt Part of Betnsefeeted saltware cOBainin@ythe em for t he

i mpl ement ati.on of -t hexploAs@SSmedh Wéé@ﬂ?& L I characteri zed
inthat it includes a ggston‘i zati on uni t enfg\gﬁsﬁa&%gla%ﬁ%g‘c’ﬁtﬁ%%é‘%gge%nd
obj ect part to at |e&EPPgHANgAtieARt Qnsitnit with the intention of obtaining at

l-east .one unit, -or arRahkoPfheBHNASH ' at | east. one
pre-custom zed unit ?\n t ﬁ t ﬁe [ r?t e_n%ieg%agg?ﬁg%Péb?éncl&erﬁltgs(%gprafee%?fflgg’ne unit.
27 - Pre-custonized GARtPINg{he geleitation andans ishploaded tosat ddatsbormeaaeby t he

system in accor danceusbiixed btk Wikihe Alkatioh bBARR 4 gl Segxgeut e 2
prot ect ed sof re and to prevent it(?s tﬂlﬁgﬁjt%%tr)tlgze dﬁé%éte?nec%gtr acterized in

that it contaifhs FEPResSacartingijckaims 49 end 39, comtpeismeodwrinigrttic sefiimar e upl oaded
using. a etage oM FRkbRNHHglth MoBRRAEAARGS, ulths i GIRLM 281
R which help generate protected software or which automate sbﬁware protection,

22 - System for the implementation of the process in accordance with claim 17,
characterized in that it includes a program development unit, used, during the
construction stage, to carry out the construction of the exploitation means
intended for the unit, taking into account the definitions intervened during the
definitions stage. '

23 - System for the implementation of the process in accordance with claim 18,
characterized in that it includes a pre-customization unit enabling to upload at
least a part of the exploitation means to at least one blank unit, with the intention
of obtaining at least one pre-customized unit.

24 - System for the implementation of the process in accordance with claim 19,
characterized in that it includes a program development unit, used to carry out during the

: tools making stage, the making of tools which help generate protected software or which
automate software protection.




29 - Set of units, characterized in that the second obpRédanway 20 the
protected software, uploaded using a custom zation unit in accordance wth
claim 26, is divided out between several processing and nenorizing units so
that their joint use enables to execute the protected software. 30 -
Distribution set of a protected software, characterized in that it
includes: a first distribution part contai’fing the first object part and

‘ i i . . stem .and a_ second distributi on
part Thaving 128" S BP3 RERERERE oF R bFlers cestinee s Al uni ¢ i n

-accor dan®eZhidhhractedizerd @ thatabineluddstaeprogapl dedlopmeatigtioned & éenelopf or mati on,

to trans ar sl I - or of aunit in acc_ordance vm'jth claim?28. 31 -
Distri bu}tcnlﬁjl(’gin gﬁ:{r&g?teg%frtwo%rgbt ed software according to claim 30,

" char act er i zed2p n Sy§temtfot the irhplesientdiisi of iheprcvsgiantcdiddmct Rehfdim af a

hysi cal g Ehut:j ' a for instance, qr the formof files
8i gtSIrl bufgdééc%tﬁjﬁ%gté;ﬁﬁ%uﬁ‘géﬁﬂ%]??cﬂ BE 4 O’éu’f'fé{i%%ﬁ?.g t38pPl0ady st ri buti on set of
a protected sef t verecaciobjat pgt tocat d¢asi caeank whakaaites i zed in that the

. second distributi renpflavi ng .the formof blank wunits, of
" pre-custon zed uhlﬁ{e}g%grotfg})gﬁ]ﬁ?%%,Iealsﬁ@?%’ég at |east one chip card. 33 -

- Processi ng .and menwparz dfihe wetohd ebREEkE biaZ&dstioﬁebF@éus-t&ni%m%Ig{m nietjhﬁnr?rit .
of the second obj art..nec ary to transforma pre-cust

accordance with tkg[ﬁ&kfg?{em?lbog‘iﬁﬂ@{‘gia leéﬁté’é‘_fs&%c_e with claim28. 34 - Set
‘of processi ng2An®revempoizedgnit) Rhirgcteaddas ekt it48 Sbtathed BRthd Hteh OCESSI NY

and nenoys.i_zl it sed,jointly, contain the part of the"second object
part nec@sa@gér}gla%g lﬁ’a %%%111 a pre-custom zed unit in accordance with claim

27 into a un?& - Uniteeneldimian eRedttd diprotedted sdftware and to prevent its
unauthorized usage, characterized in that it contains the second object part of
the protected software uploaded using a customization unit in accordance
with claim 26. '
29 - Set of units, characterized in that the second object part of the
protected software , uploaded using a customization unit in aécordance with
- claim 26, is divided out between several processing and memotizing units so that
their joint use enables to execute the protected software.
- 30 - Distribution set of a pr;)tected software, characterized in that it
includes: , | _
*  afirst distribution part containing the first object part and
designed to work in a data processing system,
e and a second distribution part having the form:
- of ablank unit,
- - or of apre-customized unit in accordance with claim 27, able after
upload of customization information, to transform into a unit,
- orof a unit in accordance with claim 28.
31 - Distribution set of a protected software according to claim 30,
characterized in tfiat the first distribution part has the form of a physical
distribution medium, a CDROM for instance, or the form of files distributed through
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a network.
32 - Distribution set of a protected software according to claim 30,

- characterized in that the second distribution part, having the form of blank
units, of pre-customized units or of units, includes at least one chip card.

33 - Processing and memorizing unit characterized in that it contains the part of
the second object part necessary to transform a pre-customized unit in
accordance with claim 27 into a unit in accordance with claim 28. |

34 - Set of processing and memorizing units characterized in that the processing
- and memorizing units used joinﬂ)}, confain the part of the second object part
necessary to transform a pre-customized unit in accordance with claim 27 into a

unif in accordance with claim 28.




