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BACKGROUND OF THE | NVENTI ON Many identification systens are known in the
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Is affixed to an identifi c%Sgngﬁfzgg%%ggﬁg&Ewproaches, vari ous nethods
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card" having its own sem conductor nenory capability for information
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t r ansactneatories. approved, the el ectronic authorization device receives

addi tional data representing the electronic service authorization token.

U S. Patent No. 6,140,939 (Flick) discloses a bionetric security systemfor

aut onobi | es. The control ?ﬁmégﬁemvgtmvgﬂywﬂ er for learning a unique
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subject or his fingerprint pattern is affixed to an identification card. In other approaches,
various methods are employed for storing image or password information in a magnetic
stripe or in an optically encoded image or pattern, which is physically part of the
identification card. Still other approaches utilize a "smart card" having its own

semiconductor memory capability for information storage.

U.S. Patent No. 6,175,922 (Wang) discloses an electronic transaction system for
completing a transaction request at a point-of-sale terminal using a portable
electronic authorization device carried by a user. The device first receives digital
data representing the transaction request. The electronic authorization device
provides information regarding an ability to approve the transaction request.
When the transaction is approved, the electronic authorization device receives
additional data representing the electronic service authorization token.

U.S. Patent No. 6,140,939 (Flick) discloses a biometric security system for
automobiles. The control system includes a controller for learning a unique
biometric characteristic of an individual to define a learned individual capable of
causing performance of a function associated with the vehicle. The vehicle
function control system includes a biometric characteristic sensor, and a

AT

*ACTION*




1 WD 03/036861 PCT/ US02/ 16879 controller at the vehicle for controlling a
vehicle function responsive to the bionetric characteristic sensor. U'S
Patent No. 5,857,152 (Everett) discloses an electronic system for toll
paynent. TRe osusssem i dentifies an el ectronic purse and efRPERUSH2I6870e
transfer over a comrunication systemw thout the need for the vehicle to
stop. The system provides for toll payment by use of a communication
device and an electronic purse coupled to the device. The renote

comuni cati on system conmuni cates w th nobile devices to effect tol
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are transm ttred to the identification termnal. The images are displayed

and conpaP¥dre §'¢5388%Physi cal appearance of the custoner. The on-site
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user once a security mechanism determines that the remote user is who he claims
to be. Prior to access to the a connection between a remote user and an
application server, the system verifies that a token associated with a connection
request was issued by the security mechanism.

U.S. Patent No. 6,202,055 (Houvener, et al.) discloses a system for processing a
financial instrument. A customer at a identification terminal initially submits the
instrument — perhaps a check. The checking account number is communicated to
a remote database containing digital photographic images of authorized users of
checking accounts. The remote database is searched and any photographic
images associated with the checking account number are transmitted to the
identification terminal. The images are displayed and compared to the physical
appearance of the customer. The on-site employee then determines if at least one
of the displayed digital matches the appearance of the person initiating the

transaction.

U.S. Patent No. 5,903,225 (Schmitt, et al.) discloses an access control system
with fingerprint sensor enroliment. The system includes a station for enrolling a
person as authorized based upon the sensed fingerprint. The system also includes
a wireless device that is carried by the authorized person, and an access



with fingerprint sensor enrollnment. The systemincludes a station for
enrolling a person as authorized based upon the sensed fingerprint. The
systemal so includes a wireless device that is carried by the authorized
person, angoasosseess 2 WO 03/ 036861 PCT/ US02/ 16879 cont reXt1/8$02f16879 gr ant i ng
access to an authorized person. The wireless device cooperates with the
enrolling station to store data for an authorized person based upon the
sensed fingerprint. The authorized person bearing the wirel ess device is
unobtrusively granted access by approaching the access |ocation. U S.
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i ndependerdonfifars tsh seamiedimagSohMvierSigrafursHed thenEiprigatiahsliiy st em of the
present invention addresses these needs. For purposes herein, a list of

key terns are hereafter set forth to clarify the scope of the authenticated
paynent while a written signature is still regarded as the preferred way for a person to convey

approval and a legal commitment, there still remains a need to confirm absolutely that
can assure that the customer is the person authorized to make a commitment.

What is needed is a system that will utilize wireless technology (primarily) in commercial
transactions of any value that is acceptable to all parties - that captures a digital
signature (which is the international standard of identification) at the same time that the
electronic signature (the written text) is captured, the combined signature being
irrefutable; a pen-based system that is both compatible with card-based systems and

independent of such systems.

SUMMARY OF THE INVENTION

The system of the present invention addresses these needs. For purposes herein, a list
of key terms are hereafter set forth to clarify the scope of the authenticated payment

system of the present invention.



system of the present invention. 3 WO 03/036861 PCT/US02/16879 TRANSPONDER
Is a wreless device that is a receiver-transmtter. The transponder is
part of a transponder system- the systemal so including an interrogator.
The transwongesssés capabl e of accepting the chall enge ofpeTeswn6s3erogat or
by transmitting an appropriate reply. The transponder receives and
transmts data in a wireless nmanner, generally through | ow frequency radio
waves. The transponder is generally an ID card, a Kkeytag, a wreless
phone, a pda, or sone other device that can be carried by a custonmer in a
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DYNAMIC REGISTRATION refers to a process where an existing customer can register for
identity into a new system by participating in a conventional transaction. For example, if
an electronic signature or digital signature is to be used for reference purposes, such
signature is captured when the customer grasps the stylus and signs her name. The
registration is seamless and essential invisible to the customer.

The authenticated payment system of the present invention comprises a wireless device
carried by the customer, a device reader for accessing customer data through the
wireless device, a device for generating an electronic signature, a sensor for capturing a
digital signature during the course of the commercial transaction, a point-of-sale
processor for processing electronic signature data and digital signature data from the
device reader, and a host computer in digital communication with the point-of-sale

processor.




processor. 4 WD 03/036861 PCT/ US02/ 16879 The nethod for authenticating a
paynment of the present invention conprises a custonmer approaching a

poi nt-of -sale termnal with goods to be purchased, the custoner generating
an el ect rowowm3micgeiat ure as an expression of intent to conPET/USR/168T8
commercial transaction, capturing a digital signature of the custoner when
the electronic signature is being generated, conparing the captured
digital signature of the customer against a reference digital signature,
and approving the transacti on whenever a predeterm ned threshold for the
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of-sale terminal. The transponder is wireless and is carried by the customer, and
transmits data to the interrogator upon request. The data transmitted pertains to the
identity of the customer. The stylus is attached to the point-of-sale terminal and includes
a sensor disposed in the stylus grip. The sensor captures a digital signature of the
customer while the customer signs her name. Access to the customer’'s payment
account is only enabled when the sensed digital signature matches a reference digital

signature.

For use in commercial transactions at a point-of-sale terminal, a customer registers
selecting a customer account that is to be used for payment. The customer also submits
a digital signature for reference purposes — preferably, a fingerprint. The customer is
then issued a transponder that links the customer to the customer account and to the
reference digital signature. When the customer is at the point-of-sale terminal for
making payment, an interrogator disposed at the point-of-sale terminal transmits a radio
signal requesting identity verification. The wireless transponder submits data to the
interrogator. Thereafter, when the customer uses a stylus to submit written data (such
as a signature), a sensor in the stylus makes incidental capture of biometric data that



I nterrogator. Thereafter, when the custoner uses a stylus to submt witten
data (such as a signature), a sensor in the stylus nakes incidental
capture of bionetric data that 5 WO 03/036861 PCTI US02/ 16879 enabl es t he

i nt errogatwo oBo3esanfi rm custoner identity. Simlarly, thePGHESW16874n be
used to verify identity when the customer wants to cash a personal check.
Positioned at the center of the process is a stylus with any of a nunber of
bi ometric or wth one or nore netric sensors, that enable an incidental
capture of data relative to identity verification while the stylus is
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Pat ent Apgldse Ariting ifplerénte87, entitled "Witing Inplenent and ldentity
Verification Systens” filed on January 24, 2000;U. S. Patent Application

09/ 535, 411, entitled "Method for ldentity Verification" filed on March 20,
2000; amulaCirheArspstemt setn foxth Heesin Use oddseaibad dnt canjwictiondwith i pajnt-of-sale
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sensor s gdismated activitiee (\hﬁrnge driodrs’ registration, receipt of government benefits) and
for use in controlled environments (such as hospitals, and banks).

Various methods of generating a digital signature may be employed:

PCT Application No. PCT/US99/17900 entitled “Identification Confirmation System”
fled on April 7, 1999; U.S. Patent Application 09/490,687, entitled “Writing
Implement and Identity Verification Systems” filed on January 24, 2000;U.S. Patent
Application 09/535,411, entitled “Method for Identity Verification” filed on March 20,
2000; and PCT Application No. PCT/US00/19652 entitled “Identity Authentication
System and Method” filed July 18, 2000 by the applicant disclose the use of fingerprint
sensors disposed in the barrel of a stylus used to generate an electronic signature as

the preferred digital signature.

U.S. Patent No. 6,064,751 (Smithies) discloses a method of generating a digital
signature by the use of various metric and biometric sensors disposed in the barrel of
the stylus. A computer-based system captures and verifies an electronic handwritten



the stylus. A conputer-based system captures and verifie [
handwitten 6 WO 03/036861 PCT/ US02/ 16279 si gnat ure. Thesssgtghe?;(r:?mjgs a
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for reference purposes - a fingerprint. The custoner is then issued a

wirel ess device, the wireless device having menory. The nenp
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authentic identity. 0
The customer registers advising the system of a customer account that is to be used for
payment. The customer also submits an electronic signature (written script of name)
and a digital signature for reference purposes — a fingerprint. The customer is then
issued a wireless device, the wireless device having memory. The memory may be an ID
card, a credit card, a smart card, a transponder, a barcode, or a combination of these
memories. A identifying device reader (such as a card reader, an interrogator, a
scanner) is located at the point-of-sale terminal that is compatible with the wireless
device. Thereafter, when the customer uses a stylus to submit written data - an
electronic signature is generated. Similarly, a sensor in the stylus captures data that is
used to generate a digital signature. A reference print is then accessed through the
memory in the wireless device carried by the customer. The digital and electronic
signatures are then compared against the reference data to authentic identity.

The stylus includes one or more fingerprint sensor that captures an image of a finger of
the customer when the stylus is grasped. While fingerprint sensors are used herein for
purposes of illustration it is expressly understood that the principles of this invention are




The stylus includes one or nore fingerprint sensor that captures an i

of a finger of the custonmer when the stylus is grasped. V@i | e fiﬁgelrg??ﬁt

sensors are used herein for purposes of illustration it is expressly

under st oodwOlab3eBéle principles of this invention are 7 WPORZVYIB669

PCT/ US02/ 16879 al so applicable to sensing of DNA and other biotech

properties - that involve cell capture or cell analysis sensors. During

routine usage of the stylus, the sensor captures the data necessary to

g(r)(rar#)gre \él\“eh tg_e di tgl tal signature to determine identity verification. The
o N . ¢ . ) ’ .

Phe st DB e sreing o SRAAIRLYECBRecfRIORILRE) trat RVBRE colt caftirt em OF

Fi ng ter mfmeu laaalysisrsehsnrso Deiring moutinenesage oh thesstylusithe sanser capkes the data

poi nt - of - sa 0 : )t I | ' fbhached

poi nt - ectsiel fegRire wif gl sihaltve o DRl o e ence pri nt

Ba%, e mﬁs;wat embotienerit rof dhe authesjicatgd commgriciab transagtionasistesp & the ’

nunber in car evta | i.fier in card, keyta

wal | et Pf%&ﬂ%@ﬁ%s ??rﬁéﬁ%%wtggﬁl@@@gﬁyg%%d to poi nt-of-sal>/e gbr gglit

cards St OFiegenstint@ensbFih sometting athes tirar syl ceargreader, BRIRKO! BRICHHEBNt

nunber |ndcard, keytag, or wallet Bank and Account number in card, keytag

or wal | G b_ersonal identifier in card, keytag, or wallet Wrel ess Smart - Pen

w fi nger Btyluy wh eingerpsint sensoesdattached $o poist-of-sad¢ er ence print, Bank, and

Account ”U"J_Qﬁg 1 scgart-pen Bank and Account nunber in smart-pen Personal

identifier i gﬁﬁ?f-pen For a nore conpl ete understandi ng of the

aut hent i cat eStoyeaiywatne, AW toheclo¢ardbie present

Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Smart-Pen w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Wireless Smart-Pen w/ fingerprint sensors carried by customer
Reference print, Bank, and Account number in smart-pen
Bank and Account number in smart-pen
Personal identifier in smart-pen

For a more complete understanding of the authenticated payment system of the present
invention, reference is made to the following detailed description and accompanying
drawings in which the presently preferred embodiments of the invention are shown by
way of example. As the invention may be embodied in many forms without departing
from spirit of essential characteristics thereof, it is expressly understood that the
drawings are for purposes of illustration and description only, and are not intended as a
definition of the limits of the invention. Throughout the description, like reference
numbers refer to the same component throughout the several views.



I nvention, reference is nade to the follow ng detail ed description and
acconpanying drawi ngs in which the presently preferred enbodi nents of the
i nvention are shown by way of exanple. As the invention nay be enbodied in
many f or mewoiod/sseé1 departing fromspirit of essential cheCBG$RM68591 CS
thereof, it is expressly understood that the draw ngs are for purposes of
illustration and description only, and are not intended as a definition of
the limts of the invention. Throughout the description, |ike reference
nunbers refer to the sanme conponent throughout the several views. 8 WO
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the present invention conprising a wireless device (RFID menory that

o FIGUHE A By ATl SEMhARBE g Beha ok PR SRt o

pr ocessdhe present ingertion ¢droprising bavitelesatdenige i(EIbt memobathad inghates acominas i son
conput el tEieHeT dpEHr R MRy of St bbb & RO OB et SR, "
gﬁge (rj at ipnocess;prd hlo;cabtm‘oent-mﬁgrrcfgatlj:?&fd'B atitisntiosting aideatityncba’sg@f apored
conpr i sEAtearify BYEAhuled CORBIRE odla iy B lseP e P lonRe "SRk o sk
metri c datputearnfors stprimgucustolmen records taptuisarsactiompecordsygard for gemdrating

property dyring the siigning process, a |local processor-interrogator (for
aut hent %E%R%I:){gsg?t(?w;%ﬁ)y based upon conparison of the captured custoner data

with the reference custonmer data), and a host conputer (for storing
transactd rds, and for engratin nthiy.statenents): FlLGJ C
o sc osEAGRE 17 §5510sBE A aFond HRfERH, OB MeRl e 4 PR SbrerslnR FEW o
the presgstem miehh'ﬁi presentninvieatioy congdrisings af ireleaptdaviceg(RFIDI meatary cthat g
property during.the. .signin r 0Gess, smart card,reader, .2 soart. card,
Phe’ sretetdncn wibmEre ot el 658, apd S¥thes ot S R0le A BFRLNREN, " o
si gnat urbdordetriz) propetyt iduying uthee sighingt pootebsys adlocalp processqraintesgatr (fhe
captured st.0 | the ref i L. t he
amart - cpeRRaTte e’ o thot dbort G o SRS BT bR il T e
reference customer data), and a host computer (for storing transaction records, and for
generating monthly statements);

FIGURE 1C discloses a third preferred embodiment of a payment processing system of
the present invention comprising a stylus for capturing a biometric property during the
signing process, a smart card reader, a smart card, the smart card memory including
reference biometric data, metric data, and signature data), identity authentication based
upon comparison of the captured customer data with the reference customer data
occurring in the smart card memory), and a host computer (for storing transaction

records);

FIGURE 1D discloses a fourth preferred embodiment of a payment processing RFID
system of the present invention comprising a wireless device (RFID memory that includes
a unique customer record number), a stylus for capturing a biometric property during
the signing process, a local processor-interrogator (for collecting data from the wireless
device and the stylus), and a host computer (for authenticating identity based upon



records); FIGURE 1D discloses a fourth preferred enbodi nent of a paynent
processing RFID systemof the present invention conprising a wireless
device (RFID nenory that includes a unique custoner record nunber), a

styl us forwoapbisséing a bionetric property during the sigrimigsmnaessess, a

| ocal processor-interrogator (for collecting data fromthe wireless device
and the stylus), and a host conputer (for authenticating identity based
upon 9 WD 03/036861 PCT/ US02/ 16879 conpari son of the captured custoner data
with the reference custoner data, for storing customer records and

transacti on r.ecor enerat | ng..jmont hl.y statenents).: FlGURE 2A

(il ScT 0o E0MRaSE ot e AOMEH HAES Dals Hith e FeJoreRF e ALTBES botag Hah i of

t he pregastonidh\tectrd® Bnd SrapsactionGecords, Rdefor géiterating mibhthly statements)at _

i ncludes a unique wuser record nunber), a stylus for capturing a bionetric

property during the signing process, a |ocal processor-interrogator (for
aut hent 'FFGKDREIQA%BEIOS@B%atprétérr’éa%ﬁ@bddnﬁént maéur&pml-'m pPéUés@:ﬂQtsyétem of

custoner, data with the reference c orrputer (for
Cor g (et DAY e BTN A i eS8 Sevice QR D oS oy WBEimoMses PGS o
second RE&f padopdl RSN, B itylQS f@r Eapstuning 4 Blohietie Qﬁ@fe‘ftywunﬁg’&hemg?ﬁng he
present i nventlon co r| Si n a Wreless de t{@i HD %t t hat i ncl udes
a user Brofiessy Aclogak Rro Pr@frpgémﬂéf % 'Pgs‘l'i?ﬁd By Rased upRp o
uni que @éﬁfpart&&ﬁ@fmeruaﬁhﬁba custofiey b Viien tHeaRteréndetustdpherTtRits), Snda ¢RSY t Y
during the signing g)rocess a Iocal rocessor - i nterrogator (for

aut hent COBPUERY (fpf SIOTNESACUFITY 3588%1CQRSS ANE SGFESSITEAYPSEY: t he capt ur ed

custoner data with the reference custoner data), and a host conputer (for
storing _securi ccess codes and ac S ts R di scl oses a
pref er?&pléﬂ%o%e/r%?ﬁ OS5F 3 SBER)Ifkprefery 8%°ﬁ8’"'ﬂ§ ‘&%ﬂé"%‘ﬁ%ﬁ’%ﬁ[}f pr%ﬁﬁ?ﬁ!ﬁ esent
i nvent i QPsteRTHIthe 'pPékeﬂt mvéﬁﬂuaﬂﬁanﬁkﬂw a mvare@@eewaemm nﬁdfiﬁbryltﬁéﬂ iHelades

uni que custoner record n%p us for Qarggurla% bi.onet ri cuproper y
during @heserdhigmietic @ ?t?cé%" tig da p?ﬂ?c%%’é’d‘?’g preodrta, and & upiayp us

aut hent irgcdrH HAMBER)) ol §t}’|u?¢<§%pﬂﬁﬁvg a snamw ¢ pwpeﬁtfr dhhﬁg eRD$ighiag peoteiseer

data with the reference custoner nput er (for, sto¥| ng

cust onefogad @mwsqdatqrr%wdmrcﬁvﬂ?%wﬁhge ué?fddPB‘i'tyd@ﬁE‘i‘ SPPRGOMPBHEeN 9

st at emeqké taptured customer data with the reference customer data), and a host computer (for
storing security access codes and access requests);

FIGURE 3 discloses a preferred embodiment of a payment processing barcode system of
the present invention comprising a wireless device (barcode memory that includes a
unique customer record number), a stylus for capturing a biometric property during the
signing process, a local processor-barcode reader (for authenticating identity based upon
comparison of the captured customer data with the reference customer data), and a host
computer (for storing customer records and transaction records, and for generating

monthly statements);

FIGURE 4 discloses a preferred embodiment of a system for processing a conventional
payment for goods and service at a point-of-sale terminal, comprising a customer ID card
(RFID memory that includes a unique customer record number), a user credit or debit
card from which value is drawn to pay for goods or services, a stylus for capturing a
biometric property during the signing process, a local processor-interrogator (for
authenticating identity based upon comparison of the captured customer data with the

10



FI GURE 4 discloses a preferred enbodi nent of a systemfor processing a
conventional paynent for goods and service at a point-of-sale termnal,
conprising a custonmer ID card (RFID nenory that includes a unique customner
record nurweny/pieasiuser credit or debit card from which vROTESR2A689 awn t 0
pay for goods or services, a stylus for capturing a bionetric property
during the signing process, a |local processor-interrogator (for

aut henticating identity based upon conparison of the captured custoner data
with the 10 WD 03/036861 PCT/ US02/ 16879 reference custoner data), and a

host co ( ry t r nsaction recaords, h and
for gen%{’éﬁfa é‘rr%ﬁ?’ﬁf’@ dsa'!;%t %ﬁén E@{St tﬁ?’gfpﬂ[uge;'n@gts;%ﬁp%bév%ame&rggqg@a ?'?d t he

| D car d trassagtionc ceaprds: andk Jomgeneratiog) radrthlyi stabdments), ntheriransaotiors i tmiveg ur e
data ca oof t . | S sinplified. oqgic

di agr amm%b:kgg 'fpt;hgmg rér%g%l %r%%eﬁg%l dF %ﬁ&gg@t@#?ﬁgﬁe ﬁ@W%Hécé Fge'i"ﬁt o ?'ﬁ@aqﬁﬁec ess
(accoundatmeaptiared foundhe ptylusi cal ) security systemof the present

i nvention; FIGJURE 5B discloses a sinplified |ogic diagramfor a preferred
met hod for registering existing users Into the access (account, network
dat a, plﬂ@‘ﬂ%ﬁ%}‘\ disclosés g shyplifiad logict tisgram éorem préfeverhmethod fdreregistgrivigr at i on

occurri d 1 cal -Site e hS | C ed;

I GLRE GRVIET 8, o 36cdl?, @Reckint Snlif Bald HtFSioat Sorlily Rebbroi B8 o
enabl i ngresgotioventiomet wor k data, or physical access involving | ower
security identity authentication, tw streans of sensed data being
conpared to two streans of reference data, access being enabled if either

st r eam 6tGUREM SBddidalpaesratsimplifienl logicr disgantforga pedfereedmudthodfarrregisterihgt a;

aU . ) b , . ' A g
enabl i ninsahE Soets I urs gibays ERolR0 SRR SR orBlich REGIGY et
secur i t praseahinventiom thé eegisteatidnootcunring dynascallyfassensresitelataesb eequest snpar ed
to a st B§ﬁg1p%?és§£&:rence data, access being enabled if the sensed data

mat ches efererice data; FIGURE 6C discloses a sinplified |ogic diagram
for a preferred nethod for enabling account, network data, or physical

access kiuoRe gAIdRERIES aSEMpib 15SEYiddrim for a preferred method for enabling
account, network data, or physical access involving lower security identity
authentication, two streams of sensed data being compared to two streams of reference
data, access being enabled if either stream of sensed data matches a corresponding
stream of reference data;

FIGURE 6B discloses a simplified logic diagram for a preferred method for enabling
account, network data, or physical access involving medium security identity
authentication, one stream of sensed data being compared to a stream of reference
data, access being enabled if the sensed data matches the reference data;

FIGURE 6C discloses a simplified logic diagram for a preferred method for enabling
account, network data, or physical access involving higher security identity
authentication, two streams of sensed data being compared against two streams of
reference data, access being enabled if and only if each stream of sensed data matches
its corresponding stream of reference data;

FIGURES 7A and 7C disclose a simplified logic diagram for a preferred method for the

11



aut hentication, two streans of sensed data bei ng conpared agai nst two
streans of reference data, access being enabled if and only if each stream
of sensed data matches its corresponding stream of reference data; FIGURES
7A and 7Cwl09shiwsar a si nplified | ogic diagramfor a pref eraedsmmedrod for
the 11 WD 03/036861 PCT/ US02/ 16879 security system of the present

I nvention, enabling access to network data to a renote wuser involving

hi gher security identity authentication a network high security request,
where an acceptance threshold is adjusted (see FI GURE 18A and 18B), two

ont y 1 1 Sty el bl the BB RN BRETRE Spe R wn BtngocR reiteor
r ef er enoserdiavelying| liigheESsetiBrign itlentitydastheniseatiansd nptwdrk diigh egdweityliraguesty for a
f f t rit re | nvention

Enabi | ngnerbcart 8ecepMince \BroshRf ' Aolusié LGB/ ICURE AN f Roe o eRmisetour ¢y
i dent i t;iahmdingmamiare'@andi g_rmtemdgd abd:q;besngl Rena%eg Etagd%g ifWach etraam of f
accepta i s, adjusted.(se n , two streans o
dat apbegﬁ%eé%ﬁﬁ%&gﬁdts&%’@éggﬁ'ﬁg 3@%@3% 55?'&5%33‘@' ed if and only if each
stream of sensed data matches its correspondi ng stream of reference data,
dat I Sj ' ' .1 d t.he,. L f identit t hentj cation
e hot LIRSS R, r dbetibsRCHinipbfied Todic Bagr iy » shBren Suhe Ot anot ner
enbodi neeturity sydtemsefcthei grgsert yisvention| erditing acesssto netwerkt data io%ﬁdrﬁ(btaf t he

f j . henticating.user identit or
cashi ngoser iy i o B, IRATGEahentiaoR L nEFssN Biek Seruifi Fesuiekt
pr ef Ier r whleneedrhackceptancerthdsholgl is adjusted (seeeFIGURBﬂGﬁwn&BlS%ﬁgwu%ﬁeamrﬁy ing a

irele Vi ' LD r one .stre sensed. . dat.a pein
\(I:Morrgar Zgatggbéa\ﬁéf%ggwg?#{?f%cggﬁ? e%g&%sa,ebem’gcg@%q g9 onfih eagh & re"t“?'l‘g“’fsensed
dﬁ{) ad masertsed fddh@ mat_t:l:gsei(’;s gloszaspundﬁig&!%?\ b@fefell'm;:é Jdgtajidm& @ﬁieinﬁbrﬁra@;?ﬂr ][ e?h
enmbodi t of s ifie L enor nd,. si i fi cystoner record o e
host cgﬁ%UF«EFmﬁ"g&D {"nté‘e éﬁ%h@“ﬁ?%ﬁ@égﬁ?‘!ﬁt@%ﬁ%%ﬂﬁ"ﬁ 1RE 1A; FI GURES 10BA
and 11B disclose a preferred enmbodi ment of sinplified RFID nmenory and
z;gfle'n:c FI%QJﬁ?étﬁg@éserseacglrnﬁjplﬁifedtlgﬁc rH?asgtrar%o{crﬁ) %tng{he]:' %hlz}og?mgr?ty &E’(ﬂg s%&?r?t?/SS' ng

system of the present invention, wherein the reference data is used for purposes of
authenticating user identity for cashing a check;

FIGURE 9 discloses a simplified logic diagram for a preferred method for enabling
access to a secure area, the user carrying a wireless device having RFID memory, one
stream of sensed data being compared to a stream of reference data, access being
enabled if the sensed data matches the reference data;

FIGURES 10A and 11A disclose a preferred embodiment of simplified RFID memory and
simplified customer record of the host computer for the payment processing system of
FIGURE 1A;

FIGURES 10BA and 11B disclose a preferred embodiment of simplified RFID memory
and simplified customer record of the host computer for the payment processing system

of FIGURE 1B;

FIGURE 12A discloses a preferred embodiment for the stylus of the security system of
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of FIGURE 1B; FlI GURE 12A discloses a preferred enbodi ment for the stylus of
the security systemof 12 WO 03/036861 PCTI US02/ 16879 the present invention
for providing images of any finger inmage that touches the grip area of the
stylus, arwolospmseni c sensor being positioned along the apdBuUsi/1681e styl us,
the sensor rotating to capture finger images (like sonar), providing a

wr ap- around sensor configuration for capturing fingerprint inmages; FICGURE
12B di scl oses another preferred enbodiment for the stylus of the security
system of the present invention for providing i mages of any finger inmage

that to ' . SlLx .l ongat.ed silicon chi
sensors l{@g ??\?eh{;ﬁr\{%@a@g E)?D vﬁ]‘ gé hﬁa ' %%Aé é §‘¥F 'ﬁé%e'ﬁ&gfgﬁatf}%éfeai tﬁﬁ gyp -arga

wr ap- ar Ghithe Séylusran eiiraspoicasénsar fborngcagmmnedgalo?g rthe ?plrslngtt Bh_errﬂgtus, uffé GURES
13A and j I s fou: r L enbodi nents of w ap-
ar ound fsiéﬁ&é?'l g?%knﬁsgoeﬁé%vypéﬁ%%gﬁﬁe?é'ﬁ@é ?ﬁa&&pﬁpﬁam WéﬁE'QFWu" dS&8RAS or
conf i guicanligirationfor capturingfingerprintiimeges; i nages; FI GURES 14A and 14B
disclose a sinplified user record data and a |ist of security access sites

for use in a financial institution; FIGJRES 15A and 1_5 B di scl ose a
vari at i GH3WRE al 2B rdisclesessanother prefervac: emibiodirhére foe cthe i stylus asfcpessetyfityem of

the pre | td t I . Lncludi ng a f.ingerprjint sensor,
e o3l B0 Se8en ol o BBt el b e BBR IR Blefes
flap whéhegtipnareaghtie: stylust six pb?ng\atqnbshd:omcmp ;seﬁ#d&lﬁ@n@ﬁvﬁo?mtsdla?%ﬂf F]ras

CuSt OBl tdef patd | & or, ¢ rd a S stem o e
present E_lijﬁﬁ_tdlfph@ ?ﬁ‘@ncﬁg’y% 9 e'Ir?P%{l ca isghyoae\cy?@sguﬁq%% F SPH Bher ei n
t he car &ingerpeintiireagass an acti ve transponder; ~FI'GURE 16B discl oses a
custoner identification device for the security access systemof the

present invention, the customer identification device being a card, wherein
the car §IGURES 1adand 13Rydisciose exploded viewsiofother prefefleGldRibodiGeisafiwrags a

cust Omﬁrduﬁﬁnﬁﬂéeirﬁrﬂjiti Shs8f X&rﬁﬁuf'a(%fonrs,h&o%ﬁﬁﬁg iatVX'ag-(aEl?oeusn% S g])n?{gu%a%ion

for capturing fingerprint images;

FIGURES 14A and 14B disclose a simplified user record data and a list of security
access sites for use in a financial institution;

FIGURES 15A and 15 B disclose a variation of a wireless stylus for use with the security
access system of the present invention, the wireless stylus including a fingerprint sensor,
a magnetic stripe, and a living hinge for opening and closing a pivotal flap where the
magnetic stripe is positioned;

FIGURE 16A discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card, wherein the card
includes is an active transponder;

FIGURE 16B discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card, wherein the card

includes a magnetic stripe credit card;

FIGURE 16C discloses a customer identification device for the security access system of

13



WO 03/ 036861 PCT/ US02/ 16879 the present invention, the custoner

I dentification device being a card, wherein the card includes a barcode;

FI GURE 16D di scl oses a customer identification device for the security
access syswewns/ode86it he present invention, the custoner iddran/¥s0246d79n devi ce
being a card with two nenories, wherein one nenory is the passive
transponder and the second nenory is the barcode; FIGJRE 16E di scloses a
custoner identification device for the security access systemof the
present invention, the custoner identification device being a card with

t hree kES: In 0 [ J ' | h econd
romory T Bresatintittcf, ShebdedREPIdkntfoalidh JEPRA Belr F boick Srglel R EHA
FI GURE irghudgs addaveade;a cust omer identification device for the security
access systemof the present invention, the custoner identification device

being a card with two nenories, wherein one nenory is the magnetic stripe
and t heFlGRInt6bnelissloses @ qustoméradentification Gewree for the sedunity access kystamadfher

preferr | fot | S | f otk sent_invepti.on, the
W rel codtadrreant ilentn, (8. HufiEner SoBRARAR AR LRI 8" ki) Yt 108

t her ewi remurieshwhessim one eanarboryrig the passivegtraispondercamirthecsetiond apemoryaisd
enabl i n&eiﬁ‘?ﬁédety aut hentication at transfer sites. For purposes of

di scussions heréin, there are two types of RFID devices (1) a token that
is issued to a party for use by that party; and (2) a token that is issued

a0 aneREAEINE Wil bl STREM PORIEEDr IRELLLAR, Ldtespincy)
FI GURE tt®Apaiseot dpeentiansithel dustarden ideatificatibngdayibe flmingaua Icard vt ithige

| ower -r ] ' : : . F ' . | mplified
t hresho hb°r'§?§ﬂwﬁ %'r%h?éﬁ% h‘geﬁoﬁﬁﬁ ﬁ{r%zmﬁgﬂg}%'grs& rmes Eh%%%g@biﬁérﬁgﬁfggséé&gﬁ/ ns. 14
WO 03/ OBreagibneer,/angthe 16igy heDiorpid e HaEda} PTI ON OF THE PREFERRED

EMBODI MENTS Referring now to the draw ngs, FIGURE 1A, 1B, and 1C di scl ose

generally the security
FIGURE 16F discloses a customer identification device for the security access system of

the present invention, the customer identification device being a card with two
memories, wherein one memory is the magnetic stripe and the second memory is the
barcode;

FIGURE 17 discloses still another preferred embodiment of the wireless device of the
present invention, the wireless device being, commercial paper with RFID memory
disposed therewithin, the memory enabling tracking of the commercial paper, and
enabling identity authentication at transfer sites. For purposes of discussions herein,
there are two types of RFID devices (1) a token that is issued to a party for use by that
party; and (2) a token that is issued and can be readily and freely exchanged between
parties (like currency). The latter may take the form of a plastic card, a paper note, or a

coin.

FIGURE 18A discloses a simplified threshold graph for authenticating lower-risk
commercial transactions; and FIGURE 18B discloses a simplified threshold graph for
authenticating higher-risk commercial transactions.
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access system of the present invention. The authenticated commerci al
transaction systemconprises a wireless device carried by the custoner, a
devi ce reader for accessing custoner data through the wreless device, a
devi ce forwQd®sBicdsli ng an electronic signature, a sensor FQIUSK268791 Ng a
digital signature during the course of the commercial transaction, a

poi nt-of -sal e processor for processing electronic signature data and
digital signature data fromthe device reader, and a host conmputer in
digital comunication with the point-of-sale processor. The preferred
enbodi nent of the identity verification systemof the present invention is
for accessing acEEMlLEBaﬂéscmBﬂ'leé@Es'BiE\BREEEMD(EMBODIIVEBNTS‘ or physi cal
access. The host conmputer has access to data that |inks the custonmer with
the customer's payment account. The interrogator is |inked to the host

t t t '
T ol coneRITRDREN 18 tho tRaWMES FIBUREN, 16,2540 16 discld SdiPaR g Sephfiy
i nt er r o§2ReSF Syptem r@cﬁbésmresqn‘temuwtwnt reTlhsmuthe‘dldatemnodnmermammaﬂfﬂon
enabl ess*]sﬁém §c¥rﬁhﬁ§@st q Wﬂ%@s? fyet éﬁJrleE Usy IHE rcua%%p%' A tg':gﬁg &ag styl us

Is attached to t oint-o0 term na and| %osed
in the §?S¢Fﬂ§89?4ﬁ§°m¢h@a§%rﬁ§mugbammmle;addevgmner adesiceafodi gertepatigd @nat ur e

f th to the
ust ooy S OIS sighotlre, b Yen Gt Hob GRSt helan Bt 8RRy TR the DURRCHf ther i 11 e
- by neéQremersjak lransackicnala peint-ofrsatd @moesmrcfoslmueasemgselutrdmd: hmrraeli@][ en(r:]e
data prexacitdd digitdHBighatuPe dt fr ﬁﬂ%&ﬁﬁrre | hvgﬁt ||£%t %Bﬁ'ﬁ)g?%ﬁéfds g&% the

identity verification process o reSent ntity
is ini t%/ Ynmynieatien mjt Q@Otﬂf&ﬁsaiﬁtprwsmromthe transponder to the

i nterrogator. The second step involves the capture of data used to generate
digital_and el ectronic signatures. Only after the captured data is

conpar eliheBegfersed embodiment i dke ideatity, venificatiomsysterarcs i presefieinaéntiveeid t o
rocee ﬁﬁ{gh C action of

EresenfIf olr-r%\?gent | OnQ&oﬁﬁf P ?ﬁ?gpséug%'hﬁge&&ﬂmég%h%n?gfo p%g?lﬁ?l eeay éﬁ"

ternmi naﬂ‘OS\MCPﬁ”'Fy&Id@StQS:Cbés mdmabw;nksahmmm@mm@@ustdﬁwrslﬁ@menthe

commi t - Jossane . The MteROeof is LML toPtrd ibst cBrBind R 3 R pinteelb@or e
cust oneleriinah Thetransponder is wireless and is carried by the customer, and transmits data
to the interrogator upon request. The data transmitted from the transponder enables the
system to make an initial customer identification. The stylus is attached to the point-of-
sale terminal and includes a sensor disposed in the stylus grip. The sensor captures and
generates a digital signature of the customer while the customer signs his name. Access
to the customer’'s payment account is only enabled after identity has been verified - by
matching the digital and/or electronic signatures with the reference data previously
submitted by the customer.

In the two-step process of the identity verification process of the present invention,
customer identity is initially made by data transmitted from the transponder to the
interrogator. The second step involves the capture of data used to generate digital and
electronic signatures. Only after the captured data is compared against the reference
data, will the transaction be allowed to proceed.

The method for authenticating a commercial transaction of the present invention
comprises a customer approaching a point-of-sale terminal with goods to be purchased,
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el ectronic signature is being generated, conparing the captured digital
signature of the custoner against a reference digital signature, and
approving the transacti on whenever a predeterm ned threshold for the

aut hent i cavoosodsast been net and the custonmer has suffi cimrwusmnesst o cover
the transaction. This identity authentication systemis used in conmerci al
transactions at a point-of-sale termnal. The custoner registers advising
the system of a custoner account that is to be used for paynent. The
custoner also submits an electronic signature (witten script of nanme) and
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capturesuftﬁatemfm tosoveﬂbdtnaosmner ate a d| gital si gnature A reference
print is then accessed through the nenory in the wreless device carried

by the custoner. The digital and electronic signatures are then conpared
agai nst 7 a4 k.
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sting cuSto regi stra a routine
t r ansacelegtronic signature is generated. Slmllarly, a sensor |n the stylus captures data that is

used to generate a digital signature. A reference print is then accessed through the

memory in the wireless device carried by the customer. The digital and electronic
signatures-are then compared against the reference data to authentic identity.

FIGURES 2A and 2B disclose simplified methods for registration for new and existing
customers, respectively. For a new customer, the customer record must be created. For
an existing customer, the customer record already exists. One primary advantage of
having the reference data in the customer record (rather than the transponder) is that
the amount of memory available reference signature store is not a primary concern.
When the reference signature data is to be stored within the transponder, the amount of
memory within the transponder may not be sufficient to store such data. For the existing
customer, the customer record is already in existence but a confirmation check is
needed to confirm that the customer has authorized access to the account.
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Digital and el ectronic signatures are captured during a routine conmerci al
transaction, using the stylus. Thereafter, during a comercial
transaction, the sensed print is conpared to the reference print as part
of the i demOiosny3es&rificati on process whenever the card iRCEUSSRM16872d
through a cardreader. Simlarly, if a transponder is used, perhaps to buy
gasoline and other items in a convenience store affiliated with the gas
station, the stylus captures the digital signature and uses it as a
reference print. For exanple in a branch office of a bank, the styluses of
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transpon is incorporated into the wireless stylus (see FI GURES 1B and
1C). Each stylus also includes one or nore fingerprint sensors that
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cards are preprinted and certain data is loaded onto the card prior to issuance.

The stylus can be attached to a point-of-sale terminal, attached to a pen-based
computer, or a signature pad. In addition, the stylus can be wireless, whereby the
transponder is incorporated into the wireless stylus (see FIGURES 1B and 1C). Each
stylus also includes one or more fingerprint sensors that capture an image of a finger of
the customer when the stylus is grasped.

The transponder responds to a radio signal by emitting its own radio signal. Each
transponder is tagged with a unique serial number. That serial number can be linked
with a credit or debit account. A typical sale may require a matching of digital
signatures; require a matching of electronic signatures, and require a matching of both
digital signatures and electronic signatures. The customer selects goods and proceeds
to a point-of-sale terminal. The point-of-sale terminal indicates that the transaction will
be paid through a transponder. An interrogator disposed at the point-of-sale terminal
collects data from the transponder. A light advises the customer that the payment has
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been accepted. Paynent is nmade instantly fromthe custoner's registered
account. The interrogator emts a | owfrequency transm ssion, generally
via its antenna. The transponder is inactive until it's activated by the
I nt errogatwo 034¥%e861 a transponder passes within range, theCTvsseaggonder i s
excited, causing the transponder to transmt its data in response to the
i nquiry. The interrogator submts the inquiry to the transponder and
recei ves back data fromthe transponder. In one preferred enbodi nent, the
transponder has enhanced nennry (akin to a smart card), in which case the
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advant agad pscqupl daty aredindatadatter the Ff?ﬂ%ﬁcgwf‘r'ﬁ eAmeleresh on the transponder
device, if the transponder is lost or stolen it is of little wuse to

t hi eves and hacks. Wil e the can | ocate the cust s bank . account
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access hfhghefié stripe). The writing device is a tethered stylus attached to the point-of-sale
terminal and the digital and electronic signatures are stored in the customer record. The
customer bank and account number are in the transponder. The reference signatures
are in the customer record at the customer bank. The comparison of the sensed
signatures with the reference signatures for purposes of identity authentication
preferably occurs either in the driver (where the sensed print is transmitted) or in the
point-of-sale terminal (where the reference print is transmitted). In a variation of this
embodiment, the transponder has an index reference to the customer bank and account
number. For increased security the index reference number in the account index and on
the transponder change with each transaction. The reference print is in the customer
record at the customer bank. One significant advantage is that since there is minimal
information on the transponder device, if the transponder is lost or stolen it is of little
use to thieves and hacks. While they can locate the customer’s bank and account
number (which they can learn from a personal check), they cannot gain access to such
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18 WO 03/036861 PCTI US02/ 16879 funds since the digital and/or electronic
signatures don't match. Another advantage is that the transm ssion of data
is through wired connections (nore secure). A passive transponder (does not
i ncl ude a wowxe36841ppl y) carried by the custoner on hi s/ ROT/{ROR/I6E8M9 | S

di sposed in a card carried in a wallet or on a keychain - it may need to

be renoved and sw ped through a cardreader or a near an interrogator. An
active transponder (includes a power supply) can also be pda, jewelry,

gl asses, clothing, or the |like. A transponder of choice is comrercially
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vehi cl ethahhe Wansraission of date lagmouglwmdtcnnmoghnsérppmelcutq). and is presently
used for capturing information fromvehicles as they re-fuel, re-load, or
at hi ghway speeds. The IRD is conprised of two main conponents, the
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smart pt"f‘lgetFa?msbBﬁdeCr%‘hb%( aE£8o\Wini N the existing Hanaro Transportation

Another transponder of choice is Miotec’s mPollux - that is developed on a SIM card and
its integrated security solutions offer a flexible and secure platform with a sufficient
capacity for a wireless PKI system. The SIM platform is a FLASH microcontroller, which
has a separate RISC processor for RSA operations. MioCOS operating system is
compliant with both GSM and PKI standards. Furthermore, the integrated biometric
functions enable, among other things, replacing the PIN code in an electronic ID card
with fingerprint matching.

In still yet another preferred embodiment of the pen-based verification systems of the
present invention, a transponder is used in a smart card. The smart is compatible with
both contactless and contact transactions. Such a card is presently commercially
available and known as a “Digital Pusan Card.” The Digital Pusan Card is one of the first
to combine contact and contactless smart card functionality on a single chip. Supporting
a wide array of services, it combines credit, debit and prepaid card functions.
Compatible with smart pagers the card is used within the existing Hanaro Transportation
scheme. Cardholders can recharge their e-purses at reloading machines and at ATMs.
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schene. Cardhol ders can recharge their e-purses at rel oadi ng machi nes and
at ATMs. 19 WO 03/036861 PCT/ US02/ 16879 As well as proven and secure dual

i nterface technol ogy, operating in both contact and contactless node. The
card is | omolezlodsgeiei t her its contact or contactl ess interfCIdEs021687% al | ows
many recharging possibilities including at bank termnals, bus stations or,
with a PC and card reader, over the Internet - and this also permts

el ectronic purchasing via the Internet. The use of this transponder as a
conponent of the pen-based verification systemof the present invention
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t ransponde § %o is key in enabling a transition to a cardless system The

preferred enbodi nent of the security access systemof the present invention
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reference fingerprint image. This embodiment enabling compatibility with both
cardreaders and transponders also is key in enabling a transition to a cardless system.

The preferred embodiment of the security access system of the present invention is
compatible with the following systems:
Fingerprint sensor in something other than stylus (card reader, point-of-sale counter,
card)
Stylus w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Smart-Pen w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Wireless Smart-Pen w/ fingerprint sensors carried by customer
Reference print, Bank, and Account number in smart-pen
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Bank and Account nunber in card, keytag or wallet Personal identifier in
card, keytag, or wallet Wreless Smart-Pen w fingerprint sensors carried
by customer Reference print, Bank, and Account nunber in smart-pen 20 WO
03/ 036861 WRD03/e36851/ 16879 Bank and Account nunber in smar tRQTAIS02/RSTSonal
identifier in smart-pen Wien wirel ess devices are used, system security
becones even nore of a concern, since an integral part of the system in
this instance the transponder, is not attached to the system but rather
is wireless and carried by a custoner. The reference digital and

el ectronic SBQQR‘EH%CQ@J& Huﬁlﬁetr?r{glq?}t{behmh t he transponder and the
. rrng 0

custoner recor a reques a point-of-sale transaction, a
conpari son oPersopalridentifiarde soartzpean t he transponder is conpared with the
reference data in the custoner record to determne if the transponder has
been altered or replaced with a counterfeit transponder. This check need
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U.S. Patent No. 5,619,025 (Hickman, et al.) discloses a method for tamper-proof
identification using photo refractive crystals. The method for document
authentication exploits a temporally variable physical process to generate a
reproducible effect that cannot be copied. A document such as a credit card is
provided with a spot or stripe that incorporates at least one, and preferably a
large plurality of photo refractive crystals arrayed in a random manner. The
document authenticating apparatus includes a coherent light source such as a
diode laser to illuminate the photo refractive crystals, and a photosensor to
receive light scattered from the photo refractive crystals. The random distribution
and orientation of photo refractive crystals comprises a unique characteristic for
each card or document, and this characteristic is not based on any assighed
number or code. The response of photo refractive crystals to the coherent
illumination comprises a time-varying characteristic that is dependent upon the
intensity and temporal nature of the illumination itself. Input to the laser
illuminator may be varied to elicit differing responses from the photo refractive
crystals, and this factor may be very difficult for a counterfeiter to ascertain. Also,
for any given illumination intensity or temporal pattern, the image received by the
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nunber or code. The response of photo refractive crystals to the coherent
i 1lumnation conprises a tine-varying characteristic that is dependent upon

the intensity and tenporal nature of the illumnation itself. Input to the
| aser il Iwon3edsgsr nay be varied to elicit differing respuormses/iesom t he
photo refractive crystals, and this factor nay be very difficult for a
counterfeiter to ascertain. Also, for any given illumnation intensity or

tenporal pattern, the inmage received by the 21 WO 03/036861 PCTI US02/ 16879
phot osensor varies with time. The tinme at which the photosensor signal is
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r eadabl e (nechanlcally readabl e) security means to prevent forgery of
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other) mechanically readable inscriptions. The apparatus readable (mechanically
readable) security means to prevent forgery of identification cards, (including the
new smart cards with readable chips therein) and pens. The security of the pens is
enhanced by the implementation of a mechanically readable security system,
which includes a mechanically readable magnetic marking embedded in the
transactional item. The marking also may be visually notable or readable, but it at
least must be readable by a reading head capable of reading the passage of a
magnetic material by the head. The marking is preferably in the form of at least
two magnetic filaments or strips and preferably includes a multiple number of
filaments of differing coerciveness, magnetic field strength, magnetic field
alignment, size or spacing so that when the stylus is passed at a defined and
preferably constant speed through the reading device, approval will be given only
when the proper signal is provided by the ordered array of appropriate magnetic
elements in the pen.

When the digital signature is generated through fingerprint data, registration can also
occur without the pen, but rather with a fingerprint sensor that captures essentially a
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two magnetic filanments or strips and preferably includes a nultiple nunber
of filanments of differing coerciveness, magnetic field strength, magnetic
field alignnment, size or spacing so that when the stylus is passed at a
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of appropriate magnetic elenents in the pen. Wien the digital signature is
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the pen, but rather with a fingerprint sensor that captures essentially a
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boxes, ATM s, point of sale termnals ticketl ng access
syst emsca'bpeéﬁﬂ % A spnvemiPnalcardreadet woul d  benefit from repl acing PIN
and password identification with bionetric-based verification. The chip is
conmpact, reliable and robust enough to convert a previously exotic

t echnol 68§ BNERFRFIAt senseks ofiohojcatase aitheras theifellowisgt i ty. The FingerTIP chip is
a

The FingerTIPty sensor from iInfineon enables the integration of a miniature
fingerprint sensor into a wide variety of end-products including PCs, notebook
computers, handheld devices, set-top boxes, ATM’'s, point of sale terminals,
ticketing kiosks, building access systems, or any other application that would
benefit from replacing PIN and password identification with biometric-based
verification. The chip is compact, reliable and robust enough to convert a previously
exotic technology-biometric user ID into an everyday reality. The FingerTIP chip is a
small (18mm x 21mm x 1.5mm) IC embedding a 288 x 224 pixel contact sensor
array that images the lines and ridges of a human fingerprint when a user touches
the device. Each pixel has an 8-bit data depth, enabling evaluation of subtle
gradations (256 shades of gray) of a fingertip and their translation into a set of
indices - the key identifying features of an individual fingerprint. Imaging and data
transfer of an impression takes only 100 milliseconds.

STMicroelectronics has developed a fingerprint sensor of substantially the same size

as the Infineon sensor and that use capacitive-sensor-array technology; building
silicon IC’s containing an array of sensor plates. ST's TouchChip technology uses a
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system m crocontr
y 'ﬁsﬁé(g]ﬁ@?)a’f §€ ontroller ic as a separate

Rl SC pr&ﬁ%g@ﬂﬁp? AE™ M 0CCS operating systemis conpliant
with both GSM and PKI standards. Furthernore, the integrated bionetric

fe lu 22: Ir SW%QFﬂspam%thB@é i Migtes's nirgliuRcitigt s ievétopec-onla SIM dand and
its integrated security solutions offer a flexible and secure platform with a sufficient
capacity for a wireless PKI system. The SIM platform is a FLASH microcontrolier, which
has a separate RISC processor for RSA operations. MioCOS operating system is
compliant with both GSM and PKI standards. Furthermore, the integrated biometric
functions enable, among other things, replacing the PIN code in an electronic ID card

with fingerprint matching.

One skilled in the art will also recognize the application of the principles of the identity
verification system of the present invention to electronic commerce, where the party
seeking to enter or access data, or simple to correspond with another. When the party
seeking to make the transaction is remote from the host computer terminal (or second
party), the remote party can generally not be seen, and so the race, ethnicity, gender, or
even species cannot be ascertained. In such instances, the need for identity verification
takes on increased importance. Accordingly, the identity verification process of the
present invention requires that the remote party have access to a signature pad - the
signature pad having means to generate a digital and an electronic signature. The digital
and/or electronic signatures compared against reference data before allowing the
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with fingerprint matching. One skilled in the art will also recognize the
application of the principles of the identity wverification systemof the
present invention to electronic comrerce, where the party seeking to enter
or access YMQ0¥H036841 sinple to correspond with another. WherCTrUse2/pesre y
seeking to make the transaction is renmote fromthe host conmputer term nal
(or second party), the renote party can generally not be seen, and so the
race, ethnicity, gender, or even species cannot be ascertained. In such

i nstances, the need for identity verification takes on increased
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by ref erspreificatinnointorder tasmers fuily sleseribe the state of the arb te whighl thisdleshnalogy t he
state Ofpehgﬁﬁs‘?‘rt to which this technology pertains. Throughout this
application, various U S. Patents, Patent Applications, and PCT
Applications are referenced by nunber and inventor. The disclosures of

these Patents and Applications in their entireties are hereby incorporated

by ref erlévieughiont dthishiapplicatian; fvagious oM.S. nPatents; PatentorAppliationsdeanst ifSd t he
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to those skilled in the art in light of the disclosure herein. It is intended that the metes

and bounds of the present invention be determined by the appended claims rather than
by the language of the above specification, and that all such alternatives, modifications,

and variations which form a conjointly cooperative equivalent are intended to be included
within the spirit and scope of these claims.
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within the spirit and scope of these clainms. 25 WO 03/036861 PCTI US02/ 16879
CLAIMS 1. A nethod for processing an access request, the nmethod conpri sing:
a. capturing user reference data (involving user bionetric data or user
metric dav@p3/acssn a wirel ess device carried by a user, tHcI/usbenesreference
data having been submitted in a registration process; b. capturing user
sensed data (involving user bionetric data or user netric data) as the
user wites a nane, the name being witten with a stylus; c. transmtting
the user sensed data and the user captured data to a processor system the
user reference data being transmtted to the processor by neans of

radi o-frequency transm ssion; d. conparing the user sensed data agai nst the
user reference data in the processqspaims authenticating the identity of

t he user based upon the results of the conparison; and f. enabling user
access (account, netvvork data, or physical) if the processor confirns user

| donti L1, e dior BYSURIMETah SLEL OIS, AUTARA Lol 2nCS) | cont i e

t he access request s ouId e approve ocessing an access
request, the method conprising: a. capturing a user record nunber fron1a

Subm {ted 1 1 o g ey teRriE, soth Wnolfifuief THbRe P Ao ot
capturing user dgéa%sf&n@aw&elesmd@m eayried by aoisenetheiused eeference damrhava‘tgl C
data) as the wagh sibmitesi 'ﬂfﬁggtfai'gﬁpf‘ﬂé&ube' ng witten with a stylus; c.

transmtting the user sense ta and ser record nunber to a processor
system the user record nunber being transmtted to the processor by neans

of radio-fregueagtiringU3aré&isel ata (involving user biometric data or user metric data)
as the user writes a name, the name being written with a stylus;

c. transmitting the user sensed data and the user captured data to a processor
system, the user reference data being transmitted to the processor by means

of radio-frequency transmission;

d. comparing the user sensed data against the user reference data in the
processor;

e. authenticating the identity of the user based upon the results of the
comparison; and

f. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)
confirms the access request shouid be approved.

2. A method for processing an access request, the method comprising:

a. capturing a user record number from a wireless device carried by a user, the
user record number having been submitted in a registration process;
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d. using the user record nunber to retrieve user reference data (involving
user bionetric data, user netric data, or user signature data); e.
conparing the user sensed data with the user reference data in the
processor wo o3/eséscrent i cating the identity of the user based/uspzmssrhe
results of the conparison; and g. enabling user access (account, network
data, or physical) if the processor confirnms user identity and ot her
systemcriteria (fund availability, clearance) confirns the access request
shoul d be approved. 3. A nethod for processing an access request, the

nmet hod conpry si s vol v]

b1 onet i o a2 carugfe HSAted et Gl e o BB R SR NP b el ety
user, the userasdieammnmmtelsaaaam;tt@nanm)beidgdlrlttenamﬂ'aastyﬂfs,; t he user
reference data having been submitted in a registration process; b.

capturing user sensed data (involving user bionetric data or user netric
data) as the traasmitting ke aserasensed Hetanantbtheciseg resard mamber tth agprocedsos; c.

transmtting t t tur, essor
syatem 1 ho usSEtiDr e Sded oy dele (AR ARR UG pPedad e P00
of a barcode r efidliq- frédumm&&%&n PCT/ US02/ 16879 d. conparing the user
sensed data agai nst the user reference data in the processor; e.

authenticating the identity of the user based upon the results of the
conpari son; anusihg thealser necond ewnter do getrieve auset referenoe datal §nwlviog user

ol ter i a (funabBURtaeRT e Pl e Yok HEMMMLY e access +equest shoul d
be approved. 4. A nethod for processing an access request, the nethod

conprising: a. gg'%%f B Fher EhscdTuts Hith AP Gler (RParfe WatfFhE (V6dsS6Er;

carried by Eu

f. authenticating the identity of the user based upon the results of the
comparison; and

g. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)
confirms the access request should be approved.

3. A method for processing an access request, the method comprising:

a. capturing user reference data (involving user biometric data or user metric
data) from a wireless device carried by a user, the user reference data being
embedded in a barcode, the user reference data having been submitted in a

registration process;

b. capturing user sensed data (involving user biometric data or user metric data)
as the user writes a name, the name being written with a stylus;

c. transmitting the user sensed data and the user captured data to a processor

system, the user reference data being transmitted to the processor by means

of a barcode reader;
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user record nunber, the user record nunber being enbedded in a barcode
havi ng been submtted in a registration process; b. capturing user sensed
data (invol ving user bionetric data or user netric data) as the user
wites a vade3odsda nane being witten with a stylus; c. trEneswméstng t he
user sensed data and the user record nunber to a processor system the
user record nunber being transmtted to the processor by neans of a

bar code scanner; d. using the user record nunber to retrieve user reference
data (involving user bionetric data, user netric data, or user signature
data); e. conparing the user sensed data with the user reference data in
the processor; f. authenticating the identity of the user based upon the

results of thkie compariid e, usendeASed\AalB/ag3mst théQkel/SeRrdidd7daty ierthbl i ng
user access (account, network data, or physical) if the processor confirns
user identity aMG°®MEr systemcriteria (fund availability, clearance)
confirnms the access request should be approved. 5. A system conprising: a.
a stylus for captuyri,ng,useg, bi, ric, oetric, or signatyre data o user
as the styl@§s ﬁﬁgHﬂétfc%&"Es t"gé%&%n?ft t'ﬂ%e‘fseﬁal?%f‘f*db.uggnvﬁ efelisy {/itgﬁ
carried by the ¢wmparisopcand r el ess devi ce having nenory, the nenory

i ncludi ng user data, the user data including a user data record nunber; c.
a processing systemthat captures the user data record nunber fromthe

Wi rel ess devifceeraplingarser alccessd{agcodurtqnetwork tdadmson physical) ifhther picessor

frequency transm.ssion occurring,fromthe wreless devi o th
processor, the CW'B'@éslﬁeﬁ %@f 8&? 8@3%5‘??%81 ﬁgﬁepar@qrgfg\@ilgb@&,é:lgaxyaﬁ%eg of
t he user recor deonfivmeehe atdess veprestistiounld be approvert| udi ng ref erence data

i nvol ving user bionetric data, user netric data, or user signature data,
t he processing systemusing the

4. A method for processing an access request, the method comprising:
a. capturing a user record number from a wireless device carried by a user, the
user record number, the user record number being embedded in a barcode

having been submitted in a registration process;

b. capturing user sensed data (involving user biometric data or user metric data)
as the user writes a name, the name being written with a stylus;

c. transmitting the user sensed data and the user record number to a processor
system, the user record number being transmitted to the processor by means

of a barcode scanner;

d. using the user record number to retrieve user reference data (involving user
biometric data, user metric data, or user signature data);

e. comparing the user sensed data with the user reference data in the processor;

f. authenticating the identity of the user based upon the results of the
comparison; and
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captured data processed fromthe stylus for conparison against the user
reference data processed fromthe wirel ess device, user authentication

bei ng based upon the conparison, user access (account, network data, or
physi cal ) woesesgsqermitted if the processor confirns the RETaISOR/@ESM ity and
ot her system criteria (fund availability, clearance) confirns the access
request should be approved. 6. A systemconprising: a. a stylus for
capturing user bionmetric data, nmetric data, or signature data as the
stylus is being used to submt user data; 29 WO 03/036861 PCT/ US02/ 16879 b.
a wrel ess device carri the wireless device

ed by the user, Vi ry,
the nemory BnénARINg uagrepcéleg 2?%‘?%'8{'d%?t‘3(°m fetar oF Rjvaica 'E)iq@?rﬁq%eggggt a,
user netric dabopfirnds useeideatiyrariduother aysidm aiteria (fuad ravaitatsilitynoleasamicem t hat
captures the user . reference data ftrﬁmlt e wre|less device by neans of
radi o frequencyOMiIRS es2qcsss reaHest shavlg B8 araNeds ™ ¢ ansni ssi on occurri ng
fromthe wireless device to the processor, the processing systemusing the
capture% d@ta grocessed fromthe stylus for conparison against the user
ref erence §¥s§ r°88'b°§€581?‘from.t he wireless device, user authentication
bei ng based upon the conparison, user access (account, system or

physi cal ) bein rmtted.if t 0 nfi L. e sgr | i and
ot her syst en?'c%i ﬁ@f"f" £°’(°r3195‘ér"!%}%eer §&?ﬁ$ﬁ§' ﬁgﬁ@aﬁgﬁ@ﬁyh&ﬂ?ﬂ!r@g ds? ﬁg% h’i%e
access request sphhaslischeig asgartosadmitiuseAdatast em conprising: a. a stylus for
capturing user biometric, netric, or signature data of a user as the
stylus is being used to submt user data; b. a wireless device carried by

'élhe USGL, t hb. \ddw%réle_5§dldﬂd@ c&rried \byripe sen tie wﬁr’e?ss aievioe Waving Inethony, theer
ata, the user data including a user data recqrd. er, the,yse a
bei ng enbedded 'T‘W"Brybg'fc&?ﬂ%? q‘ﬁﬁﬁl d%fa,tﬁng B?%cé%gi'ﬁ'(jmgi}%t 8n‘i’5tce2p?%$i{?§gﬁ1e

user data recoriimiberper fromthe

c. a processing system that captures the user data record number from the
wireless device by means of radio frequency transmission, the radio frequency
transmission occurring from the wireless device to the processor, the
processing system accessing user reference data by use of the user record
number, the user data record including reference data involving user biometric
data, user metric data, or user signature data, the processing system using the .
captured data processed from the stylus for comparison against the user
reference data processed from the wireless device, user authentication being
based upon the comparison, user access (account, network data, or physical)
being permitted if the processor confirms the user identity and other system
criteria (fund availability, clearance) confirms the access request should be
approved.

6. A system comprising:

a. a stylus for capturing user biometric data, metric data, or signature data as
the stylus is being used to submit user data;
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wi rel ess device by nmeans of a barcode reader, the processing system
accessi ng user reference data by use of the user record nunber, the user
data record including reference data involving user bionetric data, user
metric daveplesesdiser signature data, the processing systrmvused/mg7d he
captured data processed fromthe stylus for conparison against the user
reference data processed fromthe w rel ess device, user authentication
bei ng based upon the conparison, user access (account, network data, or
physical) being permtted 30 WO 03/036861 PCT/ US02/ 16879 if the processor

fi h . it . qt.h C ia .(fund i lability,
Cl ear ance) oo PieCEn belide Bafiel i he M4E 3 ireleSh dBye Baving Matnode tian
conprising: a. reermogy Uiuding vagt tafenegcaisiata linvoiengi useddtiemetriet data, dsbl, or
si gnature datanfi‘étrictdg?a ﬁ!&'ﬁ%ﬁ%@féﬁwﬁﬁﬂ to submt user data; b. a

wi rel ess device carried rel ess devi ce having nenory, the
menory including user reference data (involving user bionetric data, user

tric data, | , : [ ocessi ' system t hat
Capt ur es- t nec2obrogasslned Bt b uret e fise lr RBFE SeomBengiroigins of
a barcode readeleyice hby pmears sifn gadiy sirequensy nigarisheissionpthe eddibatireguengessed
fromthe styl “?rafngkiﬁénja&c'cﬁﬁmgagrﬁhgﬁﬁwftcgrfrle%sg [)g?v:iég Pté: . R?g%q%s%g&eessed

fromthe w rel éss device, uUser ~a
conpari son, us@rocessiogssystent asing they sapturecb datzhpedceesed freimghe peylng tfored i f

t he processor fLL: the. [ tJ d her St criteria, (fund
availability, %P@grhéﬁgne)ﬁggﬁ?ﬁbﬁs&%ﬂa@%ﬁ@%g%{?sErcfcgéﬁ’gg?'] oghéﬁ? d”‘B?Jeés
approved. 9. Adevicéousedroautbentidation keings basadoupor ties sompaeiyors nisef ciccgssods or
services from [ t 'y I si,ng.. . tenderin und
sufficient to ach P @t?'/ s?%"bodgéﬁgﬂpggiﬁ\%%éﬂﬁ#ﬁ&df ﬁ'@n%rgf:?%‘?ﬁr cg'éfit"%s ﬁ}? a
paynment card awmder ideotityharsd othedrsgstdar criteria (fund availability, clearance) confirms

that the access request should be approved.

7. A system comprising:

a. a stylus for capturing user biometric, metric, or signature data of a user as the
stylus is being used to submit user data;

b. a wireless device carried by the user, the wireless device having memory, the
memory including user data, the user data including a user data record
number, the user data being embedded in a barcode; and

¢. the processing system capturing the user data record number from the
wireless device by means of a barcode reader, the processing system
accessing user reference data by use of the user record number, the user data
record including reference data involving user biometric data, user metric
data, or user signature data, the processing system using the captured data
processed from the stylus for comparison against the user reference data
processed from the wireless device, user authentication being based upon the
comparison, user access (account, network data, or physical) being permitted
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b. capturing user reference data (involving user bionetric data or user
nmetric data) froma wreless device carried by the user, the wrel ess

devi ce being separate and apart fromthe paynent card, the user reference
dat a havi WO 0¥e3e8sisubm tted in a registration process; 3PCHVDY 335361

PCT/ US02/ 16879 c. capturing user sensed data (involving user bionetric data
or user netric data); d. transmtting the user sensed data and the user
reference data to a processor system the user reference data being
transmtted to the processor by neans of radio-frequency transnm ssion; e.

conparing the dat a. ) ns r. refer . an
advi sing the pﬂﬁﬁedgr?&(%g g?rhgc;rg'gg’g?hgrésseépg?ﬁégg W e%ﬁagggﬁle&g%ﬁetﬁ% fhs"f'%eni ed
resul ting fromavhitabilitypeleasnne)xdonfitras thecaccessgdestasthauld benaprrevedser
reference data. 10. A nethod for processing an access request, the nmethod
conprising: a. capturing user sensed data (involving user bionetric data or
user e Acydterarompesinge user wites a nane, the nane being witten with a
stylus; b. transmtting the user sensed data to a smart card, the snart
card including a smart-card processor, the smart-card processor including
menory, the anmanshylusifoclcapiuniggwser bionfietrie tata, dnetric(datapbr signatuse data asret ri ¢

data or user r{gg%{gﬂsﬁigib%bgs%gggagaﬁhgge;Qaauser sensed data agai nst the

user reference card processor; d. authenticating the
identity of the user based upon the results of the conparison; and e.

enabling useh. AChReissd AGHEy Bhnicd % b sdR il WiteIRUXRLEE NV hbRoR] hesSOr

confirnms user identity and ot her systemdriteria (fund aval Pabrlity,

cl earance) comhémoty includiog eiser raferense dale (indolbingayger duiennetrin data, user
metric data, or user signature data); and

c. a processing system that captures the user data record number from the
wireless device by means of a barcode reader, the processing system using the
captured data processed from the stylus for comparison against the user
reference data processed from the wireless device, user authentication being
based upon the comparison, user access (account, system, or physical) being
permitted if the processor confirms the user identity and other system criteria
(fund availability, clearance) confirms that the access request should be
approved.

9. A method for enabling a user to process a payment for goods or services from a
provider, the method comprising:

a. tendering funds sufficient to pay for the goods or services, fund tendering
being by a payment card and through a cardreader

b. capturing user reference data (involving user biometric data or user metric
data) from a wireless device carried by the user, the wireless device being
separate and apart from the payment card, the user reference data having
been submitted in a registration process;
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c. capturing user sensed data (involving user biometric data or user metric data);

d. transmitting the user sensed data and the user reference data to a processor
system, the user reference data being transmitted to the processor by means
of radio-frequency transmission;

e. comparing the user sensed data against the user reference data; and

f. advising the provider of the goods or services when user identity is denied
resulting from the comparison of the user sensed data with the user reference
data.

10. A method for processing an access request, the method comprising:

. a. capturing user sensed data (involving user biometric data or user metric data)
as the user writes a name, the name being written with a stylus;

b. transmitting the user sensed data to a smart card, the smart card including a
smart-card processor, the smart-card processor including memory, the
memory including user reference data (involving user biometric data or user
metric data);

¢. comparing the user sensed data against the user reference data in the smart-
card processor;

d. authenticating the identity of the user based upon the results of the
comparison; and

e. enabling user access (account, network data, or physical) if the processor

confirms user identity and other system criteria (fund availability, clearance)
confirms the access request should be approved.
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