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ERROR DETECTION AND CORRECTION METHOD AND APPARATUS FOR CCMPUTER MEMORY

SPECIFICATION

FIELD OF THE INVENTION

The present invention relates to computer memory systems and, in particular, to error
detection and correction circuitry used to detect and correct errors in data retrieved from a

computer memory.

BACKGROUND OF THE INVENTION

Error detection and correction in data retnieved from a computer memory are used in
many computer memory systems available today. For example, single-bit error correction
(“SEC™) and double-bit error detection ("DED”) are well-known and widely used and are

described in W. W. Peterson and E. J. Weldon, Jr., Error-Correcting Codes (MIT Press 1972). In

early computer memory systems, SEC and DED systems were generally considered sufficient
since such early computer memory systems used memory devices which have external data paths
whose width are each a single bit. The external data path width of a memory device refers to the
number of bits which can be stored in and/or retrieved from the memory device and which
correspond to a single address of the memory device. Data paths gréater than one bit in width,
e.g., an eight-bit data path, were accomplished by using separate memory devices in parallel, each
memory device representing a single bit of the data path. As a result, the likelihood of multiple
bits of a byte of data being erroneous was rather remote in the absence of a systemic design flaw .
in the memory system since it is highly unlikely that two memory devices are flawed at exactly the
same memory cell location.

Currently available computer memory systems use memory devices with wider extemnal
data paths, e.g., data paths which are four (4) or eight (8) bits wide. As a result, a defect ina
single memory device used in such a computer memory system can result in multiple erroneous

bits in a nibble or a byte of data retrieved from a computer memory system using memory devices
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Error detection and correction in data retrieved froma conputer nenory are
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Systems which detect single four-bit errors in a nibble of data, which are generally referred
10 to as S4ED systems, are known and used to detect single-bit, double-bit, triple-bit, and
quadruple-bit errors in a nibble of data in computer memory systems using memory devices which
have external data paths of four (4) bits in width. For example, one such S4ED system is

described in Shigeo Kaneda, “A Class of Odd-Weight-Column SEC-DED-SbED Codes for
Memory System Applications,” [EEE Transactions on Computers Vol. C-33, No. 8 (August

15 1984). However, in an S4ED system, an error which results in multiple erroneous bits in different
nibbles of data retrieved from a memory device whose external data path is eight (8) bits in wvadth
may not be detected. For example, a memory device whose external data path is eight bits wide
can recall previously stored data which includes erroneous bits in two adjacent nibbles of data and
such an error may not be detected by a single S4ED system. Two S4ED systems can be

20 combined to detect errors which include erroneous bits in adjacent rbbles, 1.e., to detect the type

of error described. However, combination and adaptation of two S4ED systems to detect such
errors adds considerable complexity and corresponding cost to a memory system implementing
the S4ED systems so adapted. .

What therefore remains as an unsolved need is an S8ED (single eight-bit error detection)

N
Lh

system and, in particular, an S3ED system which is particularly efficient and requires relatively

low cost in terms of circuitry required to implement the S8ED system.

SUMMARY OF THE INVENTION




- 2- whi ch have data path widths of four (4) or eight (8) bits,
respectively. Wi |l e SEC and DED systens are still used, such
systens are generally perceived as i nadequate since multiple
erroneous bits in a particular nibble or byte can be perceived by a SEC
system or a DED system as having no erroneous bits. Consider the follow ng
as a sinple 5 exanpl e. Associated with a nibble is a parity bit which
is set to ensure that the nibble and parity bit have odd wei ght,
i.e., have an odd nunber of bits whose value are one. This is generally
referred to as odd parity. If the nibble includes two (2) erroneous bits,
the wei ght of the nibble, including the parity bit, renmains odd and
the error is not detected. Systens which detect single
four-bit errors in a nibble of data, whikich are generally referred

In accordance with the present invention, an S8ED system is implemented in a memory
system to detect single errors involving eight or fewer bits in a byte of one or more bytes of data,
1.e., “subject data”, stored in and retrieved from the memory system. Relationships between the

subject data and parity data, which are used to detect errors in the subject data, are defined by a

(1)

novel check matrix. Initial parity data, which are derived from the subject data and stored in the
memory system when the subject data are stored in the memory system, are subsequently
retrieved and compared to check parity data, which are derived from the subject data after the
subject data are subsequently rétrieved from the memory system.
The check matrix includes a number of vectors which is equal to the sum of the number of
10 bits of the subject data and the number of bits of the parity data. Comparison of the initial parity
data to the check parnity data produces checl; data. Each bit of the check data corresponds to and
is represented by a respective bit of a vector. If a predetermined vector, e.g., a vector having only
elements whose logical value are zero, accurately represents the check data, the subject data
contains no errors. Each of the vectors of the check matnix is unique among the vectors of the
15 check matrix and accurately represents check data resulting from a single erroneous bit in either
the subject data or the initial parity data. Errors involving a single bit are therefore easily detected
and corrected. Errors involving two or more bits within a byte of the subject data result in check
data represented by a vector which is neither the predetermined vector nor equal to any of the
vectors of the check matrix. Therefore, any error involving eight or fewer bits in a byte of the
20 subject data is detected.
The novel check matrix includes a number of constituent matrices, each of which includes
one or more vectors. Each vector of a constituent matrix (i) has a number of elements which is
"equal to the number of parity bits used to detect errors in the subject data; (ii) is a concatenation
of a building block vector, one or more instances of one of two base generating vectors, and one
25 or more instances of the other of the two base generating vectors; and (iil) is distinct from all
other vectors of the same constituent matrix.
The building block vector for a particular constituent matrix is derived from a signature

vector and the two base generating vectors corresponding to the constituent matrix. For example,
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systemis described in Shigeo Kaneda, "A O ass of Odd- Wi ght-Col um
SEC- DED- SbED Codes for Menmory System Applications,” | EEE
Transactions on Conmputers Vol. C33, No. 8 (August 1 5 1984). However,
in an S4ED system an error which results in nmultiple erroneous bits in

di fferent ni bbl es of data retrieved froma nenory devi ce whose
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signature vector and have an even weight if the signature vector has an odd weight or have an odd
weight if the signature vector has an even weight. Each base generating vector is distinct from all

10 other base generating vectors used to constﬁct a single check matrix. Each unique pair of base
generating vectors is used to construct a respective constituent matrix as described above.

The check matrix includes a respective and unique one of the constituent matrices
-corresponding to each byte of the subject data and an identity matrix which has a number of
columns and rows equal to the number of bits of panty data used to detect errars in the subject

i5 data. Each vector of the check matrix represents check data resulting from a single erroneous bit
in either the subject data or the initial parity data and accordingly defines relationships between
the subject data and the parity data. These relationships are implemented in error correction code
generators to derive parity data from subject data to detect errors in the subject data and initial
parity data.

20 Prior to storing the subject data in the memory system, an error correction code generator
derives the initial parity data from the subject data and stores the initial parity data in conjunction
with the subject data. When the subject data are subsequently retrieved from the memory system,
a second error correction code generator derives check parity data from the retrieved subject data
and compares-the check parity data to the initial parity data to produce check data. Ifthe check

25 data are accurately represented by the predetermined vector, the subject data and the initial parity
data contain no errors. If the check data are accurately represented by any one of the vectors of
the check matrix, a correctable error involving a single bit of either the subject data or the initial

parity data is detected. The erroneous bit is identified by the particular position within the check



- 3- In accordance with the present invention, an S8ED
systemis inplenented in a nenory systemto detect single errors
i nvolving eight or fewer bits in a byte of one or nore bytes of data,

i.e., "subject data", stored in and retrieved fromthe nenory system

Rel ati onshi ps between the subj ect data and parity data, which are
used to detect errors in the subject data, are defined by a 5 novel
check matrix. Initial parity data, which are derived fromthe subject data
and stored in the menory system when the subject data are stored
in the nenory system are subsequently retrieved and conpared to
check parity data, which are derived fromthe subject data after the

subj ect data are subsequently retrieved fromthe nenory system

The check matrix includes a nunber of -§ectors which is equal to the sum of
t he nunber of '

matrix of the vector which accurately represents the check data. If the check data are not
accurately represented by the predetermined vector or any of the vectors of the check matrix, an
error involving more than one bit of a byte of the subject data and/or the initial parity data is
detected.

5 As a result, errors involving one or more bits of 2 byte of the subject data or the initial
parity data are detected by an SSED system constructed in accordance with the present invention.
The S8ED system can be implemented with substantially minimal circuitry since the check matrix
described above has a particularly low weight. Therefore, an S8ED system constructed in

accordance with the present invention can be implemented with substantially reduced cost.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 1s a block diagram of a memory system which provides error detection in
15 accordance with the present invention.
Figure 2 is a block diagram of error correction circuitry of the memory system of Figure 1.
Figure 3A represents a check matrix in accordance with the present invention. Figure 3B
represents the relationships between the subject data and the parity data as defined by the check
matnx of Figure 3A. Figure 3C shows boolean logic equations defined by the relationships
20 represented in Figure 3B. Figure 3D shows boolean logic equations which are derived from the
equations of Figure 3C and which are used to generate parity data from subject data.
Figure 4 is a logic flow diagram representing the construction of an error correction code
‘generator in accordance with the present invention.
Figure 5 shows the bése generating vectors corresponding to an illustrative example of a
25 check matnx constructed in accordance with the present invention.
Figure 6 is a logic flow diagram of the construction of a constituent matrix from a pair of
base generating vectors in accordance with the present invention. |

Figure 7 shows the building block vectors corresponding to an illustrative example of a



10 bits of the subject data and the nunber of bits of the parity data.
Conparison of the initial parity data to the check parity data
produces check data. Each bit of the check data corresponds to and

is represented by a respective bit of a vector. If a predeterm ned vector,

e.g., a vector having only el ements whose | ogical value are zero,
accurately represents the check data, the subject data contains no
errors. Each of the vectors of the check matrix is unique anong the vectors
of the 15 check matrix and accurately represents check data resulting
froma single erroneous bit in either t he subject data or the
initial parity-data. Errors involving a single bit are therefore easily

det ect ed and corrected. Errors-gnvolving two or nore bits within a
byte of the subject data result in check data represented by a
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al | other vectors of the same constituent matrix.

The buil di ng bl ock vector for aDRFATLED DESCROIBTIONent matrix is derived
froma signature vector and the two base generating vectors

cor r espondi ng In@cediéansevgth the presentinveition, BoP8kER syasere is implemented in a memory

system 100 (Figure 1) to detect single errors involving on or more bits in a byte of data stored in

10 and retrieved from mémory system 100. Data are stored in memory system 100 through data
input lines 102 which are coupled to an error correction code (ECC) generator 104. In one
embodiment, the number of data input lines 102, and therefore the data path width of memory
system 100, is 128. ECC generator 104 derives initial panity data from data received through data
input lines 102, which is sometimes referred to herein as the “subject data”. The derivation of the

15 initial parity data is what subsequently enables detection of single errors involving one or more

| bits in a byte of the subject data and is described in greater detail below. An error in data refers to
‘a difference between data stored at a particular address within memory system 100 and data
subsequently retrieved from memory system 100 at that particular address.
ECC generator 104 supplies to a memory storage 110 the subject data and the initial

20 parity data through buses 106 and 108, respectively, both of which are connected between ECC
generator 104 and memory storage 110. Memory storage 110 stores the subject data and the
initial parity data at a particular address which is specified by address data received through
address lines 130. For example, if memory storage 110 includes memory de;rices (not shown)
whose external data paths are eight (8) bits in width and the subject data includes 128 bits of data

25 and the parity bits include 16 bits of data, sixteen (16) such memory devices store the subject data
at the particular address in each such memory device and two (2) such memory devices store the
initial parity data at the particular address in each such memory device. The structure of a

memory circuit which can store 128 bits of subject data and sixteen (16) bits of initial parity data



-4- one building block vector is the nodul 0o-2 sum of the

signature vector and the two base generating vectors.

The signature vector is a vector having a specific value for al

constituent nmatrices of the check matrix. For exanple, all elenents
of one signature vector have a |ogical value of one. The 5 nunber of

el ements of the signature vector is one-fourth the nunber of parity bits
used to detect errors in the subject data. The base
generating vectors are vectors which have the sane nunber of elenents as

t he signature vector and have an even weight if the signature
vector has an odd wei ght or have an odd weight if the signature
vector has an even wei ght. Each base generating vector is distinct from al
10 ot her base generatlng vectors used to construct a singl e check
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matri ces correspondin o each byte of the subject data and an
i dent ity mat r TRe Wp@rgamdapaﬁ%h%:f aréfsubsequentlv retrieved from memory storage 110 by

specification of the particular address by address data received through address lines 130. The
5 subject data are retrieved from memory storage 110 and transnutted through a bus 112 to another
error correction code (ECC) generator 116, and the initial parity data are retneved from memory
storage 110 and transmitted through a bus 114 to error correction and detection circuitry 118. In
one embodiment, ECC generator 116 is identical to ECC generator 104 and produces check
parity data which ECC generator 116 then asserts on a bus 122 which is connected to error
10 correction and detection circuitry 118. Since ECC generator 116 is identical to ECC generator
104 in this embodiment, the check parity data is identical to the initial parity data retrieved from
memory storage 110 if the subject data and retrieved initial parity data contain no errors.
Accordingly, error correction and detection circuitry 118 (Figure 2) includes a comparator
202 which compares the check paﬁty data 10 the retrieved initial parity data. It is appreciated that
15 comparator 202 can be included in ECC generator 116 and that production of check parity data as
~ an intermediate step is unnecessary. However, comparator 202 1s shown as a separate component
of memory system 100 for the purposes of illustration. In one embodiment, comparator 202
produces check data which is the result of performing a logical exclusive-OR (XOR) operation on

corresponding bits of the retrieved initial parity data and the check parity data. As a result, check

™~
o

data which include only bits of data whose logical value are zero indicate that no errors are found
in the retrieved subject data, and the subject data are accordingly passed from bus 120 through
error correction and detection circuitry 118 to data output lines 124 (Figures 1 and 2).

The check data are passed from comparator 202 through a bus 206 to an OR gate 204
which produces on an error status line 126 an error signal having a first logical value, e.g., a
25 logical one (1;, if any bit of the check data has a logical value of one (1) or a second logical value,
e.g., a logical zero (0), if all bits of the check data have logical values of zero (0). Bus 206 is also
connected to error correction logic 208 which (i) determines according to the check data received

through bus 206 whether the error is correctable, i.e., whether only a single bit of the subject data



colums and rows equal to the nunber of bits of parity data used to detect

errors in the subject 15 data. Each vector of the check matrix
represents check data resulting froma single erroneous bit in
either the subject data or the initial parity data and accordingly defines
rel ati onshi ps bet ween the subject data and the parity data. These
rel ati onships are inplenented in error correction code generators
to derive parity data from subject data to detect errors in the subject
data and initial parity data. 20 Prior to storing the

subject data in the nmenory system an error correction code generator
derives the initial parity data fromthe subject data and stores the
initial parity data in conjunction with the subject data. Wen the
subj ect data are subsequently retrieved fromthe nmenory system a
second error correction code generatoi-derives check parity data fromthe
retrieved subject data. . and caonpares the check parity data to the
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Thus, errors in the subject data or in the retrieved initial panty data stored in memory
storage 110 are detected by comparison of initial panty data generated by ECC generator 104
from subject data received through data input lines 102 and stored in memory storage 110 to
check panity data generated by ECC generator 116 from subject data subsequently retrieved from
10 memory storage 110. If the initial parity data is equal to the check panty data, the subject data
and initial parity data contain no errors. Conversely, if the initial parity data i$ not equal to the
check parity data, an error is détected and an error signal so indicating is produced on error status
line 126. In addition, if the detected error is determined by error correction logic 208 (Figure 2)

to be correctable, the error is corrected and an error corrected signal so indicating is produced on

15 error correction status line 128.

Derivation of Parity Data by ECC Generators

" As described briefly above, the specific derivation of initial parity data and check parity
20 data by ECC generator 104 and ECC generator 116, respectively, enables detection of single
errors involving one or more bits in a byte of the subject data. At the core of the derivation of
parity bits from the subject data is a check matrix thch is referred to herein as matrix H. Matrix
H is a matrix of bits and has a number of rows equal to the number of bits in the initial parity data
and has a number of columns equal to the sum of the number of bits in the initial parity data and
25 the number of bits in the subject data. _
As described more compietely below, each column vector of matrix H corresponds to a
particular bit in composite data which includes both the subject data and the initial parity data. An

error involving a single bit in the composite data produces check data on bus 206 (Figure 2)



- 5- matri x of the vector which accurately represents the check
data. |If the check data are not accurately represented by the
predet erm ned vector or any of the vectors of the check matrix, an

error involving nore than one bit of a byte of the subject data and/or the

initial parity data is detected. 5 As a result,
errors involving one or nore bits of a byte of the subject data or the
initial parity data are detected by an S8ED system constructed in
accordance with the present invention. The S8ED system can be

I npl emented with substantially mnimal circuitry since the check matrix
descri bed above has a particularly | ow weight. Therefore, an S8ED system
constructed is accordance w t49-t he present invention can be

i mpl enented with substantially reduced cost. 10

which is accurately represented by a column vector of matrix H which corresponds to the
erroneous bit. A column vector accurately represents check data on bus 206 when the column
vector has a number of elements equal to the number of bits in the check data and each element of
the column vector accurately represents the logical value of a respective one of the bits of the
5 check data. Errors in multiple bits of the composite data produce check data on bus 206 wfu’ch is
accurately represented by the modulo-2 sum of the column vectors of matrix H which correspond
to the respective erroneous bits.
Matrix H is constructed of constituent matrices, which have eight column vectors as
described more completely below, and has the following properties:
10 (a) Each column vector of matrix H is odd weight and unique among the column vectors of
matrix H. In addition, each individual column vector of matrix H is distinct from every
modulo-2 sum of any two, three, four, five, six, seven, and eight column vectors of a
constituent matrix of matrix H as described below. Thus, check data which is accurately
represented by a column vector of matrix H indicates that the only erroneoﬁs bit of the
15 composite data is the bit at the position within the composite data corresponding to the
position within matrix H of the column vector. Accordingly, a single-bit error in the
composite data is easily detected and corrected. |
(b) The modulo-2 sum of any two (2) column vectors of a constituent matrix of matnx His a
non-zero column vector of even weight. Thus, any error involving two (2) bits in a byte
20 of the composite data produces on bus 206 check data having an even, non-zero number
of bits with a logical value of one (1). The check data produced by an error involving two
(2) bits of the composite data is accordingly represented by a non-zero column vector
having an even weight. An error involving two (2) bits is therefore distinguishable from a
correctable error involviﬁg a single bit since an error involving a single bit produces check
25 data represehted by a column vector of odd weight.
(©) The modulo-2 sum of any three (3) column vectors of a constituent matrix of matrix His a
column vector which (i) includes the signature vector, which is a vector used to derive

matrix H and which is non-zero and which is described in greater detail below, or (i) is
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di agram of a nenory system which provides error detection in 15
accordance with the present invention. Figure 2 is a block
di agram of error correction circuitry of the nenory systemof Figure 1.
Figure 3A represents a check matrix in accordance with the present

I nvention. Figure 3B represents the rel ati onshi ps between the

subj ect data and the parity data as defined by the check mat ri x of
Figure 3A. Figure 3C shows bool ean | ogi c equations defined by the

rel ati onshi ps 20 represented in Figure 3B. Figure 3D shows bool ean

| ogi ¢ equations which are derived fromthe equations of Figure 3C

and which are used to generate pari ty_ﬁﬁta from subj ect data.
Figure 4 is a“logic flow diagramrepresenting the construction of an error

correction code generator in accordance with the present invention.
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of aS from a correctable error involving a single bit.

(d)  The modulo-2 sum of any four (4) column vectors of a constituent matrix of matrix H is a
non-zero column vector of even weight. Thus, any error involving four (4) bits in a byte
of the composite data produces on bus 206 check data having an even, non-zero number
of bits with a logical value of one (1). The check data produced by an error involving four

10 (4) bits of the composite data is accordingly represented by a non-zero column vector
having an even weight. An error mvolving four (4) bits is therefore distinguishable from a
correctable error involving a single bit since an error involving a single bit produces check
data represented by a column vector of odd weight.

(e) The modulo-2 sum of any five (5) column vectors of a constituent matrix of matrix H is a

15 non-zero column vector which is distinct from all individual column vectors of matrix H.
Thus, any error involving five (5) bits in a byte of the composite data produces on bus 206
check data represented by a column vector which is distinct from all individual column
vectors of matrix H. An error involving five (5) bits is therefore distinguishable from a
correctable error involving a single bit.

20 H The modulo-2 sum of any six (6) column vectors of a constituent matrix of matrix His a
non-zero column vector of even weight. Thus, any error involving six (6) bits in a byte of
the composite data produces on bus 206 check data having an even, non-zero number of
bits with a logical value of one(1). The check data produced by an error involving six (6)
bits of the composite data is accordingly represented by a non-zero column vector having

25 an eveh weight. An error involving six (6) bits is therefore distinguishable from a
correctable error involving a single bit since an error involving a single bit produces check

data representing a column vector of odd weight.

(8)  The modulo-2 sum of any seven (7) column vectors of a constituent matrix of matrix H is



- 6- check matrix constructed in accordance with the present

I nventi on. Figure 8 is a logic flow diagram of the
construction of a check matrix from constituent matrices in
accordance with the present invention. Figure 9 is a bl ock

di agram of a conputer system which includes the nenory systemof 5
Figure 1 in accordance with the present invention.

DETAI LED DESCRI PTI ON In accordance with the present

i nvention, an S8ED systemis inplenented in a nenory system 100
(Figure 1) to detect single errors involving on or nore bits in a byte of
data stored in 10 and retrieved fromnenory system 100. Data are stored
in menory system 100 t hrough data -11- i nput lines 102 which are coupl ed
to an error correction code (ECC) generator 104. In one enbodi nment ,
t he nunber of data input lines 102, and therefore the data path wi dth of

(rog{Tgr %lr om dat & ?c)élgr%ﬁ? ggézépq h}%\ﬁﬂﬁs RS AGRet (&}ﬁ;lﬁ%gélaﬁgg&d{gﬁoﬂd\%é de@En Pﬁr ity
sonetines ref efifsesla b@ebethe Icﬁlmp@sit’e hlet 'wodyjcecon blest 26, chﬂi@ladecprmmxmgqa gﬂumhe
vector which includes the signature vector. An error involving seven (7) bits is

distinguishable from a correctable error involving a single bit since no column vector of

5 matrx H includes the signature vector.

(h) The modulo-2 sum of all eight (8) column vectors of a constituent matrix of matrix H is a
column vector having a specific pattern which is non-zero and is described in greater detail
below. Thus, any error involving all eight (8) bits in a byte of the subject data produces
on bus 206 check data represented by the column vector having the specific pattern. An

10 error involving eight (8) bits is distinguishable from a correctable error involving a single

bit since the specific pattemn is distinct from all individual column vectors of matrix H.

(1) The number of bits of matrix H having logical values of one (1) are substantially
minimized and such bits of matrix H are substahtia]ly evenly distributed through matrix H.
As a result, logic required to implement ECC generators 104 and 116 (Figure 1) and error

15 correction logic block 208 (Figure 2) is relatively minimal and optimal.

As described above, matrix H has n rows and m columns where n is the length in bits of
the initia} parity data and m is the length in bits of the composite data. Matrix H is defined such
that a boolean matrix multiplication of matrix H by a column vector, which represents the
composite data and which is sometimes referred to as the composite column vector, yields a

20 column vector, which represents the check data produced on bus 206 and which is sometimes
referred to as the check column vector. Since the check data on bus 206 are zero when no errors
are present, setting the check colunin vector, and therefore the n boolean equations defined by the

.boolean matrix multiplication of matrix H by the composite column vector, to zero defines the

logical relatignship between the subject data and the initial and check parity data. The logical

25 relationship between the subject data and the initial and check parity data in tum defines the
structure and logical operation of ECC generators 104 and 116. It should be noted that the
relationship between the 'subject data and the initial panty data is identical to the relationship

between the subject data and the check parity data.



15 initial parity data is what subsequently enabl es detection of single
errors involving one or nore bits in a byte of the subject data and
is described in greater detail below. An error in data refers to a
di fference between data stored at a particular address within nmenory system
100 and data subsequently retrieved fromnenory system 100 at that
particul ar address. ECC generator 104 supplies to a nenory
storage 110 the subject data and the initial 20 parity data through
buses 106 and 108, respectively, both of which are connected between ECC
generator 104 and menory storage 110. Menory storage 110 stores the subject
data and the - initial parity datazat a particul ar address which is
speci fied by address data received through address |lines 130. For
exanple, if nmenory storage 110 includes nenory devices (not shown)

whose ext er nalThgladiRwail i98n 8%nptd Fhich (IB)ktritiet thel definitidh By afaehix Hof 8 vhhsishigat a
I ncl udes 128 bits of data 25 and the parity bits include 16 bits o

data, si Retwean gubfict date landparsy falde Vi S A 5bpws ahblustinjve exarepe af 2 matrix H3, at
L
each suche/BmpoYitél@ats Ge32 IREInSHidhCh, 4 thafledith of the parity @R sy1 61 THeUEAgtNBE Ch
32? éSt o ?hels%zgject:)tl c%a?a i(gfthesrgftc)){'eelcét bigas%%e ?hnedco%p)égi?g Qatz(l %n%}udtgé gnsly ?}Ie slulgleétl daalta fx{z‘irthg Y
associated initial panity data. Figure 3B shows that a check column vector C3 is the result of
boolean matrix multiplicaiion of matrix H3 by a composiie column vector D3. Check column
vector C3 has a single column and n rows and has as elements bits ¢,, ¢,, ¢;, ¢,, €, C4, €,, and ¢,.
Composite column vector D3 has a single column and m rows and has as elements bits d,, d,, d;,
10 d,, ds, d, d;, and d;, which represent the subject data, and bits p,, p;, ps, Ps. Ps> Pe> P7» a0d Py,
which represent the initial parity data.
Figure 3C shows n equations 310 resulting from the boolean matrix multiplication
represented in Figure 3B. Setting bits ¢,, ¢,, ¢s, C,, Cs, G, €, and ¢, to zero (0) yields equations
320 (Figure 3D). For example, parity bit p, is the output signal produced by an exclusive-OR
15 gate to whose input lines data bits d,, d,, and dq are applied. Additionally, parity bit p, is the
output signal produced by an exclusive-OR gate to whose input lines data bits d,, d,, and d, are
applied. As described above, ECC generators 104 and 116 (Figure 1) are identical and use
equations 320 (Figure 3D) to derive paﬁty data from the subject data. Alternatively, ECC
generator 116 (Figure 1) uses equations 310 (F igﬁre 3C) to generate check data directly without
20 deriving check paﬁty data from the subject data as an intermediate step. The relatively low
weight of matrix H3 ensures that logic of ECC generators 104 and 116 (Figure 1) is substantially
minimal, and the relatively even distribution of the weight throughout matrix H3 (F igure 3A)
ensures that no one of parity bits p;, Ps, Ps» Ps» Ps, Ps» P12 OF ;5, requires substantially more logic
within ECC generators 104 and 116 to generate than is required to generate any other of the

25 parity bits.

Construction of Matrix H

The propertiés described above of matrix H, which defines the derivation of initial parity



-7- for each address and which includes eighteen (18) nenory

devi ces whose cells store eight (8) bits of data each is
conventional and well-known and is not further described herein.

The subject data and parity data are subsequently retrieved from nenory
storage 110 by specification of the particular address by address
data received through address lines 130. The 5 subj ect data are
retrieved frommnmenory storage 110 and transmitted through a bus 112 to
anot her error correction code (ECC) generator 116, and the initial
parity data are retrieved from nmenory storage 110 and transmtted
through a bus 114 to error correction and detection circuitry 118. In

one enbodi nent, ECC generator 116 is identical to ECC generator 104 and
produces check parity data mhfbh ECC generator 116 then asserts on
a bus 122 which is connected to error correction and detection
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10 maximuim number of bits of subject data which can be checked for errors in accordance with the

present invention using n bits of parity data is given by the following equation (1).

2::.'4‘1
ndarabin = { 9 ) - 8 (l)

-~

Processing according to logic flow diagram 400 (Figure 4) assumes that n, i.e., the number bits of
parity data, is an integer multiple of four (4). Assuming for the purposes of illustration that the
subject data is 128 bits in length, sixteen (16) bits of parity data are required to check for errors in

15 the subject data in accordance with the present invention. Using equation (1), sixteen (16) bits of
parity data can check up to 228 bits of subject data and twelve (12) bits of panity data can check
up to 48 bits of subject data. Since the subject data is 128 bits in length and the parity data is
sixteen (16) bits in length, matrix H has sixteen (16) rows and 144, i.e., the sum of 128 and
51xteen (16), columns. '

20 Processing transfers from step 402 (Figure 4) to step 404 in which a signature vector is
constructed. The signature vector is used both (i) to construct matrix H and (ii) to detect errors
involving three (3) or seven (7) bits of a byte in accordance with properties (c) and (g) of matrix
H as described above. The signature vector is n/4 bits in length and is unique from all base
generating vectors and all building block vectors used to construct matrix H. Base generating

25 vectors and building block vectors are described in greater detail below. In one embodiment, the



20 data which include only bits of data whose |ogical value are zero
I ndi cate that no errors are found in the retrieved subject data,
and the subject data are accordingly passed from bus 120 t hrough

error correction and detection circuitry 118 to data output |lines 124

(Figures 1 and 2). The check data are passed from
conparat or 202 through a bus 206 to an OR gate 204 whi ch produces
on an error status line 126 an error signal having a first |ogical value,
e.g., a 25 |l ogical one (1), if any bit of the check data has a | ogical
val ue of one (1) or a second |ogical val ue, e.g., a logical zero
(0), if all bits of the check data have |ogical values of zero (0). Bus 206
is al so connected to error -correction logic 208 which (i)

determ nes according to the check data received t hrough bus 206
whether the error is correctable, i.e,, whether only a single bit of the

subj ect data
signature vector is a column vector which has n/4 rows of bits, all of whose logical values are one
(1). In this illustrative example, n is sixteen (16) so the signature vector is a column vector of four
(4) bits all having a logical value of one (1). A signature vector whose elements are all bits having
a logical value of one (1) has been found to result in a matrix H which is particularly low in

5 weight and whose weight is particularly evenly distributed. The weight of the signature vector is
odd if the number of bits of the signature vector, and therefore the number of bits whose logical
value is one (1), is odd. Conversely, the weight of the signature vector is even if the number of
bits of the signature vector, and therefore the number of bits whose logical value is one (1), is
even,
10 Processing transfers from step 404 to step 406 in which a number of base generating

vectors are constructed. Specifically, the number of base generating vectors is q which is given by
the following equation (2):

2.
4

q=2 @)
Each of the base generating vectors is equal in dimension to the signature vector, i.e., has
one column and n/4 rows. In this illustrative example, each base generating vector has one (1)
15 column and four (4) rows since sixteen ('1 6) divided by four (4) is four (4). The constructed base
generating vectors are distinct frdm one another and each base generating vector has an even
weight if the signature vector has an odd weight or has an odd ‘weight if the signature vector has
an even weight. In this illustrative example, the signature vector has an even weight.
Accordingly, each of the base generating vectors has an odd weight and is unique among the
20 .Eonstmcted base generating vectors. Figure 5 shows an illustrative example of the base
generating vegtors which are constructed in step 404 and which are denoted by bg(j), in which j is
an integer between 0 and g-1 inclusive.
Processing transfers from step 406 to step 408 in which a number of constituent matrices
are constructed. As described more completely below, some of the constituent matrices are

25 combined to form matrix H. Step 408 is shown more completely as logic flow diagram 408



- 8- or retrieved initial parity data is in error, and (i)
corrects the error in the data received through bus 120 prior to
asserting the data on data output lines 124 if the error is correctable. In
addi tion, error correction |logic 208 produces on an error
correction status line 128 an error corrected signal which has a
first logical value, e.g., a logical one (1), if an error has been
corrected or has a 5 second | ogi cal value, e.g., a logical zero (0),
ot herw se. Thus, errors in the subject data or in the
retrieved initial parity data stored in nenory storage 110 are
detected by conparison of initial parity data generated by ECC generator
1104 from subj ect data received through data input |lines 102 and
stored in nenory storage 110 to -15theck parity data generated by ECC
generator 116 from subject data subsequently retrieved from 10 menory
storage 110. If the initial parity data is equal to the check parity data,
t he subj €Eiguata)an which processing beging With stpm F92. yIndaeradt o araiberris bé’t“f jock

conver s &l begorsart BSeliibd EacRBE Ind 1R biScll Phcr GIUR b Qabd imencions as u&heck

parity daf an error signal so In

pr Oduced %ﬂa@ié et ldadcdBed above and i$ td8trdd26d adcordiaiglid the fn!lowingtdqeatdmt(é}:t ed
error term ned by error correction |logic 208 (Figure 2) to be
correct abI e, the error igpEQrzeskedsgny an error correc@?ad signal so

I ndicating is produced on” 15 error correction status |line 128.
Derivation of Parity Data by ECC Generators As descri bed
briefly gheyeatiohlt®), &pBik fsiabutléing viatk ewtafcormabddndingpabase\sestattingarctocHien(
part St Y and bg(k), (ii) j and k are integers between 0 and g-1 inclusive and are not equal to one another,

(iii) bs is the signature vector described above, and (iv) the plus sxgn (“+™) represents a modulo-2
addition operation. A modulo-2 addition operation is functionally equivalent to an exclusive-OR
operation. A building block vector is constructed for each possible combination of j and k in
equation (3). Figure 7 shows the building block vectors constructed in accordance with step 602
10 for the illustrative example of Figure 3.
Processing transfers from step 602 (Figure 6) to step 604 in which a constituent matrix
h(j,k) is constructed for eacﬁ building block vector bbjk constructed in step 602. Each constituent

matrix h(j,k) is constructed according to the following equation (4).

{bbjk bg(j) bg(k) bg(k) bbjk bg(k) bg() bg(h]
ho - |50 B bg(k) bg(j) bg(k) bbjk bg(j) bglk) @
7 \bg(i) bg(k) bbjk bg()) bg(k) bgy) bbjk bg(k)

\bg(k) bg(k) bg(j) bbjk bg() bgl) bgk) bbjk

As described above, building block vector bbjk and base generating vectors bg(j) and bg(k) are all

15 ‘column vectors having one column and n/4 rows. Each constituent matrix h(j,k) therefore has
eight (8) columns and n rows of bits. In this illustrative example, n is sixteen (16) and n/4 is
therefore four (4). Accordingly, each constituent matrix h(j,k) has eight (8) columns and sixteen
(16) rows of bits.

As described above, all base generating vectors generated in step 406 (Figure 4) are
20 distinct from one another. Accordingly, bg(j) is distinct from bg(k). In addition, building block

vector bbjk is distinct from bg(j) and bg(k) since bbjk has an odd weight if the signature vector



20 data by ECC generator 104 and ECC generator 116, respectively,
enabl es detection of single errors involving one or nore bits in a
byte of the subject data. At the core of the derivation of parity
bits fromthe subject data is a check matrix which is referred to herein as
matrix H Matrix His a mtrix of bits and has a nunber of rows
equal to the nunber of bits in the initial parity data and has a
nunber of columms equal to the sum of the nunber of bits in the initial
parity data and 25 the nunber of bits in the subject data.

As descri bed nore conpletely bel ow, each colum vector of matrix H

corresponds to a particular bit in conposite data which includes
both the subject data and the initial parity data. An error

involving a single bit in the conposite data produces check data on bus 206
f FI— Jure hiz an odd weight and base generating vectors have an even weight or has an even weight if‘the_
“signature vector has an even weight and base generating vectors have an odd weight. As a result,
the columns of constituent matrix h(j,k) are distinct from one another. In addition, since each
base generating vector is distinct from all other base generating vectors constructed in step 406
5 (Figure 4) and building block vector bbjk is.distinct from all other building block vectors
constructed in step 602 (Figure 6), each of the columns of constituent matrix hj, k) is distinct
from all columns of all other constituent matrices constructed in step 604. Furthermore, all
constituent matrices constructed in step 604 have the properties described above for matrix H.
As described above, the modulo-2 sum of all eight (8) column vectors'of a constituent
10 matrix of matrix H is a column vector having a specific pattern. The specific pattern of the
modulo-2 sum of all eight (8) column vectors of constituent matrix h(,k) is given by the following

equation (5) in which the plus sign (“+”) denotes modulo-2 addition:

[bg(/)+bg (k)]
%bg(j)»rbg(k)
|0g(/)+bg(k)

bg(j)+bg(k),

(3)

It is appreciated that the columns of constituent matrix h(j,k) have these properties
regardless of the pariicular order of the columns within constituent matrix h(j,k). Accordingly,
15 the columns shown in equation (4) can be reordered without affecting the effectiveness of matrix
H constructed from constituent matrix h(j,k) as described below. It is further appreciated that,
given that the columns of constituent matrix h(j,k) have the properties described above, fewer
than eight column vectors of constituent matrix h(j,k) can be used to detept one or more
erroneous bitsin a data segment having as many bits. For example, any four column vectors of
20 constituent matrix h(j,k) can be used to detect one or more erroneous bits in a nibble of data to
thereby implement an S4ED system.
After step 604, processing according to logic flow diagram 408, and therefore step 408

(Figure 4) completes. From step 408, processing transfers to step 410 in which matrix H is



which is accurately represented by a colum vector of matrix H which

corresponds to the erroneous bit. A colum vector accurately
represents check data on bus 206 when the col umm vector has a
nunber of elenments equal to the nunber of bits in the check data and each
el enent of the col umm vector accurately represents the | ogical

val ue of a respective one of the bits of the 5 check data. Errors in

multiple bits of the conposite data produce check data on bus 206 which is
accurately represented by the nodul 0-2 sum of the colum vectors of matrix
H whi ch correspond to the respective erroneous bhits.

Matrix His constructed of constituent matrices, which have eight colum
vectors as - descri bed nore conpl etely bel ow, and has the follow ng
properties: 10 (a) Each colum vedfor of matrix His odd weight and
uni que anong the colum vectors of matrix H | n addition,

each 1 ndi vi el & BLH. YERHRLaGhalBL ebiitlore i S 40RC M SR B tvcted from
nodul 0-2 § of any two, Thre® ™4 our, tive, six, seven, and el ght col um
vect or s otomtituent matrices h(j,k) and am idettity wekrix ofaiimensioofh assliawnxin theafollclemgr i bed
bel ow. Thus, _ch?ék data which is accurately represented by
a colum §¥¥H8PYf matrix Hindicates that the only erroneous bit of the 15

conposite data is the hit at’ the position wthin the conmposite data
corresponding to th& = Lkl h(2,42) A(iddS) ti-oft within matrix bf the col um
vector. Accordingly, a single-bit error in the conposite

data is easily.detec and, carrected. ..o~ um of
ot (3 eGS0 s AR sl RSy p cotprns and WHoms of O, [HILILIF K11,
non- zer o gAd KIirelReias baveay@ mdrgil dletusivEa(UB j1, f#yndjBrdormot eyl ki, k8, dnddk3( 2)

bits in a byte 20 .. of 1. Cc site. a pr.oduyces on.bus 206
check dat éesﬁ%t‘i}i"ﬁlgxHﬂeé%?ﬁmqﬁ?ﬁ?pﬂérénﬁpn@m’ ‘mde(’fg) 15 quue%od‘? algi:t[hgr Wth a
| ogi cal vabmgin@forRMembkik-g.The check data produced by an error involving two

(2) bits of the conposite data is ac.cordi.ngly represented by a non-zero
col utm vect or  Step 410 is shown in grentgy eigjl 2sdogiy Bav Wit 410AFigare Drin WREBI vi ng t wo

(2) bits ip?oge?s?r{gege%{n(sa w(%ItithEe!p%'ﬂ.i ?xp?t% §Olf i3 Mufhber of constituent matrices h(j,k) which are
10 included in matrix H is determined. Each bit in the subject data correspdnds to a column vector
ofa constiiuent matrix of matrix H. Since each constituent matnix h(j,k) has eigﬁt (8) column .
vectors in one embodiment, the number of such constituent matrices which are included in matrix
H is equal to the number of bits of subject data divided by eight (8). In the illustrative example
described above, the number of bits of subject data is 128. Accordingly, sixteen (16) unique
15 constituent matrices h(j,k) are included in matrix H.

Processing transfers from step 802 to step 804 in which the weight of each constituent
matrix h(j,k) is determined and the constituent matrices h(j,k) are sorted in order of ascending
weight. In this illustrative example, the sixteen (16) constituent matrices h(j,k) having the least
weights are selected since sixteen (16) constituent matrices h(j,k) are to be included in matrix H as

20 determined in step 802. As illu.strated in the above description corresponding to Figures 3A-D,
‘lower weight in matrix H results in reduced complexity in the corresponding circuitry of ECC
generators 104 and 116 (Figure 1). Thus, it is preferred that matnix H is constructed with a
relatively minimized weight. However, it is appreciated that matrix H will have the properties
described above without performance of step 804 (Figure 8), albeit with perhaps an increased cost

25 in added circuitry in ECC generators 104 and 116 (Figure 1).

Processing transfers from step 804 (Figure 8) to step 806 in which the constituent



correctable error involving a single bit since an error involving a single

bit produces check 25 data represented by a colum vector of
odd wei ght. (c) The nodul 0-2 sum of any three (3) columm vectors
of a constituent matrix of matrix His a col um vector

which (i) includes the signature vector, which is a vector used to derive

matri x H and which is non-zero and which is described in greater detail
bel ow, or (ii) is

-10- distinct fromall individual colum vectors of matrix
.H. Thus, any error involving three (3) bits in a byte of
the conposite data produces on bus 206 check data represented by a

col um vector which includes the signatuge vector or which is distinct from
al | individual

matrices h(j,k) selected in step 804, or alternatively any sixteen (16) constituent matrices h(j,k),
are combined with an identity matrix [ having n rows and n columns according to equation (6)
above to form matrix H. From step 806, processing according to logic flow diagram 410, and
therefore step 410 (Figure 4), completes. Processing transfers from step 410 to step 412.
S As described above with respect to Figures 3A-D, matrix H defines the relationships

between the subject data and the parity data. In step 412, the relationships between the subject
data and the parity data defined by matrix H are implemented in ECC generatoré 104 (Figure 1)
and 116 such that the parity data is derived from the subject dz-ita according to matrix H in the
manner described above, e.g., with fespect to Figures 3A-D.

10

Single-Bit Error Correction

As described above, error correction logic 208 (Figure 2) detects and corrects errors in
the composite data involving only a single bit. Each of the column vectors of matrix H is equal to
check data produced on bus 206 (Figure 2) in response to an erroneous bit within a composite

15 column vector, e.g., composite column vector D3 (Figure 3B). The position within matrix H,
e.g., matrix H3, of the column vector represented by the check data on bus 206 (Figure 2)
corresponds to the position within the composite column vector, e.g., composite column vector
D3 (Figure 3B), of the erroneous bit. ‘Suppose, for example, that data bit d, of composite column
vector D3 is in error. From equations 310 (Figure 3C), bits c,, ¢, and ¢; of the check data on bus

20 206 (Figure 2) each have a logical value of one (1), and check bits ¢,, c., ¢, ¢, and ¢; each have a
logical value of zero (0). These values are represented by the third column vector of matrix H3
(Figure 3B) and therefore indicate that the third bit.in composite column vector D3 is in error.
This is appropriate since the third bit in composite column vector D3 is data bit d;, which is the bit
in error. | -

25 Error correction logic 208 (Figure 2) compares a column vector which accurately
represents check data produced on bus 206, which is sometimes referred to herein as the check
column vector, to each individual column of matrix H, e.g., matrix H3 (Figure 3B). If the check

column vector is equal to an individual column vector of matrix H, a correctable error is detected.



colum vectors of matrix H An error involving three (3) bits is therefore

di stingui shable 5 froma correctable error involving a single
bit. (d) The nodul 0-2 sum of any four (4) colum vectors of a
constituent matrix of matrix His a non-zero col um vector

of even weight. Thus, any error involving four (4) bits in a byte

of the conposite data produces on bus 206 check data having an even,
non-zer o nunber ofbits with a | ogical value of one (1). The
check data produced by an error involving four 10 (4) bits of
the conposite data is accordingly represented by a non-zero colum vector
havi ng an even weight. An error involving four (4) bits is therefore

di stingui shabl e from a -tbrrectable error involving a single
bit since an error involving a single bit produces check
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involving f d‘%é\g‘le (5 éHg}hto\é &i\&gérﬁikft‘g&rgjf{c Z&ehké?rrr%%)sﬁofrgc%ltge groanuces on bus 206
check data croempsseintaebd lchg}cahn&g@ﬂmmmf thegaziongousbit wheni ascodtcsahlm@’rorﬁsrd;mca:kﬂ The

:c InSIew( g;’l aL %J@Je&m;[ahereé v sé'd&if r{ec%cahis Sahsgﬁ%eé)r;dapa gnut lin'?zl's ]ﬂIDyeerrrro(?[:orlreQ:\t/xgrll ving
correct abl elogic 208. Emmcclonrmgnabgm 208 laBo IpfdduceROn error cofréction stathhneni2dth @rrdr SUM
of any six (6) ¢ vectaors .o onstitu ixX His

non- zer o co‘% r’)ﬁﬁteggﬁﬁpav&g %3&05}@? &ﬁ‘te °§ h?fkee( Mt c8’??°&bpleﬁ\9615\flﬁ"l&e%f”%j (6)
bits in a bydr@cted by error correction logic 2086 aGedtRO Bigical vaiat 2. g0 zeBUOL F nBRokESabEO6

check data having an even, non-zero_ nunber of bits with a
| ogi cal val HET GYE5HFateg by eTTQHOTEFHORIOZIA . produced by an error involving six
(6) 10 If an erf in¥oREs hiie 1RAIROSE tand@hpolis iBaCRE HeBOkNa 5;%@&&3 ept ed
by a non-zero colum vector having 25 ~an even vvel ght. An error

i nvol vi ng sPue 206)s apsurately seprarentiesdt Ryrtee BPde-Agim sHabeuniy satogs of matrix H which

correctabl eccﬁfeE;?H’nd kT eRhivh Mh@eﬁbd&guﬁoxt@iﬁthé&dﬁ%sxé’loﬁ&ﬁ%ctbr‘"é’@| Voishsie Si Ngl e
bit produces check data representing a cof urm vector of odd

wei ght . column veeigy D3 (HiguredBoluF o-ezampipnticitadity ds éw et & ) posibustivovdeseons of
a constitueg(, e, F@ﬁerch\)/(d)? tmt%tc&lnﬁosﬁe tSlumn vector D3 are in error; the check data produced on

15 bus 206 (Figure 2) is accurately represented by the modulo-2 sum of the second, third, and fifth
column vectors of matrix H, which is matrix H3 (Figure 3B) in this example. As described above
as a property of matrix H, the modulo-2 sum of any two, three, four, five, six, seven, or eight
column vectors of matrix H is non-zero and is distinct from any of the individual column vectors
of matrix H. As a result, the error is detected, since the check data are non-zero, and the error is

20 distinguished from a correctable error, since the check data are not represented by any column

vector of matrix H.

Use of Memory system 100 in a Computer Svstem

Memory system 100 is used in a computer system 900 (Figure 9) to provide reliable
25  memory access within computer system 300. Most computer systems in use today are of the
general architecture shown in Figure 9. Computer system 900 includes a processor 902 which is
coupled thfbugh a bus 904 1o memory system 100. Processor 902 fetches computer instructions

from memory system 100 through bus 904 and executes the fetched computer instructions.



a colum vector which includes the signature vector. Thus, any error

I nvol vi ng seven (7) bits in a byte of the conposite data
produces on bus 206 check data representing a colum vect or
whi ch includes the signature vector. An error involving seven (7) bits is
di stingui shable froma correctable error involving a single bit since no

columm vector of 5 matrix H includes the signature vector.
(h) The nodul 0-2 sum of all eight (8) colum vectors of a constituent
matrix of matrix His a col um vector having a specific

pattern which is non-zero and is described in greater detai
-20-

Processor 902 also reads data from and writes data to memory system 100 and mass memory 910
which is also coupled to bus 904. Processor 902 can be, for example, the SPARC processor and
computer system 900 can be the SPARCstation workstation computer system, both of which are
available from Sun Microsystems, Inc. of Mountain View, California. Sun, Sun Microsystems,

5 and the Sun Logo are trademarks or registered trademarks of Sun Microsystems, Inc. in the
United States and other countries. All SPARC trademarks are used under license and are
trademarks of SPARC Intemzitional, Inc. in the United States and other countries. Products
bearing SPARC trademarks are based upon an architecture developed by Sun Microsystems, Inc.

Computer systein 900 also includes one or more user input devices 906, which can include

10 without limitation a keyboard and an electronic pointing device such as a mouse, trackball,
lightpen, digitizing tablet, and/or touch-sensitive pad. A user manipulates user input devices 906
10 generate and transmit user-generated command signals through bus 904 to processor 902
which takes appropriate action in response thereto according to computer instructions fetched
from memory system 100. In response to computer instructions fetched from memory system

15 100, and sometimes in response to user generated command signals received from user input
devic.es 906, processor 902 transmits data and control signals to one or more output devices 908
for display to a user. Qutput devices 908 can include without limitation printers and computer
display devices such as cathode-ray tubes (CRTs), light-emitting diode (LED) displays, and liquid
crystal displays (LCDs). '

20 When processor 902 writes data, i.e., the subject data, to memory system 100, initial
parity data are generated and stored within memory system 100 as described more completely
above. Processor 902 specifies a particular location within memory system 100 at which to write

_.the subject data by asserting through bus 904 on address lines 130 address data which specify a
particular address within memory system 100. The initial parity data generated and stored within

25 memory system 100 are associated with the same address at which the subject data are stored.
Processor 902 then subsequently retrieves the subject data by asserting the same address data on
address lines 130 through bus 904 duh'ng a read operation. Errors in the subject data or initial

parity data are detected, and corrected if only a single bit is in error, in the manner described more



bel ow. Thus, any error involving all eight (8) bits in a byte of the

subj ect data produces on bus 206 check data represented by
t he col unmm vector having the specific pattern. An 1 0 error
involving eight (8) bits is distinguishable froma correctable error
involving a single bit since the specific pattern is
distinct fromall individual colum vectors of matrix H. (1)

The nunber of bits of matrix H having |ogical values of one (1) are
substantial ly m nim zed and such bits of matrix H are
substantially evenly distributed through matrix H. As a
result, logic required to i nplenment ECC generators 104 and 116 (Figure ])
and error 1 5 correction logic block 208 (Figure 2) is
relatively mnimal and optinal. As descri bed above, matrix
H has n rows and m colums where n is the length in bits of t he
initial parity data and mis the lengtbh in bits of the conposite data.
Matrix His defined such that a boolean matrix multiplication of
matrix H by a colum vector, which represents the conposite data
and which is sonetines referred to as the conposite colum vector, yields a
20 columm vector, which represents the check data produced on bus 206
and which is sonetines referred to as the check columm vector

Si nce t henulieell aberea Pmrcbas9@0®tmezémovm imthegpljent data or initial pardy @ata
present,. R vect or nd ore the

buat 1 ons TESHieR By R Bt but 8B 55T @ en o RELBY b e Po 08P  alleR ¢
by the caspetind Ezsomhum copbddas bud T4z SimilaBf proessdit®2 determines thitQ@i ek in

rel ati onshi p between the subject data .and the initial and check parity
data. Thide|shyjpd&F parsy datais °°FT6<F‘54 Pioisesivipe Beewssdus Prbasemr sereiet 88hd t he

i ni &i al gr%quséa g %%Xéteﬁﬁto@ ohRrbMEgh G g% sfnh'be128w hich is éls%E&hS‘Péd‘& %u ”d

| ogi cal erati generators 104 and 116. ote
t he 904 rel ationship between the subject data and the initial parlty
,([j ﬁtea Cihz Cikdgg.f’ *3 Cal § Cbé)tzrégn traEe %plrgprr]tate #tion if an error 1% subjec‘? Iaata rr]gngvléglﬁ%% data and
memory system 100 is detected. For example, if a corrected error is detected in subject data
retrieved from memory system 100, processor 902 can cause a warning message to be displayed
10 to a user through output devices 908 that a memory error is detected and corrected. Since the
memory error is corrected, processing by processor 902 can continue normally. If an uncorrected
error is detected in subject data retrieved from memory system 100, processor 902 can cause an
error message to be displayed to the user through output devices 908 and can abort processing. It
is appreciated that many other actions can be taken by processor 902 in response to detected
15 errors in retrieved subject data from memory system 100, |
In one embodiment, the design of ECC generators 104 and 116 (Figure 1) as described
above, i.e., the denvation of equations 310 (Figure 3C) and equations 320 (Figure 3D) according
to which ECC generators 104 and 116 (Figure 1) are designed, is performéd by an apptopriatcly
programmed computer. In addition, ECC generators 104' and 116 are realized in software which
20 executes within a computer in an embodiment of the present invention.
The above description is illustrative only and is not limiting. The present invention is

limited only by the claims which follow.



-12- The followng is an exanple which illustrates the
definition by matrix H of a relationship bet ween subj ect data and
arltﬁ data. Figure 3A shows an illustrative exanple of a matrix H3,

whlml I‘ ”lﬂimmuﬂ’m’ a manner described nore conpletely bel ow and in which
the conposite data, is 32 and in which n,

i.e., the Iengtsh of the parity data, is 16. The length of 5 t he subj ect

data is therefore 16 bits since the conposite data includes only the

subj ect data and the associated initial parity data. Figure 3B

shows that a check columm vector C3 is the result of bool ean

matrix multiplication of matrix H3 by a conposite columm vector D3. Check

col um - vector C3 has a singlg colum and n rows and has as

el enments bits c[err], c[err], c[err], f?[err], cfer], c[rer], c[err], and

clerr]. Conposi te col um vector D3 has a si ngl e col um and m rows
and has as elements bits HF&ryY ) *dlefr), *aferty "> %"

What 1s claimed is:

w

1. A method of constructing error correction code generating circuitry in a memory,
the method comprising:
(A)  constructing a signature vector,
(B)  constructing two or more mutually distinct base generating vectors, each of
which has an odd weight if the signature vector has even weight or has an even weight if
10 the signature vector has odd weight; .
(C)  for one or more combinations of two of the two or more base generating
vectors, performing the following steps:
® constructing a building block vector from the signature vector and
the two base generating vectors; and
15 (i) constructing a constituent matrix which includes one or more
vectors each of which:
(1)  includes a concatenation of one or more instances of the

building block vector and one or more instances of at least one of the two

base generating vectors; and
20 (2)  isdistinct from all others of the one or more vectors of the
constituent matrix;
(D) combining the one or more constituent matrices with an identity matrix to
form a check matrix; and
(E)  assigning a fixed value to a check vector, which is the matrix product of the
25 check matrix and a composite vector which in turn includes subject data bits and
associated parity bits, to define relationships between various states of subject data stored
in the memory and valid parity data which corresponds to each of the states and which is

stored in the memory;

This Sheet Has Been Replaced

i




10 dierr], d[err], d[err], d[err], and d[err], which represent the
subj ect data, and bits p[err], p[err], p[err], p[err], p[err], p[err],

p[er which represent the initial parity, data.

Fig Iﬂm ﬂ‘ﬁim,mpatl ons 310 resulting fromthe bool ean matrix

mul ti=pliccati o represented in Figure 3B. Setting bits c[err],
clerr], cl[err], c[err], c[err], c[err], c[err], and c[err] to zero (0)

yi el ds equati ons 320 (Figure 3D). For exanple, parity bit p[err]
is the output signal produced by an exclusive-OR 15 gate to whose i nput
lines data bits d[err], d[err], and d[err] are applied. Additionally,

parity bit pl[err] is the out put signal produced by an excl usive-OR

gate to whose input lines data bits d[err], dlerr], and d[err] are

applied. As described above, ECC generators 104 and 116 (Figure 1) are

i dentical and use equations 320 (Figure 3D) to derive parity data
fromthe subject datlreifiteaighatura @cyor iEGEque with respegeneschtodrheblidiofiblpgke 1)
uses equations 310 (Figure 3C n te check data directly w thout 20
deri vi ng checkves®rs and Wit @sHee Mqaﬁ‘éofsﬁs B BUSBHG LA 51 nt er medi ate st ep.
The relatively | ow wei ght of ITB.tI’IX H3 ensures that |ogic of ECC
generators 104 and 116 (Figure 1) is substantially m ni mal , and

E:,R)e relatively; eVenTliﬁrrﬁ]éthédOéﬂ(tl@lm DFurtHaeccvbﬁin%shtg thersrpgiiout matrix H3 (Figure
ensures that no one of parity bits p[erLr [ery], rr].,
plers], plerr], p[eferfisuppgeirqitry ‘BF‘%P’&deesrP@E]‘EN Ea&g ﬁg%‘tﬁ&%ﬁt‘{ !';?chg‘L ﬁtﬂgé

| ogi c r 104 and 116 to generate than is
required to getrl?g\rl\% Je}m%gs 9&% ?‘HEZ parity bits.
Construction of Matrix H The pr operti es descri bed above

of matrix H Wh.l ch ’%?J rIth gd E)p 81 de'i %}elxnotr}]le%}cgrmlzatglret \I/cackor 2 eYement bits; and

further wherein each of the two or more base generating vectors has m element

10 bits.

4. The method of Claim 3 further comprising the step of:

determining a requisite number n of parity bits for detection of errors in subject

data stored in the memory.

15

5. The method of Claim 4 wherein each of the one or more vectors of each

constituent matrix has n element bits.

6. The method of Claim 4 wherein n is an integer multiple of m.
20

7. The method of Claim 4 wherein n is four times m.

8. The method of Claim 4 wherein the identity matrix has n'rows and n columns.
25 9. The method of Claim 1 wherein each of the vectors of step (C)(ii) is a

concatentation of (a) one or more instances of the building block vector, (b) one or more

instances of a first of the two base generating vectors, and (c) one or more instances of a second

* of the two or more base generating vectors.
This Sheet Has Been Replaced
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- 13- data and check parity data fromthe subject data by ECC
generators 104 and 116, enable the detection of errors involving
one or nore bits in a byte of the subject data as descri bed above.

The trix H, which is described i nmedi ately bel ow, ensures
t hat '&MWWM,LIIT t he above-descri bed properties. Logic flow
di agram Illustrates the construction of 5 matrix H and

of ECC generators 104 and 116 therefrom Processing according to logic flow
di agram 400 begins in step 402. In step 402, the dinensions
of matrix H are determ ned. As described above, matrix H has n rows
and ‘m col umms, where n is the nunber of bits of initial parity data and m

is the | ength- of t he conposi te*tata, i.e., the nunmber of bits of
conbi ned subject and initial parity data. The
10. The method of Claim 1 wherein each of the element bits of the signature vector has

a logical value of one.

11.  The method of Claim 1 wherein the building block vector is the modulo-2 sum of

5 the signature vector and the two base generating vectors.

12. The method of Claim 1 wherein the fixed value is a vector whose element bits all

have a logical value of zero.

i0 13. The method of Claim 1 wherein one or more vectors of the constituent matrix

consist of eight (8) vectors.

14. The method of Claim 13 wherein the eight (8) vectors of the constituent matrix
include:

15 (1)  avector which is a concatenation of the following vectors in the following
order: the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector,

(2)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the building block vector, the second base

20 generating vector, and the second base generating vector,

(3)  a vector which is a concatenation of the following vectors in the following
order: the second base generating vector, the second base generanng vector, the building
block vector, and the first base generating vector;

_(4)  avector which is a concatenation of the following vectors in the following

25 order: the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

(5 a vector which is a concatenation of the following vectors in the following

order: the building block vector, the second base generating vector, the second base
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10 maxi mum nunber of bits of subject data which can be checked for
errors in accordance wth the present invention using n bits of
parity data is given by the follow ng equation (1).

n (1) Processi ng accordi ng
tg?mﬂ,mmnm{/]’my#ﬂ! m 400 (Figure 4) assunes that n, i.e., the nunber bits
of * ¢ U parisy«Qata, is an integer nultiple of four (4). Assuning for

t he purposes of illustration that the subject data is 128 bits in

| ength, sixteen (16) bits of parity data are required to check for errors
in 15 the subject data in accordance with the present invention. Using
equation (l), sixteen (16) bits of parity data can check up to 228
bits of subjeet data and twelve (12) tXxs of parity data can check

up to 48 bits of subject data. Since the subject data is 128 bits in |ength

and the parity data is si xteen- (16) bits in length, matrix H has
si xteen (16) r%RRETAHRRIveLsy, and the first base genefading Yo®omnd si xt een (16),
col ums. 20 b E 4 Fi gu 4) to
Step 404 in uhich A%bi gt Rasnic, ddrEnalb of BATRIAR, Shtors ot o

vector i s usedordet the(sedontl baseqesernting venmt,rth biildarpobl¢dk Yecton, tHefigebaser r or s

involving three (3) or seven (7) hits of a byte in accordance with
properties (c)geggfazl?%\[eciﬁr' ﬂ’at‘é? imbbase generaupﬁég"tﬂrescri bed above. The

signgture vector ig7y/ 4 abjebdr Which BNOERAcABbLS opme%‘l?o“‘;iﬁgmc%rg iR Bollowing
generating vectors and all building, block vectors used To construct matrix

H. Base gener aeridergyth@girst base generating wetondhbfist bisa getrratoig weetot,ahsbuldimg block
described in areat el 96! Ahlo ARk ttncl lnd VS, SR TeNt, t he
(8)  a vector which is a concatenation of the following vectors in the following
order: the first base generating vector, the second base generating vector, the second base

10 generating vector, and the building block vector.

15. The method of Claim 1 wherein the one or more vectors of the constituent matrix
are selected from the group:

(1) avector which is a concatenation of the following vectors in the following

15 order: the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector;

(2)  avector which is a concatenation of the following vectors in the following’
order: the first base generating vector, the building block vector, the second base
generating vector, and fhe second base generating ve_ctér;

20 - (3)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

4 a vector which is a concatenation of the following vectors in the following
order: the second base generating vector, the first base generating vector, the first base

25 genergting vector, and the building block vector;

(5)  avector which is a concatenation of the following vectors in the following
order: the building block vector, the second base generating vector, the second base

.generating vector, and the first base generating vector;
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-14 - signature vector is a colum vector mhich has n/4 rows of
bits, all of whose |ogical values are one

illustrative exanple, n is sixteen (16) so the si gnat uﬂﬂ' EH uﬂlliﬂ | um
vector of four (4) bits all having a | ogical A
signature vector whose elenents are all bits having oglca

val ue of one (1) has been found to result in a matrix H which is

particularly lowin 5 wei ght and whose weight is particularly evenly
di stributed. The weight of the signature vector is odd if the
nunber of bits of the signature vector, and therefore the nunber of bits
whose | ogi cal value is one (1), is odd. Conversely, the weight of
‘the signature vector is even if the nunber of bits of the
signature vector, and therefore the nunber of bits whose |ogical value is
one (1), is even. 10 ~26- Processing transfers from step

404 to step 406 in which a nunber of base generating
(6) a vector which is a concatenation of the following vectors in the following
order: the second base generating vector, the building block vector, the first base
generating vector, and the first base generating vector; _
(7)  avector which is a concatenation of the following vectors in the following
5 order: the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector,; and
(8)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the second base generating vector, the second base
generating vector, and the building block vector.
10
16. A method for detecting errors in subject data stored in a memory of a computer,
the method comprising:
generating from the subject data n bits of parity data according to logical
relationships which are between the subject data and the parity data and which are defined
15 by performance of the following steps:

(A)  constructing a signature vector;

(B)  constructing two or more mutually distinct base generating vectors,
each of which has an odd weight if the signature vector has even weight or has an
even weight if the signature vector has odd weight;

20 (C) for one or more combinations of two of the two or more base
generating vectors, performing the following steps:
6] constructing a building block vector from the signature
vector and the two base generating vectors; and
- . (i)  constructing a constituent matrix which includes one or
25 more vectors each of which:
(0 includes a concatenation of one or more instances of
the building block vector and one or more instances of at Jeast one

of the two base generating vectors; and
his Sheet Has Been Replaced
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vectors are constructed. Specifically, the nunber of base generating
vectors is g which is given by the foll owi ng equation (2):

ge;erzgteir L]g vectors is equal in di m(sﬁ?:,‘l on to the signatur e”mmm "'m m
|

one colum and n/4 rows. In this illustrative exanple, each Hase genesat
vector has one (1) 15 colum and four (4) rows since sixteen (16)

di vided by four (4) is four (4). The constructed base generati ng
vectors are distinct fromone another and each base generating vector has
an even weight if the signature vector has an odd wei ght or has an
odd weight if the signature vector has an even weight. In this
illustrative exanple, the signature vegyor has an even weight.

Accordi ngly, each of the base generating vectors has an odd weight and is
uni que anong the 20 constructed base generating vectors. Figure 5
shows an illustrative exanpl e of tHe badetinct from all othenef ditiong owvmoteovestoshi ch
.are constructed in step 404 a ﬂ@l ich are denoted by bg(j), in whichj is
an integer between 0 and g- 1 9 Hi QBTN Matnx; Processing' -
transfers fromstep 406 st ] : [ .
matrices gre cé%gtrdgﬁgggéthpﬂﬁgtrl nnr%hggﬁﬁﬁg?§§v£@§§¥ﬁﬁ sone
of the constltuent!nannn@&smanéedanmnmandconb|ned to forn1natrix H Step
408 gs shown nore conplq%gly as .o

assigning-a Exeii I\f'gu ! 2 ak vector which 1s the matrix
product of the check matrix and a composite vector which in turn includes subject
data bits and associated parity bits, to define relationships between various states
of subject data stored in the memory and valid parity data which corresponds to
each of the states and which is stored in the memory;

10 wherein the signature vector is unique with respect to each of the building

block vectors and with respect to each of the base generating vectors.

17. The method of Claim 16 wherein the signature vect.or has m element bits; and

further wherein each of the two or more base generating vectors has m element

15 bits.
18, The method of Claim 17 wherein n is an integer multiple of m.
19.  The method of Claim 17 wherein n is four times m.
20
20.  The method of Claim 16 wherein the identity matrix has n rows and n columns.
21.  The method of Claim 16 wherein the definition of the logical relationships further
comprise the step of:
25 determining n by calculating a reqmsxte number of the parity bits for detection of

errors in the subject data.

22. The method of Claim 16 wherein each of the one or r;rxore vectors of each
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(Figure 6) in which processing begins with step 602. In step 602, a nunber
of building bl ock vectors are constructed. Each of the building

bl ock vectors has the same dinensions as the

descri bed above and is constructed according to the f ol ﬂmmmmmmmm”@
bbjk = bs[err]bg(j)[err]bg(k) ¢ YnPeqdation
(3), (i) bbjk is a building block vector correspondlng to base generating
vectors bg(j) 5 and bg(k), (ii) j and k are integers between 0 and g-1
i nclusive and are not equal to one another, (itii) bs is the

signature vector described above, and (iv) the plus sign ("[err] ")
represents a nodul o-2

- _ -28-

constituent matrx has n element bits.

23.  The method of Claim 16 wherein each of the vectors of step (C)(1) is a
concatentation of (a) one or more instances of the building block vector, (B) one or more
5 instances of a first of the two base generating vectors, and (c) one or more instances of a second

of the two or more base generating vectors.

24.  The method of Claim 16 wherein each of the element bits of the signature vector
has a logical value of one.
10
25. The method of Claim 16 wherein the building block vector is the modulo-2 sum of

the signature vector and the two base generating vectors.

26. The method of Claim 16 wherein the fixed value is a vector whose element bits all

15 have a logical value of zero.

27. The method of Claim 16 wherein one or more vectors of the constituent matrix

consist of eight (8) vectors.

20 28.  The method of Claim 27 wherein the eight (8) vectors of the constituent matrix
include:
| (1)  avector which is a concatenation of the following vectors in the following

order: the building block vector, the first base genérating vector, the first base generating
vector, and the second base generating vector;

25 “(2)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the building block vector, the second base
generating vector, and the second base generating vector, ‘

(3)  avector which is a concatenation of the following vectors in the following
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addition operation. A nodul o-2 addition operation is functionally

equi val ent to an excl usive-OR operation. A building block vector is
constructed for each possible conbination of j and k in i

(3). Figure 7 shows the building block vectors construct’mm,rm'#‘m mﬂm’
with step 602 10 for the illustrative exanple of Figurecs.t 5w
Processing transfers fromstep 602 (Figure 6) to step 604 in Wmch a
constituent matrix h(j,k) is constructed for each building bl ock
vector bbjk constructed in step 602. Each constituent matrix h(j, k)

"is constructed according to the follow ng equation (4).

bbj k  bg(j) bg(k) bg(k) bbjk bg(k) bg(j) bg(j)] ]

bg(j) bbjk Bg(k) bg(j) bg(k) bbjk -B8tj) bg(k) h(J,k) = [err]

ngjkg ngtg Bbjk bgéJ) bg(k) bgéJ)_ ble(< bg(k)[err] ped
e

9 9 %(‘é%lthe Jcond ?%%Jg%rberf(tglg{)&ctgg thg secoJK}(b se cneratm vtac':b‘gxbctil(ze §Jlid

above, buil ding vec se generati ectors

bg(k) are all pidek vector, qummemg&&&,eﬁgygmt@ne coI urm and n/ 4 rows. Each
constituent matrix h(j,k) therefore has ht (8) colums and n
rows of bits. In tKﬁ)s i B Iverser ahicly & aec@@ﬁq;p@nomot”%lesbl VECUBS meihelfWOM‘i\&

therefore four d(( Sl X% gecRné gase%ex)(éra C\?CC[%O r{ﬁé hlt_rsygﬂ% §£r%¥£tmé &gl’, lﬁ)xe IS aeslight

(8) colums an
descy i bed aboyeneraldg Veane, agemartaﬁldmg biektvectsr;generated in step 406 (Figure

4) are 20 di Stl nct from one anot her. Accor.di {}% bg(j) is.distinct
frombg(k). I'n addi® on2 VBHPT Whish 137 engatenation of the jellgwing ‘tﬂﬁiq(s insthg faliowipg

frombg(j) and, B9k} bildiGEuI08] SechitSin@ReRMd b¥RI @ lratidg VeliBr, ShOQRLHE Gaskect or

generating vector, and the first base generating vector;
(6)  avector which is a concatenation of the following vectors in the following
10 order: the second base generating vector, the building block vector, the first base
generating vector, and the first base generating vector,; |
(7)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector; and
15 (8)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

29.  The method of Claim 16 wherein the one or more vectors of the constituent matrix
20 - aré selected from the group:

(1)  avector which is a concatenation of the following vectors in the following
order: the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector; -

(2)  avector which is a concatenation of the following vectors in the following

25 order:-ihe first base generating vector, the building block vector, the second base
generating vector, and the second base generating vector; |

(3)  avector which is a concatenation of the following vectors in the following

order: the second base generating vector, the second base generating vector, the building
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-16- has an odd wei ght and base generating vectors have an even
wei ght or has an even ht if the signature vector has an even

wei ght a m&mﬁ\‘ J vectors have an odd weight. As a result,

the colu matrix h(j,k) are distinct fromone another. In
addi tion, since ‘eath base generating vector is distinct from al

ot her base generating vectors constructed in step 406 5 (Figure 4) and
bui | di ng bl ock vector bbjk is distinct fromall other building block
vectors constructed in step 602 (Figure 6), each of the colums of
constituent matrix h(j,k) is distinct fromall colums of all other

constituent matrices constructed in step 604. Furthernore, all
constituent matrices constructed in st¥p 604 have the properties described

above for matri x H. As descri bed above, the nodul o-2 sum of
al | eight (8) bleFlunerieredtdghsfint base gorsitingyesior; 10 matrix of matrix His
a colum vector havigg 3 SRECIIG iPALhRaftnad iSRRIl e a8l 1R tol fing

order: the second base generating vector, the first base generating vector, the first base -
generating vector, and the building block vector;

5 (5)  avector which is a concatenation of the following vectors in the following
order: the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;

(6)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the building block vector, the first base

10 generating vector, and the first base generafing vector;

(7)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector; and

(8)  avector which is a concatenation of the following vectors in the following

15 order: the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

30. A memory system comprising error detection circuitry which results from

performance of the following steps:
20 (A)  constructing a signature vector;

(B)  constructing two or more mutually distinct base generating vectors, each of
which has an odd weight if the signature vector has even wéight or has an even weight if
the signature vector has odd weight; |

(C)  for one or more combinations of two of the two or more base generating

25 ve'ctqrs, performing the following steps:
@) constructing a building block vector from the signature vector and

the two base generating vectérs; and .

()  constructing a constituent matrix which includes one or more
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nmodul 0-2 sumof all eight (8) colum vectors of constituent matrix h(j, k)
Is given by the follow ng equation (5) in which the plus sign ("+"
denot es nodul 0-2 addition: bg(j)

A )

s cappretiated t hat the colums of constituent matrix h(j, k) have these
properties regardl ess of the particular order of the col unms
Wi thin constituent matrix h(j,k). Accordingly, 15 t he col ums shown in
equation (4) can be reordered wi thout affecting the effectiveness of matrix
H constructed fromconstituent matrix h(j, k) as described below. It is
further appreciated that, gimgn that the columms of constituent
matrix h(j, k) have the properties descri bed above, fewer t han
ei ght colum vectors of constituent matrix h(j,k) can be used to detect one
or nore enleomedash f which:n a data segnent having as many bits. For
exanpl e, any four colum vectors of 20 constituent matrijx h(j,lé) can be
used to detect one or nore efbonedtdena @nraiengtipy B[u)‘i”@ By gingtapess of the

thereby inplenment an M%Rlﬁ%@ﬁl?fﬂ vector and one or more instaAbds@Ir aSle8R 08O8f the two
processi ng according to logit ow di agram 408, and therefore step 408

(Figure 4) conpl etes. FbesaghaptizpD&ctopy,enkssi ng transfers to step 410 in
whi C? matrix His (2)  is distinct from all others of the one or more vectors of the
constituent matrix;
(D)  combining the one or more constituent matrices with an identity matrix to
form a check matrix; and
(E)  assigning a fixed value to a check vector, which is the matrix product of the
10 check matrix and a composite vector which in turn includes subject data bits and
associated parity bits, to define relationships between vaﬁous states of subject data stored
in the memory and valid parity data which corresponds to each of the states and which is
stored in the memory; .
(F)  configuring circuitry which produces parity data from subject data
15 according to the relationships defined in step (E);

wherein the signature vector is unique with respect to each of the building block

vectors and with respect to each of the base generating vectors.

31.  The memory system of Claim 30 wherein the signature vector has m element bits;
20 and
further wherein each of the two or more base generating vectors has m element
bits.
32.  The memory system of Claim 31 wherein the error detection circuitry results from
25 performance of the following step in conjunction with the previously recited steps:

determining a requisite number n of parity bits for detection of errors in subject

data stored in the memory.
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-17- constructed fromthe constituent matrices constructed in

step 408. Matrix His constructed from constituent matrices h(j, k)
and x of dinmension n as shomm in the follow ng
equaﬁlllllflﬂﬂtllllﬂllﬂiﬂlll = [h(j1.kl) h(j2 k2) h(j3,k3)

(6) In equation (6), (i) I is an
|dent|ty matrix with n colums and n rows of bits, (ii) jl, j2, j3, kl, k2,
5 and k3 are integers between 0 and g-1 inclusive, (iii) j1, j2, and j3
do not equal kI, k2, and k3, respectively, and each conbi nation

of (jI,kl), (j2,k2), and (j3,k3) is unique fromall other such

-32-

33.  The memory system of Claim 32 wherein each of the one or more vectors of each

constituent matrix has n element bits.

34, The memory system of Claim 32 wherein n i1s an integer multiple of m.

5
35.  The memory system of Claim 32 wherein n is four times m.
36.  The memory system of Claim 32 wherein the identity matrix has n rows and n
columns. '
10
37.  The memory system of Claim 30 wherein each of the vectors of step (C)(ii) is a
concatentation of (a) one or more instances of the building block vector, (b) one or more
instances of a first of the two base generating vectors, and (c) one or more instances of a second
of the two or more base generating vectors.
15
38.  The memory system of Claim 30 wherein each of the element bits of the signature
vector has a logical value of one.
39.  The me}noxy system of Claim 30 wherein the building block vector is the modulo-2
20 sum of the signature vector and the two base generating vectors.
40.  The memory system of Claim 30 wherein the fixed value is a vector whose element
- bits ali have a logical value of zero.
25 41. ~ The memory system of Claim 30 wherein one or more vectors of the constituent

matrix consist of eight (8) vectors.

42.  The memory system of Claim 41 wherein the eight (8) vectors of the constituent
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conbinations in matri x H. Step 410 is shown in greater

detail as | ogi c flow diagram 410 (Figure 8) in which processi ng
bag . In step 802, the nunber of constituent matrices
hajglui“ m ﬂ included in mtrix His determ ned. Each bit in the
suby ect & COrresponds to a columm vector of a constituent matrix

of matrix H Since each constituent matrix h(j,k) has eight (8) colum
vectors in one enbodi nent, the nunber of such constituent matrices which
are included in matrix His equal to the nunber of bits of subject
data divided by eight (8). In the illustrative exanple descri bed
above, the number of bits of subject data is 128. Accordingly, sixteen (16)
uni que 15 .constituent matrices h(j3%) are included in matrix H
Processi ng transfers fromstep 802 to step 804 in which the weight of each
consti tuent matrix h(j,k) is determ ned and the constituent
mat ri ces RatnxdGhcladee sorted in order of ascendi ng - meight In this
illustrative exanple, the sixteen (16) constituent matrices J havi ng
the | east (1Ri g vectar vhich ipa corsaiensiion of ithe QB%W‘(‘%?Ct%Tér&%theth}mmS

matrices h(j, kh'a%F Tnd eg%gbﬁ%}%gg&g o'tlﬂa tfak@%e‘ﬁ'ex@ﬁn%oector the ﬁg b5le eﬂ%gmt#'e

step 802. ustra escription orrespon Ing t

3A- D, L&t anterth@ bécohdiba¥aigtderatigreant;t s in reduced conplexity in the
correspondi ng Ci rcwtry of ECC (generat ors 104 and 116 (Fi %_ure 1)
Thus5 it is preferr@ t haveckRitvhish i ‘Halcgn BRI RE e ol YR8 yectors ‘” the 0“0“"“3

relatively m mogae?gﬁe R G ge MR S Mhe'bm gsﬁest el {RalcdmBbhdex H wil |

have the proper above w T hout perfornance of step 804
(Figure 8), al peietatingtvbctpe pihihs satrmdrh@&ﬁ%mwngo%m% i n added

circuitry in ECC gepgrators, 104 .and 116 (Fi o
Processi ng transfer&?fro?ﬁ%cfﬁﬁ' 4‘S€IEPE‘;°3 e %3 %mgfouow‘@éé(worsvx?'nthgﬁolé%wmc

constituent order: the second base generating vector, the second base generating vector, the building

10 block vector, and the first base generating vector,

" (4)  avectorwhichisa concatenation of the following vectors in the following
order: the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

(5)  avector which is a concatenation of the following vectors in the following

15 order: the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;

| (6)  a vector which is a concatenation of the following vectors in the following
order: the second base generating vector, the building block vector, the first base
generating vector, and the first base generating vector,

20 (7)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector; and

(8)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the second base generating vector, the second base

25 gener;ting vector, and the building block vector.

43, The memory system of Claim 30 wherein the one or more vectors of the
constituent matrix are selected from the group:
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- 18- matrices h(j,k) selected in step 804, or alternatively any
Si xt 16) constituent matrices h(j, k), are conbined with an
|derﬁEi’iwI%‘mmmmmw ng n rows and n colums according to equation (6)
abov s H. From step 806, processing according to logic flow
di agram 410, ‘and therefore step 410 (Figure 4), conpletes.
Processing transfers fromstep 410 to step 412. 5 As descri bed
above with respect to Figures 3A-D, matrix H defines the relationships

bet ween the subject data and the parity data. In step 412, the

rel ati onshi ps between the subject data and the parity data defined
by matrix H are inplenmented in ECC generators 104 (Figure 1) and
116 such that the parity data is deri-ged fromthe subject data according to
matrix Hin the manner descri bed above, e.g., with respect to

Fi gures 3A-D. 10 Single-Bit Error Correction As

described above, erfldr coracasnihing it dginsaipogiop Ff Gafalopjngdettotstis therfallayong ect s
errors in

*

order: the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector, -
(2) a vector which is a concatenation of the following vectors in the following
S order: the first base generating vector, the building block vector, the second base
generating vector, and the second base generatig vector;,

(3)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector,

10 (4)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

S a vet;tor which is a concatenation of the following vectors in the following
order: the building block vector, the second base generating vector, the second base

15 generating vector, and the first base generating vector;

(6)  avector which is a concatenation of the following vectors in the following
order: the seﬁ-ond base generating vector, the building block vector, the first base
generating vector, and the first base generating vector;

@) a vector which is a concatenation of the following vectors in the following

20 order: the first base generating vector, the first base generating vector, the building block

vector, and the second base generating vector; and

(8)  a vector which is a concatenation of the following vectors in- the following
order: the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

44.  Memory error detection circuitry which generates, from subject data stored in.a
memory of a computer, n bits of parity data according to logical relationships, which are between

the subject data and the parity data and which are defined by performance of the following steps:
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t he conposite data involving only a single bit. Each of the columm vectors

of matrix His equal to check data produced o Lgure 2)
in response to an erroneous bit within a conposite 1 J H J"Eﬂﬂﬂ’
e.g., conposite colum vector D3 (Figure 3B). The posi L X H,

e.g., matrix H3, of the colum vector represented by the check data on bus

206 (Figure 2) corresponds to the position within the conposite
colum vector, e.g., conposite colum vector D3 (Figure 3B), of
the erroneous bit. Suppose, for exanple, that data bit d3 of conposite

col um vector D3 is in error. Fromequations 310 (Figure 3C), bhits
clerr], c[err] and c[err] of the check data on bus 20 206 (Figure 2)
each have a | ogical value of one (1), and check bits c[err], c[err],

c[err], and c[err] each have a '35‘Iogical val ue of zero (0). These

val ues are represented by the third colum vector of matrix H3

(Figure 3B) and thgngf okenstragtingad hiaé véch®; third bit in conposite colum
vector D3 is in error. _ This is appropriate since the third bit in
conposite col umm veBior cothugtingdwa dsimoremuelly difHictbrse genetpaingyectors, eachof j n

i ¢ | morgers 0 ol |
Col umn vect or VLIS 200 afla e SR (SR acilis WERB: Sacdn SRTRALEEL"

accur at esent's ¢
bus 206, whi chhk sighairetvedteshas @fiémertlt;t o herein as the check col um
vector, to each indj \{i dgal col um of rrat.rixtH,, e ﬂ" mat ri x H3 Fi%ﬁre 3B).
| f the check () ¢ P o BOforoRRInagERT! T8 ChHE e P TS H N G H S ect or

of matrix H a,&ers ¢ekanlif; B Iowing stpsect ed.
® constructing a building block vector from the signature vector and
the two base generating vectors; and
(ii)  constructing a constituent matrix which includes one or more
10 vectors each of which:
(1)  includes a concatenation of one or more instances of the
building block vector and one or more instances of at least one of the two
base generating vectors; and .
. (2)  isdistinct from all others of the one or more vectors of the
15 constituent matrix,
(D)  combining the one or more constituent matrices with an identity matnix to
form a check matrix; and
(E)  assigning a fixed value to a check vector, which is the matrix product of the
check matrix and a composite vector which in turn includes subject data bits and
20 associated parity bits, to define relationships between various states of subject data stored
in the memory and valid parity data which corresponds to each of the states and which is
stored in the memory;
wherein the signature vector is unique with respect to each of the building block

vectors and with respect to each of the base generating vectors.

| 8]
Lh

45, The memory error detection circuitry of Claim 44 wherein the signature vector has

m element bits; and

‘further wherein each of the two or more base generating vectors has m element

This Sheet Has Been Replaceq

T



-19- The correctable error involves only a single erroneous bit of

Lo S 3 SR o 13 AN

vector. In addition, error correction logic 208 (Figure 2) €orxe

erroneous bit of the conposite data by | ogical negation of the
erroneous bit when a correctable error is detected. The 5 subj ect
data, after any such correction, is asserted on data output |ines 124 by
error correction | ogic 208. Error correction | ogic 208 al so
produces on error correction status |line 128 an error corrected
.signal having a first logical value, e.g., one (1), if a correctable error
'is detected and corrected by ehgor correction logic 208, or a
second | ogi cal” value, e.g., zero (0), if no correctable error is
detected by error correction logic 208. 10 If an error involves

nore than one hit of the conposite data, the check data produced on

bus 206 is accurately represented by the niodul o-2 sum of the col um
vectors of matrix H which correspond in position to the erroneous
bits in the conp05|te colum vector, e.g., conposite col um vector”
D3 (Figure 3BJO Forl NeWEMIVErTof fetggion cFyiyy @b Clags 45 avharetifreis pb indteepumitiploons
two, threg,, and five, respectively, within conmposite columm vector
D3 are in error; the check data produced on 15 bus 206 (Figure 2) is
accurately represented by t he nmodul 0-2 sun1of the second, third, and fifth

col um vect or of trix whi,ch .is mat.r re. 3B) thls exampl e.
As described zboveﬁe memory’error detectxon cxrcunry ofElﬁaJrg %g\ll!)eremms four times m. P

48.  The memory error detection circuitry of Claim 44 wherein the identity matrix has n
rows and n columns.
10
49.  The memory error detection circuitry of Claim 44 wherein the definition of the
logical relationships further comprise the step of:
determining n by calculating a requisite number of the parity bits for detection of

errors in the subject data.

—
Lh

50.  The memory error detection circuitry of Claim 44 wherein each of the one or more

vectors of each constituent matrix has n element bits.

51.  The memory error detection circuitry of Claim 44 wherein each of the vectors of

(18]
(e

step (C)(ii) is a concatentation of (a) one or more instances of the building block vector, (b) one
or more instances of a first of the two base generating vectors, and (c) one or more instances of a

second of the two or more base generating vectors.

52.° The memory error detection circuitry of Claim 44 wherein each of the element bits

(V]
W

of the signature vector has a logical value of one.

53.  The memory error detection circuitry of Claim 44 wherein the building block

vector is the modulo-2 sum of the signature vector and the two base generating vectors.
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as a property of matrix H, the nodul 0-2 sumof any two, three, four, five,
si x, seven, or eight col umm vectors of matrlx”mmmm dis
di stinct from any of the individual colum vectors mﬂﬁm)n

aresult, the error is detected, since the check data are®ndn-Zera, and th

error is 20 di sti ngui shed from a correctable error, since the check
data are not represented by any col um vect or of matrix H.
Use of Menory system 100 in a Conputer System Menory system

100 is used in a conmputer system 900 (Figure 9) to provide reliable 25
menory access within conputer system 900. Myst conputer systens in use
today are of the general architecture shown in Figure 9. Conputer
system 900 i ncludes a processor 902 which is coupl ed through a bus
904 to nenory system 100. Processor 902 fetches conputer instructions
frommenory system 100 t hrough bus 904 and executes the fetched conputer
instructions. 54.  The memory error detection circuitry of Claim 44 wherein the fixed valueis a

vector whose element bits all have a logical value of zero.

55. The memory error detection circuitry of Claim 44 wherein one or more vectors of

5 the constituent matnix consist of eight (8) vectors.

56.  The memory error detection circuitry of Claim 55 wherein the eight (8) vectors of
the constituent matnx include:

(1)  a vector which is a concatenation of the following vectors in the following

10 order: the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector,

(2)  a vector which is a concatenation of the following vectors in the following
order: the first base generating vector, the building block vector, the second base
generating vector, and the second-base generating vector;

15 - (3)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector,

(4)  avector whichisa concatenation of the following vectors in the following
order: the second base generating vector, the first base generatihg vector, the first base

20 generating vector, and the building block vector;

(5)  avector which is a concatenation of the following vectors in the following
order: the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector; |

(6)  avector which is a concatenation of the following vectors in the following

25 order:"the second base genefating vector, the building block vector, the first base
generating vector, and the first base generating vector;

(7)  avector which Is a concatenation of the following vectors in the following

order: the first base generating vector, the first base generating vector, the building block
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- 20- Processor 902 also reads data fromand wites data to nenory

system 100 and mass nenory 910 which is also coupled to bus 904.
Processor 902 for exanple, the SPARC processor and conput er
sysﬂm“ﬂ “i““ ﬁerm&e SPARCst ati on wor kstation conputer system both of
ailable from Sun Mcrosystens, Inc. of Muntain View,
Cal i forhi a. Sun Sun M crosystens, 5 and the Sun Logo are trademarks or
regi stered trademarks of Sun M crosystens, Inc. in the Uni ted
States and other countries. Al SPARC tradenmarks are used under |icense and
are trademar ks of SPARC International, Inc. in the United States
and ot her countries. Products - bearing SPARC trademarks are based

upon an architecture devel oped by Sun M crosystens, Inc.
Comput er system 900 al so includes one3g+r nore user input devices 906, which
can include 10 w thout Iim tati on a keyboard and an el ectroni c pointing

devi ce such as ?_@ B trac ﬁ? %@ht pen, digitizing tablet,
and/ or touch- séer%(?rt &hergeond aﬁfé%"t“‘i‘?ﬂ?ﬁ‘p"lﬂ‘ﬁt user input devices 906

to generate and tragsm t; W wHRAS AdonechiERNBRBLLS ifQlRa)S Jebloptid thdfd8od
processor 902 whi ch takes appropriate action in response there o

according to cemputherfirithaserasaenibies eFOr.chvercond base gererabig Hesies §he§9@nérha_smo
I n response to%&)g]rm @Jctdr rdrthg;gddgmg biekcbgg, from nenory system 1 5
e

100, and sonetTnes Inh response to uSer generated conmmand signals received
fromSuser i nput devi ces 906, processor 902 transmts data and

Doer . Qut put - dei colauRr ek R GAG G THBOR G & ot her ok of Eobmipeers ©
conput er of the consti€liefitthax Qx‘é\éb@ﬁ&d foghhagoe@t hode-ray tubes (CRTs),
light-emtting diode ( LED) di s’% ays, and liquid he following vect 6ol

(1) avector which s a concatenation of the following vectors in the following
order: the building block vector, the first base generating vector, the first base generating

10 vector, and the second base generating vector;

(2)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the building. block vector, the second base
generating vector, and the second base generating vector;

(3}  avector which is a concatenation of the following vectors in the following

15 order: the second base generating vector, the second bése generating vector, the building
block vector, and the first base generating vector;

(4)  avector whichisa coqcatenation of the following vectors in the following
order: the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

20 (5)  avector which is a concatenation of the following vectors in the following
order: the building block vector, the second base generating vector, the second base
generating vector, a_nd the first base generating vector;

(6)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the building block vector, the first base

25 gener;ting vector, and the first base generating véctor;

(7)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector; and
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crystal displays (LCDs). 20 When processor 902 wites data,

i.e“umgﬁ |@et data, to nenory system 100, initial parity data
ar el/ Hm IEB(’”MMed wi thin menory system 100 as descri bed nore
conpl ettely "w g "M gabove. Processor 902 specifies a particular |ocation

wi thin nenory system 100 at which to wite t he subject data by
asserting through bus 904 on address |lines 130 address data which specify a
particul ar address within nmenory system 100. The initial parity data
generated and stored within 25 menory system 100 are associated with
the sane address at which the subject data are stored. Processor
902 then subsequently retrieves the sithject data by asserting the sane
address data on address lines 130 through bus 904 during a read
operation. Errors in the subject data or initial ] parity data are
detected, and corct exlvictoromigh is agionegtenapion of theifpllasringrectom in the foowiag
descri bed MO0 Ger: the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

S 58. A computer system comprising:

a processor; _

a memory system which is operatively coupled to the processor and which stores
subject data in response to a write operation performed by the processor and which
retrieves subject data in response to a read operation performed by the processor and

10 which includes:
error detection circuitry which derives parity data from the subject data and
which results from performance of the following steps:
(A)  constructing a signature vector,
(B) constructing two or more mutually distinct base generating vectors,
15 each of which has an odd weight if the signature vector has even weight or has an
even weight if the signature vector has odd weight;
(C)  for one or more combinations of two of the two or more base
generating vectors, performing the following steps:
® constructing a building block vector from the signature
20 vector and the two base generating vectors; and
- () constructing a constituent matrix which includes one or
more vectors each of which:
(1)  includes a concatenation of one or more instances of
the building block vector and one or more instances of at least one
25 T of the two base generating vectors; and
(2)  is distinct from all others of the one or more vectors

of the constituent matrix;

(D)  combining the one or more constituent matrices with an identity
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-21- conpl etely above. Processor 902 determ nes that an error
in the,subject data or initial parity data is detected by receiving

througf,‘n, ”ﬁ”ﬂgumﬁ& ﬂr si gnal produced by nenmory system 100 on error
st at us I

” s coupled to bus 904. Simlarly, processor 902
det er mi nes” t hiat #anse rin t he subject or parity data is
corrected by receiving through bus 904 an error corrected signal 5
produced by nenory system 100 on error correction status line 128 which is
al so coupled to bus 904. Processor 902 can take
appropriate action if an error in subject data retrieved from

menory system 100 is detected. For exanple, if a corrected error is
detected in subject data retrieved frommenory system 100,
processor 902 can cause a warning nessage to be displayed 10 to a user
t hrough out put devices 908 that a nmenvry error is detected and corrected.
Si nce the nmenory ?rror i § corrected, processing by processor 902
can continue nornalW?Pxﬂ?‘ﬁﬁadﬁégWPQEFéﬂd error is detected in

subject data retrieved fiom nBARLY. SHalieahd 00 cREPCESSHON MV 1 ;ause an
error nessage to be di spl ayed gt}%ﬁ%%e user thr%agh out put devitcegﬁsqat%gB and~

can abort processi npfodyat of the check masriz sk astaimpogits tehiar whighyn wirhiesludes silgers can

AR R e B LT SO R IR e
5 of subject data stored in the memory and valid parity data which corresponds to
each of the states and which is stored in the memory;
(F)  configuring circuitry which produces parity data from subject data
according to the relationships defined in step (E);
wherein the signature vector is unique with respect to each of the building

10 block vectors and with respect to each of the base generating vectors.

59. The computer system of Claim 58 wherein the signature vector has m element bits;
and
further wherein each of the two or more base generating vectors has m element

15 : bits.
60.  The computer system of Claim 59 wherein the error detection circuitry results
from performance of the following step in conjunction with the previously recited steps:

determining a requisite number n of parity bits for detection of errors in subject

20 data stored in the memory.

61.  The computer system of Claim 60 wherein each of the one or more vectors of each

- constituent matrix has n element bits.
25 62. =" The computer system of Claim 60 wherein n is an integer multiple of m.

63.  The computer system of Claim 60 wherein n is four times m.
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In one enbodinent the design of ECC generators 104 and 116 (Figure 1) as
e derivation of equations 310 (Figure 30

and e gmlj(ﬂg ‘ﬂﬂﬂmmurjre 3D) accordl ng to whi ch ECC generators 104
and 1 designed, is performed by an appropriately

progranned conputer “I'n addition, ECC generators 104 and 116 are realized

I n software which 20 executes within a conputer in an enbodi nent of the
present invention. The above description is illustrative
only and is not Iimting. The present invention is limted only by
the clains which follow 22 What is clainmed is:
1. A net hod of constructing error correction code generating circuitry
in a nmenory, the nmet hod conprising: 5 (A constructing a
si gnature vect-or;
~-41-
64.  The computer system of Claim 60 wherein the identity matrix has n rows and n

columns.

65. The computer system of Claim 58 wherein each of the vectors of step (C)(ii) is a

(W2

concatentation of (a) one or more instances of the building block vector, (b) one or more
instances of a first of the two base generating vectors, and {¢) one or more instances of a second

of the two or more base generating vectors.

66.  The computer system of Claim 58 wherein each of the element bits of the signature

10 vector has a logical value of one.

67.  The computer system of Claim 58 wherein the building block vector is the modulo-

2 sum of the signature vector and the two base generating vectors.

15 68.  The computer system of Claim 58 wherein the fixed value is a vector whose

element bits all have a logical value of zero.

69.  The computer system of Claim 58 wherein one or more vectors of the constituent
matrix consist of eight (8) vectors.
20
70.  The computer system of Claim 69 wherein the eight (8) vectors of the constituent
matrix include:
(1) avector which is a concatenation of the following vectors in the following
order: the building block vector, the first base generating vector, the first base generating
25 vectc;r, and the second base generating vector;
(2)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the building block vector, the second base

generating vector, and the second base generating vector;
his Sheet Has Been Replaced

A




(B) constructing two or nore nutually distinct base generating vectors,

each of whi ch has an odd weight if the signature vector has
even even wei ght if the signature vector has
odd Hmm" B ] (O for one or nore conbinations of two of the
rating 10 vectors, performng the foll ow ng
steps. (i) constructing a building block vector from
the signature vector and the two base generating
vectors; and (i) constructing a constituent matrix
whi ch i ncludes one or nore vectors each of which: 15
(1) I ncl udes a concatenation of one or nore instances of the
bui | di ng bl ock vector and one or nore instances of at |east one of the
two base generating vectors; and 5 (2) S
di stinct fromall others of the one ot*nore vectors of the
constituent matrix; D) conbi ning the one or nore
constituent matri ce§3)W| tﬁV%ﬁ‘PWVCP‘E‘H’t‘F?§°%‘F?4“>@“P8q‘ﬁé?l¥ﬁwmg vectors in the follpvéhgck

matrix; and order: the sec @soge ﬁa?lhg Oécrﬁg {Be gécéﬁdibeﬁ@%%\%ratt 8; @ec(f tgzkgufdc t Or_.-

which is the matriXx pro
conposi te vect dlockiveabr, bmd thefirst biselgetteainguijt@ct data bits and
associ ated parity bid)s, to defi nei\ rel ationshi tween vari ous states of

subj ect data 25 a veqg iyl i afﬂ‘é”‘l‘i@r?ﬁf‘ﬁ?b{ﬁ PUPaiREd <hiers ip yhecfaliorinmi ch

corresponds to R@ethobecbREbaat aéiReating vector, the first b@e@emtﬁﬁvecsocsmrﬁed bhde the
nmenory; wherein the signature vector is uni que with respect to each of

the building bIE5RK2HASEEPS 3541313 building\plpk wegl8phect to each of the base
generating vectors. (sy  gavector which is a concatenation of the following vectors in the following

order: the building block vector, the second base generating vector, the second base
generatihg vector, and the first base generating vector;

10 : (6)  awvector which is a concatenarion of the following vectors in the following
order: the second base generating vector, the building block vector, the first base
generating vector, and the first base generating vector;

(7)  a vector which is a concatenation of the following vectors in the following
order: the first base generating vector, the first base generating vector, the building block

15 vector, and the second base generating vector; and

(8)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the second base generating vector, the second base’

generating vector, and the building block vector.

20 71.  The computer system of Claim 58 wherein the one or more vectors of the
constituent matrix are selected from the group:
(1) avector which is a concatenation of the following vectors in the following

order: the building block vector, the first base generating vector, the first base generating
vector, and the second base generating véctor; .

25 " (2)  avector which is a concatenation of the following vectors in the following
order: the first base generating vector, the building block vector, the second base
generating vector, and the second base generating vector;

(3)  avector which is a concatenation of the following vectors in the following
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30 2. The method of claim 1l further conprising the step of:
configuring circuitry which produces parity data from subject data

accor reI ationships defined in step (E). 3. The
rret hqalﬂmm*lmﬁm’ ein the signature vector has mel enent bits; and
urther wherein each of the two or nore base generati ng
vectors has m el enent bits. 4. The nethod of claim3 further
conprising the step of: determ ning a requisite nunmber n of

parity bits for detection of errors in subject data 5 stored in the
nmenory.

] -43-
order: the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

(4)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the first base generating vector, the first base

5 generating vector, and the building block vector; _

(5) a vector which Is a concatenation of the following vectors in the following
order: the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;

(6)  a vector which is a concatenation of the following vectors in the following

10 order: the second base generating vector, the building block vector, the first base
generating vector, and the first base generating vector;

(N a vector which is a concatenation of the following vectors in the following
order: the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector; and

15 (8) a vector which is a concatenation of the following vectors in the following
order: the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

72. A computer system comprising:
20 a processor;

a memory system which is operatively coupled to the processor and which stores
subject data in response to a write operation performed by the processor and which
retrieves subject data in response to a read operation perf'érmed by the processor and
which includes: . '

25 - error detection circuitry which generates, from the subject data, n bits of
' parity data according to logical relationships, which are between the subject data
and the parity data and which are defined by performance of the following steps:

(A)  constructing a signature vector;
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5. The nmet hod of claim4 wherein each of the one or nbre vectors of each
consti tuent matri x has n el ement bits. 10 6. The net hod of
claim4 wherein nis an integer nultiple of m 7. The net hod of

cl ai g‘m,"m four times m 8. The met hod of claim4
wher m’"mw H matrlx has n rows and n colums. 15 9. The
met hod of claim erein each of the vectors of step (O (ii) is a

concat ent ati on of (a) one or nore instances of the building block
vector, (b) one or nore instances of a first of the two base
generating vectors, and (c) one or nmye instances of a second of the two or
nor e base generating vectors. 20 10. The nmethod of claiml
wherein each of the el ement blts of the signature vector has a

| ogi cal val ue of one. The nethod of cla a!lm 1 .wherein the

bui | di ng bl ock vector is th@)mdfﬂ"é"'ﬁc‘g‘ﬁr’r’f"Bmeée Ftu lépﬁﬁﬁ‘ftsﬂa\? RREET2HP8 and

the two base generati ngey§etddER of which has an odd weight if the signature vector has even
weight or has an even weight if the signature.vector has odd weight;
(C)  for one or more combinations of two of the two or more

5 base generating vectors, performing the following steps:

) constructing a building block vector from the
signature vector and the two base generating vectors; and

(i) constructing a constituent matnx which includes one
or more vectors each of which:

10 (1}  includes a concatenation of one or more
instances of the building block vector and one or more
instances of at least one of the two base generating vectors,
and

(2)  1isdistinct from all others of the one or more

15 vectors of the constituent matrix;

(D)  combining the one or more constituent matrices with an
identity matrix to form a check matrix; and

(E)  assigning a fixed value to a check vector, which is the
matrix product of the check matrix and a composite vector which in turn

20 includes subject daia bits and associated parity bits, to define relationships

between various states of subject data stored in the memory and valid
parity data which corresponds to each of the states and which is stored in

the memory;

wherein the signature vector is unique with respect to each of the

25 T building block vectors and with respect to each of the base generating
vectors.
73. The computer system of Claim 72 wherein the signature vector has m element bits;
cet Has Been Replaced
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The nethod of claim1 wherein the fixed value is a vector whose
elenent bits all have a | ogical value of zero. 30 13. The
met ho mei n one or nore vectors of the constituent matrix
COI’ISI g“‘“ “ﬁ“m (8) vectors. 14. The net hod of claim 13
exelghtS(B) vectors of the constituent matrix include:
(1) a vector which is a concatenation of the foll ow ng

vectors in the follow ng order: t he buil ding bl ock vector,
the first base generating vector, the first base generating _
vector, and the second base generating vector; _ (2) a vector
which is a concatenation of the follow ng vectors in the follow ng order:
45~
and

further wherein each of the two or more base generating vectors has m element

bits.
5 74.  The computer system of Claim 73 wherein n is an integer multiple of m.
75.  The computer system of Claim 73 wherein n is four times m.

76.  The computer system of Claim 72 wherein the identity matrix has n rows and n

10 columns.

77.  The computer system of Claim 72 wherein the definition of the logical

relationships further comprise the step of:
determining n by calculating a requisite number of the parity bits for detection of

15 errors in the subject data.

78.  The computer system of Claim 72 wherein each of the one or more vectors of each

constituent matrix has n element bits.

20 79.  The computer system of Claim 72 wherein each of the vectors of step (C)(ii) is a
concatentation of (a) one or more instances of the building block vector, (b) one or more

instances of a first of the two base generating vectors, and (c) one or more instances of 2 second

_of the two or more base generating vectors.

25 80. -~ The computer system of Claim 72 wherein each of the element bits of the signature

vector has a logical value of one.

81.  The computer system of Claim 72 wherein the building block vector is the modulo-

ep\aced
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the first base generating vector, the building block vector,
the second base generating vector, and the second base

i ﬁgegmﬁ“ﬁlﬂmﬁﬂﬂﬂ Min cne roriowng order: - S T Che second base
a

generati ng vector® the second base generating vector, the building

bl ock vector, and the first base generating vector; 10 (4) a
~vector which is a concatenation of the follow ng vectors in the fol |l ow ng

order: t he second base generating vector, the first base

generating vector, the first base generating vector, and the

bui | di ng bl ock vector; T%T a vector which is a

concat enation of the follow ng vectors in the follow ng order:

t he bui | Zisurg obthecignericet vectorn dnd the bomblase gsmergtengereatarsnng vect or, the second
base 15 generating vector, and the first base generating vector;
(6) a vector which is a concatenation of the follow ng vectors in the
foll owi ng ord &GPy e

bui | di ng bl ocEi vect oef Com%mer Slyﬁtgb{}ggg genefr?‘il}télﬁ HERARLIs ¥ 646! wh%ﬂ:

the firsélehansigahbivdd ngicdbedor of zero. - (7) a vector which is a
concatenatl on of the follow ng vectors in the follow ng order: 20
the3first base generating vector, the first base generatl ng vector, the

bui I di ng bl ocgs '{%&3 computer sggt%ﬁlt&r\%?igﬂﬁ M‘é’raﬁ%ﬁ% §ec9&9§?m'&g %%/&O:lg

and tor conca ena Ion 0

vectors :ixmﬁltrbchﬁniialdf@mhn@)medters the first base generating
vector, the second base generating vector, the second base

generating vector, -and the building block vector. 15. The met hod
of claim 1 wheyei n'rﬁ@@orﬁﬂﬁepsrysz@w&meﬁ;stsr@neémmtemgmrts; béc‘t'@r@fofﬂﬁtcfoln&nﬁérﬁ
sel ected fromthe group: (1) a vec is a

conBat enmeirxnndéide he fol |l owi ng vectors in the follow ng order

t he buil di ng bl ock \Sect t he fhrst base ener. tifnﬁ; vector,, thethst base
generat i ng (1 avector which Is a concatenation of the fofowing vectors in the tollowing

order: the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector;

(2) a vector which is a concatenation of the following vectors in the following

15 order: the first base generating vector, the building block vector, the second base
generating vector, and the second base generating vector;

(3)  a vector which is a concatenation of the following vectors in the following
order: the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

20 (4) a vector which is a concatenation of the following vectors in the following
order: the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector; _

(5)  a vector which is a concatenation of the following vectors in the following
order: the buflding block vector, the second base generating vector, the second base

25 generating vector, and the first base generating vector;

(6)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the building block vector, the first base

generating vector, and the first base generating vector;
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30 vector, and the second base generating vector;
(2) a vector which is a concatenation of the follow ng vectors in the

fol | ow ngumnml the first base generating vector, the
bui | di ng IE",IH % Second base generating vector, and

t he second” bdéehgeneratl vect o

25 (3) a vector V\/m ch is a concatenation of the foll ow ng
vectors in the follow ng order: t he second base generating
vector, the second base generating vector, the building bl ock
vector, and the first base generating vector - (4) a vector
which is a concatenation of the fol | oW’ ng vectors in the follow ng order:

5 t he second base generating vector, the first base generating
vector, the first &se a vector which 1sagartﬁreahﬂmgof\dﬁsfdﬁbwm@%ctbhﬁnbh'é FoltoWgh

bl ock vector (5) a vector which is a concatenation of the
fol | owi ng vecLiies: the ﬁfqﬁéasecaep@@xmgywqrerhe first base generating y¢ggorp thie| hiildigg tl akk

vector, the s%argp apgggtsgg&?l rs e}’a(?ﬁ)gQ/rectoP Qg second base

gener at ing vecto ase generdting vector;
(8)  avector which is a concatenation of the followmg vectors in the following

5 order: the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

85.  The computer system of Claim 72 wherein the one or more vectors of the
constituent matnix are selected from the group:

10 (1) avector which is a concatenation of the following vectors in the following
order: the building block vector, the first base generating vector, the first base generating
vector, and the second base generéting vector;

(2)  avector whichis a concatenation of the following vectors in the following
order: the first base generating vector, the building block vector, the second base

15 generating vector, and the second base generating vector,

(3)  avector which is a concatenation of the following vectors in the following
order: the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

(4)  avector which is 2 concatenation of the following vectors in the following

20 order: the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

(3)  avector which is a concatenation of the following vectors in the following
order: the building block vector, the second base generating vector, the second base |
generating vector, and the first base generating vector;

25 - {6)  avector which isa concatenation of the following vectors in the following
order: the second base generating vector, the building block vector, the first base
generating vector, and the first base generating vector;

(7)  avector which is a concatenation of the following vectors in the folloWing
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10 (6) a vector which is a concatenation of the follow ng
vectors in the follow ng order: t he second base generating

ﬁmmmmmwmgﬁmmmgamwmmwnaer

whi ch+'sca eontat®endtion of the follow ng vectors in the foll ow ng order:
the first base generating vector, the first base generating vector, the

bui | di ng bl ock 15 vector, and the second base generating vector;
and (8) a vector which is a concatenation of the follow ng
vectors in the foll ow ng order: the first base generating
vector, the second base generating vector, the second base

generating vector, and the building block vector. 20 16. A et hod for
detecting errors in subject data stored in a nenory of a conputer, the

met hod conpri sing: grating fromthe subject data n bits of
parity data according to | ogical ré] fi onshi ps whi ch are between the
subj ect data and the parity data and which are defined by performance ”
of the follow ng steps: 25 (A constructing a signature vector;

(B) constructing two or nore nutually distinct base generating vectors,

each of order he first ba\.)@| e%@ra%ﬂgh?ﬁop Qﬁje H\@t Egahetf Oéger ttgghgétgﬁqg%;ﬁr\@pﬁ%&ior has

even wei ght as an or has

odd wei ght ;vector, and the second 6@§end°r&in30&@to§’ranﬂm e CO”b' nations of two of the
two or nore base generating vectors, performng the follow ng

st eps: @) a VGCtOT wtgcp}yxs a coprpsenatien phige @1Wﬂ%m@rbekfwbmW from
t he S|gnatur

ct ener atjn
vectors: Ser the Fi?st b3 base generaung vect?{ It?e sec%rbdhl%als? gﬁr{efaﬁlag é{e‘éBrn %ﬁt Fi x
whi ch i ncl Lgies:aoﬁgethom&mveaﬂcﬁﬁ@block vector.
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each of which: : - ~ |
26 (1)  includes a concat ehdHISOSHEET BAB B&EZ.DL

nore instances of the bui | di pg bl RAPLAEER or
one or nore instances of at |east one of the

two base generating vectors; and (2) S
distinct fromall others of the one or nore vectors of the 5

constituent matrix; (D) conbi ning the one or nore
constituent matrices with an identity matrix to form a check
matri x; and (E) assigning a fixed value to a check vector,
which is the matri x product of the -49- check matrix and a
conposite vector which in turn includes subject data bits and 10

associ ated parity bi &Fmﬁ&)xgﬁﬂlgﬁ 1Eah3S AP SBbRGTHS FoR QOMMAER MERORL at es  of
subject d stored in the nenory and valid parity data which

corresponds to each of the st ich is stored in the
menor y; g&%ﬁAC’I‘ OF THE DISCLanSdL

An S8ED system is implemented in a memory system to detect single errors involving one
or more bits in a byte of subject data, stored in-and retrieved from the memory system. —
5 Relationships between the subject data and panty data, which are used to detect errors in the
subject data, are defined by a novel check matrix. The novel check matrix includes a number of
constituent matrices, each of which includes eight (8) vectors. Each vector of a constituent
matrix (i) has a number of elements which is equal to the number of parity bits used to detect
errors in the subject data; (ii) is a concatenation of a building block vector, one or more instances
10 of one of two base ge'ne'rating vectors, and one or more instances of the other of the two base
generating vectors; and (iii) is distinct from all other vectors of the same constituent matrix. The
building block vector is derived from a signature vector and the two base generating vectors. The
signature vector is a vector having a specific value for all constituent matrices of the check matrix.
The number of elemeats of the signature vector is one-fourth the nu_inber of parity bits used to
15 detect errors in the subject data. The base generating vectors are vectors which have the same
number of elements as the signature vector and have an even weight if the signature vector has an
~ odd weight or have an odd weight if the signature vector has an even weight. Each base
generating vector is distinct from all other base generating vectors used to construct a single
check matrix. Each unique pair of base generating vectors is used to construct a respective
20 constituent matrix. The check matrix includes a respective and unique one of the constituent
matrices corresponding to each byte of the subject data and an identity matrix which has a number
of columns and rows equal to the number of bits of parity data used 1o detect errors in the subject
data. Each vector of the check matrix represents check data resulting from a single erroneous bit
in either the subject data or the initial parity data and accordingly defines relationships between
25  the subject data and the parity data. These relationships are implemented in error correction code

generators to derive parity data from subject data to detect errors in the subject data.
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wherein the signature vector is unique with respect to each of the building

bl ock vectors and W th respect to each of the base generating
vectors. 15 17. The nethod of claim 16 wherein the signature vector
has m el enent bits; and further wherein each of the two or
nore base generating vectors has melenent bits. 18. The net hod
of claim17 wherein nis an integer nultiple of m 20 19. The

met hod of claim 17 wherein n is four tinmes m 20. The met hod of
claim16 wherein the identity matrix has n rows and n col umms. 25 21
The nmethod of claim 16 wherein the defiqygbon of the logical relationships
further conprise the step of: determ ning n by

calculating a requisite nunber of the parity bits for detection
of errors in the subject data, 30 22, The et hod of claim 16 wherein

each of the one;oftnore vectors of each constituent matri x has n
el ement bits. é tcC {60
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23. The met hod of claim 16 wherein each of the vectors of step (O (ii) is

a concatentation of (a) one or nore instances of the building block
vector, (b) one or nore instances of a first of

27 the two base generating vectors, and (c) one or nore instances of
a second of the two or nore base generating vectors. 24.

The nmethod of claim 16 wherein each of the elenent bits of the signature
vector has a 5 | ogi cal val ue of one. 25. The net hod of claim

16 wherei'n the building block vector is the nodul o-2 sum of the
signature vector and the two base generating vectors.
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10 26. The nethod of claim 16 wherein the fixed value is a vector whose

el ement bits all have a | ogical value of zero. 27. The
net hod of claim 16 wherein one or nore vectors of the constituent matrix
consi st of eight (8) vectors. 15 T 28. The net hod of claim 27

wherein the eight (8) vectors of
(1) a vector which is a concat
foll ow ng order: t

the constituent matrix_include:
enation of the follow ng vectors in the
he bU|Id|ng bl ock vector, the first base

generating vector, the first base generédt? ng vector, and the

concatenation of the follow n

second base generating vector$
the first base generating vectr

vect ot £ mérﬁa lfcﬂl%v@r% Dreie?;

a vector whigh is a

1 cﬁl"(ed)mlﬁnnggbﬂqpkov(ec@qy ot he second

base generating q@ and the second base generating vector;
(3) a vector which is a contdt®nht? oh &0 the i} Mih? VRcBlors in the
foll ow ng order: { he @;epcmcb bpse @enes af i vgcglor, the second

base generating vector, tH8 bU|I
first base generating vector;

concat enati on of thefollovvin V@CGO{]solpdm%dCdl@%f’tg relesl:

the second base generating ve¢tor

first base gener ht
(5) a vector which is a con At
foll owi ng order: 30

dlng bl ock vectlor, and the
00 1 00 kD 0 & QektdrOvich is a

rst base generating |vector, the
g k/eQ:tQ)rL Garid & hie bu Ilehg) bl ock vector;

(gnptf ‘on 10 t(ﬁe) f00|4 v(ec ors in the

uilding b ock vec second base

generating vector, the second base generatlng vector, and the

first base generating vector;

. ﬁg& a vector which is a
concat enation of the fol | owing vectors i BRI fol | owing order:

3
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= H3xD3 =

5

H3
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t he second base generating vector, the building block vector, the first

base generating vector, and the first base generating vector;
28 (7) a vector which is a concatenation of the follow ng
vectors in the foll ow ng order: the first base generating
vector, the first base generating vector, the building block

vector, and the second base generating vgﬁtor; and (8) a
vector whieh is a concatenation of the followi ng vectors in the follow ng

order: 5 the first bas enerating vector, the second base
generating vector, the second bage o460 Cgegzgati ng vector, and the
bui | di ng bl ock~vector. 0. - “rhe hethbd of* cl‘dim 16 wherein the one
or more vectors of the constituept majrd &, & e, © 4, Sspl ected fromthe
group: 10 (1) a vect pr which |§Ba %gnc%éenatlon of the
followi ng vectors in the follow hg ofgér %

¢,=d, 9d &4, ®p,

¢s = d, D d; & d; B p;

¢ =d Dd Sd Dp,
c,=d 8d, Bd Dd Dp,
cg =dy, ©d, Dd, D d, D p,

310

Fig. 3C
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320
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the building block vector, the first base generating vector, the first base

generati ng vector, and the second base generating vector;

(2) a vector which is a concatenation of the follow ng vectors in the
foll ow ng order: the first base generating vector, the

bui | di ng bl ock vector, the second base gﬁtaer ating 15 vector, and
t he second base } vector; (3) a vector which is a
concat enati on off{ t gé?l lLowy ng vectors in the follow ng order:

t he second base gener M] ector, the second base generating vector, the
bui | di ng bl ock vector, and the first base generating vector;
(4) a vectof whichJy s a concatenation of the follow ng vectors in the
foll owi ng order:[ 20 N t he second base generating vector, the first
base generating VEEEDT ™ Fhe H 15l base generating vector, and

the buil ding bl 9c¥*%&Et or; (5) a vector whichis a
concat enati on off "#&'fofl oM ng vectors in the follow ng order:

t he buil di ng bl cek—vregtor~——t he second base dgenerating vector, the second —
base gerjerating vector, and the first base generating vector;
25 (6) -0+ ichis a concqb@ati on of the follow ng

vectors in the fla¥&RMvYRY £or fer : t he second base generating

vector, the buil{dsig.hbaek yector, the fi rzg base generating
vector, and the|figgtphase fé‘h‘é?‘i\ti ng vectss; (7) a vector
which is a concatenation ofjthe followi ng vectors in the follow ng order:
the first base generat/ing vector, the first base generating vector, the

bui | di ng bl ock 30 Y vector, and the s nd b_{?se generating vector;
and crtBrRucra vector which is cSncatienati on of the foll ow ng
vectors in the flaAgeWclGkaplger gy b the first base generating
vector, the secand,hase. generating vector, the second base

generating vectqgr, an he buil di ng bl ock vector.

Y
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29 30. A nmenory system conprising error detection circuitry which

results from perfornmance of the follow ng steps: (A
constructing a signature vector; (B) constructing two or
nore nmutual |y distinct base generating vectors, each of 5 whi ch
has an odd weight if the signature vector has even wei ght or has an even
wei ght if the signature vector has odd wei ght;
(O for one or nore conbinations of two of the two or nore base
generati ng vectors, performng the follow ng steps:
(1) constructl ng a buil ding bl ock ved¥dP from the si gnature vector and
the 10 two base generating vectors; and
(i) constructing a constituent matri x which incl udes one or more vectors
each of which: . (1) Umcl udes a cat erf&ti on
of one or nore instances t he J \fcgml di ngfbl ock
vector and one or nore instances of at |east onq—qf the 15 (\ N
two base generating vectors; and o ~ o N
w N\
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(2) is distinct fromall others of the one or nore vectors of the

constituent matri x; (D) conbi ning the one or nore
constituent nmatrices with an identity matrix to form a check
matri x; and 20 (E) assigning a fixed value to a check vector,
which is the matrix product of the check matrix and a

conposite vector which in turn includes subject data bits and

associated parity bits, to define relationshi ps between various states of
subj ect data stored in the pgnory and valid parity data which
corresponds to each of the states and which is stored in the
menory; 25 - (F) configuring circuitry which produces parity data
from subj ect data according to the rel ationships defined in
step (E); in the signature vector is-unique with respect to each
of the b“i|d£ﬂ9é§!°95 jfctors and Wi th respect to each of the base
generating v ‘ 0 31. The(meﬁory system of claim30 wherein the

signature vector hps melenent bits; and further wherein each of the -~
two or nore base ggnerating vectorzﬁpés m el ement bits. 32. The
menory systef Oof clapm 31 wherein e error detection circuitry results

from perfrefite of the followi ng step in conjunction with the -
previ ously re(’?i"f‘ékl{@{“ep :
Veetors bk — Lo

1
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30 determ ning a requisite nunber n of parity bits
for detection of errors in subject data stored in the nenory.

33. The nenory system of claim 32 wherein each of the one or nore vectors
of each 5 constituent matrix has n element bits. 34. The
menory system of claim 32 wherein n is an integer nmultiple of m

35. The nmenory system of claim 32 wherein nis four tines m 10 36.
The nenory system of claim 32 wherein the identity matrix has n rows and n

col ums. 37. The nenory system of claim 30 wherein each of the
vectors of step (CQ)(ii) is a
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concatentation of (a) one or nore instances of the building block vector,
(b) one or nore 15 instances of a first of the two base generating

vectors, and (c) one or nore instances of a second of the two or nore
base generating vectors. 38. The menory system of cl ai m 30
wherein each of the elenent bits of the signature vector has a

| ogi cal value of one. 20 . 39. The nmenory system of claim 30 wherein
t he building block vector is the nodul o-2 sum of the signature vector
and the two base generatlng vectors. g9/10 40. The nenory system of

ed value is a vector whose elenent bits 25 al |
Zer o. 41. The nmenory system of claim 30
Ors of the constituent matri X consi st of

clai m 30 wher gt

have a | ogi cdl™ V3EGe ~of
wherein one o q

ei ght (8) vectoré.‘ 30 42 The menory system of claim 41l wherein the
eight (8) vectors gf the constituent matrix i ncl ude:
|
dattn g ma,
i (O
b, h mabrices Y KOZ-' L{
eyl (8
dWMw*h“
madvices & /L%OL{
'”/ [eonf wo t
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31 (1) a vector which is a concatenation of the follow ng
vectors in the follow ng order: the buil ding bl ock vector, the
first base generating vector, the first base generatlng

vector, and the second base generatlng vector; (2) a vector
which is .a concatenation of the follow ng vectors in the follow ng order:
5 the first base generating vector, the building block vector,

t he second base generating vector, and the second base
generating vector; (3) a vector which is a concatenation of
the follow ng vectors in the foll ow ng @éﬂ t he second base
generating vector, the second base gen% |ng vector, the building

bl ock vector, and the first base generating vectdr; 10 (4) a
vector which is a concatenation of the follow nd, vectors in the follow ng

order: t he second base generating v first base
generating vector, e first base T ector, and the
bui | di ng bl ock vec or;J a concatenation_
of the follow ng Vectoris in the foll t he buil di ng
bl ock vector, the \second bgse gener g base 15
generating vector, \and {the {[first bage generating vector; (6)
a vector which L§ a\ concat ghati on off the foll ow ng vectors in the fol |l owi ng
order:
m~
-
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A% e
t he second base generating vector, the building block vector, the|ff#st

base generating vector, and the first base generating vector;
(7) a vector which is a concatenation of the follow ng vectors in the
foll ow ng order: 20 the first base generating vector, the first
base generating vector, the building bl ock vector, and the
second base generating vector; and (8) a vector which is a

concat enation of the follow ng vectors in the follow ng order:
the first base generating vector, the second base generating vector, the

second base generating-vector, and the building block vector.
25 43. The nmenory system of claim 30 wherein the one or nore
vectors of the constituent matgglx are sel ected fromthe group:

(1) a vector which is a concatenation of the follow ng vectors in the

foll owi ng order: t he buil di Ig!?g t poleR Sebkst  base
gener at i @WEW%WlW@%W%%ﬁ s Y68 vector, and the
second base generating vector; (2) a vector which is' a
concat enati on of the foll owAddike G TH JIRE ng or der

the first baseysg HTe PR Iy ) vect.ar, L. econd
base generating §§‘1§15@§§c£}9:s &SE%I&%{{ rgnd‘J r? Jégsec?%gabsg?ee eé(gﬁselg\gothlg%one
vect or; or more bits in a byte of subject data, stored in and retrieved from the memory system.

5 Relationships between the subject data and parity data, which are used to detect errors in the
subject data, are defined by a novel check matrix. The novel check matrix includes a number of
constituent matnces, each of which includes eight (8) vectors. Each vector of a constituent
matrix (i) has a number of elements which is equal to the number of parity bits used to detect
errors in the subject data; (i) is a concatenation of a building block vector, one or more instances

10 of one of two base ge_ne}ating vectors, and one or more instances of the other of the two base
generating vectors; and (ii) is distinct from all other vectors of the same constituent matrix. The
building block vector is derived from a signature vector and the two base generating vectors. The
signature vector is a vector having a specific value for all constituent matrices of the check matrix.
The number of elements of the signature vector is one-fourth the nu_ﬁber of parity bits used to

15 detect errors in the subject data. The base generating vectors are vectors which have the same
number of elements as the signature vector and have an even weight if the signature vector has an

~odd weight or have an odd weight if the signature vector has an even weight. Each base
generating vector is distinct from all other base generating vectors used to construct a single
check marnx. Each unique pair of base generating vectors is used to construct a respective

20 constituent matrix. The check matrix includes a respective and unique one of the constituent
matrices corresponding to each byte of the subject data and an identity matrix which has a number
of columns and rows equal to the number of bits of parity data used to detect ertors in the subject

_data. Each vector of the check matrix represents check data resulting from a single erroneous bit
In either the subject data or the initial parity data and accordingly defines relationships between
25  the subject data and the parity data. These relationships are implemented in error correction code

generators to derive parity data from subject data to detect errors in the subject data.

(Fig 1 )
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| 1004(3-4
32 (3) a.vector which is a concatenation of the fol I}g, 'gﬁg :
vectord i n REREACEMENE SHEBTSler :SG t he second base generati n?
vector,| EhPescriptioni: paged . Jerepagddng, vect or, the buil ding bl ock
vect or,| B Claimés) f i tpdgcha%erog aatdng vector; a vector

whi ch iisCaDrawing@E npigedn ok bdiedl ol |

(4)
( 1L.O% pdgRdl ol llowi ng vectors in the foll r:
5 i O aodduet secpapdubasp pgrarating vggtor, the first bas!{'ﬂmm,@ljls/”/{”/

vector the first base generating vector, and the _bﬁi | i

bl ock ye ' : i1/ i0FPpo @ ector which is a concatenation of the
fol | ow “ijﬂrﬁEcp;F BEC'EI ._re;'f‘lﬂ' m'f:fr"'ng Ir der : the buil ding bl ock
vector, the B SRMESSe generating vector, the second base

generating tvect & method of benstrudtil @B Corgie addegenerRbih® tircultl) in a memory, theb)

a vector whi qhdi s a_.concatenation of the follow ng vectors in the fol | ow ng

or der: method comprisiid second base generating vector, the building bl ock

vector, 5t he fir ¢A) basengmotdga sigrepture vector,; vector, and the first basef
enerating vect ggy . 7 t QL. Whj S _a.concatenation o

'? he foll 0\?\/i ng vg%’[ ors O?Srtlruf thng t%N(())I 4ro%1m°rﬁg'ﬁ%t¥§§r8£t'n\épbgsg éene%t'ﬁ? Hg& Pr g?cr'bél%se

gener ati ng vect @¢hichthae an odd weightdtthe sigaature) vegtovkast ayen welgbt dnhals @inegerbiveight 15

vector, and the gecapchurd et oal wagnvect or; and . (8) a
vector which is a concatenation of thé follow \r;’g vectors in the follow ng
or der: €)  {foreone Prsioppasmbjationsiof Hye Wb dieowo ph @0 bRl gpResating

gener atigng vect qéctoishser®afing thelfaiming steps: generating vector, and the
bui | di ng bl ock vect pri 29 tr, 4t4' b!YﬁlrIlDrt}{ocﬁrvregtrr rgr$1%(1:(;,[ isiorrllatgrlerv%létlo}' ;Xd }?1’“' ch
generates, from subj &&t d&PHILEEOLRPyIding ° 9 e
two base generating vectors; and
(i) constructing a constituent matrix which includes one or more vectors
each of which:

16 (1) includes a concatenation of one or more instances of the
building block vector and one or more instances of at least one of the
two base generating vectors; and
2) is distinct from all others of the one or more vectors of the
constituent matrix;

20 (D) combining the one or more constituent matrices with an identity matrix to form

a check matrix; and

(E) assigning a fixed value to a check vector, which is the matrix product of the
check matrix and a composite vector which in turn includes subject data bits and
associated parity bits, to define relationships between various states of subject data

25 stored in the memory and valid parity data which corresponds to each of the states

and which is stored in the memory;
wherein the signature vector is unique with respect to each of the building block vectors and
with respect to each of the base generating vectors.

30 2 The method of claim 1 further comprising the step of:
configuring circuitry which produces parity data from subject data according to the
relationships defined in step (E).
3. The method of claim 1 wherein the signature vector has m element bits; and
11 DEC m
| AMENDED SHEET




"nenDry of a conputer, n bits of parity data according to |ogica

rel ati onshi ps, which are bet ween the subject data and the parity data
and which are defined by performance of the foll ow n ¥

(A constructing a signature vector; 25 (B) Hmﬂﬂnmlmﬂut’“m
or nore nutually distinct base generating vectors, each of * ¢ L+ M s '«

whi ch has an odd weight if the si gnaturﬁévector has even wei ght or has an

even wei ght if the signatu vect or has odd wei ght;
(Q  for one ofh@uefdMTBACAR tHMRo 8 mbMhaé gématmp&e&arsmgﬁua@@m bits.
generating vectors, performng the foll ow ng steps: 30
(i) constructing a building block vector fromthe signature vector and
t he 4. The method of diav@ 3Tasifer gemprisiig thgstépet.or s; and
((aiatlc)h of C\?\Risz:;]yc étgrﬁ\irﬁngcg I?gcgulistlt%al enﬂ%wbgra ;[1 ro# éar\{%’] Ibl‘fshfolr I&gtleléltgo%sof%rr]%rsoirn erBJregt :Ya?ac tors
33 5 stored in the memory.
5. The method of claim 4 wherein each of the one or more vectors of each constituent

matrix has n element bits.

10 6. The method of claim 4 wherein n is an integer multiple of m.
7. The method of claim 4 wherein n is four times m.
8. The method of claim 4 wherein the identity matrix has n rows and n columns.
15
9. The method of claim 1 wherein each of the vectors of step (C)ii) is a concatentation of

(a) one or more instances of the building block vector, (b} one or more instances of a first of
the two base generating vectors, and (c) one or more instances of a second of the two or more
base generating vectors.

20
10. The method of claim 1 wherein each of the element bits of the signature vector has a
logical value of one.

11. The method of claim 1 wherein the building block vector is the modulo-2 sum of the
25  signature vector and the two base generating vectors.

12. The method of claim 1 wherein the fixed value is a vector whose element bits all have
a logical value of zero.

30 13. The method of claim 1 wherein one or more vectors of the constituent matrix consist of
eight (8) vectors.
14, The method of claim 13 wherein the eight (8) vectors of the constituent matrix include:

1 1 DEC 2000
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(1) I ncl udes a concatenation of one or nore instances of the
bui I ding bl ock vector and one or nore instances of at |east_one ﬁl“ilHﬁlI"l“'

two base generating vectors; and HII;]@“ I
distinct fromall others of the one or nore vectors of the

constituent matrix; (D) conbi ning the one or rmre
constituent rratrlces with an identity mapgix to form a check
matri x; and (E) assigning a fixed value to a check vector,

which is the mat(t) X prvwediecwhioh istaw@ncatenation of the folloWiag kedtorks lin the ddlidwing order:

t.data bi
assberat ed par i e Buflho' Hoddiichd: 4 H gk B RTairigiefoshe 47 GuEe geamratoaoy
subj ect data VeCtOT and the secanddwdsé genenatingwectoy and valid parity data which
corresponds to 6(‘é*)Ch %fveEtBF’wﬁlt:mseasconcatene%tlon of the f@l%m@@é&@ﬁ w?théé)glrg\{ev%p:?rd&ggﬁ

menory;, rein the signature ve
of the Building ”l!ﬂ ﬁfé‘l@ae?e@?'aﬁrgtlr@n@ctor the bmldma biogls p@@@r the seaaria teise ghrerltinge

generatl ng vect Qe&or, aRd the secorfidase J,{g@atmgqg&gr error detection circuitry of
cl ai m 44 wherein_the si gnature vec{‘:J haS m el ement bits; and

further wherei n@ach3dECPRicjs 30?0”%?'@“859@“@&‘1‘8‘{‘"&9 Wﬁ‘ﬁoﬁétﬂ‘éf%bwm ofder:

el ement bits. tROsecodd base gmrarmg%moenm@gedéﬁa ®asd Gnerating Webtod, 1R bGilafigm 45
wherein n is an The nenory error

det ection ci rcw OIEW&‘T% %“éu éﬁrg?eﬁf’grg@f‘ﬁraWQ‘?cﬁ%ur times m
10

(4) a vector which is a concatenation of the following vectors in the following order:

the second base generating vector, the first base generating vector, the first base

generating vector, and the building block vector;

(5) a vector which is a concatenation of the following vectors in the following order:

the building block vector, the second base generating vector, the second base
15 generating vector, and the first base generating vector;

(6) a vector which is a concatenation of the following vectors in the following order:

the second base generating vector, the building block vector, the first base generating

vector, and the first base generating vector;

(7) a vector which is a concatenation of the following vectors in the following order:
20 the first base generating vector, the first base generating vector, the building block

vector, and the second base generating vector; and

(8) a vector which is a concatenation of the following vectors in the following order:

the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

25
156. The method of claim 1 wherein the one or more vectors of the constituent matrix are
selected from the group:
(1) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the first base generating vector, the first base generating
30 vector, and the second base generating vector;

(2) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the building block vector, the second base generating

vector, and the second base generating vector;
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48. The nenory error detection circuitry of claimd44 \/\hem,f | ity
matrix has n rows 25 and n col ums. 49. The ment} ” (i/i/,//',
‘detection circuitry of claim44 wherein the definition of the Fogic s 1
rel ati onshi ps further conprise the step of:

determining n by calculating a requisite nunber of the parity bits for

detection 30 of errors in the subject data. 50. The
menory error detection circuitry of claim44 wherein each of the one or
nor e vect (S o veaartwhichis hicbntatdnatiat dfithe folswiny ecen®intthdiolieying order:
34

the second base generating vector, the second base generating vector, the building

block vector, and the first base generating vector;

4) a vector which is a concatenation of the following vectors in the following order:
5 the second base generating vector, the first base generating vector, the first base

generating vector, and the building block vector;

(5) a vector which is a concatenation of the following vectors in the following order:

the building block vector, the second base generating vector, the second base

generating vector, and the first base generating vector;

10 (6) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating
vector, and the first base generating vector;

(7) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the first base generating vector, the building biock

15 vector, and the second base generating vector; and
(8) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the second base generating vector, the second base
generating vector, and the building block vector.

20 16. A method for detecting errors in subject data stored in a memory of a computer, the
method comprising:
generating from the subject data n bits of parity data according to logical relationships
which are between the subject data and the parity data and which are defined by performance
of the following steps:
25 (A) constructing a signature vector;
(B) constructing two or more mutually distinct base generating vectors, each of
which has an odd weight if the signature vector has even weight or has an even weight
if the signature vector has odd weight;
<) for one or more combinations of two of the two or more base generating
30 vectors, performing the following steps:
(i) constructing a building block vector from the signature vector and the
two base generating vectors; and
(ii) constructing a constituent matrix which includes one or more vectors
each of which:

__Vipec o




51. The nmenory error detection circuitry of claim44 wherein each of t he
vectors of step (O (ii) is a concatentation of (a) one or

i nstances of the building bl ock vector, (b) one or umﬂul,mmt&EuOf
a first of the two base generating vectors and (c) one

of a second of the two or nore base generating vectors.

52. The nmenory error detection ci rcur éy of claim44 wherein each of the
el enent bits of t he signature vecC has a | ogi cal val ue of one.

53. The nenory error dqi)ect |rr@fhd@§f§@bﬁdakn§ﬁorﬁbﬁloﬁb4ﬁ mbrer msenééseoburel di ng
bl ock vector is 10 the qp%y sum of r]}%']he si gnature vec qd the

base generating vectors. Pulding b'oc'%‘ffcmra 8”?@ Ple igptanges § ?b@ﬁ? mf’urtry
of claim 44 wherein the ftwa(eabevgelneetm@va:tore@hdr whose el ement bits
all have a | ogical value z o[ rr t|on
circuitry of claim44 V\/n ?)EI n?%ﬁ'ét'nCt jfr i gl?%gr(e{so fh{?"Sfonte §r'mble ‘9‘*"&"2 uent
mat ri x5consi st of ei ght (c8hstivent makix; 56. The nenory error
detection circ ry | [ - ok

const i tuent matiPy . -Bmprifel e 8FVGR! nbihpr et Hin E iy "%‘frstgimm
concat enat i on d@cheplempiixiangi ng vectors in the foll ow ng order

t he burt I di ng bliegk \REihRRg atfiBd AL to BRRECIORREIr AWAiIRY isVRE hdtrix praBudticr #e Pase
generati ng

check matrix and a composite vector which in turn includes subject data bits and
10 associated parity bits, to define relationships between various states of subject data
stored in the memory and valid parity data which corresponds to each of the states
and which is stored in the memory;
wherein the signature vector is unique with respect to each of the building block vectors and

with respect to each of the base generating vectors.

15
17. The method of claim 16 wherein the signature vector has m element bits; and
further wherein each of the two or more base generating vectors has m element bits.
18. The method of claim 17 wherein n is an integer multiple of m.
20
19. The method of claim 17 wherein n is four times m.
20. The method of claim 16 wherein the identity matrix has n rows and n columns.
25 21. The method of claim 16 wherein the definition of the logical relationships further

comprise the step of:
determining n by caiculating a requisite number of the parity bits for detection
of errors in the subject data.

30 22. The method of claim 16 wherein each of the one or more vectors of each constituent

matrix has n element bits.

23. The method of claim 16 wherein each of the vectors of step (C)(ii) is a concatentation
of (a) one or more instances of the building block vector, (b) one or more instances of a first of




vector, and the second base generating vector; (2) a
vector which is a concatenation of the foIIovm ng vectors in the follown

or der: the first base generating vector, mnmm‘“}‘“& u
vector, the second base generating 25 vector ase

generating vector; (3) a vector which i a‘cohcatenation
of the follow ng vectors in the follow order: t he second
base generating vector, the second base generating vector, the building

bl ock vect @ twabsbetdeferbiifigiechns eng @) en@bi MereREdreEs of a second of the two dréore @
vect or mhlgh IS a Fonca{enatlon of the follow ng vectors in the foll ow ng
order; 30 Pas€9eneraiNgYpLlltcond base generating vector, the first base

generating vector, the first base generati ng vector, and the

bui | di ng bﬁ;P ck I?etcrli"ugtrh claim 16 wher in (eéc),hl of tl%%elgrﬁgﬁt%'ﬁs \Aﬂlgg gllgh%t}uae vector has a

concatenatTon o omnng VECTors
t he buid dllnglc@ilveblhof/erm or, the second base generating vector, the second
base generating vector, and the first base generating vector;

35
25. The method of claim 16 wherein the building block vector is the modulo-2 sum of the

signature vector and the two base generating vectors.

10 26. The method of claim 16 wherein the fixed value is a vector whose element bits all have
a logical value of zero.

27. The method of claim 16 wherein one or more vectors of the constituent matrix consist
of eight (8) vectors.

15

28. The method of claim 27 wherein the eight (8) vectors of the constituent matrix include:
(1) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector;

20 2) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the building block vector, the second base generating
vector, and the second base generating vector;

(3) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the second base generating vector, the building

25 block vector, and the first base generating vector;

(4) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

(5) a vector which is a concatenation of the following vectors in the following order:

30 the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;

(6) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating

vector, and the first base generating vector;




'(6) a vector which is a concatenation of the follow ng vectors in the

foll ow ng order: t he second base generating
bui | di ng bl ock vector, the first base generating m" \}’Mim"ﬂ! gl,
the first base generating vector; (7) a ve

concat enation of the follow ng vectors in the foll ow ng order:

the first base generating vector, the fij,st base generating vector, t he

bui | di ng bl ock vector and The second base generating vector;

and ) (8)a vectét Mﬂﬁhﬁ@é cMaﬁa‘ﬂain&t @tmﬂmﬁrﬁﬂﬁkb@d"in(ﬂfe fbmﬁwrflg%rbaw ng
vectors in the fol]ow n

first base
vector, the sec@ﬁcﬁ"ﬁﬁé‘?é‘g@éﬂ%ﬁ%ﬂgl ¥r§tetRe dirst btaﬁ"e 95%‘38?{@ Yeglok thgeb‘ﬁd'”g blod
generating vectwwctoramd thdisecohid baberygnblatkvecesiand. 10 57 The rrermry

error det ect | On(Bﬁa{ (r:"ly {/écr %’rélv icgﬁ%%{:g%fédé V\'{fﬁ (ﬁéhne ftpllgo%vg%n\%c%rrs il e fol o%rgg? (rl er

t he constituent
vect or &vhi ch i stha ficsh hesd geretatiog vedtor, the Jeobridobasegenerating wctan, théaeedont |base ng

order: e fi r%"{”eﬁat'"éOg"éﬁz?'gc{jﬂ‘gg“'%%%&%g&%’ the first base generating

vect or, vector, and the second base
generating vector; (2) a vector which is a concatenation

of the fol bW Nene/REthBE f Eifind Jf@wtﬁé?éth% &% QTHGE vectors of the constltueni Retrixi drst
base generating vector, the building block vector, the second base

gener at i ngSelected fromthe groupyect or . and the second base generating vector:

(3) 1 vect or(mhl cétvworaumdmn@ahmtdnamrodf thefelidwing \@stongin \ieCfolldwing drdéme
foll ow ng order; d basehﬂener

second base gente’F3 ui"%g \%’Et( HF’Cto? Irlh: ﬁrafﬁn en%enera g Vedgrt Ith%gﬁrﬁfg%sl? q/eém(e{agpg and

the first base wpetraxdithgsaceod base generating vector;  (4) a vector which is a

concat enat i on of, t he, Léé’étér%ud?uq% X%Sﬁ(%li]e?ta? h S{&‘F‘ebft)ﬁ’cleu vedh a{*h‘i’r‘?ef following order;

t he second base enera ase
first base the first base gejtereémewqt@f the dbuiiding blaek vegtor.oe $Qﬁ0n@; bbtmﬁnerﬁélng or;

25 15 (@ctor ard tNé‘Eéc@ﬁd Bﬁﬂecdbne&ttﬁg spgrat enation of the follow ng

vectors in the | owi nc%
a veclor whlch is a concatenation of the following vectors in the following order:

the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;
(4) a vector which is a concatenation of the following vectors in the following order:

20 the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

5) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;

25 (6) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating
vector, and the first base generating vector;

) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the first base generating vector, the building block

30 vector, and the second base generating vector; and
(8) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

SHEET \\i




the buil di ng bl ock vector, the second base generating vec '
base generating vector, and the first base gml!“ ﬂmﬂﬂ@iﬂ H‘
i n & hes

(6) a vector which is a concatenation of the followi ng vecd ons m
foll ow ng order: t he second base generating vector, the
bui | di ng bl ock vector, the first base generating 30 vector, and
the first base generating vector; (7) a vector which is a

concat enation of the follow ng vectors izr? the foll ow ng order:

the first bBase geRShcy syfled @6iprising &tfor idefestiorP@&Bitrd UARH 3eSuRY freMGieormanos
bui | di ng bl ock ) vector, and the second base generating vector;
and of the following steps: 36

(8) a vector wi chcordtractingaciinaied veztorof the foll owing vectors in the
foll owi ng order; irst b se.ge egatin Ector t he egond
distinc

base generating®ect B?QStrPﬁiggg‘gtegﬁd;%%‘é“t”a y ase gﬁgﬁr\é 9 Y8RP Re@B and

t he bui%di ng bl ebich tesamodd weight if the signature vector has even weight or has an even weight
if the signature vector has odd weight;
(©) for one or more combinations of two of the two or more base generating
vectors, performing the following steps:
i constructing a building block vector from the signature vector and the
10 two base generating vectors; and
(i) constructing a constituent matrix which includes one or more vectors
each of which:
1) includes a concatenation of one or more instances of the
building block vector and one or more instances of at least one of the
15 two base generating vectors; and
(2) is distinct from all others of the one or more vectors of the
constituent matrix;
(D) combining the one or more constituent matrices with an identity matrix to form
a check matrix; and
20 (E) assigning a fixed value to a check vector, which is the matrix product of the
check matrix and a composite vector which in turn includes subject data bits and
associated parity bits, to define relationships between various states of subject data
stored in the memory and valid parity data which corresponds to each of the states
and which is stored in the memory;
25 () configuring circuitry which produces parity data from subject data according to
the relationships defined in step (E);
wherein the signature vector is unique with respect to each of the building block vectors and
with respect to each of the base generating vectors.

306 31. The memory system of claim 30 wherein the signature vector has m element bits; and

further wherein each of the two or more base generating vectors has m element bits.

32. The memory system of claim 31 wherein the error detection circuitry resuits from

performance of the following step in conjunction with the previously recited steps:




5 58. A conputer system conprising: a processor;

a nenory systemwhich is operatively coupled to the proces
‘stores subject data in response to a wite operati on ma “ le
processor and which retrieves subj ect data in resp onse o a.rea

operation perfornmed by the processor and which includes: 10
error detection circuitry which derives Barlty data fromthe subject data

and which results from perf30rmance of the follow ng steps:

(A constructing agetdrBitiidd RquiSEd Mimber n of parity bits for §&bction ©PBFE ULsUbR@t t WO
or nore nutual l d| stl nct base generating vectors, each of

whi ch has an o Hin the MeROE gnat ure vect or has even wei ght or has an
even wei ght 15 if the signature vector has odd wei ght;

(O for e nor e conbj natj qns wo. of the two or nore base

Gener at i gt “The erof RBP4 whARiRGeaehe 1] Pf.Pn o KBRS of each

(1) Gonsdanetithien gnatridias Indilengenbbitsck vector from the signature vector and

t he two base generating vectors; and 20

(i) constructing a constituent matrix which includes one or nore vectors
each of wh34&h: The memory system of claim 32 wherein n ig an integemyaultile ef M- concat enati on

of one or nore instances of the bui I di ng bl ock
vector and one or nore instances of at | east one of the
two base g%’?ﬁer a'f'?ed@e'??%’tsﬁtgm of plgind? wherein n is four times m. (2) is

distingt fromall others of the one or nore vectors of the

constit uen:%6 x% fﬁ%@gmwwﬁﬁstﬁw of ﬂaimﬁ‘y/“%ﬂf‘ W%Q?yﬁ&ragw RSN fows'Bnd 1 COlMDR.H -

constituen
matri x; and (E) assigning a fixed value to a check vector,

which is té‘lﬁ rm’f'f(é ﬁ'temop;’jgfstterﬂfof tcty?m 30 wherein each of the vectors of step (C)ii) is a
concatentation of (a) one or more instances of the building block vector, (b) one or more
15 instances of a first of the two base generating vectors, and (c) one or more instances of a

second of the two or more base generating vectors.

38. The memory system of claim 30 wherein each of the element bits of the signature
vector has a logical value of one.

20
39. The memory system of claim 30 wherein the building block vector is the modulo-2 sum
of the signature vector and the two base generating vectors.

40. The memory system of claim 30 wherein the fixed value is a vector whose element bits

25  all have a logical value of zero.

41. The memory system of claim 30 wherein one or more vectors of the constituent matrix

consist of eight (8) vectors.

30 42 The memory system of claim 41 wherein the eight (8) vectors of the constituent matrix

include:




30 check matrix and a conposite vector which in turn includes

SoPat s onehi ps. betueen various stateeof ouby e aata 1NN N ANEARAN

in the nenory and valid parity data which corresponds to each of tfle States
and which is stored in the nenory;

37 (P configuring ci rCL§1t ry which produces parity data
from subject data according to the relationships defined in
step (E); (Wher givBetbhfhich i BabidaBendf6i 6lihd BIdHIREHRIM fihd REGARS ofder: €ach

O e D B g " Sa3 e fb et beteEinE it o Tl 450 SRS
t he signature vesdd arithe Becdhe basH genbiating vector; and further
wherein each of hhe LYo NGl i€ aRBRGtshalS! §ehd Bty Hotord Bind oG Blael! ¢S
5 the first base generating vector, the building block vector, the second base generating
vector, and the second base generating vector;
(3) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

10 4) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

5) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the second base generating vector, the second base

15 generating vector, and the first base generating vector;

(8) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating
vector, and the first base generating vector;

(7) a vector which is a concatenation of the following vectors in the following order:

20 the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector; and
(8) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

25
43. The memory system of claim 30 wherein the one or more vectors of the constituent
matrix are selected from the group:
(1) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the first base generating vector, the first base generating
30 vector, and the second base generating vector;

(2) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the building block vector, the second base generating

vector, and the second base generating vector,

110G 2006
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10 60. The conputer system of claimb59 wherein the e Hi”{iet ection

cirourtry results from " “performnce of the foll owi ng QL

conjunction with the previously recited steps:
determ ning a requisite nunber n of parity bits for detectlon ‘of ‘erford ih

subj ect data stored in the nenory. 15 61. The conput er
system of claim 60 wherein each of the of)e or nore vectors of each
constituent matrix has n elenment bits. 62. The conputer system of

cl ai m 60 wherei (Bgn | § vaédtor WHiGDi8 & cﬁh’éétérﬁh@h @ffthéﬂollowu?@vectcﬁ@m the th@Wlﬁ@B?@HF er
system of claim60 wherein n is

system of cl ai nf"6CPSEA%T B?S§ Q%&f%“a%ﬁ?qt?f tr}?asﬁcf’&d Rase Q?”FEW\BQ é{ﬂ%ﬁor the tr’mg'”g

col umms. 25 blobk vectoTMdammutt&fsegyséremgobcmf aim 58 wherein each of the
vectors of step o of

e onees of ¢ nout Pbstbfienis 2 e eRb ROV R bRt wdets WRe RfiolRl froer o

a firsts5of the thaosdzasd bgengermrating veetot,ahe firsirbas¢ gpneyatingovechy thei firsit lase e s
of a secogg, plinh V6 ctbBn@the Falifind ASE WRERRT L1 ng vectors.
(5) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;

10 (6) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating
vector, and the first base generating vector;

(7) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the first base generating vector, the building block

15 vector, and the second base generating vector; and
(8) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the second base generating vector, the second base
generating vector, and the building block vector.

20 44, Memory error detection circuitry which generates, from subject data stored in a
memory of a computer, n bits of parity data according to logical relationships, which are
between the subject data and the parity data and which are defined by performance of the
following steps:

(A) constructing a signature vector;

25 (B) constructing two or more mutually distinct base generating vectors, each of
which has an odd weight if the signature vector has even weight or has an even weight
if the signature vector has odd weight;

(C) for one or more combinations of two of the two or more base generating
vectors, performing the following steps:

30 Q) constructing a building block vector from the signature vector and the

two base generating vectors; and
(ii) constructing a constituent matrix which includes one or more vectors

each of which:




3? h66._ The conput er systenLof clﬁin158|mhe{ein fach of the elenent bits
-gon;)u?efl g;zi g:neof clai \r/negéo\r/\he?; ﬁ tﬁgl gﬁl I \é?n;ebfocﬁn\?ec ,ul"l mll rm, "m " ,"T

nmodul o- 2 sum of the signature vector and the two base*genhertat mngs =
vect ors.
68. The conputer system of clain158 re|n the fixed value is a vector
whose el enent bits all have a Io val ue of zero.

) includes a concatenation of one or more instances of the

building block vector and one or more instances of at least one of the
two base generating vectors; and
(2) is distinct from all others of the one or more vectors of the
5 constituent matrix;
(D) combining the one or more constituent matrices with an identity matrix to form
a check matrix; and
(E) assigning a fixed value to a check vector, which is the matrix product of the
check matrix and a composite vector which in turn includes subject data bits and
10 associated parity bits, to define relationships between various states of subject data
stored in the memory and valid parity data which corresponds to each of the states
and which is stored in the memory;
wherein the signature vector is unique with respect to each of the building block vectors and
with respect to each of the base generating vectors.
15
45, The memory error detection circuitry of claim 44 wherein the signature vector has m
element bits; and
further wherein each of the two or more base generating vectors has m element bits.

20 46. The memory error detection circuitry of claim 45 wherein n is an integer multiple of m.
47. The memory error detection circuitry of claim 45 wherein n is four times m.

48. The memory error detection circuitry of claim 44 wherein the identity matrix has n rows
25 and ncolumns.

49. The memory error detection circuitry of claim 44 wherein the definition of the logical
relationships further comprise the step of:
determining n by calculating a requisite number of the parity bits for detection
30 of errors in the subject data.

50. The memory error detection circuitry of claim 44 wherein each of the one or more

vectors of each constituent matrix has n element bits.
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5 69. The conputer system of claim58 wherein one or nore vectors of
the constituent matri x consi st of eight (8) vectors m

e Sompun et “system ot e 88 ol (02 g 57 el M RU NI

concatenation of the follow ng vectors in the follow ng order: _

the building bl ock vector, the first basg generating vector, the first base
generati ng vector and the“4econd base generatl ng vector;

(2) a vedior th'therhéry %rr@pﬂél@ét@wﬁ%ﬁrb% &f cidifhesd Qﬂ\ér@iﬂ‘é@gh \S?fﬁbq;eéto}snoft Ifb%
foll ow ng ge) the first base generating vector,

bui | di ng bl(é '%@&PB‘Fate"ttfl’f@”%@dﬁﬂe BaRIereasiances oh thebyilding block VeCthe@ﬂ @me orand

t he second ni@s insgmoes oftd firetk of @Re tabH base generatmﬁ vectorsf #d (c) 8ne/EGhGE iNdMrehs b 2

ncatenation of the follow ng vectors in t oW ng order:
tC(r)\e second HE&e" dg%fgré‘?téf’tol%ﬂ’o\/ee@?stgrg?”?’ﬁings‘@&@r“ﬁ:l base generating vector, the
bui | di n§ bl ock vector, and the first base generating vec';]or;
t or h ctors in the
() i 2" 2521 49 oo GAGR ol 16, RUoE o 55 P
base gener &g signajiere veetor hase legigal valbaefone. generating vector, and
t he buil ding bl ock vector; (5) a vector which is a

concat enation of_the fol | owing vectors in the fol | ow ng order:
the buil di ?g- bl JER MRIBQNSEmok ?ée%'éeﬁﬁ%i"tbagféﬂ@@rfér\wﬂefﬁg thex beilging hidnk veetooisd

base 10  the modulo-2@8MES el sithaliBsVeRtor aAd thelths bhdd g°etne#aa§§v&€d?§.r ating vector;

25 (6) a vector which is a concatenation of the follow ng
vectors in the foll ow ng order: the second base generating
vect or, thé&4bui [Tt meerdrp ekor detéaion cirtvétnf bff Géinb%@/h@emethatﬂkétg\(/a;l)m is a vector t
vector, an At r a vector
which is a%gg%éégtgg‘ﬁgﬁq'tg%ﬁg?\gfﬂgélg%lvﬁlgsm%ﬁ%er@ect ors in the follow ng order:

15  55. The memory error detection circuitry of claim 44 wherein one or more vectors of the
constituent matrix consist of eight (8) vectors.

56. The memory error detection circuitry of claim 55 wherein the eight (8) vectors of the
constituent matrix include:

20 1) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector;

(2) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the building block vector, the second base generating

25 vector, and the second base generating vector;

(3) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

4) a vector which is a concatenation of the following vectors in the following order:

30 the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

(5) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;




the first base generating vector, the first base generati t he

bui I di ng bl ock 30 vector, and the second baselm}‘ﬂ?lagih ,mtm"!r
and (8) a vector which is a concatenation*ofe¢ . g
vectors in the foll ow ng order: the first base generating °
vector, the second base generating vector, the second base

generating vector, and the building bl oc# vect or.

39 71. The conputer system of claim 58 wherein the one or nore

vectors of the ggnst idvwéefdk which is a coREtbiatidh ©f e keieiing vEctomin the f@lbaing order:
(1) a vector which is a concatenation of ]Henﬂe foll ow ng vectors in the
fol | owi ng or der :the second base generafipg vegir| e by 90@‘%""\)’@%6?’,‘8 f?rﬁtebqsprggfnerg
gener ating vect Glectot, afd tHerfBét bassgergaiting aédtary 5 vector, and the
second base gen

concat enat i on oﬁgfth:ar}’fq’(ﬂ\é Og\%\r‘fﬂ IS AEnGpigngtign toﬁtgg % %‘Pwicr)’%%ﬁ(\ég%ﬁirg{é‘? %ioﬁﬂg%?de%
the first base ghadérsabasygerecdtiog,vettor theifitstibase pérecking eector, the beildingciinck

sgifog_ener ating vector, and the secondvb%%& Bénergtma v&a@t@r; %ﬁ&ond base generating

(8) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the second base generating vector, the second base
generating vector, and the building block vector.

10

57. The memory error detection circuitry of claim 44 wherein the one or more vectors of
the constituent matrix are selected from the group:
(1) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the first base generating vector, the first base generating

15 vector, and the second base generating vector;

(2) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the building block vector, the second base generating
vector, and the second base generating vector,

(3) a vector which is a concatenation of the following vectors in the following order:

20 the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

(4) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

25 (5) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;

{6) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating

30 vector, and the first base generating vector;

(7) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the first base generating vector, the building block

vector, and the second base generating vector; and




(3) a vector which is a concatenation of the follow ng vectors in the

follow n t he second base generating vector, the second
base (ﬁ m\“\ t he buil di ng bl ock vector, and the

er atsi ng§ vector; (4) a vector which is a
concatenatlon of the followi ng vectors in the foll ow ng order:
the second base generating vector, the flést base generating vector, the

first base generati ng vect 8 and the building bl ock vect or;

15 %) a‘%e\'ﬁﬁ?ﬁﬁ?&h WY ShchiendioR %%@?@W@EQF%} in ﬁ\@ f&@vl

vectors in the follown ctor
t he second base ”@Qaﬁfé? tgasierg@ngr@grﬂg)yectqr Hbe secohd dapragenerating VeCtO" the secgechbasgt i ng

vector, and the gohératind@e®dr, 3P0 Medifitlg BRek Mdctor. (6) a vector
which is a concatenation of the follow ng vectors in the follow ng order:

t he second base generating vector, the building block vector, the first

base geser &8i ng A2€bmputer system cumgﬁgmg and the first base generatl ng vector;
(7) a vector which is a concatenation of the follow ng vectors in the
fol | owi ng or der ;2 Processon the first base generating vector, the first
base gener ati ng avmemory, systean lhichds getativatk coupled to the proceswmrmrwhiemdtotda;e

second basg, &q{aﬁ]i'nr}?s&\éﬁgé 2 wiBSperation 1 performed by Fh%)varocesgor (ﬁ‘a‘%g")“in‘é@es' S a

concat enat | O OW ng vectors
the first [sdbiectgatedp sespagsevte @tread onerﬂilos@@mrmeéasthegw;@smnangwh@bur@iud% he

second {pase error det@@tﬂﬁréﬁ%blﬂg WHRST Qrive2 P&kt tha%nll %eng.ll:ﬁgc@%gtavﬁﬁt or.

72. A conput er stem conp processor;
a nmenory syst em"‘(ﬂ'ﬁ dRsylts frewa?www%‘&aﬁa"%msétepﬁe processor and whi ch
stores sulppect cdagtmcmg aggmngee&t@r a wi te oper at i on perfornmed by the
processor and V\:? ch ret I’tl eves W&(% n response to a read
operation perfo l]?rxed ENSHEUNG, W@e%rs'BPrea'H{it“ erating vectors, each of
which has an odd weight if the signature vector has even welght or has an even weight
15 if the signature vector has odd weight;
(C) for one or more combinations of two of the two or more base generating
vectors, performing the following steps:
(i constructing a building block vector from the signature vector and the
two base generating vectors; and
20 (i) constructing a constituent matrix which includes one or more vectors
each of which:
(1) includes a concatenation of one or more instances of the
building block vector and one or more instances of at least one of the
two base generating vectors; and
25 (2) is distinct from all others of the one or more vectors of the
constituent matrix;
(D) combining the one or more constituent matrices with an identity matrix to form
a check matrix; and
(E) assigning a fixed value to a check vector, which is the matrix product of the
30 check matrix and a composite vector which in turn includes subject data bits and
associated parity bits, to define relationships, between various states of subject data
stored in the memory and valid parity data which corresponds to each of the states
and which is stored in the memory;




40 error detection circuitry which generates, from
t he sutU"m”Iy#,Mﬂ lﬁMF of parity data according to | ogical
rel ati orishf psy e between the subject data and the _

parity data and which are defined by performance of the foll ow ng steps:
(A constructing a signature vector; 5 _ (B)
constructing two or nore nutually disti ngl base generating vectors,

each of which has an odd weight if the signature vector has even wei ght or

has (F)  configueing eRiryWHighrodudces P&ty HEA HORT RibMBCIRS abRIRFID
wei ght ; he relationshios d fr(%) f?é_one or nore conbinations of two of
the two or rmretbeargea lonships defined’in step (E); generating vectors, performng

t he f ol | owiwhgrein thessigné@ire vector is unique with respect to each(df)the bulldingtblotk tvieBt@rsdand

bui | di ng bl igggﬁ re vector N
and the tmﬁ@g%%%gtetﬁ%?%{?n%gé%gggrs; ng’n\%cm%' (1)
construlting a constituent matrix which includes one or nore

vectors eadd. of tWRicehiputer system of claim 58 wherein the signature vector has m element bits;
and
further wherein each of the two or more base generating vectors has m element bits.

10  60. The computer system of claim 59 wherein the error detection circuitry results from
performance of the following step in conjunction with the previously recited steps:
determining a requisite number n of parity bits for detection of errors in subject
data stored in the memory. o

15  61. The computer system of claim 60 wherein each of the one or more vectors of each
constituent matrix has n element bits.

62, The computer system of claim 60 wherein n is an integer multiple of m.
20 63. The computer system of claim 60 wherein n is four times m.

64. The computer system of claim 60 wherein the identity matrix has n rows and n
columns.

25 65. The computer system of claim 58 wherein each of the vectors of step (C)(ii) is a
concatentation of (a) one or more instances of the building block vector, (b) one or more
instances of a first of the two base generating vectors, and (c) one or more instances of a
second of the two or more base generating vectors.

30 66. The computer system of claim 58 wherein each of the element bits of the signature
vector has a logical value of one.

67. The computer system of claim 58 wherein the building block vector is the modulo-2
sum of the signature vector and the two base generating vectors.
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|ncludes a concatenation of one or nore instances of 15

L ock vector and one or nore instances of at |east
one of“ l HH erating vectors; and
(2) aII ot hers of the one or nore vectors of

t he constltuent natrlx (D) conbi ning the one or
nore constituent matrices with an |dent|t§ matrix 20 to
forma check matrix; and (E) assigning a fixed val ue
to a check vector, which is the matrix product of t he

check matrix and a conposite vector which in turn includes subject data
bits and aoci atheccopputer pysiem of clain §&mhaein e dikebralis 52 ratakhese glemsos

st ates bits all have a logical value ®f z&§bj ect data stored in the nenory and valid
parity data which corresponds 25 to each of the states
and which is stored in the nenory; wherein the signature vector is
uni que 8i t F6X es pret cdntputsalystein dih@ailuss Aihagirbbes lor iRes Qéggr@rtﬁ tr_;_e;] constl‘m'eh{"
respect to each o neratlng vect ors. e conputer
sysfen1of gﬁqﬂﬁgﬁfﬁgﬁﬁﬁﬁﬁﬁﬁt %°§1gnature vector has melenment bits; 30

and further wherein each of the two or nore base generating

t h I 7 : 0 t e m .73
://welg ; g:’ﬁ na?sor?aﬁ 'ﬁl{r"e{geéeyén It Sﬁyistlegll %f ((:)I?Immég whe;lem'?th% &Bﬁ{ (%5 véé&?r% thﬁ)é cgnsq'{uent
matrix include:

10 (1) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the first base generating vector, the first base generating
vector, and the second base generating vector;

(2) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the building block vector, the second base generating

15 vector, and the second base generating vector,;

(3) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

4) a vector which is a concatenation of the following vectors in the following order:

20 the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

(5) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector;

25 (6) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating
vector, and the first base generating vector;

(7) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the first base generating vector, the building block

30 vector, and the second base generating vector; and
(8) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the second base generating vector, the second base
generating vector, and the building block vector.
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4 conputer systemof claim73 wherein nis four tines m
iﬂ‘"H "[H B,}Memof claim 72 wherein the identity matrix has n

roms a 77. The conputer systemof claim 72
wherein the def|n|t|on of the logical relationships further conprise
the step of: determining n by calculating a requisite
nunber of the parity bItS for detection of errors in the

subj ect data. 10 The conputé% system of claim 72 wherein each

of the onezgr m?ﬁ@ o T&Jt&* @sl‘éf’n &afdim 58 wher&@ el deUs Hor8RbEb% dHa%e (Ebngﬂlt@éﬁf nt
bits. he conputer systemof claim 72 wherein each of th

vectors of m?frt%‘ﬁ‘“t £9'¢Gted frorg th& group:

(1) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the first base generating vector, the first base generating

5 vector, and the second base generating vector;
(2) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the building block vector, the second base generating
vector, and the second base generating vector;
(3) a vector which is a concatenation of the following vectors in the following order:

10 the second base generating vector, the second base generating vector, the building
block vector, and the first base generating vector;

4) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

15 (5) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the second base generating vector, the second base
generating vector, and the first base generating vector,;

(6) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating

20 vector, and the first base generating vector;

(7) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector; and

(8) a vector which is a concatenation of the following vectors in the following order:

25 the first base generating vector, the second base generating vector, the second base
generating vector, and the building block vector.

72. A computer system comprising:
a processor;
30 a memory system which is operatively coupled to the processor and which stores
subject data in response to a write operation performed by the processor and which retrieves

subject data in response to a read operation performed by the processor and which includes:




concatent ation of (a) one or nore instances of the building bl ock
vectq II SMMMHHL instances of a first of the two base
‘gener d (c) one or nore instances of a second of the

two or nore baSe Yenerating vectors. 80. The conputer system of
claim 72 wherein each of the el errent bits of the signature 20 vect or has
a | ogical value of one. Q conputer systemof claim72
wherein the buil ding bl ock vector |s t he m)dul 0-2 sum of the

si gnature vector andeer?%efe\ﬁﬁbnb@r%ﬁﬁt@%%h%bhé}gteiiaﬁr@fh‘é subjeéata, dits of fay
conputer systemof claim72 wherein the fixed value is a vector whose

el enent b‘i’act%a%ﬂord'%@éo%m'd@?’(‘%‘ﬁh'(?%tl"t’féc*b?fez‘é%“ﬁee” the subjectgdata ang{pe

conput er syst enpity &dt@amﬁ \mcw\b@rdarmbcmq;eﬁbrmmb@oma@tdubﬁmgfstebkte constituent

matri x consi st of eight C) ors. 3t0 ~ 84. The conputer system of
cl ai m 83 wherein t he"®i ght "Eté'j U%ﬁ?@P%”@fveFWé constit uent matri x
I ncl udes (B) constructing two or more mutually distinct base generating vectors,

each of which has an odd weight if the signature vector has even weight or has
an even weight if the signature vector has odd weight;
<) for one or more combinations of two of the two or more base
generating vectors, performing the following steps:
10 (i constructing a building block vector from the signature vector
and the two base generating vectors; and
(i) constructing a constituent matrix which includes one or more
vectors each of which:
1 includes a concatenation of one or more instances of
15 the building block vector and one or more instances of at least
one of the two base generating vectors; and
(2) is distinct from all others of the one or more vectors of
the constituent matrix;
(D) combining the one or more constituent matrices with an identity matrix
20 to form a check matrix; and
(E) assigning a fixed value to a check vector, which is the matrix product of
the check matrix and a composite vector which in turn includes subject data
bits and associated parity bits, 1o define relationships between various states
of subject data stored in the memory and valid parity data which corresponds
25 to each of the states and which is stored in the memory;
wherein the signature vector is unique with respect to each of the building block vectors and
with respect to each of the base generating vectors.

73. The computer system of claim 72 wherein the signature vector has m element bits;
30 and

further wherein each of the two or more base generating vectors has m eiement bits.

74. The computer system of claim 73 wherein n is an integer multiple of m.
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42 a vector which is a concatenation of the foll ow ng

(1) _ ati
tre o1 ANEM AR vect or. tre first base gemerating o oo

vector, ‘and the 8ecbnd base generating vector; (2) a
vector which is a concatenation of the follow ng vectors in the foll ow ng
order: 5 the first base genemating vector, the building block
vector, the second base generating vector, and the second

base gener&.i ngThecemputer system of claim 73 wheggin n is feustimessom. which is a
concatenation of the follow ng vectors in the follow ng order:

t he second_base _generating vector, the second base %gnerati ng vector, the
bui | ding 76.  The computgy syskery @f(Clim Znwhergia theridentiBa gwtrixehs: AtOWE andch or :

10 cdidhins. @ vector which is a concatenation of the follow ng vectors
in the foll ow ng order: t he second base generating vector,
the first base generating vector, the first base generati ng

vector, angz.t heThcomipuigr sikeakolv@siinOr2 wherein the definition o6bhe logical @6lbnskips Ch
is a concaf nati on .oft th% fo?I | owi ng vectors in the follow ng order:

t he buil di H§ ?fl%@l?”?/eel;’?(ﬁ P%he second base generating vector, the second
base 15 gesteminingyg by seltdetingsantquisite hmigar dp eepagyntsisdon detectient or ;

(6) a vector Mrﬁ%ih%easuﬁféepﬁ£nat ion of the followi ng vectors in the

foll owi ng order:
10

78. The computer system of claim 72 wherein each of the one or more vectors of each

constituent matrix has n efement bits.

79. The computer system of claim 72 wherein each of the vectors of step (C)(ii) is a

15  concatentation of (a) one or more instances of the building block vector, (b) one or more
instances of a first of the two base generating vectors, and (c) one or more instances of a
second of the two or more base generating vectors.

80. The computer system of claim 72 wherein each of the element bits of the signature
20  vector has a logical value of one.

81. The computer system of claim 72 wherein the building block vector is the modulo-2
sum of the signature vector and the two base generating vectors.

25 82 The computer system of claim 72 wherein the fixed value is a vector whose element
bits all have a logical value of zero.

83. The computer system of claim 72 wherein one or more vectors of the constituent
matrix consist of eight (8) vectors.

30
84. The computer system of claim 83 wherein the eight (8) vectors of the constituent

matrix include:
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t he second base generating vector, the building block vector, the first
base gen vector and the first base generating vector;
(7) l‘mﬂ)mm\“!&"lm IIH concat enat ion of the followi ng vectors in the
follo

«0r d i rst base generating vector, the first
base generatlng vector, the bU|Id|ng bl ock vector, and the
second base generating vector; and (8) a vector which is a

concat enation of the follow ng vectors i“? the fol | ow ng order:

the first base ggneratilg M%lQECQﬁ&%n%m%e%MIr%e\%{ﬁ ik fbﬁ&/&l ordbihe

second base enerating vector, and the buil di ng@ vector.
25 85. thﬁebl{*,‘@ﬁ%@l% vegtar, &in tiet Basgi Qﬁ“?@t'mé!?@wn thenfirs eoﬁenﬁfﬁ“@g

vectors of the G&ﬁﬁtéﬁd{ﬁ@&econd baserggné,laﬁnga\pé@t@el ected fromthe group:
(1) a vector which is concatenation of the follown S.in

vect
fol 1 owi ng order{? a vect5r which is 8 gangstRnAIN Y R fBW'%‘@PE??S in dipgfo p‘?“f"é&”ﬂ%’se

gener atg ng vect e, firdtbasd gér&tatub@eect@ememanduﬁmbla& vector, the secontf BadeOgeneritiflg t he
second base gener a vector which is a

({i‘tl nr?“vect% base generating vecto
concat enat i on of *Fe? ¥ BORY PRAEIeBP LNV ﬁé foI | owi ng order:
the first base {Bner avecig whidtise condatenbtion dfithegfolidwdukveetors iorthe folmvingeerderd

Sgi foge”er at i NG¢he second base generdBitd Pector?ihe delonSHERMYENEAGRy G&iS e Biflding
block vector, and the first base generating vector;

10 4) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the first base generating vector, the first base
generating vector, and the building block vector;

(5) a vector which is a concatenation of the following vectors in the following order:
the building block vector, the second base generating vector, the second base

15 generating vector, and the first base generating vector;

(6) a vector which is a concatenation of the following vectors in the following order:
the second base generating vector, the building block vector, the first base generating
vector, and the first base generating vector;

(7) a vector which is a concatenation of the following vectors in the following order:

20 the first base generating vector, the first base generating vector, the building block
vector, and the second base generating vector; and
(8) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.

25
85. The computer system of claim 72 wherein the one or more vectors of the constituent
matrix are selected from the group:
)] a vector which is a concatenation of the following vectors in the following order:
the building block vector, the first base generating vector, the first base generating
30 vector, and the second base generating vector;

(2) a vector which is a concatenation of the following vectors in the foliowing order:
the first base generating vector, the building block vector, the second base generating

vector, and the second base generating vector;
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43 (3) a vector which is a concatenation of the foll ow ng

ectors in the foll ow t he second base generating
vect or, L‘Im HHH“ Biﬁeneratl ng vector, the building bl ock
vect or, e generating vect or; (4) a vector
which is a concatenatlon of the follow ng vectors in the follow ng order:
5 t he second base generating vggtor, the first base generating
vector, the first base generating vector, and the building

bl ock vector; (3)  avectorwhicRlsa con@at&x%lbﬁbffﬁ@ﬁcﬁlbwin@ v@ct@:@ncmbmamng@rd& t he
follow ng vectors in bl ock

vect or the- secdi Sttt Sgehar e BEEt g stanmd ?8%%%[‘96%{5‘8 Rebior, e bl
gener ati ng vect arock&actot, bed fhe ffisst bidsesengeatiey abctong vect or ; (6)

a vector which ig a CO%%%WR.%M % co%EatEPa?:oR8{&8%8\91@%&&% {hgféupxgmﬁ%'dn Wi ng

order: € secon aseé gener a ‘ock
vect or, 5t he fi r ghe sesmddease rggnémting vector the first baseegenmatmganebtwrhmef §i rstsbaSbase

generating vect Qoherating vector, andthet(?l?imgblo@kb’& or which is a concatenation
of thefollovvingfvec %sm ‘1 oW ng or der: the first

base generati ng (Gect drvectoRwhich jsst capsatenajien ef the faligwipg vegers in the falavingopgr:

bl ock 15 the bull@8d Block ardetof, Nhie SREERY DRSS YeBEBRIAVEAG, VIRE s8Eondahsbe
(8) a vector which is a concatenation of the followi ng vectors in the

fol | owi ng or der :9enerating vector, and tffq{gstfqaﬁgge'ﬁ%‘ggggﬂ%ﬁ ating vector, the second
base geper ati ng (8ect arvecton@hisk e Ebnbatesation of the following ve@es & the lfdlgwmg@tdéf'

and the buildi ”Qhe? lseoc%rlgd KSSCJ é)erneratmg vector, the building block vector, the first base generating
vector, and the first base generating vector;
7 a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the first base generating vector, the building block
15 vector, and the second base generating vector; and
(8) a vector which is a concatenation of the following vectors in the following order:
the first base generating vector, the second base generating vector, the second base

generating vector, and the building block vector.
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