; e3eSv5Ss, , -] 0"1j 464T5t 3 0 .iaN 2003 CRYPTOGRAPHI C COVMUNI CATI ON PROCESS
AND APPARATUS I nventors: Edward M Scheidt 2nd C. Jay Wack 5 Field of the
I nvention The present invention relates to cryptographic systegs, ,|
particular, the present invention relates to a systemfor encrgglt‘“h@m

pl ai nt ext nmessages and decrypting ciphertext comruni cations. o Background
of the Inventi ddg I I ' ' I t ween
parties in a VC%E'IY |l:ti‘y of Agﬁi‘ ?ethe)'rolWLvlvgggﬁz Il :PZIIQGBSE%S&ﬁgf P‘%ﬁ'ﬁ&rag

conmuni cations nedia. Electronic comunication is becom ng increasingly
popul ar as an efficient mariner of transferring information, and el ectronic
mail in pi’f“(?'?,‘@r%t:r E@”ﬁ@’ M Scheidtandg. dag Wack he i mmedi acy of the nedium
Unfortunately, drawbacks acconpany the benefits provided by el ectronic
communi cation, particularly in the area of privacy. Electronic
conmmung c atFieldsofrithe Iheentibar cept ed by uni nt ended reci pients. Wrel ess

t ransm ssi ons, T%uch as voi ce,communi cation by cellular tel ephone, and 20

el ectroni ¢ mai IThgrRIeaeRLBYENQp relaies A FHYPLograrkig siistemser kepartiewar, The
probl em ofyhg gister H \ i j ¥ ; ; nd
sol utions tobt engrS%Pgrenmr@\%&ggeér)\%sg%mﬁﬁpppﬁéﬁlﬁ@%@%&mﬁgg gési%ﬁsﬁt I on uses
crypt ogr apingd desrypting clphentéxtaomronicati@tt.r oni ¢ communi cati on. Crypt ogr aphy
i nvol ves the encrypting or encoding of a transmtted or stored 25 nessage,
foll owed by the decryption or decoding of a received or retrieved nessage.

The negsaghg.r@iahhu dfaeIntveRtibRr mof a digital signal, or a digitized
anal og si gnarl. € communication is intercepted during transm ssion or
is extracted fintherodsgewsyldapommunicationgsde passed/betwesnmpartiagén as
wor t hl ess P r ) 4 t.he. neans 10 so decrypt
the encr yyelab B ifieBnt PRSSAaA0a RO ARG RE D RricRialRIeeRe Sncrypts o
si de of th‘ﬂe@tmnwabmmrﬁaatimﬁiembﬁm%irwnemwylipaguldenisfael &ficieRer ypti ng

n

engi ne. The .enco in% evi ce accepts the gl ai ntext (unencrypted) nessage and
a 3 0 Jranngi@s transferring information, and electronic mall in particular is

15  proliferating due to the immediacy of the medium.

Unfortunately, drawbacks accompany the benefits provided by
electronic communication, particularly in the area of privacy. Electronic
communications may be intercepted by unintended recipients. Wireless
transmissions, such as voice communication by cellular telephone, and

20 electronic mail are especially susceptibie to such interception.

The problem of electronic communication privacy has been addressed,
and solutions to the problem have been put in place. One form of solution
uses cryptography to provide privacy for electronic communication.
Cryptography involves the encrypting or encoding of a transmitted or stored

25 message, followed by the decryption or decoding of a received or retrieved
message. The message usually takes the form of a digital signal, or a
digitized analog signal. If the communication is intercepted during
transmission or is extracted from storage by an unauthorized entity, the
message is worthless to the interloper, who does not possess the means to

30 decrypt the encrypted message.

In a system utilizing cryptography, the encrypting side of the
communication incorporates an encoding device or encrypting engine. The

encoding device accepts the plaintext (unencrypted) message and a
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cryptographi c key, and encrypts the plaintext nessage with the key
according to an encrypt relation that is predeterm ned for the pl ai ntext
comuni cation and the key. That is, the nmessage is nmani pul ated 'tJﬂ 2@; key
in a predeterm ned manner set forth by the text/key relation toy\% 'gl ab
ci phertext (encrypted) nessage. Likew se, the decrypting side of the

conmuni catfypfodrapRich@yabag encpte teglataktcresyagdasityy Bid K, @éh%irg]sﬁ The
decodi ng devi ce accepts the ciphertext message and a cryptograp |8 key, and

decrypts then enpht relrtionrthal iy pragetermined f@!’)ﬁgﬁ@&%ﬂ@WthmmLmIMionypt

rel ation ' r rm o~ d ' text _pessage and the key.
That is, %HQE%Eggggﬂ?égh@r#@gF%) edlsvxﬁﬂ?h'r&@ﬁgéﬁgﬁhitﬁegewréaet erm ned manner
set forthplddteenihedtmarmerrset &dritoby the texurel eelatisiews plodlibs @xt nmessage t hat
corresponds with the-original plaintext nmessage. The manner in which the

key arfl t RPNEEPXL (€5ENEX@d)dPBR$aAF-i n the 5 communication process, and the
manner in whi ciykoys, 4{13d%@%ﬁﬁ&siq‘ﬁ%ﬂ%c@n&%ﬁfcg r‘?m%bgqosréggg%l eThere ar ¢

many conventional cryptogra sC s in use today. , probably
the nost pepodiag devideherdedrgptingrendine.- Kag decppingafemids sccephetie.  Accor di ng
to a schene of this tggﬁi, t he keys used are actually conbinations of a

publ i c ke§POERESHESESESRENT @ HYRICOEANNIC KBY ARrLeRCTYPISARe ciphertext ge group of
entities, .and d t LS | +f j cul ar
comuni cat | on?azﬁwfﬁr/r%tgrq(t ntcc‘éﬁﬁ@ﬁ@i?ﬁe}c@ﬁtirﬁﬁgéﬁgﬁ%I%PH%&\}\%@?HEQ?%H

part i ol athecippedgxiapessagecararthe keyadEtpids etheonesdagedpphaniptlated i s t he

degree of difficulty necessary to defeat .tnh rypt ogr.aphy,, that is, the
amunt. of Whbe ey &l g iTEaeRonsd AN R R B PUh e S LRRY Y&IoHER 19t ¢ he
encrypt EdpmneWgﬂéiﬂte’v}ﬁ%&sﬁgéhﬁét SOrredphda WithRAE dngiriat BrhimeLson may go
about attenpting to defeat the cryptography of a system Three of the nost

popul ar amMme&s$Rg€on cryptographi c systens are key exhaustion attacks (tri al

and error), .di r | al. cr | e |,Cabt . Choosi ng
nore conpl i cat fé@‘%@@b'ﬁ‘%&?%ﬁ&ﬁ g’f&;‘%%ﬁ%@d gﬁéc]%l%%r@e?{eﬁée@s“ggr"z ways to nake
a cryps ogcepimunisatii@nprdcess, and therrabheertin vtiitlakiys g managéd, defing avor e
expensi ve systemthat operates at a slower speed, Thus, unless a clever

crypt ogr aﬁmpéogr@ﬁer?esqf@mfev?@%@_ 3§ many Goméﬁ(l‘t'ﬁoﬁéhc%(f?&gﬂa e seRemgs at t ack,
t radeof f s;41ysd %%WBF’& A lg,eﬁr‘oﬂbﬁg thﬁ?nésg‘b?ﬁu%(r P HHER0Y o mﬁ-l@f‘“ ded.

Once a schene for {affectln cryptography i osen to suit the constraints
of the pactiptographiggshemsa.i Aacording toex sehame oéthis type, the keysalsed arnee 5

et o ™ B e B Wy PR Bt by B 7o 0
comupg catd anamde grolip\of ehtitids, taheli 4 pavatEkaly ctimpahantt tHat iespedifiptd that e.
particular communication.

An important consideration in determining whether a particular
cryptographic scheme is adequate for the application is the degree of difficulty
necessary to defeat the cryptography, that is, the amount of effort required for

25  an unauthorized person to decrypt the encrypted message. There are a
number of ways an unauthorized person may go about attempting to defeat
the cryptography of a system. Three of the most popular attacks on
cryptographic systems are key exhaustion attacks (trial and error), differential
cryptanalysis, and algebraic attacks. Choosing more complicated text/key

30 relations and longer keys are two ways to make a cryptographic scheme less
vulnerable to attack, but result in a more expensive system that operates at a

slower speed. Thus, unless a clever cryptographic scheme is devised to



Summary of the Invention o It is therefore an object of the present
invention to provide a process and apparatus for safeguarding the privacy
of an electronic comunication. It is a further object of the3dr&he2i0]
invention to provide a process and apparatus for encoding and decodi ng
digital data. One enbodi nent of the present invention includes a
conmmuni caty ~ 0, ce

communi cafy 3asushesHa] ok Mabiely FuSFBS FPRuohhoh SREICR, BRTRR AT, e

ori gi nati privapaoce/providerl. cormuni cati ons channel . The origination space

i ncl udes an encryption engi ne for generatingwan out put synmbol O based on

an input synmboPnce aseharpa iy eftecting s8iniPergrhy issehasast tokit than encr ypt
text/k j: 00, j 20, i i i ncl ud
oot yor PSR, or 08 peRfUaMone R IR RAF Bo) U BRE,) The O°°

out puts sy db@rmireeg factdr inrteow sbhecawstul ithe tiyptograpinewill Ie iheefeafimg/ni cat i ons
channel and neans for receiving a decrypt ke¥ and a decrypt text/key
rel ati on. atReksenthis M turd,aftects thegoafidence et ths Rartige te@cr ypt i on engi ne such

that Q= : ~ ) BT #3240 a~(t) 25 + ~, [It +
ao(t)]] . %ﬁﬂ”ﬁcﬂoﬂd" W '\(ﬂ?ebrtgagﬁ% gﬁ%%'&“‘?“ will remain pﬁ'& 8°N\+1 additive
transformati ons defined by the encrypt key, where nN, ~N-1, . . . |, ~z, no

are N pergut ations_.defined by the encrypt key) and where Wrepresents the
nunber of M&QLEL&&%M_@ } tioh, ¢y pernutation defined by the encrypt key.
The degrypt tejt i i : ' j h that I't
Ini - CRELgP  Clfis ibkelch i GlieRAMPhReqeneIiBRIdElG SRR Phociep Tt 1
a' 3(t)]' aandepparatus fgn §gfeguarding, thegulivay vhan electronid cordefuinitatioy t he
decrypt key as,t.he [ nverse of e permytation ., where a'N,_a' ,~ i, . . .
o Pt S ar oS T $8eRt oS Bree e tha i RetfeR Srtelenelibt 5 T 3 0
JAN 2003 &Qﬁaram@fdﬁﬁw&d%r@ﬁ@é&m Hig®angather of possibilities for each
i nverse pernutation defjned by the decrypt key. According to one aspect of

thi s enbodi menPne¢abedicnsaf dhe iageAkinvaptieeincludes eammunicgdroup t abl es
for stari alh e y arding to a
di ffeﬁrgnt Qgsst%tgﬁpvrg hk :‘:usdge}'S ogélﬁg#&ﬁ%&%ﬁiﬁ ypt %%%g%ggﬁga@ﬁg‘té@r i ncl udes
MW | ook - aplestibation Spaces assiaimfetVivdathathe abriginatienspatetviieetheossi bl e W sets of

tations. According t j ff , t hi s enbodinent) th
Cncrypt 1 ROGRTEAIT A | i aCRRNR DR aoR TR AL E PR or | ng N set s

of pernut ghhiRRFoPHEREIBRE R SLitBH SYnYE O Hsed DRtan Plbut sPmbbE, BRESi bl e W
sets of pernutations. According to another aspect of this embodi ment, a(t)

i s a stepmeanstfooreceiing ediengrynd keyf am enefyphisyt/key w#lation, andnbediputnt
o L) 2q oy, T ol ot PR SRR M RPN Rk o each
Accor di ngdeorypteti $¥rabenit; baspe oh thé output sgnibotireveited faxrttthe okgin@dtiod, 2, :
an’ i nt 64 PDALA VApE ORI ARG RIBTEL 3P IHENS IR ETCoMES raRcRPIREYa
di fferent ;agRe4dcrPpt text/key relation. The encrypt text/key relation controls the

encryption engine such that Ot= an(t) + nn[on.1(t) + Tnafon2(t) +. ..+ m2fo(t)

25  + [l + co(®)]] . . .J), mod W, where an, an-1, . . ., 01, ag @are N+1 additive
transformations defined by the encrypt key, where nin, 7in-1, . . ., T2, o are N
permutations defined by the encrypt key, and where W represents the number
of possibilities for each permutation defined by the encrypt key. The decrypt
text/key relation controls the decryption engine such that I'y =ny[ny[n37" . . .

30 [nnt '[N O NN ()] - . . - a'a(B]-e2(B)] o's(h}-a'o(t), mod W, where "
is defined by the decrypt key as the inverse of the permutation m;, where a'y,

o'N1y . .., @', g are N+1 additive transformations defined by the decrypt



this enbodi nent, ax(t), X={0, 1, 2, . . . , N1, N-, increnents the
sequence of rrx for each value of t except when t equal s an intﬁg 0
multiple of RR where Ris a prine nunber. According to a differ %@%g%t
of this enmbodi ment, ax(t), 20 X={0, 1, 2, . . . , N1, N}) decrenents the
sequence of nx for each value of t except when t equals an integer nultiple

of R whekeyRan$wheRs WeeprdsbsE thé\aoRIbdr 8 pbesibilifiel fdiacAsResiteof this
enbodi ment, "1', corresponds to It. Another enbodi nent of the present

i nvent i on perdutalies defineArinthesiacotdgyt em which includes an origination
space, a 25 co i i el., L DAL space associated with
the originati o%ﬁ@@é iﬁgﬁ?%gsgmw?%g??%(ﬂgj%&‘haﬁﬁe?&%@zorb??%pﬁati on space
i ncl udes durtiesrahdates YV IdECab YADEs fot stdring eSoHdtthe Hossile Pneepsf key, and
an encrypt text/key relation, and an encryption engine, controllable by the

encrypb t @RIMKialions| Aqcerdingto galifterant agpea obthipambegdiment, the based on the

i nput 30 ) _syck LT ( = i = N2(t) + . .

"8 ara, YR ighe RfheinqudBd ey I plegof storifd g llesel) -

ao are N+keadef theossiia W eetsedfipemmutitionse Adeprdihg teadliferenkaypectier e ~N,
are N permnutations define y the encrypt key, and

~N1, . . . , =2, ~CO | ned

where W r dpis @sehadiment the @neryplion enginefurthepmsiusies NheM<MY lgak-em for each
ermut at i i ; d i " i udes a
Fecer vor  fapiEe Lorthing N S6s BFpENRintBHe plolRIEae HBRt LOAIRBRE sl TS 0 o
decr ypoi orthepgssible \Absets af pabhetations.gAceomlingip analber ygpent offibol 't based

on the output synbol received fro,mtp\e S ori inz%tion space via the
conmmuni caﬁ’%i?%d'%ﬁahrﬁt),'sglﬁfﬁptftl'féﬁt’oﬂ‘ G_Cﬂrd'nﬁ%a' priher aspect of thig 1.+ [ ~N
[O—-a" N(t) 13 Nz t) ] -1 - a' s(it4lnd' - U~ - a , d W
where ~;' eﬂg&)ddgﬁnlerqéd)x@ _%(h@'éegr ypt’ rﬁ(éy@’s%%héer&?ﬁ\s/é?%égééeﬁ%eggi)%ﬁf@g?ati on
~;, Wwher e gach.vafud\that t equals.an inféger nitltiplardd R\wherd R Isi  priffeamghigermat i ons

defined by the decrypt key, and where Wrepresents the nunber of
possi bi | | tAcssrding teadifferentpsred o dhisemhadinede kb XHY. 1hd decMNpt key.

; . .  on anaine T urth
'l udes Wi a8RRnTETS e Soadtha TR BRE vabRinrticBle A RERES o1 "
per nut at i ensitipldasf®, divingretR isa grirfeenembenspecdrdivig told gifferdimdispeot of t he

encryption engi ne further includes M<W /| ook-up tables for storing M
avai | abl e thisgEpRodimenhoxthsXrill . B set Nok NJelnsirmaents iie spaeenet oy to a

di fferent i i : | i i ncl udes
N<MW | oo@ﬁgﬁgé%ﬁggh oor?t;%?ggﬁen\gﬁﬂ% gg @Sgﬁgéﬁé‘%t Q{qlﬁg OE;Rése eteré(:';ﬁed fromM
avai | abl e isatpined nuinbepogecbidingica differéntespact of thinembAdinoert| agt)t o anot her
aspect of this enbodinent, a(t) is a step function. Ac?ordio%g to a_further
aspecOof XHPs120 efbodi it Niagegrements he sequence of x for gach valye of

i ncr enent : I it eger
it plo of P T ERugts it iedeh e B e o P e ©Sepect

of this erfinpdrdingto aduther aspead of this embodiment, I'ivatresipndslée kenent s t he

sevence o X e SRS T e bR Bl LRSS (Bl TR, where
invent, aXohmmuricifion systém, which included, alN\brigihadresates at he sequence of
25 communications channel, and a destination space associated with the
origination space via the communications channel. The origination space
includes a receiver for receiving an input symbol |, an encrypt key, and an
encrypt text/key relation, and an encryption engine, controllable by the encrypt
text/key relation for generating an output symbol O; based on the input
30 symbol, such that Oy= an(t) + nnfan-1(t) + Tnafana(t) + ..+ wfan(t) + mqfh +
ao(®)]] . . .1, mod W, where an, on-1, . . . , 04, 0g are N+1 additive
transformations defined by the encrypt key, where an, nin-1, . . ., T2, Mg are N

permutations defined by the encrypt key, and where W represents the number

4



rrx for each value of t except when t equals an integer nultiple of R
where Ris a prinme nunber. According to a different aspect of this

enbodi ment, ax(t), X={0, 1, 2, . . . , N1, N}, decrenents the %ﬁ]ywmof
nx for each value of t except when t equals an integer nultiple ) ere
Ris a prime nunber. ao According to a further aspect of this enbodi nent,

2 commun SRS L0 for S PERLEPATERREL o9 tho BRCREERED. ThE S cat ons.

channel , destiratioacpade dosipdécs recalpdrefdr vddeiviidia dachgit keprpdter via the 5
3 0 JAN 2003 comuni cations channel. The first conputer includes a synbol
i nput por #e$rYPt textkey relgtionh ansrtesyriien engineaportrellabla fokegnerating port for

receiving, %@8ﬁébQ§c?'r€grtn5‘6VI"t skl o th G‘t’sa/grﬁfol ?%r?éi\i/ébgfré‘rﬂ facry pt text/key

relation, an m Cr oprocessor for erating an output synmbol O~

based son dtiginatkonspscs yiatthe coronuniokiiet tharines seb el Eaxt[Lkgy,t el ati on
such that O = aN(1t8) + ~N[qN_)$§) ~ =Nl Eal\l-,zgt) oo+ ~c2(a~ (t) +
~—~ (I's + admy T [Oro'Mt) -ty . wher BDENR(tih ()] cCo(t), med Wowhete N+1
additive tnansfar i gqns defi ned by.the encr ke ere ~ ~N ~, .
HADYS & Refibhy 365 sREvalRenas g MvBBeahy fenulAioh Ty wheree w
represent g t nunbey, of o L dds 0 SRRt Y I.nad by the
i o encry%tN' E&V.’ 'Thé&é]é%8%é?oﬁp%%%9ﬁ?géﬁﬁggﬁrggoﬁ%rypt meﬁdﬂrﬁpo% for
recei vi ngkey, cad whérekdlnepeesato it mamnbetyof gassitslit@si fogeachdeweygg t ext / key

relati on, and a,second m croprocesspr for generating a decrypted synbol 1't
based %n PW@“‘S@f‘BﬁldegQ%nbV t?éé@FV@EE‘?Y'om the origination space via the

communi cat i OHSAeB@ﬂangzm GRhE R dt oty emdﬂﬁéﬁfyﬁhete%gph% er(@gr?et i on such
that 15 I't =7C--~(TCZ ~(TL3 ~ . . . (7LN_~-~(7LN ~ (Q-a' N(f) I-a~N-1(t), 1-
- afusthey includes Y lpok:up( taplesdoostoyingreagh\af théppesible W seds defi ned by

1 CeCr YR GReuBRs) Alerdid &% Alicketd SRR bRt e deer ypt key,
and wher eejéryphic g eagine fultBeninahies M<\oidsk-upl tablegSof storiggdh avaiudise

pernut ati on defi ned b,Ev) t he decrypt ke¥. 20 According to one aspect of this
enbodifrengetsiaidhe ppssi l?oWrﬁﬁté of parowa 'OT‘%CAGE@Q"\ﬂ/qocﬁ)ﬂlﬁﬁfﬁﬁtﬁpéét ®for

storing egg eﬂboﬁ&ﬁguﬁ‘@ﬁ% Qhﬁéﬁ@f%@giﬂ% fBﬁﬁéHhéiPH@QﬁkM’é\Rﬂszk-@ to anot her

aspect of thrs e I rent conputer further includes McW I ook-up
t abl es f otabdesofor stpriviggM sietsabf persmttstiats prieseleotsxi v MVaveilablefsefseofrut at i ons.

e T e e

presel ect gghobtipAeM, avfid Btep RALHoRS AEBSdRRSERI PHRtHE 88pECtAf tIigr Ut at i ons.
According to a further aspect of this enbodinent, a(t) is a step function.

Accorali ngembodimetie cixds peg0, df2,t.hi.s Ne bl Hiimeramenisxihe) seakehoe of rxfor .

i eger nEReH RSGREH SqHRts 8 R PGOLmRIEOHGrBR T Rie B RIG LB S ot ner
he. sequence SRRy UmRfom et of i fmpddimont andt Xofdifi2 g RofT ements
N}, decrements the sequence of x for each value that t equals an integer
multiple of R, where R is a prime number. According to a different aspect of

25 this embodiment, ax(t), X={0, 1, 2, ..., N-1, N}, increments the sequence of
x for each value of t except when t equals an integer multiple of R, where R
is a prime number. According to a different aspect of this embodiment, ax(t),
X={0, 1, 2, ..., N-1, N}, decrements the sequence of my for each value of
t except when t equals an integer multiple of R, where R is a prime number.

30 According to a further aspect of this embodiment, I'y corresponds to .

Another embodiment of the present invention includes a
communication system, which includes a first computer, a communications

channel, and a second computer coupled with the first computer via the

5



3 0 .1AN 2003 nultiple of RR where Ris a prinme nunber. According to

anot her aspect of this enbodi nent, ax(t), X={O0, 1, 2, . . . , N-310 &&‘

i ncrenents the sequence of rrX for each value of t except when t ed ?@3 an
integer multiple of RL where Ris a prine nunber. _According to another
aspect of this enbodinent, axX(t), X={0, 51, 2, . . . , N1, N}, decrenents
t he sequemﬁmfmdamnts@haﬁﬁah ™R firet %mbut@k%@dé@é%yhb@ﬂlﬁ? Bpér fo Mt eger
multiple of R, where Ris a prime nunber. According'to a her aspect of
thi s enbo@Caiding an' lnplﬂ@lyﬂ@d)gnm enerypt keyringup pes dat racnwmgarmananypb provi des

t t dest i nat
apace. THEHASIINGT I S G S T B R HREG AR 2 “The o "
ori gi nat i pitrepawessodiopgentaiting@reoutout SimboDtsdse@orbmeamp@n the input
synbol, such that O = aN(t) + ~NJaN-1 (t) + nN ~ [any-2(t) + . . + ~Z[al

(1) +5— $yrobal, g@m@l]qd by the gncrypidiexifteynesationasychd t—O; an(t) + rnlad , ao are
N+1 det t f t ~N ~2,
e ae N pHeEraPmaLd -pertA ) s &iatiher 4 WK é@w@% Wt nuner of
15 possibiljti f T recei ved
at Ito he des‘t‘#hateolsacg%q\ls*b‘ggg ltlpgﬁggﬁrr@rgg%?se gf"?érﬁngwqé%ﬁagbtgke%emg g%l based on
the receiygchyout put n5)igiEee N peehutatians definedby tHe-@ndryst key, and wr{erétl [~N ~

Qt-a' N(t ~N( t (t 2(t) W wh
—[~;' ?s <(an m%eéegt]éfthe ﬁé”ﬁteé@épéﬁt%}t@gﬁ f@émhmﬂ@(ﬁtgﬂon dﬂfé‘ﬁ)d bafrtoha a' N tere

d wher
i opl sV BOF, M2 s8BoRd SHREIGPITILELAE R ERTRAGBRLBENS, and where
Accor di ngretoenmg arddoeyptdsyeatsecdnd hemomge ks stordtea pleesjpbteact/tté;s ets of

per mut at i ons are retrieved fromWI oo tables rior to g rating the
out put syFRton, 8??@‘“?6"‘3@590?5%9#855%@3@9 W@@ﬂ?‘%ﬁfaval | abl e

sets 25 of %é]foﬂ?ﬁébmpﬁlt %BFréE:fen}é%rf the Bﬂém"é'hs ﬁé&é Gsaflel rom MW

| ook- up ta prior to generating t out pu ccorglng to a
further aspwotuni¢atidms ghapoek spnivokest by tﬁe pecrypt t@t(t/belssrqjatemesttmdntteat fromM
avallable seta of thep55| | e set S, of mut at i are retri, d from
N<MeWE ookt ol T‘“b‘r F'&)1@é ®t] RSLe outob'g{jfsynbﬁlzﬁ)ﬁ @éfm ng to a
further t 11 ding to a
furt her aé‘é@&mﬁ V?E@“%%oteiiﬁéﬁ“xe@ét g ?eé“fﬁ“*’ﬂ%“‘ﬂfé'h‘?@"se%‘f% ’s used
to incr enpettmmtlataoaemwdmreoat oy f.ar. e@ch’w&rb%t bdditive énafosmationsit eger
multiple of R  where rime AN 2003 cording to a
further aQ%@Eﬁd BY ”’t‘%ge%’b’% angwbﬂgrm(&_regre@ntszt e number C’Af’N-l N}, is used
to decren‘gaé%t,mﬁgafatégtﬁqn%rs%efn%ta%ﬁme\ﬁﬁba Iytofb%tdetcrﬁﬂ‘@ts an integer

mul tiple rime nunber. Acco to a rther aspect of
t he pz®mcess, aXGt:t)rdlr)g:(coqnaasaect of this emtxadimeny, the sra cemputerifuthement t he

sequence of ~. for each val ue .o t an integer

nul tiple WF"‘HGS\MPBR'IQ‘&QBESJW f‘?@”ﬂéﬁﬁ@ﬁ ?ﬁ\geCB%S\%ﬁqﬁls S%ggkﬁrther aspect of
the procepgrmapstibns. Xﬁ&@rdlﬂt_? tc2ancther aspediol thidlkinboglirieet tHeofirdecr ement  t he
sequence of rrX for each val ue of t excegt when t equal s, an i nteger

mul ti pl e 6pMRuteffieftbernelidgs Mr\donknvpdpbleadensiaring M gvailabls s@&ofaspect of
the procegs) +s§&bl8%rs‘ae?§8f'?§m’itﬁ lidns. ! A@cdﬁﬂfﬁ?{}ﬁﬁ“ AR 3 Efof% t he present

i nvention'in es a nmagnetic s or age udes an i nterface,
and azszonemw&nehbnhe:ﬁm coiriplutey farthelunolpdesém«W ook-upHtabiestfer f ace, to
produce an, out such t hat

N(t TAN ~N- ~
[aN-z(t) sttormgr‘}\'lI sgfié?) %ejqqtat|@sgefelgc¢%f5?m) (avallable]s]e %Bew)v\;er e ltis
an input M@Bte \Qﬁ%ts%mpermutatlons A%cord*ﬁ?g ¥ & fliHeradPiebd ofthis S

t ransf or t|0ns ~z, ~0 are N
per mut at i embodi@hentdu(ys atseemtmctland Amcomtmgatcemeihehespambéthmf

possibilities for each pernutation the kh Accordi.ng .to a
further aspwedingent gixé).efblal mént. - if s'”ﬁ st*t%ﬁ?qltﬁ?ce,&lfc?grfﬂf ng to a
f h erN 1,

urt o S@B@ﬁ%ﬂfe thidt ?e&’?gg'{t;@'éper Al cti] ﬁt ea]’%Rzls a pr‘?rﬂ numb N},

i ncre € sequence 'O or ea t equa S an |nteger
mul tiple pkchiding & Qndiihlesaﬁpétrtidfrmlwrmmdnmént;@tx(tt ={0p1a20t.heN-1,

N}, decrements the sequence of Trx for each value that t equals an integer



aspect of this enbodinent) ax(t), X={0, 1, 2, . . . , N1, N}, decrenents
the sequence of rrx for each value that t equals an integer nmultiple of R
where Ris a prinme nunber. According to another aspect of this errbodiénﬁ&*
ax(t), 25 x={0, 1, 2, . . . , N1, N}, increnments the sequence of rr 2003
each value of t except when t equal s an integer nmnultiple of R where Ris a

prinme nunbfultlplé\OCRr dihege Foisanplimernumsipec tAcdordihg So erbpRr Bepeet L) . X={0,
1, 2, . N}, decrenments the sequence of nx for each value of t

except V\h@ﬁﬂbpdm@l@ﬂ exéh X-ﬁﬂe@e? .mul, N-pi ¥} dncrementiethe sequenaermfmdomunber .

h mpodi
vedi om  wRPah Ane acCent WieR BT iEe: SRt ke i | ﬁ;‘”aage

m croproc r t r o I"t, such
m crop gﬁ@@%rlﬁggro?’)&gcdratng tB%thér%s%@fjb'ﬂﬁlsaerﬁSﬂ@ifr?érﬁda)ﬁ}ﬁ”R 0,

[O--aN{t)I; aN- 1 (N )1LN} decremen&'(?te)semmonaabf axfcﬁrteacir\ems(lme ofrbexddptwhere O
is a recej N+1 dd|t|ve

t ransf or rﬁﬁ’}(1 ﬁ;ycal@fq ﬂréwtggeram%‘?le Qf R \yherf R 'S aynme number. Agearding —-N-' are
N i nver seipgrirtiéldspeet 8ethidembbYinidit, K%’rre@fignﬂ’gfcﬂ?rese”ts the number of

possibilities 5 for each Inverse permutation defined by the key. According
to a further aspeqresgntiinventionmaleld pravidesad pyodess dorscarpmiuninatioon. Accordl ng

f f this_enbodi X= ,
o enont DoMmBTEET bufinetn SpRRS AH EksirBliphhoers Thedtpds niluiet eger
nul tipde @ceﬂiniﬁﬂﬁﬁplﬁ Sﬁn@olwatflﬁe BHigiation /éﬁs@é Qhﬁl}@eh@ra'%ﬁ@tér%utﬁuﬁs pect of

t hi s enbodi nent (@% decrenents the
sequence 8YMbpkOf lbas ehtlw%lmwtswabot sugi dhat Qtﬁ'- anft)eyenforu(t) Fpive of R

where Ris a |rre nu ord| not ect of this enbodi nent,
ax(t), X=f & mfo"(t) +I\ﬁi|‘+lﬁ° ncr]ﬁl%‘?f{]@]t"ﬂ'@pg%'u&ﬁée of ¥rx for each
val ue of hogﬁé’ﬁlﬂh eat nﬁ%@é&dl%hﬁﬁ%ﬁhdﬁﬂé 'vﬂLe‘?e‘?:L n@) wher 'S a

pri me numnber. ccording to an er aspect of i s enmbodi mahtz’ x(t),
X={0, 1, areNpredetermined pérmutetiorsyamdsvhére Wegpraseatsothe-mumbérasf each val ue

ft | f R, wh R i
O o eBbetBalel i At ey The Ryt By ReuE tshresaiad Sufelr o
features, JagghaARredHaReCana% ddteymeasgRibol nve@tehefatédlﬁaé@@ &P ent by way
of the foI owi ng detail ed description, Whl c ] ncl u ef[hpref erred but

non-1limt re@l\ad)@dtpnéaymbolrhaclmmm i e ilms ved drw tInn T EDex ' etid @ ’n.o t he
communi cattins -erantOl-eROFF ey THEN, WBRD: PR IGen I ESE Sk di agr am
S T bndgml g £ sl Sugu gt eeen
conmmuzd capresetémasinad adldntgrerteansrﬁmrnmjme andmdhese W represents the number
of possibilities for each inverse permutation.
According to a further aspect of the process, the possible W sets of
permutations are retrieved from W look-up tables, prior to generating the
output symbol. According to a further aspect of the process, M available sets
25 of the possible W sets of permutations are retrieved from M<W look-up tables,
prior to generating the output symbol. According to a further aspect of the
process, N sets of permutations preselected from M available sets of the
possible W sets of permutations are retrieved from N<M<W look-up tables,
prior to generating the output symbol. According to a further aspect of the
30 process, af(t) is a step function. According to a further aspect of the process,
ax(t), X={0, 1, 2, ..., N-1, N}, is used to increment the sequence of m for

each value that t equals an integer multiple of R, where R is a prime number.



destination space 4. The origination space 2 defines the place and tine at
whi ch the conmuni cation originates. The destination space 4 defeijﬁes t he

pl ace and tinme at which the comunication is decoded or intend &N 303 o

3 0 JAN 2003 decoded. The origination space 2 and the destination space 4
may be renote in location. Alternatively, they may be col |l ocated but

di spl acedaj i ! fl ieRcC et wegnq4t .

originati éﬁeosﬁggﬁt%ggﬁiﬁ %gsggtyithg i o%ggbgg@ﬁﬁg'pgn%é'Ohﬁ{qﬁfenﬁéﬁ ure of a
parti cul ausesbtoecreatdnbithe Sediencerafgiyfat each spledhadt teqlateshiimagépn space 4

are associ ate i t.h common conmuni cati ons channel 6. This comruni cati ons
channel 6@@%&&@@’%’%%@0&““%%‘ 'éb,er:smoé@néﬁ?)?)fuﬁhﬂ éSP&qﬁ@fﬂ’@lse o:‘ a
cel lul ar i t el Q. | . t.eripatd ; ications channel 6
oy be 1 chiisESe SHBERSTE €2, MBI Ut R Aot o e

the 0 ori gifatéauh wnae of Lexoept Whendesjualwan Qﬂegaamaltiﬁle SURwhEreaRMESSage
left in menory on a conputer by a first user, for a second user to read at

a later tisn@pome membenrAeeipinigde a ferbet aapeniiol e presestandtl X6{dmy al so be

he case. df 2 et MviF s P BRiericmIdR 3o688ad: Fhbor 3eh A B Shace -,
the origi eatemilveher edGuai®anagtegsr multipts of ReWhers REBE prithe huaseyr di ng to the

encrypt text/key relation 14, using a provided encrypt key 10, to create a
ci phert exficpersiingto a firthes @sppphefitheprocrsss hgeoresprads éebi ved at t he
destipation sp J i i A rized entity
havi ni;@a prope?\ﬁ (tal-]f:l:"rry\ep')"t‘?D idg@egg%% Fﬁﬁ%aénrﬂgﬁ%é\jﬁg’@qﬁ %lggﬁ%agg%%%fé key 20 to

t he dest i shirage nsguiure, whichtinclades ansntepfabe eahd e cohtrolérfbecdetxdllimpasage 16

message SGRPLIFESHE A BRdBIECentS BIRYPR 2N BaH OO FheSgisl The
originatiepn= tisnati o f or e,
conputers,@j?or%&ggg-nﬁ[ﬁg' téﬁ”%%&?gr'.' 'gnéziggﬁpfgﬁgmc%%&t 'e'r]]’m have a
certain awbhend |08 antinpuagebRRQR, oR.1f he. fef, moeire Kexfoaddifiie storing the

textl key relation. A mcroprocessor or simlar controller, along with a
cont rth sirﬁﬂﬁmt'aﬂ%dﬁ@iﬁfgh’y ade¥Ysanfovmr y - f B2 Mo 868 NRersrutalions pl ai nt ext

and keys i i i . can perform
the funct BB iy, G ARPediys B Hirfflel B SOhIRRATE, 8B T20 D57 08
such as 3peanbtibnaiefined byipy kdiysk drive) CD-ROM drive) bionetrics reader,
or device for readipng the_npdal func&j ons ogﬂa, vi sible | i%gt si gnal source,

can al so be pr O¢FaEENG 3 2 futhaiaspgct pfdhieegmapdinank Htldg @ $iBBsage from t he
originati r, . j i ser ' estination
space 4, gﬁ;\h#@ﬁ. ’*—C%gpdﬂﬁ?%58“%&‘%’3%"%%@9?@3& é@?%g@g%ﬁ{asx(g, gﬁlﬁ)?ﬁrij "di sk
drivezo or . auNib, S} éridtementsthezqalence bR forveabbddlge that s eqlakshen new

pl ai nt ext  nessa e destinpation, user. The texgﬁr{:ge rel ati on can be

etot
stored onirgegepyliintg ekRowheienBris gdirimm BHIbEF. AR Hwthabl e st or age,
rather th i ! ol uper, tg.45nal i nt textl key
rel ati ons%?Bége&g@)%I%@d@@%m‘ﬁx&ﬂ?ﬁu{bggé?é' or’ l?r;l' ggféﬁygﬁengﬁegh%ati ons. The
t ext| key seyaémnemobiry foneaph akle thaht/equais ani istelgas rulitipe of Rnevhené & | aced

relationship of a set of a nupber N of pernutations together with a nunber
N+1 of adéfi @ PiE"a PARSEbr ABEITEING, tojancthalashRckAl e ‘?'ﬁbagmﬁ% @¢hnuni cat i on

IS engtrypiedni | ockgy_ 4 tage ;L j ﬁﬁe Q%ﬁﬁ of t
bl ock% i s %‘c?’y%t'éd' g’c!:’ordi"ﬁnéggﬁoenﬁ@e;’% tin(;ﬁ;%t?g&g?r(])%aucche gﬁgﬁt put

ci pher t exexogstaigen Cequdib @anprteget aiultipls of Rywhené Rvislajpsmefnunhigeraddi ti ve
transformations, and ot her paraneters of the text/key relation are

det er ni ned\cgrding tqagotherasped iob s embadiment, oxtth K1Y, Acdor-di-Mglto the

text/ key ngl ati el i om an
ut eyl ptigthery IiCcdUETRE! i Gbrasdy yalle Bt Ribertiifin ¢ ugf ©
[arv-2(t) ah integer mulffll@[odR, (here R-is d ptime ramiber] | 11, nmod W 20 where
aN, aN~, . . . , a~, ao are the N+1 addjtive. transformations, 7LN, ~~,. ~,
.. .30 7Lz, 7PA0cHher amodment ﬁ{eﬁhﬁF?fSﬁ%”fa'HMeW"b'BF'é’Qéﬁ@@?%e%nber of
possi bi | it h : | ; kS j it iaS
nmodul o- W%ﬁéﬁéﬁeﬁo fwﬁg{rmkt@ﬁggr% gs‘ﬁﬁﬁalc? ' P%%Egcg ”Hg"%'nﬁtyggmé%'!'ﬁ%tb ation
t abl e ~~. niibmprocessor, via the interface, to produce a generated symbol I'y, such that



25 output fromthe ~~ | ook-up is nodul o-Wadded to a~(t), and so on. This
mappi ng of the input synbol h at step t is used to generate the out put
synbol O . The correspondi ng decrypt operation, Ft', requires i@ﬁ»{! 5he

i nput synbol !t at step t be derived fromthe output synbol OF. N a0
acconpl i shed according to the followng: 't = F 1 ( O~ _ ?L1 ~ [TCZ ~ [7L3
-~ IR SN~ Q L di@Nek (07 1: . - as()-o(tAR@Pogs(~) 1

ai (O)J-aol(t(c)-n)%,ﬁr "“Ir%dhév 11[*&1@%@@@}%\/&(@%e ~c§x§(t)] idg(t?ﬁbg@]ﬂ%og se of the
per mut at i medVY, wheed O &5 a eddeiyed symbolube-dN.subt 1, agt @gdarfer M+ tadditioet put

synbol Qt, and 5 the result is |ooked u_?) in the ~N, pernutation table. The
resul t of ramgormagliansdefingd-kog keysmmodal.geW-subfiNact BY afeobhinyareer esul t and

are 1 akenainfaton ety ey, BOR PTEBSBRIT S imis ot nossiiges o,

pr act iscal fopeaphimaars@ permaltationdefined bylthe atyt he W possible tables for ~
can be made available to a user, and the small er nunber N can be sel ect ed

for the parti chreardingyletapusiies@ppestiaf thinemhadiment, sHt)Ne asters det er mi ned
based on jnformation in fhe_key. Once the. N pernutatio re chgsen, the
starting t&‘&?ﬁ?@ %PO#'Q%EO 36%”?&"88%#@@%6%' tt'aq)(gspgb*&'de ' by

i nformation \ e; hédd h i 1al@Bn - - - s
aN ~, aN 'a'r'eNJ\F/qe'lItl\{}'elsrl mgﬁéégtegsﬁlgﬁgééhg@"% %%&ﬁn@ﬁﬁgﬁg%?lsage st epped
bef or e t hintegsrttmplbpieLafR,i whenedR igaipsimeonwralieu pAcadrdinigntoranadimer ng f uncti on

ided by th dditive,.t f t d t I
feperifont S4Rest oL A EMEoAmeBh iethabeRateg. -aday B tiesiePeraiPon coul d_
provi de f@éqdémfbﬁﬂa&ﬁ%%@ tASEUEILERs 8f intBSef MultRNe BORPRHEM RLT On table

[
by one place e times through the encryption process, where Ris
pr ef er abl ip aptimeguinpbénvAcantding.to Anothesaspecief thispembledimendidiui)ve

t f ti | d i,de f i ti t f the foll i
bermt ot | SRGdbe- by: B o dsShoshiiihs SERkeack bt Bul &Rl @HE g o O
process, weip® wherst syfiebabhsgar Multiohs 8NR, whelRAS agcmrﬁ@ nOFHHRer . Still

anot her count dependent additive transformation coul ;)r ovide for a
hesi t& i oAccarding fosandther aspact ohthis ambodipuentc ex®X, XHe, T.3.1.owi Ngl,per mut ati on

tabl e by e, place every tine through the encr Lon process with the
ex_ceptionﬁgfd r@mnfs“f‘ﬁrﬁf@”feﬂpﬁﬁém?_ Cg“@"r'%%ﬁf%’f%ﬁpgmﬁ?@%ﬂ terent |arge
prime nun’ﬁﬁﬁnte?ewlfn'uu lslepPRNUGREe RAgiatpritte huabgror mati on can 3o increnent
the sequence of the follow ng pernmutation table according to the value of a
previ ous output, for exanple, the output fromthe previous pernutation
tabl e or #@@H_T‘Qa 1L\Si ue can be used not only to 12 3 0 JAN
2003 det eéri%"fﬁél bt fihe Bowt sequence wi Il be increnmented, but also
the exd ent to Wheshand otlser ohjeciapieatdes andadvanibged of thg peesanil e, a
articular_ textl k rel ation havin i ernmutations and nine additive

P ans or mEBHN Wl bE BoBatst by iR O e Talfift Betdlled deschBlion i

includes preferred but non-limiting embodiments. The description is made

with reference to the accompanying drawings, wherein:
FIG. 1 shows a block diagram of a communications event featuring
25  cryptography.
FIG. 2 is a block diagram showing the implementation of the text/key

relation of the present invention.

Detailed Description of the Invention

30 Referring to FIG. 1, a communication has an origination space 2 and a
destination space 4. The origination space 2 defines the place and time at
which the communication coriginates. The destination space 4 defines the

place and time at which the communication is decoded or intended to be

9



5 pernutations, ~ ~~, ~z) ~3, ~a, ~s, ~s, ~~, ne, are perfornmed, for
exanmpl e, on the synbols 0, 1, 2, ~, 255 of a 256 synbol block of the
original plaintext nessage. In this exanpl e, the eight pernutatloﬁé]éA&QMH
selected froma stored set of 25 pernutations and are determ ned by, for
exanple, the first eight synbols in the cryptographic key. The nine

ddi t
Ses: g'n\é?egé%hfé;oorzm b??\ﬁah@d EF%@@Z‘an@ tﬁégé‘(é?rl)ﬁ)?tbanﬁ%a;c@% LEEA ty"’r% FHPre@S% a~(t).

a$(t). Thin lopatiaral Alernatively, the# nogy DQ(OPUOQEéEdibU'EdIE{plﬁedd iy timfeor Thexanpl e,

[ nbol t hi c, key. th d _of | icati f
the toxt | RRgee Enaims ol P pRnaBRsa nefieert he otGulPoEnata apay B | ons. ACL)
are nodi f jegkindtionrspape sqldgpﬂrideé orPtHe rtaherescﬁlaeﬁémeu@k abhrﬁmeﬁwt ations

remain in_place until the key is changed. The process for changing A(t)
vari ess f ofl heioriginadinn spade? a1d deﬁlnaésan/spege darataseocialad \mtblapl ary process

f h At d bed b t _of a.bl de. S(t) =
sat) - oopifmie dohuBTERRbLE BaBiu , B B fhiefiis el Sl “ai 11
t, which bﬁdg@atrmyemary;m@dsum@sletm;sty@hr;mﬂ\@easé oia%eﬂmapb@bet ext at tinme

=0, S(O0 s the synbol input word I (0)= 14(0 0 ~ 0 ' ~(0
: .e., (S~% baléwhqrmcallj J‘}illtﬁfn&t'\}ei‘ﬁuthéICOFVEOU”'C(PG%SEE‘S Qh(.%‘)nﬁ‘bﬁ ( é@ eﬁcﬁy)pt i :)n grza

f d ted,
For ' oxanpl@ PEEEsSraR2imé ebmdlitalich MR e heshby henflan R 00T 07
) =Sa(iorl driginafiort $paceS3{d@ndlithy destifation Qﬁdﬁé{‘ﬁ?{uth)as&ifﬁe)sséie lef8ir0 JAN 2003
where Ft, is the t- tthunctl n defined by TI. A(t) = ~ (1),

a2(t), a3[MeMmoRAQn3 compuiar by fifst user, fena saeqnd U%ﬁfd°|f§a@1@ aalateéan@s
foll dt
(oot 190 bl Mgt ind el ot i LD 17 L1

wor ds of t:bmbiﬂabioh of the Mrswheasctelthmed .cablesi angl stbrageemntemcaym theess, the

setting AEO% Lef? &Y ﬁtused n the textl key relation and does not
change. TH? e8 3’&@ rRNCINEl' YaSHYP'YYnbol s which are then partitioned into

16 15 At the origination space 2, the original plaintext message 8 is received
and encrypted according to the encrypt text/key relation 14, using a provided
encrypt key 10, to create a ciphertext message 16. The ciphertext message
16 is received at the destination space 4 via the communications channel 6.
An authorized entity having a proper decrypt key 20 can then provide the

20 decrypt key 20 to the destination space 4, where it is applied to the ciphertext
message 16 according to a decrypt text/key relation 22 to create a new
plaintext message 24 which corresponds to the original plaintext message 8.

The origination space 2 and the destination space 4 can be, for
example, computers, or even the same computer. An exemplary computer

25  may have a certain amount of storage space in the form of memory for storing
the text/key relation. A microprocessor or similar controller, along with a
control structure and random access memory for storing original plaintext and
keys provided by a user, can be included in each space and can perform the
functions of the encryption/decryption engine. An input device 26, 28, such as

30 a keyboard, floppy disk drive, CD-ROM drive, hiometrics reader, or device for
reading the modal functions of a visible light signal source, can also be
provided for accepting the key and plaintext message from the origination

user, and the key from the destination user. At the destination space 4, an

10



9-synbol sequences A(1l), ~ , A(16), as follows: 1o A(l)=the first nine
cutp,ut synbols A(2)=the second nine output synbols d A(16)=the_l.a 6ne
out put synmbols ~ 5 This conputation of A(1l), A(2)~. A(1l6) is preﬁ&r Iid3
acconplished at the tine the key is |oaded. This is done to nake processing
of comuni cations nuch faster and to mnimze storage requirenents. The

ci pher t expyut BBYicatad, isiiBh s tomofitd Hiski drivieh 8r audippeaked, méy8e ?is%ck 20

ci pher transformation of the input word 1(0); that is, S(16)=S4(16),
S3(16), Skepeyvidey 16 praen) teuey plasies) meseags fo thedystmatiosegaences A(1l ),
AC2), ~, 6).,are the set of additiv used to define the sixteen

er mut at | 38 ERB TRl e Bk k& Tortd okl SRs' Berpdteate "out put
the inver ggn atth.el t khii r ' rse order,
hat © 5. oy A S B R R e “Tode 1 s
based fon @ ent gext(key reiatiena tokesyappliest biodifferant tusersconipt differdept i ¢

resi stant m L&% properties of an iterated non-linear feedback function.
The textlﬁ'&lﬁo ation is a synbol pernutation consisting of the product of
N randomy sel gpkagxiiasyelationdfihé predeint thvehtos & BgderfupdPfRed set of M
permutations which in turn are selected fromthe full set of W

per nut at i Herlasedrelationshirsof aRet of evmbeal drirerowiatipasdegether withteo a
det 1 ni j { 1 i t ] the f ti .
Thus) eveRbirber 1 ARG et BrtbddhoC AR BB IR AT R ey 14" © A

tZ)POSkml ﬁbbmmmticaﬁm idiefrfoqlvmag i bbnﬁs, théﬁmn%mlpléime%n%esa'@g, of a s: ngl e ]
ock, the permutatio pplied to that s ol woul d be the sane only with a
pr obabi | i 99#@9%4\5&}**?[%6@%&@%%5 ?ﬁ@rgmﬂtﬁﬁﬁ?@t'aﬁﬁ%ﬁ?qw thet al ~ nunber
of rounds j i : 0N in this
systemi s°8{ ru? ?@iﬂé’ g(ré F(inﬁi:sg ??%lﬂtt Tf'g-gaé?t aca!dh%hrgmrarllgﬁiﬁ%gﬁmé ?gﬁﬁ {cl)?n
conponent fraasfdranations,randdthen phramgtars dhthedextrysetationldraideterniioec subset

of bits f omtge resulting fixed-length output. Thus, one will not have

mat ched i %L‘lt?e- ﬁYput words, which are normally necessary to analyze a

rel ati®n as copmalshevasint ig. 2] PBEpinElaRerdifg td thePterBIRA refatidhv6fithon.

Further, because the key may be changed periodically, for exanple, every 30
m nut es oinveption eeatagisarowput R Gyfre asdaryysyndiald as ollawse key is
limted. Thus, the inconplete nature of the observable functional

O¢= Fi(l) = an(t) + nnfan-1(t) + analone(t) + .. -+ ooy (t) + mlh + ao(t)]]

...]}, mod W,
20
where ay, an-, - . ., 04, Og are the N+1 additive transformations, nn, 7n.
1 ..., T2, mg are the N permutations and W represents the number of

possibilities for each permutation. That is, the input symbol k is modulo-W
added to ag(t), and the result is looked up in the permutation table ny. The
25  output from the n1 look-up is modulo-W added to ai(t), and so on. This
mapping of the input symbol /, at step t is used to generate the output symbol
O;.
The corresponding decrypt operation, Fi”, requires that the input
symbol  at step t be derived from the output symbol O¢. This is

30 accomplished according to the following:

le= F (O = 1 [ '[ma" . . [monet ' [on ' [Oron(0) ot (Q)]- - . . - 0:3(0)]-02(0)]-
a1(0)}-00(0), mod W,
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rel ati onship coupled with the relatively small nunber of functional val ues
make cryptanal ysis of the bl ock ci pher of the present invention ’ﬁr%ﬁgm
difficult. The nunber of rounds (for exanple, 16) of processing

bl ock ci pher nobde can be chosen to maxi m ze the non-linear mxing of the
contents of the register. This ensures that the data in each of the

regi sters are processed according to the textlkey relation a |arge nunber
of times. For exanple, the synmbol initially in stage 1 is nmani pul ated
accor di ngwheréhé i@ the enfeldeyf thel ririnatation every one of the 16 rounds of
processing, while the synbol initially in stage 4 of the register and | ast
to be processed according to the textlkey relation is mani puI ated 12 tinmes.

Thus, the cont . ) ph reqi is . a highly
nested, non- Iiﬁﬁéﬁ's %@Q%W@ W%ﬁbt&ﬁtﬁjﬁgﬁ)ﬁ\ n?)LﬁP ts)’%" ?tc |gur ation
of the f egbasliiemekta upnmaeheInﬁ%brrhmneﬁrtsmec'me @sbga the fobksip, Y. the

| i near el enent reduces any non-randonmess e present Secondly
t he | ocat bign(0f istrhedileddbmditragtadcikéry tlmetresudtlaad Icwbh‘eﬂ&rpano&s, i, aha sbhe
non-linear shift register and keeps themthere once they appear, with a
probabi | i P§- equal to what one expects at random As soon as a 3o different

Symbol 15 PresPRRRABIARIAGESRL Y. | B, StadhelabechBYbK e Leba on bl aces

a difference in stage the nex ertainty and
al so pr obgdyultirg inOA bwsﬁbﬂlﬁegfdﬂﬂ‘f@dr%ﬁ@tnddﬁpﬁimsla%fnéll@?nﬁﬁﬁ)'eﬂ\/?r Thus,
a single difference In stage 1 of the register has the effect of

mul ti 10 yi afthet\8kipbsgible tables fpAN cz0de twade avagablprtolaamelr,l and tite t he next step

of cancer PRIGhnORBErRACAPbe SelateBdf biecRarstiBh EprlofiBubabitBa, che

probabi | i pyrtielidriN fabied Betdirmihddsbdredt infdrnidin inanelrey. OprsitdeN an initi al
configuration of the register of the formDSSS, 5 that is, two different

tinmes in RETGYAtABS Bre chesersthe starting reitscfon fiest applyinceadt er cont ai ns
synbol s ‘t"ﬁleﬁnut%"il‘c?n%'r%éﬂ?\ﬁgéq_ﬁp inGrrh %n%r}ﬁé Ker ee stages of the register

contain € safe con s configuratron’has the maxi mum del ay before

the textlkey rQ'hatad@i’tl\ﬁestra?rmbmwhonif@@nm,sI NG eaaek asé oplues vitien t ext / key
relation is pernut ati on, step of the bl ock cipher processing, the 1

o cont ent ge@rmm%h@\yéh@tp@rmu@tm"m atannseafeie thegext parmytialipn 10 of t he
f |
(17232, VAR MAEHS Thothd PRett el o protlicd P BtNE 7L are”stil)
6 steps ttragsfoanationd caoibetcduet de;memienbot paluei daeqandénbeﬁbr e’émynpjeJRr initial
t f t i i ff
orbascs. e at el Rt LSUEER B e B AT Root onar yoi <

t echnjluegeqidnce @Fthéﬁélﬂmhlﬂg ﬁéﬁ‘ﬁﬁ%tl@hQa@letU%i@l\e placVesef! RAMHERIt at i ons of
256 el ements from whi ch the M:=25 basic_perrmutations of 'the systemare

sel ect ed, thrﬁ@gihmﬁ)gncwpﬂ@@uosoczﬂsszwh@r@sﬁi¢s pesfaiabit @ (aTee iPsmeppeBREMat el v
VWE5IM, ‘MA' Bn}érstgﬁﬂgagﬁﬁde ‘Hﬁ}é%t nffaanWecoﬁWEr'o%i fhpe set of

per mut atlons NOW, Aunber o very large. If 8
per nut at i Memeatm@tt@ﬁ@qhérrdemftﬂhefﬂaw purtmmﬂaﬁm tatlé by oeel mawe nt t he
nunber of possjble sets gerrrutatlons i S %pro |rrat?9/ ? ;lﬁo w t he
16 |i near 4@ figpes throug th encryption process, where J is preferably a di erent

25 large prime number. Still another count dependent additive transformation

could provide for a hesitation, that is, incrementing the sequence of the
following permutation table by one place every time through the encryption
process with the exception of every L times through, where L is preferably a
different large prime number. A value dependent additive transformation can

30 increment the sequence of the following permutation table according to the
value of a previous output, for example, the output from the previous

permutation table or a previous symbol. This value can be used not only to
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necessary for the bl ock cipher are generated by the bl ock cipher operating
on an unknown 32-bit initial state of the register with a fixed ugﬁ@axﬁ
additive 25 defined by a 72-bit sequence. This provides an additi 2003
2' 4=103" possibilities. The total key space for a known set of 25
pernutations is on the order of 1042. This is a key space that is

suf fi i enbbiernfidIfinbhePtRE FaibRiRy BauRrcknii D BERNTNE! ut i Pylehe next
century and also to resist other”shortcut cryptanal ytic attacks ‘should they
exi st. 3oextenhttdwhicbrit isonciemerdedct i on of the base set of pernutations on
256 elenents fromwhich.the key variable,is chosen, there are a nunber of
variant s of t hESH Bek TEHERXaiplEn e pecR i TSI R o

aut hent | caimitaBidh§aRaInEARYIIOE teReRAmUADNAMIPod BB ERISY, arRELAF mance

i npact and a 16 3 aN 2003 security i1 npact. For exanple e length of

t he nan- | perautatiens siler ngam, e nganged;, tve, accpenfardead: foromganpler oshor t er
chal | enges. The non-1 i near .feedback to t regi ster can be changed or the
nunber of t EOléfo’i‘lmgr @nzﬁgng@ 210 Wf@b&zﬁ?ég@ﬁ‘@eﬂf'%]@ﬂ%ﬂ@éﬂ to obtain
vari abi | i [ i ; ARY ring

bl ock ci phﬁss%?%bligﬁﬁggggﬁ%gﬁ%%gﬁggg]ﬂgg&t’u&g?at?f%?/@gtregqﬁénrbé a? &0 to the

bl ock ci pbetofrdfdpeintstatibns &nd gire detenminksbbyffot &xarmpleetiat firsbéighhe bl ock
ci pher no

d f, t.h /K | ati f. th ' [ . th f th
most - popuPdrbaisiidhe FRRaEehG R TThe pos R iR Rrs e fized t or acure
will fe dibpedssed thd aaforBid8esigRERY AB):= %W%gw,ﬁ(ggﬁg(f)ka{@and error

attack, differential cryptanalysis, and "al gebral y exhaustion

attack i sogthrwlty ot aes(tyetlhednitial vdiue at b= &, (DR ssdbleemireaty)déri on of bits
i s generated Sfﬁ a, otenbi al key and is applied to the systemin an attenpt

to fortui EXREPIE: BNRIBBOPKdN JaF PYPIREraPiReey. atdhesnd ofsadh x 23 x 22 x 21
X 20 x_1appidtion®)1heedikdy ¥8faticn 1itie €xANBR, Maddfilees Tor 1he el ght

pernmutatio ere are 256s = 102' s'
possi bl e thosfoenations,tAd), aremcsiifiedodetemain)stically, tiu thenselectiedamighitt | ve
transformation. t.Fi nal | Y t heire ars %5@4 = 10s~s3 pﬂ%:i bl e choices for the
initiW kB§TRYEHonSfemain inyglace Unti e key J§ Chanded: o MERICSES (e A(t), t=1,
2, 3, -_-chargjﬂ»é-A(@Waﬁbﬂ&‘orﬂiﬁ@ré‘fﬁmd&é&%f&héYextﬁk"eytrél%tiéﬁ.rdl nality of the key
space, is 1 OG0 s4°21 s~ +s ss =1 O4~.s4, If one were to try all possible

keys in sone kPREEMRIANGProgass rchangingh), is kleserbehbelpwiasipaskpéat , on
, i1 t f ft
Sbout 10aPRelf fhertfodd S - S26, ST SARY §\ Il Rceeite DLRATES DL ng'

current teldintekbigput aiotirnd tnwhichds tobpleatsmited Plie ovtial vahteushithel f t he key is
defined as, valid for only, f.ixed amount. of tinme, 30 mnutes for exanple, a
key e%augﬁ'rgﬁx%?tttéﬁﬁ 'Tné Q@NS@?{?WWM B'pé‘ﬁlé"(?g%d. Probably the nost

popul ar short-cut cryptanal ytic attack today is

1(Q)=14(0), I5(0), I (0), 1(0); i.e., S;(0)=£(0), j=1,0,4.

25 Fori=0,0.,15, (16 rounds of encryption are performed on each block of data in
this example) S(t+1) may be computed, for example, from state S(t) as

follows:

S4(t+1)=F(Sq(t)),

30  S3(t+1)=S4(1+1),
Sa(t+1)=Sa(t+1),
Sy(t+1)=F(S1(1))+Sa(t)
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differential cryptanalysis. The basic idea behind the attack is to conpare
the encrypted versions of two (or nore) input words that have ver Um 5)
di fferences under the assunption that the differences in the out q }@
depend on sone subset of the key or perhaps a related key with smaller

di versity. The follow ng best case scenario can be envisioned for the

at t acker :whdre F3ishthétth R idn 1 ef -y sNput words
whére F3ishthétth RRG8tidn d@ﬁa#@ﬁbyﬂTPSAg? Faottn%aﬁ, "é%“%%%ﬂ

whi ch have only a single bit difference. or eac 16 steps in
t he bl ockadi)phatt), aediypar®, it aresialgenesdtedrasdalidwst ep. 3. Look for

| at i hi t t i ff d ticul hoi f the 21
dy;nfol S of 1t heCRER, gmé%ﬁéﬁqa&'m. ﬁé?‘)ﬁ‘ﬁ&éﬁ%bﬁy idh BfssUserbicgenaisist | . ’
ifferenc a obsenye 0l ces. wever,
after ni néa)d?_?’hié)’eam st gésﬁoéﬂggéﬁl%}’?gé éﬁ%erﬁ%é{?# r rg&goéﬁ%ltfﬁgeebla%ti ngui shed

from & racighen srel earhpotedofDuring tARCemtive Protessiive suting & (DAréartAs ke ter this
ninth step, tBe_ aA%ori hm has seven 15 nopre steps before the output is
gener at edSHsegrahet Y 4piafigR ang deesdwichang®sul ts in any testing. Those

ety Prat ThisreaRaoMAL 148 Yhiddie GRS ABhES Panibhol Sk BT o e verY

unlikely that t attack succe resul't 'woul'd not be
any bet t e8-symbchseqlerstesah(d),aDt, #¢K6), Bk follmwgier nut ati ons are witten in the
formof perrmutation matrices, the results are 0, 20 1 natrices with exactly
one value in each row and colum. In the al gebraic representation of the

textlkgy relation oAthﬁ.,Epﬁrgf_sgm duav@ndinfibis t hese matrices are nultiplied

together in various nbinations wth the additive transformations. The

result is that the Ald)etheasecopdprins sutput Spmbalssi ngl e i nput / out put nappi ng
is an 8-th degree pg| ynom al. For the block cipher 2s node, the al gebraic
expression for the Output in terns of the input has a higher degree and is

much nore conpl ex. EymB)=tHe Iagta8@ugtisgnfdorl a way to sol ve systens of
hi gh degree-polynom als, the equations for the bl ock ci pher node woul d not

be solvable in practice. One practical application for a cryptographic
systefg of the ppas@hputation of A(1), AQ2)O.A(16) is preferably accomplished at

the time the key is loaded. This is done to make processing of

communications much faster and to minimize storage requirements.

The ciphertext output at time t=16, S(16), is the output O(0), the biock
20 cipher transformation of the input word 1(0); that is,
S(16)=S4(16), S3(16), S2(16), S1(16)=0(0)=04(0), 03(0), O2(0), O+(0)

The sequences A(1), A(2), O, A(16) are the set of additives used to
define the sixteen permutations to encrypt in the block cipher mode. To
decrypt the output, the inverse permutations and the additives are used in

25  reverse order, that is, A(16), A(15), O, A(1).

The security of the block cipher mode is based on the security of the
text/key relation and the cryptanalytic resistant mixing properties of an
iterated non-linear feedback function. The text/key relation is a symbol
permutation consisting of the product of N randomly selected permutations

30 which are selected from a set of M permutations which in turn are selected
from the full set of W! permutations on W elements. The N permutations
change according to a deterministic, but unknown, rule with each application

of the function. Thus, even if the same symbol were presented to the text’/key
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30 invention is an Identification Friend or Foe (IFF) system (n such a
system a target is identified and interrogated with an encrypted
interrogation signal. If the target is friendly, it will be equi ppeﬁo\dANﬂUU&
transponder that is able to decrypt the interrogation, read information
included in the interrogation, and, 18 ~ 0 JAN Q003 based on the

i nformat i eslatiGeaERMAS GiffePerRRENMS wﬂhrnqabmréééssﬁﬁga@ﬁémmglé)ﬂ SQ fhee
interrogator. |If the interrogator receives a proper uring a proper

response Refdaigtioniappliedtythad syrdolwosld ke theasare anty wﬁle at rogebilifys

identifie S recei ve t he

t ar get is%{ ﬁl&Xt cE‘%@‘%W&Egﬁg‘?&“CQ'Z%%S%@%%W%P@ ny Ioé raynds 9fansni t t ed
bet ween t kige bldtRicigh@at or and the transponder, each nust have a valid key,

or a valid set_of keys if the keys are to be changed periodically. In the

f ol | owk ng exanﬁhé)usmf.the kextdexralatioplin s sestemyis partiguian e difficuit te ecur ity

reasons. r

i ed, irthohs TRETA B el gedh dim R e BT SR ZART g RS . RRGUR o' nat are
enterec' ouiiutyatelirhihed k& Wep@ﬁbﬁtsﬁr@rnmesse@mmﬂnxéﬁ lenléih ok@ut, K21, and
t hese are used I n thls exanple as follows: K1 r K3, ~4, K5r K6, K7,

K8 - T~1 rhugsongwillnot haye mgichedinpyg- qlgpwgwondmfvhr@marﬁ T}QIQTa”KI 3e Kl 4r Kl 5r

K16, K17 7(t
a.g(t) K|”§%%@ ’t?(gﬁély%)ia re%}%bﬁég@él%&@)%ig%%e?me%k %fgﬂgg(pﬁé%s%rﬁe (kei/s IS
| oadedoi nurwmhenecﬁuurqheerﬁecahéétmlkley mayahe Elwarsgemprbrmd%ﬁaﬂuy) forA(2)) . . . ,
A(16) are co%geeed to e pr o SSI n FF chal | engesl replies nmuch
st er - andeRBR SYp T FRHISS aFor HE BUTPE) oL PRt Opgseal bhUENOG 105
synbol s) Péingaé%y r&a.m.té@fﬁrhug hﬁesﬁéara;geterﬁ&mré sg@etoas%ém@ﬁﬂ%ngﬁ%ﬁ per day

is thus 48 X nmbol s, or about descri above,
preferred r&leyomsi’rlp agepled vattn]hm@iatxmlywmall nhmbesof:ﬂtmptlomlam’rues syst em of

e | nvert o D9REHBIAR P SiodcoBhlls FLHRSkeR RR e ALY SC) oot e
synboks. ExceptTheaiurhbeér sfaauhdsienexample, bR of proskssihgvi tise/pideks are random
cipher mode can be chosen to maximize the non-linear mixing of the contents

of the register. This ensures that the data in each of the registers are
processed according to the text’key relation a large number of times. For
example, the symbol initially in stage 1 is manipulated according to the

20 text/key relation in every one of the 16 rounds of processing, while the symbol
initially in stage 4 of the register and last to be processed according to the
text/key relation is manipulated 12 times. Thus, the contents of each stage of
the block cipher register is a highly nested, non-linear function relating output
to input.

25 The configuration of the feedback results in at least two beneficial
effects. Firstly, the linear element reduces any non-randomness which might
be present. Secondly, the location of the feedback quickly introduces
differences into the non-linear shift register and keeps them there once they
appear, with a probability equal to what one expects at random. As soon as a

30 different symbol is presented for processing in stage 1, the text/key reiation
places a difference in stage 4 of the register at the next step with certainty and
also probabilistically puts a difference in stage 1 of the register. Thus, a

single difference in stage 1 of the register has the effect of multiplying itself
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nunbers in the range 1 to 25, there are no restrictions placed on the 19

3 0 JAN 2003 generation of the key. However, the key generation $faRg8(3
nmust be carefully checked to ensure that it has not devel oped any faults or
non-random properties. Any good known random zer is adequate for this
purpose. Once the keys are generated, they may be encrypted for

transm ssiph. h@h btroua%uw%t ﬁfea@éﬂ s?élﬁéf&lﬁ@lym?ﬁeﬂbl%‘é@@éﬁn% Wi each group
contai ning a ohe nonth supply of 488 ach nmonthly group of
keys nay bBddiéinorihereds aiwayﬂ&e)pos;&blhtypwfmanaellaj@ﬂcbubl@dhalseie&)edls| ng a i Key

Encryptin yi._( KE IS, manu tr buted. on a per| c basis

havi ng a %E&éﬂi%} cso?”gﬂuE f‘ ttl"rer‘eorﬁﬁ?g‘?/ Q'@%PP??'”%SQHBE.‘T&I’@‘%% support a
set crypt %ﬂfdrﬁdth@Rie‘x‘%rmﬂlQrc&?f@ﬁpétﬂm dfahe k S%Eksftr@ﬂa% @gsée"“es are
appropriate for managi ngakeys in operational I'FF equipnent. For exanpl e,

only t%wo- m@tss\motmﬁ@ﬁn yes nmwmrythetlomayststeﬁrai Sﬁagmérotb‘thesrd%ter shoul d be

stored in _thi nent u . FFe ui pnent turns to a main
base with® hn % ﬁglsa\éwcfbgy gh‘g% afH'ﬁtH?E thr 538%%% { i s guideline
coul d be r&digeeedohtin fHd @@ﬁewﬁtetﬂﬁs/STmstdanr@@raﬂawhWthé miBXirh0f equi prent is
away from base. Simlar security considerations should be addressed in

ot her appldeigatbelats be texnéeyyrelationds applied.nVeen,isiice eactTstepiafikart i on has

ccope of (HRGy 43NN R GERIALIREE: A0 Ep R ¢rie EREREATEL are R B i ocl osea
enmbodi grentcentehts bhiteqegistariy DDDHD vﬂnfpmbtabillmm | Anstep 1ogRtAEP! ated to

enconpass varioug nodifications and rangenents The scope of the
clai ms, t REYESSr Bne cHBeMs %@%Eﬁﬂ.‘ﬁtlé@ %égﬁtrb?ré‘g E%‘iy ?frﬁrﬂy b‘V@i atl on so as

to incl ud rﬁ’é SSHER dﬁé%&g %P%?ﬁaeﬁ%ﬂdéhf“ SR ﬁ'{égé'ﬁ?é‘gﬁll 6 s?é &anpl e, an

exenplary C|pher resent | nvention has beeéen escrlbed in
detail. ngeatélnat pcunt Is=fargpam entput & pmndseed)f Any@thmmyntnakmbht in the art that

t he net hod a escriped herein e applied to a

bl ai ntext cratauHes LBl ibedaes dT St Sirn e HierSh The hrossSr SHE: tWhan i n

bl ocksgs deb)ghtls Q'@M?é’tlaﬁ@gwsi HRfEré el %Wﬂéﬁalﬁ@te&ﬁﬁ%e@f the present

i nvention 2002 What is clained A communi cation system

conprising: a) faferéegimeatthere Bf}?a%@talb)fvé{-aﬁﬁ\ﬁﬂﬁm%%ﬂqrtsr@’ 2%8annel ; and c) a
destinat | %%rﬁgﬁt%?roqﬁ%%%%&}q%g rBats{} SR qr{‘héggﬁ&énvé%cﬁteh%cegd 1) an

communi cations chann e origination 3
encrypti orlhengmtner bbsetyafi@batdsigpemutations lssmpbm)hm@telbwﬁwbwhm isnput

symhol 1,; and ? nmeans for r cei vi ny t key,. crypt text/key
2t on’ cHRMENE. HRBEVSG I WEFCHAGEEME 16! BECTRIAPTSM SBace i ncl udes:

1] az@lecwsmomeerﬂ%asr éﬂ{eyg%gﬂlﬁ@é&ga@edqpé)SBFrﬁQteﬁDbH?%'re keleci@sed on the
out put synbol received fromthe origination space via the commrunications

channel ; &om the 2% aagndlationswithvepigcamest the nurber ahdossibiecselpof t ext / key

o R SR 2 R Bt esPiiaal e eyt o
[1, +ao(t) hkcessary fdrthe stkWip M@%r@ g@ier@tbti by)the block cipifer, ope@atiigto Nt 1

addltlve transformati ons defln t he encrg pt . key where nN. ~N- i

. n" nc aPd wkﬁéwﬁ?abitmalééatﬁr%mye@ﬁerw Ayfpedigknomnadditive w
repre?f”t %eﬁﬂ@? BYPRS.bRlse ﬁeéﬁéé" fhu&'p@éwfﬂ%aﬁ%'& tiRpgHal {pn defined by the

encryp wherel'n tHe decr t ext atlon controls the
decr ypt i opossibilities.slibl toﬂaakey Spaxre for a[knowr[sﬁ of 25 permutatidds-is enzhél ~[ O~
a'n,(t)] nod W where

a' N
"2 L) aBrderar 8 Tsds e hysveby e e aulfelebl LubBt et it on .
where a' NeyAabktjve key search Well-int® tRe HeRt é\@rﬁu@%d 56 16 TSt @pamt i ons defi ned
by the decrypt key) "and where Wrepresents the nunber of possibilities for
each i nvesbertpel eryptanalytic adtbckeshdyid tihey eddst ypt key; and

30 In addition to the selection of the base set of permutations on 256
elements from which the key variable is chosen, there are a number of
variants of the block cipher which provide for uniqueness for authentication

purposes. Each of these variants has both a performance impact and a
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h) wherein I', corresponds to |I,. 2. The comuni cation systemof claim1,
wherein the encryption engine further includes WIook-up tables oJr'
storing each of tile possible Wsets of pernutations. 21 30 L1 ~A§()28[E 3.
The conmuni cation system of claim1l) wherein the encryption engine further
i ncl udes MKW I ook-up tables for storing Mavail able sets of the possible W

sets of peeoutigtidPats. Féreﬂ'élﬁflepmwlehgmcbfdhemtlﬁféa@fregiét@irl&hﬂrbe"merei n the
encryption engine further includes N<Mc<W I ook-up tables for storing N sets

of per nut #pBged @ asePrapiasiate lhwelPhTAPTeIhalleages.of he menginesr bl e Wsets of

pernmut at i 0 ' L3l ng; n.origination
space; b) qg@%%a%%ﬁtﬁg??@ﬁfg&%hg%%ﬁﬁ?ﬁ og?ﬁ%ﬂg@q?%g{%ﬁs ace associ ated
w th the amdrgimentingof Sive eegistercah beahanged ts abisdmyasiisingelthed) wherein the

origination space | ncCludes; an encr%/pti_o_n engi ne for' generating an output
synbol 50, teclyuguemfosganemiinasihaisst of additiyrs gyringhleskcinher @sesassing an

encrypt k SR, i t I Ry 1$€) wherein
t he desti (ra%{] ?%n space ?%ﬁ%@@a%%@ggg%arg{)]ﬁeomng%kng@ﬁ%r ﬁérlaggiesﬁg'r ating a
decrypt ed synbdlo give dreisled obthe Steermgth mfitheshlobk ciphet enodelof thetexthey

origi nation ace via the co ni cations, channel ; and means  f or

recei vi ng fﬁ'aﬁge the R@Fegﬁwvgﬂﬁ%rtsfﬁe ?é??l"& RopY fi%ﬁzﬁ)?kmetmﬁ@ﬁ ein the
encrypt t 'R Sl ! i

o 2o P (1 ying ek MaRRBRAPIE ITRURIGINES LBBUSK, Ihcseiteligls
11, nod Warehkey exNpustion or trial and errar attack, alifferisntialaatdptanalysisy amsf or ni at i ons
defined by ”l:gr en%i%&t key) where nN, ttN_, >. . . , n-, tto are N
pernut at i _c?rl%e_@ﬁ by the encrypt key, and where Wrepresents the nunber
of possibiliti gsképexragstioredttaekas adrutefordemheiod MewRiRR el key; 9)

wherein the decrypt textlkey relation controls the decryption engine such
that |', =rpossibje;combjnation of bits is panerated as R poterfial ex@ndis gprlied-to( t 2J-

-a' 3(t)]-a -a. ey : 'sﬁ% the
decr ypt kee{?/e géétt)ehneﬁ"f ﬁ/%&%@pﬁ}@ﬁ%ﬂg@%ﬁ?%‘ﬁ{hﬁ;\{éll\s\ihkeeb/.e arn ggéjﬁﬁ%) Ce e
a',, aso ddex BB 22idi2ri ¥ 20 rehs fl 843,608 0dedi0ne d 0MP* tpossithecchgiteskey, and
where Wrepresents the nunber of possibilities for each invegse pernutation

;
defi ned byok the @lgbt ReMmytationsfig naFa, Ta-ng e, Tz, Tp-2RG OBIEALHIR( ) is a step
function, de7 s ; . Y I %H?#M t he sequence
of n,,~ fo@aeaﬁgéﬁglﬁéﬁ?ﬁgts*%r @Su”é'?esS%”r?b?'gt%(é’ér%r#ﬁiat"?g?'e 0 VE where Ris a
pri me nunttemsf&mationorfinally dhérerare PE6&m 10dHpdssibig chaipesfordhe giitit i on
space; b) a i i nnel ;. and desti.nat spag¢g associ at ed
P20 0 T 5951 08, SRS e RelRE RSO oPoge assoct ated
origi nation spapfyd i KEP8ivedsity, sRtHRNEdrdPhIigbfARE kBE shate agnel’dtt ng an
out put syrypg))w% bas‘@gﬂ' on an input synbol |,; and 2) means for receiving an
encrypt kéy, an entdypt If erewese te dyallirassibi;leyhd seipekingdeftal- e) wherein
t he desti | iAC X ) VR i ting a
decr ypt ed e RS, HE R pdalbBeth Sl 10 Hin: BorbaIRh”
ori gi nat i dvalfswag ¢hrough tthe poaessnorcattércatout hatifétrialmn8uch an attack

would be impractical and, using current technology, could not be completed in

25 one century. If the key is defined as valid for only a fixed amount of time, 30
minutes for example, a key exhaustion attack is very unlikely to succeed.
Probably the most popular short-cut cryptanalytic attack today is
differential cryptanalysis. The basic idea behind the attack is to compare the
encrypted versions of two (or more) input words that have very few
30 differences under the assumption that the differences in the output may
depend on some subset of the key or perhaps a related key with smaller
diversity. '
The following best case scenario can be envisioned for the attacker:
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2) neans for receiving a decrypt key and a decrypt text/key relation; f)
wherein the encrypt text/l:ey relation control s the encryptiong g?ger?msuch

that O =aN(t)+~N[aN_, (t)+nN.i [aN_, (t)+. . . ,(a, (t)+n, [, +ao(t)]
11, nmod W where aN, aN_,, . . , a,) ao v-~e N+1 addi tive transfonnatlons
def| ned by the encrypt key) V\/nere nN) nN_~ , ~C,) no are N

permut ati ons defined by the encrypt key) and Wnere Wrepresents the nunber
of possibilities for each pernutation defined by the encrypt key; )
wherei n the debryptSelert Pries Of teala-bib inboibWosts Which ke 9y iacsinglagi ne such

t hat o TN~ NITI~ a Nt a N~ (t .
-a’ 3(t)]—§id'ﬁﬁ%§}?{ce [(t)] a’ o(t)[ mod W \[I\/nere n|-~ ig Zzlaaf_i ned b§/ %]he

decrypt key as the inverse of the pernutation n;, where a'N, a"'N_ i, . .
a' ~, a'a ai~e N+l additive transformatiaons def i ned by the decrypt key,

and wer e W r epr esefeseadeohitigsi steps follisi bipek eipbsr fcompasethe rresitse

per nut atlgmsz q{h by the decrypt key; and 23 3 0 JAN z002 h) wherein

a(t) is ep uncPlon, and a,~, (t), X={0) 1) 2, . . ., N1) N,

decrenents the sequence of nh. for each value that t equals an int eger

mul tiple of R where R is ri me nunper muni cati on system
comprising: ' @) ant@Rk @r,qgka%gﬂslgB%Equgn tge% ?B%ﬁﬁ ML PaRigHIREl ; and c)

a destinatd Qs Qﬁqﬁe Qq%&;\,ﬁg]«m tm_:,yt he origination space via the
c )

conmuni cati ons anne ereln the origination space includes: 1) an
encrym@ i on engine for generating an output synbol 0, based on an input

synbol 1,; far .receiving,an.en an enc t text/key
rel ation, anddTﬁ%’ugﬁgﬁ ﬂééi gt stey \ﬁ%é?‘a?"ﬁ'sfﬁﬁ%&? a‘fqrblﬁegbg‘%@ fincl udes:
1 )a decrypt hGhEesWid18tedab k@@&@foﬁésnm&w@mrméﬁdnébmm stepsagfed on the
out put synbol received fromthe origination space via the conunupi cations

channel ; ~ @iffeteroe pattais cﬁanotrI@@dis\tmgg'sae@ér@rryptram@n@ﬁtﬁc&ouéémq:)i’. text/l:ey
| ati I t t

reﬁgf‘ n'eogu%ﬁgst‘%@e&”gé@”kﬁ)aﬁﬁﬁﬁfsy ,%&ftéretﬁfs A.Qtﬁétéf,atﬁk'_af?@rﬁﬁﬂ\_ ﬁa?é _ée\ie'?me encryption

+n, [ a5 t } iote btepsasefodd the. outpul ik germerbtdd sehiestea afyptarfdlyst can.use thea, , as are

N+1 addltlve transformati qns defined b ft encrcéwtEj key where nN, n, ~

C , eswlis 4y énwf%%&"ﬂut C?Sén%eVééﬁ‘t‘?%d us@'ef R F?H{e Q@‘?re%ﬁ?d where W

represent aa&ém) m%er%ffore%mhhké«y gt 98 é@:@&mdweﬁua%ncg@éd ned by the

encrypt key rein the decrypt” text/k relation contro
decrypti on enghe resighwotlgtnat benany better for an aRyebraic attack~Kthe' ( N [ O

%13 gt s Bir i ka7 esidnthb B blendela ) ©

wher e’ NI ngatNces with. exac&){/]ohea/aiu@heed&hlroawd cotemin: ansh@rer@tbrmos defl ned
by the decrypt ke and ere Wrepresents the nunber of possibilities for

each i nvefefécsRIMAl ef e t&éﬂk%@'@fﬂpqq’fé BPEPSAST IRptionnieRs MMEERS n a. (t)
is a Stepaﬂce“r?@ tipfied tﬁer \)an STombihations, with the é\Bdlﬁlvé\'}) increments the

sequence of ~ or ed ue o t except when t equals an integer multiple
of R Menanﬂormaaorm i Tﬁbemmﬂtats th&xdhe aigabralepmm] foAacsingieni cat i on

system co an.origi.nation space ) cati ons channel ;

and c) a lﬁ‘e? {ﬂ‘?é’?@aﬁﬁ%@ ﬁ'égotg'iﬁgé IYHOWPg ﬁrgﬁ%kﬁ%&e via the
conmmyy CaPﬁo@JGStHH“é‘IPBBhucd)cpr‘é%@fo‘ﬁ'fﬂr {HeeoRpiGhnainbf eaRput igd ydes: 1 ) an
encrypti on engi ne Eeneratlng an output synbol 0, based on an input

synmbol 1, highet degr isfrouch SEEEORPIh BYRN | someaspe cavidfied govax ext / key
relation ?ongolvggyétgpr’fg of Hi SP %legree polynomials, the equations for the block

cipher mode would not be solvable in practice.
One practical application for a cryptographic system of the present
30 invention is an ldentification Friend or Foe (IFF) system. In such a system, a
target is identified and interrogated with an encrypted interrogation signal. If
the target is friendly, it will be equipped with a transponder that is able to
decrypt the interrogation, read information included in the interrogation, and,
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e) wherein the destination space includes: 1 ) a decryption engine for'
generating a decrypted synbol |', based on the out put synbolsmﬁi ﬁ@d from
the origination space via the conmunications channel; and 2) 52 or'
receiving a decrypt key and a decrypt textlkey relation; f) wherein ~ the
encrypt textlkey relation controls the encryption engine such

that 0, =a, paééd dAhaMiotrhatidH\ genkadte an(dnctypted replyiol i ao(t)]]
.. 1]1) mod W where aN, aN_'% Coe ac,h,lpao aFr)é7 Mﬁagﬁ%ﬁp\r)e&%é ,
t r ansf or nitesagateer ifibe ingrrogetoe rrRaeiyEs & plopetieply dukngrNereper . ., ny, no

N tati ' fi . > W ] ts th
number " of eesioB e pus PR RYb VRN B VB anf e Bras e e e key: o)
wher ei n t Berideglyaiget.eiftd kil replydt indl raviidd) tise téi%e;:—ﬁ@@rreké@d 89a8ngi ne such
that 1',=~-" [rc.,-" [~c3 " . , , [~N_~~[~~y ~[ a'N(t)]-a" N, (t)]- . .

-a' gt)pramy.(t)]-a', (t)]-a'o(t)) mod W where n; ' is defined by the

d K ' ) ~ut at. ~ > o "N, , .
T TP are BReRusg BRERBY s RS0 Bk BBl nrtecBE Teebualrynt ey
and wher e alditrp tepepdsdérheaciumust hate postidiiey| of @ vafidsetesfdays iMBESE

pernut ati on defi ned bg/@t he decéa{gt key; and h) wherein a(t) is a step
functi on) kay¥aEslq g changad periedically. In the followingyexamele; ¥atichkeys a@ sequence

f f == : it t] f R
ohere R LEGeY srety B mituGE RN R eas Bl ° ohug badiiflflogt Y 2, O
co(rjrpri@i ngranaporderanust hsea@dadagsquafdl:;d, with&akmmaédadéiMmigslimnRel ; and c)
a destinatjo ce _associ ated with the orjgi i on space via the
conmmuni carté!aeﬁsosfgﬁ%ﬁﬁ e:ysgljﬁva{g,e@itq:{efﬂh%ﬁwri\ %Gﬁw*ew&@%ﬁm@% 1) neans
for recei W ng, 3%, HNRYLarkyiRRSE are us_@@irﬁﬂ‘ﬁééi’émF@/as fiNewan encrypt textlkey

relation; and 2) an encryption engine, controllable by the encrypt text/key
relation for generating an output synbol O, based on the input synbol, such

that O =aly(t gt c(aN_,(t)+ . . . +n.,[a, (t)+n,[I, t
T TRk ifielts Kk aRis A Rard R v g6 B mr e Rt addi e
t i i t= , . ., n"
T ansi T R IR D SRR b, S g, -

b
are pern~utations def | hed the encr
t he nunber of possibilities for etch pesthbat), os(tdefi ned by the encrypt

key; e) wherein {he destjnatjgn (ncludes: 1 ) neans for receiving a
decr ypt kéﬁ&gﬁ@’ 2eet y (1L2Q2LQ§§i§§ﬁLtion; and 2) a decryption engine,

controllable for generating a decrypted synbol |', based on the output
synmbol received fromthe origination space via the conmmunications channel,
such that |',~Whei each of theskeys.is logdeg-inta the gquipmpnt; 144 ddijtional N- ~(t) 3-

decrypt” kYR AL, AR) o ROBREr BBl Bl ke g RBeSBRGRIRY "
a',) a' o ghaRehyde/meiles M ehtfastes baditiéseoae aisidrted tbthé Re kdgayrdolkey, and
where Wrepresents the nunber of possibilities for each i nverfl%gﬂl?er mut at i on

defined byordiotakel 1fn swaholsaliy ) Kessn Tihe steragedpanirrmest €0. The
comruni caty j Wh } i hiae further

i ncl udes \ﬁﬁ%ﬁyﬁ%{aﬁ% é@%@kgﬁgri zgﬁggzwgg%s??ﬁéwg%ﬂs%%@%\%et s of

per mut at i ons. ¥s ddsuzibedrabone caprefarreg kegfooiiseinadan]@ctinhayvith thet he

encryption engine further includes,MWI Qok-u ables for storing M
avai | 26l o CHa QWW%%Y%%Es‘?fB'F%"\XFQH?%%??B’?%R%@(i ons. 26 3 0 JAN 2002
12, 'T7~e comuni cation systemof claim9, wherein the encryption engine
further includes N<M-W I ook-up tables for storing N sets of pernutations
presel ected frdm M duight sypkols whichosretraadpauy selpeted /fism amangdéenut at i ons.
13. A co ! rélgggstl‘g{béystem conprising: a) an origination space;

2, Nine random symbols.

30 3. Four random symbois.

Except for the requirement that the first eight symbols are random

numbers in the range 1 to 25, there are no restrictions placed on the
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b) a conmuni cati ons channel; and c) a destination space associated with the
origination space via the comunications channel; d) wherein the

origi nation space includes: 1) neans for receiving an input syhBadANI2I0I an
encrypt key and an encrypt text/key relation; and 2) an encryption engine)
control I able by the encrypt text/key relation for generating an out put
symbol 0, gbaé&aimrbﬂthe Meppmovsevéﬁoﬂh)a Cg{érlefﬂ@ﬂorﬁbrﬁ@ess mostaélcarefm

[aN_, (t) +nAN ., [aN . (t)+. - (0 1] . W W where
aN, aN |, checkedﬁansur&dhafrléhaamob edwzd 8ry férqmqnd@s\dq@h ned by t he

enct Pt Kiaaler Ao o trcomiperbing iR e IS RIRE o1, 2o ned by
each per nut at i @ndtefHeies)stetetgeperited by heac?/eb@bnbﬂ@t@ fortlapsApsidmat i on

space includes: 1 ) rreans for receivin crypt key and a decrypt
t ext / kBy reBgre@iablgtbatthey Hedurerped.i Wi eag aw@upPcentaisingsmpee Mmanth

generatin p S . based on the output synbol received from
the origi %’g?f)%&;ééa%g%w iwke%ommm cations channel, such that 1',=n,

E tn) ] ' [n3-' . .Eachmbnthty grcﬁ?mi\bf keI'y@m@/ bléiehbry@té;d} gy (F:éhi)fogk cxphefaﬁ( t))- at )
a' - e decrypt key as the
i nver se 01‘}9LS b%‘é??ﬁ‘ﬁt’%t‘i’%’?ﬂ A; 'KeV\,ﬁé‘P@/p&nﬂl |2|%Y' K\KEK) tﬁlat Is mangelly  a' 0 are N+1

ddi fil W
addit L‘éﬁé&%ﬂﬁg@?é@%b%m% B4 RYing 'aefréeﬂcﬁgnngsukﬁxhatwpgggaa represents

I"i'tres Tor eac I'nv ernutation I'ned by the
decrypb k@ﬁchyltwwbadeqnate( o) suppoa & setferiploperiod anedyear(fo) ¢xatmple) fok, 2,
, N1 in ments the sequence of nX for each vaI ue that t equals an
|nteger mﬂ‘? ’g of R where Ris a prinme nunber. 3 0 JAN 2002 14. A

conmmuni cati on %ﬁlb?@hlo%‘ﬂﬁ@é afd Qﬂproﬁ}la%“foiaméﬂa@ﬁ{g l@éysﬁﬁ Rrathaf|FF
communi cations channel; and c) a destination sSpace ‘associated wth the

ori gi nat i GquiBeet. ifer examplenenipitvatdayasvarthaeiteys, oamelye tedayis aed

oncrypt kagmRREs B SR B oRET T LS ehBRe s BhbE B S, endine
cont r akl aldcpifviehheteme ty fat mbm@a{sleemtmmlea«temiwd-wy geﬂ@d atflthg i@mobut put

synbol O based on, the input synbol ach t % aN
(t)+~cN_, tharase iys,guideline %uld[bgie X .toxemacer%oplayﬂ/vt the mod W

wher e aN) %mumwﬁie the ﬁmprﬁenﬁ%%vﬁwﬁﬁﬂcﬂatsbv%lHl§P§é&IrWt' O”S def i ned by

the encrypt key, .,, rco are N pernutations

defi ned b)pmlseﬂeeamrﬁoshdtéq' baredidwssed nmmtwrménatmrtsmf thersto&termcbf the
possibilities for each pernmutation defined by the encrypt key; e) wherein
the destid¥§WPspace includes: 1 ) neans for receiving a decrypt key and a

decrypb t epid QEntioh ﬁbs%enmdc@ecﬁuﬁagreyémpmyml prefepayet rol | abl e for
generating a decrypted synbol 1', based on the output synbol recei ved from

the ori gi rﬁiﬂb@@i”@ﬁ&%eWMVﬁhéhééﬁﬂﬁﬁlpﬁf&ﬁ Rfﬁ§e'étHﬁV-ﬁfE|°n is ek limitad tq -
~~- i 3(t
~peseapcllgteplrhipholrend, T bty oidblgen 230111

[~
(t)]-a", i ned key asthe
i nverse ofmvmlqmelsrummmplated to aﬁwnmasswarmusndqd&fleatrens andasinjlam’' 0 are N+1
addi tive transfor s defin the dec ke and wher.e Wrepresents
Fhe. nunberaINGSSRETS: T0E ESPF B MeRiaiin e Sl NAPE BroHRr RS by 1 he
decry@s ke[\%foééiemﬁfe‘?br%téﬁdﬁ sd 8s o MeckRiel aiNsidhoRoaffidafions(dnd sifieP: 1. 2)

, decrenents the sequence of nX for each value that t equal s an
i nt eger mﬂrrarpg@nmtSR)Fqusampme iah exemplagy bioekeiphenmoda of dherpreseat i on

and 25 R i Boef Daliriihaleidh ARREEer, o BpERERNE GRERRES T

originati Qb‘rdﬁrféwgk“ﬂllﬁtﬁ&énﬁlﬁéﬂméimhb@@ﬂd@p@amhs described herein may
easily be applied to a plaintext message received and processed as a stream,
30 rather than in blocks, without departing from the spirit and scope of the

present invention.
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d) wherein the origuiation space includes: 1 ) neans for receiving an input
synbol 1,, an encr~rpt key, and an encrypt text/l:ey relation; 2§6 ?h?@?
encryption engine) controllable by the encrypt textlkey relatio J
generating an out put synbol 0, based on the input synbol, such that

=aN(t)+nN [a. N, (t)+nN_, [aN_, (tj+ . . . +~~[a, (t)+n, [I,+a0 (t)]) . ,
.11, m)dV\)Wnere aN, aN_,, . ., a,) ao are N+1 additive
transfo~n~atio he encrypt key, where nN, nN_ ~, . .n,,
rto no az'e N r‘gpﬂFLt gg’é‘%%/lséefl ned t he, encrypt key, and where W

represents the In&rﬁﬁmnb‘#m%’s% By G, @e MPRSITEACh permut ati on defined by the
encrypt key; eja)’ am@ngmuubdnepamu nation space includes: 1) nmeans for

receiving a degny. xt/key relation; and ?) a
decryption engl%n TDE% f”r“gﬁqlé’@r dc%ﬁéx?{eq gr at i ni a decrypted synbol 1", based
?

on the out put §ynt)cdesna@r¢¢n/éaa¢er dﬁfiQCh@eéngﬁ n&e OFLZPaLRN vi a t he
communi cati ons chpmeetia theconthatichtions chandel[n, -* [n3-1 . . . [nN_ - [nN

W ehere L) '@@iﬁvremeb%ew Uggcfpggt Wéyhsﬂi oe (6)-a0(t), g

pernutation ~;, WHN@RENLIXP 1%!‘ Rpging ITor generaliyg an QUIBULEEIN+1 addi ti ve
transformati ons debohéx hayed oa ai'euwptsyﬁﬂfwl I,armtdvx/ner e Wrepresents the

Eunbfe; a;] possi b?b'xtnbﬁ?ﬁ% ffef z@@@thm\n@r ercrpt m&?a?h;@?a?ﬁtl ;leg by the de&r {;)t
e erein a(t it = o,

N?‘/ i ncrenents thee)‘g@(ccigen a‘?fbnf‘z\'ﬂﬁ tb?rin@ﬂdsrﬁ?% e of t except when t equals
an integer mul €)prherein e dessinatimnispage praludesiunber. 16. A communi cati on
system conpri si hy:a ajecayptosn gnyite dor sgemeeating aa deoryprad cati ons channel ;
and c) a desti ”at'9yﬁnBBPP90zﬁ§§Qﬁ1'tﬁE%@1t tishnitid rédei @ d@bhPn Space via the

communi cati ons chagnel . t@ﬂ%@)ﬂ%@v#ﬁteocrdrﬂhﬂﬁﬁéq‘ﬁ'ang‘aﬁ‘fﬁ includes: 1)

means for receivi ng an ‘Fn u and an encrypt
textl key relation; 3 0 JAN 2002 2) an encryption engi ne,

control | abl e by t?hén@'mﬁr fﬂpt TECEX{INE &/ deellyRt ks g%&féb’ﬁ&l ng an out put
synbol 0, based ontexb&eynplatiomynbol , such that 0 =aN(t)+~N [aN_, (t) +nN_,

[aN_. (t)+ AR IR ?\5&?1 (thé ?ncl‘é(% t@?t/ﬁé ]rl:latltcm coﬁt]rol md W where aN, aN,
o @ o

% a}r |ned by the encrypt
key, inhere ~N, nengme a «gﬁ ﬁ%'s-a idef i ned by the
encrypt key, and %ez(@"'wf eI He tulitbler |I|t| es for each
pernut ation defi wberbyophéencrypt. ke ©) weedsiln ﬂdﬂél\@estl nation space
includes: 1 ) neanasfoomatieneidefingd dydde repptyptcheyawher@ dgcrypt text/ key
relation; aid 2)7t pecr Y P, OR, QﬁglM@enﬁQMi‘dﬂﬂ@lﬁh@thmener ating a
decrypt ed synbol e,tc ?ﬁgdagg J«H@reow P neaeleyes fr om t he

i1

ori gl nat I on spac %: ?ﬁf%c§£h§?§lj“}% @B? é}ucﬁjet h:t 3( :[ 5 - ;C, -

(n=-"
(t)]- a ~(t)] a’ of‘t‘i)ypﬁtfa where nl ' is deflned by the decrypt key as the
i nverse of theopevhuteahma decry\phete!et/hey\lrelaltmn~):ontrols.the a',) a'o v~e N+1

addi tive transfoa ﬁaﬁ gl,egmaeghdnymznel el:qch&[ﬁr,‘ [<7e3y’ and where Wrepresents
t he nunber of po FE tkq@f_a r_se per_I&Jt a)tj_an defi ned by the

decrypt key fj Eﬁ/ ,%dsweghfe& s dé:lﬂc}%d% [ X=0, 1, 2)

, NI, N}) decre ntsl éiu e of t except when t
equal s an int ege? GHiPt oY &S 6t ’IﬁveW‘?é?fe“?{ngnﬁt CP e WORSer. 17. A
communi cati on sy&werf nconpr hS‘P‘mgaoa)lea\‘ﬂ peditbgnpanstormyy) commnl cations
channel ; and c) tessdefined bypibeetecrypipieyd anidtwherhdVfriepst- conputer' via the
communi cati ons chansehe ndimbehexfgdasiblittidsi forteachripudree pencl udes: 1) a
synbol i nput porltnuftmo,fggﬁhé/d@ AR de@ﬂ'ﬁtk‘é g I, 2) an encrypt key input
port for receiyij n%egn e{toqyrp é 11 |rst menory, for storing an
encrypt textl Ih)syl‘_’ 18t &SRansyH o I3 0 Di d
he communication system of claim 1, wherein the
encryption engine further includes W look-up tables for
storing each of the possible W sets of permutations.
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4) a first mcroprocessor for generating an output synbol 0, based on the
i nput synbol, controlled by the encrypt text/l:ey relation such that

0,=aN(t)+nN [a.N_, (t)+nN_, [aN~(t)+ . . . +~[a, (t)+~, [I,+a~ 30)JAN 2002
. ]]1, mod W where aN, aN_,, . . . , a,, ao are N+1 additive
transfor mati ons defined by the encrypt key, where ~N, ~N_, , n.,,

~to are N per nuBatThensonehimieatidry sybteneof redaim Keywhereh w;'eere Wrepresents

t Qe ng;rb%egfe eﬂ@ﬁ% Rir 4 dine fgﬁhexeﬁﬂéihd%wwtlb&?uﬂ%l‘élggg'oxb%’ Lge encrypt
y; ' p y Input p
for receivi ng SEO’E' P’;ggggg@% %?PQF@&[&%%%%& efgpergttg%fl ng a decrypt
textl key rel a {iog8:  and 3) a second mcrotprocessor for generating a
decrypted symboH. The bemwaurdaatiore systemudl syaioll, nelareinethef r om t he

originati on spaceyptich éieine dardier mtud@@qyewwloom@wttb%sl ed by the decrypt

text/key rela h . ~TLN 1 ~~N |
poxtx Ny(t) tbe’kt&’t‘ Nhages! of t‘i?jlon;r;zres ect'é'd to)na M rot), mod W

where n; - |sa5§’fliﬂ?‘] ogefﬂlofhlee 88&‘? UH%\? fse of the pernutation

n;) where a N, &N contnmmcat,torasystcmacomqvnem‘g-'cl additive transformations

defined by the Y, ere Wrepresents the nunber of
possibilities fq?% &?}ofﬁ%ﬁon%@%é@?wt atiqn defined by the decrypt key; and

f) wherein I', @dhre%@mwgcatms changel; PRE convnuni cation systemof claim
1 7) wherein the c? 4 desBANNON SpatdirdshediatetChvinge she\okigtatism t abl es for
storing each of gﬁa(%g§ﬁ| &%%o\#ﬁtﬁh&aﬁhnpﬁh%&“ ons.” 19. The conmmuni cation

systemof claim ereint conmputer’ further includes McW /I ook-up
tabl es for stoi thMTQthfagﬂémélﬂé sphce Helwdessi bl e Wsets of pernutati ons.
20. The communi catl) an emﬁsy;amméng:halfom ge‘r’netmllmg annutpe siyni-st conput er
further includes N<M§]Wj Gyaked! pn tambin b8l orlang N sets of permutations
presel ected from %Wu@‘ths’i%? 1oedis; .ﬁlhgn §| [of pg; mut ati ons.
21. A comunicatio st conp er; a
con~rnuni cati ons ch' @e?@gﬁt@%@pﬂ hgg%’ﬁg u ‘er coupled with the first
conput er via the)odrarem dmtdmﬁ@at:hmtspecte 1r@1udes3 0 ,~~i~;~ ~~d) wherein
the first conputed)imddestgstionl)engines Yobgleneryisg node(tryptud recei vi ng an
lg,;tpgt f ??/g?()lrrelrrt);r y°)s ngPrUd%Ed leVthé Brﬁtﬁutt B?ﬂbo‘] RcelRATIYNNY an encr th akey
{h %ﬁ ﬂtahaﬂ ?HG?O& 8 59 E‘tﬁhs %gﬁebﬁﬁ%ased on the input

first nucroprocesso genera an ou
synbol ) controlled B ltal’?g encrypt text/key relation such that O =aN(t)+nN
(aN_~(t) +nN_~(aN_ ”ttmms for recelvipg - dgarypf keyaand e)decrypt. . 1], nod W

where a.~,) aN_,, .text)key rldtionp are N+1 additive transfor mations defi ned

by the encrypt , e ermut ati ons

dgfl ned by %/Ee y 'f’r;(ethe ané(}ng text.@%y elraétgg &?«% ntlélmger of
possibilities for Ii?“ﬁérer%f’?ft% ln' ¥ l key; e) wherein

t he second conput EyifiBHudes+7n3( O}I(Ei'*'l!e[é#%ﬂ) ey thmO t for' receiving a
decrypt key; 2) a\tmerc:amg reeyqry, . for'ogtayi mg, N jdadditiple t ext/ key
relation; and 3) ﬁmﬁf&u@n@rdeﬁﬁ@d:sgfﬁé eh&r p@‘k@?r\@hér@gn a decrypted synbol

e, o0 e Gl el SRy etk o poece vis fhe

comuni cati ons chafnél) ‘co
that I, =~~-~[n, -érfonfpt-key, .and whbte, W (BpreseRtsath( nhraber BF ~(1) 1 -

C(t>]-a ~(t)] ) e: Ied by thé decrypt
key as the |nver2p03@9;gmn§,s gg?n%%dgﬁﬁgx%]wg\ﬁ H‘e“ﬁned Sbydq , '~) a'a
sf |

are N+1 additive | ati ons defined by the decrypt key, and where w
represents the punsreisf theoslerhipt i teixekey orelatiarh domimols éhger nut at i on def i ned

?(y{B;]el ;:Ie(Z:rypt kex}ecr)zpubnf)g gmrg;dh Q.}ﬁ;%t) ['i=Srt a'[s[t,e nf'l'.l'nCtl O;]( fand axE}t))I

= . nts e seque o' NX for each val ue
that t equals an ﬁﬁ?gg\ dé'g)%q\? ar'e q BCC r|-rre nunber. 22. A
communi cation sys\ Qnﬁ' vllere fig ¢ légﬁbﬂf‘ P %Y "a conmuni cati ons
channel ; and c) HSBISHEY &S R&itraerseoei; dJthUhﬂttQTeﬂf.“ﬂEfe conputer via the
comuni cat i ons chapnel,i,d). whet e duieeNﬁ-ll relditeeransiormiac! udes: 1) a synbol
i nput port for ragssdefiaedby m@wtec%y;stbpéy, and %he?émfett@mw key input port
for receiving an @RMR Y Er ofpossibilities for each inverse per-

mutation defined by the decrypt key; and
22



3 0 JAN 2002 3) a first nmenory, for storing an encrypt textl key relation;
and 4) a first nucroprocessor for generating an output synbol 0, based on
the input synbol, controlled by the encrypt text/key relation suglg M’F‘MZ

O--aN(t)+~N [aN_, (t)+nN_, (aN ~(t)+ . . . +n~(a,(t)+n,[l,+aa (t)]]
11, nod W where aN aN_, ) . , a,, ao are N+1 addltlve transformatlons
defl ned by the encrypt key Wnere n~" nN,) . . ., n" ~oa~e N

pernmut ati ons defl ned by the encrypt key, and where Wrepresents the nunber

of possibiliti eB) MarereiacH( tbé,\?r AutteR iTURCaRR. tedl Qi K{ndrypt key; e)

wher ei n the second, .conui gN}|inciancess tHd semudeca g, keatinput port for®
receiving a deCFYMluK@Mtt%?uﬂs%ﬂqﬁfé@emmtmle SR, Sthefel Rds a decrypt textlkey
i-elation; and nﬁ croprocessor for generatl ng a decrypted
synbol 1", baseg gﬁ t he ou recei.ved fromthe origination space
a

via the communi W&fﬂ’éﬁ gp Sygtsm*r‘iﬂm%’a IBy the decrypt textlkey relation

such that 1',=na) an[omginationdpace; . . (nN_,-' (rcN' [O-a'nr(t)~-a nr_, (t~]-
~ -a~3(t))-a" ~( ; d. Y vvhere ~ " is defi ned bythe
decrypt key as ﬂé @Rﬁ?@gq@?%ﬁﬂamg?wt tion ~;, where aN) a"N_,, . . ,

a',, a'oare N é‘dQF%tiWEOPr%H%F&%FE oigh i th%d‘”ﬁ&”“i“lﬁ%" decrypt key, and
where W r epr esentspacheinthebeompfunpeginsi dhannes f or each inverse

per nout 2t on o) it hberdagrihlsgheingnged) vherel 1 a(1) 1o o step

function) and ax( , ;ggents the sequence
of n~ for each Va%))an Cr?pttlé ﬁ ng fgﬁ giengf'\'ftx%o ‘.E’F f R where Ris a
p

e
prime nunber. LAb é’l’i’i‘b rrp‘ (‘El n a first conputer;
b) a communi catl o?fﬂsn(‘ﬁﬁ‘&ﬁ @F re%’d”lﬂ aéil §BERY keymAnt gpcr bpled ulith the

first conputer via tenékeyorehation andahe mpahsuembol% 3 0 JAN 2002 d) wherein

the first conpudewhefsh Wskegestihalion a@thma@yt port for receiving an input
symbol I,; 2) an %rﬁpéri ﬁéfn ﬁepi% §é rqﬁﬁ& Vdéﬂ?f encrypt hey; 3 ) a
e

et T Sg%%o oy e ) o L

m croprocessor for ‘gene
h that 0,=aN(t j+nN

symbol ) controlled® WH"\?R r%P;S‘Fe Vad {he copmpunicitis

[aN, (t)+nN_, [aNDhetand +n~[a, (t)+~, [I,+a0 (t)]] . . . ]], nod W
where aN, aN_,, .2) means for reagieng a dstetty ok it ané 1 daerypor mati ons def i ned
by the encrypt key)texticsyereldjomaN-, : ~." no are N pernutations

defined by the @ngvr%p inkéhe "'f’%’wéje %%ege@ %?1 1d e Nunber of

possibilities for_eac ernu ypt key; e) wherein
t he second conputeé}x}' b?o gs}% ft for receiving a

decrypt key; a[%ecﬁ}l"d rreﬁﬁ‘r* l(f)d'F‘l f: o(ﬁ)é déir‘}’ ext| key rel ation;
and 3) a second nvBepLac e¥s.0r £ or. gebier o AL eN'ti c& i synmbol 1", based
on the output syrnthaisformcaions definednbtyheyecariogyptdteyowhepaag, vi a t he

cormuni cati ons Ch%”]‘?' v Q(?flt gl dredN rhﬁﬂalﬁ’(ﬁﬁqr&’éﬁnédew theey rel ation such
thag I, =n, =" [ Nener eyéan h[:re'\w %ts tﬁ)@ﬁurh'ﬁér)cfa N_d(ll;))) o
Saie OlEs Dl B P e Bl g b e

a',, a' o are N+l YR ?Fé(vtransfornatl ons defl ned by the decrypt key) and
where Wrepresegt &vhémmmﬂec?ptptwﬁkbyl réladen faontmdc hhé nver se pernut ati on
defined by the dedgcyp}gndﬁe)éno@,@ sldh Whar qu.nna('tﬁ ~If,a step function) and

ax. (t), X={0) 1, ;[) ; N—:[o P‘SN(J .|n qence of ~X for each
val ue of t except qugt r niul H& %@ where Ris a

pri me nunber. a first conputer;

b) a conmmuni cat| cﬁfs?rkﬁmd%léls the\inyezse gl ﬁ'@cm“ﬁ%)‘h?fhi"er‘”@é%pl ed with the
first conputer vi@p Iﬁév_qom"runab,and)msc NednaddifivaaransprmagAN 2002 d) wherein

the first conput efiongééfiikdsby the decrypt key, and where W repre-
sents the number of possibilities for each inverse per-
mutation defined by the decrypt key; and

23



| ) a synbol input port for receiving an input synmbol 1,; 2) an encrypt key
i nput port for receiving an encrypt key; 3) a first nenory, for storing an
encrypt text/key relation; and a first mcroprocessor for generatyhdAkgfo
out put symbol 0, based on the input synbol, controlled by the encrypt
textl key relation such.that 0,--a,,,(t)+rtN [aN_ (t)+nN_,[aN ~(t)+ . .
,[a, (t)+n,[I,+a0 (t)]J . . . ]], md W where aN) aN,) . . , , a,, oro

are N+l additive transformations defined by the encrypt key, where nN,

~,, . . . ~c) ndeeein e jsex mtepafanctsordefrichag(thy X=H8, dncrypt key, and
V\/nere Wrepresent 2 the nNoheN1ofdepRegéms| the isegudite @ﬁﬁh fger mut ati on defi ned
by the encrypt key i e n 1) a decrypt
key input port for rgé/%ﬁjrﬁt%qﬁi“hl@?]%ﬁpggﬁﬂ §6£§COh§gmmry, for
storing a decrypt Ré&ﬂ/ﬂ”r’éﬁy PEIPSLi on;  and 3) a second m croprocessor for
generating a deck y‘ptc@dumynbmlion Systcmbasawrmng he out put synbol received
fromthe originghi i e comrunl cati ons channel ) controlled by
t he decrypt texab}) ’ggofl a??férﬁagégh that =n, [rc?"! [n3- . . . [nN_ -
[AN " [0, & ~(t)) )58 ommupications channek )'i a'=(t)]a’,(t)J-a o(t), mod W
where ~c;-' |s cbs)fnnda&:tnbmxctmepd@a:nymcm&yt aatlthaelmvcameomf the pernutation

n:, where a’ age vra the oon 3t icKén el addi Tive transformations
defined by the E‘f g'nV\?tlecreloﬁ?rlgﬁn%\gs]ents t he nunber of
[

possibilities f ﬁgfﬁ“] %e?@é“ﬁ%?%sﬁPﬁ? €¥ined by the decrypt key; and
f) wherein a(t) id)ansenspyptioncengine fangemeratingan oGtpot sym- 2, . ., | N-1,
N~, decrenents the $el@enasedbn nx ihput easibovdl; uadof t except when t equal s
an integer multipl % de?%c%nﬁnbs'tﬁ‘ Phd VB idober,. eﬁéy 3 0 JAN 2002 25.
A process of conmmu %@&ﬁ g e ?}P W‘g attr) 'n space gnd a destination
space, conpri sing: v gUuah, Wp € MBI H0%at the origination space;
generatl ng an OleﬁpM!nersy‘rrﬁml a31inbticTe dpane mhhldenput synbol , such that
=aN(t)+nN aN_, (103 dedtyptibmingine(fb) *eneratmotrde[caypt(eti)sylm- [l,+ao(t)]] . .
: 11, frmd :N wher e Bb‘“abﬂ'Sﬂd on-the output@yr)nbéprét"eﬁ/dd’fﬁoﬁf ﬁféege[m ned agdr tive
ransf or mati ons, ce via the ¢ mmu iedt Y ¥ edet er n~i ne
Briguthigpr e Tt Eo il

pern~ut ati ons, and g presents t e nu ossibhilities for each
pernutation; recei vPfRY the out put symnbol at the destinati on space; and
generating a dccr yptreeansyfasoleceivingasearropt ke andcaidasdyPlut put symbol , such

t hat |',~,-~(n--' fex®key relation{ nN_ i ~ [nN "' [O a N(t)]-a' N_, (t)]- .
-a'3(t)]-a'. \@hereﬁ)dteae b réwte ré’r"i‘@ér? Sntrols S4RN | nverse of the.
predet erm ned per t] g@ ) hgl - a',, a oare N+1
pr edet er mi ned add E ¢ RQS he™ -W}Wsents t he nunber
of possibilities %nv— Béh i nide %F e’r », corresponds to

|,. 26. The proce¥diesd @halpp5, .f unt Ber qm@lfﬂjdﬂhé Additivevi ng t he possi bl e
Wsets of pernut atranstorfabons/definek- by theabhaypt geyorhereargenerating the

out put symnbol . 27n T 1€ pr OQQSﬁ afe Nl périmAbtionsudéfiged bycihedi ng retrieving M
avai |l abl e sets of Jgﬁ wesSEHR r%ré% B ULt H R ;r m MKW | ook- up

tabl es, prior’ n the out rocess of claim
25) further incl uag gtl%{e'sl ﬁ& l}\l tg‘}{ Jrief&ffeaq reseI ected fromM
avai l abl e sets of ¢® Y85 bl e W set s of pernutations from N<M&W | ook- up
tables) prior t@) gwhexrean ithg ddveymtutgxuikeyyrebation 2@ntwlpribeess of

cormmuni cat i ng bet gesypaon ognggn@astutpntmpaICe ahd, A[AgSt i, nati on space,

conpri sing: receiying-a p -1,, ]at the &r |( tion space;

8enerNat| ngNanNout oﬁ,y( ) %&e.n @gh(‘%{ such that
+ ’ +

]])am()d) V\? \[A/ratlere( aS‘the n ers °f thécp ﬁné%‘?ee( Er ni ?ggd) !’illdl tive

wansf or mat i ons) V\ﬁe\n@lm; ne ' v O are N'*'l a¢ditive gransformapiosdet er nl i ned

pernut ati ons, anddefirexdeb Whealecepe ke g, 'tnldewhvarrepfespisthbr lities for each
pernutation; 36 ndmler 8fpossibiiudsnior tdaehapite parmbiioh the destination
space; generati ngd@ﬁ&%cgymiegea,y i ,and based on the received out put

syrrbol) such th
~(t)]-a Fremoct)x agep qttogand(qzm) io(tl):%v-a’p(t) mod W wher e
n s an i nver s!é]—df Nohincperaenss dhentaquangreehmiy do1 eachvalughere a' N, a' N,

: ,) @' o aff & eNtdptpwhentieequabednandiger vaultipessfoRyat i ons) and wher e
Wrepresents the wHekeR jofa pomeintnitdri es for each inverse permutation; end
using a~,.(t), X=~0) 1, 2, . » N1, N}, to increnment the sequence of
n,; for each val ue that t equals an zmteger multiple of R where Ris a
prime nunber and a(t) is a step function. , 30. A process of comuni cating
between arz origination space and a destination space) conpri sing:
receiving an input synbol |, at the origination space; generating an out put
synbol 0, based on the input synmbol, such that

- oL Y 2 B 1



37 30J,~il ? receiving an input synbol 1, at the origination space;
generating an output synbol O based on the |nput synbol , such that

0,=aN(t)+nN[aN_, (t)+nN_, [aN_., (t)+ . . . ,[a, (t~+n~[1, +a030)_}14}42902
11, nmod W where aN, aN~, . . . , a~, a.-~ are N1 predeterm ned additive
transf o~~n~ations, where ~N) rcN-~) . . , nc, rco are N predeterm ned

permutati ons, and where Wrepresents the nunber of possibilities for each
pernutation; receiving the output synbol at the destination space;
gener at i ng a & A yphedusigntiord syétembasmqin@mgt he recei ved out put synbol, such

that 1' - N,-" [AN'[O-a N(t)]-a N, (t)]- . .

-a' ~(t)] a, é)anpnr‘gf‘?‘ nque]_zmnl‘o where ~;-' 1is anlnverse of the
predet er mi ned Pet AYBMALH r,tpcms) 889N a'N,, . .., ) a'o are N+l
pr edet er ni ned cdali désvi@atiomrsphoe rasocpated withl thiee ogi givatipr esents t he nunber

of possibiliti e% Aey veedR dovv@ugRanengohatriedn; and using aX(t), X={0, |, 2,
N-1) re'up?}'teegﬁgﬁm gﬁiﬁg&uﬁ%ﬁﬁ}& rt X for each val ue of t

except when t al's an where R is a prime nunber
and a(t) is a stg T QIHEY PR é%%%f‘ QPRISYIARt i ng bet ween an

ori gi nati on spacebgh®, abc’tﬂe@pllrfaﬂﬂ@ﬂt @ﬁﬁb@l Lcondri sing: receiving an input
synbol |, at th&)omeghndor aaceipmgean gewweyptt ke, an endrppt synbol O based on

the i nput symbol , (Suak tﬁéhﬁ:o@arﬂim(etl)tpur @bl (t)+nN_ ~ [aN_., (t)+ .

~[a, (t)-1-nul wher e aN, aN_ ) . . , oci, ao
are N+1 pr edetE r‘%hergd ligé stttln\:}gorgls .c§f1§? ons, wherecp : C
n~, ~ are N U prefef&H FIPﬁJt%‘t iZGASTatiRgy ATy PIG epresents t he
nunber of possi bi mnb@élfmseémnlwp@umugsamb@hxeqeem froRYy t he out put synbol
at the destinati othespragmatigrrspaed viaghe oubaunypmadoaymhoh ', based on the
recei ved out put sy;g‘pq{nd such that I',=ri ~"' [rc,-" [~3-" . . . [nN_-" [~N
[0 a, (1) ]-a) & F ¢1-ao(t)) mod W
where n;-' is an :\Llr?vt%(ﬁg ]fOI Fecehvm %gétl@t Rel oir)d g?dn%ctrg lon n;, where a'N)

a N~ . ., at t?aé'roe N+1 predetermned addi tive transformations,
and wher e Wreprwh‘emn‘: ﬂaheemy‘%ﬁrteﬂfkem?@]hbbhl b@:ﬂﬁol&omeeach i nverse

pernut ati on; angng n% tne's Eﬁm{d:af‘) [a @ , , to decrenent

t he sequence of O or +(ﬁ sy céﬁt‘ ~lt equals 38 30
JAN 2002 an int vﬁ@t’"%ﬁ er@ \13’ A nunmber a:~d o:(t) is
a step function Vst g rredt Corf FIIS g P91V f ace neans, and
means for contr&apﬁmﬁmﬁi‘%ﬂ g?%ﬂ:élééléﬁ' EngryR! Mb Wh@fér%asce means) to produce
an out put synboRaQ), . suciiat Ratar©N acrlnut(atlpmslqe&mdbortyhenN [aN ~(t)+ . . .
+n~[a, (t)+n, [EkncapttRely] and . wherk]W ropdeddhts thdh@nmber dfs an i nput synbol,

aN, a,N_,, . posstxl)uéLO faf Qza@ﬁlpé‘ﬂ%ﬁnhﬁﬁ HEANEA OpyrBfheons defined by a
key, ~ nN, nN ~0 are N pernutations ‘defined by the hey, and

Wrepresents the nralr[r)b ybf~’ ossibilities far each permJt ation defined by
t he key) and mewé)egﬁ(lv) ‘hesd crypé C’F‘aﬁ‘é’t f@lﬁnoanaor& Iythex=(0, 1) 2, . . .,
N-1) Nb) increndaeryption seginensishothatX' oy ‘emct[mal ue . that t equal s an

i nteger nultipl @npf “Hn ,\)M’lm,eal-}",(ti}—@,\,plr(t)?xe numpesg, @ZJ_QA st orage nedi um

conpri sing: int ey ﬁ@et TeRNY), ol weanaeﬁ*'fsoaém luytg,anvc[]op[]ocessor
e’ such that

via the mterfag g Q %eofalpeggrtn

O - ) +nN[ aRETED Ry “g p‘kt“é I, +a~(t .
11, m)d(V\} \r/]\hga? r[ﬁ?l\’sl’a:n‘ ﬁ:’?};t E) Al ; Wméfl"ﬁr rma : a? ( 23.1)] are N+l
addi tive transf@Dﬁatdeﬁrﬂsdcbé’fﬁhﬁedﬁcmpla\%{eynd wheraW-rgpre- ., ~=, ~o are N

pernut ations degemeahbynuniter kéypossibilitiésriepreasie i wersdipepunber of
possibilities f%mﬁﬁﬁ Ranhs uzgtth@rae fplt %9 Qﬂdthe key) and where a(t) is a

step function i ncrenments the
le(\t/allS Slapa “"Fh@ uand Oa:r{[\ji- r?%%&rltrml tiple of R where

sequence of ~ ex@
Ris a prime nudber.. tdueaxgmemm nsequenpe |o§|m3gfor| nterface neans, and

means for control lin r,Qc ce nmeats, to produce

an out put synbol a%h gHEt‘P%ﬁ @wﬁgﬁﬁé ﬁm%}%ﬁ ﬂ%‘i&‘lﬂ [aN_., (t)+ S
[a, (t)+y [© BaprQIF]RIS aI-m-]l]e)mﬁ*‘e'? €W where 1, is an input synbol ) aN,

aN sy « « . , a&,) ao we Nt1 additive transforn~ations defined by a key, nN,

NN.i) . . . n~) no are N pernut ati5ons defined by the key, and Wrepresents
the nunber of possibilities for each pernutation defined by the key, and



39 30 .gymi where a(t) is a step function, and aX(t), X={0, 1) 2,

N-1, N}, |ncrements t he sequence of nX for each val ue of t except Wnen t
equal s an integer multiple of R, where Ris a prine nunber. 36. A3S[IMNimz
medi um conprising: interface nmeans, and nmeans for controlling a

m croprocessor, via the interface neans, to produce an out put synbol O,,
such that 0,=a,,,,(t)+nNaN_, (t)+nN_, [aN_. (t)+. . [ a, (t)+n
[+ao(t')]] . . 9, weoxmmwazmﬁmém 'céngm mput syrrbol) aN) aN,, .

a,) ao are N+1 additive transf ormatlons fined by a key, nN, nN ) - :
n." no are N peRfmdNATPRAIFEPIE] by the key, and Wrepresents the nunber

of possibilitieg) aoéorﬁﬁfﬁhm%ﬁfo'ﬁs't@atahﬁé‘l defdi ned by the key) and where a(t) is
a step functi on) and aa t decrenents the

sequence of ~x, ¢ gt & 6% aﬁs%@éé@ﬁt “U\Il'}i’ewq %g)&‘iléonan i nt eger

multiple of R Wnep@enfmsha Cpmmenmanbes chamelA storage nedi um conprising:

interl ace means 4 %ﬁjeré‘i‘ﬁ g 51?5111985'{1 g%ﬂ:é k] vCroprocessor, via the
i nt et~ ace neans, Oq%n uce @.qgenerated s ?&%%] such that |I',=n,-"
an_“y

[n,-" [n~" . o1 e%l Edngl Lt[t

-a. ~(t)]- a~(t)] a, (1‘9)} ﬂéé(% enGryRt X tieyr relagion; sanéi rece| ved synbol aN,

aN ) . a, 2) aacersorgp e am(gmd,lmttolhnbin‘ dyl ttei emgyptef i ned by a key,
I annd text/key reiatlon for eﬁéﬂhlnnoam“cmtbht Wfﬁb@eo ernutations

deflned bythe key, p ?S?j &esﬂlﬁmﬁ‘t@f& |I|t|esfor each
e
t)—?% OS

i nverse pern~utatio 2e an s a step function,
and ax(tl)o, X={0, 1, t) 3 |nc @*ﬁ é’@quence gf rcX for
each val ue that t eg abs nnil?ﬁ eW &l XivpPe-10f - R “wh€08€R is a prine
nunber. 38. A storabjelmdditivg rensformstings dtﬁm@}bﬁébﬁ fBANRt, and neans for
controlling a nicrokeypedmsern), yig,! he, tnteyfaed peramstations produce a
generated symbol |’ defiredaby EHEaéndrprKéy, and[@ﬁéreWir esents - - (7~ ~- =

[ nor [0 -4, ~( t)]th@mem ?lof pos31b1ht?es ?r] Qﬁ%h- ;%etﬂﬂmﬁxo&t)] ao(t) ~mod W

40 30 |ved a,, ao
are N+1 add| tive tr%\r{m’%(g P? o%g "CYQ? %ed b¥ a key, r~~' ~~-', n~-"
~N . nN ' &) avherginvthe slespaatiouspaceoinsluiesi ned by the key, and W

’represents t he nuibeneant foogsckiving icedeérypt daghandivwedseypter nut at i on def i ned
by the key; and whereguRréy telafion; gh¢p function, and aY(t), X={0) 1, 2, . . .
N1, N decremz?tﬁd S EReGR, Oéorfﬂronai) aaeené&ahﬂe ghat t equals an

i nt eger multiple o Srsey .ab[)1 é(?re ed'ut &torage medi um
conpri si ng: |nterface or _cont.r a nvcroprocessor,

via the interface ntE&fY§ 360 8196’@%“@%’?1'@?'5&%}" %8 , such that

|', =~ -' [n~-' [n3-nications cl[xzmmel sugh-ghat e i (TE?L aN (tHH1- . . .
P (t)] a=(t)}-a ~ )= ft N OB N-aher@®10, .i.s-a,itceived synbol , a. N,
aN_, C ., a,) ag)eos (0ogddihbd eV Iv&reséqxrr’ranmdnﬁmedéiyl ned by a key,
rc,-') ~=', ~3 ' .thedec Ney)as the iAdkrse df ¢hd\peMeasionper n~ut at i ons

def i ned by the key,y, ?resents t e r&l 1@_{_1 g@ggﬁ\}gl lities for each

i nverse pern~utatio \; e i;s a step function,
and aX(t), X={0, 1, t %llm'ﬁ]ons ,q_eﬁge l¥y ﬁ’g equence of n.,~ for

each val ue of t exc¥ ?remefﬁmeéquﬂée aﬁmbﬁr ePO l‘Pfﬂ Tof R where Ris a
pri me number. 40. Acashdnygyee peuhuitionsiafinedibygheideemipt k6 neans, and neans
for controlling a namdoprocessor, via the |nterface means, to produce a

generat ed synbo§lkh fe)u }fécj}?etspg)nd @:zl “[7L-" . . . [7Z~, _~-"(?~N
syste

O--O. Nt J- t d W wh
O,( is a r((ac)e} ve omrawncagon m Of(dé‘ ayé ’)JW\I&T( addi trrlove ore

transf or mat i oS8CYaRIOReENgine fukdgy includespW }OOln-Up tables for ~cN-, * ) nN
are N inverse spempitathi ohthededdsitse Wysettheﬂpfeymuambn\t\/represents t he nunber
O‘EtI)OOSS' bi | 'tt' eg1f The %ﬁ’mwﬁ‘ﬂéﬁﬁéfx’ fehi LGt ] Bifn @e‘cwm@xrpbhewle) kﬁ&/ and where
a is a ste

decrenents thgné Qitowy%ﬁ?é]ﬂ@?e(” achzg\ls/@ M@g PP mblef) Wnen t equal s an
integer multip av pleesngslcgt € Jqs q] gis o4aem uta-

UOns
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3 0 JAN 2002 41. A communication system conprising; aj~an origination
space; b) a conmunications channel; and c) a destination space asg)@ gﬁﬁﬂ
with the origination space via the conmunications channel; rJ %
origination space includes: 1 ) an encryption engine for gener ating an

out put synbol 0, based on an input synbol 1,; and 2) nmeans for receiving an

encrypt key, an t t|on d th ynbol ; e) wherein
t he destination i‘é? Cﬁh &% gé{%‘ é‘&g #‘ beSN eﬁgéé generatl ng a
decrypt ed syrrb%’l‘C ¥PLOp £BEerieE ip IpgE P/ 881egr om t he

ori gi nati on spfwe swarang e sctsrrmﬁnp@amwtansncmkﬁeqtednﬂom) Mreans for

recei ving a degvyipiblesytsasfche pteeittotWisexd ok pyrmedatibhon; f) wherein the

t text/k I h that
encrypt text aNen% chaidndfufieBkoR|gsidhs &fpiBhgon engine such that |

]11) mod W wher e Rl ogmxna})on space a~, ao are N+1 additive transformations
defined by the eﬁphmﬂ%caﬂ@x@d’ ghair¥l: BMNH,, - . . n~, no are N

per mut at i ons defl t he encrypt ke ‘?n l\_/‘\/n re Wre resents the nunber
of possibilitjes )fé‘r %éb“ﬂ“ Br $RACK P%Sr?czoé‘f' n&H @‘et Reedr P9pt key; and g)
wherein the dbcr ypipatcek‘th'l nwyccmenatm@anwmhmng sthe decryption engi ne such

that I'r~~-" [n~ e m origi a e ]r%l] deb: ~ -a ' N(t)]-aN_, (t)J- . .
-a' 3(t ~ (t defined by th
decrypt key as I Z rof?C? Pl 38 %OFI»‘?‘ spghiudet ned by the

a',, a'o are N+l adohety ‘b’\é‘ ‘L“PSH%’TXPFM sTlaliomeldyy the decrypt key, and
where Wrepresent s2} ke erngmpeonoenmgsmpntrpﬂnbl@ b)()rtheaﬁﬂhr}{ptﬁverse permut at i on

defined by the decryxpxt/leeyyrelrftﬂan figr Qm@mmgﬁm@u syytiok @, of clai m 41,
wherein the encryptlp@e@@gltﬂg i %} ﬁ)Ho'I‘Ckﬁ&eﬁm 2ok tin {ables for storing
er
set ¥

each of the possi bI t| 'ons E‘ ni cati on system
of claim41, V\/nerel yi'ne H}af%é ) %hﬁ)'* &s McW | ook-up

tabl es for storing l\ﬂlt b‘l"@ fephe%esm bl & MCoe¥§ of pernutations.
42 3 0 JAN 2002 44I\I+Irnédmamnunsﬁmmaimrsy®tﬁmdcw the&inayypt wherein the

encryption engine f uelyhwhetene),utiesl, N<MML,| apkrelld peabliegioher storing N sets
of pernutations presO% %E&% d‘lé ?5}:%}5%\4@ I aﬁa%fﬁ&i q’ép,telg@nmkpossl ble Wsets of

pem-ut ati ons. 4~~ n| c e 0 r N4 erein a(t) is a
step function. cﬁ&% 8% OF oft5Fi BFHARY “8? an origination

space; b) a cormunl dhﬁrﬁﬁ’@FYPfalrﬁ%c) a destination space associ ated
with the origi ”%t'\%'eréﬁ)aﬁ:% d/e'sﬁnéth@n% MERcRRIesons channel ; d) wherein the
origination space e S i g :gput synbol 1,, an
encrypt key, and ér’] en &irl rgec Wﬁﬁér}l dgﬁg?{ i{E? a\égdg’ﬁ& encryption engi ne,
control | abl e by thelt F f‘ 185 fR@y relatlonfor generating an out put
synbol 0, based og) mde@rmpu@n SPEHS, CO@Q@Hab}ﬁafclcg&BQramqg ¥2+nN

[aN_, (t)+~N_, [aN_?(tgerypted symbol, [Iab(ase)drrm,n fHel oapit )dyimbol. . ]], nod W

where aN, aN_, ) . recewedafrdmatﬁeafrﬁnh\mora%célwetﬁer@a%mmtIons defined by
t he encrypt key) \mﬁfcﬁgeyﬁﬂ such that 15, N per mutations defi ned

r
by the encrypt key er,ﬁfﬁ’re entz ’he nun[g‘% of ,'possibilities for
each pernutation def’Fmed Eﬂe n’gtr) N-le) e ®gin the destination
space includes: 1 )(Wﬂe@él)f'@ro Tr)emﬂd/ gWhefGe’érypﬁ 1‘( feyedhdy a decrypt
textl|:ey rel ation; thendbc?ypt&edasrthptinvarseofjtheepernonation tabl e f or generati ng

a decrypted synbol Wherebéts dagn the ou@puh‘ smmbﬂqlrg@@qmd fromthe

origination space Vi R@/\I a&giﬁét ﬁle'?hahﬂat 3(t)_]n - [n., -~
3" . il a' ~

H)C] a, (t)]- a o(t)W Lup’@eg@f bﬂi}’etshfé)rdecrypt key as the

i nverse of the pern@nc@tmtmrsmpynww@nad ne@'by thy decryptkeya' ) a' o are N+l
addi tive transfgy rm{elrglﬂsageflg r;legt yfﬁnlagoq%@/g theX=/and wher e Wrepresents

t he nunber of possibil heR t defined by the
decrypt key. 47. ?’ N 3! s t?é/@‘ﬁi 5f”?c' flcg'e% erein the

] c rmum’aa I on Q,gf]
encryption engi neVRUE A G954 S ARl LG 4 ef‘?o}2 Storing each of the
possi bl e Wsets oft menmpather)ns 43
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3 0 ~aN 2o0az 48. The conmuni cati on system of claim 46, wherein the
encryption engine further includes MKWI ook-up tables for stori n%d\/l
avail abl e sets of the possible Wsets of pernutations. 4g, The JAN 2002
conmuni cation system of claim46, wherein the encryption engine further

i ncl udes N<McW | ook-up tables for storing N sets of pernutations

presel ected from M avai |l abl e sets of the possible Wsets of permnutations.
50. The communi catldhrA systmemiciticnl syistempcodmerieing: a(t) is a step function.
51. A conmmunicatig sing: a) a first conputer; b) a
communi cati ons chd rfﬁs}lgip&u@?qﬁ&ds?econd conputer coupled with the first
conmputer via the dtjmmnnmmmoﬂwnehtémnatl agfl wherein the first corrputer
includes: 1) a sy défsgmytompscef UssdcaELVENG AR bﬁ@;ﬁ ool 1, : 2) an

encrypt key input port n ey, st nmenory, for
storing an encrypt t8%% k¥y h? C1°§tq“6ﬁm Qﬂﬁs §§¥’§'et’| rst mcroprocessor for
generating an out plitwhenebrotheprigingtéan spacchincludest synbol ) control | ed by the

encrypt text/key r’@'rﬁéér&%ﬂ’é‘d&xﬁﬁahn%pﬁs nqtsannwn[ewﬁmttnew_ [aN_., (t)+ .
. . +ny[a, (t)+n,[] ttext/k qB ere . a, ,
ao are N+1 addltlvegz ﬁ—w{)@ ﬁnc g_; key, where rcN,
~Nr, . . . n~) ~o erNe 8’9’ Eit’a&"igb‘h"sct% oHa eb tt% bt "key, and
where Wrepresents thé"—"r‘i'ﬂtcﬁtﬁéfa agen Sk SENErPiing a8 NNt SYEP PP nut ati on def i ned
by the encrypt key; abdse@)on\hb&mpvttsyen@dceudl dmtr@,F@tN(t)Hﬂdmdes 1) a
decrypt key input por{afof(tkeage] e,ng(ta decr ypenKeyct)23, [f+egcond nenory, for
storing a decrypt texy#j}.ey] elllﬁv\pnyhﬁq-eqxig})a secortg r&ca,céprocessor for
generating a decrypt efhﬁ]ﬁ@ﬁlveltmns}faﬁﬁq? egqjhp‘?% received from
[ ons

the origination space;via cofqmunica (t:.'ﬁn oI I ed by the

decrypt text/key rel at‘F n Ffat-" ﬂ“'n‘g‘r "[~N"
[~~ a N(t))-~",v_, flf?nec?‘g e%lncgélp &e;&a I)el%lw r(:ptejsegtso(t)~ m)d w
where rt:-' is defi ned’lebymmh@fdlfcpﬁﬁl BIES o r4mch BeMUBANIR002 the inverse
of the pernutation ~; defuhesd by dheNenaypNkey; . . . , a'~, a' o au~e N+l

additive transfor q,t,p]a fRf deRfflaidn thscetpeiuget: key, and where W

byt he. dear ypt EEy Gf%zﬂ g ?ﬂ’&xﬁf&ﬁ&nﬂ@?ﬂ%a. Bl therein the

first conputer furtheFe"lt/ VJG tables for storing each of the
possi bl e Wsets of @érMﬁ@ﬁ)’PBﬁ% engugg,co ellaRaniioni geaerdingyst em of claim
5~, wherein the firstdeayptedesyrhbolt Febasedlondde ditpit sokmalbbpl t abl es f or

stori ng M avai |l abl e spdceivald frive m@@s-jgb,h;mdﬂ ice vif theetaminaid ons. 54. ~ 'tee
comuni cati on system fca6ba @hzﬁnel \A@\erheﬂﬁttlhenf-u[rnst—l GoAput er further

i ncl udes N<M<W | ook- u;ntabl b%g @fbs of Ei tations

presel ected from M av Le Ws f= per nut ati ons.
55. The conmmuni cation(s ,L o‘?‘o E"rEt n‘sa eNned by step function.
56. A process for contifnd )’bb‘tt\héehverﬁe of thei pemiwatienage and a
destination space) comlsloc’l,g o L ecei, viingagnarenpt! agdiviole |, at the

origination space; b)ygeirerahiidi: ABAALH PhK @yn&t&yi@ kegsash on the i nput
symbol , 'such that 0 Netd Wﬁﬂ“sen@:éﬁ% H2Nef 'pds )o"lmeis for *N-oLa (L)+~,

[, +oco(t)]] Do ocoare N+1
predet erni ned additi v@a‘{;?‘éwgs&pﬁﬁpp@ﬁ’é;ﬂ d by-the dﬁﬂpy.pt key , n=, no are
N predet erni ned pefnharainml) da stepr Unetione gRe sBit)s XﬁéO,ndmber of
possibilities for eahh per M+latNhrdecegmemnts ahe isegnenbe ofut piibr synbol at the
destination space; aemh%memrﬁéquwsmﬁﬂ@gemttﬂdpmvmlwhere based on the
recei ved out put sy a% tu‘?\ nc-' (n . . [nN-, " [~N"
(O-a'w(t)]-a' N ~ a g%‘% 12951) a', (t_)] a'o(t), nod W
where n;-' is an | SCQHHPUPW@]?J'? YEER FORRESHSr nut ati on n;, where a.'N,
aaN~ . . ., a -2 ainongnmtm-nlsppce;det erm ned additive transformations, and
wher e Wrepresents p l.i,tyi es for each inverse
permutation. 57. T LHSPQJ{;@Q@ 0 ]}:SI g}?ﬁnﬁr@% '{n;durt her including retrieving the
possi ble Wsets of pernutations from W I ook-up tables, prior to generating
t he out put synbol. 28




45 3 0 JAN 2002 58. The process of claim56,, further includinb
retrieving Mavail able sets of the possible Wsets of pernutations from MW
| ook-up tables, prior to generating the output synbol. 5g. The p}%dégg[m)f
claimb56, furt her including retrieving N sets of pernutations presel ected
from M avail abl e sets of the possible Wsets of pernutati ons from N<McW

| ook-up tables, prior to generating the output synbol. 60. 'tee process of

cl ai m 56, wher ei n P4 desthaflo! Ghct UNEbLidRd Gl e bRAAAHRAI UM

conprising: interface ol I'l ﬁg m cropr ocessor,

VI a the interface mPafs Y4 ﬁfﬂp?%%@l%ﬁoau%%n ymbol .O,, such that O
a, ~(t)+-N aN-, (td)**whlex)euliahéo(‘xg)xmuon aco“mc,li\des(t)m [1,+a0(t)]] . . . 11,
mod W where I, is %%)bﬁ‘r&ufor% 9 yn‘moll an erf&ryptao are N+1
r aevé‘»% JE

addltlvetransforrratlons dcglne Dg . , h~) no are N
pernut ati ons defi ned}‘lg é EQH’P @ghe nunber of
possibilities for é’a)cw ;ﬁ@ﬁmﬁ“@ﬂll Fﬂlﬂ%f'ﬂ?ﬂéw let by the\enceERt ~e st or age

medi um of claim 61, waelayredation)for generatinp ahwmtputaymt@ad O A storage nedi um

conprising: interfaceupRs. thand gpg}r}ﬁb{)prsugpq}wo@u d‘?[)q.nm Croprocessor,
via the interface neans, to prod ﬂce a generate ,, such that

t=r~, [~ -3 [ (DFRReNON (N (G‘W{D@N(E)*Fwdl\f%(t)] .

-a3(t)]-oc~(t)]-a~ (tbt}Hao(mm@@Wthmewﬁ.&x s, a, uecepved synbol , ocN)

aN *) - < a~) aONar'l%dHﬁi\f@ﬁ(ﬂhﬁo}’rﬁahbﬁ@ﬁéﬁ’ﬁéﬁa@ %bSeﬂt?& fed by a key,

nl - ~ Y, ~3 ' ﬁe It ati ons defined

by the key and Wre es 0851 |es or each inverse
3t ﬁ ’ﬁg }ﬁb R

pernutation defined Byt RENRE E4“eTﬁ’éCT§Pbr e%gdl"ﬂ}?ﬂ%f cl ai m 63, wherein

a(t) is a step functrepresens the number of possibilities for each per-

A LA LA . AyY. AYs2. Ahfultan@nﬁdaﬂﬂiﬂ;‘edw Ithgxlem;g};ﬁmy[ Al aE. AYyY. AY. An2. Ayl . Al h@

AR A{Y. Ay. A&9Re§\ égﬂﬁn d., ﬁ/g g‘ﬁ@%@: AF A LAY CAL AT DA AL
0,
A% A Le ASLA €an or receiving a 3 andya decrypt

text/key relation; and
2) a decryption engine, controllable for generating a
decrypted symbol I, based on the output symbol
received from the origination space via the commu-
nications channel, such that I'=r,”'[n,~'[n;™! . ..
[y [T~ (O MO = ey (D)= . =3 ()]0
(-0, (1)}=a'n(t), mod W, where n,~' is defined by
the decrypt key as the inverse of the permutation =,
where o'y, C'pyy ..., @), @ are N+1 additive
transformations defined by the decrypt key, and
where W represents the number of possibilities for
each inverse permutation defined by the decrypt key
f) wherein a(t) is a step function and o,(t), X={0, I,
2,...,N~1, N}, increments the sequence of n,, for each
value of t except when t equals an integer multiple of
R, where R is a prime number,
16. A communication system, comprising:
a) an origination space;
b) a communications channel; and
¢) a destination space associated with the origination
space via the communications channel;
d) wherein the origination space includes:
1) means for receiving an input symbol 1, an encrypt
key, and an encrypt text’key relation; and
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] caV] ca] ca] ca] ca ﬁ \9? ;ff‘@a] ca] caljcalca 9crm}G M Z

6! W! ! (#= HHHT$S SRR |a comEpIi¢auRns elf ikl adav] ca] caVv] ca] caV] ca] ca] ca] ca] ca] ¢
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defined by the encrypt key;

e) wherein the second computer includes:

1) a decrypt key input port for receiving a decrypt key;

2) a second memory, for storing a decrypt text/key
relation; and

3) a second microprocessor for generating a decrypted
symbol I', based on the output symbol received from
the origination space via the communications
channel, controlled by the decrypt text/key relation
such that I'=n,~'[n,~ [~ . . . [mac, [0y [0~y
(I)J—G'N_,([))— e —OL'J('[)]—OL':([)]—(X',(t)]—OL'O(t)'
mod W, where ;"' is defined by the decrypt key as
the inverse of the permutation =, where o',
Q' y_ps + 00 O, O'g are N+1 additive transformations
defined by the decrypt key, and where W represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key; and

f) wherein I', corresponds to 1.

18. The communication system of claim 17, wherein the
first computer further includes W look-up tables for storing
each of the possible W sets of permutations.

19. The communication system of claim 17, wherein the
first computer further includes M<W Jook-up tables for
storing M available sets of the possible W sets of permuta-
tions.

20. The communication system of claim 17, wherein the
first computer further includes N<M<W look-up tables for
storing N sets of permutations preselected from M available
sets of the possible W sets of permutations.

21. A communication system, comprising:

a) a first computer;
b) a communications channel; and

¢) a second computer coupled with the first computer via
the communications channel;
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()-5010% () - @10% () the encrypt exf/l%ey rel(xlzlon such that O=a,(t)+7,

[Oy (DR [Oyoa(t)+ o s [o (4,1 4y

(t)]) ... ]}, mod W, where a,, Gy_y, ..., &), Op are

N+1 additive transformations defined by the encrypt

key, where ®,, o, ..., T, Ty are N permutations

defined by the encrypt key, and where W represents

the number of possibilities for each permutation

defined by the encrypt key;

e¢) wherein the second computer includes:

1) a decrypt key input port for receiving a decrypt key;
2) a second memory, for storing, a decrypt text/key
relation; and
3) a second microprocessor for generating, a decrypted -
symbol I', based on the output symbol received from
the origination space via the communications
channel, controlled by the decrypt text/key relation
such that I'=n,~'[r, "' [, . .. ;6 M~ [O-
Y (3] e VIR (9] PR “O"J(t)]“o"z(t)]a | (D]=cp(t),
mod W, where n,”! is defined by the decrypt key as
the inverse of the permutation m, where o'y,
Q'p_py o O, @'y are N+1 additive transformations
defined by the decrypt key, and where W represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key; and
f) wherein a(t) is a step function, and a,(t), X={0, 1,
2,...,N=I,N}, increments the sequence of n, for each
value that t equals an integer multiple of R, where R is
a prime humber,
22. A communication system, comprising:
a) a first computer;
b) a communications channel; and

c) a second computer coupled with the first computer via
the communications channel;
d) wherein the first computer includes:
1) a symbol input port for receiving an input symbol I ;
2) an encrypt key input port for receiving an encrypt
key;
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key where m,, To_ i, . ..\ o T, are N permutations

defined by the encrypt key, and where W represents

the number of possibilities for each permutation

defined by the encrypt key;

e) wherein the second computer includes:
1) a decrypt key input port for receiving a decrypt key;
2) a second memory, for storing a decrypt text/key
~ relation; and
3) a second microprocessor for generating a decrypted
symbol I', based on the output symbol received from
the origination space via the communications
channel, controlled by the decrypt text/key relation
such that I'=n,"'[r,"'[r,™" . .\ (1, " RO~
O MO I=0 (D)= = ()]0 a(0)]—0' ) (1)]—00o(1),
mod W, where n,! is defined by the decrypt key as
the inverse of the permutation =, where o'y,
O pnepr o0 o0 O}, O are N+1 additive transformations
defined by the decrypt key, and where W represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key; and
) wherein a(t) is a step function, and 0,/(t), X={0, I,
2, ..., N=1, N}, decrements the sequence of ny for
each value that t equals an integer multiple of R, where
R is a prime number.
23. A communication system, comprising:

a) a first computer;,
b) a communications channel; and

¢) a second computer coupled with the first computer via
the communications channel,

33



| L"109%& ()-!\IL"10%& ()-!flL"10%& ()-3%0%& () -
aabbb* ddzX6PE: ! | & 10%& ()-!1 &' 109%&' ()-1 FYd0%&' ()-!!10%& ()-!~l G 10%& 58-'p
G'109%&' () - dKeweeeeeef uj @ %40%& ()-m 10 10 10<10%& ()- 08 30 JAN 200
109& ()-1&" 109& ()-!1&10% & ()-f8ff"g&gypgg}”?j @ 109&' ()- L10%& () -
F109&' ()-!!109%& ()-m ! 10%u& () - mMOoY%& () 3ghi dijjkdE @'
109& ()-19%0%& ()-109%& ()-1g 10%& ()-y 109%& ()-110%& () - kIl xmmWrZn[ n\ ndE: /
10 10<109%&' () - U9 Vo) the fmo/epx(nputdrerxdude«& ()-/10%& ()-1-110%& ()-
}&2]052& n?)nko gg\p/uvwak OmbRYEipl) &Tm%ﬁeo(e}wh lad GRpiut &@bolllo;’/&l ‘(&) &é%&( ;)

pp -1 &g
F10%: () - 10%& ()P rﬁ(r]%{djgchﬁ mf%,i%f}&g%}& ??ﬁﬁﬁ%%%? I510%& ()-

-109& () - 109& ()- Y&rouk ()- thtttu%JdE7/
10FI f 5109%& () - 319V (rsonwy@ery) -foros@ring - am-encome Ertvkey3109& () -
% 8uQuTuUuVuWIduub@] 4tedrd a.’hﬂ%& ()- &10%&' () - G 10 10

10<109%&' 810% QY& 0/ 109& () -!
Feanliie e o
109% () - 10%& ()-| 151}65/%9 4859 Mg EYIIpY ‘1 bYy - xyl yyyzza?bC
10! pY+ the encrypt text/key re at:on such that O SON(SERN
10% () - *y 1098 () -[08LQUeHE, (JeZLOUAE () - Y%tl@%ea«ro [haoy& ()-zz*{s{{|
1016109 ()-1S5 1Q¥®] () - Hlefed W, vV |, )a,&QlO%&O( O, A0%& ()-RI[[1]1]]
N+1 additive transformations defined by the encrypt
key, where Ty, Tp_ys . . . Ty, Mg are N permutations
defined by the encrypt key, and where W represents .
the number of possibilities for each permutation
defined by the encrypt key;
e) wherein the second computer includes:
1) a decrypt key input port for receiving a decrypt key;
2) a second memory, for storing a decrypt textkey
relation; and
3) a second microprocessor for generating a decrypted
symbol I', based on the output symbol received from
the origination space via the communications
channel, controlled by the decrypt text/key relation
such that I'—n,"[nﬁ"[na" C [nN_,"[nN"[O,—
N(t)]—aN—l(t)]— t)]—OC ] CX (t)]—&o(t),
mod W, where ;! is deﬁned by the decrypt key as
the inverse of the permutation w, where o'y
N-1,...,d,, &', are N+1 additive transformations
defined by the decrypt key, and where W represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key; and
f) wherein a(t) is a step function, and a,(t), X={0, I,
2,...,N=1, N}, increments the sequence of , for each
value of t except when t equals an integer multiple of
R, where R 15 a prime number.
24. A communication systeni, comprising:

a) a first computer;
b) a communications channel; and

c) a second computer coupled with the first computer via
the communications channel;
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3) a ﬁrst memory, for storing an encrypt textvkey

relation; and

4) a first microprocessor for generating an output

symbol O, based on the input symbol, controlled by
the encrypt textkey relation such that O,=0,\[t)+7,,
[ono (DFn_ [Oya (DF o [0 (D+m, (140,
(O], .. 1}, mod W, where oy, Qy_yy ..., O, O, are
N+1 additive transformations defined by the encrypt
key, where ®,, Tp_ ), . . . 7., Mg are N permutations
defined by the encrypt key, and where W represents
the number of possibilities for each permutation
defined by the encrypt key:

e) wherein the second computer includes:
1) a decrypt key input port for receiving a decrypt key;
2) a second memory, for storing a decrypt text/key

relation; and

3) a second microprocessor for generating a decrypted

symbol I', , based on the output symbol received
from the origination space via the communications
channel, control]ed by the decrypt text/key relation
such that I'=x,”[n, ' (n,~) . . . [y, 7' [®, ' (O~

O M- (D)= L = 5(1)]-0 ()] (1)]-0/o(0)
mod W, where n,”' is defined by the decrypt key as
the inverse of the permutation 7w, where o'y,
O'yoyy + 0y O}, O'g are N+1 additive transformations
defined by the decrypt key, and where W represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key; and

f) wherein a(t) is a step function, and c(t), X={0, 1,

7

-y 0 s

N-1, N1, decrements the sequence of m, for

each value of t except when t equals an integer multiple
of R, where R is a prime number.
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aN, on,,,_,, . oc,, O are N+ predeterrmned additive

rransformations, where Ty, Tnoyy o o - s Ty g are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;

receiving the output symbol at the destination space; and
generating a dccrypted symbol I', based on the recexved

output symbol, such that I —n," € £ kN ¢

P (ORI (9) B AN (3) I —a3(t)]—ocz(t)]—a,
(D}-ao(t), mod W, where =, is an inverse of the
predetermined permutation &, where o5, 'y gy v s
a'y, o'y, are N+| predetermined additive
transformations, and where W represents the number of
possibilities for each inverse permutation;

wherein I', corresponds to 1,

26. The process of claim 25, further including retrieving
the possible W sets of permutations from W look-up tables,
prior to generating the output symbol.

27. The process of claim 25, further including retrieving
M available sets of the possible W sets of permutations from

' M<W Jook-up tables, prior to generating the output symbol.
: 28, The process of claim 25, further including retrieving
f' N sets of permutations preselected from M available sets of

the possible W sets of permutations from N<M<W Jook-up
| tables, prior to generating the output symbol.

29. A process of communicating between an origination
space and a destination space, comprising:

receiving an input symbol 1, at the origination space;

generating an output symbol O, based on the input

symbol, such that O=a,(tMHry[o,_ (TN [0y 2
(O+ .. oo (D4, [T4+a0(0]] . . . 1), mod W, where
Clys Qpy_py v ooy Oy, O are N+ predetermined additive
transformations, where m,, T,y ), . . ., %o, T,y are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;
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predetermined permutation m;, where o'y, O'p_)s + + 0y
a'y, a'y are N+l predetermined additive
transformations, and where W represents the number of
possibilities for each inverse permutation; and
using a,(1), X={0, 1, 2, ..., N=I, N}, to increment the
sequence of m, for each value that { equals an integer
multiple of R, where R is a prime number and a(t) is
a step function.
30. A process of commummtmg between an origination

space and a destination space, comprising:

receiving an input symbol I, at the origination space;

generating an output symbol O, based on the input
symbol, such that O=0,(t)+m,[0,N_ | (O+7,_ [0y s
(O+. .. +a[o (O+r [1+0,(0]] . . . JImod W, where a.,,
Opneys « + « » O, O are N+1 predetermined additive
transformations, where Ty, Ty_)y .+ . ., Ma, T are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;

receiving the output symbol at the destination space;

generating a decrypted symbol I',, based on the received
output symbol such that I -n,"[nq" [n{' NGV
[T (OOl (D)= . . . =030 a (B0t
(t)] OLo(t mod W, where =, =! is an inverse of the '
predetermined permutation m,, where o'y, &'y_,, . . .,
a'y, o', are N+| predetermined additive
transformations, and where W represents the number of
possibilities for each inverse permutation; and

using o, (t), X={0, 1,2, ..., N=1, N}, to decrement the
sequence of m, for each value that t equals an integer
multiple of R, where R is a prime number and a(t) is
a step function,

31. A process of communicating between an origination

space and a destination space, comprising:
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symbol, such that O=0,(t)+7 [ (OHTT N[O pnn
O+ . Fmafon (O [T400(1)]] + 4 1), mod W, where
Oy Op s« + 5 O, O are N+1 predetermined additive
transformations, where Ty, To_)y . ., Mo, Ty are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;

receiving the output symbol at the destination space;
generating a decrypted symbol I', based on the received

output symbol, such thatI'=r,”' [#,"'[=,™" .. . [0,
[TCN_l[O’—G,'N(t)]—O(,'N_I(t)]— e —O(,'3(t)]—0.'2(t)]—a'l
(1)]=0'o(t), mod W, where m,~' is an inverse of the
predetermined permutation w, where o'y, a'A_y, .. .,

o'y, o'y are N+| predetermined additive
transformations, and where W represents the number of
possibilities for each inverse permutation; and

using o, (t), X={0, 1, 2, ..., N=I, N}, to increment the

sequence of m, for each value of t except when t equals
an integer multiple of R, where R is a prime number
and o(t) is a step function.

32. A process of communicating between an origination
space and a destination space, comprising:

receiving an input symbol I, at the origination space;
generating an output symbol O, based on the input

symbol, such that Og=o,(t)+r, [0, (t+T,_ [0r_-
(tH . ..oy (tm [T +0(D]) . .. 11, mod W, where
Olyy Oly_)y « v oy Oy, Qg are N+] predetermined additive
transformations, where my, TTy_;, . . ., Ko, Wy are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;

receiving the output symbol at the destination space;
generating a decrypted symbol I', based on the received

output symbol, such thatl'=n,'[n,”'[n,™" .. . [n,_,”"
[nN—l[O/_Q'N(t)]—a'N—l(t')]— PN —(I':;(t)]—(xl'_,(t)]—a'l
()]—0,(1), mod W, where m,”' is an inverse of the
predetermined permutation %;, where o'y, a'y_y, . . .,

o'y, o'y, are N+l predetermined additive
transformations, and where W represents the number of
possibilities for each inverse permutation; and

using o,(t), X={0, 1, 2, ..., N=I, N }, to decrement the

sequence of 7, for each value of t except when t equals
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addmve transformations defined by a key, =,
Tov_pr « -+ 1 ooy g are N permutations defined by the key,
and W represents the number of possibilities for each
permutation defined by the key, and

where a(t) is a step function, and a,(t), X={0, 1, 2, ...,
N-], N}, increments the sequence of &, for each value
that t equals an integer multiple of R, where R is a
prime number.

34. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce an output symbol O,, such that
O =0 (OFT A [ Oy (O F T [Cya (D . o T [ ()T,
[I4axt]] . .. 1), mod W,

where ], is an input symbol, &y, Cly_ys . .., O % are N+1
additive transformations defined by a key, =n,,
Tin_py «+ 1 0oy T are N permutations defined by the key,
and W represents the number of possibilities for each
permutation defined by the key, and

where a(t) is a step function, and a,(t), X={0, |, 2, ...,
N-1, N}, increments the sequence of n, for each value
that t equals an integer multiple of R, where R is a
prime number.

35. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce an output symbol O, such that
O = O+ L0 O+ [Oyea(DF 0 7 [0 (D47,
[1+0o(M] . . . 1), mod W,

where |, is an input symbol, &, Cly_;, . .., O, O are N+
additive transformations defined by akey, 7y, oy . ..
T, T are N permutations defined by the key, and W
represents the number of possibilities for each permu-
tation defined by the key, and
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where R is a prime number.

36. A storage medium, comprising;

interface means, and

means for controlling a microprocessor, via the interface
means, to produce an output symbol O,, such that
O, =0T [ Gy (DT [ O+ Lo +7E [0 (DT,
[+0o(t)]] . . . ]], mod W,

where 1, is an input symbol, @, Gy_js .. .y O}, O are N+1
additive transformations defined by a key, 7,
Tv_1s -« « 1 Moy T are N permutations defined by the key,
and W represents the number of possibilities for each
permutation defined by the key, and

where a(t) 1s a step function, and o,(t), X={0, 1,2, ...,
N-1, N}, decrements the sequence of ©,, for each value
of t except when t equals an integer multiple of R,
where R is a prime number.

37. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce a generated symbol I',, such that
I'J:nl—l[nz—l[nﬁ—l o [TCN—l—][nN_][O,—aN(t)]"O-N_l
®l-... —a3(t)]—ag(t)]—G;(t)]—ao(t), mod W,

where O, is a received symbol, oy, Oy_,, ..., &}, O, are
N+1 additive transformations defined by a key, n,~’,
m T s, T ! are Ninverse permutations
defined by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key; and

where out) is a step function, and o,(t), X={0, 1,2, ...,
N-1, N}, increments the sequence of n, for each value
that t equals an integer multiple of R, where R is a
prime number.

38. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce a generated symbol I', such that
V=~ ' my ™ L [T~ [y~ [0~ aup )] =aty
- .. —a:;(t)]a':(t)]—a](t)]"‘ao(t)» mod W,
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E +l additive tr'msform'mons defined by a key, n,™",
oy s, T my ! are Ninverse permutations
defined by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key; and
where o(t) is a step function, and a,(t), X={0, 1, 2, ...,
N-1, N}, decrements the sequence of &, for each value
that t equals an integer multiple of R, where R is a
prime number.
39. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce a generated symbol I', such that
I LN PPN ¢ VIR [ VR (O Rle Y () e VAN
(D)= . .. —0,(D)]—aL(D]~0., (1)]-0(1), mod W,

where O, is a received symbol, o, Op_ys . .y O, Oy are
N+ additive transformations defined by a key, n,™",
7w L s, T ! are Ninverse permutations
defined by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key; and

where cu(t) is a step function, and o,(t), X={0, 1,2, ...,
N-1, N}, increments the sequence of n,, for each value
of t except when t equals an integer multiple of R,
where R is a prime number.

40. A storage medium, comprising:

interface means, and

means for controlling a microprocessor, via the interface
means, to produce a generated symbol I'ssuch that
AR P £ N (VI £ Vo (SR () ST
(I .« =s(D]-0(0]-0 (D]-0(t), mod W,

where O, is a received symbol, o, Qpy_ys. .., Oy, O are
N+1 additive transformations defined by a key, w,~',
7w s~ ! are Ninverse permutations
defined by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key; and

where ou(t) is a step function, and o,(t), X={0, 1, 2, ...,
N-1, N}, decrements the sequence of =, for each value
of t except when t equals an integer multiple of R,

where R is a prime number.
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text/key relation, and the input symbol;
e) wherein the destination space includes:

1) a decryption engine for generating a decrypted
symbol I', based on the output symbol received from
the origination space via the communications chan-
nel; and

2) means for receiving a decrypt key and a decrypt
text/key relation;

f) wherein the encrypt text/key relation controls the
encryption engine such that O,=a,(t)+7\[0y_,
(O[O (D o [ o (D47, [T+as(t)]] . . . 1],
mod W, where o, 0ty_;, . . ., O}, G are N+1 additive
transformations defined by the encrypt key, where &,
TN~y - - « Tay T are N permutations defined by the
encrypt key, and where W represents the number of
possibilities for each permutation defined by the
encrypt key; and

g) wherein the decrypt text/key relation controls the
decrypuon engine such that I'=n,”'[n,"'[n;"7 . . .
[Ty [y O~ =0_, (D) . . . —a5(D)]-a,
(D]—o',(1)]—a'o(1), mod W, where n,” is defined by the
decrypt key as the inverse of the permutation 7t;, where
'y Olacyy - - oy O, O are N+1 additive transforma-
tions defined by the decrypt key, and where W repre-
sents the number of possibilities for each inverse per-
mutation defined by the decrypt key.

42. The communication system of claim41, wherein the
encryption engine further includes W look-up tables for
storing each of the possible W sets of permutations.

43. The communication system of claim441, wherein the
encryption engine further includes M<W look-up tables for
storing M available sets of the possible W sets of permuta-
tions.
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a step function.
46.A communication system, comprising:

2) an origination space;

b) a communications channel; and

c¢) a destination space associated with the origination
space via the communications channel;

d) wherein the origination space includes:
1) means for receiving an input symbol I,, an encrypt

key, and an encrypt text/key relation; and

2) an encryption engine, controllable by the encrypt

text/key relation for generating an output symbol O,
based on the input symbol, such that O=a,(t)+n,

[Qnr (D+Ty_[Ay () o o +ra[o ()47,
[T4+0oM]) ... 1}, mod W, where ay, apyy, .00y O,
0, are N+1 additive transformations defined by the
encrypt key, where my, 7y, . . ., T, T, are N
permutations defined by the encrypt key, and where
W represents the number of possibilities for each
permutation defined by the encrypt key; and

e) wherein the destination space includes:
1) means for receiving a decrypt key and a decrypt

text/key relation; and

2) a decryption engine, controllable for generating a

decrypted symbol I', based on the output symbol
received from the origination space via the commu-
nications channel, such that I'=r,}[r,~'[r,™’ . . .
[TCN_]—I[RN-I[O,—OC'N(t)]—(X'N_](t)]— v ore —OL'3(t)]—O('-_,
(O]—o',(1)]-a'o(t), mod W, where n,”' is defined by
the decrypt key as the inverse of the permutation nt,,
where o'y, Q'p_yy o .. O}, Qg are N+1 additive
transformations defined by the decrypt key, and
where W represents the number of possibilities for
each inverse permutation defined by the decrypt key.

47.The communication system of claim 46, wherein the
encryption engine further includes W Jook-up tables for
storing each of the possible W sets of permutations.
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encryption engine further includes N<M<W look-up tables
for storing N sets of permutations preselected from M
available sets of the possible W sets of permutations.

50. The communication system of claim 46 wherein a(t)
is a step function.
51. A communication system, comprising:
a) a first computer;
b) a communications channel; and
c) a second computer coupled with the first computer via
the communications channel;
d) wherein the first computer includes:
1) a symbol input port for receiving an input symbol I ;
2)]\an encrypt key input port for receiving an encrypt
ey,
3) a first memory, for storing an encrypt textkey
relation; and
4) a first microprocessor for generating an output
symbol O, based on the input symbol, controlled by
the encrypt text’key relation such that O,=0.,\(t)+7,,
[oyo (OFmp_ [ou o (D+ . L +as[on(D+m, [T 40,
(t)]] ... ]], mod W, where o, Op_y,. .., @), O are
N+1 additive transformations defined by the encrypt
key, where ,, T,_, . . . T, T, are N permutations
defined by the encrypt key, and where W represents
the number of possibilities for each permutation
defined by the encrypt key; and
e) wherein the second computer includes:
1) a decrypt key input port for receiving a decrypt key;
2) a second memory, for storing a decrypt text/key
relation; and
3) a second microprocessor for generating a decrypted
symbol I', based on the output symbol received from
the origination space via the communications
channel, controlled by the decrypt text/key relation
such that I'=n,"[n, " [r,"' . . . [y, [ny 1O~
0 M=y (D)= 1+ =0 ()]=a'5 (D], (1)]=0ro (1),
mod W, where n,”’ is defined by the decrypt key as
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defined by the decryp ey, and where represents
the number of possibilities for each inverse permu-
tation defined by the decrypt key.
52. The communication system of claim 51, wherein the
first computer further includes W look-up tables for storing
each of the possible W sets of permutations.
53. The communication system of claim 51, wherein the
first computer further includes M<W look-up tables for
storing M available sets of the possible W sets of permuta-
tions.
54.. The communication system of claim 51, wherein the
first computer further includes N<M<W look-up tables for
storing N sets of permutations preselected from M available
sets of the possible W sets of permutations.
55 The communication system of claim 51, wherein a(t)
is a step function.
56. A process for communication between an origination
space and a destination space, comprising:
a) receiving an input symbol I, at the origination space;
b) generating an output symbol O, based on the input
symbol, such that O=0,\(t)+m, [0y O+ y_;[Cn_s
O+ ... (o (tHm, [T400(0)]] . . . 1], mod W, where
Clps Onps o+ 5 Oy O Are N+1 predetermined additive
transformations, where =, Ty_q, . . ., T, Wy are N
predetermined permutations, and where W represents
the number of possibilities for each permutation;
c) receiving the output symbol at the destination space;
and
d) generating a decrypted symbol I, based on the received
output symbol such that 1l'=n,” [m, my™t L.
LR P (o FE (O RN (3) RSN () Yot
(D]-o',(t)]—0'o(t), mod W, where ;™! is an inverse of
the predetermined permutation n,;,, where a'y,
Q' ypy o+« » O, O are N+1 predetermined additive
transformations, and where W represents the number of
possibilities for each inverse permutation,
57. The process of claim 56, further including retrieving
the possible W sets of permutations from W look-up tables,
prior to generating the output symbol.
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interface means, and

means for controlling a microprocessor, via the interface
means, to produce an output symbol O,, such that
O =0 O+ Oy (T [Cya (D L o L R0 (D7,
[J4+0o(t)]] . . . 1}, mod W,

where ], is an input symbol, 0.y, Cy_;s .. ., O, O are N+1
additive transformations defined by a key, m,,
Tiy_1s » -+ s ooy T are N permutations defined by the key,
and W represents the number of possibilities for each
permutation defined by the key.

62. The storage medium of claim 61, wherein a(t) is a step

function.
63. A storage medium, comprising:
interface means, and

means for controlling a microprocessor, via the interface
means, to produce a generated symbol I',, such that

10 Ml A A b SRR £ Foat (O R (3) oAV
Ol-... —-oa3(t)]—oc2(t)]—oc ()]—0(t), mod W,
where O, is a received symbol, oy, Cp_qy . . ., O, O are

N+1 additive transformations defined by a key, n,™',

w7t R, ! are N inverse permutations
defined by the key, and W represents the number of
possibilities for each inverse permutation defined by
the key.
64. The storage medium of claim 63, wherein o(t) is a step
function.
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