2 July 2004 | COWPUTI NG SYSTEM AND METHOD FOR M GRATI NG A MOBI LE COVPUTI NG
ENVI RONVENT Field of the Invention The present invention relates generally
to the field of conputing environments. |In particular, the Zdnlggeit
invention relates to portable or nobile computing within the context of a
network in which a conputing environment may be mgrated to a conputer
that is connectable to the network forlproviding a user with a consistent
conmputing environment. Background Historically, conputers were |arge and
expensi ve processors that were sited at@ps%ci al prem ses and that few
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take multiple steps and procedures that are unique to the conmputer in order

to operate the conmputer. Currently, through technol ogi cal evolution, one
of the successors of these |[|arge and expensive conputers is a snmall and

af f or dabl e,.nqt ebo copputer. Mdire inportantly, however, such a notebook
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the advent of integrated circuit technology that enables the integration of
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migrated to a computer that is connectable to the network for providing a user with a

consistent computing environment.

Background

Historically, computers were large and expensive processors that were sited at
special premises and that few could afford to own and maintain, respectively. To
obtain benefit from the then powerful computing and processing capabilities of a
computer of the past, a user had to access the premises where the computer is sited
and take multiple steps and procedures that are unique to the computer in order to

operate the computer.

Currently, through technological evolution, one of the successors of these
large and expensive computers is a small and affordable notebook computer. More
importantly, however, such a notebook computer may provide computing power with
the ability to execute complex formulae involving large numbers at high processing
speeds. Such an evolution in computing technology is made possible partially
because of the advent of integrated circuit technology that enables the integration of
electronic circuits into small electronic devices. The advancement of technology and
related skills in manufacturing and software programming and/or engineering also

contributes to this evolution.



2 The evolution of conputer technology also significantly inpacts the

evol ution of network technol ogy. Modem network technol ogy all ows users who
are connected to a network to share resources that are conridely@®4t o the
network. Currently, networks can either cover a small geographical area,
such as a local area network (LAN), or a w de geographical area, such as

t he coverage provided by the Internet.2 Recognising the market potential of
coupl i ng nodem conputing technol ogy that provides for small, portable, and
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connectable. The nobile user”thus p ornms work with whichever conputer
the nobile user accesses within the network. Wien any conputer user uses a
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implementation of minimal local storage such as the local hard disk, therefore
accentuating the compactness of modern mobile computers. The modern mobile
computer can therefore be dedicated to, for example, communications and image

processing.

Another example of the products and services currently being commercialized
is based on the concept of a “mobile” user. The mobile user is ndt necessarily a
computer user who uses a modern mobile computer. Rather, the mobile user can also
refer to one that hops from compﬁter to computer within a “boundary” defined by a
network to which the mobile user subscribes or is connectable. The mobile user thus

performs work with whichever computer the mobile user accesses within the network.

‘When any computer user uses a computer, the computer user is basically
dealing with a set or sets of information through the computer’s processor. Generally,
the information is found on a local storage device such as the local hard disk or a
storage medium such as a CD ROM. However, the information may also reside on a
remote storage which is accessible through a network. Regardless of the storage
location, the mobile user fundamentally requires that the computer provides a means

of storing and/or retrieving the information that the mobile user deals with. For



renote storage which is accessible through a network. Regardl ess of the
storage location, the nobile user fundanentally requires that the conputer
provi des a neans of storing and/or retrieving the infornmatiOnly2fit the
nobi |l e user deals with. For 2 July 2004 3 exanple, when the nobile user
hops from conputer to conputer, the conputer user may either use floppy

di skettes, CD ROVs, card menories, or @iny other formof storage medium for
providing the information that the nobile user is dealing with. To
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which a computer user may subscribe provides an account with an electronic mailbox,
a personal starting Web page, and a file directory. These can be accessed from any
computer the subscriber uses as long as a Web browser application program and an
Internet link are available on that computer. All the subscriber needs to do is to login
to the Web portal account and thus is able to use the mailbox or access a file from the
file directory that is provided by the account. This is a very useful concept of
providing computer users with access to the same information and resources at all
times regardless of whether the cgmputer users are at home, in the office, or

travelling. This idea is made possible only through remote storage access.

However, one shortcoming that exists with a Web portal product or service is
that basically a Web portal account is accessible only through a Web Browser. This
means that the Web portal account is distinct from the subscriber’s other local
network or remote access accounts that may exist at the office, on the home computer,
and with any Internet service provider. Only the email component of the Web portal
account may be integrated with the subscriber’s other accounts using protocols such
as POP3 or IMAP. A practical consequence of this is that a data file cannot be

opened directly if the required program is installed on another account. Instead, such



that basically a Wb portal account is accessible only through a Wb
Browser. This neans that the Wb portal account is distinct fromthe
subscriber's other local network or renpte access accounts ta7ab2f8¢y exi st
at the office, on the hone conputer, and with any Internet service
provider. Only the email conponent of the Wb portal account nmay be
integrated with the subscriber's other4accounts using protocols such as
POP3 or I MAP. A practical consequence of this is that a data file cannot be
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|l ocating files residing on different file directories of different accounts
by wusing fil elmbh eitdmptas ovéncame bheof mbee aftthe amve @eoblérhs, canvendonkdt er m ned

if for exanple, a . requested file is |ocated qgn the |qcal, storage of the
conput er m@wsgxwéwﬁﬁangf f. Orersugh Gomer oAl prshods despsei ') e i ndi cates
that the hEsbién b?!%cﬁﬂiﬁ@ﬁlé re%i&?ﬁ@gn @itk &I Al EMRLcRorie’ bPHRARFent dcdobh® bgyStem
driver in"the operating systemof the conputer passes control to “high

| evel dri weing fileattimtésn eopthe Blssitnyutebdt cancheatsterminednf fomprampletaput (1/ O
request. _Howev such cqopventi onal hod does not address the problem
ndequat ol JoBRER e s oirTh el Srtae Sothg Somp R8T ot s SaeeSns

prot ocol s IEM8 g &ibue b1 filehRdieABIMA B3 réRBSePfiRliOsRled chuppBii®td by t he
operating system.is accessible. Moreover, such a conventional nethod does

not speci Fiogage; § filarysiensdrives inpthgeperating system of the computer passes control to
high level drivers to continue processing the request as an input/output (I/O) request.

However, such a conventional method does not address the problem adequately
because only remote storage supported by communications protocols congruent with
the communications protocols supported by the operating system is accessible.
Moreover, such a conventional method does not specifically address the other

problems.

Another conventional me‘t‘hod addresses the problem of accessing different
resources on the Web through overwriting shared libraries used by application
programs on the computer. This however implies that such a conventional method
cannot support application programs that utilize static libraries. Hence, the
application of such a conventional method is restricted to access of files by
application programs.that utilize only shared libraries. Moreover, such a conventional
method also does not address the problem adequately because there is no provision to
access remote storage on a file server. This conventional method also does not

specifically address other problems.



probl ens. 1A Anot her conventional nethod addresses the problem of accessing
different resources on the Wb through overwiting shared |ibraries used
by application progranms on the conputer. This however inpli%8ly2f4t such a
conventional nmethod cannot support application prograns that utilize
static libraries. Hence, the application of such a conventional nethod is
restricted to access of files by application prograns. that utilize only
shared |libraries. Mreover, such a conventional method al so does not
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conbi nation.of the problens disclosed. The desirable effects of this

sol uti on SHBUFBSprovide a neans to integrate the

It is clear from the above prior art and conventional methods that a need exists
for an adequate solution to at least one or a combination of the problems disclosed.
The desirable effects of this solution should provide a means to integrate the
environment settings, application programs and files of accounts belonging to a
subscriber so that a consistent computing environment is achieved. This consistent
computing environment should be attachable to and detachable from any computer a
computer user is using, regardless of the location of the computer as long as the

computer is connectable to a network that provides the appropriate resources.

-

Summary

Various aspects of the invention are directed to ameliorating or overcoming at
least one or a combination of the above disadvantages or inadequacies of prior art and
conventional methods. In particular, it is desirable to provide portable or mobile
computing within the context of a network wherein a computing environment may be
migrated to any computer that is connectable to the network for providing a user with
a consistent computing environment. It is also desirable to provide a consistent
computing environment according to a dynamically adaptable communications

protocol that allows transparent connectivity to Web resources, file servers and the



envi ronment settings, application progranms and files of accounts bel ongi ng
to a subscriber so that a consistent conputing environnent is achieved.
Thi s consistent conputing environnment shoul d be attachabl e Z4Jaly3¢d

det achabl e from any conputer a conputer user is using, regardless of the

| ocation of the conputer as long as the conputer is connectable to a
network that provides the appropriate ¥esources. Summary Various aspects of
the invention are directed to aneliorating or overconming at |east one or a
combi nat i gjReOf; i§ Hﬁm@?@éﬁﬁaﬁbwﬂﬁms@fm{ Mﬁﬁﬂh‘l GhéRorhe WHfei" t and
conventional nmethods. In particular, it is desirable to provide portable or
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envi ronnent be mgrated to any conputer that is connectable to the

net wor k fSPH%E%Qiding a user with a consistent. .conmputing environnment. It
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actuable by the user; a file system in the operating system for receiving and

translating requests for performing file operations on the local storage; and means for
monitoring and intercepting a request made to the file system for operation on a file,
the request being actuable by the mapped user-interface and the file being stored on

said remote storage being connected to the system.

In accordance with a second aspect of the invention there is disclosed a
method of migrating a mobile computing environment to a computing system for
providing a consistent computing environment for a user, the computing system being
connectable to remote storage and having a local computing environment, an
operating system, and a local storage, the method including the steps of: mapping a
user-interface portion of the mobile computing environment onto the local computing
environment, the step including transferring information stored on said remote storage
being connected to the computing system, and using the transferred information for
mapping the user-interface, the step of mapping being actuated by the user; receiving
and translating requests in a file system in the operating system for performing file
operations on the local storage; and monitoring and intercepting a request made fo the
file system for operation on a file, the request being actuated by the mapped user-
interface and the file being stored on said remote storage being connected to the

computing system.



actuable by the user; a file systemin the operating systemfor receiving
and translating requests for performng file operations on the | ocal
storage; and means for nonitoring and intercepting a requestiuly@d¥ to the
file systemfor operation on a file, the request being actuable by the
mapped user-interface and the file being stored on said renpte storage
bei ng connected to the system In accofdance with a second aspect of the
invention there is disclosed a nethod of migrating a nobile conmputing
environment 1 0 (R, GRRPHLE Wi DAAE ROl of HE BVbRIdHANEGOBRLBIRNY compul i ng
environment for a user, the conputing system being connectable to renote
st or age amrdmpafer prpgean prabcidfonpretviding & codsistentrennputang enyepementdosy st em  and

a | ocal storage, .the nethod incl udi t he. st eps of ing a
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t he transfayiraungntto pempemesystempthesiomputing systan being eptnge@bletthe st ep of
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file systemfor operation on a file, the request being actuated by the
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to renote storage and having a |l ocal conputing environnent, anh operating
syst em afing actuated by the user; computer readable program code means for receiving and

translating requests in a file system in the operating system for performing file
operations on the local storage; and computer readable program code means for
monitoring and intercepting a request made to the file system for operation on a file,
the request being actuated by the mapped user-interface and the file being stored on

said remote storage being connected to the computing system.

In accordance with a fourth aspect of the invention there is disclosed a
computing system for enabling the migration of a mobile computing environment
thereto, the computing system being connectable to remote storage and having an
operating system that provides a local user-interface and controls a local storage, the
computing system including an arbitrator means in the operating system for
arbitrating access to files, directories, and information for locating and accessing the
files and directories; an account manager means communicable with the arbitrator
means and the remote storage for mapping a user-interface portion of the mobile
computing environment onto the local user-interface using information stored on the
remote storage; a file system in the operating system for receiving and translating
requests for performing file operations on the local storage; and a file monitor means

for intercepting a request made to the file system for operation on a file, wherein the



|l ocal storage, the conputer program product having:' conputer readable
program code neans for mapping a user-interface portion of the nobile
conmputing environment onto the |ocal conputing environnent 23gtder

i ncl udi ng conputer readabl e program code neans for transferr| ng
information stored on said renote storage being connected to the conmputing
system and conputer readabl e program &ode neans for wusing the transferred
information for nmapping the user-interface, the step of mapping being
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and translating requests 1n a systemin the operating systemfor
per f or mi nghd rehmwte ﬁpmgatmdmsimtlnglélelrmbt totthe wegwie stomge.onput er readabl e
program code nmeans for nonitoring and intercepting a request nade to the
file systemfor operation on a file, the request being actuated by the
mapped user-interface and the file being stored on said renpte storage

bei ng connected to the conputing system In accordance with a fourth aspect
of the i n\BridfiD3ckipoe of theddawviaged a conputing system for enabling the

m gration of a nobile conputing environnment thereto, the conmputing system
bei ng connectahle to reno storage and havin em t hat
provi des a Ioc%mwe?tﬁf’ég?é‘b‘@ng a‘i?cﬂ‘??‘i ed hgreP@@ﬁT tjﬁﬁ’g %/’H-é
conputing d’%ﬁhggnlﬁ%idﬂdl ng an arbitrator nmeans in the operatl ng system for
arbitrating access to tiles, directories, and information for |ocating and

accessing the files and dlrectorles an account manager neans communi cabl e
with the arbit Fgdris asenatestuablockdiagramdepicting raadientf ageondingdp agpreferred
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system i n[1AM¢; operating systemfor receiving and translating requests for
performng file operations on the |ocal storage; and a file nonitor neans

for interceptin are t.made to the file systemfor gperation on a file,
wherein the 2 lée%ﬁ?% dizggem dHustrating the coapopetseighe chent sappe i | ocal

user-int erﬁgqemﬂ'?ﬂe fogfeal Edrfebtfons tPHT. A0 and the Internet;

Fig. 3 is a top-level flow diagram illustrating the processes in carried out by
the client shown in Fig. 2 for the migration of a consistent computing environment to

the client;

Fig. 4 is a detailed flow diagram illustrating the modules of the Initiate Session

process of Fig. 3;

Fig. 5 is a detailed flow diagram illustrating the modules of the Sustain

Session process of Fig, 3;

Fig. 6 is a detailed flow diagram illustrating the modules of the Terminate

Session process shown in Fig. 3;

Figs. 7a and 7b respectively illustrate examples of the components of an
original computing environment and a consistent computing environment migrated
onto the client shown in Fig. 1 wherein the user interface, file access, directory access,

and shortcuts to application programs are provided,;



the renote storage, and redirecting the request to the renote storage.
Brief Description of the Drawi ngs Enbodi nents of the invention are
described hereinafter with reference to the drawings, in whithly2f8g. 1 is a
contextual bl ock diagram depicting a client according to a preferred

enbodi nent of the invention connected to a LAN and to the Internet through
the LAN, Fig. 2 is a block diagramilfustrating the conponents of the
client shown in Fig. 1 and the |ogical connections to the LAN and the

Internet; Fig. P@%é 3 aﬂdb%l?e Bl%}fﬁlha%}aﬁ’{g 1%&9&1{’}?‘&{& Joﬂ?o‘h@ﬁth Bfa E&lﬁ% EI(;CESSES in

carried out by he client shown-in Fi ration

consi st entimpbampntddngitietheifileiviemtord Fig Béoxqbrpendtng d—‘de@aﬂed descriptidetofli | ed fl ow
di agram i I*uggrg{ﬂiﬂgg the nodules of the Initiate Session process of Fig.
3; Fig. 51%"%° $&8%f1 ow diagramillustrating the nodul es of the
Sustain Session process of Fig. 3; Fig. 6 is a detailed flow di agram

i I'lustrating timgnmdilattaia ddneralghifpolddodtnput@ sy WiicRiReasDIFhaEof N Fig. 3;
Figs. 7a and 7b respectlvel illustrate exanples of the conponents of an

ori gi nal deminyerting %ﬁmqf@ﬂblﬁmmpk@ﬁwn@ consi stent conputing environment
mgrated onto the client shown in Fig. 1 wherein the user interface, file
access, directory access, and shortcuts to application prograns are
provided; 2 July 2004 9 Figs. 8 and 9 are block diagrans illustrating the
conponents of a conputer inplemented with the File Monitor of Fig. 2 for
provi di ng RetaidedDesedipdioacri pti on of the File Mnitor; and

A computing system, a method, and a computer program product for
providing portable or mobile computing within the context of a network are
described. In particular, a computing environment may be migrated to any computer
that is connectable to the network to provide a user with a consistent computing
environment. In the following description of several embodiments, numerous details
are described in order to provide a more thorough description of these embodiments.
It becomes apparent to one skilled in the art, however, that the invention may be
practiced without those specific details. In other instances, well-known details have

not been described at length so as not to obscure the invention.

The advantages of the embodiments of the invention are manifold. One
advantage is that at least one emBodiment allows a computer user to use the same
application programs or work with the same documents from any computer, The
computer user in this instance has multiple network, remote access, or Internet access
accounts that are accessible through different computers having compatible operating
systems. Through any one of the accounts and using any one of the computers, the
computer user can use the application programs or work with the documents as
though the application programs or documents are installed or reside on that

computer.

Another advantage is that at least one embodiment provides a mobile
computing environment which is attachable to different computers having compatible

operating systems. As a consequence, the computer user is provided with a consistent



Fig. 10 illustrates a general - purpose conputer by which the enbodi nents of
the invention are preferably inplenented. Detail ed Description A conputing
system a nethod, and a conputer program product for provi di/ag2¢¥rtabl e or
nobi |l e conputing within the context of a network are described. In
particular, a conputing environnent naé be mgrated to any conputer that is
connectable to the network to provide user with a consistent conputing
environnment. In the follow ng description of several enbodi nments, numerous

details aqin@ tklesmrd R@Hid RoRpESig dridhR¥hid foedr IR S f WRSIHELHGR cB@pafet Pt i On Of
t hese enbodi nents. |t becomes apparent to one skilled in the art, however,

that the iwseenfigerenthat gampyeragtobed wit hout those specific details. In
ot her instances, well-known details have not been described at |ength so

as not to obsc ' | L0f _th j ments of the
I nvention are %aﬁ%@gf%d%gé {Sg[ge\l}a{;r{ ga%q];égﬂtbﬁgﬁ%{? e?%)é%ta%gﬁgaqié%te%di ment

al l ows a googramiethatiserindtdledm refbteSarers tdpHitlc ticicomppted ¢ coiBeddéd t00r K Wi t h
t he sane docunents from any conputer. The conputer user in this instance
has mul ti peexatsianthat @mpteraccess, or Internet access accounts that are
accessi bl e through different conputers having conpati bl e operating

systens. Thr ougdv Ayt adintidiss AREAURLS oﬁ@&hb@diﬁgm?%viﬁ&ecd%e&hﬁty

conputers, the tTonputer user can use the application prograns or “work with
t he documbstweenshe eananwddr and diffgpertityrzes iof rerpote geraters timouglodymaerics are

i nstall ed qr .resi on that. conputer . Anot her .advantage is that at |east
one. erbod RS S BRuin gt PRtotEBrEr PRRIaRf CORHERECHPE PR ( achabl o
to di ffereér @0ABEESE fenltAY ki gerGRARIIE to RRRMYOH e SMESRXBrve ndthe
consequence, the conputer user is provided with a consistent 2 July 2004 10

and t her efcemgutenpic|doprectadiising ang tErefrcomminicatioggprotvcel singnotlieet her t he

CONMPUL €T jpstance where the computer user is travelling and therefore is outside the firewall of

the LAN, another type of communications protocol is used.

A still further advantage is that at least one embodiment provides for
encrypted files stored on remote servers to be decrypted only on the computer that the
computer user is using. This provides a security measure and thus ensures that the
computer user can safely use remote servers that may be accessible to the public for
remote storage. Such a security measure remains transparent to the computer user and

the application program that is being used.

Fig. 1 is a contextual bloc;ic diagram of a mobile computing environment
network formed by the Internet 100 and a network LAN A 102, to which a number of
client computers (generally hereinafter known as clients) according to a preferred
embodiment of the invention are connected. The LAN A 102 is connected to the
Internet 100 and therefore provides the clients access to the resources on the Internet
100, preferably through a firewall. Connected to the LAN A 102 are a number of
clients such as CL A 104 and CL B 106. The LAN A 102 importantly provides the
CL A 104 and CL B 106 with access to remote storage on remote servers RS A 108
and RS B 110, which are also connected to the LAN A 102. The LAN A 102isa

typical network implementation in an organization that networks the clients and the



user configures that conputer or not. A further advantage is that at | east
one enbodi nent enabl es application prograns that are installed on renote
servers to which the conmputer is connected to be executed ohulyR&i4
conputer. A yet further advantage is that at |east one enbodi nent provides
connectivity between the conputer and different types of renpte servers

t hrough dynam ¢ adaptation of comuniBations protocols. For exanple, in
one instance, the computer user can access a renote server within a LANto

whi ch DOt Rerhii sERERAAIR eYouttily UPthe SRERKNRA RLLEABIBERRI USi ng one type

of communi cations protocol. |n another tance where the conputer user is
travel | i ngrgamtkatibsr efore is outside the firewall of the LAN, another type
of conmuni cations protocol is used. A still further advantage is that at

| east one enbodi n i f encrypted fjl.es red on.renpte servers
to be decrypt egiogﬁ?%/edg{?%%gﬁégﬁﬁﬂoe efeﬁé rcf"ﬁwsé“’hé%%bﬁ{rglserﬁgreﬁzi’%nusi ng. This
provi des BETH Wel seasLi4dg aads Gobhiér seet 1 BE vitied mhBe pRATgRdILgr user can

safely use renote servers that may be accessible to the public for renote

storage. StEMiZgticrscuripdiyidyalsnd arewetbinnvn todhessakiled ip Biotave Bonput er user
and the %H(B'tibﬁ,%érg %eﬁ{yﬁ%ﬁ@%}#&%hﬁéé opﬁﬁﬁpor#éﬁ?aﬁoﬁg g1at %?(ﬂn%ctaorqxglﬂtg(g xt ual

bl ock di agram of a np uting environ Wor ornme t he
| nt er net H¥iIntamnktd 00 diraogtkpdréddaledi@iterts ehatfarecgiven the dbggnations BCiA 018

conput ers y_hereipafter kno as clients) according tgo a preferred
enbodi mnﬁﬁgﬁaﬁiﬁé-nﬁ@w%ﬁw&v s ebAEL p@aniZaiRms i yRCHp crvele Holed t o
the I ntegfghel I8 ARGERGE SIAtEpRIAIEDEs the clients access to the
resources on the Internet 100, preferably through a firewall. Connected to

the LAN A 102 are a nunber of clients such as CL A 104 and CL B 106. The
LAN A 102 i npo#tlsmshopngndig.des anether netwark 104N dhtR2C0 vehidloelients BL&Lcess to
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102 and the LAN B 122 are connected via a communications link 132, creating a

virtual private network between the two organizations. The communications link 132

is a logical communications link and may be implemented through the Internet 100 or

a direct or dedicated communications link,

A personal computer PC C 134 is also connected to the LAN A 102 via a
remote access connection 136 to a remote access server (not shown). The remote
access connection 136 is typically a dial-in connection such as one provided by
modems. Alternatively, the remote access connection 136 may also be established via
the Internet 100. Similarly, a personal computer PC D 138 is also connected to the
LAN B 122 in the same manner.

To one skilled in the art, any of the personal computers PCs A, B, C, D (118,
120, 134, 138) may be a mobile computer provided with a conventional
communications link such as one provided by a modem and a wire line or wireless
telecommunications link. Altematively, each of these PCs may be a computer at an

Internet kiosk.



2 July 2004 11 renote servers within the boundary of the geographical area
resided by the organization. Connected,to the Internet 100 arezqﬁfﬂﬁﬁces
such as an FTP server 112, an HITP or b server 114, and a Gopher server
116, which may be provided by organizations or individuals and are well
known to those skilled in the art. In addition, there are typically

I ndi viduals or small organizations that connect or link to the Internet

100 t hrough personal.conmputers, that ar i ven t he desj gnati o 8
and PC B 120" THEgLes FFB e Persal ppP G SSPreS R AU 4 YIrRESQFT
connect ed W ' r i ' S Al SO shown
in Fig. 1 ?E{Nanot r?e%gﬁg\?ﬁ%rrc%gﬁ)&%b%%g%ﬁ%%%ﬁ?@hwgﬁ%éﬁ{e%\bchﬁﬁ %ﬁg124 and CL D
126, and r emotomnest vibrash REthEsd @Bnmnets RSlided 8@ ‘Gock adraelt bEthe WINDOWN B 122
is also a kf Bcal network i nplenentation ipn an grganizati on. The LAN A 102
and the LA lﬁ PHeOmpaLL Eng §Yiem vserdpierars. @t fisisdirscipuiesand creating a

vi rtual pr'%(]ﬁfc : e M‘f‘ﬁ"flﬁ:l%‘*’ ' . . Lcations
link 132 |h agﬁlog#c 65}:8%%%1 cga(%opﬁrslttse I'n andéﬁgwgzc?%&e@m%gﬁlfﬁrough
t he | nt er nggsteb® Gomputirg divirenmhenris theghiferatond theo isavailatie toonSorhputls usér per sonal
conputer PC C 134 is_also connected to the LAN A 102 via a renote access

connect | onreealless of whishste oA e WINDEWR (T or C@HBWWT] opEitingsysien ngé@ez s
ot PR Rerkdhal MGttt WD RORESA R SHERGBBABAE ai iRl Y

establ i sheg atfaghabld¥e ahddetatieiblel®6 (e eHdsad Elient 8r PREGANSmMMAED Hopr PC D 138
is al so connected to the LAN B 122 in the sane nmanner. To one skilled in

the art, aRyrpesestfmairisgA consisiont emputias epyir@mapy, the {nfargyation pertaindy, 13
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detachment if the computer user has changed the computing environment. This therefore
enables the consistent WINDOWS (TM) or compatible operating system computing
environment to provide the computer user with familiar WINDOWS (TM) or compatible
operating system settings and user interface as long as the computer user connects to the
mobile computing environment network.

Every computer user who has access to the mobile computing environment
network is provided with an account for attaching that computer user’s unique or
personalized consistent WINDOWS (TM) or compatible operating system computing
environment to any of the clients or personal computers connected to the mobile
computing environment network. Hence, a corputer user may on one day attach the
personalized consistent WINDOWS (TM) or compatible operating system computing
environment to the CL A 104 and on another day attach the same to the PC B 120
because the computer user is travelling.

To attach a consistent WINDOWS (TM) or compatible operating system
computing environment to a computer connected to the mobile computing environment
network, the computer user has to access the computer user’s mobile computing
environment account through the network account, remote access account, or Internet
access account that the computer user has access to. A network account typically allows
the computer user to access the LAN A 102 from within the organization that

implements the LAN A 102, thereby providing the computer user access to remote



tel ecomuni cations link. Alternatively, each of these PCs may be a conputer
at an Internet kiosk. 12 2 July 2004 Eag¢h of the clients and thg I?E(foﬁonal
conputers are provided with a M CROSOFT WNDOWs 95 (TM or corrpafl' e
operating system Hence, the conmputing environnment of each of these
conmputers includes the "look and feel" of the WNDOA5S (TM or conpatible
operating systemuser interface, and files, directories, and application

programs aggcess. consi st ent T oppati bl e operating system
conmput i ng gtﬁ?/%% 8H$é‘?ﬁmf°§e ?‘iﬁ%‘?’%&ém&‘g‘{ %tﬁ) f]s(fagg‘?m%ltﬁlagceﬁga"éo%tnput er user
regar dl ess wgicalyiatiey tfe @hnphl NP FULAN ACRIBRGH RLRiQARE AL i g, System
clients and personal conputers the conputer user chooses to use. The

conput i ng erganzaenénfirewadl. ain hddratt] aecess acsvantiypmelpptoides dim dongputdrasan
client or personal conputer. For ur po of mai ntaining a consistent
conput i ng AR f?‘g?‘ft‘ﬁamﬁﬁ%ﬂ}?&g € tggﬁ? ﬁ%ﬁ{ Ao Hre Iplgrch seryispprAvigRy s

envi ronnmenjodiSeddlat ed at the source of the information before detachnent
i f the conputer user has changed the conputing environnment. This therefore
enabl es t he con%hstenpute dC\Gobildendirommosnp addobhithamgh ahy ofthessicebints
conputing .environpnent to provide the conputer user with famliar W NDOAS
(TM or coF?pi‘&F?SB‘Fde““‘Eﬁa%MQNO%W%Wﬁ@@WH% ORAGLNS aystemy [ndemgicgowsingong as

t he conput t I ' A | rgnoent networ k.
every compi iRt BRRREE. Ond ek Maw TR g BRI ISl S O8RS oot
net wor k i sNavigyiod @ckhwivhiin 8y, dacodlesibfitedbs ROWsOT 2D Bth&UFBWERE, KA t6
uni que or personalized consistent WNDOAS (TM or conpati bl e operating

syst em confhese siglleceimthe et meciastlaterney Esplorarenay learsed aoweleFigoRalalsoonput er s
ser my orlesirais eLe FundieeR ot « 2R £ DR br ARl orrrBenete Ty or
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t ravel | i ngdesktop 704 displaying a wallpaper 706, a group of icons 708, and a directory mapping
710.
Once the computer user accesses the mobile environment account using the
browser window 702, the computer user’s personalized consistent WINDOWS (TM) or
compatible operating system computing environment is attached to the computer. The
WINDOWS (TM) or compatible operating system desktop 704 is transformed to provide
the personalized consistent WINDOWS (TM) or compatible operating system computer
environment to the computer user.
Components of the computer’s personalized consistent WINDOWS (TM) or
compatible operating system computing environment are shown in Figs. 7B, which
includes the WINDOWS (TM) or compatible operating system desktop 704 displaying a
new wallpaper 714, a new group of icons 716, and an active window 718. The active
window 718 provides a new directory mapping 720, which shows directories on
whichever of the network access, remote access, or Internet access account the computer
user uses to access the mobile computing environment account. The new directory
mapping 720 also shows directories on the local storage of the computer the computer
user is using, and also on the mobile computing environment account.
Some of the icons in the new group of icons 716 are shortcuts to some documents

found on the virtual directories mapped in the active window 718, while some are



To attach a consistent WNDOAS (TM or conpatible operating system
conputing environment to a conputer conpgcted to the nobile congq&§ 4
envi ronment network, the conputer user has to access the conputer-”user's
nmobi | e conputing environment account through the network account, renote
access account, or Internet access account that the conputer user has
access to. A network account typically allows the conputer user to access

it hi. i i h i npl th A 102,
ther ooy o SHfehiI8ahuldalitn bGH A SRR bPBobd Breciart®’ THE oM icphe 6heE: or age
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typically allows the conputer user to access the LAN A om out si de the
organi zat i on' s The pevadnalizethcdnsistenh BN WS TAC oo mphtiple opblating sywwemles t he
conputer user Wwth access.t th resources on the Internet 100 and al so -

the I nt er nEYMREME axrpamentisthe defaehad from the computerp@er bigsamppier 4878 npbi | e
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program Ongeradirld sykteoeonipuding iengir@mpdnt.c @hé operpicagriavolNag stadhengNavi gator i s
shown in Fig.. 7A and designated as browser 702. Qther browsers, known to
t hose ski | FEISISRE CofEPYRE cyrpngent|tip apd detechingths same figyn peompeter a1s wel | .

Fig. 7A al : of .a WNDOWNS (TM or conpatible
o:ogr ati ng g%ﬁ@%i’ﬁeg%ﬁg%ﬁﬂg{rggeg%gg@ﬁ%z s?jch as a WNDOWs (TM or
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group of icons 708, and a directory mapping 710. Once the conputer user

accesses t FREPHIBI aceording to dhamrnteried cobrdingsit afithelieventipo\fsh coinpdowts02y t he
B A I AR T
W NDOAS ( THllrpodes @0 BRAItY M RiQBRE M dRNeRYSRM AL SIKNe P0Y Merk S0 Lfypirshor med to
provi de the personalized consistent WNDOAS (TM or conpati bl e operating
syst em cong@lifngror personal computers connected to the mobile computing environment network.
Hence, in the client 202, there exist two modes: a user mode 204 and a Kernel mode 206.
The user mode 204 generally refers to that part of the client 202 that interacts with the
computer user or extrinsic devices, and the Kernel mode 206 generally refers to the
WINDOWS (TM) or compatible operating system of the client 202. An example of a
component of the user mode 204 is an application program 208 and examples of the
components of the kernel mode 206 are an Installable File System Manager 210 and a
Native File System 212. When the computer user accesses the mobile computing
environment account from the browser 702, an Account Manager 214 and a File Monitor
216 are invoked. The Account Manager 214 is an application program and therefore is
part of the user mode 204. The File Monitor 216 has two components: a Virtual Device
Driver 218 and an FTP Client 220. The Virtual Device Driver 218 is a hook within the
kernel mode 206 that is layered over the Native File System 212 and thus remains in the
kernel mode 206. The FTP Client 220 is another program in the kernel mode 206.
The mobile computing environment account according to the preferred
embodiment is provided by a Web portal service. Hence upon accessing the Web portal
account, the client 202 gains access to a Web Server 222 through the Account Manager

214. On the other hand, the FTP client 220, as the name suggests, provides the client
202 access to an FTP Server 224. The Account Manager 214 attaches the computer



environment to the conputer user. Conponents of the conputer's personalized
consi stent WNDOAS (TM or conpatible gperating system conputi Iy 2004
environnment are shown in Figs. 7B, which™ includes the W NDOAS ?%W or
conpati bl e operating system desktop 704 di spl aying a new wal | paper 714, a
new group of icons 716, and an active wi ndow 718. The active w ndow 718
provi des a new directory mappi ng 720, which shows directories on whichever
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206. are available to the client 202 and the associated files are not for reasons already

discussed, a mechanism is therefore provided to redirect the requests for these files to the

remote storage of the files. This remote storage is the FTP Server 224 and the Virtual

Device Driver 218 intercepts any file system requests made by the shorteuts to the

application programs to the Native File System 212. The Virtual Device Driver 218, by

intercepting these requests, is able to check these requests and determine if the target

files are available locally or on the FTP Server 224. If a target file is found only on the

FTP Server 224, the Virtual Device Driver 218 communicates with the FTP Client 220

so that the FTP Client 220 downloads the target file from the FTP Server 224 to the local

storage on the client 202. The Virtual Device Driver 218 thereafter directs the Native

File System 212 to satisfy the request for the target file by providing the locally stored

copy of the target file.

When the FTP Client 220 receives a file from the FTP Server 224, the FTP Client

220 receives an encrypted file for apparent security reasons. The FTP Client 220 thus

decrypts the file before saving the file locally on the client 202. Upon detachment of the

personalized WINDOWS (TM) or compatible operating system computing environment,

the files that are changed for example as a result of the execution of migrated application

programs are encrypted by the FTP Client 220 before the FTP Client 220 transmits the



The user node 204 generally refers to that part of the client 202 that

interacts with the conputer user or extginsic devices, and thezgqr%l node

206 generally refers to the W NDOAS (T1 or conpati bl e operati ngugys'gem of
the client 202. An exanple of a conponent of the user node 204 is an
application program 208 and exanpl es of the conponents of the kernel node
206 are an Installable File System Manager 210 and a Native File System
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conputi ng environnent account according to the pre ment s
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account, the client 202 gains access to a Wb Server 222 through the
Account MaAdlgeptartapathe clientR02 begias 2 fisg grocesrkapym as|an dnitialz Apssiar pragessnane

suggest s, Vi t | 02 cess. to an FT rver 224 The Account
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client 202. The Account Manager 214 al so upl oads changes to the conputer

user's personal lixtheg degaipiveof theje mocessesprpdlesinobe chtrt 362 syestaened @omput i ng

envi ronnent_t.o the Wb Seryer 222 d.thereafter, restore he ori gi nal
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Véb port al hardeeRy BéfiwMbemiife ARG OF o MRBRSorPdfknadel aches the conputer
user's personalized WNDOANs (TM or conpati bl e operating system conputing

envi ronnent t o Fige4dllustnates tiR0Beduléainiaivedint calvtyivggert Hell4itiafnSasgioh paddesy
things des%l.bﬁgcerhs%r? L}?,ba oogrir? inomﬂ%u%%%gsumes control and provides access to the
Web, or Profile, Server 222. Once access to the Profile Server 222 is gained, an Invoke
module 406 assumes control and invokes the Account Manager 214. Thereafter in a
Download Wallpaper module 408, the Account Manager 214 downloads a file
containing information about the new wallpaper 714 from the Profile Server 222, and
stores the file on the local storage on the client 202.
Subsequently in an API Call module 410, the Account Manager 214 makes a
WINDOWS (TM) or compatible operating system API call to change the wallpaper 706
on the desktop 704 to the new wallpaper 714 according to the file downloaded from the
Profile Server 222. WINDOWS (TM) or compatible operating system AP calls are
generally known to those skilled in the art for providing an interface between application
programs and the WINDOWS (TM) or compatible operating system.
In a Download Icons module 412, the Account Manager 214 downloads a file
containing information for the shortcuts to application programs and documents in the
new group of icons 716 from the Profile Server 222, and stores these in the

“\WINDOWS (TM) or compatible operating system\Desktop” directory. The Account
Manager 214 further in a Download Document Shortcuts module 414 downloads



application progranms to the client 202 by providing shortcuts to the
application prograns. To those skilled,bn the art, to properlyzﬁgnmgg
execute any application program files associated with and/or use y the
application prograns nust be accessible to the application prograns. Since
only the shortcuts to application prograns are available to the client 202
and the associated files are not for reasons already discussed, a

nmechani smi,s f heref.,ore proyide o redirect.the, r ests for these files to
The Mot Sl aShindoonife bl Serh Saot Bt (RIS HRrERG 46° Sor ver 204
and the Vi | B d : Wal® B temrequests nmade
by the shor%ﬁgoﬁl{]ﬁ\g) %%ﬁaélgﬁﬁ)gﬁﬁgﬁggfﬁﬁ\%g%thglrgl%té%&?/e File System

212. The Virt ualTh®accamt Bfanagaer 214 Shenbdowrilodde Afephativg fohtsamewatiteetirs, i S
able to check t heaﬁ,reﬂ)ues s and determine if the target files are
avai | abl e PEEEINEY28 D pRopricadfdanping wpdyls 416 fq “rgobilg drsktopy devesonthand onl y

on the FTR; ' ' 18. | -wWwih the
P i ent Csgb20E softe Piiife thiset s, e G dtcoldty kB AU LIRS A | oo
the FTP SeDeemlcddMimpiidr@otuiedli6 taboshpg @ INDOWS (TM)adsttcorPetiblE bferting ual
Device Driver 218 thereafter directs the Native File System 212 to satisfy

t he requesSysiahp “Rehasq Hogenard gra disk onesating; siigfemH{PADCapbsy’ eompand. copy of

the t t fil TP o jent .220. i f] he ETP
Sorver 924, t helEtREaelafpd Gt iaRR FEERCSSHET Brbety 308 chroBEh Heshls
security rgRY6RS, thd AecduhPMahb@i 12 2Rdd th Surrélf Grodebsby srtihk hie PRI € savi ng

the file locally on the client 202. Upon detachnment ‘of the personalized
W NDOWS ( Tevise Dsiyepat§ aldeghe BEP 4ilienty220)istacStat &intp Momigr eroditlecti@erfthe  t he

fil t hat h f | It of th tion, of m t ed
bt cat | oRSGRAENE VST R Sotie i SBs vt velat coB0 B OTREM T
Cient 220dthaRsmariscdefiullPattactet ¥ RO erRbbLERINd i:c!xﬂ;tiltérq_ls&hl% dsdP Server

224. Such decryption and encryption activities are ransparent both to the
conput er user aihtle SustaihSessigr moecss 30@ Ehavat inodetail indiigsconnencas mhee thdet ai | ed

description.of the operati of t referred enbodi ment of the invention,
ot or ence. INitHigSEHE EPEfSS 301 engs. ?—Wﬁ the 5?189%&5658?1?%0&%@%%

illustrati Bfblication program 208 in the user mode 204, a file-open request is generated in relation

to a file that the application program 208 requires for execution, and is provided as input
to the kernel mode 206. The Virtual Device Driver 218 intercepts the file-open request
in an Intercept Request module 502, and subsequently performs a check on the file-open
request in a Test File Condition module 504. In the Test File Condition module 504, the
Virtual Device Driver 218 checks if the file-open request is made to a file residing on
local storage on the client 202. If the condition tests true (YES), a Native File System
module 505 assumes control and in this module, the Virtual Device Driver 218 provides
as input the file-open request to the Native File System 212 for retrieval of the file.
Subsequently, an Intercept Other Requests module 512 assumes control and loops the
Sustain Session process 306 back to the beginning of the process for intercepting other
file-open requests, file-modify requests and directory related requests. Additionally in
the Intercept Other Requests module 512, the Virtual Device Driver 218 maintains

information of such requests internally.



the three processes carried out by the client 202 for the attachnent and
det achnment of the personalized WNDOAS (TM or conpati ble operating system
computing environment. After start up, the client 202 begi " 2694 st
process known as an Initiate Session process 304. A second process known
as a Sustain Session process 306 follows this. The operation then ends
with a third process known as a Terni ndte Session process 308. In the
description of these processes, nodules in the client 202 are carried out

to produce thgrgankTed FRTInURiAMEAES04 theJonbitRMLLHRITRNO)S, TEP! ement ed
through hardware, software, firmwvare nmeans, or a conbi nation of these.

Fig. 4 il New Candition mednisdhdbassumes shuteal. iImthedkestyNewy Gonditionenaduile 5Qf, e

Sessi on proc 04. ter art up, Logi n nmogul e 404 assunes control
and pr ov d8€ idiel B8%eq By 2 G fidogi® apprr oAy (o 058 BT coce to ¢ ne
Profile SelekehinddPtheSilgai U&ﬁ%regﬁbsieﬁ\f@lkme iR i eSin 46 s@sumestheont rol  and
I nvokes the Account Manager 21 Thereafter in a Downl oad Wl | paper nodul e

408, the Aenditiar tastsrfalge NOYAheiBlkrinsa dequsstiis made tagnfileithathgs befor mat i on about
t he new rof | I file on
the | oc a%g%‘g@% ereé‘g\(éétt %drea?‘g]#gﬁ%ﬁﬂg‘jz%%u‘g’ggggé r?f\l?eg 2%%%2%'62\49%{ @ﬁagpﬁ%dul e

410, the Aucdient 20hnaddsdiBi”equeitasodule SUSNRENEssthdg cartrot andai thisl e oper ati ng
system APl c e the wal | paper, .70 t he desktop.704 to the new

| to cha ) n
wal | paper 5%@80YH§“HB8F‘6°€E Reiven 316 medifey @ie-PP%ewf‘ét topgaiatitp gheser ver
222. W NDQY& ¢ e%ﬁﬂ?@ﬁ%ﬁﬁ@ﬁrgﬂﬁl?éihgﬁoﬁféﬁ)ta@&@tﬂycﬁ%%ﬁle?‘r’ﬂﬁe general l'y

known to those sKilled in the art providing an'I'nterface between

appl i cat i dvodifyr Reuestemadide H0Rthe BDREOWEC@T) tocthe NatipaFilbBestapaer@iuieng syst em
In a Downl %gd | cons nodul e 412, the Account Manager 214 downl oads a file
cont ai ni n& rnformation for the shortcuts to application prograns and
docunents in the new group of icons 716 fromthe Profile Server 222, and

stores these i nfintle Test WINCCWIRIiidiMno@tile G08TRS dobliRi AR Py stemDDeskt op”
directory. The Account Manager 214 further in a Downl oad Docunent

Shor t cut s fAerapererequest isgupeda ddila thaphap o) begggreviously requested and
downloaded from the FTP server 224 to the local storage on the client 202. Hence, a

Request FTP module 510 assumes control and in this module, the Virtual Device
Driver 218 provides input to the FTP Client 220 to establish communications with the
FTP Server 224 for downloading the file from the FTP Server 224. The Virtual
Device Driver 218 then receives from the FTP Client 220 the file and causes the file
to be stored on the local storage on the client 202. The Modify Request module 508

assumes control thereafter. -

If during the operation of the Sustain Session process 306, the computer user
decides to exit the mobile computing environment account, the Sustain Session

process 306 terminates and the Terminate Session process 308 commences.

The Terminate Session process 308 begins with an Instruct FTP module 602
where the Account Manager 214 provides input to the FTP Client 220 to propagate
modified files and directories back to the FTP Server 224. The FTP Client 220 hence
establishes communications with the FTP Server 224 for such a purpose. Thereafter,
the Instruct FTP module 602 passes control to an Instruct Native File System module
604.



shortcuts to docunents fromthe Profile Server 222, and adds the shortcuts
to the "\WNDOAS (TM'or conpatible op%ati ng system Recent" di rec (@Qy.
The Account Manager 214 then downl oads information for the new directory
mappi ng 720 in a Downl oad Mappi ng nodul e 416 to "nobil e desktop” drives on
the client 202 fromthe Profile Server 222. The new directory mapping 720
Is effected in the Downl oad Mappi ng nodul e 416 through a WNDOAS (TM or

conpati bl e operatin system "net_use" c r a di sk operating system
(DOS) "subst™ Cﬁ}ﬁhﬁﬂ%ﬁ“éﬁﬁﬂhﬁ %Er%?%amﬁﬂ'g%%gf@?ﬁécwmt PeEe 1dessi on
rocess 30 1 I 214 ends the
U ront pr BSLes B e NALLOREe SR a1 fp e bR, MNREne T

dient 220downlaadstdefidm Hid BETRVBerve224ndudiniehel Sktaiil Sessiqeprs g B0g.eThe! NDOWS
(TM or conpati blygﬁoper ating .system cor?uti ng environnent is thereafter

successf ul fyyeonnt Yanager2d4 g ipjaj kegnimtpl Fi mogdple 696 igminates the Vittealyse. The
Sust ai N Sefgi R0 DHVRFEESand ”iﬁﬁ*?:@ieh%ﬁt ail in Fig. 5 commences when the
ends.

Initiate Sesslion process 3 en the computer user selects to

execute the appahil@ahipmodile GORERLIEGuently hidanies esntraldRd 2Dthis Bodulk,ahopen
request is generated in relation to a file that the application program

208 requi r 8§cqpE Magagaiil d yndegsdhe sew fisedterydnappingnfAd through preseisingide node

206. The Vir Vi iver 2 | ts the file-open. reguest, in an
ntercopt PRI e bl She A VRO BT of Sipedsb o EneSiEn “ore
file-open uderRRIE” EdinParkbsta BOSE st diilé AP OB, 20tbr chidplelitn, kgst File
Condi ti on nodule 504, the Virtual Device Driver 218 checks if the
fil e-open VemapModule oRfdeasses cantro] te aRespefi mgdwle610.0cal storage on the
client 202. If th ondi.tion tests ue (YES), a ive File stem nodul e
505 assumes con tg?ﬁﬁﬁ%fd#qjme’é‘tsr% ee&oeﬁ?‘%?‘i"f‘ﬁgﬁt%ﬂ 8%‘1 SePrsr 218
provi des  apricHiRYs nidbfe HbdkforPRRIMEARYE Be \WANDEWNATV o for
retrieval of the file. © Subsequerrllntel y, an \I ntercept O herrCIOR aﬁ%ﬁ%ia@@?ﬁé%l e
512 assunesystonRecint dinettéryapshe RmfilSiatved 222Sedshandgietecihs sh@tmtfaek the t he
begi nning of the process for intercepting other file-open requests,
file-modif ?Céfdﬁegtfgﬁ%{fvdf /Q%c@%wa‘; ea?g‘bchela‘ééEQ%QUFSAadPQQIGrﬁ&Fkt9Pi n the
| ntercept iekudiiyEaht B Akt hORWHIDONRS (BRI of Eofbdthfd orfetfting
system\Desktop directory on the Profile Server 222 and thereafter deletes the shortcuts

from the directory after a Record Application Programs module 612 assumes control
from the Record Documents module 610.

Subsequently in a Write Wallpaper module 614, the Account Manager 214 writes
any altered file for a changed new wallpaper 714 to the Profile Server 222 and deletes
the altered file from the client 202. Thereafter in an API Reset module 616, the Account
Manager 214 makes a WINDOWS (TM) or compatibie operating system API call to
reset the new wallpaper 714 on the desktop 704 to the wallpaper 706.

The Terminate Session process 308 ends with a Terminate Operation module 618
where the Account Manager is 214 terminated. The client 202 is hence restored to the
WINDOWS (TM) or compatible operating system computing environment before the
personalized WINDOWS (TM) or compatible operating system computing environment
was attached to the client 202.

In another embodiment, the client 202 supports a plurality of file access

protocols, which are implemented by an FTP client and a HTTP client in the File



i nformati on of such requests internally. 2 July 2004 18 If in the Test File
Condi ti on nodul e 504, the condition tests false (NO, a Test New Condition
nmodul e 506 assunes control. In the Test New Condition nodul €7898%04 t he
Virtual Device Driver 218 perforns another check on the file-open request
to determne if the file is being requested for the first tine in this
session. If the condition tests false!(NO, the file-open request is nmade
to a file that has been previously requested and downl oaded fromthe FTP
Server 2241dmtok Des, It er Wil QU8 20 NEDSlichtd 18Kred BdowAndReiifo/FiRequest nodul e
508 then assunes control and in this nodule, the Virtual Device Driver 218
modi fi es ShgtemiAla. Fjesn a rwquess fortadilp oh ptremotetstyagd ssoeer istecsivefe then t he cli ent
202 for o ' t he, downl.gaded. copy of the file. Th Modj. f e t nodul e
508 t hen_ DAUbA® B O o R RoRaR Yo oner Brechafshatiglans FedsBENRTT ) [re
Test New CpRdbhpass Hedpladdleifofitheclidnddd wah allRsbSndtwbk ddifeRes thdtehe
file-open request is nade to a file that has not been previously requested
and downFeegie gtoragsserveesyppprts rgaeh profocob e, 3 profacokisshays fi t he cl i ent
202. Henc . _ i i s nmodul e,
the Vi rrugiosERriRa i CFigRE0 R bR U Re R LR o BN ASY 5 07T

est abl i shranbing(forcatingles SMB bvértNFS bvide Fd®rover HZ22, bauaaho BRIamp the fil e

fromtheC&'EP Server 224. The Virtual Deyice Driver, 218 then recei ves from
the FTP CNESrrotosels prrampre ekbicirpf than KER and, B TP nrotope)s)y Onge sy iEatogel 18 he | ocal

storage ognddaR tht Wahf 2 R00uted i AR e ulést'%@%ec%he%p&uir% Ad8ccRSques control
thereafter. | 1f during the operation of the Sustalm Session process 306,
the conputer user decides to exit the nobile conputing environnent
account, the Slbeftmedegpicterol prledionsn@benismrenibiet Slos tmbk adeessTénsingat e
\?fts fsll 32 F %fxﬁﬁsi ?13%8#%8&%§E ki -I:ghﬁlto-raegc%n %hgrac %ﬁgﬁc% r(])f Ble et 1§e e'orlf(EQI ns
connection such as whether there is a firewall between the client 202 and the remote

storage server.

Description of the File Monitor

To enable a better appreciation of the File Monitor 216 and its operation,
reference is made to Fig. 8 for a more detailed description. The File Monitor 216
enables software 802 to be installed and run on a host machine, without requiring the
underlying files to be physically available on any of the local storage drives. Instead,
every file request from the software 802 is trapped by an installablé monitor 804 (the
File Monitor 216), which dynamically downloads the target file from a remote file
server 806 to a local storage medium if the file has not already been downloaded. The
installable monitor 804 thereafter directs the native file system of the host machine to
operate on the downloaded file in order to satisfy the file request. Even requests for a
file at an absolute path on a specific drive (e.g. a CD-ROM drive) are redirected to the
downloaded file, which is likely to reside at a different path on a different drive. The
downloaded file can optionally be removed when the software closes the file, or when
the software 802 terminates. Consequently, a host machine can run application

software 802 without having a physical medium containing all the underlying files.



where the Account Manager 214 provides input to the FTP Cient 220 to
propagate nodified files and directori back to the FTP Serverﬂugzzdb.0 The
FTP dient 220 hence establishes comufil cations with the FTP S&IVer 224
for such a purpose. Thereafter, the Instruct FTP nodul e 602 passes control
to an Instruct Native File System nodule 604. 19 2 July 2004 In the
Instruct Native File System nodul e 604, the Account Manager 214 provides

i nput to the ive File System 212 for, del eti Il files an lLrectories
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undoes the new directory map ing 720 through processing the nobile desktop
drives by BSETRPEANEREENE WHhe B cerendihie GHaLARI (M) sreninguEiom;se

Cmen odul SRS n8te dilkiin iR P tndbid Mortdae AR oy Sbbfing ARRAEALR: "€
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desktop documents in the \WNDOAS (TM or conpatibl e operating
syst em Recedly injrenaeetinnwith thepeoparafing sys@msver 222 and then del etes the

h ts f . directory. Sipilarly, . the A Ma 214 . d
shortcut s t o mobhy msUERE Enlin4ia R Rl S TR e
\ WNDONS ( ddVliceriveP W] SlLarR@IAtE Atknt 5YS HOM RSk Hiopdlatiag tsptdm Rerdehe

Profile Server 222 and thereafter deletes the shortcuts fromthe directory
after a ReThe ¥xBHiis aoplemerted gr surh anvajuthet 8¢ X xRx¥dnie fayemdtanabp of them t he

d dul . Ly i | Il dyl e 614,
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the client 202. Thereafter in Reset nodul e 616, the Acco
that alters program flow away from the original intent. Consequently, for selected

program flow threads progressing through the IFS manager interface 908, program flow
is routed to the VxD 904 rather than to the native file system 906 as originally intended.
The VXD 904 is then free to either satisfy the request and return program flow back to
the requesting thread or modify the request before directing the request to the native file
system 906.

The native file system 906 may include function routines directed towards file
rights, file locking, file transaction tracking and the like. These are of little importance to
the installable monitor 804, and hence hooks are omitted for such functions. The selected

functions for which hooks are implemented are indicated in the following table:

CreateFile WriteFile FindNextFile
CloseFile GetFilesize GetFileAttributes
ReadFile FindFirstFile | GetFileTime

CreateDirectory | DeleteFile




Manager 214 nmakes a WNDOA5S (TM or conpati bl e operating system APl call to
reset the new wal | paper 714 on the desktop 704 to the wall paper 706. The
Termi nate Session process 308 ends with a Terninate Operati otubB8ifl e 618
where the Account Manager is 214 term nated. The client 202 is hence
restored to the WNDOAS (TM or conpatibl e operating system conmputing
environnment before the personalized VWANDOAS (TM or conpati bl e operating
system conputing environnment was attached to the client 202. In another
embodi ment, t herygl p@Bike HPEceSHBPAII Progrdh WAV ivs¥d Gh Kdoked 888 Fundifot ocol s,
which are inplenmented by an FTP client and a HITP client in the File 2 July
2004 20 Msewtings arg emimpeytanhdor whe pupoeesant thar Sistallablet mohidgreB@H bRichbw t he
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client 202 with a list_ of netwrk addresses that the renote storage server
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prot ocol s t | € | t S | :

Dt o- speci FYagtes peitda®By (50 aalife e Yiem 00 o MBI el DeBlighed
because t lnefoSividicand lacking, okt locations arg bewerrneived emphicatllpan FTP and HTTP
protocols). Once a protocol is chosen, the VxD 218 routes the file request

to the correspandin ile access client. The f [ rotocol . sel ection
mechani sm enab&g’E eﬁ‘CI%I %ECQ%‘ rBBf‘%%@@%@i’HOW’ Vﬁh?%r@@%%ﬂ?f%@?‘gﬂ)npﬂfpt ocol ,
taki ng i Nt AGEEH RPhsidd MedetRd,| &ldrisndfthé r‘f]ﬁﬁm%b!iﬁee@lt theGbyREKissi@iiefiel on such
as whether there is a firewall between the client 202 and the rénote

storage s@épplgatiomasd frapglgtemtherequiest ipiol the pawivalont r¥woterpath name be thefile
appreciation. o he, Fil e ni.t or_216,and its.operat.l reference i s nmade
PP e &y sPePbod Dinilrefiolil fhg 1P afAGebdcd HABEL e ofich 517185,

known event notification mechanisms. The FTP client 912 then translates the request

mto an FTP request and forwards the FTP request to the FTP server 902. The FTP

client 912 waits for a response from the FTP server 902 and, once the file has been
downloaded onto the user’s machine, the FTP client 912 saves the file to another
location on the user's machine's local storage media. Confirmation of the download is
passed to the VXD 904, together with the location of the local copy of the file. The
VxD 904 then redirects the native file system 906 to satisfy the request made by the
application 910 using the local copy, and the application 910 continues as normal.
The application 910 is unaware. that the files and data are being accessed on-line
rather than on a local CD-ROM. After the application 910 finishes execution, or
closes the file, or after a pre-determined number of uses or after a pre-determined
number of days, (these options may be configurable) one or more or all of the

downloaded files are deleted from the user's machine.

The embodiments of the invention are preferably implemented using a
computer, such as the general-purpose computer shown in Fig. 10. In particular, the
functionality or processing of the system of Figs. 1 to 9 can be implemented as
software, or a computer program, executing on the computer. The method or process
steps for migrating a mobile computing environment to a computer connectable to a

mobile computing environment network are effected by instructions in the software



enabl es software 802 to be installed and ran on a host nmachi ne, w thout
requiring the wunderlying files to be physically available on any of the

| ocal storage drives. Instead, every file request fromthe F8¥eidre 802 is
trapped by an installable nonitor 804 (the File Mnitor 216), which
dynami cal ly downl oads the target file froma renote file server 806 to a

| ocal storage nmediumif the file has n¥t al ready been downl oaded. The

i nstall able nonitor 804 thereafter directs the native file system of the
host machith@ #® carfie@ ot By Wk toEpHOWTRALSRWAk 1Bay Be RhRMehRdSAIInSfoF t he
file request. Even requests for a file at an absolute path on a specific
drive (e. dguora ngguReNbrimplementing the gracesstséepst @\ moduleds arpagafadcomiuger whi ch

is likely .t side atnqa different path on.a differe dr.ive. .the

down! oaded terE A uBEIT sitbns? §arB fReartn IRAETRRPE . AJE s e
file, or \desdiibed rethedbicpping, BMddtiercah ARb &S a fdekardfendtional Brd0ste uigchi ne
can run application software 802 w_ thout having a physical nedium

cont ai ni n@cgra‘FSIewlﬂbOth?fd@mp?Pﬁ&S pimadules1 2 July 2004 In one inplenentation
as illustrated in Fig. 9, the file server is a standard FTP server 902
using the FTP Leat | | ' | I s the
Internet. The ‘312 r' ?”%’n%%tn%ﬁwﬁ‘gés% N??QI/@?%Q?% or h@%#ﬁ%??%ﬁ%gé }g%glr&éﬂtl’i ng
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wi th these operating systens. e install abl e nonitor 804 on the user's
conput er Hhagingwacke @t & computer progtam reeoideé odnf tha can\beDprdlowidy an FTP

client 912, h_ingide t gperating system kernel The VxD 904, i s

i mpl enent Zad‘:"?'ﬁ’%%‘ih:h ¥ §?§y°. g ieo Rt B 1?1'85'11%29% % C%‘ﬁlp‘t“S’bPB“?ef?‘P}é( native
file systefed®tn ddvantdgédudpphtisior grevitiag @sow daeodlcatddibsigetstei angt al | ed
below the inpstallable file system (IFS) manager interface 908. A hook is a
pr ogr anmi Ageligihle spegdha commugication dgraaeprdancs sty the smbodenents pifntie i ntent .
Consequent ]y, for selected programflow threads progressing through the

| FS manager @lnnt erface 908, program flow

The system 28 is simply provided for illustrative purposes and other
configurations can be employed without departing from the scope and spirit of the
invention. Computers with which the embodiment can be practiced include IBM-
PC/ATs or compatibles, one of the Macintosh (TM) family of PCs, Sun Sparcstation
(TM), a workstation or the like. The foregoing is merely exemplary of the types of
computers with which the embodiments of the invention may be practiced. Typically, -
the processes of the embodiments, described hereinafter, are resident as software or a
program recorded on a hard disk drive (generally depicted as block 29 in Fig. 10) as
the computer readable medium, and read and controlled using the processor 30.
Intermediate storage of the program and any data may be accomplished using the

semiconductor memory 31, possibly in concert with the hard disk drive 29.

In some instances, the program may be supplied to the user encoded on a
CD-ROM or a floppy disk (both generally depicted by block 29), or alternatively
could be read by the user from the network via a modem device connected to the

computer, for example. Still further, the software can also be loaded into the



is routed to the VxD 904 rather than to the native file system 906 as
originally intended. The VxD 904 is then free to either satisfy the
request and return program flow back to the requesting thr&adyé?nodify
the request before directing the request to the native file system 906.
The native file system 906 may include function routines directed towards
file rights, file locking, file trans#ction tracking and the |ike. These
are of little inportance to the installable nonitor 804, and hence hooks
are oni tt edmipafer 538 by HOhi SME: cobjfitsabfabROnediGhélaMse higniiY e, R00ks are
inmplemented are indicated in the follow ng table:

Cr eat eFi | @M erHnfegrted Nesuitrial reagnietsseptidab &iq:a rasio pe @ftaraddransmissipnes

ReadFi | eFi i ilecet Fileline,CreateDirector leteFile 2,Julky 2004 22
The. pr eci Saameh BbetE Al TgBiy Mg i Bl Fonfii itbleceet fifiie Ron
routi nes PCMODA nqaed,t &idt tHeOIntéhier Pt pAxsRRtsOfnchidénd BekAl traRingssiopgi dndr 804.
Such hooki ng may be i;;gl enented any nunber of different ways, as is known

to those &RFPatiH reeprdebon Websitesand,thgdtke Thaisrezomeds merdy semplarydiscri bi ng
t he operat] t.ndicate th [T r
interfaceygggﬂiﬁé g%?%ﬁ%mkgh%%?%ﬁm'rgh |ﬁ%ghéhg38%%%§p§§hﬁﬁgmﬁb??§e file
syst em 906@ractioed Wwethenttdepdrting fonpthb scopleadd spinft of thetineentios. | acki ng, hook
| ocations may be determined enpirically. For each function routine that is
hooked, the qu%gg4fbloaks t he execution of the re%éggt i nside the kernel,
det er mi nes the f *PERYOEOHIE 2 FHEOIINE SY¥H LY PREC PRI Tand
transl at erédSnREBIRS For tbRidinaSpdRbleVar B0bild ERhRinRalthil WL cHlexst v af 1 | ©
server 902. This renote path nanme is then passed back to the FTP client 912
using knawhvask e derstibéd. c it pasticwlas Haernspriing Fngirepent| masnbe oigratddeto
trans! at et NSmEEMASt is pRARHRR o the hEMER for BShibRR ARsESwIA G SaGsbgavest to
computing environment. However, it will be apparent to one skilled in the art in view

of this disclosure that numerous changes and/or modification can be made without

departing from the scope and spirit of the invention.



client 912 waits for a response fromthe FTP server 902 and, once the file
has been downl oaded onto the user's mag ine, the FTP cllent 91%J§axﬁ§ t he
file to another |ocation on the user's Tachine' s |ocal storage e
Confirmation of the download is passed to the VxD 904, together mnth t he

| ocation of the local copy of the file. The VxD 904 then redirects the
native file system 906 to satisfy the request made by the application 910
usi ng the CagdMsopy, and the application 910 continues as nornal. The
application 910 is unaware. that the files and data are bei ng accessed
on-line rather than on a local CD-ROM After the application 910 finishes
execution, or closes the file, or after a pre deternined nunber of uses or

after a pre-deter I ) tio e conflgurabl e)
one or m)rg or a nﬁ:ﬁfipﬁg%r%%fo 3@@ qjeﬁ% ?%0 %F‘@Béﬁc?r?{%‘ﬁi%e user's
machi ne. The .enbodi nts of tHe invention are preferably_ inplenented using
a conput e?n“@t’j‘li‘wnh SR IOJERERE P CPRT T ST EIVIORBRAL foRa Bpg: sAd. | n
particular, the functionality or processing of the systemof Figs. 1 to 9
can be i npFeRRHingsystem beirig eanectalle tareowipiiorege prdbavirg a localowningingn t he
conputer. The nethod or process steps for mgrating a nobile conmputing
envi r onmenentimnment) AP vpemtio syseati,alo @ 1bal storagofialecongping ispgera fivdlidingent
network are effected by instructions in the software 2 July 2004 23 t hat

are carried out by th@m@ﬁpﬁﬁppmgm@erslﬂf&m&ﬁoﬂﬁaﬁobﬁalafﬁblbﬁge&hsﬁ#@gs one or
nore nodul es for inplenenting the process steps. A nodule is a part of a

conput er progr@rwl}ohﬁﬁnyaﬂag& 1@% B eﬂ@fr&ﬂ:ﬁéﬁt%m Lﬁ;meahh% rel ated

functions. Al so escril oregol ng can al so be a

packaged functi gnal r war e se Wth C onent.§ or
nodul es. I n par ﬁf“&séffr& Iﬂéalgtf?rfl?\'/grSLO ﬁ@ij}e&g %({“B?Cg%‘{]?or?aﬁloggﬁ?ﬁhffﬂ readabl e
medi um i ncl udi ng the st or age devi ces descri bed bel ow. The software is
preferably IoadE’&PPlﬁgwea’c’lﬁﬁelﬁ%ﬁﬁ%@? by pad8%5e conput er readabl e medi um and
then carried out by the

a file system in said operating system for receiving and translating

requests for performing file operations on said local storage; and
means for monitoring and intercepting a request made to said file system
for operation on a file, said request being actuable by said mapped user-interface

and said file being stored on said remote storage being connected to said system.

2. The system as in claim 1, wherein said connectivity between said system and said

remote storage is provided by a communications medium.

3. The system as in claim 2, wherein said information from said remote storage is

transferred by said mapping means.



conputer. A conputer program product includes a conputer readable nedi um
havi ng such software or a conputer programrecorded on it that can be
carried out by a conputer. The use of the conputer program?PBdiftt in the
conputer preferably effects an advantageous apparatus for providing a | ow
data transm ssion rate and intelligible speech communication in accordance
with the enbodi ments of the invention26 The system 28 is sinply provided
for illustrative purposes and other configurations can be enpl oyed wi t hout
departing 4 r omRQyKEANE iR Bding Bl WhéreRfsaldBle oY SAd Mbte SBPAREEET S Wi th which
t he enbodi nent can” be practiced include | BM PC/ ATs or conpati bl es, one of
t he Maci nttragsfer@d/jo saédTE)bgl stfrageCy, saBlmoSppeningsmednison (TM), a workstation or
the like. The foregoing is nmerely exenplary of the types of conputers with
whi ch the enbodi nents of the invention nay be practiced. Typically, the
processes of the enbodi nents, described hereinafter, are resident as
software or a programrecorded on a hard disk drive (generally depicted as
bl ock |2;3 gn Fi q.heilsgs)telﬁ&ts i tleing @mghéreim sﬁﬁl&dﬁxgtc@in@&déanﬁrfur&mﬁl?foeﬁﬁs aaid g
controlled using the processor . Internedi ate_ storage of _the program an
any data ﬁﬁquestetoae%iﬁ;wiﬁfcostqrgg A s#if docak gpiage Ardipassss schmeditisd  possi bl y

i n concer 1 i sk drive 29. In sone instances, the program nmay
be suppliggﬁ%gngﬁgﬁgggéﬁgﬂ%oded on a CDROMor a floppy disk (both
general ly depicted by block 29), or alternatively could be read by the
user fromthe network via a nodem device connected to the conmputer, for
exanple. Still further, the software can also be |oaded into the 2 July

2001, 24, QDU S YA ok T SR TR e U TR R 0,

radi o or issidroentiextivity BetsEes 54i@ Byst&h and edid Behoe slorddeewh@dipuhRy filsnd anot her
devi ce, a conputer readabl-e card such as a PCMCI A card, and the |nternet

and | nt r aid6%ess Progacaliisitynaically selastable 384 denenden on the file access protocol of

said remote storage.

7. The system as in claim 2, wherein said mapping means is an application

program actuable by said user.

8. The system as in claim 2,-wherein said monitoring means includes at least two
components resident in the kernel of said operating system, a first component being
layered on top of said file system and a second component providing said connectivity

between said system and said remote storage.

0. The system as in claim 2, wherein said communications medium is a

communications network.,



i nformation recorded on Websites and the like. The foregoing is nmerely
exenpl ary of relevant conputer readabl g;medi unms. Q her corrputeerlrﬂegqé)gbl e
medi ums may be practiced without departing fromthe scope and spi Tt of
the invention. In the foregoing manner, a conputing system a nethod, and a
conputer program product for providing portable or nobile conputing wthin
the context of a network are described. In particular, a conputing

envi r onnentlOnay The systgn as arkliim 9,antyere nqaid @motd@braips forepideshafetedt o t he
network for provjdi.ng_a user with a consistent conputing environment.
However , iﬂ“fﬁﬂqﬂ%‘és gﬁﬁ%?%?teﬁs’f%aﬁéné Reudrergote starpge I9F said flais storedn g hj s

di scl osur e (t Al rQHEB sRYechanges and/ or nodification can be made w thout
departing fromthe scope and spirit of the invention. 25 2 July 2004 CLAI M5
1. A conputing systemfor enabling the mgration of a nobile computing

envi ronment .t hereto to provide consi.stent conputing environnent for a
user, sai dﬁltonﬁFFW&)erg§§lne?ﬁlﬂbmdv%W%@ SPFraRSSYSIHbISE @ﬁP@S@Séw)havi ng
a | ocal Coﬁpbﬁrhﬁﬁiblﬁépéh{tﬁl P&Em, an operating system and a |ocal storage,
said conmputing systemincluding: means for mapping a user-interface portion

of said nobile conputing environnment onto said |ocal conputing environnent
using i nforgati nsferred fromsai d.renpte storage | ted to
sai d syst erlng'as aiqge S%%%lg%ﬁl %g’h@’ ngieﬁeén 525@ H’&BP’@%’V%&%& @ﬁ%\ggﬁ] system
in said oper edmmbﬁa/@eﬁﬂngaystéxﬁ%pwctaﬁgn?F@rérh,ada&i Bist Rehoté SEHGSE ISprbGlded
performng file operations on said |ocal storage; and neans tor nonitoring
and i nt er cBpeiiep portad gudsaid pacqad ronate plgraselina Eﬁ%ﬂ"@wfefl?mf@wéﬁqwlbn on a
file, said request being actuable by said mapped user-interface and said

file being stored on said renote storage being connected to said system 2.
The systemids i Whebystam is invdiainmed, wikedia said rudile icwinpyutileénvienmsat id asyst em and

sai d renot el rovid by a _.conmuni cati ons nmedi um
%VI?&[?(S&?% (Tll\i) (Pr compateﬂgjle o%/)erating systermn computing environment which
includes at least one of a wallpaper, a plurality of desktop icons, a plurality of program
and document shortcuts, a clipboard or cache, a registry, and a plurality of directory

mappings.

14, A method of migrating a mobile computing environment to a computing system
for providing a consistent computing environment for a user, said computing system
being connectable to remote storage and having a local computing environment, an
operating system, and a local storage, said method including the steps of:
mapping a user-interface portion of said mobile computing environment
onto said local computing environment, said step including
transferring information stored on said remote storage being

connected to said computing system, and



3. The systemas in claim?2, wherein said information fromsaid renote
storage is transferred by said mapping neans. 2 July 2004 26 4. The system
as inclaim3, wherein said file fromsaid renote storage i s?Wr8isferred
to said |ocal storage by said nonitoring neans. 5. The systemas in claim
4, wherein said nonitoring nmeans further nodifies said request to point to
said file stored on said | ocal storage2%and passes said nodified request to
said file system 6. The systemas in claim2, further including a file
access protocol for u@i‘%%‘éhi@i!t&ﬂsfeﬁ@& ﬂ;fgﬂﬁ‘dﬁ%ﬁtfbx‘ﬁhhﬁ/piﬁ 08 BferSAdertadey gdigm and
said renote storage, erein said file access protocol is dynamcally

sel ect abl e and stéppd muiwpingdeingrstifatddd yesadesssr;pr ot ocol of said renote
storage. 7. The systemas in claim2, wherein said nmappihg nmeans i s an
application program ackuable by, sai [, S Th St el i.n_claim

2P wheretn sai d monte AR EbotRE a8 m o1l R Rt BRbiten: o
resident in thegytentel pepformiigdile pperatiomoorsdasd Raxl storhge; ahd conponent bei ng

| ayered on top of sai dpfi | e system and a second conponent providing said
connectivity between said system and said rerm(i%e st%gége. 9. The system as
in claim2, whereingringadq intersgntiog rpaimstimadetogaid ygsysiee 485 ons
network. 27 2 : 4 : : L L i Ld renote
storage for safz’g&%étrlglgg?g@%gaaﬁﬁﬁgt%@%%t@gegﬁﬁ%%% m)tsgr is@%?%%e and

sai d renote st andgad fibe bgng stofedlon sail stoteedorage being ecrordied émstié st or age.

11. The systemas in clajm 10, wherein said operating systemis a W NDOA5
(TM or conpatcp'ﬁlpgl%gtstfﬂ'ng system

15.  The method as in claim 14, further including the step of providing
connectivity between said computer system and said remote storage using a

communications medium.

16.  The method as in claim 15, wherein said monitoring step includes transferring

said file from said remote storage to said local storage.

17.  The method as in claim 16, wherein said monitoring step further includes

modifying said request to point to said file stored on said local storage.

18. The method as in claim 17, wherein said monitoring step further includes

passing said modified request to said file system.

19.  The method as in claim 15, further including the step of providing a file access

protocol to connect said computing system to said remote storage.



12. The systemas in claim1l, wherein said mapping neans is a WNDOANS (TM
or conpatible operating systemapplicati,gn program said first r

storage is provided by a Wb portal and said second renpte storage I's a
File Transfer protocol server. 13. The systemas in claim9, wherein said
nmobi | e conputing environment is a WNDOAS (TM or conpatibl e operating
system conputi ng environnment which includes at |east one of a wallpaper, a
plurality @f. dedheopthaossn chimpllQywhertin safd pooidimysteppindudecdsteztihg shor t cut s,
a clipboard or cache, a registry, and a plurality of directory mappings.

14. A et hdghahicallypdaad flkdcdesDEdthE1 CAMPHdciBn BB epdIRIBht dndthé fAfOFBeELs NT.
system for providing a consistent conputing environnment for a user, said

conputing gi’&&&ﬂ'ﬁ?ﬁ&%&@% able to renote storage and having a | ocal
conputing énvironnent, an opérating system and a |ocal storage, said

met hod i ncluding the steps of: mapping a user-interface portion of said
nobi | e conputing environnent onto said |local conputing environnent, said
step incl uding tl_éansferri ng jnformation stored on said renote storage being
connect ed £b sail8e BstRGas iy clsima d énwherrim spid mpxitormgstepdurthenipeludesd
transferred information for mapping said user-interface, said step of
mappi ng bei ng act uat &yebyg 8 frd compenent en éap/ofingidafild systemsh sdid operatingiest s i n
a file' systern in said operating systemfor performng file operations on
said | ocal storagtemand nonitoring and intercepting a request nmade to said
file systemfor operation on a file, said request being actuated by said

3 L ¢ ) LS S .
mapped user-intertac Sonﬁ%gﬁh@gémﬁﬁlr@%&&gm%@rs;%ﬂ r%o&as‘t(ga%egﬁ?ﬂnge% ?écBﬁdlge

bei ng connected to said conhputing systéem ) e met ho alm 14,
further includi Q(Slnfa&-ﬁeﬁt ep of providing

wherein both said components are resident in the kernel of said operating

system.

22.  The method as in claim 15, wherein said step of providing connectivity using said

communications medium includes using a communications network.

23.  The method as in claim 22, wherein said mapping and monitoring steps further
include connecting said computing system to a first remote storage and a second remote

storage respectively.

24.  The method as in claim 23, wherein said mapping and monitoring steps further
include connecting said computing system to a web portal and a File Transfer Protocol

server respectively.

25.  The method as in claim 24 providing a mobile computing environment in relation

to a WINDOWS (TM) or compatible operating system which includes at least one of a



connectivity between said conputer system and said renpote storage using a
comuni cations medium 16. The nmethod aggin claim15, wherein saig 1504
nonitoring step includes transferring said file fromsaid renote gf’)'orage
to said |ocal storage. 17. The nethod as in claim 16, wherein said
nmonitoring step further includes nodifying said request to point to said
file stored on said | ocal storage. 18. The nethod as in claim 17, wherein
sai d noni t wailpapestagpuralityt dfetfeskinp ade s plpatisi ofpregiaa: addiotinaentrsaguass, at o
said file system 19. The nethod as in claim15, further including the step
of providi Bigptdvafd drecadls; @6gistpy, ah@a PlurbiyePAREGbrySAhshig@MPUt i Ng system to
sai d renot eE%t or age. alg% Zé%lutlp};/ 200? 20. yThe metﬂ/(s){g Ig)sﬁiﬂn claim19, wherein
said providing step includes selecting dynamcally said file access
protocol, said selection being dependent on the file access protocol of

sai d renntgﬁstorqu. %%. The HEHQP? as in.clain11§, wher ei.n sai.d nonitoring
step furth&y | né1 GERSTErPLRELFm bloduct for providifs 4, caRiStEnt CBWUHRS Eayitprment
systemin ioai do er?&équlg system and connecting said conputing system and
sai d renot ET&HFa 4dfhg a second conponent, wherein both said conponents
are resident in the kernel of said operating system 22. The nethod as in
cl ai m 15, wher eh gompvidr wiable médipmdaidigrrgmpoten extlable pyognsh wgdsmicahs

comuni cati ons medi um i ncl udes using a communi cati ons network. 23. The

met hod as embedied in 28 mediemefon caring migppiond fambbiRvolPuting estifPendhtic her
i ncl ude connecting said conmputing systemto a first renote storage and a

secon ?Ta r eNMBdrBputfileQy e, S48 Q&ﬁ%{hﬁ/r%' %‘ysteﬁﬂbeﬂé"@orﬂ@étﬁlﬂg tferidle Soflglland: Wherein
ppi ng and nonitoring steps further
having a local computing environment, an operating system, and a local storage, said
computer program product having:
computer readable program code means for mapping a user-interface
portion of said mobile computing environment onto said local computing
environment, further including
computer readable program code means for transferring information
stored on said remote storage being connected to said cornpﬁting system, and
computer readable program code means for using said transferred
information for mapping said user-interface, said step of mapping being actuated
by said user;
computer readable program code means for receiving and translating
requests in a file system in said operating system for performing file operations
on said local storage; and
computer readable program code means for monitoring and intercepting a
request made to said file system for operation on a file, said request being

actuated by said mapped user-interface and said file being stored on said remote

storage being connected to said computing system,



i ncl ude connecting said conmputing systemto a web portal and a File
Transfer Protocol server respectively. 25. The nethod as in claim?24
provi ding a nobile conmputing environnment in relation to a WANBOYE4(TM or
conpati bl e operating systemwhich includes at |east one of a 30 2 July 2004
wal | paper, a plurality of desktop icons, a plurality of program and
docunent shortcuts, a clipboard or cacHe, a registry, and a plurality of
di rectory mappings. 26. A conputer program product for providing a
consi stent  coMpituetitheRpVachRRMIY said PhapredRELintdrREL bt S5 FR HeRiUsey usable
medi um havi ng conput er Teadabl € program code neans enbodied in said nmedium
for causi ng m gnatidgemofe storagdbhding competed rogsaghsdnrrimgsystew. a  conput i ng
system said conputing system being connectable to renote storage and
havi ng a | ocal conputing environnment, an operating system and a |ocal
storage, said conputer program product having: conputer readable program
code neans for mapping a user-interface portion of said nobile conputing
envi r onneny. ontlhesam@uied prlgrao produttng in €laith 2oNfuEhér infludihBebmiptet udi ng
conput er readabl e program code, neans_for transferring information stored
on said r&fAIpRICPIF AR EORRMRENIORYIdEE sNSHIAtY SHYRSIISAlY COPPEH  and
conputer r ﬂgg% [ | i ransferred i nformation
for mappi ﬁgﬁggi &Sgg?aflﬁt?g%?%e arﬁsﬁ?%ﬂgé% gﬁaﬁgg% bei ng actuated by
sai d user; conputer readable program code nmeans for receiving and
translating requests in a file systemin said operating system for
performng file operations on said |ocal storage; and conputer readable
program cgge n itori nd.intercepting a. .. request to said
T re oyst &t t or 8 gerBeDRist ) bidnd™ i Ppfh 27 Nk Bpig  HBGRE: LG

program code means for monitoring includes means for transferring said file from

said remote storage to said local storage.

29.  The computer program product as in claim 28, wherein said computer readable
program code means for monitoring further includes means for modifying said

request to point to said file stored on said local storage.

30. The computer program product as in claim 29, wherein said computer
readable program code means for monitoring further includes means for passing said

modified request to said file system.

31.  The computer program product as in claim 27, further including computer
readable program code means for providing a file access protocol to connect said

system to said remote storage.



actuated by said mapped user-interface and said file being stored on said
renote storage being connected to said corrputl ng system 2 Jul )ﬁ 2004 31
request being actuated by said napped user-interface and sai dpiEP¥ bei ng
stored on said renpte storage being connected to said conmputing system

27. The conputer program product as in claim26, further including conmputer
readabl e program code neans for provi di?ng connectivity between said
conputer system and said renpte storage using a conmunications nmedium 28.
The conputser p"l‘l’:@c@ﬁi‘pﬁfe@ﬁﬂfg}mﬁﬁrddﬁctcds% maaﬁ31w¢o3éremrsa§pdo%;ﬁ@émad§mer eadabl e
program code nmeans for nonitoring includes neans for transferring said file
from sai progamicedemeansfer povihngiinclides meansifayselectiog dmn@d&m&ﬁl‘églepr ogram

For  moni ¢ arr<i BB & sAF G AEAGRe PR Shils SETRER Bros P BERR LG pornt

to said firkfotels@rgg. on said | ocal storage. 30. The conputer program product
as in claim?29, wherein said conputer readable program code neans for
nonitoring further includes neans for passing said nodified request to
said file system 31. The conputer program product as in claim?27, further
including conputer readable program code neans for providing a file access

protocol t38 co "I‘Tl%“cbrr%iﬁieg gm?/ gﬂ?dh@t B Qla{rﬁ 9! Shérb Aifcontpuldt r¥adabid4 32 32.

The conputer program produ in claim31l, Wherein said conputer readable
progr am c gdegramande meanspoomioditemng futheiesludesans for sel ect | ng dynanically
said file access protocol, said selection being dependent on the file

access protocol of Sc%rln%uter &Rk Isntoogli" Gode means for layering a first component

on top of said file system in said operating system, and

computer readable program code means for connecting said computing

system to said second remote storage using a second component,

wherein both said components are resident in the kernel of said

| operating system.

34.  The computer program product as in claim 27, wherein said computer readable
program code means for prov1d1ng connectivity using said communications medium

includes means for using a communications network.

35.  The computer program product as in claim 34, wherein said mapping and
monitoring means further include means for connecting said computer system to a

first remote storage and a second remote storage respectively,

36.  The computer program product as in claim 35, wherein said mapping and
monitoring means further include means for connecting said computing system to a

web portal and a File Transfer Protocol server respectively.



33. The conputer program product as in claim27, wherein said conputer
readabl e program code neans for nonitorging further includes COQQM§§P4
readabl e program code neans for layering a first conponent on top of said
file systemin said operating system and conputer readabl e program code
means for connecting said conputing systemto said second renpte storage
using a second conponent, wherein both said conponents are resident in the
kernel of 8aid Theesmputagpreysieprodiet.as heaimodRuekerpiicigdiagepnpatdct as in
claim 27, wherein said conputer readable program code neans for providing

connect i Vi teadatle Pibebith dodABARIBAYroOng BRlobIR é&ﬁﬁdﬁﬁg%nﬁﬁ@xﬁﬁeﬁt% reiftiong a
communi cati ons network. 35. The conputer programproduct as in claim 34,

wher ei n sajg, p@ﬂ@'d‘@sﬁﬁ{) d}‘?;B{'n:%Qt{i%lQ gp Iﬁfé‘é ﬂs’t&r‘i Q'Ei{echi i{}&h&%@%t ﬁg%znefsog% ond

connecting sai d conputer “syste renot'e storage an

renote storage respectij.vely 6..The c er. program.nproduct as in claim
55 wher e NALGHE MAEITY AR ACTD A TG e T TmBH o shaHes a1 or
connecting said conputing systemto a _weh portal and a File Transfer

Prot ocol sEHRASAIG F<Pehs: Ayegisiy, and o phipkity pfduectory nRmpingsnput er pr ogr am
product as in claim36, further including conputer readable program code

nmeans for providing a nobile conputing environnment in relation to a
W NDOWNS (TM or conpati bl e operating system which includes at | east one of

a wal |l papgs., aAploutpating yysém dasdeiubling 0.6 AfgratioR bl flobily cehpiirgr am and
docunent shortcuts, a clipboard or cache, a registry, andpa plurality of

directory sRBRhAGA thekto, Aail ABRWIiAYsEH Bk AL RIARAAIsbAZ Thahalihen of 2

nobi | e conputing environnment thereto, s conmput 1 ng system connectable to

STt L kel 9 W A BREL PTG SRR P 5D il
I ncl uding: computing system including:
an arbitrator means in said operating system for arbitrating access to files,
directories, and information for locating and accessing said files and directories;
an account manager means communicable with said arbitrator means and
said remote storage for mapping a user-interface portion of said mobile
computing environment onto said local user-interface using information stored on
said remote storage;
a file system in said operating system for receiving and translating
requests for performing file operations on said local storage; and
a file monitor means for intercepting a request made to said file system
for operation on a file, wherein said request is actuated through said mapped local

user-interface and said file is stored on said remote storage, and redirecting said

request to said remote storage.

39.  The system as in claim 38, further including a file access protocol for providing

said connectivity between said system and said remote storage, wherein said file access



an arbitrator neans in said operating systemfor arbitrating access to
files, directories, and information fogl ocating and accessingzgﬁ&gmglles
and directories; an account nmanager means conmuni cable with sai

arbitrator means and said renpte storage for mapping a user-interface
portion of said nobile conputing environnent onto said | ocal user-interface
using information stored on said renpte storage; a file systemin said
oper ati ng gydow@insdmamesty vélngakindnd depeatiattiondhe fileguest prdtaiol psdidr ni ng
file operations on said |ocal storage; and a file nonitor neans for

i ntercepti rgnétekEigest made to said file system for operation on a file,
wherein said request is actuated through said mapped | ocal user-interface
and said file is stored on said renote storage, and redirecting said
request to said renote storage 39 The systen1as in claim38, further

including gsfil connect.i vi ty .bet ween
sai d system and%gggjgs%j’zﬁg év erc&h %F%coggﬁraaqquémg%éggn lisatipn 5004
protocol is dynami cally sel ect abI e and dependent on the file access

pr ot ocol ‘@é?ﬂ renmote storage. 40. The systemas in claim39, wherein
sai d account manager neans is an application program 41. The systemas in
claim40, wherein said file nonitor neans includes at |east two conponents
residing in the kernel of said operating system where a first conponent is
| ayer ed on4t.op @he systain i3 ineclaiys40p mhareih said fitanohiae mRane Helyleo ¥ 1668 twwai d
connectivity between said systemand said renote storage. 42. The system

as in clai BrfidonenRebfiing sRitd KeM¥PbLsaRd SRt HSemdfRetla ﬁ@ a;fowent jgenote
storage devices, where a first renote storage device is logic Iy connect ed

to said apa?;kfeﬁ%h't@_@o?&?@ﬁ%%&&ﬂaﬁ %896?1(3 E{E‘Bh&tﬁ@%(ﬁ’&%aﬁew &tivity

| ogi cal | y connected to sal secon conpon

between said system and said remote storage.

42.  The system as in claim 41, wherein said remote storage includes at least two
remote storage devices, where a first remote storage device is logically connected to said
application program and a second remote storage device is logically connected to said

second component.

43.  The system as in claim 42, wherein said operating system is a WINDOWS (TM)

or compatible operating system.

44.  The system as in claim 43, wherein said application program is a WINDOWS
(TM) or compatible operating system application program and said first remote storage
is provided by an Internet port resident on a Web server, and said first and second
components of said file monitor means are WINDOWS (TM) or compatible operating

system kernel components and said second storage is a File Transfer Protocol server.



43. The systemas in claim42, wherein said operating systemis a W NDOAS
(TM or conpatible operating system 443;5The system as in clai my4ga, yherein
said application programis a WNDOA5 (TM or conpatible operatiné system
application programand said first renote storage is provided by an

I nternet port resident on a Wb server, and said first and second
conponents of said file nonitor neans are WNDOAS (TM or conpati bl e

oper ating 48yst dhe kyteve ks Tosipiondh tvdhessia s@d intbbile comgutitgerpirenimenidis i | e
Transfer Protocol server. 35 2 July 2004 45. The systemas in claim42,

wher ei n s aWiINTOW S TG G oii@ti BIR\pERARAE By stérd c8mpNENEohhMt RAt icQG@aAt | bl e
operating system conputing environnent that incFudes at |l east one of a

val | paper, ;@1epd: Uhabt 5%3{?55%%531&5%11’{ sktfp RoHE & .lﬁrﬁliﬂffaonfﬁrﬁg&%ﬁ%and

docunent shortcuts, a c or “cache, registry, urality of
di rector ' , Jul 04 36 COVPULI NG SYSTEM AND_.NETHOD FOR

M GRATINé ggﬁﬁﬁkggﬁwEﬁﬁP%?ﬁﬁég fﬁéﬁﬁéﬂ%gﬂﬂé@Pié?ﬁﬁﬁﬁgﬁﬁagFﬁﬁq%ysten1for
enabling the migration of a nobile conmputing environnment to provide a
consistent“@BWﬁg%ing environnent for a user is disclosed. The conputing
systemis connectable to renpte storage and has a | ocal conputing

envi ronnent, an operating system and a |local storage. It also includes a
means for mapping a user-interface portion of the nobile conputing

envi ronment onto the local conputing environnent using information
transferred fromsaid renote storage being connected to the system the
mappi ng nmeans being actuable by the user. The conputer systemfurther
includes a file systemin the operating systemfor receiving and

transl ating requests for performng file operations on the |ocal storage.
There is



al so included a neans for nonitoring and intercepting a request nmade to the
file systemfor operation on a file, the request being actqﬁﬁ%gmﬂy t he
mapped user-interface and the file being stored on a said renbte storage
bei ng connected to the system Fig. 2
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COMPUTING SYSTEM AND METHOD FOR MIGRATING A MOBILE
COMPUTING ENVIRONMENT

Abstract

A computing system for enabling the migration of a mobile computing
environment to provide a consistent computing environment for a user is disclosed.
The computing system is connectable to remote storage and has a local computing
environment, an operating system, and a local storage. It also includes a means for
mapping a user-interface portion of the mobile computing environment onto the local
computing environment using information transferred from said remote storage being
connected to the system, the mapping means being actuable by the user. The
computer system further includes a file system in the operating system for receiving
and translating requests for performing file operations on the local storage. There is
also included a means for monitoring and intercepting a request made to the file
system for operation on a file, the request being actuable by the mapped user-interface

and the file being stored on a said remote storage being connected to the system.

Fig. 2



