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.. The present invention relates to the field of data processing and digital
communication, and in particular, to a method for trusted and dynamic
dissemination 6f digital objects which is computationally efficient.

10
BACKGROUND OF THE INVENTION

Distribution of digital objects, or objects in short—-whether be it text,
graphics, animation, video, audio or software {such as source code or
15 machine code) written in various programming languages—in magnetic,
electronic, optical or any other medium is becoming popular. However,
because such objects are in digital format, they are susceptible to third-party
tampering which is difficult to detect. In many situations it is necessary for an
end user to check an object received from another party, called information
20 provider in the present invention, against certain trust criteria before
accepting and using the object. Trust criteria may include authentication of

date of creation, originality, integrity, type, and usage safety of the object.
Most of the current practices in digital information dissemination do not
provide end users with means of reliably checking whether an object meets
25 cenain trust criteria. Popular but very dangerous ways of distributing software
over Internet are downloading software files using file transfer protocol or
electronic mail. Malicious attacker may modify the software or replace it with
malicious software during transit. Malicious attacker may even post malicious

software on a newsgroup or on a compromised machine. When the software
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fromvarious information providers and execute themlocally. Wthout,
10 environment, a user's machine may dynamically download executable digital

objects from various information providers and execute them locally. Without
proper checking on such executable digital objects, it is like opening the door
and inviting crimes to one's house.
In response to this problem a method for trusted software digital object
15  distribution has been developed, and is published in Aviel D. Rubin, "Trusted
distribution of software over the Internet', pp. 47-53, Proceeding of the
Symposium on Network and Distributed System Security, February 16-17,
1995, San Diego, California. This method relies on a trusted third party,
called certification authority, to certify the originality and integrity of a software
20 object where each individual object produced by an information provider is
issued a separate certificate. In this method, an author, A, of a program
registers a public key, Kpyp, with a trusted third party, T. T verifies the
registration information by calling A on the telephone. To distribute a file, A
sends a signed message using a private key, Kprj, associated with Kpyp, to T
25 containing the hash of the file, H, and other relevant information. T issues a
signed cetrtificate containing the name of the file and its hash value. When A
receives the certificate, he stores it along with the file. This certificate is sent
whenever a user retrieves the file. The user then uses the cettificate to verify
the integrity of the file.
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10 Hence it would be highly desirable to have method for trusted
distribution of digital objects which is substantially faster and computationally
efficient, and which provides authentication on the object’'s usage safety, as

well as on its originality and integrity.
15 OBJECT OF THE INVENTION

It is therefore, the object of the invention to overcome the shortcomings
described above, and provide a method for trusted distribution of digital
objects which is computationally efficient, and which provides authentication

20 on the object’s usage safety, as well as on its originality and integrity.
SUMMARY OF THE INVENTION

The present invention is a method for trusted and dynamic

25 dissemination of digital objects. Related objects of various types are
grouped, based on their usage and functionality, by an information provider

into distribution packages. Trust criteria of an object include authentication of

its originality, integrity, type, and optionally, usage safety. Trustworthiness of

objects contained in a distribution package are certified by a trusted third
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When an end user intends to download objects in a distribution

10 package from an information provider, the end user downloads the certificate

of the package and then verifies its validity. If the certificate is verified, the end

user then downloads objects specified in the package interactively or via

some other means. To verify whether a received object meets trust criteria

certified by the certificate, the end user simply computes the digest of the

15 object and compares it with the corresponding digest in the certificate, and
examines the type and safety checking flag of the object contained in the

certificate. The end user can dynamically download additional objects, check

their trustworthiness without having to verify the certificate multiple times.
20 BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a model! of digital objects certification and dissemination.
FIG. 2 shows the steps an information provider requests and obtains a
certificate of a distribution package from a cettification authority.
25 FiG. 3 illustrates a possible logical structure of a certification request
(CR) according to the preferred embodiment of the present invention.
FIG. 4 shows the flow diagram of a certification request generating

program (CRGP) used in the preferred embodiment of the present invention.
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10 distribution package and accesses objects specified in the package
dynamically in accordance to preferred embodiment of the present invention.
FIG. 9 illustrates the flow diagram of an end user certificate verification
program (EU_CVP) used in the preferred embodiment of the present
invention.
15 FIG. 10 illustrates the flow diagram of a checking object acceptability

program (COAP) used in the preferred embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

20 A method for trusted and dynamic dissemination of digital objects, or
objects for shon, is described. In the following description, numerous specific
details are set forth such as logical structures of digital information and
program steps, etc. in order to provide a thorough understanding of the
present invention. It will be obvious to one skilled in the art that the present

25 invention may be practised without these specific details. In other instances,
well known steps as those involved in generation of public key and private
key, generation and verification of digital signatures, and computing digest of
an object using a secure one-way hash function are left out to avoid

obscuring the present invention.



exam nes the type and safety checking flag of the object contained in the
certificate. The end user can dynam cally downl oad additional objects,
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An algorithm is here, and generally, conceived to be a self-consistent

sequence of steps leading to a desired result. These steps are those require

physical manipulation of physical quantities. Usually, though not necessarily,

10 these quantities take the form of electrical or magnetic signals capable of

being stored, transferred, combined, and otherwise manipulated. In this case,

the physical quantities are voltage or current signals which correspond to the

digital objects/information being distributed. It proves convenient at times,

principally for reason of common usage, to refer to these signals as bits,

15 values, elements, symbols, characters, terms, fields, numbers or the like. It

should be borne in mind, however, that all of these and similar terms are to

be associated with the appropriate physical quantities and are merely
convenient labels applied to these quantities.

Furthermore, the manipulations performed are often referred to in terms

20 such as adding or comparing, which are commonly associated with the

mental operations performed by a human operator. No such capability of a

human operator is necessary, or desirable. In most cases, in any of the

operations described herein which form part of the present invention, the

operations are machine operations. Useful machines for performing the

25 operations of the present invention include general purpose digital

computers or similar devices such as digital signal processors. In all cases, it

should be borne in mind that there is a distinction between the method

operation in operating a computer or other apparatus and the method of

computation itself.



FIG 7 illustrates the flow diagramof an information provider certificate
verification program (1 PCVP) used in the preferred enbodi nent of the
present invention. FIG 8 shows/the steps an end user verifies
the certificate of a 10 - distribution package and accesses objects
specified in the package dynam cally in accordance to preferred
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The present invention also relates to an apparatus for performing these
operations. This apparatus may be specially constructed for the required
purpose or it may comprise a general purpose computer as selectively
activated or reconfigured by a computer program stored in the computer. The

15 algorithms presented herein are not inherently related to any particular
computer or other apparatus. In particular, various general purpose
machines may be used with programs written in accordance with the
teachings herein, or it may prove more convenient to construct specialized
apparatus such as digital signal processor to perform the required method

20 steps. The required structure for a variety of these machines would appear
from the description given below.

A general model for the trusted distribution scheme of digital objects is
shown in FIG. 1. Here the information provider 10 refers to a supplier of
objects to the end user 40. A digital object has an identifier and is a self-

25 contained entity. There can be various types of objects including, but not
restricted to, text, graphics, animation, video, audio, software, or any
combination thereof. The transmission channel 20 represents the means and
more specifically the media through which communication messages are

exchanged among the information provider 10, the certification authority 30,
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a human {@permodel hbiving6he GRRAAEtibR Yprolider, one certification authority, and one
end user. However, it should be understood that multiple providers,
certification authorities, and end users are possible, and, in most instances,
would be the likely scenario. it should also be understood that the end user
may be in the role of information provider with respect to other users.

15 The preferred embodiment of the present invention utilizes the public-
key digital signature scheme to authenticate the integrity of the digital objects
and the information provider. But it should be understood by those skilled in
the art that the computational efficiency achieved by the present invention is
not limited only to those systems of digital object dissemination which are

20 based on public-key digital signature scheme. However, as a way of fully
disclosing the way to make and use the preferred embodiment of the present
invention, the public-key digital signature scheme, which is well known to
those skilled in the ani, and its role in the present invention will be discussed
in detail.

25 The information provider 10 referred to in FIG. 1 groups digital objects
into distribution packages based on their usage or functionality. The end user
40 may desire to access any individual object or any subset of objects in a

package at different times. However, the end user may not trust the

information provider in providing trusted objects. The end user may also not



human operator is necessary, or desirable. In nost cases, in any of the
operations described herein which formpart of the present invention, the
operations are machi ne operations. Useful9 machines for performng the 25
operations of the present invention include general purpose digital
conmputers or simlar devices such as digital signal processors. In al
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registers itself to the certification authority. During this registration process,

10 the information provider authenticates itself to the certification authority by
whatever means as required by the certification authority. The information
provider agrees to the terms of a certification service contract. Such a
contract contains at a minimum the identities, addresses of both the
information provider and the cerlification authority, and the kind of safety

15 checking (such as virus detection and network worm detection) to be
performed by the certification authority on each type of objects. 1t may also
contain the public keys of the information provider and the certification
authority, respectively. These keys are selected by the respective party based
on a certain public-key digital signature system (PKDSS).

20 A party, say X, in a PKDSS has a private key XSK and a public key XPK,
where the private key is kept secret to party X only and the public key can be
made known to everyone like a telephone number in telephone directory. A
PKDSS has the property that, given knowledge of the public key, it is not
feasible to determine the corresponding private key. The private key XSK is

25 used by X to generate a digital signature, or sighature for short, on a digital
message. Such a digital signature on digital message serves more or less the
same purpose as that of a hand written signature on paper document does. Let
M_Sg = S(XSK, HM) denote X's sighature on a message M, where S(.,.) is the
signature generating function with XSK and HM as its inputs, HM is the digest
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8 HM" of the received M based on h(.). If M_Sg is indeed X's signature on M
10 and if the signature and the message were not modified in transmit, then HM'
= HM" (since they both equal to HM). In this case, the signature M_Sg on M
is verified; otherwise, it is not verified. In the former case, the party is certain
that the message M came from X - authentication of the message originality,
and that the message M and the signature M_Sg were not modified during
15 transmission - authentication of message integrity. In the present invention,
the information provider has a private key IPSK kept secret to itself and a
corresponding public key IPPK made available to the certification authority.
Similarly, the certification authority has a public key CAPK made available to
everyone and a private key CASK kept secret to itseif. For further references
20 on PKDSS and secure one-way hash functions, see D. E. R. Denning,
Cryptography and Data Security, Addition-Wesley, Reading, MA, 1983. Also
see W. Stallings, Network and Internetworks Security - Principles and
Practice, Prentice Hall, Englewood Cliffs, NJ, 1995.
The certification authority must publish its public key CAPK and its
25 certification services to all end users in an authentic manner. Certification
services include types of objects it certifies, and what kind of safety checking
it performs on each type of objects.
FiG. 2 is a block diagram generally illustrating the steps in which the

information provider requests and obtains a certificate of a certain distribution



and the end user 40. Such nessages include certificate request fromthe
I nformation provider 10 to the certification authority 30 and certificate
fromthe certification authority 30140 the information provider 10
over paths 15 and 25, and qbject request fromthe end user 40 to the
I nformati on provider 10 and 5 requested objects fromthe information
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shoul d be undescribeos proedssrby whighethprusersi eerify the integeity of theatecelved data
authorities, and end users are possible, and, in nost instances, woul d
be t he | iskel ysingdhacedificate romived] fromdhedniontation poovidént t he end user

may be in the role of information provider with respect to other users. 15
The preferred enmbliuFian2, the infarmatiescprovides arepaies.a certifisata requastI(CR)

key digital signature schene to authenticate the integrity of the digital

obj ect s mgsgage éor a givensdisibuien nagkage pid sendsthe ¢ tadhecedifivatien by

Lhe’ pr esent SWBBHI BB 50, ThaloR GORArSOLRPR CHGM i sleyad Braem iodng: « ol
Sohect  oacBRbaon Pl Fupy PSR iagRCER SN LR A .
igi o 19 GraeriAC, Hihnfiate ARERUS o o copificdi8derlanid Bregii) TGERY 1
Getai 25 ' Stebtfor oK CHART QAR By ICGE B s 1860 R hecaived Bnd
Fusct fonal | ciorind by thiftobnatioh Hfhfer RARRAASAAMOR brbRidr diriRee!
obj ect or anygridatieh HogPAtheHP SCVP)an step 1B8CKTHE diitcéink! 6F ®e! IFLICWR -in

However, the end user may not trust t

step 150 can be either "Not verified" or "Verified". In the former case, the
15 received CERT is rejected; while in the latter case, the CERT is stored in a
database (possibly together with the package it certifies) or published to end

users.
FIG. 3 illustrates the logical structure of CR which is prepared in step 50
of FIG. 2. The logical structure of the CR comprises a CR body {CR_By) 52,
20 an optional need-safety-checking-objects field (NSCO) 66, and the
information provider's signature (CR_Sg) 68 on CR_By and NSCO under the
private key IPSK. The CR_BYy further comprises a plurality of fields: name of
the information provider (IP_Name) 54, the postal/network address of the
information provider (IP_Adr) 56, the name of the package (PA_Name} 58 to
25 be certified, the desired validity period (VP) 60 of the requested certificate,
the number of objects (I} 62 contained in the package in question, and the set
of | object information {Ol1, 0O12,..., Oli, ..., Oll) 64. The PA_Name 58 further
comprises a package identifier (PAID) 70, used to uniguely identify the

package within the domain of the information provider, and a package



I nformati on provider in providing trusted objects. The end user may al so
not ‘9 trust the
path 15, the transm ssion channel 20, an#i2path 35 to reliably deliver
objects. A trusted object is an object which neets certain pre-defined
trust criteria including authenticity of object originality and

nteqarity. . ‘ :
Integrity a@&sﬂ#ﬁﬁrﬁigb%gr(lt’ﬁy? 720TTheayPle0 fe?ﬁl%htoaés bEifisd'tinké g%gilégﬁgﬁf?ga In

usi ng the object. cation 5 authority 30 I1s resp

certifying oWhR# thehRejuesibd Sertificfedeviall@dThe Ol in 64 refatéd & tife ithlobject
assuned that the end user trusts the certification authority in maki ng

correct st atipand corsists bhtheoldpntifier (OID) 4, typeefOTi) 76, safe:?’ chétking flag t he
distribution of any digital objects, the information provider
regi sters it{CFi) 78, and digest {Hik 80iafrOiaThiec®IDiy74 Dniquely identifies @iswithini on
process, 10 the information provider authenticates itself to the
certificéti oieapackade; yheQTi 76 is thedype i balangs o theREFEE8 lis at Beolean
certification authority. The |nfornmtion . grov'der a%rees to the terns
of a certifiVaHakie takingivaiue gRhen N oncRFE", and the bl Blisttheddigestof Qi a
m ni mrum t he [dentiti e addresses of bqgth the, . inf.qrmajion ovj der
Tha the. cortTHS SteFn R CBAEISS s stetion obisst Ohneby B cheded biidhecch
as virus det O, et vor {] 0 - r t he
corti 11 cat oSEUERAGT SyREarHE, Salt) Rregirel et aBBies to, sBEWarS Biectt.
the public t | [ r QWA t £ | [
authority, F@i‘g'eﬁ‘?v%ﬁfnﬁﬁéggéfk%}@aﬁé%g{%@g %@Vﬁﬁ%td:g&és(g@@ ?&g eﬂgﬁt y
based 19  on the type of the object in question. If SCFi = "OFF", then no safety check is
requested by the information provider on object Oi. The digest Hi is computed
as the output of a pre-defined secure one-way hash function with the object
Oi as its input. The NSCO 66 contains all those objects whose safety flags
take the value "ON".
16 FIG. 4 is the flow diagram of a certificate request generating program
(CRGP) used in step 50 of FiG. 2 to prepare and send the cettificate request
(CR) by the information provider. In step 84, for all object indexes i from 1 fo |,
the digest of object Oi is generated, and Oi is included in the NSCO 66 and
SCFi is set to "ON" if safety checking on Oi is required; otherwise SCFi is set
20 to "OFF". Next, the CR_By 52 is created in step 88 by concatenating the
IP_Name 54, IP_Adr 56, PA_Name 58, VP 60, | 62 and 64. The information
provider's signature CR_Sg 68 on CR_By 52 and NSCO 66 is computed
under the private key IPSK in step 90. The completed CR is sent to the
certification authority 30 in step 94.
25 FIG. 5 shows a logical structure of CERT which is generated in step 100
of FIG. 2. It consists of a certificate body (CERT_By) 110 and the certification
authority’s signature (CERT_Sg) 120 on CERT_By under the private key
CASK. The CERT_By 110 further comprises the name (CA_Name) 112 and

the address (CA_Adr) 114 of the certification authority, a time-stamp (TS}



on a certain public-key digital signature system (PKDSS). 20 A party,
say X, in a PKDSS has a private key XSK and a public key XPK, wher e
the private key is kept secret to party ¥3only and the public key can be
made known to everyone |ike a tel ephone nunber in tel ephone directory. A
PKDSS has the property that, given know edge of the public key, it is not

feasible to deseammcmmz ahiohidi opiats exaity fiomi thd hecaved R THRYTESK 1S
25 wused by X to generate a digital signature, or signature for short, on a

digital 11@ isthectim8arid dateithe caltificatpistissedn di gi tal message serves
nore or |less the same purpose as that of a hand witten signature on
paper document doKs. 6isa ﬂOW dlagrm Husirating thevpteperofta cortificeteygenenalingn a
Tnd o as | \t/\greqrg?i@a (CGRyed b the geRifivaton autiorty 0 to verfy the neoming
1} Snct i on 5n( 9%??‘7'%%&9'9?‘9?3{53&?@#&30%% toggf ﬁsf?grﬁ-ﬁe?@r]egl‘f&a%ﬂé?%?@tM Sy
on 2 ME2S50o0 pRShiehE st s 4 M M LB 22 OO A
a0 posst O yodh e AR A 5898, 8 Feterey 1Pl ol A0
o SORENRR IS ot eSS’ REEE  O e he,
program fetches the public key IPPK from the information provider's

10 registration record and then verifies the signature CR_Sg using IPPK in step
124. If the signature is not verified, the CGP stops and appropriate actions
are taken by the certification authority. A detailed description of those actions
is beyond the scope of the present invention, however.

In general though, there are two possibifities for an invalid signature: (1)

15 the message and the signature were modified either intentionally or
otherwise during transit, or (2) the signature is generated under a key other
than IPSK. Both outcomes are detected by the CGP in step 124. Assuming
that the signature CR_Sg is verified in step 124, the object index i is set to 1
in step 126, the value of SCFi is read from the received CR and it is checked

20 to see that whether the value of SCFi is "ON". If it is "ON", the CGP reads
object Oi from the NSCO part of the received CR, computes its digest Hi' in
step 130, and compares the newly computed digest with the digest Hi read
from CR in step 132. If the two do not match, the program terminates. The
mismatch occurs when the Hi supplied by the information provider is not the

25 digest of Oi. This may happen when the information provider either
intentionally or by mistake sends the wrong information.

Assuming now that Hi' matches Hi, the CGP checks the safety feature of
Oi according to the object type OTi in step 134. If the object fails the check,

the program stops. If Oi passes the safety checking or if the outcome in step



HM' of the received Mbased on h(.). If MSg is indeed X's signature on M
10 and if the signature and the nessage were not nodified in transmt,

t hen HM = HM' (since they both equd# to HM. In this case, the
signature M Sg on M . is verified; otherwse, it is not verified. In the
former case, the party is certain that the nessage M cane from X -

aut henti cati 928 @ "N&'€ the prétimt fivenitibaldompares the sifeht bjeétiAdER $ WaBahd! and
the signature Msg were not nodified during 15 transm ssion -

aut hent i cat i totalohumbes af ebjectspin step 136.tIh¢ iplesseahaniipivisnincmsased by 1tihe

I nformati on provider has a private key I PSK kept secret to itself and a
cor r espondi nsteput38 andt e prIIFamegiesdvadi tadtep t1@8t Assumirtg thiat ht=ilpthen the
authority. Simlarly, the certification authority has a public key
CAPK made avBresgpt dnyention formsetheopertificates bpdw(iEBTkﬁ} tISHn 1atpp BMEDY¥t to

itself. For further references 20 on PKDSS and secure one-way_ hash
functi ond  seRnasiopating the,ishnbiame 1120 GAAGr Ay Thd & by 62,

TR LT e 0 o oo GRC O S B i *
cro!eveo O 4fhanbibiA25 on, pET 5 GeFBrebA 5 W BBRLIBY CASK. .
soer s L1, N BHUBGIIAZ RBRRGRACEAT W1, pory 6P| BOu ©f

objects it c I es,” and orns on
each type of g@bj 4 S- FIG 2 is a block diagramgenerally
illustrating the steps in which the I nformati on provider requests and

obt ai ns 4@ certi fFALE iMistrates'd AOW dlagédr WFithe8Nnformation provider certificate
verification program ({IP_CVP) used by the information provider in step 150 of
FIG. 2. The certificate CERT is first received in step 154. The signature
CERT_Sg is read from the received CERT and verified in step 158 using the
certification authority's public key CAPK. Next, the CR_By is read from CERT
15 and compared with the CR_By in CR sent by the information provider in step
50. Then the CA_Name, CA_Adr, and TS are read from CERT and checked
to see if they are as expected. If the outcome in step 158 is "Not verified" or if
the outcome in either steps 160 or 164 is "No®, then a condition of "CERT not
verified” is indicated in step 166. Only when the received CERT passes all

20 the checks, then a condition of "CERT verified" is indicated in step 168.

FIGS. 8-10 illustrate the manner in which the end user accesses and
verifies the certificate (CERT) prepared as described above, as well as the
manner in which the end user accesses and evaluates digital objects
contained in the certified package. In FiG. 8, the end user requests the CERT

25 of a distribution package in step 270. The CERT is received and verified in
step 280 using the end user certificate verification program (EU_CVP). {f the
outcome of step 280 is CERT "Not verified", the end user terminates its
program. On the other hand, if the outcome of step 280 is CERT "Verified", the

end user requests an object, say the ith object Oi, specified in the package in



package of digital objects after the information provider has registered

I tself with the certification authority. FIGS. 3 through 7 describe in
detail the process used in each of flBe steps generally described in
FIG 2. FIGS. 8 -10 describe a process by which the users verify the

integrity of the received data 5 using the certificate received fromthe

i nformation gLE¥GE from the lnforrz\atlbﬂ btdvider ir 'L‘?e? M3 10."theC8bjelc? ik dfen

prepares a certificate request nessage r1or a glven I stribution

package and peselvédicandt dhockBa RRT hbdeptabilipn usmg fEimple tdhédklrfg} ibjéét The
CR generated from CRGP in step 50 is sent to the certification

authority. Upcceptabitity pragrahe(GBAP) e step 8201 cihithe nutedrheroftGQOAP ingstepr at es
a certificate (CERT) using a certificate generating program (CGP) in
step 100. Th82QHRTokjeokRlit'adt mgceprahie! therp the Object rie ejacted dndstep 335;
verified by the information provider using an_information provider
certificde oth emwr |thec@blp§§lqaa§g¢at@ﬂ( mPST@PP§4QnITE§8B9&§@$eTﬂ%e PuesRMe of

the IP_CVP i 150 can ei t her ified" or "Verified". In
the Tormor cHYENtIpRCEHERkS, B SpedSRaRTSRS I, Bobe 1ahleCtar ATechpaded dTam; ne;

case, the CE stored,in a abase p055|byto et her W|ththe
package it cgpigg Yol packads; ||§met 8L arb"f ‘i? the present invengions

of Fra 2 T a'agqbéa&sﬁ%ﬁ S abqyd g%@@ﬂﬁ?@é*%ﬁr DB RO RPP 52,

20 an opti Rﬁ},a@e@ g5Y- checki ng-objects field (NSCO 66, and the
I nformati on B er's S|gnature (CR_Sg) 68 on CR By and NSCO under the

VAL L | eI, SR Yl g 68 ongukercltalt s

e information provi € posta I ess

of the VAAIRELHY CERT. g slejoes4,
( PA_Nane) 58pt og?ggmégr%‘gf F?ﬁg] étbﬁgy(%osf??eed% lidity period (VP) 60 of

the request ethecEUt CVR pdcives CERThipomuthigdnfoahatitn pedvidér. TheEJ ooV thed i n
t he package in question, and the set
verifies the signature CERT_Sg in the CERT using the certification authority's
public key CAPK. If the signature is not verified, a condition of "CERT not
15 verified" is indicated in step 298. Assuming that the signature is verified, the
EU_CVP in step 290 reads CA_Name, CA_Adr, and ST to see if they are as
expected. If the outcome is "No", the condition that "CERT not verified" is
raised in step 298; otherwise, the EU_CVP reads and checks the validity
period VP of the CERT in step 294. If the CERT is not expired, the EU_CVP
20 reads and checks the correctness of IP_Name, IP_Adr, and PA_Name in the
CERT. if the answer is "Yes", the EU_CVP decides that the CERT is verified in
step 300. If the outcome in step 294 is "Yes" or the outcome in step 296 is
"No", the EU_CVP raises the condition of "CERT not verified" in step 298.
FIG. 10 illustrates the flow diagram of the checking object acceptability
25 program (COAP) used in step 320 of FIG. 8. The COAP computes the digest
Hi' of the received object Oi in step 322. The outcome of step 322 is used as
input to step 324 where the newly computed digest Hi' is compared with the
digest Hi found in the CERT. If there is no match, the object Oi is labeled as

"not acceptable” in step 328. If there is a match, however, the COAP fetches



of I object information (A1, Ad2,..., i, ..., dl) 64. The PA_Nane 58

further conpri ses a package identifier (PAID) 70, used to uniquely
identify the package within the domdBn of the information provider,
and a package 12

versi on nunber (PAV) 72. The VP 60 refers to a specified tine period within

whi ch the regiévdinds of OTilandaBCFi Fomahe CERTand ¢hdcks Wermabalersif tHeytdre i th
obj ect (G) and consists of the identifier (A D) 74, type (Oli) 76,
saf ety checkasgekuired in stepSGES) 1f7the andwar gsstYds!) thé@bjdctGs. labetedasi 74
uniquely identifies O within 5 the package, the Ol 76 is the type O

bel ongs to, taccepihle'7h stepB33I)withemvise, thewabjectlis enarked s ‘ot aeceptabla” " O\
or "OFF", and the H 80 is the digest of O. The SCFi = "ON' indicates
that safety 6¥stgpj328& O need be checked by the certification

TS 50 i bk b e
gﬂeikei 70 R ertsa%atéi °Fsﬁs€‘ﬁ3*‘¢:i%ﬁﬂsﬁt&ma§§%om@§5§;ﬁ%?§% Regking R
i gest Hiisgﬁgpﬂ‘te ve ioantd?h&\&ﬁ s & r'e- r ey
hash functi ofl IS (S‘Bj Qb% p'is $ S |"%’E)§F }Eﬁﬁg’%()&ﬂg%ﬁs
a | those obigfhts VRS ARidRIoANbhE Iadditions hAY SubBfiiXiBhy Gro Hdssible for the

i ifagramor a certifrcate request generating program

(CRGP) t used infehtiSR dedchbed hereir, WRhBUEASAAG dront Btk 566p& ahbl! pifBéfthe

reques
10 invention as disclosed in the accompanying claims.



(CR) by the information provider. In step 84, for all object indexes i from

l1tol, the digest of object G is generated, and G is included in

t he NSCO 66 and SCFi is set to "ON' W saf ety checking on O is
required; otherwise SCFi is set 20 to "OFF'. Next, the CR By 52 is created
in step 88 by concatenating the | PNane 54, |P_Adr 56, PA Nane 58, VP
60, | 62 andCA4AIMIS: i nformation provider's signature CR_Sg 68 on CRBy
52 and NSCO 66 is conputed under the private key IPSK in step 90. The
conpleted CRis sent to the certification authority 30 in step 94. 25

FIG 5 shows a | ogical structure of CERT which is generated in step 100

of FIG 2. IWe&RiMts of a certificate body (CERTBy) 110 and the
certification authority's signature (CERT_Sg) 120 on CERT_By under the
private key CASK. The CERT_By 110 further conprises the name (CA _Nane)

tli ﬁé 2tngn‘1p (JrS; h_e lﬁdg rs?z%%en(n %rﬁ?srs)en%i%étigrﬁ otf haefgl‘fﬁréti)jfeci:tcsaé\ifeorna Ewatnhs%éiisg%h a
116, and 4 he (.2 gégﬂ"’g{lﬁﬁg{ @g&@bg%ﬁéﬁﬁ J)I?‘% fiﬁf%ﬁh%ﬁ@n rp%siicﬁéﬁd%@usép,.e TS

116 is the tIrne and sued. is a

fl di Ll [ t t t hfhsg t] i
pr g\évr a%agfcgg? hlas{é@%ge;a !ttﬁgdcg(rat fF‘éc)z?inig(ijlﬂr‘l@daﬁftS oﬂ?{({v)?/&gg @Q%Cfi%Wt ! en a|rrr'1lc(::om' ng
5 CR and} t ogreBiiRatior 6FdighilTobjBcBl®in (gihéb@ps%f: The certificate

request CR produced 'n step 50 in Fl 2 is received in step 122. The
CGP checlgs to a) registering the information provider with said trusted third party
6 prior to distribution of any digital objects;
7 b) grouping digital objects into distribution packages by the
8 information provider;
9 c) providing a certificate request by the information provider to the
10 trusted third party, said certificate request including a certificate request body
11 and a field for verifying integrity of contents of said body, said body including
12 information provider identification fields for providing information to uniquely
13 identify the information provider, package identifying field for uniquely
14 identifying a distribution package, object information fields for uniquely
15 identifying each of a plurality of digital objects in the distribution package,
16 said information fields including a digest of each of said digital objects, said
17  digest being computed as an output of a predetermined secure one-way
18 hash function with said object as its input;
19 d) verifying said certificate request by the trusted third party using
20 predetermined criteria;
21 e) providing a certificate to the information provider by the trusted
22 third party if the predetermined criteria in step d) are met, said certificate
23 including a cettificate body and a field for verifying integrity of contents of said

24 body, said body including a trusted third party’s identification field for

M



see if the party nanmed by IP_Nanme is a registered information provider in
step 123. If it is not registered, the programterm nates; otherw se, the
program f et ches the public key | PPK fromiBhe information provider's 10
registration record and then verifies the signature CR Sg using IPPK in

step _ 124. 1f the signature is not verified, the CGP stops and
approprizg e afiqueRsidentifyingbihe triaéted thivd baftyC&timd sRamip Mdicatingoisbuy dafe,
detail ed description of "'those actions i s beyond the scope of the

present 261veahd gaid tertifivate.request body; | n general though, there are two
possibilities for an invalid signature: (1) 15 the nessage and the

si gnat urd¥ wer e nodl)f i edjedtingethe cerificatentddquesbiif the presletermined criteriagof
transit, or (2) the signature is generated under a key ot her t han

| PSK. Bé&th oﬁﬁ@cﬂ?@é’e&wgﬂmﬂ ected by the CGP in step 124. Assuning t hat
the signature CRSg is verified,in step 124, the qQbject jndex | is set to 1
in step2®6, the V) uevastfyingsaid genificate éem step éeﬁi@ﬁ'\ﬁa@‘?‘éﬁ‘aﬂﬂ!‘ proviaer
checked 20 ta see that whefher the value of SCFi is "ON'. If it is "ON',

t he oaP30eadiSing Predgieryneq ciitegid; t he NSCO part of the received CR

i gest Wtht he'ai Deststelifg saip cShiRate i o8 BB TR0l oY SESH' To:

mat ch, p%‘%q,rng{nterm nates. The m smat ch occurs when the Hi
supplied by the THformation provider is not the 25 digest of G. This may
happen gaen the | i of éfdceifigRidhy IcRlichitd rdaid predéteitiddBrtelit iA"stél o)

m st ake sends the ong” 1 nt dr mat i on. Assum ng now that H

mat ches 34 , afgendteeghecks the safety feature of G according to the
object type OTli in step 134. If the object fails the check, t he

program3g ops. |f P paseesinghsaigaéatificatecrbimstep’ h) byt & ek a96E beforset ep

36 accessing any of said digital objects;

37 k) verifying said certificate by the end user using predetermined
38 criteria;
39 1)  rejecting said certificate if said predetermined criteria in step k)

40 are not met;

41 m) accessing a digital object from the distribution package if the
42 predetermined criteria in step k) are met;

43 n) computing a digest as an output of said predetermined secure
44 one-way hash function with said accessed digital object from step m) as
45  input;

46 o) comparing said digest from step n) with the digest of the digital
47 object from the object information fields in the certificate;

48 p) rejecting said digital object if the compared digests in step o) are
49 not identical; and

50 q) accepting said digital object if the compared digests in step o)
51 are identical;

52 whereby said trusted third party can authenticate ali digital objects in

53 the distribution package and issue a single cettificate certifying all of said

A



14 128 is "No", the present invention conpares the current object

index i wth the total nunber of objects | in step 136. If i is |less
than 1, i is increased by 1 in sted®138 and the program goes back to
step 128. Assunming that i =1, then the present invention fornms the

certificate body CERT By 110 in step 140 by 5 concatenating the CANane
112, CA 3¢ir digital OBjdcts, and dakReld Usar can verifydriest®@BriBingss afogacl of said t he

received CR The certification authority's signature CERT_Sg on CERTBy
i s gener% ed digitad objents jin theasingleegertifisate and aceess: apy ofi the digitat o &y
CERT is then sent to the informati on provider in step 144. 10

FIG 7 i%6usthedisiributioroppeliager atrssrstdiscrelipds mat i on provi der certificate
1153t 0 PO (/) e Wl W S B G, o
si gnhat urgz are %ﬁﬁpﬁ?i§ﬁqgfﬁﬁ%neh§%@ﬁr§5ﬁ§rgﬂ ¥:RT and verified in step
158 using~th i : key CAPK. Next, the
"o mat b’ Bt ovi 8 TpHeg 2 rRRBA BTRALE Whirdin S Britodd sptliastfhntdy,  0°
read from CE%I%Q???&K@} vaﬁdity};lféggﬁe%fr lfhle]E r'éﬁlﬁe@fet"dht(?;éﬂiﬁé&@%% iésheﬁgf‘y

outcone in step ver outcone 1n elt
steps 1603 0r ghfdstbd thiPparty.hen a condition of "CERT not verified" is
indicated in step 166. %n?g when the received CERT passes all 20 the

checks, tfien4a condi hrielodfas' tddibdy fii icldied1 whetdlf $edd afformatiodP pidider
FIGS. 8-10 illustrate the manner in which the end user accesses and

verifies 2 heidentificatioat #eldSHREluder theanatheaof dhecinfdratatidropeovider aeidl thes t he
manner in which the end user accesses and eval uates digital objects
3 network address of the information provider.
1 & In a system for dissemination of digital objects over a transmission
channel, said system including at least one information provider, end user,
and trusted third party, a computationally efficient method for providing

trusted and dynamic dissemination of digital objects comprising the steps of:

2
3
4
5 a) registering the information provider with said trusted third party
6 prior to distribution of any digital objects using a public key digital signature
7 scheme, said scheme including an information provider's public key and
8 private key, said public key being made known to the trusted third party in an
9 authenticated manner and said private key being secretly known only to said
10 information provider, said private key being used by the information provider
11 to generate a digital signature, said public key being used to verify said
12  digital signature by the trusted third party;
13 b) grouping digital objects into distribution packages by the
14  information provider;
15 c) providing a certificate request by the information provider to the
16 trusted third partly, said certificate request including a certificate request body

17 and a digital sighature on said certificate request body under said information

18 provider's private key based on the public key digital signature scheme, said

N



contained in the certified package. In FIG 8, the end user requests the
CERT 25 of a distribution package in stféE 270. The CERT is received and
verified in step 280 using the end er certificate verification
program (EU CvP). If the outcone of step 280 is CERT "Not verified’,
the end user termnates its program On the other hand, if the outcone
of step 12B0 certificRie roquesti body indlading saidnmferseatiore grovdter'siidertifioations ay
the ith object O, specified in the package in

15 20 (fieldsifon uniquely ideritififing the iinforpation geovider, pagkage ddentificatiohect
is then . received and checked for acceptability using a sinple

checki n@ lobj Helds for uniquely dentifiing v distithulion ragkegei abject pigmoatiar fiekls

out cone Of Pin ste .. 320 is ohject O ,"not acceptable" then the
obj ect %2 r efQXHniguely ‘8?@!5)@959;3‘3‘505 BtFﬁhﬁa\(i#%& d@ﬂé ghjests in 'g‘ea‘é'éﬁtﬁt@gni n
step 34 In_either case,.the. present Lnvention checks.in step 350 to
see i M3 e BRFRRIS A oblegtiMpraation fields ncliding; s diges BLeRgl " $id s o
obj ect s e : f ' | t i bed
above ik 1 HSRRF BpiecE S Bttt Wl boMByteg as RETRAON, Bl6iAeERSe, o
FIG 9 WS ol r@gh %%& %E?da ARG .verification
program%U %k%ﬁéﬂwﬁ S eghg oﬁﬂﬂl gb‘tggfé%:nlh?@l?he CERT. In step

2

84,  ggthe EU GQyp ;%%g%ﬁ@% tri@@zé'tﬁfwmir%eﬁrtﬁifﬂgﬂrty GSRgEUCVP

then verifies th ture e "CERT using t
certifi cgti opretithEPhinkd diteria;
28 e} providing a certificate to the information provider by the trusted

29 third party if the predetermined criteria in step d) are met, said certificate
30 comprising a certificate body and a digital signature on the said certificate
31 body under the trusted third party's private key based on a predetermined
32 public key digital signature scheme, said cerificate body including the trusted
33 third party's identification fields for uniquely identifying the trusted third party,
34 atime stamp indicating issue date, and said cettificate request body;

35 f)  rejecting the certificate request if the predetermined criteria of
36 step d) are not met;

37 g) verifying said certificate from step e) by the information provider
38 using predetermined criteria;

39 h) storing said certificate if said predetermined criteria in step g)
40 are met;

41 i}  rejecting said certificate if said predetermined criteria in step g)
42 are not met;

43 j)  accessing said cettificate from step h) by an end user before
44  accessing any of said digital objects;

45 k) verifying said certificate by the end user using predetermined

46 criteria;

UL



public key CAPK. |If the signature is not verified, a condition of "CERT not
15 wverified" is indicated in step 298. Assum ng that the signature is
verified, the EU CVP in step 290 re2ds CANanme, CA Adr, and ST to see
if they are as _expected. If the outcone is "No", the condition that
"CERT not verified" is raised in step 298; otherw se, the EU CVP reads
and chegs the val hdi tijecting Sl Abificatefit 418 Qﬁgﬁértérﬁm%@ent%?&u in %tefoh@) CERT
i s not explred reads and chec t he correctness

| P_Adr, 4mnd E{é_ﬁarmet,n the CERT. If the answer is "Yes", the EU_CVP
decides that the CERT is verified in step 300. If the outcorre in step
294 is '"4@s" or thm)oudcmessing asdigital8bject from theNdistributienEbachdge fithes t he
condition of "CERT not verified" in step 298. FIG 10 illustrates
t he fl obQli apresletermined ctitariskingieptl) @e matrept ability 25 program ( COAP)
used in step 320 of FIG 8. The COAP conputes the digest H' of the
recei ved®lobj ect O N} n earaputinpa m@t@ﬂ%ﬁﬂt of said predeterminagsserure

i nput taq ste 324 ere. the neV\A uted is conpared with the
di gest Fﬁz fo W{‘]ﬂg‘ @Eﬁ’f’onl‘ﬁ" @Sﬁﬁgﬁ’&'@i‘ﬂﬁ%f@ﬂ} ect O is |labeled
as ot taccesat able" in step 328 If there is a match, however the
COAP fe step m) as input;

e Foquitt b .naQ?eéwz%J'ﬁW'fﬁigamW@%ﬁ Wifidhb g ‘a‘fih%?%éﬁaﬁd as

“accept 3y e ohjaoPhiGih the obj8ét hfothrfion Hafus i 1hiE lcektiicls;ked as " not

accept able
56 p) rejecting said digital object if the two digests in step o} are

57 not identical; and

58 q) accepting said digital object if the two digests in step o) are
59 identical;
60 whereby said trusted third party can authenticate all digital objects in

61 the distribution package and issue a single certificate certifying all of said
62 digital objects, and said end user can verify the trustworthiness of each of
63 said digital objects in the single certificate and access any of the digital
64 objects in the distribution package at user’s discretion.
6. The method as defined in claim 5, wherein said verification of a
cettificate request by the trusted third party comprising the steps of:

a) verifying that identity of the information provider contained in said
certificate request corresponds to a registered information provider and that
said information provider's public key is still valid; and

b) verifying said information provider's signature contained in said

~N O g AW -

certificate request using the information provider's public key.

=

7. The method as recited in claim 5, wherein said verification of a
certificate by the information provider in step g) comprising the steps of:

a) verifying the identities of the information provider and the trusted third

BN

party contained in said cerificate;

BN



in step 328. 5 It should be understood by those skilled in the art
t hat the above nethod Is presented here as a way of illustrating the

preferred nmethod of naking and usi ng2t he i nvention, and shoul d not be
construed as being the only way. Hence, various nodifications,

addi tions and substitutions are possible for the I nvention descri bed

herein, g thout BeReiying thdtaRs VaRdisepesodhds pet idpsel; ahe 10 invention as
di scl osed in the acconpanying cl ai ns.

17 6 CLAI My verifying sdid tridstedthird pdrty's $ignaturbrcontained émshit certificate
di ssem nation of digital objects over a transm ssion 2 channel , said
syst em i el udsing seid truated third parfys pablicokeyor ovi der, end user, 3 and
trusted third part%L a method for providing trusted and dynanic 4
di ssem ndlt i oB. of dilie metbpfeas §e@t§e¢nm Hlaign Shewbetgiy seid verification of a )
registering the information provider wth said tyusted third part
J 2 J cettificate by the end Bser in step m ccmpﬁsing tf1e steps o{; ! party
a) verifying the identities of the information provider and the trusted third
party contained in said certificate;
b} verifying that the validity period has not elapsed; and
c) verifying said trusted third party's signature contained in said cettificate
using said trusted third party's public key.

9. In a system for dissemination of digital objects over a transmission

3

4

5

6

7

1

2 channel, said system including at least one information provider, end user,

3 and trusted third party, a computationally efficient method for providing

4 trusted and dynamic dissemination of digital objects comprising the steps of:

5 a) registering the information provider with said trusted third party

6 prior to distribution of any digital objects using a public key digital signature

7 scheme, said scheme including an information provider's public key and

8 private key, said public key being made known to the trusted third party in an
9 authenticated manner and said private key being secretly known only to said

10 information provider, said private key being used by the information provider

11 to generate a digital signature, said public key being used to verify said

12  digital signature by the trusted third party,

13 b) grouping digital objects into distribution packages by the

14 information provider;

15 ¢) providing a certificate request by the information provider to the

16 trusted third party, said certificate request including a certificate request body

17 and a digital signature on the said certificate request body under said
18 information provider's private key based on the public key digital signature

19 scheme, said certificate request body including said information provider's

AT



6 prior to distribution of any digital objects; 7 b) grouping
digital objects into distribution packages by the 8 I nformati on
provider; 9 c) providing a c®8tificate request by the

i nformation provider to the 10 trusted third party, said certificate
request including a certificate request body 11 and a field for

verifyi pg i ndeafifisatio fisiastfepLipigeicls weelmgm’q thé Hifdrrhation pReVidel, iackade

i nformati on provider identification fiel or providing i nformation to

uni quel 21 13dentificatidry fidhds ifoff aniquiclpideniifyirde a, distritiuitinm ipaekagéy obfecti el d
for uniquely 14 identifying a distribution package, object information
fields & unfaymetion figlds |fdeunuq0¢lyn|gleahiyﬁngabaehpalflaralluraluy@ff digitel tokljeatbj ect s
in the distribution package, said information fields including a

di gest 88 eamﬁhgfdlstaguﬂqm @ap&age)tﬁaé@pbjeos infgrmation figldgdaeludinga wfed as
an out put of a prsgde;erm n secure hash function wi th said

obj ect &4 iteaghphisaid digita %blect%)salach 9?¥W“Q£QJ“EW| 2§ the outRif s by
61 pr odbar yedetariined shRwaond Wayi e fasoh Wi sk oPless s opubt ea 22
i o e S 0 SRSl 9, B Sy
it Elt e :Og?ft vecrﬁgfng At ?{eﬁ ﬁﬂrqﬁ fé @f@@vﬁ%onsﬁio@:&é?%nmﬁé&% Wi chhifichfs
18 28 request corresponds to a registered information provider, that said

29 information provider's public key is still valid, and verifying said information

30 provider's signature contained in said certificate request using the

31 information providet's public key;

32 e) providing a certificate to the information provider by the trusted

33 third party if the verifying step d) is passed, said certificate comprising a

34 certificate body and a digital signature on the said certificate body under the

35 trusted third party's private key based on a predetermined public key digital

36 signature scheme, said certificate body including the trusted third party's

37 identification fields for uniquely identifying the trusted third party, a time

38 stamp indicating issue date, and said certificate request body;

39 f)  rejecting the certificate request if the verifying step d) is not
40 passed;
41 g) verifying said cettificate from step e} by the information provider

42 by verifying the identities of the information provider and the trusted third
43 party contained in said certificate, verifying that the validity period has not
44 elapsed, and verifying said trusted third party's signature contained in said
45 certificate using said trusted third party’s public key;

46 h) storing said certificate if the verifying step g) is passed;

47 i)  rejecting said certificate if the verifying step g) is not passed;
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25 uni quely identifying the trusted third party, a tinme stanp indicating

| ssue date, 26 and said certificate request body; 27 f)
rejecting the certificate request if the%ﬂredeterm' ned criteria of 28
step d) are not net; 29 g) verifying said certificate fromstep

e) by the information provider 30 using predetermned criteria; 31

h) stor4@g said cprtiaceadsing saithicdrtificatts fromristers! hy byt ani énd user disfee 32
are nmet; 33 i) rejecting said certificate if said predeterm ned

criteri 49n ateessing any of said digitahebjectsh j) accessing said
certificate fromstep h) by an end user before 36 accessing any of said
digi tal &bjects; 3K) verilying said @@Ttifrbate\g)ysahe e:edtusercbyeveyfwm@ thed
user usin predeterm ned 38 criteria,; cting said

cert ifichte Merstaea qfrtbaén&rmaﬂ@a RIevider .a@du theswwed)thﬁd parﬁrre eonfainegein 41
o edlet oA nodahearthicale; Yoy bt feval t&sé@%iod%és"rﬁ‘oﬂ“&%:ﬁ??c? YRS
ma 2ol Bt ) YA PTpB edd ppbl sl i
Obj ect ﬂ’H%@éﬁhﬂ@% #’%ﬁs%ﬁpf |nZaI \émst |hnt Pﬁedl:g(ratslt f ?I:at Qe Ge0 1
L3100 2 O hdade Nl TSRS W PSR T
conpar edsgli gests | H\)Stﬁébégsm"_gla ditfital oBft ifFcth the distribution package if the

§7 veritying step k) is passed;

58 n) computing a digest as output of said predetermined secure

59 one-way hash function with said accessed digital object from

60 step m) as input;

61 0) comparing said digest from step n) with the digest of the digital

62 object from the object information fields in the certificate;

63 p) rejecting said digital object if the two digests in step o) are

64 not identical; and

65 q) accepting said digital object if the two digests in step o) are
66 identical;
67 whereby said trusted third party can authenticate afl digital objects in

68 the distribution package and issue a single certificate certifying all of said
69 digital objects, and said end user can verify the trustworthiness of each of
70 said digital objects in the single certificate and access any of the digital

71 objects in the distribution package at user's discretion.

1 10. In a system for dissemination of digital objects over a transmission
2 channel, said system including at least one information provider, end user,
3 and trusted third party, a computationally efficient method for providing
4  trusted and dynamic dissemination of digital objects comprising the steps of:

LR
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52 whereby said trusted third party can authenticate all digital
objects in 53 the distribution package and issue a single certificate
certifying all of said 25 19
54 digital objects, and said end user can verify trustworthiness of each
of said 55 digital objects in the single certificate and access any of
the digi sl obj ectg) i nrefistefifg tite Mfotrattion Provdspafthadaid IAisted dhivd pairyon. 1
2. The nethod as recited in clains 1 wherein said distribution packages 2
are groued prsetb disttitnetion ofagy digithl fabjedts asiig aypublic Key dibital signatureas
recited in claiml1l wherein said certificate request further 2 I ncl udes a
field for7 vaschigme, said sd¢hefme includingean ddfarmationi praviders ipaiblicskeyd angd 3

a trusted third party. 1 4. The nethod as recited in claim1 wherein said

i nf or mat ifon privatedey, said pullie key beinggnade dngwni techgdeisted thirhpady in e

i nfornmation provider and the 3 netwqr k address of the information |
provi der 8 1 ggt%enttcgﬁddngpg@@ﬁm §ﬁ"ijpg‘é%tﬁi'??&‘tb%'ﬁgcﬁecﬁ?t§ﬂ ‘E%@WBlﬂr&t%sWer a
transm g

o 5 o bR P otipl B Sl Sy

o oL o, ek G M e, s BLBE RSP oL gy 6 BER.BaH gl

| nformbion SRS by 'thb it Hifd {5dry third party
13 b) grouping digital objects into distribution packages by the
14 information provider;
15 c) providing a certificate request by the information provider to the
16  trusted third party, said certificate request including a certificate request body,
17 an optional need-safety-checking objects field, and a digital signature on the
18 certificate request body and the said need-safety-checking objects field
19 under said information provider's private key based on the public key digital
20 signature scheme, said certificate request body including said information
21 provider's identification fields for uniquely identifying the information
22 provider, package identificatian fields for uniquely identifying a distribution
23 package, object information fields for uniquely identifying each of a plurality
24 of digital objects in the distribution package, said object information fields
25 including a digest, an object type indicator, and a safety-checking flag for
26 each of said digital objects, said digest being computed as an output of a
27 predetermined secure one-way hash function with said object as its input,
28 said safety-checking flag taking two possible values corresponding to ON
29 and OFF, said need-safety-checking objects field containing objects whose
30 safety needs to be checked by the trusted third party;
31 d) verifying said certificate request by the trusted third party using

32 predetermined criteria;

Ll



6 prior to distribution of any digital objects using a public key digital
signature 7 schene, said schene including an information providers public
key and 8 private key, said public key2Bei ng nade known to the trusted
third party in an 9 aut henti cated manner and said private key being
secretly known only to said 10 information provider, said private key
being u by the inf M ke t: t e (T ' ture,
sai d pua%ljc key beléﬂgoé}rséghi"?% a\eééériﬁlga% atﬂ)(ljl hffﬂﬂgﬁ{gaﬁ) f{lﬁr g ?bdr‘?é?i rlg"eb@h%%g
trusted gai rﬂumﬁghny it $he predetermintd chfetisimsatdp @) 26 MBt,e8did cdtificate
di stribution packages by the 14 information provider; 15 C)
provi di 15 a eéemprisingphecariificiaétbddy hha a4 digalRigritury ori Her sdi@ ddriifiddte
trusted third party, said certificate request including a certificate
request 3dybddy wumtbrahei yusted thighpary's privatai key basedi thet prededersinedody
under said information 18 provider's private key based on the public key
di gi t al 35 gnpubliccke): Higita] sighature scheme, said certificate body including the trusted
certificate rﬁguest bodr i ncludi ng said information provider's
9""!‘1!@?&

izgent .1? i38at | irdoparty's identification figldsfer ideptifidng the trys indoparty,

G ot 11 D@9 b SHH Si5ENP feting Inpus Aate, Gk sald eangisats fequbshpatal y -
backage 4081 o obj dht i ieHeRa b Sertpdle fanutt rtpesPhdstSribRdcetia ots o
or edet ePHh nettBD A g MEt, L. Ne) Rash’ uncrion w th said obj ect as its

I nput; 4o g) verifying said certificate from step e) by the information provider

43 using predstermined criteria;

44 h) storing said certificate if said predetermined criteria in step g)
A5 are met;
46 {) rejecting said certificate if said predetermined criteria in step g)

47  are not met;
48 })  accessing said certificate from step h) by an end user before

49 accessing any of said digital objects;

50 k) verifying said certificate by the end user using predetermined
51 criteria;
52 I} rejecting said cettificate if said predetermined criteria in step k)

53 are not met;

54 m) accessing a digital object from the distribution package if the
55 predetermined criteria in step k) are met;

56 n) computing a digest as output of said predetermined secure

57 one-way hash function with said accessed digital object from step m)

58 as input;

59 0) comparing said digest from step n} with the digest of the digital

60 object from the object information fields contained in the certificate and

e
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26 d) verifying said certificate request by the trusted third
party using 27 predeterm ned criteria; 28 e) providing a
certificate to the information provider 3? the trusted 29 third party if
the predetermned criteria in step d) are net, said certificate 30
conprising a certificate body and a digital signature on the said
certifidte Sheckibgdifvaloesof tﬂmol?jecswpé ihdicatbr amadt sdfetyecheckirey fay obsaied on
a predeterm ned 32 public key digital signature schene, said certificate
body i ndd2idi objechare assequirg® third party's identification fields for
uniquely identifying the trusted third party, 34 a tinme stanp indicating
i ssue dfi®, and sap c@mtm:awé dfgﬁ@le@megbtwhezwo digests in step o)rafecetl ng

o rer 1l L B SR S P b epobha st
Is'[n(c)?lr Et 4 ﬂg%p?%jggtgelqoi%q@%ﬁgg ’ég‘lmnﬁgdctrzlrlt'?(ralr ?a ?2 step g) 40 " are
criteri#9n st ep ofi) 45Ebtd BaRE Ligaf gbioc i e 'twof Big s B Shep B 6
i gi tal G cldenffogt o Wingaflibg S MHect 58 §*.°3°Aaégfr g SaRgepeeiing natf) ¢
gier usigy pbﬁg%eéﬁ]é&e&e% reqfirebie | &;

69 whereby said trusted third party can authenticate all digital objects in

70 the distribution package and issue a single certificate certifying alf of said

71  digital objects, and said end user can verify the trustworthiness of each of

72 said digital objects in the single certificate and access any of the digital

73 objects in the distribution package at user’s discretion.
1 11 The method as defined in claim 10, wherein said verification of a
2 cettificate-request by the trusted third party comprising the steps of:
3 a) verifying that identity of information provider contained in said
4 centificate-request corresponds to a registered information provider and that
5 said information provider's public key is still valid; and
6 b) verifying said information provider's signature contained in said
7 certificate-request; and
8 ¢} computing a digest as output of a predetermined secure one-way
9 hash function with said digital object as input for each object contained in the
10 need-safety-checking-objects field; and
11 d) verifying that said digest from step c) is identical to the corresponding
12  digest contained in the object information field; and
13 e) verifying the safety features of said object with predetermined
14 procedures.
1 12 The method as recited in claim 10, wherein said verification of a
2 certificate by the information provider comprlsmg the steps of

[ |Ill\ VAN



47 |) rejecting said certificate if said predetermned criteria

in step k) 48 are not net; 49 m accessing a digital object
fromthe distribution package if the 50 28predeterm' ned criteria in step k)
are net; 51 n) conmputing a digest as output of said

predet erm ned secure 52 one-way hash function with said accessed digital
object frdm 53 ajtoheckingithe kpwiectriebs of identitiesodf informatiom providedr dirgist
fromstep n) with the digest of the digital 55 obj ect fromthe object
i nf or mat idn triustatbthind party centaineddatsaid dértificate; and p) rejecting said

digital object if the two digests in st'e(g o) are 57 not identical; and
58 5 ) bhceanifying said drustgd: thirgmasty's i gighalrensoatajeed dnj gaist ep
o) are 59 identjcal; 60 whereby said trusted third party can

aut hent i it ecartificaleyi tal objects in 61 the distribution package and issue
S 0er €200 o, Trbcheltad . Bhtedli Srha 30, wiol S PhFfl el '
ob) cot s i3 ¢ AETBeak By Bhd yERl o BPl REIBF M . ction. § 6. . The
corti fioat e requibichgb gl cHREkRats"dt Mottites SClrdiof proyider and
a) verifyj ngyl8lg imgéér&e}g%%ﬁah@g ihdafd Eéﬂffieﬁte?ﬁﬁﬁi der contained in said 4

certificate request cor S to a registered information provider and
that 5 paid i F‘b??\?@ifyﬁi@] RaRY itAted HIR !p‘arﬁﬁy signéidré! c¥aldifed dRdshid
b) verifying said infofmati on providers signature contained in said 7
certificage ceaqtfieate.using the information provider's public key.

1 14, In a system for dissemination of digital objects over a transmission
2 channel, said system including at least one information provider, end user,
3 and trusted third party, a computationally efficient method for providing
4 trusted and dynamic dissemination of digital objects comprising the steps of:
5 a) registering the information provider with said trusted third party
6 prior to distribution of any digital objects;

7 b) grouping digital objects into distribution packages by the

8 information provider;

9 c) providing a certificate request by the information provider to the
10 trusted third party, said certificate request including a certificate request body
11 and a field for verifying integrity of contents of said body, said body including
12  information provider identification fields for providing information to uniquely
13 identify the information provider, package identifying field for uniquely
14 identifying a distribution package, object information fields for uniquely
15 identifying each of a plurality of digital objects in the distribution package,
16 said information fields including a digest of each of said digital objects, said
17 digest being computed as an output of a predetermined secure one-way
18 hash function with said object as its input;

————
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1 7. The nethod as recited in claim5, wherein said verification of a
2 certificate by the information provider in step g) conprising the steps

of : 3 a) verifying the identities the information provider and
the trusted third 4 party contained in said cert.ificate;

22 5 b) verifying that the validity period has not el apsed; and
6 12) verifydhg veiifying saidazbriificatd rpquest by theytrastedethirdnparity edingn

said certificate 7 using said trusted third party's public key. 1 8.
The net R apredatersimedner@eram 5, wherein said verification of a 2
certificate by the end user, in step k) conprising the stiﬁ% of ; 3
a) verifdlng the i 8bnt Providingra cedificatetonitie ifpmatianiprovidar hnthe trystedy
third 4 _ pgrty contgiped i aid certjficate, 5 b) verifying that
the val 128 ¢ Tt maibhd R geredelaguuasd anteria T Step %) gre, mety Saicetiiplts
trusted I r LLV' S Sk re. cong ai.n i.n o riificat i Ng
sai'd tr iR ea g glod ety tiofy AR 8 8RS orJenfity fifGby o Foferhs of 4ald’
di ssem e} Ly e ORI : r LS&I ‘e i . '
yat om (b1 bRl S SavneR I Rl PRGBS barty's RO ton TR
trusted I r ; : {ﬁ%{ ' I Sh et f h iz 4
trusted éaénd gi/rggﬁn%hgewgggm nalt‘({jl ?Hoérjlﬂg% b:ﬂ g-{l{da?é'g%j %m@gghn'{ﬁgl"éiﬁﬁgﬁ? ééa;‘teeps
of: 5 26 date, ahd sdidCerlifRiatd fodueRt bBlgr mation provider with said trusted
third party

27 f)  rejecting the certificate request if the predetermined criteria of

28 step d) are not met;

29 g) verifying said cettificate from step e) by the information provider

30 using predetermined criteria;

31 h) storing said certificate if said predetermined criteria in step g)

32 are met; and

33 i)  rejecting said certificate if said predetermined criteria in step g)

34  are not met;

35 whereby said trusted third party can authenticate all digital objects in

36 the distribution package and issue a single certificate cettifying all of said

W
~J

digital objects.
15. In a system for dissemination of digital objects over a transmission
channel, said system including at least one information provider, end user,
and trusted third party, a computationally efficient method for providing
trusted and dynamic dissemination of digital objects comprising the steps of:
a) registering the information provider with said trusted third party
prior to distribution of any digital objects using a public key digital signature
scheme, said scheme including an information provider's public key and

private key, said public key being made known 1o the trusted third party in an

©w © ~N o ;s W -

authenticated manner and said private key being secretly known only to said

—h
(o]

information provider, said private key being used by the information provider

R A




6 prior to distribution of any digital objects using a public key digital
signature 7 schene, said schene inclugpng an information provider's
public key and 8 private key, said public key being made known to the
trusted third party in an 9 authenticated manner and said private key
being secretly known only to said 10 inforpation provider, said private
key bei g uskhogperale afligitabsiopatyeesaidpublic key g@lﬂ& gsed ogvefifyasaid

si gnat ur sgl ublic k eing,used 1o yerify said 12 digital signature
by the t Stg@%ﬁggaaﬁgg%}Rgén&tet}g&lr@a rouping digital objects into

di stributd on pack s ae 14 .infar i provi.der; 1

provi di # a certi ?ﬁ at qu@gﬁﬁséiggﬁpt%% g’l‘r}ﬁapf%ﬁgﬁ{%()l g@?k?%eﬁ hl%y féz’
trusted ghir | rtificate request including a certificate
request 1l£dyﬁ‘1%5tg°r?dagd@?&gft al signature on the said certificate request

body undgy said 18g in,swmgg ' gnrbeé?fiﬁé’étﬁ%hﬁe&rWﬂ%é*irif@ﬂn&lﬁﬁ?g%dyf/démtP: bl i ¢

key digital signature 19 sald certificate request I ncl udi ng

sai d i nfi@ megrhiSlRdthidi staty, Said certificate request including a certificate request body
23 20 i dentification fields for uni quely identifying the information

2, Sy e Bl syl oxtye i e de e e
i denti f yishg idictmatiora ppbvidet's pyivate Kegibaskedodn ¢he public key digitabisignaturet i on
package, said object information fields including a digest of 24 each of
sai d di di2 al seigrae: said apdifidate sequast pdy inelndiog said ikfoomation provider's
20 identification fields for uniquely identifying the information provider, package
21 identification fields for uniquely identifying a distribution package, object
22 information fields for uniquely identifying each of a plurality of digital objects
23 in the distribution package, said object information fields including a digest of
24 each of said digital objects, said digest being computed as the output of a
25 predetermined secure one-way hash function with said object as its input;
26 d} verifying said certificate request by the trusted third party using
27 predetermined criteria;
28 e) providing a certificate to the information provider by the trusted
29 third party if the predetermined criteria in step d) are met, said certificate
30 comprising a centificate body and a digital signature on the said certificate
31  body under the trusted third party's private key based on a predetermined
82 public key digital signature scheme, said certificate body including the trusted
33 third party's identification fields for uniquely identifying the trusted third party,
34 atime stamp indicating issue date, and said certificate request body;
35 f)  rejecting the certificate request if the predetermined criteria of
36 step d) are not met;
37 g) verifying said certificate from step e} by the information provider

38 using predetermined criteria;

L



25 predet erm ned secure one-way hash function with said object as its -
| nput; 26 d) verifying said c§rt|f|cate request by the trusted
third party by 27 verifying that the i ntlty of information provider
contained in said certificate- 28 request corresponds to a registered

I nformati on provider, that said 29 I nformation provider's public key is
still ve89d, and vh)i f gloriggssaid derfificatatif said3predetenningedr critesiagnastapeg)
contained in said certificate request using the 31 i nformation provider's
public K& 8pe met; e) providing a certificate to the information
provider by the trysted.33 third par the verifying ste |s p ssed,
sai d cer‘Hflcate C rrprfesl??fﬁ'%sgg ce@{é?%?f{ﬁﬁ‘gé"ﬁgﬁﬁﬂréﬁ%&&cm & ture
on the sgid certlé it e body under the 35 trusted third party's prlvate
key base ser m ned public key digital signature schene, said

el ds £ euﬁ?ﬁ,’ﬁel @ﬁeﬁf@#ﬁ%@“ﬁgﬁ%ﬁ**?ﬂfaé&agp%ﬁ@%&ﬁf@a" SRR T
o oot 'rf‘g“gt ¥ st Ron Beokal arfisble Gl iiate Falynd o of geig,

passed; b verifying said certificate fromstep e) by the
|nforrrat|on prgot\?llgew}?z by verifying the identities of the information

provi der andighe trpsd efthBuras ddfinedan wanﬁpnsam%mnsﬁawbrrﬁ%éhbﬁIdfanae
verifying that the validity period has not 44 = el apsed, and verifying said

trusted thi r depifichis-roduegnby meetraﬁmathrrdgam mphs%%the:aepsfofcat e using
said trusted third party's public key; 4 storing said

certific@e if tapvedfyingithat aiemlt\g)of|thepaﬁxﬂmtlon7prowder contained mepaitt i ng
said certificate if the verifying step g) is not passed,

4 certificate-request corresponds to a registered information provider and that
said information provider's public key is still valid; and

b) verifying said information provider's sighature contained in said

~N o

certificate request using the information provider's public key.

-

17. The method as recited in claim 15, wherein said verification of a
certificate by the information provider in step g) comprising the steps of:

a) verifying the identity of the information provider and the trusted third
party contained in said certificate;

b) verifying that the validity period has not elapsed; and

¢) verifying said trusted third party's sighature contained in said certificate

N s~ 0N

using said trusted third party's public key.

1 18. In a system for dissemination of digital objects over a transmission
channel, said system including at least one information provider, end user,
and trusted third party, where the information provider groups digital objects
into distribution packages, and obtains a single certificate from the trusted
third party for each of the distribution packages, said certificate containing
information provider identification fields, package identifying fieid, object

information fields including a digest of each of said digital objects, identity of

N N O o A W N

a trusted third party, a time stamp mdlcatmg issue date, said trusted third
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24 48 J]) accessing said certificate fromstep h) by an end
user before 49 accessi ng any of said(ﬂggtal obj ects; 50 k)
verifying said certificate by the end us by verifying the 51 identities
of the information provider and the trusted third party contained in 52
said certificate, verifying that the validit eriod has not el apsed, and
verifyi ng953 partyés cdlgntais smattlmer anpall tof' saigi ée&sur@ compwtatteualm Qf&ment
certificate using said trusted third party's public k

rej ect i n§0sairaetbegtfor ptcaﬂ@ngﬁmsmd andidypamic acegsscof qi!gltwocebiﬁ%smﬂthe %ﬁ

m accessing a dlgltaj ct frop1the dlstrlbutlon package if the 57
verlfylnz t 8§k FE”EHEE conputing a di gest as out put

§T g??Lf’f E%fﬁﬁi t ?‘o%‘éosegé‘%ﬁag %a'%%%ﬁmﬁ: '*’%%“‘ tﬂglfﬁfozr%?z% s?reiﬁi;ei f?%é‘iii.eﬁ
obj cct 1 hor REEPSRnG AR B MRTboRe S o %6s” ©0 T 1o eeting

o d Byl o i Lé’%ﬂ&"?‘@ﬁ‘éaﬂ’;i@%ﬁﬁ%ﬁé’?@% % 9%eprifing 3@58. Rained,

step o) fge @ﬁneﬁéientlcal 67 whereby said trusted third party
can authenticate all digi taI objects in 68 the distribution package and

om0 o A1 FAongld vttt sk pretckdmidiginale et ) i
objects 17 tlaremobgiet; certificate and access any of the digital
18 d) accessing a digital object from the distribution package if the
19 predetermined criteria in step b) are met;
20 e) computing a digest as output of said predetermined secure one-
21  way function with said accessed digital object from step d) as input;
22 f) comparing said digest from step e) with the digest of the digital
23 object from the object information fields in the certificate;
24 g) rejecting said digital object if the compared digests in step f) are
25 not identical; and
26 h) accepting said digital object if the compared digests in step f)
27 are identical;
28 whereby said end user can verify trustworthiness of each of said
29 digital objects in the single certificate and access any of the digital objects in
30 the distribution package at the uset’s discretion.
19. The method as recited in claim 18, wherein said verification of a
certificate by the end user comprising the steps of:
a) checking the correctness of identities of information provider and
trusted third party contained in said certificate; and

b) verifying said trusted third party's signature contained in said

o O A WON -

certificate.
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71 objects in the distribution package at user's discretion. 1 10. In
a systemfor dissemnation of digital objects over a transm ssion 2
channel, said systemincluding at |east one information provider, end user,
3 and trusted third party, a confABTRA&dI |y efficient method for
providing 4 trusted and dynam c dissem nation of digital objects

conprising th t f. 25
5 o aiéuiﬂggﬁm LLY. EFFICIENT METHODIEOR, TRUSTED: ANR o
third party 6 NAMIG RIGHAL RPBIEGTP PHSEMIBAEAN using a public
key digital signature 7 schene, said scheme including an information

provider's public key and 8 private key, said public key being made known

9,0 vt R Aot 1o e 07 OLAEE s PRSI bW
0 vt it 840859 el BB BB b BRI L

by the ti{s?é?fﬁnﬁ*‘fdrﬁti@@)&/ﬁﬁ&ebylﬂ information ?b}oviaég\mrags@i%ﬁ&{ rﬁl@kﬁﬁbic ') nto

distribu packages ormation pr

provi di mugtwerthinbss alfeobjesiéesdnthindd i andistribatioA rpéﬁ_k@gbdﬁe tértified by &
trusted third party, said certificate request including a certificate

g ol TG o LR 8 TLErL I CALe T HLEL bty ot L he S

need- safthé yeartificaiiony anitherdtys Signlature on the body based on a public-key digital
signature scheme. The body further consists of the name of the information
provider; name of the distribution package; and type, safety checking flag, and
digest of each and every object. It is used by end users to verify the trust criteria of
any individual or any subset of objects specified by the package. To verify whether
a received object mesets trust criteria certified by the certificate, the end user
computes the digest of the object, compares it with the corresponding digest in the
certificate, and examines the type and safety checking flag of the object contained
in the certificate. The end user can dynamically download additional objects, check

their trustworthiness without having to verify the certificate multiple times.
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19 wunder said information provider's private key based on the public key
digital 20 signature schene, said certificate request body including said
information 21 provider's identification fields for uniquely identifying
the information 22 provider, package identification fields for uniquely
identifying a distribution 23 package, object information fields for

uni quely identifying each of a pluralitM@®4 of digital objects in the

di stribution package, said object information fields 25 including a

di gest, an object type indicator, and a safety-checking flag for 26 each
of said digital objects, said digest being conputed as an output of a 27
predeterm ned secure one-way hash function with said object as its input,
28 said safety-checking flag taking two possible values corresponding to
ON 29 and OFF, said need-safety-checking objects field containing objects
whose 30 safety needs to be checked by the trusted third party; 31

d) verifying said certificate request by the trusted third party using 32
predeterm ned criteria, 26
33 e) providing a certificate to the information provider by the
trusted 34 third party if the predetermined criteria in step d) are net,
said certificate 35 conprising a certificate body and a digital signature
on the said certificate 36 body under the trusted third party's private
key based the predeterm ned 37 pet--c—ey Aigitgb signature schene, said

certificate body including the ”U%éﬂiﬁcation /
Authority

10 25 40
2
/ 15 s /

Information| /[ Transmission
Provider Channel End User
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38 third party's identification fields for uniquely identifying the
trusted third party, 39 a time stanp indicating issue date, and said
certificate request body; 40 f) rejecting the certificate
request if the predeterm ned criteria of 41 step d) are not net; 42

g) verifying said certificate fromstep e) by the information provider 43
using predetermned criteria; 44 2/10 h) storing said certificate if
said predetermned criteria in step g) 45 are nmet; 46 i)
rejecting said certificate if said predetermned criteria in step g) 47

are not net; 48 J) accessing said certificate fromstep h) by an
end user before 49 accessing any of said digital objects 50 k)
verifying said certificate by the end user using p rm.ned 51

criteria; 52 nfOfmaﬂOnréf@éldeg said certifi ch&@ lﬁcaﬁﬂdl Autherity ni ned
criteria in step k) 53 are not rret/ accessing a digital
object fromthe di sPr‘elpgrecaname f the 55 ptedetern‘i ned criteria in
step k) are net; S5$gertificate refiliest rrputtﬂg a digest as output of said

pr edet er mi ned secu @E usmge 1s tion wi{h said acced®8d di gital
obj ect from step 0), conparing/ai d di gest

fromstep n) with the di ges | AGlendrafe idifd Seinjitt
 certificate (CERT)
using CGP

eceive and veri
certificate (CERT)
using IP_CVP,

210

Store CERT
or publish it
to end user

Reject CERT
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27 61 checking if values of the object type indicator and
safety-checking flag of said 62 obj ect are as required; 63 p)
rejecting said digital object if the two digests in step 0) are not 64
identical or if the values of the object type indicator and safety-checking
flag 65 of said object are not as required; and 66 q)

accepting said digital object if the Odlgests in step o) are 67
identical and if the values of the object type indicator and

saf ety-checking flag 68 of said object are as required; 69

whereby said trusted third party can authenticate all digital objects in 70
the distribution package and issue a single certificate certifying all of
said 71 digital objects, and said end user can verify the trustworthiness
of each of 72 said digital objects in the single certificate and access
any of the digital 73 objects in the distribution package at user's

di scretion. 1 11. The nethod as defined in claim10, wherein said
verification of a 2 certificate-request by the trusted third party
conprising the steps of: 3 a) verifying that identity of information

regi stered information provid d that 5 said information provider's
public key is still valid; an b) verifying said information
provi der} i i BY sai uest; and 8
c) conputing a digest as output of a predeterm ned secure jone-way 9 hash

function withbdai d dggital objgg as aglpgg for @éh obj ect] congg nedd8n t he
10 nee -sat/yy chlpklng ob{/pts fyg}dl/ah — /// ///
IP_Name| IP_Adr| PA_Name|VP || |Ol1{- - -|Oli}- - {OIINSCO|CR_Sg

\

PAID | PAV OIDi |OTi| SCFi| Hi

/S p
70 72 74 76/78/80

provi der contained in said 4 d/;ﬁgtificate-request corresponds to a
er
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11 d) verifying that said digest fromstep c) is i dentical to the
corresponding 12 digest contained in the object information field; and 13
e) verifying the safety features of said object with predeterm ned 14

.procedures. 1 12. The nethod as recited in claim10, wherein said
verification of a 2 certificate by the information provider conprising
the steps of: 4/10 28 3

a) checking the correctness of identities of information provider and 4
trusted third party contained in said certificate; and 5 b)
verifying said trusted third party's signature contained in said 6
certificate. 1 13. The nethod as recited in claim10, wherein said
verification of a 2 certificate by the end user conprising the steps of:
3 a) checking the correctness of identities of information provider

and 4 trusted third party contained in said certificate; and 5
b) verifying said trusted third party's signature contained in said 6
certificate. 1 14. n a systemfor dissem natign of digital objects

over a transmission 2 |chapiel @ai,cbgmfmgl including at |east one

i nformation provider, enf bf%dﬂf J%c sted thijrd party, a
conputationally efficien l% i h
w Y put Ot'in NSCO'an sét 4

8
/’
SCFi to "ON" if safety
checking is required;
otherwise set SCFi to "OFF"

'

Create CR_By [

1 o

Generate signature CR_Sg
on CR_By and NSCO using

the private key IPSK

/ )

FIG. 4
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4 - trusted and dynam c di ssem nation of digital objects conprising the
steps of: 5 a) registering the information provider with said
trusted third party 6 prior to distribution of any digital objects; 7
b) grouping digital objects into distribution packages by the 8
information provider; 9 c) providing a certificate request by
the information provider to the 10 t&{30ed third party, said certificate
request including a certificate request body 11 and a field for verifying
integrity of contents of said body, said body including 12 information .
provider identification fields for providing information to uniquely 13
identify the information provider, package identifying field for uniquely
14 identifying a distribution package, object information fields for
uniquely 15 identifying each of a plurality of digital objects in the

di stribution package, 16 said information fields including a digest of
each of said digital objects, said 17 di gest being conputed as an out put
of a predeterm ned secure one-way 18 hash function with said object as

its input; 29 19

d) verifying said certificate request by the trusted third party using 20
predeterm ned criteria; 21 rovi dsficate to the

i nformation provider by thﬁZtrusted1éb ﬂlqclgggtylff§ e predeterm ned

criteriain step d) are pet, sqgg/éertubfbat
CA_Name | CA_Adr| TS {CR_By CERT__Sg

————— CERT_By *———

110
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23 including a certificate body and a field for verifying integrity of
contents of said 24 body, said certificate body including a trusted third
party's identification field 25 for uniquely identifying the trusted third
party, a tinme stanp indicating issue 26 date, and said certificate

request body; 27 f) rejecting the certificate request if the
predetermined criteria of 28 step dB/&0e not net; 29 )
verifying said certificate fromstep e) by the information provider 30
using predetermned criteria; 31 hi storing said certificate if
said predetermned crit EBIe% Ve flgat 22 met; and 33 i)
rejecting said certificpate éil %%ﬁg at erm ned crlteria in step g) 34

are not net; 35 et gy SHTU‘TFUSted third party can authenticate

all digital objects in 36 ssue a single

Li by,t*dlﬁaoac kgge and

certificate certif et ; I 0 eg 15. In a
system for di ssem i S (NG c ' sgion 2
channel , said system i nCtrueit( at i p+Ovi der, end user,

3 and trusted third party,Yesy
providing 4 trusted and dyngw
conprising the steps of:

onputationally efficient nethod for
dlssenlnatlon of, digital objects
provider with said

d@otvewﬂ e~—+f or mati on
. o|§ﬁ@pb tion of any
digital objects usMs "gnature 7 schene, said

schene includi ng an_LAf : i s public key amd 38 private key,
sai d public key 124 ng nade RN the trusted third party in an 9

aut henti cat ed manner andVeaﬂédc |vategiﬁéﬁﬂging secretly known only to said
10 information provider, ei ng used by the information
provi der
128
- _ 130
Compute digest —
es Hi’ of ObjeCt Oi

No

Pass check
Check safety
N feature of Oi according
. . to object type OTi
— i+ 1->]
199 136/\’95

Form CERT_gy|— 140
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Generate signature CERT Sg | 142
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key CASK
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30 11 to generate a digital signature, said .public key being used to
verify said 12 digital signature by the trusted third party; 13

b) grouping digital objects into distribution packages by the 14

i nformation provider; 15 c) providing a certificate request by
the information provider to the 16 trusted third party, said certificate
request including a certificate reques#Z/b0dy 17 and a digital signature
on the said certificate request body under said 18 information provider's
private key based on the public key digital signature 19 schene, said
certificate request body including said information provider's 20
identification fields for uniquely identifying the information provider,
package 21 identification fields for uniquely identifying a distribution
package, object 22 infor[matLon {1 el ds {or iquely identifying each of a
plurality of digital objdc §§e'\%§?ﬁﬁ loata i but %41 package, said object
information fields inclu |ng a o of 24 each of said digital objects,
sai d di gest being conmputed as tne gutrput—of

25 predet er mi ned secure

1i§®ut ; 26 d)
isted third party using 27

criteria in step d) are ne
body and a digital si gnaturf, OE
trusted third party's privaVerkig
digital signature schenme, said cert
third party's identificatiorfTel d!sfo Tia
third party, the received CR_B
the same as that
sgnt

under the
key
Qyjlncludlng t he rusﬁéﬁgs

guel 'y identifying—the<rusted
y CERT not
verified

Is
CA_Name, CA_Adr,
and TS as expected

No

Yes

CERT verifiedy
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34 a tinme stanp indicating i ssue date, and said certificate request body;
35 f) rejecting the certificate request if the predeterm ned
criteria of 36 step d) are not net; 37 g) verifying said
certificate.fromstep e) by the information provider 38 usi ng

predeterm ned criteria,; 31
39 h) storing said certifi8éQe if said predeternmned criteria
in step g) 40 are nmet; 41 i) rejecting said certificate if
said predetermned criteria in step g) 42 are not net; 43

whereby said trusted third party can authenticate all digital objects in 44
the distribution package and issue a single certificate certifying all of

said 45 digital objects. 1 16. The nethod as defined in claim 15,
wherein said verification of a 2 certificate-request by the trusted third
party conprising the steps.of: 3 a) verifying that identity of the

i nformati on provider contained in said 4 certificate-request corresponds

to a registered information provi der and that 5 said information

provider's public key i - 12)7 erifying said

i nformation provider’s bi ﬁg@ . aRPh@CeHalR g 7= Certificate request
publ

using the information p i c key.

_— 280
Receive and
verify CERT using
EU_CVP

Verified

Request an object 310
say, Oi, specified —

in the package

Not *
verified

335
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Need more
objects
r)

FIG.8



1 17. The nethod as recited in claim15, wherein said verification of
a2 certificate by the information provider in step g) conprising the

steps of: 3 a) verifying the identity of the information provider
and the trusted third 4 party contained in said certificate; 5 b)
verifying that the validity period has not el apsed; and 6 c)
verifying said trusted third party's @/¢gQature contained in said
certificate 7 using said trusted third party's public key. 1 18. In

a system for dissemnation of digital objects over a transm ssion 2
channel, said systemincluding at |east one information provider, end user,
3 and trusted third party, where the information provider groups digital
objects 4 into distribution packages, and obtains a single certificate
fromthe trusted 5 third party for each of the distribution packages,
said certificate containing 6 i nformation provider identification fields,

package identifying fiel d% Racsive ( erﬂiﬁ@‘dgérrIti on284el ds i ncludi ng a di gest
j ity of

of each of said digital objects, a trusted third party, a
time stanp indicating issye date, sald trustéd third

32 9 party's digital signaturg on all of said fields, a
conputationally efficient 10 nettosfor ’gpem ng trusted and dynam c

access of digital objects b e ey 1 Lser conprising the steps of:
12 a) accesgrng sighatwe CERTaSg f romsthe—i-nfermati on provi der
before 13 accessing any~gQf using publickeywbiect Not
CAPK verified
Verified

Are
CA_Name, CA_Adr,
ST as e');pected

Yes

Has
the CERT expired
?

No

296

Are
IP_Name, IP_A
and PA_Name
cor;)ect

Yes

dr,
No

CERT verified
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14 b) wverifying said certificate by the end user using
predetermned 1 5 criteria; 16 C) rejecting said certificate
if said predetermined criteria in step b) 17 are not nmet; 18

d) accessing a digital object fromthe distribution package if the 19

predetermned criteria in step b) are net; 20 e) conputing a
di gest as output of said predeterm netD/d€ure one- 21 way function wth
said accessed digital object fromstep d) as input; 22 f)

conparing said digest fromstep e) with the digest of the digital 23
object fromthe object information fields in the certificate; 24
g) rejecting said digital object if the conpared digests in step f) are
25 not identi.cal; and 26 h) accepting said digital object if
the conpared digests in step f) 27 are identical; 28 wher eby
said end user can verify trustworthiness of each of said 29 digital
objects in the single certificate and access anygﬁﬁbthe digital objects in
n, 1

30 the distributi ' i}scr 19. The
Q“R%?% ?ﬁb gjriéibfl&?mgkeﬂ/fication of a 2

met hod as recited ijn

certificate by the |cH@adAl @ffdti sing the sfeps of: 3 a) checking
the correctness of FTdemtrtres—gf—TnformatTomr provider and 4 trusted third
party contained in said certifX¥cate;

apq&§%4 b) verifying said trusted

third party's signature certificate.

AT al qg >
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