
THIS SHEET HAS BEEN REPLACED -12- ISOLATION OF NON-SECURE SOFTWARE FROM
SECURE SOFT WARE TO LIMIT VIRUS INFECTION Abstract A personal digital
assistant (PDA) receives and executes both encrypted 5 and unencrypted
programs. Encrypted programs are fairly secure from virus infection, while
unencrypted programs are not. To prevent contamination of the PDA with
infected encrypted programs, only those encrypted programs that are keyed
to the individual PDA's unique device identifier can be decrypted and
executed by that PDA. To prevent non-secure programs from corrupting secure
10  programs and their data, programs that were received unencrypted are
prevented from modifying programs that were received encrypted as well as
data generated by their execution. When a user suspects a virus infection,
the user pushes a special button on the PDA that prevents execution of
programs that were received unencrypted and hence are suspected of being
infected, while allowing continued 15  execution of programs that were
received encrypted and hence are presumed to be secure. This Sheet Has Been
Replaced    


