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A PACKET SWITCHING ARCHITECTURE PROVIDING
ENCRYPTION ACROSS PACKETS
Background of the Invention
Data encryption is well known and has been in use for a number of
5 years. A problem arises in packet switching networks in that whereas it is
possible to encrypt the data contained within the packet, the packet itself, as it is
transmitted between packet switching networks via interconnecting trunks, is
defined by flag and header information. Hence, the encryption of the data is not
as effective since the amount of data being encrypted is relatively small, and the
10 probability of the encryption algorithm being broken is greatly increased. Indeed,
the packet header information contains the logical channel number which allows
the identification of which packets are associated with particular frames being
transmitted between packet switching systems.
One such prior art packet switching system is disclosed in U. S.
15 Patent 4,494,230, and is illustrated in FIG. 1. FIG. 2 illustrates the packet which
would be transmitted in the packet switching system of FIG. 1 between
customer 100 and customer 110, The data portion of the packet illustrated in
FIG. 2 would be encrypted by customer 100 before transmission into the packet
switching system, but the system adds flag information and the header information
20 that consists of packet.identifier, logical address, and time stamp fields. The
packets in the above-cited U. S. patent are communicated via high-speed digital
links across country via trunks such as trunk 118, These trunks could be
microwave or satellite links. In the event that unauthorized personnel should gain
access to trunk 118, the packets being communicated on trunk 118 would have the
25 format illustrated in FIG. 2. Since the customer is only able to encrypt the data
portion of the packet of FIG. 2, the unauthorized personnel could readily break the
encryption algorithm. |
From the foregoing, it can be seen that there exists the need for a
method of not only encrypting the data within a packet, but for encrypting the
30 entire transmission path over which the packets flow, thus also encrypting the flag
and header information. Whereas the present public key encryption systems
perform extremely well in absence of errors, these systems require a large amount
of processing, and more efficient and less intense processing algorithms are
desirable. In the presénce of errors, packets are likely to be lost during periods of
35 re-synchronization using a public key encryption system.
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Background of the.lnvention Data encryption is well known and
has been in use for a nunber of years. A problemarises in packet sw tching
_retworks in that whereas it is possible to encrypt the data contained

wi thin the packet, the packet itself, as it is transmtted between packet
swi t chi ng networks via interconnecting trd%ks, I's defined by flag and
header information. Hence, the encryption of the data is not as effective

since the anmgpinnidrydsf thetliveatiewcr ypted is relatively small, and the
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particular f r&ges%rp Ghd'8nd of packets being communicated on links such as high-speed data
5 transmission trunks. Furthermore, a procedure is provided for synchronizing the
encryption of the flag information at either end of the trunk by the trunk
controllers that connect directly to the high-speed digital trunk.
Advantageously, the structural embodiment comprises a circuit for

encrypting only the flags prior to transmission on a trunk and a circuit for

10 decrypting the flags upon receipt from the trunk. The decrypting circuit has a
subcircuit for detecting when the decrypting circuit is no longer in flag

.- synchronization with respect to the encrypting circuit. Upon detecting that flag
synchronization has been lost, the latter subcircuit initializes the encrypting circuit
by transmitting a predetermined packet to the encrypting circuit.

15 Advantageously, the encrypting circuit has a subcircuit for detecting
the predetermined packet and for generating an initialization signal. The
encrypting circuit has another subcircuit responsive to the initialization signal for
initializing the encrypting circuit to generate a predetermined sequence of
encrypted flags.

20 Also, the decrypting circuit has a detection subcircuit for detecting the
predetermined sequenée of encrypted flags. The detection subcircuit is responsive
to the predetermined sequence to place the decrypting circuit in flag
synchronization with the encrypting circuit,

In addition, each flag has a plurality of bytes, and the decrypting

25 circuit has a maintenance subcircuit for maintaining synchronization upon up to a
predetermined number of the flag bytes being incorrect within any particular flag.
Also, the maintenance subcircuit maintains flag synchronization upon up to a
predetermined number of the bytes of the current flag appearing in the data of the
current packet.

30 A method prevents an unauthorized detection of the start and end of
packets being transmitted in a packet switching system which has packet
switching networks that are interconnected by trunks. Each network terminates a
trunk with trunk controller. The method has the steps of only encrypting flags
separating packets upon transmission of the packet on a connected trunk and

35 decrypting the encrypted flags upon receipt of the packets from the connected
trunk. The decrypting step includes the step of synchronizing with encrypted
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transmtted between packet sw tching systemns. One such prior
art packet switching systemis disclosed in U S Patent 4,494,230, and is
illustrated in FIG 1. FIG 2 illustrates the packet which would be
transmtted in the packet switching systemyof FIG 1 between custoner 100
and custonmer 110. The data portion of the‘n%écket illustrated in FIG 2
woul d be encrypted by custoner 100 before transm ssion into the packet

swi t ching SySTﬂQ?B frué s&h@r&ﬁi&inﬁf&e’yiﬂ&luﬂbﬁﬂzd :ﬁé;w dillﬁinitQ!hzﬁigdthHm chgptifigstep
i nformati on that consists of acket qﬁg%'%: ﬁlca addredz and tine
stanp fields. OHE B %’1?8\?5 . gé’f“é*‘?f e SR Ce at ed
vi a hi gh- speednd ip@cmg tHei ddcsypmgcs@ mcﬂngtsypclmomz!auum kithsthe renasypting rskepl 18.
TNESESERUNKS %88& (&eg&ion of the predetermined sequence.
5 Brief Description of the Drawing
" In general, system elements, when first introduced on a figure, are
cach designated with a number that uses the figure number as the most significant
digits of the element number.
FIG. 1 illustrates, in block diagram form, a prior art communication
10 system for performing packet switching;
FIG. 2 illustrates the contents of a prior art packet which is routed via

the system illustrated in FIG. 1;
FIG. 3 illustrates a portion of trunk controller 131 of FIG. 1 in greater

detail;
15 FIG. 4 illustrates a portion of trunk controller 140 of FIG. 1 in greater
detail;
FIG. 5 illustrates, in greater detail, idle transmitter 301 of FIG. 3;
" FIG. 6 illustrates, in greater detail, random flag receiver (RFR) 306 of
FIG. 3; '
20 FIG. 7 illustrates, in state diagram form, the operation of RFR 306;

FIG. 8 illustrates, in greater detail, idle receiver 324 of FIG. 4; and
FIG. 9 illustrates, in block diagram form, random flag generator
RFG 302 of FIG. 3.
Detailed Description
25 FIGS. 3 and 4 illustrate the trunk interface portions of trunk
controllers 131 and 140 of FIG. 1 as modified by this invention. The packets
transmitted by trunk controller 131 to trunk controller 140 via trunk 118 are
identical in structure to those illustrated in FIG. 2 with the exception that the flag
patterns are no longer the same for each packet, but rather are encrypted. The
30 encryption of the flag makes it difficult to determine the start and end of
individual packets from the data being continuously transmitted via trunk 118.
The transmitter portion is made up of blocks 301, 302, 303 and 307 and the
receiver portion comprises blocks 304, 305 and 306. The T1 subsystem 308
provides the interface to trunk 118. More details concerning this interface can he
35 found in the previously referenced U. S. patent and in the Bell System Technical
Reference, publication 41451, "High Capacity Terrestrial Digital Service”, Januar.
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m crowave or satellite links. In the event that unauthorized personnel
shoul d gain access to trunk 118, the packets being comruni cated on trunk
118 woul d have the format illustrated in FIG 2. Since the customer is only
able to encrypt the data portion of the p‘%ket of FIG 2, the unauthorized
personnel could readily break the encrypti®oh al gorithm From t he
foregoing, it can be seen that there exists the need for a nethod of not

?nl y encrypti mstahlpabnarea by ﬁh%e%can narebnbne hui ’I‘EEEI nomotﬂp the enti Le
1 g and header i nf or fRRTPHIT geebE deticis Bedians pepomacd By s Blark? pbn”
syst ens per f oFIG.eXt Fﬂ'mslcynsMérlthe mﬁhﬂtssxon from arunkrcontblles 3 systranls require
a large amoun controller 140. It is assumed at this point that the trunk controllers are in
5 synchronization both with respect to the data stream and the flag encryption.
When the trunk controller has a packet to send, it transfers the packet to the idle
transmitter 301 via the data and write links of cable 310. Before the transfer, the
trunk controller must be receiving the ready signal from idle transmitter 301 via
cable 310. Idle transmitter 301 is responsive to the start of the data to transmit
10 the data select signal via conductor 314 and data via conductor 313 to flag anti-
aliasor 303 if the hold signal is not being transmitted from block 303 to block 301
via conductor 315. Block 303 is responsive to previously received flag bits from
random flag generator, RFG, 302 to perform a standard flag aliasing operation on
the data being received via conductor 313 to assure that the start flag does not
15 appear in the transmitted data. After the aliasing operation is performed, block
303 transfers the data via conductor 314 to the T1 subsystem 308 via OR
gate 307. After the packet has been transmitted, block 303 detects this fact and
transmits the new flag signal via conductor 341 to RFG 302. The latter block is
responsive to the latter signal to transmit the end flag to T1 subsystem 308 via
20 conductor 320 and OR gate 307. RFG 302 will continue to transmit flags to T1
subsystem 308 until the toggle signal is transmitted via conductor 319 from
block 303. The transmission of the toggle signal indicates that block 303 has
information to transmit to T1 subsystem 308. Block 303 does not commence
transmission of this data until the load flag signal is received via conductor 318
25 from RFG 302. The latter block transmits the load flag signal after it has
transmitted the last current flag via cable 317. The flags are variable and are
being generated by random variable generator 302 in response to an initial seed as
will be explained in greater detail with respect to FIG. 9.
At the receiving end, as illustrated in FIG. 4, as the data is being
30 received via trunk 118 by T1 subsystem 328, the latter subsystem recovers the
clock and transfers the data via conductor 348 to random flag receiver, RFR, 326.
When RFR 326 detects a start flag indicating the start of a new packet, it
transmits the flag valid signal via conductor 344, blocks 324, and 365, and
transfers the flag bits via conductor 346 to block 325. The flag valid signal
35 indicates that the flag bits transferred via conductor 346 represented the start flag
of a new packet After RFR 326 has received the start flag for that packet, it
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commences to search for the start flag of the next packet. At this time, it has
been assumed that RFR 326 and RFG 302 are in synchronization with respect to
the flags. The method of achieving synchronization is described in greater detail
later. As RFR 326 receives data, it transfers this data via conductor 345 along
with a clock signal on conductor 347 to flag unaliasor 325. The latter block
recovers the data which had been modified so that the flag did not appear in the
data by block 303 and transfers this data to idle receiver 324. The latter receiver
in turn transfers the information to the remainder of trunk controller 140 via
cable 312.

The current flag to be utilized by flag unaliasor 325 is transferred
from RFR 326 via cable 346, and RFR 326 indicates when these bits are valid by
transmitting a flag valid signal via conductor 344. When RFR 326 detects the end
flag, it indicates to block 325 that there is no more data by transmitting the hold
signal via conductor 342 and stopping the transmission of the clock signal on
conductor 347,

Flag unaliasor 325 transfers the data received from RFR 326 to idle
receiver 324 after processing the data. Idle receiver 324 is responsive to the data
received from block 325 to transfer this data to the remainder of trunk
controller 140 via cable 312,

Data is transferred from trunk controller 140 to trunk controller 131
via trunk 118 in a manner similar to that just described.

The previous discussion has assumed that RFG 302 and RFR 326
were in synchronization with respect to the flags. If this synchronization is lost
and RFR 326 detects that it is no longer receiving the correct flags, it transmits a
reset signal via conductor 350 to idle transmitter 321. Idie transmitter 321 is
responsive to the latter signal to transmit a reset packet. The latter packet may
advantageously comprise data sequences which are not normally used and have
been reserved for the reset packet. The reset packet is then transmitted via
trunk 118 to RFR 306 which processes this packet in the normal manner
transferring it via flag unaliasor 325 to idle receiver 304.

In response to the reset packet, idle receiver 304 transmits a reset
signal via conductor 351 to RFG 302. The latter block is responsive to the reset
signal to reset the random sequence of flag generation. Note that upon generating
the reset signal, RFR 326 had also reset its random sequence of flags. Also in
response to the reset signal, RFG 302 starts to transmit an initial flag sequence.
RFR 326 detects the initial flag sequence and transmits the initial sequence correct
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-2- Summary of the Invention In an illustrative nethod and
structural enbodinent, a departure in the art is achieved by a packet

sWi tching system which encrypts the flags that define the start and end of
packets being conmuni cated on |inks such as hi gh-speed data transm ssion
trunks. Furthernore, a procedure is provided for synchronizing the
encryption of the flag information at either end of the trunk by the trunk

signal via conductor 352 to idle transmitter 321, The latter block is responsive to
this signal to cease transmission of the reset packets. Note, upon receiving the
reset signal via conductor 350, idle transmitter 321 periodically transmits out reset
packets.

5 ~ The above actions of resyncing the flags can also be accomplished at
trunk controller 140 by the transmission of the send user reset signal via cable 330
in trunk controller 140 under either computer control or manual control as is
described in greater detail with respect to FIG 5. A similar mechanism is
available in trunk controller 131.

10 Idle transmitter 301 is illustrated in greater detail in FIG. 5. During
normal operations, when data is being transferred from the remainder of trunk
controller 131 through idle transmitter 301, the packets flow through FIFO 501 to
data out conductor 313 via multiplexer 507. The latter multiplexer is controlled
by logic 506 in response to the FIFO full signal from FIFO 501 transmitted via

15 conductor 510. Logic 506 controls the multiplexer by transmitting the DE signal
via conductor 511. Idle packet transmission can be requested when there are no
data packets to be transmitted and is requested as follows. If logic 506 receives
the send idle signal via cable 310, logic 506 transmits the IS signal via
conductor 514 to idle packet generator 503. In response, the latter generator

20 accesses idle packet ROM 502 and transfers the data to conductor 313 via
conductor 516 and muitiplexer 507. Multiplexer 507 is controlled by logic 506
transmitting the IE signal via conductor 512. After the idle packet has been
transmitted, generator 503 transmits the IO signal via conductor 515 to logic 506
thus informing the latter unit that the packet has been completely transmitted. It

25 then stops transmitting the IE signal on conductor 512 to multiplexer 507 and
retransmits the DE signal on conductor 511.

Logic 506 is responsive to the transmission of the send user reset
signal on cable 310 to generate the user reset signal transmitted via conductor 360.
Also, in response to the send user reset signal, logic 506 activates reset packet

30 generator 505 by sending the RS signal via conductor 517. The latter generator is
responsive to the RS signal to access reset flag ROM 504 for the sequence of
bytes which constitute the reset sequence.

Generator 505 transmits the data to conductor 313 via conductor 519
and multiplexer 507. Logic 506 controls multiplexer 507 by transmitting the RE

35 signal via conductor 513. After the packet generator 505 has finished transmitting
the reset sequence, it indicates this fact to logic 506 by transmitting the RO signal
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controllers that connect directly to the high-speed digital trunk.
Advant ageously, the structural enbodi nent conprises a circuit for
encrypting only the flags prior to transm ssion on a trunk and a circuit
for decrypting the flags upon receipt fromAt he trunk. The decrypting

e

circuit has a subcircuit for detecting wheh the decrypting circuit is no

|l onger in flag synchronization with respect to the encrypting circuit. Upon
det ecti ng t haiafthe @onditdr $18. zThé resehpackiet gendrated in thie nhannee ga$ thedrstcyite

oL, L BB s ket SEGRF R G Bt
circuit has aoftieciesetiscquanoe. dfthectesstgeqhencorasaensas i Teselt oh dhesgenertionot
generating ang Nieldsad 2 tafinftted 34 coddifttor 361, then, the last byte of the sequence

5 will consist of all zeros.

An important aspect of the system is the automatic generation of a
user reset and transmission of user reset packet after a fixed number of flags have
been transmitted by the circuit illustrated in FIG. 5. The receipt of the user reset
packet results in the seed/key registers in random flag generators 302 and 322

10 being increment resulting in a new flag sequence being generated. Counter 508
counts the number of flags that have been transmitted by RFG 302 in response to

. -+*he clock signal received from T1 subsystem 308 and a signal transmitted via

conductor 522 indicating that logic 506 is not presently controlling the
transmission of a packet data via multiplexer 507. When counter 508 has counted

15 to a predetermined limit, it transmits a signal to logic 506 via conductor 521 that
causes the latter logic unit to respond as if it had received a user reset signal via
conductor 361. Logic 506 then generates a user reset signal on conductor 361.
Note that transmission on conductor 361 is bilateral, either block 301 or 306 can
generate a user reset signal and transmit the user reset signal on conductor 361.

20 This causes the previously described actions by generator 505 to be executed.
Further, logic 506 performs the necessary operations in response to signals
transmitted via conductors 312 and 315.

RFR 326 is illustrated in greater detail in FIG. 6. Logic block 627

provides overall control of RFR 326; and FIG. 7 illustrates, in state diagram form,

25 the various states which logic block 627 of FIG. 6 can occupy. Blocks 629
through 634 are responsible for generating the flags with each flag having five
bytes. There are two multibyte shift registers and one multibyte comparator in
RFR 326. The first multibyte shift register is used to receive the data from input
conductor 348 and includes shift registers 620 through 624. These shift registers

30 function as one overall shift register with each shift register holding eight bits or
one byte of data. The multibyte comparator includes comparators 610 through
614. The mismatch or match signals are transmitted from comparators 610
through 614 via conductors 640 through 644, respectively. The second multibyte
shift register is used to store and shift the flag bytes and includes shift

35 registers 600 through 604. Shift register 600 is loaded one byte at a time from
flag memory 633 under control of a signal received from logic block 627 via
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encrypting circuit has another subcircuit responsive to the initialization
signal for initializing the encrypting circuit to generate a predeterni ned
sequence of encrypted fl ags. Al so, the decrypting circuit has a
detection subcircuit for detecting the pregeternined sequence of encrypted
flags. The detection subcircuit is responsfve to the predeterm ned sequence
to place the decrypting circuit in flag synchronization with the encrypting

circuit. conductor 655 lathjt'hleiload in;mﬂ: lof fshﬁgrdgmeraﬁ(]& uSkifti negisteirs 500 @hrpugind
the decryptin f
synchroni zati goggpon up h{ﬁ& %g?éngbﬁg% n%%?k%g S?%nﬂﬁlﬁ%% es being

i ncorrect wt hlmkzﬁiy WWM@T a§h1ft registers 600 through 604 and 620 through
624 can be cleared to all zeros by the transmission of a signal from logic
S block 627 via conductor 645.

Consider now the operation of RFR 326 assuming that logic
block 627 is in compare state 702 of FIG. 7. In that state, logic block 627 is
attempting to achieve synchronization first at the bit level and then at the byte
level with flags that are being received via conductor 348. For each bit received

10 via 348 by shift register 620, logic block 627 loads the first byte of the flag into
shift register 600 by transmission of a signal via conductor 655. The first byte of
the flag is selected by logic block 627 clearing counter 634. Counter 634 is used
to access the individual bytes of flag memory 633. The determination of which
flag is to be utilized from flag memory 633 is in response to address information

15 received from random number generator 630 via conductor 651. The control of
random number generator 630 will be discussed later.

When comparator 610 indicates a match for a particular sequence of
bits in shift register 620, logic block 627 causes shift register 600 to shift this first
byte into shift register 601 in synchronization with the receipt of next byte via

20 conductor 348. Logic block 627 controls that shift operation by transmission of
clock signals via conductor 646 to shift registers 600 through 604. This match on
the first flag byte indicates that potentially the first flag byte has been identified
but the other flag bytes must be found in the proper sequence before flag
synchronization is achieved. -

25 After the second byte has been received from conductor 348, logic
block 627 loads the second flag byte from flag memory 633 by properly
controlling counter 634 and the transmission of a signal on conductor 655. The
matching process continues until all five bytes of the flag have been identified as
being received via conductor 348. Logic block 627 remains in compare state 702

30 via path 711 during this process. If all five bytes of the flag are not received
correctly, the process is repeated.

Once all comparators 611 through 614 indicate matches on
conductors 640 through 644, respectively, logic block 627 enters flag state 703 via
path 712. Absent errors occutring on the data transmission via trunk 118, logic

35 block 627 remains in state 703 until four bytes of data have been received via
conductor 348 and then transfers to data state 704. This condition is indicated on
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Al so, the nmintenance subcircuit maintains flag synchronization upon up to
a_predeterm ned nunber of the bytes of the current flag appearing in the
data of the current packet. A nmet hod prevents an unaut hori zed
detection of the start and end of packets %ei ng transmtted in a packet
swi t chi ng system whi ch has packet switchi'ng networks that are

I nterconnected by trunks. Each network termnates a trunk with trunk
control |l er. TémdoetorsnGdhtwougie 644 bysa béxadedimab A0 rwhere ngnducayS4fenspreatritng

FACKELS uon it ABSTS AR bk oS uEARIBRL S hed il Ge o
The decrypt i nyilkraspltiin dhe fess dataebyse dsings shifped putoef] shifigegisten 62t via/ pt ed
conductor 654.

5 ~ After logic block 627 is in the data state 704 and the first bit of the
first byte of data is being outputted by shift register 624 onto conductor 654, logic
block 627 transmits the hold signal via conductor 342 which enables the data to
be transmitted on conductor 345 via AND gate 625 and conductor 654 and the
clock signals on conductor 347 via AND gate 626. In addition, logic block 627

10 transmits the initial sequence correct signal on conductor 352, the flag valid signal
on conductor 344 and the flag bits serially on conductor 346 from the output shift
register 604. The flag bits are constantly being sent on conductor 346. They will
stop when flag valid signal on conductor 344 becomes active which indicates
transmission of a valid start flag on conductor 346.

15 Logic block 627 remains in data state 704 untl the next flag which
consists of five bytes is detected by comparators 610 through 614. When the flag
is detected, logic block 627 transfers back to flag state 703 via path 716. While
logic block 627 is in data state 704, it is constantly checking for the next flag by
comparing the contents of shift registers 600 through 604 with the contents of

20 shift registers 620 through 624, When the five bytes of a flag are detected, logic
block 627 ceases to transmit the hold signal via conductor 342, Absent
transmission errors, when all five bytes of the flag have been detected by
comparators 610 through 614, these comparators transmit to logic block 627 via
conductors 640 through 644 a hexadecimal 1E, Absent transmission errors, logic

25 block 627 remains in flag state 703 until the comparators 610 through 614
transmit a hexadecimal 10 to logic block 627.

The previous discussion had assumed that no transmission errors were

occutring on trunk 118, As long as both trunk controllers on either end of

trunk 118 are in flag synchronization and absent transmission errors, the bytes of a
- 30 flag should never occur in data because of the actions of block 303 and similar

blocks. However, it is possible for transmission errors to occur, and logic

block 627 assumes the occurrence of these transmission errors and allows up to

two bytes of a flag to be incorrect before assuming that flag synchronization has

been lost. Logic block 627, however, maintains a count of these types of errors;

35 and when the count exceeds a predetermined value, which is assumed to be five in
the present system, then, logic block 627 declares that flag synchronization has
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been lost, The remaining portion of the receiving trunk controller uses standard
error detection and correction methods to detect and recover from errors in the
data.

Assuming transmission errors, consider the situation where logic
block 627 is in data state 704. As long as comparators 610 through 614 indicate
that for any sequence of five bytes of data that less than two flag bytes have been
detected in this sequence, logic block 627 remains in the data state via path 715.
However, if comparators 610 through 614 detect that three or more bytes of the
flag have been detected in the current five byte sequence, logic state 627 enters
count state 705 via path 717. In state 705, logic block 627 increments its internal
counter and transfers to flag state 703 via path 718,

Similarly, if logic block 627 is in flag state 703 and detects two or
less bytes of the flag in the current five byte sequence in shift registers 620
through 624, it remains in flag state 703 via path 713, However, if three or more
bytes of the flag are detected in the current five byte sequence in shift
registers 620 through 624, logic block 627 transfers to count state 706 via
path 719. In count state 706, the internal counter is updated. If the internal
counter is less than the predetermined value, the logic block immediately transfers
into data state 704 via path 720.

If in either, count state 705 or 706, the predefined value is exceeded
by the value of the internal counter, error state 707 is entered via path 725 or 724,
respectively. Upon entering error state 707, logic block 727 transmits a reset
signal via conductor 350 and transmits the packet abort signal via conductor 349.
In addition, logic block 627 ceases to transmit the flag valid signal via
conductor 344 and hold signal via conductor 342.

Logic block 627 transfers from error state 707 to flush state 708 via
path 726. While in state 708, logic block 627 transmits a signal via
conductor 645 which clears shift registers 600 through 604 and 620 through 624.
In addition, logic block 627 transmits a signal via conductor 647 to register 629.
This signal causes register 629 to be reset to the initial value causing the initial
seed and key to be accessed from seed memory 632 and key memory 631. The
outputs of these two memories is received by random number generator 630 via
paths 652 and 653. In response, random number generator 630 accesses the initial
flag from flag memorj'r. 633 via path 651. Once these operations are accomplished,
logic block 627 transfers to reset state 701 via path 727.
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-3- flags. The synchronizing step includes the steps of initializing the
encrypting step to use a predeterm ned sequence of flags, detecting the
predet erm ned sequence, and placing the decrypting step in flag

synchroni zation with the encrypting step on detection of the

predet er mi ned sequence. Brief Description of the Draw ng In
general, systemelenents, when first introduced on a figure, are each
desi gnated with a nunbAlso} huglic bek 627ecani eptereerronrstaze 763 vithpathi23 from data

signi ficant state 704 if logic block 627 detects that a packet has exceeded the maximum
length.

In addition, logic block 627 can be driven out of flag state 703 or data

S state 704 to flush state 708 via paths 721 or 722, respectively, upon receipt of 2
reset or user reset signal received via conductors 350 or 370. Conductor 350 is a
bilateral path. The generation of these signals is described with respect to the idle
transmitter 301 of FIG. 5. The user reset causes logic block 627 to transfer to the
state 709 via path 729 from flush state 708. State 709 increments the contents of

10 register 629 hence causing a change of the seed and key that is utilized by random
number generator 630.

' FIG. 8 illustrates, in greater detail, idle receiver 324 of FIG. 3. As
data is received via conductor 358 from flag unaliasor 325, it is clocked into
register 808. Each byte is then compared by the three ROM-comparator pairs,

15 802 and 803, 804 and 805, and 806 and 807 that check for the idle, restart, and
reset patterns, respectively. The restart pattern is contained in a user reset packet.
If one of these patterns is detected, a signal is transmitted to logic 809 that
increments the ROMs to the next word of the pattern. For example, if the first
word of the reset pattern is detected, the reset compare signal is transmitted via

20 conductor 810 to logic 809 from comparator 807. Logic 809 then transmits the
increment signal via conductor 811 that increments ROM 806 to the next byte of
the reset pattern. After logic 809 determines that the entire pattern has been
received, it then transmits the appropriate signal on either conductor 359 or 360.
In addition, the data is transférred from register 808 to FIFO 801 where it is

25 subsequently communicated via cable 312. ROM-comparator pairs 802 and 803
and 804 and 805 function in a similar manner.

If Idle Receiver 324 receives the packet abort signal via
conductor 349 from RFR 326 for a predetermined period of time, it generates the
reset O signal on conductor 359. This will synchroniie the system if both

30 RFR 326 and RFR 306 have lost flag synchronization.

RFG 302 is illustrated in greater detail in FIG. 9. During normal
operation, logic circuit 905 is responsive to the new flag signal received via
conductor 341 to generate the increment signal via conductor 910 to random
number generator 904. Random number generator 904 is responsive to the latter

35 signal and the seed and key received from seed memory 901 and key
memory 902, respectively, to generate address signals that are transmitted via
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digits of the el enent nunber. FIG 1 illustrates, in block
diagramform a prior art communication system for perform ng packet

st t ching; . FIG 2 illustrates the contents of a prior art
packet which is routed via the systemill ua’rated in FIG 1;
FIG 3 illustrates a portion of trunk contfelfler 131 of~-FIG 1 in greater
det ai | ; FIG 4 illustrates a portion of trunk controller 140 of
FIG 1 in greaigle 962 & ﬂa% memory 906 TtEb@ad&esd $igfdls ateRs one of tienflgs
detail, idle tran mtﬂt 01 oééz

stored ag memory 906 that is t’hcn transmitted to parallel-to-serial

converter 907 and block 303 via cable 317. Parallel-to-serial converter 907
converts the flag into a serial stream which is then transmitted via AND gate 908
5 to OR gate 307 via conductor 320. In addition, logic 905 transmits the toggle
signal via conductor 319 to block 303.
Logic 905 is responsive to a user reset signal received via
conductor 351 to transmit the INIT signal via conductor 911 to random number
generator 904. This causes random number generator 904 to start the random
10 sequence for the next flag based on the current seed being received from the seed
memory 901 and the key memory 902, respectively. In addition, the increment
" seed/key signal is transmitted via conductor 909. which causes seed/key
register 903 to be incremented. If a reset signal is received via connector 351,
logic 905 transmits the INIT signal via conductor 911 and also transmits a signal
15 via conductor 913 that resets the seed/key register to a known value.
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FIG 6 ilttustrates;—tngreater detail, randomflag receiver (RFR) 306 of

FIG 3; _ illustrates, in state diagramform the
operation %ﬂmw ” FIG 8 illustrates, in greater detail,
idle rece c « 4; and FIG 9 illustrates, in block

diagram form random flag generator RFG 3021 ol FIG 3. Detailed Description
FIGS. 3 and 4 illustrate the trunk interface portions of trunk controllers
131 and 140 of FIG 1 a€laimstfied by this invention. The packets

transmtted by trunk cent£ gbbigh skdning syShieor A EGntfinichfibn WFA filtaltly oA 8

are
packets:

CHARACTERIZED IN THAT
5 o a circuit (301, 302, 303) for encrypting only flags separating packets
upon transmission of said packets; and
a circuit (304, 305, 306) for decrypting said randomly encoded flags
upon receipt of said packets and said flags.

2. The packet switching system of claim 1 wherein said decrypting
10 circuit comprises a subcircuit (306) for synchronizing with said randomly
encrypted flags.

3. The packet switching system of claim 2 wherein said encrypting
circuit comprises a subcircuit (302) for generating a predetermined sequence of
said randomly encrypted flags upon initialization; and

15 said synchronizing subcircuit comprises a subcircuit (600-604, 610-
614, 620-624, 630-634) for detecting said predetermined sequence of said
randomly encrypted flags thereby achieving flag synchronization.

4. The paékct switching system of claim 3 wherein said synchronizing
subcircuit further comprises a subcircuit (600-604, 610-614, 620-624) for detecting
20 the loss of said flag synchronization; and
a circuit (304) responsive to the detection of said loss of said flag

synchronization for initializing said encrypting circuit.

5. The packet switching system of claim 4 wherein said initializing
circuit comprises a subcircuit (504) for transmitting a predetermined packet to said
25 encrypting circuit means; and '
| said encrypting circuit further comprises a subcircuit (806) responsive
to said predetermined packet for initializing said encrypting means.

6. The packet switching system of claim 5 wherein each of said tlags
includes a plurality of bytes and said synchronizing subcircuit comprises subcircurt
30 (627) for maintaining synchronization upon up to a predetermined number of ~a:d
bytes being incorrect within any particular one of said flags.
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i dentical in stFucture tmﬁ e illustrated in FIG 2 wth the exception

that the flag ““mw | onger the sanme for each packet, but rather
are encrypted“‘ of the flag nakes it difficult to determ ne

the start and end °of “i ndi vi dual packet s frci t he data bei ng continuously
transmtted via trunk 118. The transmtter g]ortlon I s made up of bl ocks
301, 302, 303.and 307 and the receiver portion conprises bl ocks 304, 305
and 306. The T1 subsysl.eh ﬂﬁ&oﬂrfov'pmenmgthemrmmﬂmrzeddetecumkoiﬂ& stadb mad

U S patont oid PrppiGRiRE EORERRR o 8 palkit ol oRieR ety DO T
"Hi gh Capaci t yswitchieg systeth Rivingt mckaesmmbmg netwonks yxpludmg communication
controllers and said packet switching networks being interconnected by
5 communication paths between said networks and each end of said communications
paths terminates on an individual one of said communication controllers, said
method comprising the steps of:
CHARACTERIZED IN THAT
only encrypting flags separating packets upon transmission of said
10 packets; and
decrypting said encrypted flags upon receipt of said packets and said
flags.

8. The method of claim 7 wherein said decrypting step comprises the
step of synchronizing with said encrypted flags.

15 9. The method of claim 8 wherein said encrypting step comprises the
step of gererating a predetermined flag pattern upon initialization; and
said synchronizing step comprises the step of detecting said
predetermined flag pattern thereby achieving flag synchronization.

10. The method of claim 9 wherein said decrypting step further
20 comprises the steps of detecting the loss of said flag synchronization; and
initializing said encrypting step in response to the detection of the loss
of said flag synchronization.

11. The method of claim 10 wherein said initializing step comprises
the step of transmitting a predetermined packet to said encrypting step; and
25 said encrypting step further comprises the step of restarting to
initialize said encrypting step in response to said predetermined packet.

12. The method of claim 12 wherein each of said flags includes a
plurality of bytes and said synchronizing step comprises the step of maintaining
synchronization upon 'ﬁp to a predetermined number of said bytes being incorrect

30 within any particular one of said flags.
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13. The method of claim 12 wherein said synchronizing step further
comprises the step of maintaining synchronization upon up to said predetermined
number of said bytes of said current flag appearing in the data of the current
packet.
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-4 - 1983, published by Anerican Tel ephone and Tel egraph Conpany.
Consider in greater detail the functions perfornmed by the bl ocks of

FIG 3. First, consider the transm ssion fromtrunk controller 131 to trunk
controller 140. It is assuned at this poi ni that the trunk controllers are
in 5 synchronization both with respect to ®Re data stream and the flag
encryption. When the trunk controller has a packet to send, it

transfers the packetAtRACKBT SWETCHING' AROHITEJTURE PROVIDINGlata and write
| i nks of cable 310. Before téﬁcﬁ%&ﬁ ACHESS PACKETS
Abstract
Apparatus for preventing the unauthonzed detection of the start and end of packets
5 being communicated within a packet switching system. The packet switching
system comprises a plurality of packet switching networks that are interconnected
by trunks. Each switching network has a number of trunk controllers with each
terminating one of the trunks interconnecting that network to other networks.
Each controller has an encrypting circuit for only encrypting the flag of each
10 packet before the packet is transmitted on the connected trunk and a decrypting
circuit for decrypting the flag of each packet received from the connected trunk.
The decrypting circuit on the receiving side of a trunk recovers flag
synchronization with the encrypting circuit on the transmitting side of the trunk by
the exchange of special packets. Each flag comprises a plurality of bytes. The
15 decrypting circuit can automatically adjust for a predefined number of errors in the
flag bytes or a predefined number of flag bytes appearing in the data of a packet.
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trunk controller must be receiving the ready signal fromidle transmtter
301 via cable 310. Idle transmtter 301 is responsive to the start of
the data to transnit 10 the data sel ect S|/gé"| via conductor 314 and data
via conductor 343.t.q.f.l.ag.....alg asor 303 4 the hql.d .si.gnal, .i.s .ot  bei ng

i S

transmtted
responsi ve t VisQUSIY «18GaI .V ﬁ‘agg RQits fr randomflag gener at or,
RFG 302 to rma standard ag‘a i gsi ng ration on the data
bei ng receiv, la condusd or 313jto ur egt hlafk t he start flag does not {5
appear in theStyansnitgeg dat a. f‘ r&tHe 2l i]a8 ng operation is perforned,
bl ock 3 transfers #¥e data nduct oy 814 to the Tl subsystem 3p8
via OR 07. After the Eet hgs ge na ransnitted, block 303
det ect s thi I 1o IR a 2 | F
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transmts the new flag signal via conductor 341 to RFG 302. The latter

bl ock is responsive to the latter signal to transmt the end flag to T1
subsystem 308 via 20 conductor 320 and gate 307. RFG 302 will continue
to transmt flags to T1 subsystem 30 nt|I the toggle signal is
transmtted via conductor 319 from bl ock 303. The transm ssion of the
toggl e signal indicates that block 303 has information to transmt to
Tl subsystem 308. Bl ock 303 does not conmence transm ssion of this data
until the load flag signal is received via conductor 318 25 from RFG 302.
The latter block transmts the load flag signal after it has

transmtted the last current flag via cable 317. The flags are variable and

are bei ng generated by random vari abl e generator 302 in response to an
initial seed as

FLAG

CRC

DATA
DATA

2

|
PRIOR ART

TINE
STAMP
F16.

LOGICAL
ADDRESS

PACKET
1DENT IF IER
(4)

0

FLAG
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will be explained in greater detail with respect to FIG 9.

3

FIG.

At. the receiving end, as illustrated in FIG 4, as the data is being 30
received via trunk 118 by T1 subsystem 323‘3 the latter subsystemrecovers
t he clock and transfers the data via¥Shductor 348 to random f | ag
recei ver, RFR 326. Wien RFR 32(%®t ects a start flag indicating the
start of a new packet, it trans@t:_s the flag valid signal via conductor
344, bl ocks 324 and 365, and tn-anﬁ;ers the flag bits via conductor 346
to bl ock 325. Bweflag yalid-signal 35 Findicates that the flag bits
transferred vi gﬂconductoﬁ 346 represented the start flpg of a new
packet. After (RER-326—Pas—recerv ed—the—start—ftag—For—|hat—packet—-t——
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commences to search for the start flag of the next packet. At this tine, it
has been assuned that RFR 326 and RFG 302 are in synchronization with
respect to the flags. The nethod of achieving synchronization is described
in greater detail later. As RFR 326 recei§é§ data, it transfers this data
via conductor 345 along with a cloclysignal ongonductor 347 to flag
unal i asor 325. The latter block recevers the data which $ad been nodified
so that the flag did not appear in e data by @l ock 303%and transfers this
data to idle receiver 324. The |lattgr$receiver i W turn tPHnsfggs t he

5

FIG.

information to the remainder of tr@f|control [®f 140 vi agabl & 312.
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The current flag to be utilized by flag unaliasor 325 is transferred from

RFR 326 via cable 346, and RFR 326 indicates when these bits are valid by

transmtting a flag valid signal via cond%cgpor 344. When RFR 326 detects

the end flag, it indicates to block 325 t there is no nore data by

transmtting the hold signal via conductor 342 and stopping the

transm ssion of the Iooﬁg si gnal on conductor 347. Fl ag,q g
2

PACKET
ABORT ¥

FIG.
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Data is transferred fromtrunk controller 140 to trunk controller 131 via
trunk 118 in a manner simlar to that just described. The
previ ous discussion has assuned that RFG 302 and RFR 326 were in

synchroni zation with respect to the flag%(SIf this synchronization is | ost
and RFR 326 detects that it is no |onger receiving the correct flags, it
transmts a reset signal via conductor 350 to idle transmtter 321. Idle
transmtter 321 is responsive to the latter signal to transmt a reset
packet. The latter packet may advant ageously conprise data sequences which
are not normally used and have been reserved for the reset packet. The
reset packet is then transmtted via trunk 118 to RFR 306 whi ch processes
this packet in the normal nanner

708

727

7
705

STATE DIAGRAM
FOR
LOGIC 627

FIG.
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transferring it via flag unaliasor 325 to idle receiver 304. I n
response to the reset packet, idle receiver 304 transmts a reset signal
via conductor 351 to RFG 302. The latter gg ck is responsive to the reset
signal to reset the random sequence of fl %beneration. Not e that upon
generating the reset signal, RFR 326 had al so reset its random sequence of
flags. Also in response to the reset signal, RFG 302 starts to transmt an
initial flag sequence. RFR 326 detects the initial flag éEquence and

a

FIG.

transmts the initial sequence correct e
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Data encryption is well known and has been in use for a number of
years. A problem arises in packet switching networks in that whereas it is
possible to encrypt the data contained within the packet, the packet itself, as it is
transmitted between packet switching networks via interconnecting trunks, is
defined by flag and header information. Hence, the encryption of the data is not
as effective since the amount of data being encrypted is relatively small, and the
probability of the encryption algorithm being broken is greatly increased. Indeed,
the packet header information contains the logical channel number which allows
the identification of which packets are associated with particular frames being
transmitted between packet switching systems.

One such prior art packet switching system is dlsclosed in U. S.
Patent 4,494,230, and is illustrated in FIG. 1. FIG. 2 illustrates the packet which
would be transmitted in the packet switching system of FIG. 1 between
customer 100 and customer 110. The data portion of the packet illustrated in
FIG. 2 would be encrypted by customer 100 before transmission into the packet
switching system, but the system adds flag information and the header information
that consists of packet. identifier, logical address, and time stamp fields. The
packets in the above-cited U. S. patent are communicated via high-speed digital
links across country via trunks such as trunk 118. These trunks could be
microwave or satellite links. In the event that unauthorized personnel should gain
access to trunk 118, the packets being communicated on trunk 118 would have the
format illustrated in FIG. 2. Since the customer is only able to encrypt the data
portion of the packet of FIG. 2, the unauthorized personnel could readily break the
encryption algorithm.

From the foregoing, it can be seen that there exists the need for a
method of not only encrypting the data within a packet, but for encrypting the
entire transmission pathwover which the packets flow, thus also encrypting the flag
and header information. Whereas the present public key encryption systems
perform extremely well in absence of errors, these systems require a large amount
of processing, and more efficient and less intense processing algorithms are
desirable. In the presénce of errors, packets are likely to be lost during periods of
re-synchromzanon using a public key encryption system.
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normal operations, when data is being transferred fromthe remai nder of
trunk controller 131 through idle transmtter 301, the packets flow through
FI FO 501 to data out conductor 313 via nultiplexer 507. The latter

mul tiplexer is controlled by logic 506 in response to the FIFO full signal
fromFIFO 501 transmtted via conductor 520. Logic 506 controls the

mul tiplexer by transmtting the DE signal via conductor 511. |dle packet
transm ssi on Q bEfE qn%mpn there are no data packets to be
transmtted ollows. If logic 506 receives the send

idl e signal via cabl el3amillystrgtive mwmwosumhemb@dmmaa depagtuseHdihét or

L) ) BB byl SRR ol ke PRI e,
thc start and end of packets being communicated on links such as hwh-specd data
transmission trunks. Furthermore, a procedure is provided for synchronizing the
encryption of the flag information at either end of the trunk by the trunk
controllers that connect directly to the high-speed digital trunk.

Advantageously, the structural embodiment comprises a circuit for
encrypting only the flags prior to transmission on a trunk and a circuit for
decrypting the flags upon receipt from the trunk. The decrypting circuit has a
subcircuit for detecting when the decrypting circuit is no longer in flag
synchronization with respect to the encrypting circuit. Upon detecting that flag
synchronization has been lost, the latter subcircuit initializes the encrypting circuit
by transmitting a predetermined packet to the encrypting circuit.

Advantageously, the encrypting circuit has a subcircuit for detecting
the predetermined packet and for generating an initialization signal. The
encrypting circuit has another subcircuit responsive to the initialization signal for
initializing the encrypting circuit to generate a predetermined sequence of
encrypted flags.

Also, the decrypting circuit has a detection subcircuit for detecting the
predetermined sequenée of encrypted flags. The detection subcircuit is responsive
to the predetermined sequence to place the decrypting circuit in flag
synchronization with the encrypting circuit.

In addition, each flag has a plurality of bytes, and the decrypting
circuit has a maintenance subcircuit for maintaining synchronization upon up to a
predetermined number of the flag bytes being incorrect within any particular flag.
Also, the maintenance subcircuit maintains flag synchronization upon up to a
predetermined number of the bytes of the current flag appearing in the data of the
current packet. .

A method prevents an unauthorized detection of the start and end of
packets being transmitted in a packet switching system which has packet
switching networks that are interconnected by trunks. Each network terminates a
trunk with trunk controller. The method has the steps of only encrypting flags
separating packets up6n transmission of the packet on a connected trunk and

decrypting the encrypted ﬂhgs upon receipt of the packets from the connected
trunk. The decrypting step includes the step of synchronizing with encrypted

i'his is the replacement sheet
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conductor 516 and nul ti pl exer 507. Multiplexer 507 is controlled by |ogic
506 transmtting the IE signal via conductor 512. After the idle packet has
been transmtted, generator 503 transmits the 10 signal via conductor 515
to logic 506 thus informng the latter unit that the packet has been
conpletely transmitted. It then stops tramsmitting the |E signal on
conductor 512 to nultiplexer 507 and retransmts the DE signal on conductor
511. Logic 506 js responsive to the transntssugn of the send

user reset sifl§gsl To& syaphenzing step fickedesithe skes ¢ dritinlizipg 18¢ GAGYPUNS Step
transmitted \haise anteddtermidbd seqdeh®d of Aagsc ABRBERg e bdesafithedRHudmRs et
signal, logic 33’3 actiyva éas r?set Igzilcéet é}g&gr&t OEOHSW?thbeCSCSQdI Hgotst%e RS
signal via cAREPIIGRS HhedecTyRing feRin Hag, Priz Typuilg step
upon detection of the predetermined sequence.
Brief Description of the Drawing
In general, system elements, when first introduced on a figure, are
each designated with a number that uses the figure number as the most significant
digits of the element number.
FIG. 1 illustrates, in block diagram form, a prior art communication
system for performing packet switching;
FIG. 2 illustrates the contents of a prior art packet which is routed via
the system illustrated in FIG. 1;
FIG. 3 illustrates a portion of trunk controller 131 of FIG. 1 in greater

detail;

FIG. 4 illustrates a portion of trunk controller 140 of FIG. 1 in greater
detail; :

FIG. § illustrates, in greater detail, idle transmitter 301 of FIG. 3;
, FIG. 6 illustrates, in greater detail, random flag receiver (RFR) 306 of
FIG. 3;

FIG. 7 illustrates, in state diagram form, the operation of RFR 306;

FIG. 8 ill{xstratcs, in greater detail, idle receiver 324 of FIG. 4; and

FIG. 9 illustrates, in block diagram form, random flag generator
RFG 302 of FIG. 3.
Detailed Description

FIGS. 3 and 4 illustrate the trunk interface portions of trunk
controllers 131 and 140 of FIG. 1 as modified by this invention. The packets
transmitted by trunk controller 131 to trunk controller 140 via trunk 118 are
identical in structure to those illustrated in FIG. 2 with the exception that the flag
patterns are no longer the same for each packet, but rather are encrypted. The
encryption of the flag makes it difficult to determine the start and end of
individual packets from the data being continuously transmitted via trunk 118.
The transmitter portion is made up of blocks 301, 302, 303 and 307 and the
receiver portion comprises blocks 304, 305 and 306. The T1 subsystem 308
provides the interface to trunk 118. More details concerning this interface can be

» found in the previously referenced U. S. patent and in the Bell System Technical

Reference, publication 41451, "High Capacity Terrestrial Digital Service", January,
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responsive to the RS signal to access reset flag ROM 504 for the sequence
of bytes which constitute the reset sequence. CGener at or 505
transmts the data to conductor 313 via conductor 519 and mul ti pl exer 507.
Logic 506 controls multiplexer 507 by transmitting the RE signal via
conductor 513. After the packet generat-o4-505 has finished transmtting the
reset sequence, it indicates this fact to logic 506 by transmtting the RO

signal - 1983, published by American Telephone and Telegraph Company.

Consider in greater detail the functions performed by the blocks of
FIG. 3. First, consider the transmission from trunk controller 131 to trunk
controller 140. It is assumed at this point that the trunk controllers are in
synchronization both with respect to the data stream and the flag encryption.
When the trunk controller has a packet to send, it transfers the packet to the idle
transmitter 301 via the data and write links of cable 310, Before the transfer, the
trunk controller must be receiving the ready signal from idle transmitter 301 via
cable 310. Idle transmitter 301 is responsive to the start of the data to transmit
the data select signal via conductor 314 and data via conductor 313 to flag anti-
aliasor 303 if the hold signal is not being transmitted from block 303 to block 301
via conductor 315. Block 303 is responsive to previously received flag bits from
random flag generator, RFG, 302 to perform a standard flag aliasing operation on
the data being received via conductor 313 to assure that the start flag does not
appear in the transmitted data. After the aliasing operation is performed, block
303 transfers the data via conductor 314 to the T1 subsysterm 308 via OR
gate 307. After the packet has been transmitted, block 303 detects this fact and
transmits the new flag signal via conductor 341 to RFG 302. The latter block is
responsive to the latter signal to transmit the end flag to T1 subsystem 308 via
conductor 320 and OR gate 307. RFG 302 will continue to transmit flags to T1
subsystem 308 until the toggle signal is transmitted via conductor 319 from
block 303. The transmission of the toggle signal indicates that block 303 has
information to transmit to T1 subsystem 308. Block 303 does not commence
transmission of this data until the load flag signal is recéived via conductor 318
from RFG 302. The latter block transn;its the load flag signal after it has
transmitted the last current flag via cable 317. The flags are variable and are
being generated by random variable generator 302 in response to an initial seed as
will be explained in greater detail with respect to FIG. 9.

At the receiving end, as illustrated in FIG 4, as the data is being
received via trunk 118 by T1 subsystem 328, the latter subsystem recovers the
clock and transfers the data via conductor 348 to random flag receiver, RFR, 326.
When RFR 326 detects a start flag indicating the start of a new packet, it
transmits the flag valid signal via conductor 344, blocks 324, and 365, and
transfers the flag bits via conductor 346 to block 325. The flag valid signal
indicates that the flag bits transferred via conductor 346 represented the start flag
of a new packet. After RFR 326 has received the start flag for that packet, it
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-7 - via the conductor 518. The reset packet generated in this nmanner has
the last byte consisting of all ones indicating that it was a user reset
that caused the generation of the reset sequence. If the reset sequence
occurs as a result of the generation of

-5-

commences to search for the start flag of the next packet. At this time, it has
been assumed that RFR 326 and RFG 302 are in synchronization with respect to
the flags. The method of achieving synchronization is described in greater detail
later. As RFR 326 receives data, it transfers this data via conductor 345 along
with a clock signal on conductor 347 to flag unaliasor 325. The latter block
recovers the data which had been modified so that the flag did not appear in the
data by block 303 and transfers this data to idle receiver 324. The latter receiver
in turn transfers the information to the remainder of trunk controller 140 via
cable 312.

The current flag to be utilized by flag unaliasor 325 is transferred
from RFR 326 via cable 346, and RFR 326 indicates when these bits are valid by
transmitting a flag valid signal via conductor 344, When RFR 326 detects the end
flag, it indicates to block 325 that there is no more data by transmitting the hold
signal via conductor 342 and stopping the transmission of the clock signal on
conductor 347.

Flag unaliasor 325 transfers the data received from RFR 326 to idle
receiver 324 after processing the data. Idle receiver 324 is responsive to the data
received from block 325 to transfer this data to the remainder of trunk
controller 140 via cable 312.

Data is transferred from trunk controller 140 to trunk controller 131
via trunk 118 in a manner similar to that just described.

The previous discussion has assumed that RFG 302 and RFR 326
were in synchronization with respect to the flags. If this synchronization is lost
and RFR 326 detects that it is no longer receiving the correct flags, it transmits a
reset signal via conductor 350 to idle transmitter 321. Idle transmitter 321 is
responsive to the latter signal to transmit a reset packet. The latter packet may
advantageously comprise data sequences which are not normally used and have
been reserved for the reset packet. The reset packet is then transmitted via
trunk 118 to RFR 306 which processes this packet in the normal manner

. transferring it via flag unaliasor 325 to idle receiver 304.

In response to the reset packet, idle receiver 304 transmits a reset
signal via conductor 351 to RFG 302. The latter block is responsive to the reset
signal to reset the random sequence of flag generation. Note that upon generating
the reset signal, RFR 326 had also reset its random sequence of flags. Also in
response to the reset signal, RFG 302 starts to transmit an initial flag sequence.
'RFR 326 detects the initial flag sequence and transmits the initial sequence correct
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the reset signal transmtted via conductor 361, then, the |last byte of the
sequence will consist of all zeros. An inportant aspect of the
systemis the automatic generation of a user reset and transm ssion of user
reset packet after a fixed nunber of flags have been transmtted by the
circuit illustrated in FIG 5. The recei-@-of the user reset packet results
In the seed/ key registers in randomflag generators 302 and 322 bei ng

count s e rastbroRdsE B e BHEINE, P2, P ISk BiRle6°
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packets.

_ The above actions of resyncing the flags can also be accomplished at
trunk controller 140 by the transmission of the send user reset signal via cable 330
in trunk controller 140 under either computer control or manual control as is
described in greater detail with respect to FIG 5. A similar mechanism is
available in trunk controller 131.

Idle transmitter 301 is illustrated in greater detail in FIG. 5. During
normal operations, when data is being transferred from the remainder of trunk
controller 131 through idle transmitter 301, the packets flow through FIFO 501 to
data out conductor 313 via multiplexer 507. The latter multiplexer is controlled
by logic 506 in response to the FIFO full signal from FIFO 501 transmitted via
conductor 510. Logic 506 controls the multiplexer by transmitting the DE signal
via conductor 511. Idle packet transmission can be requested when there are no
data packets to be transmitted and is requested as follows. If logic 506 receives
the send idle signal via cable 310, logic 506 transmits the IS signal via
conductor 514 to idle packet generator 503. In response, the latter generator
accesses idle packet ROM 502 and transfers the data to conductor 313 via
conductor 516 and muitiplexer 507. Multiplexer 507 is controlled by logic 506
transmitting the IE signal via conductor 512. After the idle packet has been
transmitted, generator 503 transmits the IO signal via conductor 515 to logic 506
thus informing the latter unit that the packet has been doinpletcly transmitted. It
then stops transmitting the IE signal on conductor 512 to multiplexer 507 and
retransmits the DE signal on conductor 511.

Logic 506 is responsive to the transmission of the send user reset
signal on cable 310 to generate the user reset signal transmitted via conductor 360.
Also, in response to the send user reset signal, logic 506 activates reset packet
generator 505 by sending the RS signal via conductor 517. The latter generator is
responsive to the RS signal to access reset flag ROM 504 for the sequence of
bytes which constitute the reset sequence.

Generator 505 transmits the data to conductor 313 via conductor 519
and multiplexer 507. Logic 506 controls multiplexer 507 by transmitting the RE
signal via conductor 513. After the packet generator 505 has finished transmitting
the reset sequence, it indicates this fact to logic 506 by transmitting the RO signal
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transm ssion of a packet data via nmultiplexer 507. When counter 508 has
counted to a predetermned limt, it transmts a signal to |logic 506 via
conductor 521 that causes the latter logic unit to respond as if it had
received a user reset signal via conductor 361. Logic 506 then generates a
user reset signal on conductor 361. Note That transm ssion on conductor 361
Is bilateral, either block 301 or 306 can generate a user reset signal and

h | - 3 ' I
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the reset s1gnal tmnsmltted via conductor 361, then, the last byte of the sequence
will consist of all zeros.

An important aspect of the system is the automatic generation of a
user reset and transmission of user reset packet after a fixed number of flags have
been transmitted by the circuit illustrated in FIG. 5. The receipt of the user reset
packet results in the seed/key registers in random flag generators 302 and 322
being increment resulting in a new flag sequence being generated. Counter 508
counts the number of flags that have been transmitted by RFG 302 in response to
the clock signal received from T1 subsystem 308 and a signal transmitted via
conductor 522 indicating that logic 506 is not presently controlling the
transmission of a packet data via multiplexer 507. When counter 508 has counted
to a predetermined limit, it transmits a signal to logic 506 via conductor 521 that
causes the latter logic unit to respond as if it had received a user reset signal via
conductor 361. Logic 506 then generates a user reset signal on conductor 361,
Note that' transmission on conductor 361 is bilateral, either block 301 or 306 can
generate a user reset signal and transmit the user reset signal on conductor 361.
This causes the previously described actions by generator 505 to be executed.
Further, logic 506 performs the necessary operations in response to signals
transmitted via conductors 312 and 315.

RFR 326 is illustrated in greater detail in FIG. 6. Logic block 627
provides overall control of RFR 326; and FIG. 7 illustrates, in state diagram form,
the various states which logic block 627 of FIG. 6 can occupy. Blocks 629
through 634 are responsible for generating the flags with each flag having five
bytes. There are two multibyte shift registers and one multibyte comparator in
RFR 326. The first multibyte shift register is used to receive the data from input
conductor 348 and includes shift registers 620 through 624. These shift registers
function as one overall shift register with each shift register holding eight bits or
one byte of data. The multibyte comparator includes comparators 610 through
614. The mismatch or match signals are transmitted from comparators 610
through 614 via conductors 640 through 644, respectively. The second multibyte
shift register is used to store and shift the flag bytes and includes shift
registers 600 through 604. Shift register 600 is loaded one byte at a time from
flag memory 633 under control of a signal received from logic block 627 via
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provi des overall control of RFR 326; and FIG 7 illustrates, in state
diagramform the various states which logic block 627 of FIG 6 can
occupy. Bl ocks 629 through 634 are responsi ble for generating the flags
with each flag having five bytes. There are two nultibyte shift registers
and one nultibyte conparator in RFR 326.8 The first nultibyte shift register
Is used to receive the data from I nput conductor 348 and i ncl udes shift
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624 can be cleared to all zeros by the transxmssmn of a signal from Ioglc

" block 627 via conductor 645.

Consider now the operation of RFR 326 assuming that logic
block 627 is in compare state 702 of FIG. 7. In that state, logic block 627 is
attempting to achieve synchronization first at the bit level and then at the byte
level with flags that are being received via conductor 348. For each bit received
via 348 by shift register 620, logic block 627 loads the first byte of the flag into
shift register 600 by transmission of a signal via conductor 655. The first byte of
the flag is selected by logic block 627 clearing counter 634. Counter 634 is used
to access the individual bytes of flag memory 633. The determination of which
flag is to be utilized from flag memory 633 is in response to address information
received from random number generator 630 via conductor 651. The control of
random number generator 630 will be discussed later.

When comparator 610 indicates a match for a particular sequence of
bits in shift register 620, logic block 627 causes shift register 600 to shift this first
byte into shift register 601 in synchronization with the receipt of next byte via
conductor 348. Logic block 627 controls that shift operation by transmission of
clock signals via conductor 646 to shift registers 600 through 604. This match on
the first flag byte indicates that potentially the first flag byte has been identified
but the other flag bytes must be found in the proper sequence before flag
synchronization is achieved. -

After the second byte has been received from conductor 348, logic
block 627 loads the second flag byte from flag memory 633 by properly
controlling counter 634 and the transmission of a signal on conductor 655. The
matching process continues until all five bytes of the flag have been identified as
being received via conductor 348. Logic block 627 remains in compare state 702
via path 711 during this process. If all five bytes of the flag are not received
correctly, the process is repeated.

Once all comparators 611 through 614 indicate matches on
conductors 640 through 644, respectively, logic block 627 enters flag state 703 via
path 712. Absent errors occurring on the data transmission via trunk 118, logic
block 627 remains in state 703 until four bytes of data have been received via
conductor 348 and then transfers to data state 704. This condition is indicated on
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shift register is used to store and shift the flag bytes and includes shift
regi sters 600 through 604. Shift register 600 is | oaded one byte at a tine
fromflag nenory 633 under control of a signal received fromlogic block
627 via

REPLACEMENT SHEET -9.

conductors 640 through 644 by a hexadecimal 10 where conductor 640 represents
the least significant byte. This condition indicates that the next data byte received
will result in the first data byte being shifted out of shift register 624 via
conductor 654.

After logic block 627 is in the data state 704 and the first bit of the
first byte of data is being outputted by shift register 624 onto conductor 654, logic
block 627 transmits the hold signal via conductor 342 which enables the data to
be transmitted on conductor 345 via AND gate 625 and conductor 654 and the
clock signals on conductor 347 via AND gate 626. In addition, logic block 627
transmits the initial sequence correct signal on conductor 352, the flag valid signal
on conductor 344 and the flag bits serially on conductor 346 from the output shift
register 604, The flag bits are constantly being sent on conductor 346. They will
stop when flag valid signal on conductor 344 becomes active which indicates
transmission of a valid start flag on conductor 346.

Logic block 627 remains in data state 704 until the next flag which
consists of five bytes is detected by comparators 610 through 614. When the flag
is detected, logic block 627 transfers back to flag state 703 via path 716. While
logic block 627 is in data state 704, it is constantly checking for the next flag by
comparing the contents of shift registers 600 through 604 with the contents of
shift registers 620 through 624. When the five bytes of a flag are detected, logic
block 627 ceases to transmit the hold signal via conductor 342. Absent
transmission errors, when all five bytes of the flag have been detected by
comparators 610 through 614, these comparators transmit to logic block 627 via
conductors 640 through 644 a hexadecimal 1E. Absent transmission errors, logic
block 627 remains in flag state 703 until the comparators 610 through 614
transmit a hexadecimal 10 to logic block 627.

The previous discussion had assumed that no transmission errors were
occurring on trunk 118. As long as both trunk controllers on either end of
trunk 118 are in flag synchronization and absent transmission errors, the bytes of a
flag should never occur in data because of the actions of block 303 and similar
blocks. However, it is possible for transmission errors to occur, and logic
block 627 assumes the occurrence of these transmission errors and allows up to
two bytes of a flag to be incorrect before assuming that flag synchronization has
been lost. Logic block 627, however, maintains a count of these types of errors;
and when the count exceeds a predetermined value, which is assumed to be five in
the present system, then, logic block 627 declares that flag synchronization has
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-8- conductor 655 into the |load input of shift register 600. Shift

regi sters 600 through 604 performa shift operation in response to a

cl ocking signal fromlogic block 627 via conductor 646. Shift registers 600
t hrough 604 and 620 through 624 can be cleared to all zeros by the

transm ssion of a signal fromlogic blocky$27 via conductor 645.

Consi der now t he operation of RFR 326 assuning that | ogi ¢ block 627 is in

conpare state 70 IG 7..ln that state, ic bl ock 627 is
P %ee gos e remaining porrtlmn of the recexvu?g controller uses standard

error detection and correction methods to detect and recover from errors in the
data.

Assuming transmission errors, consider the situation where logic

" block 627 is in data state 704. As long as comparators 610 through 614 indicate

that for any sequence of five bytes of data that less than two flag bytes have been
detected in this sequence, logic block 627 remains in the data state via path 715.
However, if comparators 610 through 614 detect that three or more bytes of the
flag have been detected in the current five byte sequence, logic state 627 enters
count state 705 via path 717, In state 705, logic block 627 increments its internal
counter and transfers to flag state 703 via path 718.

Similarly, if logic block 627 is in flag state 703 and detects two or
less bytes of the flag in the current five byte sequence in shift registers 620
through 624, it remains in flag state 703 via path 713. However, if three or more
bytes of the flag are detected in the current five byte sequence in shift
registers 620 through 624, logic block 627 transfers to count state 706 via
path 719. In count state 706, the internal counter is updated. If the internal
counter is less than the predetermined value, the logic block immediately transfers
into data state 704 via path 720.

If in eithe; count state 705 or 706, the predefined value is exceeded
by the value of the internal counter, error state 707 is entered via path 725 or 724,
respectively. Upon entering error state 707, logic block 727 transmits a reset
signal via conductor 350 and transmits the packet abort signal via conductor 349.
In addition, logic block 627 ceases to transmit the flag valid signal via
conductor 344 and hold signal via conductor 342.

Logic block 627 transfers from error state 707 to flush state 708 via
path 726, While in state 708, logic block 627 transmits a signal via
conductor 645 which clears shift registers 600 through 604 and 620 through 624.
In addition, logic block 627 transmits a signal via conductor 647 to register 629.
This signal causes register 629 to be reset to the initial value causing the initial
seed and key to be accessed from seed memory 632 and key memory 631. The
outputs of these two memories is received by random number generator 630 via
paths 652 and 653. In response, random number generator 630 accesses the initial
flag from flag memory 633 via path 651. Once these operations are accomplished,
logic block 627 transfers to reset state 701 via path 727.
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attenpting to achieve synchroni zation first at the bit I evel and then at
the byte level with flags that are being received via conductor 348. For
each bit received via 348 by shift register 620, |ogic block 627 | oads the
first byte of the flag into shift register 600 by transm ssion of a signal
via conductor 655. The first byte of the flag is selected by |ogic block
627 clearing counter 634. Counter 634 is used to access the individual

bytes of flag nenory 1 I I nat | ' I ' ukj.lized
fromflag nmenory 633 ‘gl’égi lrloél(gls)%?ﬁgﬁrﬂ@aé&g‘xf}eﬁori n%tgprggt\iggﬁhﬁlez% @g drt!(l)m
r andom nunbestageHt ftlogicasock 627 dotediscthar a §Baket Tihe exensded theomaxiamunm nunber
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ch for a

i ndi cates a na dparti cul ar sequence of
In addition, logic block 627 can be driven out of flag state 703 or data

state 704 to flush state 708 via paths 721 or 722, respectively, upon receipt of a
reset or user reset signal received via conductors 350 or 370. Conductor 350 is a
bilateral path. The generation of these signals is described with respect to the idle
transmitter 301 of FIG. 5. The user reset causes logic block 627 to transfer to the
state 709 via path 729 from flush state 708. State 709 increments the contents of
register 629 hence causing a change of the seed and key that is utilized by random
number generator 630.

FIG. 8 illustrates, in greater detail, idle receiver 324 of FIG. 3. As
data is received via conductor 358 from flag unaliasor 325, it is clocked into
register 808. Each byte is then compared by the three ROM-comparator pairs,
802 and 803, 804 and 805, and 806 and 807 that check for the idle, restart, and
reset patterns, respectively. The restart pattern is contained in a user reset packet.
If one of these patterns is detected, a signal is transmitted to logic 809 that
increments the ROMs to the next word of the pattern. For example, if the first
word of the reset pattern is detected, the reset compare signal is transmitted via
conductor 810 to logic 809 from comparator 807. Logic 809 then transmits the
increment signal via conductor 811 that increments ROM 806 to the next byte of
the reset pattern. After logic 809 determines that the entire pattern has been
received, it then transmits the appropriate signal on either conductor 359 or 360.
In addition, the data is transférred from register 808 to FIFO 801 where it is
subsequently communicated via cable 312. ROM-comparator pairs 802 and 803
and 804 and 805 function in a similar manner.

If 1dle Receiver 324 receives the packet abort signal via
conductor 349 from RFR 326 for a predetermined period of time, it generates the
reset 0 signal on conductor 359. This will synchronfze the system if both

~» RFR 326 and RFR 306 have lost flag synchronization.

RFG 302 is illustrated in greater detail in FIG. 9. During normal
operation, logic circuit 905 is responsive to the new flag signal received via
conductor 341 to generate the increment signal via conductor 910 to random
number generator 904. Random number generator 904 is responsive to the latter
signal and the seed and key received from seed memory 901 and key
memory 902, respectively, to generate address signals that are transmitted via
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bits in shift register 620, |ogic block 627 causes shift register 600 to
shift this first byte into shift register 601 in synchronization with the
recei pt of next byte via conductor 348. Logic block 627 controls that shift
operation by transm ssion of clock signals via conductor 646 to shift

regi sters 600 through 604. This match oniphe first flag byte indicates that
potentially the first flag byte has been identified but the other flag

aehi oved. | cable 915 o g firebySe. SokIe Byt SEn R i R R OF (R
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converts the flag into a serial stream which is then transmitted via AND gate 908

to OR gate 307 via conductor 320. In addition, logic 905 transmits the toggle

signal via conductor 319 to block 303.

Logic 905 is responsive to a user reset signal recetved via

conductor 351 to transmit the INIT signal via conductor 911 to random number

generator 904. This causes random number generator 904 to start the random

sequence for the next flag based on the current seed being received from the seed

memory 901 and the key memory 902, respectively. In addition, the increment

seed/key signal is transmitted via conductor 909 which causes seed/key

register 903 to be incremented. If a reset signal is received via connector 351,

logic 905 transmits the INIT signal via conductor 911 and also transmits a signal

via conductor 913 that resets the seed/key register to a known value.
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I denti f ecei ved via conductor 348. Logic block 627 remains in
conpar e path 711 during this process. If all five bytes of

| ag are not received correctly, the process is repeated.

Cnce all conparators 611 through 614 indidat<e matches on conductors 640

t hrough 644, respectively, logic block 627 enters flag state 703 via path

712. Absent errors oc .LAg on the data transm ssion via trunk 118, logic
bl ock 627 remains in state 703 until four bytes of data have been received
via conduct or 348 andl-t Reprokebswitehing systetatfar theagammonication of aqriuialitoof i s

i ndi cated on packets:

rratchimg'ﬁ!edm%enﬁi qe‘hues until all five bytes of the flag have been

CHARACTERIZED IN THAT
~ a circuit (301, 302, 303) for encrypting only flags separating packets
- upon transmission of said packets; and
a circuit (304, 305, 306) for decrypting said randomly encoded flags
upon receipt of said packets and said flags.

2. The packet switching system of claim 1 wherein said decrypting
circuit comprises a subcircuit (306) for synchronizing with said randomly
encrypted flags.

3. The packet switching system of claim 2 wherein said encrypting
circuit comprises a subcircuit (302) for generating a predetermined sequence of
said randomly encrypted flags upon initialization; and

said synchronizing subcircuit comprises a subcircuit (600-604, 610-
614, 620-624, 630-634) for detecting said predetermined sequence of said
randomly encrypted flags thereby achieving flag synchronization.

4. The pac;ket switching system of claim 3 wherein said synchronizing
subcircuit further comprises a subcircuit (600-604, 610-614, 620-624) for detecting
I} the loss of said flag synchronization; and
a circuit (304) responsive to the detection of said loss of said flag
synchronization for initializing said encrypting circuit.

S. The packet switching system of claim 4 wherein said initializing
circuit comprises a subcircuit (504) for transmitting a predetermined packet to said
encrypting circuit means; and '

said encrypting circuit further comprises a subcircuit (806) responsive
to said predetermined packet for initializing said encrypting means.

6. The packet switching system of claim 5 wherein each of said flags
includes a plurality of bytes and said synchronizing subcircuit comprises subcircuit
(627) for maintaining synchronization upon up to a predetermined number of said
bytes being incorrect within any particular one of said flags.
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7. A method for preventing the unauthorized detection of the start and
end of packets being transmitted in a packet switching system with said packet
switching system having packet switching networks including communication
controllers and said packet switching networks being interconnected by
communication paths between said networks and each end of said communications
paths terminates on an individual one of said communication controllers, said
method comprising the steps of:

CHARACTERIZED IN THAT

only encrypting flags separating packets upon transmission of said
packets; and

decrypting said encrypted flags upon receipt of said packets and said

flags.

8. The method of claim 7 wherein said decrypting step comprises the
step of synchronizing with said encrypted flags.

9. The method of claim 8 wherein said encrypting step comprises the
step of generating a predetermined flag pattern upon initialization; and
said synchronizing step comprises the step of detecting said
predetermined flag pattern thereby achieving flag synchronization.

10. The method of claim 9 wherein said decrypting step further
comprises the steps of detecting the loss of said flag synchronization; and
initializing said encrypting step in response ‘to the detection of the loss

of said flag synchronization.

_ 11. The method of claim 10 wherein said initializing step comprises

the step of transmitting a predctermined packet to said encrypting step; and
said encrypting step further comprises the step of restarting to

initialize said encrypting step in response to said predetermined packet.

12. The method of claim 12 wherein each of said flags includes a
plurality of bytes and saxd synchronizing step comprises the step of maintaining
synchronization upon up to a predetermined number of said bytes being incorrect
within any particular one of said flags.
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-9- conductors 640 through 644 by a hexadeci mal 10 where conductor 640
represents the | east significant byte. This condition indicates that the

next d 43&&3 Bekdwi || result in the first data byte being shifted
out of 24 vi a conductor 654. After logic block
627 is | ﬂ e 704 and the first bit of the first byte of data is
bei ng out t regi ster 624 onto conductor 654, |ogic block 627

transmts the hol d SI gnal via conductor 342 which enables the data to be
transmtted on conductor 345 via AND gateIE%ZS and conductor 654 and the

13. The method of claim 12 wherein said synchronizing step further
comprises the step of maintaining synchronization upon up to said predetermined
number of said bytes of said current flag appearing in the data of the current

packet.
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cl ock signals on conductor 347 via AND gate 626. In addition, |ogic block
627 transmts the initial sequence correct signal on conductor 352, the
flag valid signal on conductor 344 and the flag bits serially on conductor
346 fromthe output shift register 604. The flag bits are constantly being
sent on conductor 346. They will stop whgg .flag valid signal on conductor
344 becones active which indicates transm ssion of a valid start flag on

conduct or 346. i c_block 627 tate 704 until
the next flag which Pe’b‘ﬁKB?t% CHRING %@@ﬁ!‘gﬁ@@@%ﬁg nparators 610
through 614. \Wen the fl aggNERIFHONACROSS PACRERS627 transfers back to
flag state 703 via path 716. Wi le logic block 627 is in data state 704, it

i s constant Iél’ﬁﬁﬁki ng for the next flag by
Apparatus for preventing the unauthorized detection of the start and end of packets

being communicated within a packet switching system. The packet switching
system comprises a plurality of packet switching networks that are interconnected
by trunks. Each switching network has a number of trunk controllers with each
terminating one of the trunks interconnecting that network to other networks.

Each controller has an encrypting circuit for only encrypting the flag of each
packet before the packet is transmitted on the connected trunk and a decrypting
circuit for decrypting the flag of each packet received from the connected trunk.
The decrypting circuit on the receiving side of a trunk recovers flag
synchronization with the encrypting circuit on the transmitting side of the trunk by
the exchange of special packets. Each flag comprises a plurality of bytes. The
decrypting circuit can automatically adjust for a predefined number of errors in the
flag bytes or a predefined number of flag bytes appearing in the data of a packet.

FIGURE 3 .
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cormt Hasbse cé“rllts of shift registers 600 through 604 with the contents
of s l L620 t hrough 624. When the five bytes of a flag are
dete ck 627 ceases to transmt the hold signal via conductor
342. Absent transm ssion errors, when all five bytes of the flag have been
detected by conmparators 610 through 614, 1t hese conparators transmt to

| ogi ¢ bl ock 627-vta- conductors 640 t hrotugh 644]a- hexadeci mal - YE. Absent

ety

transm ssi on ey ors, logic bl dekep27 rlemairfs in Tlag state 703 until }he
conparators %1_0 t htough® 614" t Sni+ 4 hexddyci mal 10 to logic block p27.
The previousy 'scuss:cr‘&had 255 UG Hat nq [ransm ssion errors were
occurring o%trunk 118 As lonq a3 thﬂ@rur% controllers on either epnd of
v W] © -
- Z ~<] | J
.J - x =
8 Q..“l.'.'."[l- 3 % 8
= g
‘.o-:.nootc..onno e sl."'.'..""".
T ' ine .
c 4 & & 5 & & ¢ 0 6 4 8 4 T N B e c UCO.L
L =] Alk --— Q
(=] Q
a N 2 ~N
N -Lo .oc-.o-.oo.o-n\\o J-
- = ~
T o3 ®
o'/ %) 8.1 L~
m —
O N -
i—] —
= ~\
N ! W
\i 5 o S]] <
e CINLER a ]
NEgl||88 [ -2 [ % x|
= Q 2| Z22 N N Zo =3
o d n n un
ZEH == ted - - o4 >d
S< f"\ N ] :
1 N- — u—-\_
Id < N n -
n |l _— N 04
: 2 JIP [+] - | < .
.o 04
N N w2 s O
N o ol |
_l 2 Ulre ¥ & L
. B Y=
(o)) 9 -(2 Yy ®
N o .
~ o S o » o s o 0e s mas e es o«
B e (i i 1 N S
Q
1 - N ZNo
N 0 x -
o4 O \\m O
o_ z . 0 6 8 a 8 e oo 0..
= o < 5
o
4 i 4
— - = =3 = - —
m wzl luzgl N o nal (nz i
S n8 n & 2 u8 n8 o
0o HRS] az| N £ 5O u ©
J Ol 1Ol "1 {QUN*> O |G,/ "] |
< ol ou <] x oY oy <
g <Z <Z Q9 <Z <z S
9 | =) - i - /__J
- W o
g/ 7 z J— _ S
st - | x o 4
& & 1@ & i &
b b 3 b p bt
o L g O o ® &6 % & 8 & & & o a 8 8 e O e " o o . e o
& & % | & & &
: tacement ptge 3 a| 3 é] 3 3
This is the 18P .

LR Tl



trunk 118 are in flag synchroni zation and absent transm ssion errors, the
bytes of a flag should never occur in data because of the actions of block
303 amndshedt Md Been RépRedds. However, it is possible for transmission errors to
occur ¥ ck 627 assunes the occurrence of these transm ssion
errorsg'mwummmmg to two bytes of a flag to be incorrect before assum ng
that f r ation has been | o5t 2 Cogi ¢ bl ock 627, however,

mai ntai ns a count of these types of errors; and when the count exceeds a

predeterm ned value, which is assuned to be five in the present system
then, logic block 627 declares that flag synchroni zati on has
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errfmsgﬁégpgion and correction nethods to detect and recover fromerrors in
t he 2 cen Replaced  Assuni ng transnission errors, consider the situation
V\hermﬁglmmuwﬁu&? is in data state 704. As |long as conparators 610
thro te that for any sequence of five bytes of data that |ess
than two flag bytes have been detected in this sequence, |ogic block 627
remains in the data state via path 715.4I—k')wever, I f conmparators 610 through
614 detect that three & nore bytes of the flag have been dftected in the

current five byte sequé@ce, | ogic state 627 enters count st&§.e 705 via path
717. In state 705, |ogi g block 627 increments its internal cjunter and

transfers to ag state 1703 via path 718. |
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Si miThig Sheet Has Bedn®gplaced| ock 627 is in flag state 703 and detects two or |ess
byt es n the current five byte sequence in shift registers 620
t hr ou ins in flag state 703 via path 713. However, if three
or nore bytes o e flag are detected in the current five byte sequence in
shift registers 620 through 624, |ogic block 627 transfers to count state
706 via path 719. In count state 706, 1 Tnternal counter is updated. |f
the internal counter is less than the predeterm ned value, the |ogic block
i medi ately transfers into data stdte 704 vi£path 7200 If in
either count state 705 or 706, the?predefined?val ue i smexceeded by the
val ue of the internal counter, erréh\state 70>\is ent ered VL@ path 725 or
724, <X < Q 3]
s <5 o 3
_gu s3] % o
5[,
Q
n
N3] "
. E ! i
s N A @
5 @ I &
-2 18 g
w n X ~
? n |in |in ?
n LY -
| Y e B
e AN o b 8
— -
\Ees[hbs % b
a8l |4oge=2 ' 0
—| [BE¥L <Y o [T g o8 2 W
b= Wi = IN n
® S| 1 |= Al\el 14 gl
\ g O 3 wi- le:'
Q w< | 0 o z|' |8 .
1 At N S 1 3- I3 O
n - =
N \ x|m8 |- o O | T =
ﬁ - O n o tn L
i =
\Yes[lyds 2
axsl: |adcE
. zZ o
Q. ~x ™ ~
l & a in !
| 4 |
-
-
z
& o <
| aud - QO "'<
= L9 a
p s I (’
2
-
& lu 2
= n A=
w W
w EE (44 pon
= wi ] in “]
= I 0| Wi T
_ ol _tal _
= L >
ol alkla <| Q] -
w 2Z|G8]Z = <] =
So& 0 &t S RAE:
ZHE =

This is the replagement sheat

Date: 17 SEP 18%



resp UPROLEQt ering error state 707, logic block 727 transnmts a
reset‘ﬁ%éhe& SBe | uctor 350 and transmits the packet abort signal via
condu lﬂ“ dition, logic block 627 ceases to transmt the flag
valid ductor 344 and hold signal via conductor 342.

Logi c bl ock 627 transfers fromerror state 707 to flush state 708 via path
726. Wiile in state 708, |ogic block 627 & ransmits a si gnal via conductor
645 which clears shiff_ registers 600 through 604 and 620 through 624. In
addition, |ogic blpgkes27 transmts a signal via cqpductor 647 tomr
629. This signal

causing the initi
key menory 631. The

This is the replacement sheet
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outputs of these two nenories is received by random number generator 630
Vi a phisshesbBR MBRBRRZg | N response, random number generator 630 accesses

the in mflag nenory 633 via path 651. Once these operations
are ac gic block 627 transfers to reset state 701 via path
727.

- 7 -

708

727
726

é
=
u

701

716~ 1714

711

in
N
N

. 705
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LOGIC 627

STATE DIAGRAM
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FIG.
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( | ogi c
en out of flag state 703 or data state 704 to flush

21 or

| ogi ¢ bl ock 627 detects that
I n addi ti on,

| ogi ¢ bl ock 627 can enter error
upon receipt of a

- 8 -

Al so,
respectively,

722,

kel he maxi mum | engt h.

MR

state 707 via path 723 fromdata state 704 if
kﬂgﬁﬁﬁﬁﬂe
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resefy.or user reset signal received via conductors 350 or 370. Conduct or

350 i j w@# Rdplpat h. The generation of these signals is described with
respe ’ i transmtter 301 of FIG 5. The user reset causes |logic
bl ock er to the state 709 via path 729 fromflush state 708.

State 709 increnefits the contents of regji.ster 629 hence causi ng a change of
the seed and key that is utilized by rarfdom nunber generator 630.

FIG 8 illustrates, in greater.detail, idle receiver 324 of FIG 3. As data
is received via conductor 358 fromflag unaliasor 325, it is clocked into
regi ster 808. Each byte is then conpared by the three ROM conparator pairs,
802 and 803, 804 and 805, and 806 and 807 that check for the idle, restart,
and .
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Wootit-4
reset patterns “‘t.8Epeutivel y. §he reptart pattern |s contai ned in d&®%ser

Teset packet’ Ifn onecaf. thesgepatterns is detected,” a.gignal, is-transmiied
to Ioglt,/809 t-hat : |ncﬁelten;§,§, Jae to the next word of" the pat’teﬁﬂns F&IG

exanpl e, if theftgstaword, gé tdh"é r'gset pattern |svdet ect ed, thedresotpaged.....

conpare signal. is:pfapsm tf g\éi'ﬁ"'c nductor 810 to Iogl‘c 809 fre.B. to paged .17,
conpar at or 807.: Lsg};:, 809 t hets “trangrnd t183 the increnent’ sigral i, -condugedr.. .
811 that "i ncrene oto-the-rjext byte of f he ‘reset patitged.... A traped ...,

“Togic 809 determnes that the entire pattern hasLbeen received, it then

”“ﬂ Il rop Weaclaim:gnal on either conductior:350FOREBBET | oprldy

lmmuﬂ" I E"mfa i 4. A paciet smdtcHingsystegi for theETMITRICARDIB0 T where—-—i-s

subseqtent | ys CGmmWf@bﬁﬁaﬁtﬁofaﬁﬂcﬁe&landﬁ%CWE@%eﬁﬁbw 802 and 803
said packets during communication comprising:

means for randomly encrypting only said flags sepa-

rating packets upon transmission of said packets
and said flag; and

means for decrypting said randomly encrypted flags

upon receipt of said packets and said flags.

2. The packet switching system of claim 1 wherein
said decrypting means comprises means for synchroniz-
ing with said randomly encrypted flags.

3. The packet switching system of claim 2 wherein
said encrypting means comprises means for generating a
predetermined sequence of said randomily encrypted
flags upon initialization; and

said synchronizing means comprises means for de-

tecting said predetermined sequence of said ran-
domly encrypted flags thereby achieving flag syn-
chronization.

4. The packet switching system of claim 3 wherein
said decrypted means further comprises means for de-
tecting the loss of said flag synchronization; and

means responsive to-the detection of said loss of said

flag synchronization for initializing said encrypting
means.

5. The packet switching system of claim 4 wherein
said initializing means comprises means for transmitting
a predetermined packet to said encrypting means; and

said encrypting means further comprises means re-

sponsive to said predetermined packet for initial-
izing said encrypting means.

6. The packet switching system of claim 5 wherein
cach of said flags includes a plurality of bytes and said
synchronizing means comprises means for maintaining
synchronization upon up to a predetermined oumber of
said bytes being incorrect within any particular one of
said flags.

7. The packet switching system of claim 6 wherein
said synchronizing means further comprises means for
maintaining synchronization upon up to said predeter-
mined number of said bytes of the current flag appear-
~ 'ing in the data of the current packet.
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and 804 and 805-funetion-in a simlar manner. If 1dl e Receiver

324 recqj abort signal via conductor 349 from RFR 326 for a
pr edet eﬁ”ﬂgwmllnggjawtl me, it generates the reset 0 signal on conductor
359. This wa ll. Syn ze the systemif both RFR 326 and RFR 306 have | ost
flag synchroni zati on. RFG 302 is illustrated in greater detail
in FIG 9. During normal operation, logig circuit 905 is responsive to the

new flag signal received via conductor 341 to generate the increnent signal
via conductor 910 tcgr er generator
904 i s responsive {.Eg ‘% gmﬁﬁﬁ%ﬁ%ﬁ&qﬂgiﬁsmgece?ved from
seed menmory 901 ang KeY-ontrotlers of packet switching networks that are

formed into a packet switching system by interconnect-

ing said trunk controllers of each switching network by

trnks* to other trunk controtlers of other packet switch-

ing networks, wherein in a first one of said trunk con-

traller is communicating packets to a second one of said

trunk controller via a first one of said trunks, said appa-

ratus comprising: _

a plurality of means for encrypting each connected to
an individual trunk controller and connected to an
individual trunk;

a plurality of means for decrypting each connected to
an individual trunk controller and connected to an
individual trunk;

each one of said plurality of encrypting means com-
prises means for preparing packets for transmission

. from internal generated packets or packets re-
ceived from the connected trunk controliler;

means for random generating a flag corresponding to
each of the packets to be transmitted on the con-
nected trunk controller thereby encrypting the

" generated flag; :

means for aliasing the data of each packet received
from said preparing means with the corresponding
flag received from said random generating means;

means for each packet for first selecting the corre-
sponding flag and then the packet for transmission
on the connected trunk; and

each of said plurality of means for decrypting com-
prises means responsive to the receipt of a flag and

" packet from the connected trunk for generating a
flag corresponding to the received flag by main-
taining synchronization with the flags being re-
ceived from the connected trunk to identify the
start of the received packet;

means respoasive to the generated flag and the re-
cetved packet for unaliasing the flag from the data
of the packet;

means for receiving the the unaliasing data of each
packet to transfer said unaliased data to the con-
nected trunk controller;

said generating means of said one of said plurality of
decrypting means connected to said second one of
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rrermry 902 réspeetively, to generate address signals that are transmtted

o [ g /] |

- 15 -
said trunk controllers comprises means for detect-
ing the lack of correspandence between said gener-
ated flags and said received flags;
means for transmitting a first reset signal to said pre-
paring means of said one of said plurality of en-
crypting means said second one of said trunk con-
trollers upon detection of said lack of correspon-
dence;
said preparing means of said one of said plurality of
encrypting means of said second oae of said trunk
controllers comprise means for assembling a reset
packet for transmission to said first one of said
trunk controllers via said aliasing means and sad
selecting means of said one of said plurality of
encrypting means of said second one of said trunk
controllers and said first one of said trunks;
said generating means of said one of said plurality of
decrypting means of said second one of said trunk
controllers comprise means responsive ta said lack
of correspondence for initializing said generating
means to generate an initial flag pattern upon re-
ceipt of said reset packet from said first one of said
trunks;
said receiving means of said one of said plurality of
decrypting means of said first one of said trunk
controllers comprise means responsive to said reset
packet for generating a second reset signal; and

said random generating means of said one of said
plurality of encrypting means of said first one of
said trunk controilers comprises means respansive
to said second reset signal for initializing said ran-
dom generating means to generate said initial flag
pattern thereby regaining symchronization with
said one of said plurality of decrypting means of
said second one of said trunk controllers.

9. The apparatus of claim 8 wherein said receiving
means of said one of said plurality of decrypting means
of said second onme of said trunk controllers further
comprises means for producing a third reset signal upon
receipt of said first reset signal for a predetermined
period of time; and
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-12 - cable 912 to flag menory 906. These address signals access one of
-the flags storedimnm—f1ag nenory 906 that is then transmitted to

par g"lﬂ”’mm ' onverter 907 and bl ock 303 via cable 317.

Par "E,mg ,monverter 907 converts the flag into a serial stream
which is tthe teansnitted via AND gate 908 to OR gate 307 via conduct or
320. In addition, logic 905 transmts e_toggle signal via conductor 319

to bl ock 303. Logic 905 is Fresponsive to a user reset signal
received via conductor 351 to transmt the INIT signal via conductor 911 to
random nunber said random generating means of said one of said

plurality of encrypting means of said second one of
said trunk controllers comprises means for initial-
izing said random generating means to generate
said initial flag pattern thereby regaining synchro-
nization with said one of said plurality of decrypt-
ing means of said second one of said trunk control-
lers.

10. The apparatus of claim 9 wherein said preparing
means of said one of said plurality of encrypting means
of said first one of said trunk controilers comprises
means responsive to the generation of a predetermined
number of flags by said generating means of said one of
said plurality of encrypting means of said first one of

said trunk controflers for assembling a restart packet
and producing a user reset signal; . ’
said generating means of said one of said plurality of
encrypting means of said first one of said trunk
controllers responsive to said user reset signal to
generate another sequence of random flags; and

said generating means of said one of said plurality of
decrypting means of said second one of said trunk
controllers responsive to said receipt of said restart
packet to generate said other sequence of random
flags.

11. Agmethod for preventing the unauthorized detec-
tion of the start and end of packets being transmitted in
a packet switching system for transmission of packets
and flags to separate said packets during transmission
with said packet switching system having packet
switching networks including communication control-
lers and said packet switching networks being intercon-
nected by communication paths between said networks
and each end of said communications paths terminates
on an individual one of said communication controllers,
said method comprising the steps of:

only encrypting flags separating packets upon trans-

mission of said packets; and said flags; and
decrypting said encrypted flags upon receipt of said
packets and said flags.
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generator 904. This causes random nunber generator 904 to start the random
sequen | ag based on the current seed being received from

t he seﬁﬂl“ﬂ“ﬂﬁ“ﬂuum the key nenory 902, respectively. In addition, the
i ncrement Seéd/ ReySsifynal is transmtted via conductor 909 which causes
seed/ key register 903 to be increnented. If a reset signal is received via
connector 351, logic 905 transmts the §fil TI signal via conductor 911 and

also transmts a signal via conductor 913 that resets the seed/ key register
to a known val ue.

12. The method of claim 11 wherein said decrypting
step comprises the step of synchronizing with said en-
crypted flags.

13. The method of claim 12 wherein said encrypting
step comprises the step of generating a predetermined
flag pattern upon initialization; and

said synchronizing step comprises the step of detect-

ing said predetermined flag pattern thereby achiev-
ing flag synchronization.

14. The method of claim 13 wherein said decrypting
step further comprises the steps of detecting the loss of
said flag synchronization; and

initializing said encrypting step in response to the

detection of the loss of said flag synchronization.

15. The method of claim 14 wherein said initializing
step comprises the step of transmitting a predetermmed
packet to said encrypting step; and

said encrypting step farther comprises the step of

restarting to initialize said encrypting step in re-
sponse to said predetermined packet.

16. The method of claim 15 wherein each of said flags
includes a plurality of bytes and said synchronizing step
comprises the step of maintaining synchronization upon
up to a predetermined number of said bytes betrg incor-
rect within any particular one of said flags.

17. The method of claim 16 wherein said synchroniz-
ing step further comprises the step of maintaining syn-
chronization upon up to said predetermined number of
said bytes of said current flag appearing in the data of
the current packet.
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A PACKET SWITCHING ARCHITECTURE PROVIDING
ENCRYPTION ACROSS PACKETS
Backeround of the Invention

Data encryption is well known and has been in use for a number of
years. A problem arises in packet switching networks in that whereas it is
possible to encrypt the data contained within the packet, the packet itself, as it is
transmitted between packet switching networks via interconnecting trunks, is
defined by flag and header information. Hence, the encryption of the data is not
as effective since the amount of data being encrypted is relatively small, and the
probability of the encryption algorithm being broken is greatly increased. Indeed,
the packet header information contains the logical channel number which allows
the idendfication of which packets are associated with particular frames being
transmitted between packet switching systems.

One such prior art packet switching system is disclosed in U. S.
Patent 4,494,230, and is illustrated in FIG. 1. FIG. 2 illustrates the packet which
would be transmitted in the packet switching system of FIG. 1 between
customer 100 and customer 110. The data portion of the packet illustrated in
FIG. 2 would be encrypted by customer 100 before transmission into the packet
switching system, but the system adds flag information and the header information
that consists of packet. identifier, logical address, and time stamp fields. The
packets in the above-cited U. S. patent are communicated via high-speed digital
links across country via trunks such as trunk 118. These trunks could be
microwave or satellite links. In the event that unauthorized personnel should gain
access to trunk 118, the packets being communicated on trunk 118 would have the
format illustrated in FIG. 2. Since the customer is only able to encrypt the data
portion of the packet of FIG. 2, the unauthorized personnel could readily break the
encryption algorithm.

From the foregoing, it can be seen that there exists the need for a
method of not only encrypting the data within a packet, but for encrypting the
entire transmission path over which the packets flow, thus also encrypting the flag
and header information. Whereas the present public key encryption systems
perform extremely well in absence of errors, these systems require a large amount
of processing, and more efficient and less intense processing algorithms are
desirable. In the prcsence of errors, packets are likely to be lost during periods of
re-synchronization using a public key encryption system.

1
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of g plurality of packets and flags utilized to separate s

during comruni cation conpri sing: nmeans for randonly ® ng only said
fl ags sepa- rating packets upon transm ssion of said packets and
said flag; and means for decrypting said randomy encrypted flags

upon recei pt of said packets and said fl ags. 2. The packet sw tching
system of claim 1 wherein said decrypting 2eans conprises neans for
synchroni z- ing with said randomy encrypted fl ags.

Summary of the Invention

In an illustrative method and structural embodiment, a departure in the
art is achieved by a packet switching system which encrypts the flags that define
the start and end of packets being communicated on links such as high-speed data
transmission trunks. Furthermore, a procedure is provided for synchronizing the
encryption of the flag information at either end of the trunk by the trunk
controllers that connect directly to the high-speed digital trunk.

Advantageously, the structural embodiment comprises a circuit for
encrypting only the flags prior to transmission on a trunk and a circuit for
decrypting the flags upon receipt from the trunk. The decrypting circuit has a
subcircuit for detecting when the decrypting circuit is no longer in flag
synchronization with respect to the encrypting circuit. Upon detecting that flag
synch?snizaﬁon has been lost, the latter subcircuit initializes the encrypting circuit
by transmitting a predetermined packet to the encrypting circuit.

Advantageously, the encrypting circuit has a subcircuit for detecting
the predetermined packet and for generating an initialization signal. The
encrypting circuit has another subcircuit responsive to the initialization signal for
initializing the encrypting circuit to generate a predetermined sequence of
encrypted flags.

Also, the decrypting circuit has a detection subcircuit for detecting the
predetermined sequenée of encrypted flags. The detection subcircuit is responsive
to the predetermined sequence to place the decrypting circuit in flag
synchronization with the encrypting circuit.

In addition, each flag has a plurality of bytes, and the decrypting
circuit has a maintenance subcircuit for maintaining synchronization upon up to a
predetermined number of the flag bytes being incorrect within any particular flag.
Also, the maintenance subcircuit maintains flag synchronization upon up to a
predetermined number of the bytes of the current flag appearing in the data of the
current packet. ' '

A method prevents an unauthorized detection of the start and end of
packets being transmitted in a packet switching system which has packet
switching networks that are interconnected by trunks. Each network terminates a
trunk with trunk controller. The method has the steps of only encrypting flags
separating packets upén transmission of the packet on a connected trunk and
decrypting the encrypted flags upon receipt of the packets from the connected -
trunk. The decrypting step includes the step of synchronizing with encrypted
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LACEMENT SHeEd
3. The packet swi tching systemof claim2 wherein said encrypt| ng neans
conprjses nmeans for generating a predeterm ned sequence of said randomy
encrypted flags upon initialization; and sai d synchroni zi ng neans

conprises neans for de- tecting said predeterm ned sequence of said
ran- domy encrypted flags thereby achieving flag syn-
chroni zati on. 4. The packet switching sBstemof claim3 wherein said

decrypted neans further conprises neans for de-
flags. The synchronizing step includes the steps of initializing the encrypting step
to use a predetermined sequence of flags, detecting the predetermined sequence,
and placing the decrypting step in flag synchronization with the encrypting step
upon detection of the predetermined sequence.
Brief Description of the Drawing

In general, system elements, when first introduced on a figure, are
each designated with a number that uses the figure number as the most significant
digits of the element number,

FIG. 1 illustrates, in block diagram form, a prior art communication
system for performing packet switching;

FIG. 2 illustrates the contents of a prior art packet which is routed via
the system illustrated in FIG. 1;

- FIG. 3 illustrates a portion of trunk controller 131 of FIG. 1 in greater

detail;

FIG. 4 illustrates a portion of trunk controller 140 of FIG. 1 in greater
detail;

FIG. 5 illustrates, in greater detail, idle transmitter 301 of FIG. 3;

FIG. 6 illustrates, in greater detail, random flag receiver (RFR) 306 of
FIG. 3;

FIG. 7 illustrates, in state diagram form, the operation of RFR 306;

FIG. 8 illustrates, in greater detail, idle receiver 324 of FIG. 4; and

FIG. 9 illustrates, in block diagram form, random flag generator
RFG 302 of FIG. 3.
Detailed Description

FIGS. 3 and 4 illustrate the trunk interface portions of trunk
controllers 131 and 140 of FIG. 1 as modified by this invention. The packets
transmitted by trunk controller 131 to trunk controller 140 via trunk 118 are
identical in structure to those illustrated in FIG. 2 with the exception that the flag
patterns are no longer the same for each packet, but rather are encrypted. The
encryption of the flag makes it difficult to determine the start and end of
individual pabkets from the data being continuously transmitted via trunk 118.
The transmitter portion is made up of blocks 301, 302, 303.and 307 and the
receiver portion comprises blocks 304, 305 and 306. The T1 subsystem 308
provides the interface to trunk 118. More details concerning this interface can be

found in the previously referenced U. S. patent and in the Bell System Technical
Reference, publication 41451, "High Capacity Terrestrial Digital Service", January,
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tecting the |l oss of said fag synchronization; and means RERSATIASENESHEET he
detection of said |oss of said flag synchroni zation for initializing
sai d ‘encrypti-ng nmeans. 5. The packet switching systemof claim4
wherein said initializing neans conprises neans for transmtting a
predet erm ned packet to said encrypting ans; and said encrypting nmeans
further conprises neans re- sponsi vé 10 said predeterm ned packet for
initial - i zing said encrypting neans.

1983, published by American Telephone and Telegraph Company.

Consider in greater detail the functions performed by the blocks of
FIG. 3. First, consider the transmission from trunk controller 131 to trunk
controller 140. It is assumed at this point that the trunk controllers are in
5 synchronization both with respect to the data stream and the flag encryption. '
When the trunk controller has a packet to send, it transfers the packet to the idle
transmitter 301 via the data and write links of cable 310. Before the transfer, the
trunk controller must be receiving the ready signal from idle transmitter 301 via
cable 310. Idle transmitter 301 is responsive to the start of the data to transmit
10 the data select signal via conductor 314 and data via conductor 313 to flag
aliasor 303 if the hold signal is not being transmitted from block 303 to block 301
via conductor 315. Block 303 is responsive to previously received flag bits from
random?ag generator, RFG, 302 to perform a standard flag aliasing operation on
the data being received via conductor 313 to assure that the start flag does not
15 appear in the transmitted data. After the aliasing operation is performed, block
303 transfers the data via conductor 314 to the T1 subsystem 308 via OR
gate 307. After the packet has been transmitted, block 303 detects this fact and
transmits the new flag signal via conductor 341 to RFG 302. The larter block is
responsive to the latter signal to transmit the end flag to T1 subsystem 308 via
20 conductor 320 and OR gate 307. RFG 302 will continue to transmit flags to T1
subsystem 308 unil the toggle signal is transmitted via conductor 319 from
block 303. The transmission of the toggle signal indicates that block 303 has
information to transmit to T1 subsystem 308. Block 303 does not commence
transmission of this data until the load flag signal is received via conductor 318
25 from RFG 302. The latter block transmits the load flag signal after it has
transmitted the last current flag via cable 317. The flags are variable and are
being generated by random variable generator 302 in response to an initial seed as
will be explained in greater detail with respect to FIG. 9.
At the receiving end, as illustrated in FIG. 4, as the data is being
30 received via trunk 118 by T1 subsystem 328, the latter subsystem recovers the
clock and transfers the data via conductor 348 to random flag receiver, RFR, 326.
When RFR 326 detects a start flag indicating the start of a new packet, it
transmits the flag valid signal via conductor 344, blocks 324, and 365, and
transfers the flag bits via conductor 346 to block 325. The flag valid signal
35 indicates that the flag bits transferred via conductor 346 represented the start flag
of a new packet. After RFR 326 has received the start flag for that packet, it
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6. The packet swi tching systemof claimb5 wherein each oREBEAGEMEMNIOSHEET
includes a plurality of bytes and said synchronizing means conprises nmeans
for maintaining synchroni zati on upon up to a predet erm ned nunber of said
bytes being incorrect within any particular one of said flags. 7. The
packet swi tching systemof claim®6 wherein said synchroni zing neans further
conpri ses neans for maintaining synchroni zagion upon up to said predeter-
m ned nunber of said bytes of the current flag appear-

commences to search for the start flag of the next packet. At this time, it has
been assumed that RFR 326 and RFG 302 are in synchronization with respect to
the flags. The method of achieving synchronization is described in greater detail
later. As RFR 326 receives data, it transfers this data via conductor 345 along
with a clock signal on conductor 347 to flag unaliasor 325. The latter block
recovers the data which had been modified so that the flag did not appear in the
data by block 303 and transfers this data to idle receiver 324. The latter receiver
in turn transfers the information to the remainder of trunk contoller 140 via
cable 312.

. The current flag to be utilized by flag unaliasor 325 is transferred
from RER 326 via cable 346, and RFR 326 indicates when these bits are valid by
u*ansrx_cl_itting a flag valid signal via conductor 344. When RFR 326 detects the end
flag, it indicates to block 325 that there is no more data by transmitting the hold
signal via conductor 342 and stopping the transmission of the clock signal on
conductor 347. _

Flag unaliasor 325 transfers the data received from RFR 326 to idle
receiver 324 after processing the data. Idle receiver 324 is responsive to the data
received from block 325 to transfer this data to the remainder of trunk
controller 140 via cable 312.

Data is transferred from trunk controller 140 to trunk controller 131
via trunk 118 in a manner similar to that just described.

The previous discussion has assumed that RFG 302 and RFR 326
were in synchronization with respect to the flags. If this synchronization is lost
and RFR 326 detects that it is no longer receiving the correct flags, it transmits a
reset signal via conductor 350 to idle transmitter 321. Idle transmitter 321 is
responsive to the latter signal to transmit a reset packet. The latter packet may
advantageously comprise data sequences which are not normally used and have
been reserved for the reset packet. The reset packet is then transmitted via
trunk 118 to RFR 306 which processes this packet in the normal manner
transferring it via flag unaliasor 325 to idle receiver 304.

In response to the reset packet, idle receiver 304 transmits a reset
signal via conductor 351 to RFG 302. The latter block is responsive to the reset
signal to reset the random sequence of flag generation. Note that upon generating
the reset signal, RFR 326 had also reset its random sequence of flags. Also in
response to the reset signal, RFG 302 starts to transmit an initial flag sequence.
RFR 326 detects the initial flag sequence and transmits the initial sequence correct
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ing in the data of the current packet . REPLACEMENT SHEET
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signal via conductor 352 to idle transmitter 321, The latter block is responsive to
this signal to cease wansmission of the reset packets. Note, upon receiving the
reset signal via conductor 350, idle transmitter 321 periodically transmits out reset
packets.

~ The above actions of resyncing the flags can also be accomplished at
trunk controller 140 by the transmission of the send user reset signal via cable 330
in trunk controller 140 under either computer control or manual control as is
described in greater detail with respect to FIG 5. A similar mechanism is
available in trunk controller 131,

Idle transmitter 301 is illustrated in greater detail in FIG. 5. During
normal operations, when data is being transferred from the remainder of trunk
controller 131 through idle transmitter 301, the packets flow through FIFO 501 to
dara out conductor 313 via multiplexer 507. The latter multiplexer is controlled
by logic 506 in response to the FIFO full signal from FIFO 501 transmitted via

-~ conductor 510. Logic 506 controls the multiplexer by transmitting the DE signal
via conductor 511. Idle packet transmission can be requested when there are no
data packets to be transmitted and is requested as follows. If logic 506 receives
the send idle signal via cable 310, logic 506 transmits the IS signal via
conductor 514 to idle packet generator 503. In response, the latter generator

~. accesses idle packet ROM 502 and transfers the data to conductor 313 via
conductor 516 and rnuitiplexer 507. Multiplexer 507 is controlled by logic 506
transmitting the IE signal via conductor 512. After the idle packet has been
transmitted, generator 503 transmits the 1O signal via conductor 515 to logic 506
thus informing the latter unit that the packet has been complctcly transmitted. It
then stops transmitting the IE signal on conductor 512 to multiplexer 507 and
retransmits the DE signal on conductor 511.

Logic 506 is responsive to the transmission of the send user reset
signal on cable 310 to generate the user reset signal wansmitted via conductor 360.
Also, in response to the send user reset signal, logic 506 activates reset packet
generator 505 by sending the RS signal via conductor 517. The latter generator is
responsive to the RS signal to access reset flag ROM 504 for the sequence of
bytes which constitute the reset sequence.

Generator 505 wansmits the data to conductor 313 via conductor 519
and multiplexer 507. Logic 506 controls multiplexer 507 by transmitting the RE
signal via conductor 513. After the packet generator 505 has finished transmitting
the reset sequence, it indicates this fact to logic 506 by transmitting the RO signal
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- 14, - 8. Apparatus for the prevention of unauthorizegﬁpﬁﬁcﬁwﬁﬂﬂ%ﬁF(ﬁ
the start and end of packets and for use with trunk controllers of packet
switching networks that are formed into a packet swi tching system by
i nterconnect- ing said trunk controllers of each switching network by
trnks* to other trunk controllers of other packet swtch- ing networks,
wherein in a first one of said trunk con--firoller is communi cating packets
to a second one of said

via the conductor 518. The reset packet generated in this manner has the last byte
consisting of all ones indicating that it was a user reset that caused the generation
of the reset sequence. If the reset sequence occurs as a result of the generation of
the reset signal transmitted via conductor 361, then, the last byte of the sequence
will consist of ail zeros.

An important aspect of the system is the automatic generation of 1
user reset and transmission of user reset packet after a fixed number of flags have
been transmitted by the circuit illustrated in FIG. 5. The receipt of the user reset
packet results in the seed/key registers in random flag generators 302 and 322
being increm;nt resulting in a new flag sequence being generated. Counter 508
counts the number of flags that have been transmitted by RFG 302 in response to
the clock signal received from T1 subsystem 308 and a signal transmitted via
conductor 522 indicating that logic 506 is not presently controlling the
transmission of a packet data via multiplexer 507. When counter 508 has counted
to a predetermined limit, it transmits a signal to logic 506 via conductor 521 that
causes the latter logic unit to respond as if it had received a user reset signal via
conductor 361. Logic 506 then generates a user reset signal on conductor 361.
Note that transmission on conductor 361 is bilateral, either block 301 or 306 can
generate a user reset signal and transmit the user reset signal on conductor 361.
This causes the previously described actions by generator 505 to be executed.
Further, logic 506 performs the necessary operations in response to signals
transmitted via conductors 312 and 315.

RFR 326 is illustrated in greater detail in FIG. 6. Logic block 627
provides overall control of RFR 326; and FIG. 7 illustrates, in state diagram form,
the various states which logic block 627 of FIG. 6 can occupy. Blocks 629
through 634 are responsible for generating the flags with each flag having five
bytes. There are two multibyte shift registers and one multibyte comparator in
RFR 326. The first multibyte shift register is used to receive the data from input
conductor 348 and includes shift registers 620 through 624. These shift registers
function as one overall shift register with each shift register holding eight bits or
one byte of data. The multibyte comparator includes comparators 610 through
614. The mismatch or match signals are transmitted from comparators 610
through 614 via conductors 640 ﬁxrough 644, respectively. The second multibyte
shift register is used to store and shift the flag bytes and includes shift
registers 600 through 604. Shift register 600 is loaded one byte at a time from
flag memory 633 under control of a signal received from logic block 627 via
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trupk controller via a first one of said trunks, said apB&PLAGEMBNT SHEET
conpri si ng: a plurality of nmeans for encrypting each connected to an
i ndi vidual trunk controller and connected to an i ndi vi dual trunk; a
plurality of means for decrypting each connected to an individual trunk
controll er and connected to an I ndi vi dual trunk; each one of said
plurality of encrypting neans com -p¥ Fses neans for preparing packets
for transm ssion

conductor 655 into the load input of shift register 600. Shift registers 600 through
604 perform a shift operation in response to a clocking signal from logic

block 627 via conductor 646. Shift registers 600 through 604 and 620 through
624 can be cleared to all zeros by the transmission of a signal from logic

block 627 via conductor 645.

Consider now the operation of RFR 326 assuming thar logic
block 627 is in compare state 702 of FIG. 7. In that state, logic block 627 is
attempting to achieve synchronization first at the bit level and then at the byte
level with flags that are being received via conductor 348. For each bit received
via 348 by shift register 620, logic block 627 loads the first byte of the flag into
shift register 600 by transmission of a signal via conductor 655. The first byte of
the flag is selected by logic block 627 clearing counter 634. Counter 634 is used
to access the individual bytes of flag memory 633. The determination of which
flag is to be utilized from flag memory 633 is in response to address information
received from random number generator 630 via conductor 651. The control of
random number generator 630 will be discussed later.

When comparator 610 indicates a match for a particular sequence of
bits in shift register 620, logic block 627 causes shift register 600 to shift this first
byte into shift register 601 in synchronization with the receipt of next byte via
conductor 348. Logic block 627 controls that shift operation by transmission of
clock signals via conductor 646 to shift registers 600 through 604. This match on
the first flag byte indicates that potentially the first flag byte has been identified
but the other flag bytes must be found in the proper sequence before flag
synchronization is achieved. "

- After the second byte has been received from conductor 348, logic
block 627 loads the second flag byte from flag memory 633 by properly
controlling counter 634 and the transmission of a signal on conductor 655. The
matching process continues until all five bytes of the flag have been identified as
being received via conductor 348. Logic block 627 remains in compare state 702
via path 711 during this process. If all five bytes of the flag are not received
correctly, the process is repeated.

Once all comparators 611 through 614 indicate matches on
conductors 640 through 644, respectively, logic block 627 enters flag state 703 via
path 712. Absent erTors occurring on the data transmission via trunk 118, logic
block 627 remains in state 703 until four bytes of data have been received via
conductor 348 and then transfers to data state 704. This condition is indicated on
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frominternal generated packets or packets re- ceived fromthe
connected trunk controller, means for random generati ngREDM%MENTSHEET
corresponding to each of the packets to be transmtted on the con-
nected trunk controller thereby encrypting the genrated fl ag; means
for aliasing the data of each packet received fromsaid preparing neans
with the correspondi ng flag received -f9em sai d random gener ati ng nmeans;
nmeans for each packet for first selecting the corre-

conductors 640 through 644 by a hexadecimal 10 where conductor 640 represents
the least significant byte. This condition indicates that the aext data byte received
will result in the first data byte being shifted out of shift register 624 via
conductor 654,

After logic block 627 is in the data state 704 and the first bit of the
first byte of data is being outputted by shift register 624 onto conductor 654, logic
block 627 transmits the hold signal via conductor 342 which enables the data to
be mansmitted on conductor 345 via AND gate 625 and conductor 654 and the
clock signals on conductor 347 via AND gate 626. In addition, logic block 627
transmits the initial sequence correct signal on conductor 352, the flag valid signal
on conductor 344 and the flag bits serially on conductor 346 from the output shift
register 604. The flag bits are constantly being sent on conductor 346. They will
stop when flag valid signal on conductor 344 becomes actve which indicates
transmission of a valid start flag on conductor 346.

Logic block 627 remains in data state 704 undl the next flag which
consists of five bytes is detected by comparators 610 through 614. When the flag
is detected, logic block 627 transfers back to flag state 703 via path 716, While
logic block 627 is in data state 704, it is constantly checking for the next flag by
comparing the contents of shift registers 600 through 604 with the contents of
shift registers 620 through 624. When the five bytes of a flag are detected, logic
block 627 ceases to transmit the hold signal via conductor 342. Absent
transmission errors, when all five bytes of the flag have been detected by
comparators 610 through 614, these comparators transmit to logic block 627 via
conductors 640 through 644 a hexadecimal 1E. Absent transmission errors, logic
block 627 remains in flag state 703 until the comparators 610 through 614
ransmit a hexadecimal 10 to logic block 627.

The previous discussion had assumed that no transmission errors were
occurring on trunk 118. As long as both trunk controllers on either end of
trunk 118 are in flag synchronization and absent transmission errors, the bytes of a
flag should never occur in data because of the actons of block 303 and similar
blocks. However, it is possible for transmission errors to occur, and logic
block 627 assumes the occurrence of these transmission errors and allows up to
two bytes of a flag to be incorrect before assuming that flag synchronization has
been lost. Logic block 627, however, maintains a count of these types of errors;
and when the count exceeds a predetermined value, which is assumed to be five in
the present system, then, logic block 627 declares that flag synchronization has
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sponding flag and then the packet for transm ssion on the connected
trunk; and each of said plurality of nmeans for decryptRERLACEMENT SHAETSes
means responsive to the receipt of a flag and packet fromthe connected
trunk for generating a flag corresponding to the received flag by nain-
tai ning synchroni zation with the flags being re- ceived fromthe
connected trunk to identify the startigof the received packet; nmeans
responsive to the generated flag and the re-

been lost. The remaining portion of the receiving trunk controller uses standard
error detection and correction methods to detect and recover from errors in the
data.

Assuming transmission errors, consider the situation where logic
block 627 is in data state 704. As long as comparators 610 through 614 indicate
that for any sequence of five bytes of data that less than two flag bytes have been
detected in this sequence, logic block 627 remains in the data state via path 715.
However, if comparators 610 through 614 detect that three or more bytes of the
flag have been detected in the current five byte sequence, logic state 627 enters
count state 705 via path 717. In state 705, logic block 627 increments its internal
counter and transfers to flag state 703 via path 718.

Similarly, if logic block 627 is in flag state 703 and detects two or
less byt;: of the flag in the current five byte sequence in shift registers 620
through 624, it remains in flag state 703 via path 713. However, if three or more
bytes of the flag are detected in the current five byte sequence in shift
registers 620 through 624, logic block 627 transfers to count state 706 via
path 719. In count state 706, the internal counter is updated. If the internal
counter is less than the predetermined value, the logic block immediately transfers
into data state 704 via path 720.

If in either count state 705 or 706, the predefined value is exceeded
by the value of the internal counter, error state 707 is entered via path 725 or 724,
respectively. Upon entering error state 707, logic block 727 transmits a reset
signal via conductor 350 and transmits the packet abort signal via conductor 349.
In addition, logic block 627 ceases to transmit the flag vilid signal via
conductor 344 and hold signal via conductor 342.

Logic block 627 transfers from error state 707 to flush state 708 via
path 726. While in state 708, logic block 627 transmits a signal via
conductor 645 which clears shift registers 600 through 604 and 620 through 624.
In addition, logic block 627 transmits a signal via conductor 647 to register 629.
This signal causes register 629 to be reset to the initial value causing the initial
seed and key to be accessed from seed memory 632 and key memory 631. The
outputs of these two memories is received by random number generator 630 via
paths 652 and 653. In response, random number generator 630 accesses the initial
flag from flag memory 633 via path 651. Once these operations are accomplished,
logic block 627 transfers to reset state 701 via path 727.
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cei ved p‘acket for unaliasing the flag fromthe data of the packet;

nmeans. for receiving the the unaliasing data of each packet to |
said unaliased data to the con- nected trunk controll erBEPL%ngﬁE@Y
generating nmeans of said one of said plurality of decrypti ng neans

connected to said second one of “

Also, logic block 627 can enter error state 707 via path 723 trom data
state 704 if logic block 627 detects that a packet has exceeded the maximum
length. |

In addition, logic block 627 can be driven out of flag state 703 or data
state 704 to flush state 708 via paths 721 or 722, respectively, upon receipt of a
reset or user reset signal received via conductors 350 or 370. Conductor 350 is a
bilateral path. The generation of these signals is described with respect to the idle
transmitter 301 of FIG. 5. The user reset causes logic block 627 to transfer to the
state 709 via path 729 from flush state 708. State 709 increments the contents of
register 629 hence causing a change of the seed and key that is udlized by random
nurmber generator 630. :

_ FIG. 8 illustrates, in greater detail, idle receiver 324 of FIG. 3. As
data is received via conductor 358 from flag unaliasor 325, it is clocked into
register 808. Each byte is then compared by the three ROM-comparator pairs,
802 and 803, 804 and 805, and 806 and 807 that check for the idle, restart, and
reset patterns, respectively. The restart pattern is contained in a user reset packet.
If one of these patterns is detected, a signal is transmitted to logic 809 that
increments the ROMs to the next word of the pattern. For example, if the first
word of the reset pattern is detected, the reset compare signal is transmitted via
conductor 810 to logic 809 from comparator 807. Logic 809 then transmits the
increment signal via conductor 811 that increments ROM 806 to the next byte of
the reset pattern. After logic 809 determines that the entire pattern has been
received, it then transmits the appropriate signal on either conductor 359 or 360.
In addition, the data is transférred from register 808 to FIFO 801 where it is
subsequently communicated via cable 312. ROM-comparator pairs 802 and 803
and 804 and 8035 function in a similar manner.

If Idle Receiver 324 receives the packet abort signal via
conductor 349 from RFR 326 for a predetermined period of time, it generates the
reset O signal on conductor 359. This will synchroniie the system if both
RFR 326 and RFR 306 have lost flag synchronization.

RFG 302 is illustrated in greater detail in FIG. 9. During normal
operation, logic circuit 905 is responsive to the new flag signal received via
conductor 341 to generate the increment signal via conductor 910 to random
number generator 904. Random number generator 904 is responsive to the latter
signal and the seed and key received from seed memory 901 and key
memory 902, respectively, to generate address signals that are transmitted via
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cable 912 to flag memory 906. These address signals access one of the flags
stored in flag memory _906 that is then transmitted to parallel-to-serial
converter 907 and block 303 via cable 317. Parallel-to-serial converter 907
converts the flag into a serial sweam which is then transmirted via AND gate 908
to OR gate 307 via conductor 320. In addition, logic 905 wansmits the toggle
signal via conductor 319 to block 303. -

Logic 905 is responsive to a user reset signal received via
conductor 351 to transmit the INTT signal via conductor 911 to random number
generator 904. This causes random number generator 904 to start the random
sequence for the next flag based on the current seed being received from the seed
memory 901 and the key memory 902, respectively. In addition, the increment
seed/kc}iiignal is transmitted via conductor 909 which causes seed/key
register 903 to be incremented. If a reset signal is received via connector 351,
logic 905 transmits the INTIT signal via conductor 911 and also transmits a signal
via conductor 913 that resets the seed/key register to a known value.
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pari.ng means of said one of said plurality of en- crypting neans said
second one of—sai-d-trunk con- trollers upon detection of said | ack of

nﬁe' said preparing neans of said one of REPIAQHMEN! SHBET
s

corresﬂ
of mmm,#ﬂg of said second one of said trunk controllers

conpri st means nbling a reset packet for transm ssion to said
first one of saig=====4%unk controllers via said aliasing neans and said
sel ecting neans of said one of said plaraPity of

We claim:

1. A packet switching system for the communication
of a plurality of packets and flags utilized to separate
said packets during communication comprising:

means for randomly encrypting only said flags sepa-

rating packets upon transmission of said packets
and said flag; and

means for decrypting said randomly encrypted flags

upon receipt of said packets and said flags.

2. The packet switching system of claim 1 wherein
said decrypting means comprises means for synchroniz-
ing with said randomly encrypted flags.

3. The packet switching system of claim 2 wherein
said encrypting means comprises means for generating a
predetermined sequence of said randomly encrypted
flags upon initialization; and

said synchronizing means comprises means for de-

tecting said predetermined sequence of said ran-
domly encrypted flags thereby achieving flag syn-
chronization.

4. The packet switching system of claim 3 wherein
said decrypted means further comprises means for de-
tecting the loss of said flag synchronization; and

means responsive to-the detection of said loss of said

flag synchronization for initializing said encrypting
means.

5. The packet switching system of claim 4 wherein
said initializing means comprises means for transmitting
a predetermined packet to said encrypting means; and

said encrypting means further comprises means re-

sponsive to said predetermined packet for initial-
izing said encrypting means.

6. The packet switching system of claim § wherein
each of said flags includes a plurality of bytes and said
synchronizing means comprises means for maintaining
synchronization upon up to a predetermined number of
said bytes being incorrect within any particular one of
said flags.

7. The packet switching system of claim 6 wherein
said synchronizing means further comprises means for
maintaining synchronization upon up to said predeter-
mined number of said bytes of the current flag appear-
'ing in the data of the current packet.
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encryp"t”i"ﬁﬁ__rrﬁén—s_'ﬁf_s—a'i_d’"second one of said trunk controllers and said
first ¢ ' ; sai d generating neans of said one of said
pl-ur al .Uﬂlﬂ”ﬂﬂﬁlﬁﬂﬂ[ﬁﬂm ing means of said second one of said tRERKACEMENT SHEET

control | ers cdnpfi s& neans responsive to said |ack of correspondence
for initializing said generating means to generate an initial flag
pattern upon re- cei pt of said reset, ,oacket fromsaid first one of said
truks; said receiving nmean of said oné of said plurality of

8. Apparatus for the prevention of unauthorized de-
tection of the start and end of packets and for use with
trunk controllers of packet switching networks that are
formed into a packet switching system by interconnect-
ing said trunk controilers of each switching network by
trnks® to other trunk controllers of other packet switch-
ing networks, wherein in a first one of said trunk con-
troller is communicating packets to a second one of said
trunk controller via a first one of said trunks, said appa-
ratus comprising:

a plurality of means for encrypting each connected to
an individual trunk controiler and connected to an
individual trunk;

a plurality of means for decrypting each connected to
an individual trunk controller and connected to an
individual trunk;

each one of said plurality of encrypting means com-
prises means for preparing packets for transmission

. from internal generated packets or packets re-
ceived from the connected trunk controller;

means for random generating a flag corresponding to
each of the packets to be transmitted on the con-
nected trunk controiler thereby encrypting the

" generated flag; :

means for aliasing the data of each packet received
from said preparing means with the corresponding
flag received from said random generating means;

means for each packet for first selecting the corre-
sponding flag and then the packet for transmission
on the connected trunk; and

each of said plurality of means for decrypting com-
prises means responsive to the receipt of a flag and
packet from the connected trunk for generating a
flag corresponding to the received flag by main-
taining synchronization with the flags being re-
ceived from the conmected trunk to identify the
start of the received packet;

means responsive to the generated flag and the re-
ceived packet for unaliasing the flag from the data
of the packet;

means for receiving the the unaliasing data of each
packet to transfer said unaliased data to the con-
nected trunk controller;

said generating means of said one of said plurality of
decrypting means connected to said second one of

This is the replacement sheet
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decr ans of said first one of said trunk

mean ﬂ' gﬁﬂﬁi ﬂ"&ﬂ"ﬂald reset packet for generating a secoh#
si gnals; ndom generati ng nmeans of said one of said
plurality of encryptlng means of said first one of
controllers conprises nmews responsive

controllers co&gé\péﬁ SHEET

said trunk
to said second reset signal for

initializing said ran- dom gener at i &rg%rreans to generate said initial

flag pattern thereby regaining sync

sai d plurality of decrqud nounkeeostroflers comprises means for detect-

ing the lack of correspandence between said gener-
ated flags and said received flags;

means for transmitting a first reset signal to said pre-
paring means of said one of said plurality of en-
crypting means said second one of said trunk con-
trollers upon detection of said lack of correspon-
dence;

said preparing means of said one of said plurality of
encrypting means of said second one of said trunk
controllers comprise means for assembling a reset
packet for transmission tc said first one of said
trunk controllers via said aliasing means and said
selecting means of said ome of said plurality of
eacrypting means of said second one of said trunk
controllers and said first one of said trunks;

said generating means of said one of said plurality of
decrypting means of said second one of said trunk
controllers comprise means responsive to said lack
of correspondence for initializing said generating
means to generate an initial flag pattern upon re-
ceipt of said reset packet from said first one of said
trunks;

said receiving means of said one of said plurality of
decrypting means of said first one of said trunk
controllers comprise means responsive to said reset
packet for generating a second reset signal; and

said random generating means of said one of said
plurality of encrypting means of said first one of
said trunk controllers comprises means responsive
to said second reser signal for initializing said ran-
dom generating means to generate said initial flag
pattern thersby regaining synchronization with
said one of said plurality of decrypting means of
said second one of said trunk controllers.

9. The apparatus of claim 8 wherein said receiving

means of said one of said plurality of decrypting means
of said second one of said trunk controllers further
comprises means for producing a third reset signal upon
receipt of said first reset signal for a predetermined
period of time; and

ni zation with sai d one of
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sai d second one of said trunk controllers. 9. The appar E@ éﬁ
wher ei-r-sai-d-receiving nmeans of said one of said pIuraIit?kgiA@é@ 'EFHE
neans ond one of said trunk controllers further canprises neans
for p ’ reset signal upon receipt of said first reset signal
for a pr r|od of time; and

- 16 -

said random generating means of said one of said
plurality of encrypting means of said second one of
said trunk controllers comprises means for initial-
izing said random generating means t0 generate
said initial flag pattern thereby regaining synchro-
nization with said one of said plurality of decrypt-
ing means of said second one of said trunk controi-
lers.

10. The apparatus of claim 9 wherexn said preparing
means of said one of said plurality of encrypting means
of said first one of said trunk controllers comprises

~ means responsive to the gencration of a predetermined
number of flags by said generating means of said one of
_Saud plurality of encrypting means of said first one of

said trunk controllers for assembling a restart packet
and producing a user reset signal;
said generating means of said one of said plurality of
encrypting means of said first one of said trunk
controllers responsive to said user reset signal to
generate another sequence of random flags; and

said generating means of said one of said plurality of
decrypting means of said second one of said trunk
controllers responsive to said receipt of said restart
packet to generate said other sequence of random
flags.

11. A method for preventmg the unauthorized detec-
tion of the start and end of packets being transmitted in
a packet switching system for transmission of packets
and flags to separate said packets during transmission
with said packet switching system having packet
switching networks including communication control-
lers and said packet switching networks being intarcon-
nected by communication paths between said networks
and each end of said communications paths terminates
on an individual one of said communication controllers,
said method comprising the steps of:

only encrypting flags separating packets upon trans-

mission of said packets; and said flags; and
decrypting said encrypted flags upon receipt of said
packets and said flags.
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said se * c,m!ﬁ""”"””mal trunk controllers conprises neans for initia

- 17 -

12. The fnethod of claim 11 wherein said decrypting
step comprises the step of synchronizing with said en-
crypted ﬂa.gs

13. The method of claim 12 wheretn said encr+ -ting
step comprises the step of generating a predetermined
flag pattern upon initialization; and

said synchronizing step comprises the step of detect-

ing said predetermined flag pattemn thereby achiev-~
-~ ing flag synchronization.

14. The method of claim 13 wherein said decrypting
step further comprises the steps of detecting the loss of
said flag synchronization; and

initializing said encrypting step in response to the

detection of the loss of said flag synchronization.

15. The method of claim 14 wherein said initializing
step comprises the step of transmitting a predetermmed
packet to said encryptmg step; and

said encrypting step further comprises the step of

restarting to initialize said encrypting step in re-
sponse to said predetermined packet.

16. The method of claim 15 wherein each of said flags
includes a plurality of bytes and said synchronizing step
comprises the step of maintaining synchronization upon
up to a predetermined number of said bytes betng incor-
rect within any particular one of said flags.

17. The method of claim 16 wherein said synchroniz- .
ing step further comprises the step of mainraining syu-
chronization upon up to said predetermined number of
said bytes of said current flag appearing in the data of
the current packet.
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I zi ng salthlng means to generate said initial

a
pattern thereby regai ning synchro- nization with said on&[BtA%@?@\” SHEET
plurality of decrypt- i ng neans of said second one of said trunk
control - | ers. 10. The apparatus of claim9 wherein said preparing

means of said one of said plurality of encrypting neans of said first one
of said trunk controllers conprises medaBs-responsive to the generation of a
predet er mi ned nunber of flags by said generating neans of said one of

A PACKET SWITCHING ARCHITECTURE PROVIDING
ENCRYPTION ACROSS PACKETS

Abstract
Apparatus for preventing the unauthorized detection of the start and end of packets
being communicated within a packet swirching system. The packet switching
system comprises a plurality of packet switching networks that are interconnected
by trunks. Each switching network has a number of trunk controllers with each
terminating one of the trunks interconnecting that network to other networks.
Each controller has an encrypting circuit for only encrypting the flag of each
packet before the packet is transmitted on the connected trunk and a decrypting
circuit for decrypting the flag of each packet received from the connected trunk.
The decrypting circuit on the receiving side of a trunk recovers flag
synchroni;ation with the encrypting circuit on the transmitting side of the trunk by
the exchange of special packets. Each flag comprises a plurality of bytes. The
decrypting circuit can automatically adjust for a predefined number of errors in the
flag bytes or a predefined number of flag bytes appearing in the data of a packet.

FIGURE 3 .
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said-plurality of encrypting nmeans of said first one of said en ET
controllers for assenbling a restart packet and producing égEgLéW&%FHE

si gnal ; sai d generating neans of said one of said :plurality of
encrypting nmeans of said first one of said trunk controllers responsive
to said user reset signal to generate anot her sequence of random fl ags;
and sai d_generatt ng- neans -9f said one of sgi-d-.pkurality -off decrypting
means of shi dJdsecond one of Td Orupk controlTers responsive o said
: cr AEt e e T = L
recei pt of|{&aj d-restart T Z 2
. L: " :
X
s z 2 3| |6
@ -
3 = 2 |3
<3 FOUUOURUI o I z |8
= =
N T ' S CEEREERE PP
pul ' ne ’
Q & 4 & 4 4 ¢ 3 4 ¢ o w * ¢ 9 o o s c a & a
— i - — ]
g — Q
(=)
s e:\ a N
~N
- o ® & &a a 4 % 4 &« & 9 & s e o -
- — \’_.-/
b
4
i \ =
KN -
. — ©
T © ~ -
i e T ~ < T N\
1|2 SE o AN & it
28lad| << | = — | =% =43
'-m = 4 ma ~ N - mm mo
6 |jgeL=Jo N &
O T - -
n ol ~ N [e4
I By Q 1 .o Fo 4 N
N DN A E‘.ﬂ o O
N W — p—
2= 3 &
2] - - ®
N —
~ o 0 ® @ & 5 5 & 56 0 9 s v o
\h—"(l— S ,l—r-\
t R X4 — I
Lt 'S = o §':g
g - - -
24 (3) \Q (3) =
Q ¢t v eeecacoe Q
< o < 6
[
u N )
o - — o
- - = b2, - o
L w
™ wgl |0zl a ng (ng o
y W WD St 5 (Y- Y 3
w <L\ w
Q o o
S °Z| 2% g | %22 22 S
S J J - J - 43
- —— — &
o zq e
- x @ 47 o o4 o4
51..| 5 5 51..15]..|5
h LR ] P 4 & & & & ® ¥ v 2 o F—. nnnnn F v - h - e ’-
n n c/ 0 ) D/ ‘S v r
§cﬂee'i 3 b 3 3 =IO a

This is the replacemen

31-3!—‘9%

z

Date:



packet t‘o generate said other sequence of random flags. eaATesHEEd
for preventing the unauthorized detec- tion of the start anBE%ﬁ%:%“{t‘packets

being transmtted in a packet switching systemfor transm ssion of packets
and flags to separate said packets during transm ssion with said packet
swi tching system havi ng packet sw tching networks including conmuni cation

control - lers and said packet sw tching networks being intercon- nected by
comuni cati on pat hs between said networks
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of said communication controllers,
only encrypting flags separating packets upon trans-
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13. The nethod of claim 12

and

12.,The‘nethod of claim 11 wherein said decrypting step CHEMRACERENTISHESTep
crypted fl ags.

of synchronizing with said en-
wherein said encrypting step conprises the step of generating a

predeterm ned flag pattern upon initialization;
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said- synchron|2|ng step conprises the step of detect- sai e
predeterm ned flag pattern thereby achiev- ing flag sRﬁBhﬁQﬁ&é&ﬁ% gy
14. The method of claim 13 wherein said decrypting step further conprises
the steps of detecting the loss of said flag synchroni zation; and
initializing said encrypting step in response to the detection of the
|l oss of said flag synchronization. 15 The nmet hod of claim 14 wherein
said initializing step conprises the step of transmtting a predeternined
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packet to said encrypting step; and said encrypting step r ~
conprises the step of restarting to initialize said enE&éL@&ﬁ@H¥E§%E¢%
re- sponse to said predeterm ned packet. 16. The nmethod of claim 15
wherein each of said flags includes a plurality of bytes and said
synchroni zing step conprises the step of maintaining synchronization upon
up to a predeterm ned nunber of said by%es being incor- rect within any
particul ar one of said flags. 17. The ‘mét hod of claim 16 wherein said
synchroni z-
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