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* r r WD 2005/033916 PCT/ US2004/ 032457 Method and
Wﬁ%ﬁ%‘mmr Trusted Keyboard Scanning Field of _
nvent 1 on'5 [0001] The field of invention rel atRésI/US2004/032457
generally to trusted conputer platforns; and, nore
specifically, to a nethod and apparatus for trusted
keyboar Metivathnndgdpp&atig Fortrystéd Neyboasd Stanning
operating systenms (OS) and platforns are a relatively
new 10 concept. In first generation platforns, a
trusted (trusted) environnment is created where
applications can run trustedly and tanper-free. The

Fig éf'lrlintv%n{ia created through changes in the processor,
#ps-etﬁ-n-g software to create an environnment that = -
not_be.seen. by other applications (nenory regions -
[odfi prﬂ?@eﬁé&g inyeatiop Riaes generaiy de Bustrdigorppeigs platforms;
execution flow cannot be altered). Second 15 _
angeforaspesiicallys ted nethotlemdsappgratusdot trusteeldeybaand ssanning.
and input/output units. Trusted graphics would allow -

for the OS to display nessages to the end user that
cannot be tanpered with, and trusted I/0O would all ow

Backgrésiygt r okes and nouse novenents to be entered in a
trusted fashion. 20 [0003] In desktop platforns,

W“k"ézéiéﬁf“f@ﬁf Ebé%*??zfﬁ’}st%%?gﬁg@ibw?fﬂﬁ e -E??ﬁ'y?@/;ew |
cookfin FESRthe e PREOHR Adrster nilsdhaiviropeTiss created

will need to be certified by one or nore third party
whgtraRRlisations can run trustedly and tamper-free. The security is created

through changes in the proceésor, chipset, and software to cre.ate an environment '
that cannot be seen by other applications (memory regions are protected)' and’
cannot be tampered with {(code execution ﬂow cannot be altered). Second
generation trusted platforms may add trusted graphics and input/output units.
Trusted graphicé would allow for the OS to display messages to the end user that
cannot be tampered with‘,' and trusted I/0 would allow for keystrokes and mbuse

movements to be entered in a trusted fashion.

[0003]in desktop platforms, trusted keystrokes will be entered on an external
keyboard. In an environment supporting trusted /0, the keyboard will need to be |

certified as a trusted input device, and the hardware and firmware design will need

- to be certified by one or more third party agencies.
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f WO 21105/ 033916 PCT/ US2004/ 032457 [0004] In nobile .

-atf.or. an enbedded controller, comonly referred
\prBJ’ﬂ)gﬁﬁ keyboard control ler, currently suppBF?@JSF‘H’é/“ﬂ“"'

integrated keyboard. The keyboard controller is .
res?on3|ble for scanning the matri x keyboard by

output lines in a sequential fashion to the keyboard 5

keyioara coBirolldre qurreatly sepprakinaNAdePatedNeyBDarl. The keafboard

gener al - pur pose input lines, the keyboard control

ccﬁﬁfbll@ﬂsel‘éspbﬁ!ﬂé Fd?%%anHﬂé%é fig lkéﬁb{’%mégy édlcglty grlvmg a

t od ay are sent to the TOU

TR NI A

ﬁ-ﬁ bgge 10 [0005] I n addition to this, there are
maik By <8R eadinodackanoghas asnies ebgieneralavispdse input lines, the
controllers from being deenmed trusted. These devices

keybrewl eontseliss caarriacikeybiralds. dheorifinatetgdaese kéiﬂrokes today
enbedded controller to performduties such as ther

- aremeaytnthe sysb@;mnrcﬂlﬁﬂﬁeqe’gédyolkeyb@@%lrﬂgrfe&e QE fsaéo&)%cted that

ACPl - interfacing, all whi'ch i s unrel ated

thiseesrRee i Mot Bk- debﬂ?eoofrﬁét%mﬁ a%fuddbd ebUirc?nrb%gF

unrel at ed code nay not € requi rement
trusted 1/0O device. '} Figures [0006] One or nore
enbodi nents are illustrated by way of exanple, and not

i tatian, .in the Fi ures of, t he accaonpanyi ng
W‘%‘?iﬂﬂ% 4iich o dhis cthess [fw@fy isfusiss which nay-Ressekmabile
steminplenenting a chipset in accordance with one
drraittrollers from being deemed trusted. These devices contain large

- amounts of OEM-specific code in the embedded controller to perform duties such

as thermal management, power plane control, docking interfaces, ACPI

interfacing, all of which is unrelated to keyboard control. The presence of all this

‘unrelated code may not meet the requirements of a trusted /O device.

Figures

[0006] One or more embodiments are illustrated by way of example, and not

hmltatlon in the Figures of the accompanying drawings, in which

[0007] Figure 1 illustrates a system implementing a chipset in accordance with.
one embodim_ent;

[0008] Figure 2 is a flow diagram describing the processes of providi'hg a

trusted keyboard scanning in accordance with one embodiment; and

banekile ga}atfqrmsn gn@mhssidesscarfirajieneommpuiypeserred to as the ‘
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+ [0008] Figure 2 is a flow diagram describing the

\gr-oce_sses of providing a trusted keyboard scanning in
O0RIHATE with one embodiment: and 2 WO 2005/ FEIYHB004/032457
PCT/ US2004/ 032457 [0009] Figure 3 illustrates a . .
system i npl ementing a trusted keyboard scanni ng '
[0 ei Fighee Rdiustrates 3 susicengnplenientipgavirdedddeyboard scanning
chi pset conponent, in accordance wi th one enbodi nent; ‘
whedeih U0d BeyFogdrstah drlding Iy Blovicdl G BIehIPIBbAFRMENGn
a trusted keyboard scanning 5 wherein the keyboard: -
a6eRTaRBIWIR orfe BBYURENtOAng Ch! PSet component, ' n.
aile

accordance with an alterhatrive enbodi nent.
rigty ) A et hod, and apparat us, f or N

[dsag‘c- reﬁbéj?/ ééﬁ%&tgﬁéﬁl%l ‘WS&?"Q IpleeRig a irHSnglnléeyboard scanning

EnbodineRt, a Eeyboard_(KB) scanni ng engi ne scans out
whElRl (e keyherrdiggan enginads exidedra ashipsatisompenentin

in lines and detects key depressions on the keyboard.
acfpsdance withransalisinatideembodirk@nisends a key code,

corresponding to the key depression, through a

trusted internal bus interface. Wien the systemis 15

not in a trusted node, the KB scan engi ne sends the
Déﬁﬁkﬁ{g@géﬁéﬁggh-a | egacy interface to be processed

y an onboard Keyboard controller. In one enbodi nent,
the KB scan engine is integrated on a I/O hub

controller. [0012]In the foll ow ng description,
20 However,

roys specific details are set forth, \ .
OPYT < Rmethiof o arparatusdetisreiedeRgaBksGamaing tSedescribed. In
- Wi t hout these '
one embodiment, a keyboard (KB) scanning engine scans out a value to the KB.

The KB scan engine reads the scan in lines and detects key depressions on the
keyboard. When in a trusted mode, the KB sends a key code, corresponding to
the key depression, through a tfusted intefnal bus interface. When the system is
not in a trusted mode, the KB scan engine sends the key code through a legacy
interface to be précessed by an onboard keyboard controller. In one embodiment,

the KB scan engine is integrated on a I/O hub controller.

[0012]In the following description, numerous specific details are set forth.

- However, it is understood that embodiments may be practiced without these

specific details. In other instances, well-known circuits, structures and techniques

have not been shown in detail in order not o obscure the understanding of this

- description.
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specific details. In other instances, well-known

ci.rcuits, structures and techni ques have not been _
WA 8etai | in order not to obscure the  PCT/US2004/632457
understandi ng of this description. 3 WD 2005/033916

PCT/ US2004/ 032457 [0013] Ref erence t hroughout this

- [ogdejRéfecartdenthrdugticutehie epedificatior! tooforieaembenimdntteant4n

indicate that a particular feature, structure, or

erfBRHRRIA inthdco tHAGE bhRIr fe AR QG IcRIT Sl bf Bhé.l%tensnc o

nmbodi ment" 1s included in at | east one en’oowren

B HeBPRATB FioinoBa &t il s
o Bpdiant st oS SRRESTERBERIPE I RSPE HBrafs embodment or i

particul ar features, structures, or characteristics

 amaphesimentimyariovs alages @hwbh@umwemﬁpaim aie n@tn”r@essarlly

enbodi nents. zr 10 [0014] Typically, in order for a

albefercingtio the sdeeretbbdinséred, Furthermops diverizaticaar fealstes,

be nade available to third parties for review and

stRRitlek] élaéhé%%cte‘?'ﬁstlés neRbé cOMmbirddy lﬁ amﬁ suufalﬂ@?hérﬂ{érﬁin oneor

to simplify the inplengntation such

n can be certified in an ea3|er f ashi on.
m??%ﬁ@@ﬁéﬁ%ne enbodi nent, as described herein, the
trusted keyboard scan engine could be integrated in

chi pset In one enbodinent in Figure 1, the chipset

i ncludes a nenory control -hub (I\/CH) 110. The MCH
[Ogié]T,y@callﬁcqwgeg fereh@eyice to be deemed trusted, the implementation

_must be made available to third parties for review and certification. As a result of
- this, it is desirable to simplify the implementation such that the _implem'éntation ‘can

‘be certified in an easier fashion.

- [0015]in one embodiment, as described herein, the trusted keyboard scan engine

could be integrated in chipset. In one embodiment in Figure 1, the chipset 107

includes a memory control hub (MCH) 110. The MCH 110 may include a memory

controller 112 that is coupled to a main system memory 115. The MCH 110 may

also include a graphics interface 113 coupled to a graphics controller 130, The

MCH would also include an interface with the central processing unit (CF’U) 102

- via bus 105.

[0016]In one embodimient, the MCH is interconnected to an input/output control
hub (ICH) 140 via a hub interface. The ICH 140 provides an interface to

input/output (1/0) devices within the computer system 100. The ICH 140 may' be
4 .
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controller 112 that is coupled to a main system nmenory

115. The MCH 110 nmay al so include a graphics. _
WO RWAMRYE 113 coupl ed to a graphics control | er PABES2004/032457
The 20 MCH woul d al so include an interface with the -
central processing unit (CPU) 102 via bus 105.

coded & brParpmesabTsihpendnt IhRScOmddt %chttﬁfsﬁmm Qﬁbﬁi@ﬂgJ

an input/output control hub (ICH) via a hub

| corhAfplidRR: WITI}F ?ie /uﬁlféréﬂs%&hoé’é Qﬁ%uaﬂ) ?{5\}1&5 VEG) %n‘ﬂoa a%k drive

I nput / out put evices wthin e conputer-

el 2005/ 033
15%&?} HAbps7ba2t iﬁ@ﬁﬁkﬁ&n&a@m ZPEEIRR s t&éhBEPﬁ’é‘?ﬁs an
t erconpect (PCl us_142, providing conmunication _

intg aae teer Phih bug) 14 M&%@l hfidaedi6 Rﬂ@‘&'ﬂ@%ﬂ@am hetween the

disk drive 1.55. In such a case, the ICH 140. i ncl udes
CPb 12 anhdipeégiphers deliges.pr ovi des an interface to a PC

bus 142. The PCl bridge 146 provides a data path

between the 5 CPU 102 and peri pheral devices. -

[0017] I n one enbodi nent, as described herein, the KB

 [0037RA o%%géxﬂﬁod%érﬂtﬁs%@écﬁ%e El?PtH&HB%cén%ogﬁﬁé RSfhegrated

a result of providing the scan engi ne

C

on *rh?J.Cem@a*fﬁé Bt PG ey CRPT \f‘ﬁﬂgégﬁ%ﬂ% & Riaigep the 1CH,
reveal specifi¢ code in their board controll er,

the jogig of g?%gﬁ nms%hﬁsrevaew@dm daird agy mathJgas gf a
be provided on chipsets other than a chipset that

negdrie| rgweal GEM-apeciicspdainibelteybosst centeatier e In aliermnicve
scan - engi ne could be provided on one of a variety of

embddirients,dbe B btar sngiha caditi bé provided on chipsets other than a

. chipset that includes MCH and ICH components. For example, the KB scan

engine could be provided on one of a variety of /O hub controllers. In addition, in
alternative embodiments, the KB scan engine could be implemented on

alternative hardware or embedded firmware mechanisms.

[0018]Figure 2 is a flow diagram describjrig the processes of providing a trusted
keyboard scanning in accordance with one embodiment. Thre flow diagram of
Figure 2, is described with reference to the system illustrated in Figure 3, which
illustrates one embodiment of trusted keyboard scanning wherein the KB scan

engine is provided on the ICH.

[0019]As illustrated Figure 3, the ICH 140 integrates a keyboard' scan engine 302

that include a kéyscan algorithm. In process 202, the ICH periodically initiates the

keyscan process {e.g., every 5 ms). The scan out lines are normally driven to a
s .
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alternative enbodi nents, the KB scan engi ne coul d be
i npl emrented on 15 alternat|ve har dwar e or enbedded

© WQ H833816rechani sns. [0018] Figure 2 is a flow BERGSHN032457

describing the processes of providing a trusted
keyboard scanning in accordance wi th one enbodi nent.

- highhgoditahvord)agateminbnefirgbodinRnt, the deyscam ptodédsinvolves dnvmg

reference to the systemlllustrated in Figure 3, which

eadh of e SEARIRSs %@ﬁﬁ@&%@ﬂ%ne‘ﬁoléﬁngsth@ GikEY AR Q)glcakly high.

scanni ng wherein t scan enginé iIs provided

l.ustrat th
Thisegiae i R SR i T A B rh%*%ﬁnﬂe§tﬁ§n=h%m&a€to fhe
. keyscan, al rocess 202 the ICH
highGeE Saniteeit bt rflﬂtﬁwa@y tRUSCaDIGspsEen MAbeesede g |
every 5 ns). The scan out lines are normally driven to -
a 5 WD 2005/ 033916 PCT/ US2004/ 032457 hi gh (I ogi cal '
one) state. In one enbodi nent, the keyscan process _
[0020]n preseds P04 e keplodardfschhergien302 nesds il #rf $6681 M lines. If
I'ow, while holding the other lines logically high. _

! ang BF thePinPEe fifed SreBRE d@drlééélgn 3 48lcRtdd. OJ&p P?ne KB scan

owest significant bit hi ghest signi

ondh g G e DR T b g

reads the scan in li of the .input |'ines
(aeiigehing KBSt pndlasi R vegisterm Ry 48y asrlbeind Mrreesect
scan engine 302 detects that a key has been depressed
for several scan intervals (debounce), the KB scan:
engi ne 302 registers the key as bei ng depressed.
[0021]in process 206, the KB scan engine 302 performs a lookup into a keyscan

. random access memory (RAM) (not.shown) using the scan out and scan in values

as a row/column index, and reads from the RAM the keycode of the depressed -

key.

[0022]In process 208, it is determined whether the system 100 is in trustéd, mode.
In one embodiment, the OS is responsible for initiating the entry into the trusted
mode. In one embodiment, the entry into the trusted mode is conveyed and

stored in the chipset. Alternative procedures for entering and indicating entry into

trusted mode, may be used.

[0023]if the system 100 has entered trusted mode, in process 210 the keycode

corresponding to the depreséed keystrokes is sent through an internal trusted bus

“interface 308 (e.g., a trusted Universal Serial Bus (USB)). The key code

information flows through internal channels in the chipset and are mapped to
_ p . o
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10 [0021]In process 206, the KB scan engi ne 302

erforns a | ookup into a keyscan random access nenory
‘?Mﬂ)ﬁ“"@ﬁ’b‘(‘ shown) using the scan out and scan iRE€T/US2004/032457
values as a row colum index, and reads fromthe RAM

the keycode of the depressed key. 15 [0022]In process

mersry interiacese techihat theyhedrnbe protectedsviarthd @fermery protection

trusted node. In one enbodinent, the OS is

Mm@ PR IdT itike rastedthbdat i ng the entry into the trusted
node. I n one enbodi nent, the entry into the trusted

nmode is conveyed and stored in the chipset.
Al ternative procedures for entering and indicating

: into, 20 trus
(oGiRle Bdterd s HASa EPBa ustEE) BRCRvbToPRSH 230 48 keycode
210 the keycode corresponding to the depressed
cogeyeendirgdoithe depressed kaysirele isseat out adegraydotastase 310 (e.g.,
~interface 308 (e.g., a trusted Universal Serial Bus '

a RE&2BYY be Proctsseddndibe2intioard kepbdard ddntratiet B12ughan alternatave
~internal channels in the chipset and are mapped to 6 :

emMOdRBRL, ARS RdPodticTédhd R AP 44 By stei® M?a"rbégbmeﬁftflﬁt@%ce (SMi) -
such t hat they can be protected via the nenory

forﬁ%@é@f{fré@ oﬁﬁﬁgt%@zggw’dezrﬁ%@l LHEG %h%f’ gn erﬁt?@c?u@d éontroiler

stemis in non uste
212 the keycode

[0025]Figure 4 illustrates a system in accordanee with an alternative
embodiment. In particular, Figure 4 illustrates a system 100 using an external
hardware component 402 to provide port expansion for the ICH 140. In the
embodiment illustrated, using a separate component to provide the input/output
expansion may reduce the input/output requirements of the ICH 140. In this case,

the 1CH 140 still implements the KB scan engine and provides the trusted

~interface, but may require less pins on the package to support the trusted

keyboard scanning.

[0026]The processes described above can be stored in the memory of a computer
system as a set of instructions to be executed. In addition, the instructions to

perform the processes described above could alternatively be stored on other

- forms of machine-readable media, including magnetic and optical disks. For

example, the processes described could be stored on machine-readable media,
such as magnetic disks or optical disks, which are accessible via a disk drive (or

computer-readable medium drive). Further, the instructions can be downloaded
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5 corresponding to the depressed keystroke is sent out

a_l e‘%acg%i nterface 310 (e.g., a PS/2) to be processed )
W) W83 Hboar d keyboard controller 312. In an PCT/US2004/032457

alternative enbodinent, the keycode could be sent to
. System Managenent Interface (SM) for |egacy free

Infor ROIEInG G viceydiss eddatimneivoidning fomsuof compitdd ddd dinked

controller. 10 [0025]Figure 4 illustrates a systemin
vegigionr dance with an alternative enbodi nent. In- '
particular, Figure 4 illustrates a system 100 using an

external hardware conponent 402 to provide port
expansion for the ICH 140. In the enbodi nment

OB 54 DRI RGN o AREBREL SRS coui
o AR Rty T o BB g e ucn s

.the trusted interface, but may require | ess pins on
disgretegaandiuges compappbistas lege-soaledategkatpioziratits (hBHS)g.
[ 0026] The processes described above can be stored in
appheatimswepgcifaf integrataultisruits ZB.SHQ's), dimbgare swh & electrically
instructions to be executed. In addition, the

eragubilé peddrammaie résd-oRlyinehforP (BEPRRSHISICaRE ri@él?&iﬁt{cal,

could alternatively pe stored” on other ‘forns or I
=R A o g Y 0 R0 b i Y, Hifrea
. , i ne:r eadabl di a, h i
sl Sy R PRk SE™ i ch are accessible via a

di sk drive (or 25 conputer-readabl e nediumdrive).
Further, the instructions can be downl coaded . 7 WO

2005/ 033916 PCT/ US2004/ 032457

- [0028] In the foregoing specification, the invention has been described with

reference to specific exemplary embodiments thereof. It will, however, be evident

that various modifications and changes may be made thereto without departing

from the broader spirit and scope of the invention as set forth in the appended
claims. The specification and drawings are, accordingly, o be regarded in an

illustrative rather than a restrictive sense.



into a conputing device over a data network in a form
of conpiled and |inked version. [0027] Alternatively,
the logic to performthe processes as discussed above
could 5 be inplenmented in additional conputer and/or
machi ne readabl e nmedi a, such as discrete hardware
conponents as large-scale integrated circuits (LSI's),
application-specific integrated circuits (ASIC s),
Claimfsi rmnvar e such as electrically erasable progranmabl e
read-only nmenory (EEPROM s); and electrical, optical,
atoust Acadthed domiphieingf or ns of propagated signals
(e.g., carrier waves, infrared 10 signals, digital
sh gegbhSard&icin engilelnteyPd8lonl A\chipsetliftian®d A%eyscan process;
speci fication, the invention has been described with

idd | her eof .
{ﬁe\?\f@ﬁ%ﬁﬁ&aﬂ%ﬂé&e@é@g%%{«h idient s thereo

owever,” be evi al vari ous

(A 73 Bl AR FPARRGR 8P et oA RG] PRifey

cepreb AT AR 8 B s LB 2B SR G (o
o T B e e Lhon @, Fest i ve

scan engine integrated on a chipset initiating a
keyscan process; the keyboard scan engi ne detecting a
key depression; when in a trusted node, transmtting a
kdy cole methadesfpbaidi hovheretrhibekeysted internal bus interface is a

trusted Universal Serial Bus (USB) interface.
3. The method of claim 1, further including:
when in the non-trusted mode, sending the key code through an interface to be

processed by an onboard keyboard controller.

4, The method of claim 3, wherein, in the not-trusted mode, the key code is

transmitted to the onboard keyboard controlier via a PS/2 interface.

5. The method of claim 1, wherein the keyboard scan engine is integrated on

an /0 hub controller of the chipset.

6. The rhethod of claim 5, wherein the /O hub controller includes a port

- expander interfacing with a keyboard.




depression, through a trusted internal bus interface
and transmtting the key code through a |egacy
interface when in a non-trusted node. 2. The net hod of
claim1l1l, wherein the trusted internal bus interface is
a trusted Universal Serial Bus (USB) interface. 3.
The nmethod of claim 1, further including: when in the
non-trusted node, sending the key code through an
interface to be processed by an onboard keyboard
controller. 4. The nmethod of claim3, wherein, in the
n@t - t r Thé eskthod ef claime Skepecsd ¢the keyHoaadhscan eeging dmpleenents a
onboard keyboard controller via a PS/2 interface. 5.

keysaﬂea@EMHﬁﬁ of claim1l, wherein the keyboard scan
engine is integrated on an 1/0O hub controller of the
chipset. 6. The nethod of claim5, wherein the I/O hub
controller includes a port expander interfacing with
a8keybggﬁguﬂﬁc&m F&ﬁgnethod of claimb5, wherein the
keyboar scan en I'ne”inpl ements a key scan algorithm

em.co a central processing unit; a
n%ﬁ%PJXQ%DPGQ% ! ikeyboard scan engi ne integrated on
t he keyboard scan engine to initiate a

%_gset
k@% AV E8E, detect a key depression, and, when in

a trusted node,
a keyboard scan engine integrated on a chipset, the keyboard scan engine to

initiate a keyscan process, detect a key depression, and, when in a trusted mode,
transmit a key code, corresponding to the key depression, through a trusted internal bus
interface and transmitting the key code through a legacy interface when in a non-trusted

mode.

9. The system of claim 8, wherein the trusted internal bus interface is a

trusted Universal Serial Bus (USB) interface.
10.  The system of claim 8, further including:
when in the non-trusted mode, the key code is transmitted through an interface to

be processed by an onboard keyboard controller.

11.  The system of claim 10, wherein, in the not-trusted mode, the key code is

transmitted to the onboard keyboard controller via a PS/2 interface.

10



transmt a key code, corresponding to the key
depression, through a trusted internal bus interface
and transmtting the key code through a | egacy
interface when in a non-trusted node. 9. The system
of claim8, wherein the trusted internal bus interface
is a trusted Universal Serial Bus (USB) interface.
10. The systemof claim@8, further including: when in
t H8. nomhe systeadoihaldie) 81 Wheiledytheddybbard semsergine i integrated on
through an interface to be processed by an onboard

an |/xbyb cantlolteyrif thed tlipsetll. The system of cl ai m 10,
wherein, in the not-trusted node, the key code is
transmtted to the onboard keyboard controller via a
PS/2 interface. 10 12. The systemof claim38, wherein

ths, kem@epgeﬁ\cmlaﬂgn@%héelm@qr@hag cBAtro C+é:6héy5 port

control ler of the chipset. 13. The system o aim1

e’(pa'ﬁﬁﬁ gﬁa{;, withQ pgﬁo&qatrol | er includes a port

terfac g Wwth a keyboard. 14. The system
of claim 12, wherein the keyboard scan engi ne
i mpl enents a key scan algorithm 15. A

_rrﬁéhi Eﬁ%rea abl e ,\m&ﬁ?w &%?&gﬁ%rtghsgéggegggﬁ%pie%ents .

perform a met hod corrprl sing: a keyboard scan engi ne
keysm%gpam on a chipset initiating a keyscan process;
t he keyboard scan engi ne detecting a key depression;

15. A machine-readable medium having stored thereon a set of instructions,
thich when executed by a processor, perform a method comprising:

a keyboard scan engine integrated on a chipset initiating a keyscan process;

the keyboard scan engine detecting a key depression;

when in a trusted mode, transmitting a key code, corresponding to the key
depression, through a trusted internal bus interface and transmitting the key code

through a legacy interface when in a non-trusted mode.

16. The machine-readable medium of claim 15, wherein the trusted internal

bus interface is a trusted Universal Serial Bus (USB) interface.
17.  The machine-readable medium of claim 15, further including:

when in the non-trusted mode, sending the key code through an interface to be

processed by an onboard keyboard controller.

11




when in a trusted node, transmtting a key code,
corresponding to the key depression, through a
trusted internal bus interface and transmtting the
key code through a |egacy interface when in a
non-trusted node. 16. - The machi ne-readabl e nmedi um of
claim 15, wherein the trusted internal bus interface
is a trusted Universal Serial Bus (USB) interface. 17.
The machi ne-readabl e nedi um of cl aim 15, further

i ncluding: when in the non-trusted node, sending the

ké§. cotlee niachirghremaablet rmefiaceoft daibe 17 pwleereds @l tHeyna@trtrusted
onboard keyboard controller. 11 18. The

modelarhkelecdRaAigalineniitst tiheforbbatdkdyboardebistrdlier vih 4 PS/2
not-trusted node, the key code is transnmitted to the

interfadpoar d keyboard controller via a PS/2 interface. 19.
The machi ne-readabl e medi um of claim 15, wherein the
keyboard scan engine is integrated on an I/O hub
controller of the chipset. 20. The machi ne-readabl e

[ | ai 9 Iy ./ O L]
"l Rl R el et O 8B ey soan
ensind R aREEah S5 RUB ReTRr BREidld ey e "
algorithm 22. A systemconprising: a central
processing unit; a menory unit;

20. The machine-readable medium of claim 19, wherein the /O hub controlier

‘includes a port expander interfacing with a keyboard.

21.  The machine-readable medium of claim 19, wherein the keyboard scan

engine implements a key scan algorithm.

22. A system comprising:

a central processing unit;

a memory unit;

a graphics controller; and

a keyboard scan engine integrated on a chipsef, the keyboard scan engine to
initiate a keyscan process, detect a key depression, and, when in a trusted mode,
transmit a key code, corresponding td the key depression, through a trusted internal bus
interface and transmitting the key code through a legacy interface when in a non-trusted

mode.
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a graphics controller; and a keyboard scan engi ne
integrated on a chipset, the keyboard scan engine to
initiate a keyscan process, detect a key depression,
and, when in a trusted node, transmt a key code,
corresponding to the key depression, through a trusted
internal bus interface and transmtting the key code
through a I egacy interface when in a non-trusted

node. 12 23. The system of claim 22, wherein the
trusted internal bus interface is a trusted Universa

Sagi al TResysldnBdf tlainer apkeretfithe FR&stEY Bt@MabbuLintdrifice is a
22, further including: when in the non-trusted node,

trustdd'@nik8dsaf SeRal Bud AW ThidrR@e! hrough an interface to
be processed by an onboard keyboard controller. 25.

The system of claim 24, wherein, in the not-trusted
node, the key code is transmtted to the onboard

kegyb . Vi 2 i  f . 26. Th
ot o e SOREREbL B 22 b et BBl oar a scan engi ne
cRBEdt IS uslecBonsnthe key & sttt Wongh andpterface to
hub controller includes a port expander interfacing
be progesged byanpeppeard kgyboard controller.

25.  The system of claim 24, wherein, in the not-trusted mode, the key code is

transmitted to the onboard keyboard controller via a PS/2 interface.

26.  The system of claim 22, wherein the keyboard scan engine is integrated

on an /O hub controller of the chipset.

27.  The system of claim 26, wherein the I/O hub controller includes a port

expander interfacing with a keyboard.
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