- 1 - Name of Document DESCRIPTION Title of the Invention
COMMUNICATION SYSTEM AND COMMUNICATION METHOD
Technical Field [0001] The present invention relates to communication
systems and communication methods, devices, information processing
apparatuses and methods, programs, and recording media. Particularly,
the present invention relates to a communication system and
communication method, a device, an information processing apparatus
and method, a program, and a recording medium with which
communication can be performed security and very conveniently by a

Namgirg@leé:cggggg&aéion. Eg}ﬂ%ﬁrt [0002] As systems that perform
near field communication, for example, IC (Integrated Circuit) systems

Tit 8ke widely. knowhedr ap:C card system;arieaderwriterforms uhat is
called an RF (Radio Frequency) field (magnetic field) by generating an

CoMglaciohidghetisBialel Then, when an IC card comes close to the
reader/writer, the IC card receives supply of electric power by

Tec@lectidmagrietic induction and performs data transmission with the

EOO[)eﬁderlwriter. [0003] In the IC card system, if a plurality of IC cards come

The present invention relates to communication systems
and communication methods, devices, information processing
apparatuses and methods, programs, and recording media.
Particularly, the present inventicn relates to a
communication system and communication method, a device, an
information processing apparatus and method, a program, and
a recording medium with which communication can be performed
security and very convenlently by a simple configuration.
Background Art
[0002]

As systems that perform near field communication, for
example, IC (Integrated Circuit) systems are widely known.
In an IC card system, a reader/writer forms what is called
an RF (Radio Freguency) field {(magnetic field) by generating
an electromagnetic wave. Then, when an IC card comes close
to the reader/writer, the IC card receives supply of
electric power by electromagnetic induction and performs
data transmission with the reader/writer.

(00037

In the IC card system, 1f a plurality of IC cards come



- 2 close to one reader/writer, the reader/writer has to identify each of the
plurality of IC cards, specify a counterparty of communication, and
perform communication. [0004] As a method for identifying a plurality of
IC cards, a method in which IDs as unique identification numbers are
assigned to the IC cards and the IDs are reported from the IC cards to a
reader/writer has been proposed. If unique IDs are assigned to the IC
cards as described above, IDs do_net coincide among IC cards. [0005]
Furthermore, a method in which a random number is generated and the
random number is temporarily used as an own ID in an IC card has been

c10RIonosed, When random numper }?ef%ésgea%)xﬂf?é}ggguw Rossibly

occur that the same random number is used as an ID in a plurality of IC
idegardsy ladbis caserif @ readed/writey sendselata tosthe 16, the mjurality of

IC cards respond simultaneously to cause interference (collision), so that
coutheereaget/Writdr isanotualiowstitornoravallyobtdin aresponse froat therl C
_ . _cards. [0006] A proposal has been made to accurately identify each of a
LOOSI%}rality of counterparties of communications and prevent receiving

A O PR PR o,
method in which IDs as unigque identification numbers are
assigned to the IC cards and the IDs are reported from the
IC cards to a reader/writer has been propcsed. If unique
IDs are assigned to the IC cards as described above, IDs do
not coincide among IC cards.

(0005}

Furthermore, a method in which a random number is
generated and the random number i1s temporarily used as an
own ID in an IC card has been proposed. When random numbers
are used as IDs, 1t could possibly occur that the same
random number 1s used as an ID in a plurality of IC cards.
In this case, if a reader/writer sends data to the ID, the
plurality of IC cards respond simultaneously to cause
interference (collision), s¢ that the reader/writer is not
allowed teo normally obtain a response from the IC cards.
(0006}

A proposal has been made to accurately identify each of
a plurality of counterparties of communications and prevent
receiving responses simultaneously from two or more

counterparties of communications while preventing such a



- 3 situation (e.g., refer to Patent Document 1). [Patent Document 1]
Japanese Patent No. 3695464 Disclosure of the Invention Problems to be -
Solved by the Invention [0007] By the way, when one ID is assigned to

one IC card, it is possible to identify the IC card. However, for example,

in a case where it is desired to allow using one IC card for a plurality of
services and to assign IDs individually for the services, the number of IDs
increases, so that it cannot be said that this is an optimal method. [0008]
Furthermore, when IDs are assigned to IC cards, the IDs can be read by
any reader/writer. Thus, for example, if an 1C card is owned, the owner of

s 1t 5oy isddentified on.the, pasis.of e I therent, s gthat problems of

privacy or security, such as the invasion of privacy of the person, have

existed Q0081 SRAEC 18092 NFGIRI:has bean defined as sustandard
in which NFCIP (Near Field Communication - Interface and Protocol)-l is

Dissfamelardized, whichJisagnéthed of identifying IC cards or RFIDs existing
ina ran%gjwhere commupnication with a reader/writer is allowed.

PLORCEBIHING & This StdfFhraY cdifiSorn RERbelHavented without sending
[GO07]

By the way, when one ID is assigned to one IC card, it
is possible to identify the IC card. However, for example,
in a case where it is desired to allow using one IC card for
a plurality of services and to assign IDs individually for
the serviceg, the number of IDs increases, so that it cannct
be said that this is an optimal method.

[0008]

Furthermore, when IDs are assigned to IC cards, the IDs
can be read by any reader/writer. Thus, for example, if an
IC card is owned, the owner of the card is identified on the
basis of the ID thereocf, so that problems of privacy or
security, such as the invasion of privacy of the person,
have existed,.

[0609]

ISO/IECIB092 (NFCIP-1) has been defined as a standard
in which NFCIP (Near Field Communication - Interface and
Protococl)~1 is standardized, which is a method of
identifying IC cards or RFIDs existing in a range where
communication with a reader/writer is allowed. According to

this standard, collision can be prevented without sending



- 4 IDs unique to IC cards or RFIDs to a reader/writer. [0010] However, in
NFCIP-1, since IDs unique to IC cards or RFIDs are not sent, it is not
possible to identify individual ID cards or RFIDs themselves in this state.
Thus, if it is needed to identify individual IC card or RFIDs, it can be
considered to store IDs unique to IC cards or RFIDs in data areas of chips
and to send the unique IDs to a reader/writer as needed. However,
according to this method, it is needed to send the IDs unique to IC cards
or RFIDs securely by encryption. [0011] The present invention has been
made in view of such as situation described above, and is directed to

1ps 3@ erfming infgtmation cammynication 5«?&5‘&%‘% Andery.
conveniently by a simple configuration. Means for Solving the Problems

[0010012] A communication system according to an aspect of the present
invention is a communication system configured of an information
précessirty apparatisannt a devicecthat performi wommonication rwherein
the information processing apparatus comprises first storage means that

REIERr8d BnEOr niorekeyst pollingSeqtiestyehetating nitts thift
1nq9§08faes a polling ;tequestineluding an idengfier identilying the key: and
if it is needed to identify individual IC card or RFIDs, it
can be ccnsidered to store IDs unigue to IC cards or RFIDs

in data areas of chips and to send the unigque IDs to a
reader/writer as needed. However, according to this method,
it is needed to send the IDs unigue to IC cards or RFIDs
securely by encryption.

(00111

The present Invention has been made in view of such as
situation described above, and is directed to allow
performing information communication securely and very
conveniently by a simple configuration.

Means for Sclving the Proplems
[co12]

A communication system according to an aspect of the
present invention is a communication system configured of an
information precessing apparatus and a device that perform
communication, wherein the information processing apparatus
comprises first storage means that stores one or more keys;
polling-request generating means that generates a polling

request including an identifier identifying the key; and



- 5 obtaining means that reads the key identified by the identifier from the
first storage means, and that decrypts encrypted data by the key to obtain
a random number, the encrypted data being included in a polling
response supplied from the device in response to the polling request; and
wherein the device comprises random-number generating means that
generates a random number; second storage means that stores one or
more keys; reading means that reads a key corresponding to the identifier
included in the polling request from the second storage means;
encrypting means that encrypts the random number generated by the

. - i b WA i
obt ENdom-ny pog[ gensrating means | &%& keyse thyegegizgag}ge Soling

means; an ling-response generating' means that gener

idefesppnse incluging Wata ot the randemsaumbernencrypiedby theecrypts
encrypting means. [0013] The key may be configured so as to be

encywigbely temified byrefitst identifieband a secondddentifienbthe sedond
identifier being subordinate to the first identifier, and each of the first

SNCLERAGENTEANS A dBEMPERrdde MeaRS MaPbE eoRfigERdTEPyLLed
roftofg,gaghot the figstidenufier, the second identifier, and the key in,, 4
association. {L0014JJDT e p%ﬁlng-request gen%ratlng t%eang may be
whee@figuied device comprises random-number generating means
that generates a random number; second storage means that
stores one or more keys; reading means that reads a key
corresponding to the identifier included in the polling
request from the second storage means; encrypting means that
encrypts the random number generated by the random-number
generating means by the key read by the reading means; and
polling-response generating means that generates the polling
response including data of the random number encrypted by
the encrypting means.
[0013]

The key may be configured so as to be uniquely
identified by a first identifier and a second identifier,
the second identifier being subordinate to the first
identifier, and each of the first storage means and the
second storage means may be configured te store each of the
first identifier, the second identifier, and the key in
association.

[0014]

The polling-reguest generating means may be configured



- 6 to include the first identifier as the identifier in the polling request, the
polling-response generating means may be configured to further include
the second identifier in the polling response, and the obtaining means is
configured to identify the key from the first identifier included in the
polling request and the second identifier included in the polling response
and to read the key from the first storage means. [0015] The device may
be configured to further comprise firsg hash calculating means that
performs a calculation in which a hash function is applied to the random
number generated by the random-number generating means, the

to pﬁwmgassmsef999@@%@?@%@aa/sbetﬁ%nfi%ﬁ@{%i%fmﬂ“%&{ege

a first hash value calculated by the first hash calculating means in

polpeoling respense, anddhe diformation: preesssingapparaiusMayes may
configured to further comprise second hash calculating means that

be ey assaldustationrin ahichhg hagh firiationds appliéd eo thielragvdofm
numper obtained by the obtaining means; and comparing means that

the Binarea S8E5RE Assh YaRie Caic A By S Shedha hashCeRichringd
ro Meanswith the first hash value,inclyded in Tgegef!yg%gsm%é%%l%*\

communication method according to the aspect of the

the pelling request and the second identifier included in
the pelling response and to read the key from the first
storage means.
(00153

The device may be configured to further comprise first
hash calculating means that performs a calculation in which
a hash function is applied to the random number generated by
the random-number generating means, the polling-response
generating means may be configured to further include a
first hash wvalue calculated by the first hash calculating
means in the pclling response, and the information
processing apparatus may be configured to further comprise
second hash calculating means that performs a calculation in
which a hash function is applied to the random number
obtained by the obtaining means; and comparing means that
compares a second hash value calculated by the second hash
calculating means with the first hash value included in the
polling response.

[0016]

A communication method according to the aspect of the



- 7 communication system of the present invention is a communication
method of a communication system configured of an information
processing apparatus and a device that perform communication, wherein
the information processing apparatus comprises the steps of storing one
or more keys; polling-request generating of generating a polling request
in which an identifier identifying the key is included; and obtaining of
reading the key identified by the identifier, and decrypting encrypted data
by the key to obtain a random number, the encrypted data being included
in a polling response supplied from the device in response to the polling

comfRUESk:ANd wherain he deyice com é I5gs e s1eps.of ggnerating a
X :

random number; storing one or more keys; reading a key corresponding

conmt@itieddentifier-dpeldded #¥ the polingreguest-eneryptine the.generaiedt of
random number by the read key; and generating the polling response

an jncluding datnofithe enesypted aapndamtnumberd[0017¢ Whdhe that
communication system and communication method according to the

PeT LepELt SIS Preseht fifventioRT&ach &F botH partids tharparfdtRt Ss1ing

appSQINnICalion Stotes gne.oLmote. Kevs, dataafan. dentfierjndicaying .,

ich’key among the one or More store eys is'to be used is sent

pol0onedo theather, and on=a receiving sida-efsuchdatara gengrated quest
random number is encrypted using the key corresponding to
in which an identifier identifying the key is included; and
obtaining of reading the key identified by the identifier,
and decrypting encrypted data by the key to obtain a random
number, the encrypted data being included in a polling
response supplied from the device in response to the polling
reguest; and wherein the device comprises the steps of
generating a random number; storing one or more keys;
reading a key corresponding to the identifier included in
the polling reguest; encrypting the generated random number
by the read key; and generating the polling response
including data of the encrypted random number.
[0C17]

In the communication system and communication method
according to the aspect of LThe present invention, each of
both parties that perform communication stores one or more
keys, data of an identifier indicating which key among the
one or more stored keys 1s to be used is sent from one to

the other, and on a receiving side of such data, & generated

random number is encrypted using the key corresponding To



- 8 the identifier, and the encrypted random number is returned to the
counterparty from which the data has been sent. [0018] An information
processing apparatus according to an aspect of the present invention is
an information processing apparatus that performs communication with a
device, comprising storage means that stores one or more keys;
polling-request generating means that generates a polling request in
which an identifier identifying the Keyéis_ included; and obtaining means
that reads the key identified by the identifier from the storage means, and
that decrypts encrypted data by the key to obtain a random number, the
encrypted.data being, included in a polling resppnse supplied ,from the
thedé\%i%&ﬁ%é“gprdnsae % t%%l%oﬁfﬁarrggggs . ﬁﬁffé)j)mrh% ey‘er%a"—f/soeretur ned
to eaufiguedso.antohe unigyely, identified by.a first idengifier.and a,second
identifier, the second identifier being subordinate to the first identifier,
 CCaAd the storage means may be configured to store each of the first
identifier, the second identifier, and the key in association. [0020] The
poflihgirebRiest§nerabig Afeahis ay BeecontigtiretC €6 ittt the fist

identifi r%%the identifi%r in the palling request, Ih%golling response may
aSp%gtco%%gure% resen inventliocn 15 an 1n Imacion processing

apparatus that performs communication with a device,
comprising storage means that stores one or more keys:
polling-request generating means that generates a polling
request in which an identifier identifying the key is
included; and cbtaining means that reads the key identified
by the identifier from the storage means, and that decrypts
encrypted data by the key to obtain a random number, the
encrypted data being included in a polling response supplied
from the device in response to the polling request.

[0019]

The key may be configured so as to be uniquely
identified by a first identifier and a second identifier,
the second identifier being subordinate to the first
identifier, and the storage means may be configured to store
each of the first identifier, the second identifier, and the
key in association.

[0020]

The polling-request generating means may be configured

to include the first identifier as the identifier in the

polling reguest, the polling response may be configured to



- 9 further include the second identifier, and the obtaining means may be
configured to identify the key from the first identifier included in the polling
request and the second identifier included in the polling response, and
read the key from the storage means. [0021] Hash calculating means
that performs a calculation in which a hash function is applied to the
random number obtained by the obtaining means, and comparing means
that compares a hash value calculated by the hash calculating means
with a hash value included in the polling response may be further
provided. [0022] A communication method according to the aspect of the
rur{fif2umalion processing apparajus of e present Iyenfion s &, ..
communication method 6f an infarnation procéssing appara%ousatllﬁatl
meaREMAHYS coMmuRicationwith & dewics, : g9mprising & reading ¢opiralling
step of controlling reading of one key from one or more keys stored in
idestordge means] adpdlling-reuestgeheratingsstep of generating apalting
. request in which an identifier identifying the key is included; and an
1degpidining stél sEARRING the P fdentfigd byIReidentifier florrae the
sgprr%%e means lg}n“}:degerecor;itrorll of the reading controlling step, and
decrypting encrypte% data %y%he key to obtain a random number, the

[0021]

key

Hash calculating means that performs a calculation in
which a hash functicn is applied tc the random number
cbtained by the obtaining means, and comparing means that
compares a hash value calculated by the hash calculating
means with a hash value included in the polling response may
be further provided.

[0022]

A communication method according to the aspect of the
information processing apparatus of the present invention is
a communication method of an information processing
apparatus that performs communication with a device,
comprising a reading controlling step of controlling reading
of one key from one or more keys stored in storage means; a
polling-request generating step of generating a polling
request in which an identifier identifying the key is
included; and an obtaining step of reading the key
identified by the identifier from the storage means under
control of the reading controlling step, and decrypting

encrypted data by the key to obtain a random number, the



- 10 encrypted data being included in a polling response supplied from
the device in response to the polling request. [0023] A program according
to the aspect of a computer that controls the information processing
apparatus of the present invention is a program of a computer that
controls an information processing apparatus that performs
communication with a device, comprising a reading controlling step of
controlling reading of one key from gpe or more keys stored in storage
means; a polling-request generating step of generating a polling request
in which an identifier identifying the key is included; and an obtaining step

el 22 the keyidenilied by e identfer o the storagermeans,
thder coritrol of the rga&ng controlling s?ep? andlagcrypﬁﬁg encrypﬁe‘:’cfh ©

frofatanly e ke to abtainsa sandom cnumbeg, the engrypied,data being
included in a polling response supplied from the device in response to the

[00paling request. [0024] A recording medium according to the aspect of a
computer that controls the information processing apparatus of the

préséHt IVEtiohITEs 4 pPogram fetdrdetPtiefest, the G5V8B R €atiBmg
con B.£OMPYEL thal controls an nformation, processing anparatys fhat

peﬁorms comrmunication with " d&vicd 1o exatite ﬁré)ggss? gE %p%%sge“t
inv8d€adingis a2 program of a computer that controls an
information processing apparatus that performs communication
with a device, comprising a reading controlling step of
controlling reading of one key from one or more keyvs stored
in storage means; a polling-request generating step of
generating a polling request in which an identifier
identifying the key is included; and an obtaining step of
reading the key identified by the identifier from the
storage means under control of the reading controlling step,
and decrypting encrypted data by the key to obtain a random
number, the encrypted data being included in a polling
response supplied from the device in response to the polling
reguest.
[0624]

A recording medium according to the aspect of a
computer that controls the information processing apparatus
of the present invention has a program recorded thereon, the
program causing a computer that controls an information
processing apparatus that performs communication with a

device to execute processing comprising a reading



- 11 controlling step of controlling reading of one key from one or more
keys stored in storage means; a polling-request generating step of
generating a polling request in which an identifier identifying the key is
included; and an obtaining step of reading the key identified by the
identifier from the storage means under control of the reading controlling
step, and decrypting encrypted data by the key to obtain a random
number, the encrypted data being included in a polling response supplied
from the device in response to the polling request. [0025] In the
information processing method, communication method, and program
aCC(érc?i{] to the asg ct of thecipresent inventjon, one or more keys are

COngHy ifFSimation o Uriiquet fertRing 8 stored ey i§ ncidd8y fife
or APAUng. request hay i§geg%@}%%w%ga%mmgngeﬂ%M@tbr%aq}@%%

apparatus is performed. [0026] A device according to an aspect of t
genptesenh dnvaniionds agdeniee that pesfopps commuricatiai With afhich an
information processing apparatus, comprising random-number generating
1denfebhsahatigendratesia earidom hambes,; storaged atsarmttiagstoresenaing
or r(%()re keys; reading means that reads a key from the storalge means,

St ehhePkey- EGresponding t5°an SdERter 165 dBtify Ny the ey inditded W8

thep%mggage means under contrel of the reading controlling
step, and decrypting encrypted data by the key to obtain a
random number, the encrypted data being included in a
polling response supplied from the device in response to the
polling reguest.

[0025]

In the information processing method, communication
method, and program according to the aspect of the present
invention, one or more keys are stored, and information for
unigquely identifying a stored key is included in a polling
regquest that 1s generated when communication with another
apparatus 1is performed.

(00261

A device according to an aspect of the present
invention is a device that performs communication with an
information processing apparatus, comprising random-number
generating means that generates a random number; storage
means that stores one or more keys; reading means that reads
a key from the storage means, the key corresponding to an

identifier for identifying the key included in a polling



- 12 request from the information processing apparatus; encrypting
means that encrypts the random number generated by the
random-number generating means by the key read by the reading
means; and polling-response generating means that generates the polling
response including data of the random number encrypted by the
encrypting means. [0027] The key may be configured so as to be
uniquely identified by a first identifigr.and a second identifier, the second
identifier being subordinate to the first identifier, and the storage means
may be configured to store each of the first identifier, the second

identifier, and.the key-in association, [0028] .The polling-response
r@qggneratilﬁg mear;%s rjhag%%mggn Fgurgg Lytge?grlfﬁenrgin%ﬂa%% %Ls%éond

encidgptifierinthe pollings responsept0020} Hashrealgulating meanstbat + o 4

performs a calculation in which a hash function is applied to the random
by nbmbesrgenerateddsrthecrandemingmbergenératingendans maydbeoy the
further provided, and the_polling-response generating means may be
readdneh IEE1S furfied iRQhded AP RIS CaREREEE by thetphs that

gen%%%%@@“%ﬁ%?%%ﬁ@fgg‘%@gEHﬁggog%%zﬁﬁ§gg data of the random
number encrypted by the encrypting means.
(00273

The key may be configured so as to be uniguely
identified by a first identifier and a second identifier,
the second identifier being subordinate to the first
identifier, and the storage means may be configured to store
each of the first identifier, the second identifier, and the
key in association.

(00287

The polling-response generating means may be configured
to further include the second identifier in the polling
response.

[0029]

Hash calculating means that performs & calculation in
which a hash function is applied to the random number
generated by the random-number generating means may be
further provided, and the polling-response generating means
may be configured to further include a hash value calculated

by the hash calculating means in the polling response.

[0030]



- 13 A communication method according to the aspect of the device of
the present invention is a communication method of a device that
performs communication with an information processing apparatus,
comprising a random-number generating step of generating a random
number; a reading controlling step of controlling processing for reading a
key from storage means where one or more keys are stored, the key
corresponding to an identifier forldelr:;ify_ing the key included in a polling
request from the information processing apparatus; an encrypting step of
encrypting the random number generated by processing in the

random-number generating step by the key whose reading has been
coPGRE By SRS SEN T B r ity Sty S1af: ARABCT OF the

dev@@@”Qfe%ﬁ’%‘%r%%’?ﬂ@“ﬁ%é&%&qfog?rheéa@‘%%r%ﬁ%{Eéﬁ’lo%?'rel?thod of

including data of the random number encrypted by processing in the

a dencrypting step {033 nA program acaerting twithe aspechaldthadevioe
of the present invention is a program of a computer that controls a device
PIrofifut perdrmsranthuRicatornwith sriiafernatiod Processsy apsaratis; 1ng
com risirg a random-number generating steé) of generating a random

SteRuibel A fddtiing €ofitrdififg “Step GF RoMttolfing ProtEsEing Yo Fékuting &
st eKeY fom, slarage means whe fs%%%%&?@égééﬁ%e stoged, the key

corresponding to an identifier for identifying the key
storage means where one or more keys are stored, the key

corresponding to an identifier for identifying the key
included in a polling reguest from the information
processing apparatus; an encrypting step of encrypting the
random number generated by processing in the random-number
generating step by the key whose reading has been controlled
by processing in the reading controlling step; and a
pelling-respense generating step of generating the polling -
respeonse including data of the random number encrypted by
processing in the encrypting step.

[C031]

A program accerding to the aspect of the device of the
present invention is a program of & computer that controls a
device that performs communicaticn with an information
processing apparatus, comprising a random-number generating
étep of generating a random number; a reading controlling
step of contrelling processing for reading a key from
storage means where one or mcre keys are stored, the key

corresponding te an identifier for identifying the key



- 14 included in a polling request from the information processing
apparatus; an encrypting step of encrypting the random number
generated by processing in the random-number generating step by the
key whose reading has been controlled by processing in the reading
controlling step; and a polling-response generating step of generating the
polling response including data of the random number encrypted by
processing in the encrypting step. 00321 A recording medium according
to the aspect of the device of the present invention has a program
recorded thereon, the program causing a computer that controls a device

i {1 periorms communication with aninformafion. processing apparatus to
execute processing comprising a random-number generating step of

pro8eneaiing arandom,gumber.a reading contralling stepof coptrolling + 1o

processing for reading a key from storage means where one or more

ran#eys arenlstaredetherkeyecormgspondirgstoiansidentifiersfor ddentifyingthe »
key included in a(gollin request from the information processing
gengappardids; Hrren&yplirite steprof"8RG§p it theYandem Rembefontrollied

enerated by processing in the random-number generating step by the
oy e oot Mt 108 &N CBRUSIAL B Mo b G tnG fending

pol £9nwalling step.and.a pplling-respense genefating step,of generating ;the
polling response including data of the random number

response including data of the random number encrypted by

processing in the encrypting step.

[0032]

A recording medium according to the aspect of the
device of the present invention has a program recorded
thereon, the program causing a computer that controls a
device that performs communication with an information
processing apparatus to execute processing comprising a
random-number generating step of generating a random number;
a reading contreclling step of controlling processing for
reading a key from storage means where one or more keys are
stored, the key corresponding to an identifier for
identifying the key included in a polling reguest from the
information processing apparatus; an encrypting step of
encrypting the random number generated by processing in the
random—number generating step by the key whose reading has
been controlled by processing in the reading controlling
step; and a polling-response generating step of generating

the polling response including data of the random number



- 15 encrypted by processing in the encrypting step. [0033] In the device,
communication method, and program according to the aspect of the
present invention, from information for identifying one key among one or
more keys, included in a polling request sent from another apparatus, one
key is read among one or more keys stored it itself, and a generated
random number is encrypted by the key. Advantages [0034] According to
the aspect of the present invention, ES _possible to deal with a plurality of
information, and to perform communication in a state with high security
when these information is communicated. Brief Description of the
Drawings, [0035] Fig. 1 is a diagram showing a configuration of an

SN ERiBodimBrt &1 Eomiimiticatibn sistéhTo WHict Bresefib invention is

EEmg@ﬁ)lied. Fig. 2 is a flowchart that explains an operation of the
communication system shown in Fig. 1. Fig. 3 is a flowchart that explains

details:ofea polling=requeskaeneratingangd<sending pregess-exectted in
step SIOI. Fig. 4 is a flowchart that explains a polling-response
according to the aspect of the present invention, from
information for identifying one key among one or more kevs,
included in a polling request sent from another apparatus,
one key 1s read among one or more keys stored it itself, and
a generated random number 1is encrypted by the key.
Advantages
(00347

According to the aspect of the present invention, it is
possible to deal with a plurality of information, and to
perform communication in a state with high security when
these infermation is communicated.

Brief Description of the Drawings
[0035]

Fig. 1 is a diagram showing a configuration of an
empodiment of a communication system to which present
invention is applied.

Fig. 2 is a flowchart that explains an operation of the
communication system shown in Fig. 1.

Fig. 3 1s a flowchart that explains details of a
polling-request generating and sending process executed in

step S101.

Fig. 4 is a flowchart that explains a polling-response



- 16 generating and sending process executed in step S122. Fig.5is a
flowchart that explains details of a random-number obtaining process
executed in step 5103. Fig. 6 is a diagram for explaining generation of a
polling request. Fig. 7 is a diagram for explaining a data structure of a
polling request. Fig. 8 is a diagram for explaining generation of a polling
response. Fig. 9 is a diagram for explaining a data structure of a polling
response. Fig. 10 is a diagram for efglai_ning a process at a time of
obtaining a random number B from a polling response. Fig. 11 is a
diagram showing another configuration of a communication system to
en‘é"@é@-the pargaerét irr]l\é%r}ltion igo%%%lisedé}lfé ulg ig a. dia ram f%r %ééolaining
e secreﬂ%gys Storéd i 4 gec?et-key Storage anit OiL.nFi%. T3 is ?}1 feagram
forrexplaining-generation-af.a -palling request kig. 14is-a flawghart that
explains details of another process relating to generation and sending of
randgqolimgniresparisea éxacuted ostepb 22 Fig- 45 isra diagrars fors .
explaining generation of a polling response.
Fig. © is a diagram for explaining generation of a
pelling reguest.
Fig. 7 is a diagram for explaining a data structure of
a polling reguest.
Fig. 8 is a diagram for explaining generation of a
polling response.
Fig. 9 is a diagram for explaining a data structure of
a polling response.
Fig. 10 is a diagram for explaining a process at a time
of obtaining a random number B from a polling response.
Fig. 11 is a diagram showing another configuration of a
communication system to which the present invention is
applied.
Fig. 12 is a diagram for explaining secret keys stored
in a secret-key storage unit 301.
Fig. 13 is a diagram for explaining generation of a
pelling reguest.
Fig. 14 is a flowchart that explains details of another
process relating to generation and sending of a polling
response, executed in step S§5122.

Fig. 15 is a diagram for explaining generation of a

polling response.



- 17 Fig. 16 is a diagram for explaining a data structure of a polling
response. Fig. 17 is a flowchart that explains details of another process
relating to obtaining of a random number, executed in step 5103. Fig. 18
is a diagram for explaining a process at a time of obtaining a random
number B from a polling response. Description of Signs [0036] 50
communication system, 100 reader/writer, 101 secret- key storage unit,
102 input/output unit, 103 RAM, 104 ROM, 105 CPU, 106 cryptographic
calculating unit, 200 IC card, 201 input/output unit, 202 random-number
generating unit, 203 secret-key storage unit, 204 ID storage unit, 205

a storaége unit, (96 ROM %97 CPU, 208 Cr to ra hic calculatin
unlt ~900 a&er/wnteraéﬁfse 8t kgff% ar‘ééléL 3%86\5?1 RSl

a pYDit;400 IG card, 401 secret-key storage unit, 402 hagh calculating unlt
Best Mode for Carrying Out the Invention [0037] Hereinafter,
enmmbedinents of thefiresentinventiontwikbe dessrided withgefeteaee tthe r
the drawings. [0038] [Example of System Configuration] Fig. 1 is a block
Progpifamesiowing ahcexdiisléning of a random number, executed

in step S5103.

Fig. 18 1is a diagram for explaining a process at a2 time
cf obtaining 2 random number B from a polling response.
Description of Signs
[0036]

50 communication system, 100 reader/writer, 101 secret-
key storage unit, 102 input/output unit, 103 RAM, 104 ROM,
105 CPU, 106 cryptographic calculating unit, 200 IC card,
201 input/ocutput unit, 202 random-number generating unit,
203 secret-key storage unit, 204 ID storage unit, 205 data
storage unit, 206 ROM, 207 CPU, 208 cryptographic
calculating unit, 300 reader/writer, 301 secret-key storage
unit, 30Z hash calculating unit, 400 IC card, 401 secret-key
storage unit, 402 hash calculating unit
Best Mede for Carrying Out the Inventicn
[0037]

Hereinafter, embodiments of the present invention will
be described with reference to the drawings.

[0038]
[Example of System Configuration]

Fig. 1 is a block diagram showing an example



- 18 configuration in an embodiment of a communication system 50 to
which the present invention is applied. The communication system 50 is
configured of a reader/writer 100 and an IC card 200, and, for example,
the reader/writer 100 and the IC card 200 perform communication by
wireless via their individual antennas or the like. [0039] The reader/writer
100 is configured to include a secret-key storage unit 101, an input/output
unit 102, a RAM (Random Access I¥I§m_ory) 103, a ROM (Read Only
Memory) 104, a CPU (Central Processing Unit) 105, and a cryptographic
calculating unit 106. [0040] The IC card 200 is configured to include an
infgut/output unit 201, a random-number generating unit 202, a secret-key

CONGHPAgE init 203 af 1D SR e U 204t o dERISoragebriP 205, Y8 RoM >
to FGACPILZ0T.300e Snpliarannic Laulngun 208, J0041] The
at redetermine

input/output uhit 102 Is configured to radi

com@lestremagaetic waves, and detects,whgthes she, dCcard 200-ig placed-in: oo
proximity on the basis of change in the load caused thereby, and to have

andapaniéhreaihdt shéwnirthat éxchangespadous hypesad data’ withitke 1IC00
and The Te Ch s BB PR Eo s Commund oatfon Sy i oaleds via
their individual antennas or the like.

[0039]

The reader/writer 100 1s configured to include a
secret-key storage unit 101, an input/cutput unit 102, a RAM
(Random Access Memecry) 103, a ROM {Read Only Memory) 104, a
CPU (Central Processing Unit) 105, and a cryptographic
calculating unit 106,

[0040]

The IC card 200 is configured to incliude an
input/output unit 201, a random-number generating unit 202,
a secret-key storage unit 203, an ID storage unit 204, a
data storage unit 205, a ROM 206, a CPU 207, and a
cryptographic calculating unit 208,

[0041]

The input/output unit 102 is configured to radiate
predetermined electromagnetic waves, and detects whether the
IC card 200 is placed in proximity on the basis of change in
the load caused thereby, and to have an antenna {(not shown)

that exchanges various types of data with the IC card 200

when, for example, the IC card 200 is placed in proximity.



- 19 - [0042] The input/output unit 102, for example, ASK (Amplitude Shift
Keying)-modulates a carrier wave having a predetermined frequency,
supplied from an oscillation circuit (OSC), on the basis of data supplied
from the CPU 105, and outputs the generated modulated wave from an
antenna as an electromagnetic wave. Furthermore, the input/output unit
102 demodulates a modulated wave (ASK- modulated wave) obtained via
the antenna, and supplies the demodulated data to the CPU 105. [0043]
The CPU 105 of the reader/writer 100 loads programs stored in the ROM
104 into the RAM 103, or the like, thereby executing various types of
OO% cessing. Furthermore, as needed, the RAM 103 stores data or the like
needed when the CPU 101 executes various types of processing. [0044]

TheCPUL0R Isgonfigured,to-be gapabie of encrypiing %%%d?%}{ﬁﬁng.ude

data according to a predetermined cryptographlc algorithm by controlling
shithe ewyptagsaphicdcdlewlating uak A06eHewe; &s the-eryptographic

algorithm of the cryptographic calculating unit 106, a cryptographic
PregRoritin seeh BDES(Data EREE/pleA Standardy) tipleiBESE AES

o = fenpeg Eneryption Standard). which e 2 spypiograghie, et e,
105, and cutputs the generated modulated wave from an
antenna as an electromagnetic wave. Furthermore, the
input/cutput unit 102 demodulates a modulated wave (ASK-
modulated wave) obtained via the antenna, and supplies the
demodulated data to the CPU 105.

[0043]

The CPU 105 of the reader/writer 100 loads programs
stored in the ROM 104 into the RAM 103, or the like, thereby
executing various types of processing. Furthermore, as
needed, the RAM 103 stores data or the like needed when the
CPU 101 executes various types of preocessing.

[0044]

The CPU 105 is configured to be capable of encrypting
and decrypting data according to a predetermined
cryptographic algerithm by controlling the cryptographic
calculating unit 106. Here, as the cryptographic algorithm
of the cryptographic calculating unit 106, a cryptographic
algorithm such as DES (Data Encrypticn Standard), triple DES,
or AES (Advanced Encryption Standard}, which is a

cryptographic algorithm c¢f what is called a secret-ksy



- 20 - (common-key) cryptosystem, can be used. [0045] When the
reader/writer 100 encrypts or decrypt data, for example, the CPU 105
supplies a secret key stored in the secret-key storage unit 101 to the
cryptographic calculating unit 106 together with the data that is to be
encrypted or decrypted, so that the cryptographic calculating unit 106
executes encryption or decryption of the supplied data using the supplied
secret key. [0046] As will be descri% d later, secret keys stored
individually in the reader/writer 100 &nd the IC card 200 are basically the
same keys. However, in this embodiment, it is allowed to store one or
more keys, and it is not necessary that all the stored keys are the same

|CORBYEI[HOU Y] PR HPURATIEST urft" 206t thEF€ card 200 is configured,

Eooflpér&example, to have an LC circuit configured of a coil-shaped antenna
and a capacitor, and the LC circuit is configured to resonate with an

elegttomagneticaane-naving & predetermined frequengy. Jadiated; rom
the reader/writer 100 disposed in proximity. Furthermore, the input/output

forumik 204} by ASK deRbdulation;redtifies an alternatingeurrent neagnstict he
field excited at an antenna, stabilizes it, and supplies the result to each
Secﬁﬁﬁ%@%¥dﬁ&9%ﬁﬁﬁﬂﬁ%b%e}Ol to the cryptographic calculating

unit 106 together with the data that is to be encrypted or
decrypted, sc that the cryptographic calculating unit 106
executes encryptiocn or decryption of the supplied data using
the supplied secret key.

[0046]

As will be described later, secret keys stored
individually in the reader/writer 100 and the IC card 200
are basically the same keys. However, in thisg embodiment,
it is allowed to store one or more keys, and it is not
necessary that all the stored keys are the same keys.

(00471

The input/output unit 201 of the IC card 200 is
configured, for example, to have an LC circuit configured of
a coil-shaped antenna and a capacitor, and the LC circuit is
configured to resonate with an electromagnetic wave having a
predetermined frequency, radiated from the reader/writer 100
disposed in proximity. Furthermore, the input/output unit
201, by ASK demodulation, rectifies an alternating-current
magnetic field excited at an antenna, stabilizes it, and

supplies the result to each part as a direct-current power



- 21 supply. The power of the electro-magnetic wave radiated from the
reader/writer 100 is adjusted so as to generate a magnetic field that
provides power needed for the IC card 200. [0048] Furthermore, the
input/output 201, by envelope detection, demodulates a modulated wave
(ASK-modulated wave) received via the antenna, EPSK (Binary Phase
Shift Keying)- demodulates the demodulated data and supplies the result
to the CPU 207, and generates a clock signal having the same frequency
as a clock frequency of the receive %igﬁal and supplies the clock signal
to the CPU 207. [0049] Furthermore, when sending predetermined
information to the reader/writer 100, the input/output unit 201, for

SUPRIAmple. 'oh (RE'HEISS Vaitatbhsh 1 I05aBthd CarfteNRa radiated
-mo lied.from the CPU 2Q7 and_ BPSK-modulated,
frof% e rdé%%%.st?l%%iét%%p 'f@lo 135 a POut?ll%eg %%I’/E\}\/Sritglplg(?r\}%rt%ee =

and sends the mo components € rea

magaBbtenvar [Q0R9] tthe: CPLL 20405 the G eard-200.exacutes Mariqus ypes

of processing by executing programs stored in the ROM 204, or the like.
200The secret-key storage unit 203, the ID storage unit 204, and the data

storage unit 205 are formed of an EEPROM (Electrically Erasable
[Ooﬁ%grammable Read-Only

Furthermore, the input/output 201, by envelope
detection, demodulates a modulated wave (ASK-modulated wave)
received via the antenna, BPSK (Binary Phase Shift Keying)-
demcdulates the demodulated data and supplies the result to
the CPU 207, and generates a clock signal having the sanme
frequency as a clock frequency of the received signal and
supplies the clock signal to the CPU 207.

[CC49]

Furthermore, when sending predetermined information to
the reader/writer 100, the input/output unit 201, for
example, on the basis of variation in the load of the
antenna, ASK-modulates data supplied from the CPU 207 and
BPSK-modulated, and sends the modulated components to the
reader/writer 100 via the antenna.

[0050]

The CPU 207 of the IC card 200 executes various types
of processing by executing programs stored in the ROM 204,
or the like. The secret-key storage unit 203, the ID
storage unit 204, and the data storage unit 205 are formed

cf an EEPROM (Electrically Erasable Programmable Read-Only



- 22 Memory) or the like, each occupying a part of the storage area of the
EEPROM. [0051] The CPU 207 is configured to be capable of encrypting
and decrypting data according to a predetermined cryptographic
algorithm by controlling the cryptographic calculating unit 208. Here, the
cryptographic algorithm of the cryptographic calculating unit 208 is the
same algorithm as the cryptographic algorithm of the cryptographic
calculating unit 106 on the side of the reader/writer 100. [0052] When
data is encrypted or decrypted in the TC card 200, for example, the CPU
207 supplies a secret key stored in the secret-key storage unit 203 to the

cryptographic calculating unijt 208 together with the data that is to be
HemGRE o G Sty ted. b hat H By ploGr Ao e Chlct it LS 92

are&Xegutes engryption or decryption of the supplied data using the supplied
secret key. [0053] The random-number generating unit 202 generates a

[ooendom number having a predetermined number of digits, as needed. As
will be described later in detail, in communication performed between the
|CCard 208 afdl thé Srezeiefigitect00; thisTrandomxniumber isusedrdsiag

session ke%/ used for encryption or decryption of a session ID for
and decrypting data according to 'a predetermined

cryptographic algorithm by contrelling the cryptographic
calculating unit 208. Here, the cryptographic algorithm of
the cryptographic calculating unit 208 is the same algorithm
as the cryptographic algorithm of the cryptographic
calculating unit 106 on the side of the reader/writer 100.
[0052]

When data is encrypted or decrypted in the IC card 200,
for example, the CPU 207 supplies a secret key stored in the
secret-key storage unit 203 to the cryptographic calculating
unit 208 together with the data that is to be encrypted or
decrypted, so that the cryptographic calculating uﬁit 208
executes encryption or decryption of the supplied data using
the supplied secret key.

[0053]

The random-number generating unit 202 generates a
random number having a predetermined number of digits, as
needed. As will be described later in detail, in
communication performed between the IC card 200 and the
reader/writer 1080, this random number i1s used as a session

key used for encryption or decryption of a session ID for



- 23 mutually identifying communication counterparties between these
parties and of data exchanged in the session. [0054] The ID storage unit
204 stores a card ID, which is identification information unique to the IC
card 200. [0055] The data storage unit 205 stores, as needed,

application data or the like for providing various services or the like that
are performed using the IC card 200. [0056] Note that it is possible to
configure each of the cryptographic_calculating unit 106 and the
cryptographic calculating unit 208 #s°sottware. [0057] Since the
reader/writer 100 and the IC card 200 perform communication by wireless
as described above, there arises a concern for what is called a collision,

AT Ay hidh AR CrrhEre IC IS B FetidePRvrtersrdifi efctroRfagietice sn

enel8gS simullancously. and,as a resll i becomes impossiblefor an IC
gard 6r reader/writer 10 aﬂis mgws% wﬁlc%etarget an elecﬁomagnetlc wave

roohas been emitted from. However, each of the reader/writer 100 and the
IC card 200 in the communication system 50 performs communication that
cofiformBD te NECIB Neal Figld Commuvarcationa inteifface andRrotocol)

-1, which is a communication method in which IC cards or
identification information unique to the IC card 200.

[0055]

The data storage unit 205 stores, as needed,
application data or the like for providing various services
or the like that are performed using the IC card 200.

[0C56]

Note that it is possible to configure each of the
cryptographic calculating unit 1046 and the cryptographic
calculating unit 208 as scftware.

[0057]

Since the reader/writer 100 and the IC card 200 perform
communication by wireless as described above, there arises a
concern for what is called & collision, in which two or more
IC cards or reader/writers emit electromagnetic waves
simultaneously, and as a result, it becomes impossible for
an IC card or reader/writer to distinguish which target an
electromagnetic wave has been emitted from, However, each
of the reader/writer 100 and the IC card 200 in the
communication system 50 performs communication that conforms
o NFCIP (Near Field Communication - Interface and Protocol)

-1, which i1s a communication method in which IC cards or



- 24 RFIDs existing in a range where communication with a reader/writer
is allowed can be identified. [0058] NFCIP-1 includes schemes for RF
detection and collision avoidance in order to achieve compatibility with
communication by other NFCIP-1 devices and communication by other
devices performing communication in the same band, and an identifier of
NFC device called an NFC identifier (NFCID), which uses a random
number used at the time of RF collisign avoidance and in a single-device
detecting process, is used. For example, in many existing communication
systems, unique IDs of IC cards are sent to a reader/writer, and the
reader/wrlter identifies the individual IC cards on the basis of the IDs,

REIHRrEBY i) ind %o prefert CoiRicH FH N EETBY t $& hotRedted toPsend
reaHRIAUE.IDS Of 1€ carqds E%é‘dreé‘gﬁr/}é’é'tg{d[qué%1@1&’5 in the

communication system 50, without sending a card ID unique to the IC
[ooeard 200 to the reader/writer 100, each of the reader/writer 100 and the

IC card 200 can uniquely identify a counterparty of communication, so

thatFealisibn canlheigreventetn0960P NGE tENFECIR:L i udseridediimion

detail in ISO/IEC18092
avoidance in order to achieve compatibility with

communication by other NFCIP-1 devices and communication by
other devices performing communication in the same band, and
an ldentifier of NFC device called an NFC identifier (NFCID),
which uses a random number used at the time of RF collision
avoidance and in a single-device detecting process, is used.
For example, in many existing communication systems, unique
IDs of IC cards are sent to a reader/writer, and the
reader/writer identifies the individual IC cards on the
basis of the IDs, thereby trying to prevent collision. In
NFCIP-1, it is not nesded to send unigue IDs of IC cards to
a reader/writer.

[C059]

Thus, in the communication system 50, without sending a
card ID unigue to the IC card 200 to the reader/writer 100,
each of the reader/writer 100 and the IC card 200 can
unigquely identify a counterparty of communication, so that
collision can be prevented.

[0060]
Note that NFCIP-1 is described in detail in

ISO/IEC18092.



25 - [0061] Hereinafter, a description will be given by way of an example
where the reader/writer 100 operates as an initiator defined in NFCIP-1
and the IC card 200 operates as a target defined in NFCIP-1. [0062]
[Regarding System Operation] Next, an operation of the communication
system 50 shown in Fig. 1 will be described with reference to flowcharts
in Figs. 2to S. [0063] Note that the following description will describe
processing relating to exchange of information at a stage before
exchange of data (at a stage before“a’service is performed), for example,
copying data stored in one of the reader/writer 100 and the IC card 200 to
the other. That is, processing at the time of establishing a session,
[00&xdcuted at a stage before exchanging data, will be described. [0064]

Furhermore, an.overview ofan.pperation of the, communicarion system,
50asaw ojfze Will bé desErived with ' reférence To & flowchatt inEi‘—éfg. }

exahBeR, defalls of jprocessing-in.gachestep will Bs descrled with refgrence « o -
to Figs. 3 to 5. [0065]

defined in NFCIP-1 and the IC card 200 cperates as a target

defined in NFCIP-1.

[0062]

[Regarding System Operation]

Next, an operaticn c¢f the communication system 50 shown
in Fig. 1 will be described with reference to flowcharts in
Figs. 2 to 5.

[0G63]

Note that the following description will describe
processing relating to exchange of information at a stage
before exchange of data (at a stage before a service is
performed), for example, copying data stored in one of the
reader/writer 100 and the IC card 200 to the cther. That is,
processing at the time of establishing a session, executed
at a stage before exchanging data, will be described.

[00&4]

Furthermore, an overview of an operation of the
communication system 50 as a whole will be described with
reference to a flowchart in Fig. 2. Then, details of
processing in each step will be described with reference to
Figs. 3 to b.

[C065]



- 26 In step 5101, the reader/writer 100 generates a polling request and
sends it to the IC card 200. If the IC card 200 is located within such a
distance that communication by the reader/writer 100 is allowed, in step
5121, the IC card 200 receives the polling request from the reader/writer
100. [0066] In step 5122, the IC card 200 generates a session key by
encrypting a random number, and sends a polling response including the
session key to the reader/writer 100. In step 5102, the reader/writer 100
receives the polling response from the IC card 200, and in step 5103,
executes a random- number obtaining process for obtaining the random
number encrypted on the side of the IC card 200. [00671 When a state
whéfe Edrifunidationtis alls®edeas bethe Bsthbiisted tHralig exeBftiohi ng

of such processing between the r ac([jjerlwri er.100 an e side_of the IC
ZeRg 20 ?f:c{)r‘sg)?aagﬁpl?é?pF&ceEsf?]:Is chitds e%cjz% hgir&g%zgtgefrojrﬁ o(ﬁ%]:[g 200

is theotheis performed ina state where. sequrity '%%MQ‘DEQ;%E’?%;; the
established session. [00681 On the other hand, for example, if the

regddandgmuilaber: eacrypted onthe siderpfdhe tC card 200 goesmot saich 00
the random number obtained on the side of the reader/writer 100, a state

reqHare cohiruRications afowehas potbédie reader/writer 100.

[0066]

In step 35122, the IC card 200 generates a session key
by encrypting a random number, and sends a polling response
including the session key to the reader/writer 100. 1In step
5102, the reader/writer 100 receives the pclling response
from the IC card 200, and in step $103, executes a randcom-—
number obtaining process for obtaining the random number
encrypted on the side of the IC card 200.

[0067]

When a state where communication is allowed has been
established through execution of such processing between the
reader/writer 100 and the side of the IC card 200, for
example, processing such as exchanging data from one to the
other is performed in a state where security is maintained
in the established session.

[0068]

On the other hand, for example, if the random number
encrypted on the side ¢of the IC card 200 does not match the
random number obtained on the side of the reader/writer 100,

a state where communication is allowed has not been



- 27 established, so that processing such as not executing subsequent
communication is performed. [0069] Next, details of processing
performed in each step shown in Fig. 2 will be described. First, a
polling-request generating and sending process performed by the
reader/writer 100 in step S101 will be described with reference to a
flowchart in Fig. 3. [0070] In step 5211, the CPU 105 (Fig. 1) of the
reader/writer 100 selects one secret _tgey from a plurality of secret keys
(one or more secret keys) stored in fHle secret-key storage unit 101.
[0071] Here, secret keys stored in the secret-key storage unit 101 will be
additionally described with reference to Fig. 6. In the example shown in
estefyl B5hfeseciet-kEy Starage Bt 1101 Sidres NSsdtpét IRRCRARTED,
Subggcrgt k%yscgkoonto ak_é\lﬂ_L.orliug.Ltgerngorg f%rei%entification of the individual
se e?rf(eys, Rridént lers, namely,pl entifiers pksnO to pksnN are stored
rookeppectively in association with pkOO to pkN. [0072] Here, pkiis an
abbreviation of Pre-shared Key, and it denotes a secret key shared in
advance bétweeinl oththe rreades/ivtiter:EQ0fanchthe HC:cark-200: tinttiator
and target).
shown in Fig. 2 will be described. Filrst, a poclling-regquest
generating and sending process performed by the
reader/writer 100 in step S101 will be described with
reference to a ficwchart in Fig. 3.
(00707
In step S$211, the CPU 105 (Fig. 1) of the reader/writer
100 selects cne secret key from a plurality of secret keys
{one or more secret keys) stored in the secret-key storage
unit 101.
(00717
Here, secret keys stored in tThe secret-key storage unit
101 will be additionally described with reference to Fig. 6.
In the example shown in Fig. 6, the secret-key storage unit
1C1 stores N secret keys, namely, secret keys pkl0 to pkN.
Furthermore, for identification of the individual secret
keyg, N identifiers, namely, lidentifiers pksn( to pksnN are
stored respectively in associaticn with pk00 to pkN.
[CC72]
Here, pk is an abbreviation of Pre-shared Key, and it

denotes a secret key shared in advance between both the

reader/writer 100 and the IC card 200 (initiator and target).



- 28 pksn is an abbreviation of Pre-shared Key Slot Number, and it
denotes a number for identifying each Pre-shared Key. [0073] In the
following description, when individual distinction among the secret keys
pkOO to pkN is not needed, they will be denoted simply as secret keys
pk. Other keys, identifiers, and so forth will be denoted similarly. [0074]

In step S211, one secret key pk is selected among the secret keys pkOO
to pkN stored in the secret-key stora%e unit 101, and an identifier pksn for
identifying the selected secret key pk is read. Note that, since processing
using the secret key pk is not executed at this stage, instead of reading
the identifier pksn corresponding to the selected secret key pk after the

PXSHelbetiGi of tHerSBEretkey pRE thierfiiefitifferskshiaifay be selagtéd aindand
read. Here, the ngCI’Ip ion wil] be continued assgngg}ﬁet_hagt@%aeget key

it plﬁ<388)ti€§Sse{flecffwlelg1 and the iden ﬁiréJrC][i nd’ gor?éascpon g fo e secree¥key

rooPk@O is read (the identifier pksnO is selected and read). [0075] Which
secret key ph is to be selected among the plurality of secret keys pk is
selectedhen fd basisrof adpredetermined cohditiohn ol ekample, a secret
key that is not currently being used in communication with other IC

distinction among the secret keys pk00 to pkN is not needed,

they will be denoted simply as secret keys pk. Other keys,

identifiers, and so forth will be denoted similarly.

[0074]

In step 5211, one secret key pk is selected among the
secret keys pk00 to pkN stecred in the secret-key storage
unit 101, and an identifier pksn for identifying the
selected secret key pk is read. Note that, since processing
using the secret key pk is not executed at this stage,
instead of reading the identifier pksn corresponding to the
selected secret key pk after the selection of the secret key
pk, the identifier pksn may be selected and read. Here, the
description will be continued assuming that the secret key
pk00 is selected and the identifier pksn0 corresponding to
the secret key pk00 is read (the identifier pksn(C is
selected and read).

[0075]

Which secret key pk is to be selected among the

plurality of secret keys pk is selected on the basis of a

predetermined condition, for example, a secret key that is

not currently being used in communication with other IC



- 29 cards 200 is selected, a secret key is selected in accordance with an
IC card 200 that serves as a counterparty of communication, or the like.
[0076] In step 5212, a polling request is generated. The generated
polling request includes the identifier pksn read in processing of step
S211. For example, as shown in Fig. 6, a polling request in which the
identifier pksnO is stored is generated. [0077] Fig. 7 is a diagram showing
a data structure of the polling requegst that is generated. The polling
request shown in Fig. 7 shows a data structure in a case where the
reader/writer 100 and the IC card 200 perform communication according

o a_method defined in NFCIP (Near Field Communication - Interface and
2T R abb ST, [O6VBT P BambIS EE REIa Eohna et bitis. Anere dath

acc@talllpgic Qs isstored. Sypg isa field,canfigured of 2.bytes. where data, .

for synchronization that is used for synchronization of communication
of between aatiitatpr andehdargetkis.stored. CRC (Cyclic Redundancy

Check) is a field configured of 2 bytes, where data used for error
[00@eétection and calculated by a predetermined method is stored. [0079]

In step 5212, a polling regquest ig generated. The
generated polling reguest includes the identifier pksn read
in processing of step $211. For example, as shown in Fig. &,
a polling reguest in which the identifier pksnO is stored is
generated.

(00771

Fig. 7 is a diagram showing a data structure cf the
polling request that 1s generated. The polling request
shown in Fig. 7 shows a data structure in a case where the
reader/writer 100 and the IC card 200 perform communication
according to a method defined in NECIPE {(Near Field
Communication -~ Interface and Protocol) -1.

(00781

Preamble is a field configured cf 6 bytes, where data
cf all logic "O"s is stored. Sync 1is a field configured of
2 bytes, where data for synchronization that is used for
synchronization of communication between an initiator and a
target is stored. CRC (Cyclic Redundancy Check) is a field
configured of 2 bytes, where data used for error detection
and calculated by a predetermined method is stored.

[0079]



- 30 TSN is an abbreviation of Time Slot Number. TSN (Time Slot
Number) is data indicating a number specifying a time range in which a
receiving side of a polling request sends a polling response in the
NECIP-1 standard. This TSN is an 8- bit field. [0080] Although TSN is an
8-bit field, in order just to represent Time Slot Number, it is possible to
use 4 bits for representation among the 8 bits. Thus, in this embodiment,
4 bits in the 8-bit field of TSN are allocated to data representing Time Slot
Number (denoted as tsn in Fig. 7), andthe remaining 4 bits are allocated
to data representing an identifier pksn (denoted as pksn in Fig. 7). [0081]
In step S212, a polling request having the data structure shown in Fiz. 7

is geReratedTWHER 15 paltihg revitieSt BRyeheritel Uilesidentifiet bkshimne

ead from the, secret-key storage unit 101 is stored in the, polling request.
1o B Rer bra & S e A Bt ro s F ToN Bo i e

ranBelling reques!. 0082} Jheigenerated palling requestis senttethe engs &
card 200 in step S213. [0083] The CPU 105 (Fig. 1) reads the identifier

pelpksy response in the NECIP-1 standard. This TSN is an B-

bit field.

(G080

Although TSN is an 8-bit field, in order just to
represent Time Slot Number, it is possible to use 4 bits for
representation among the 8 bits., Thus, in this embodiment,
4 bits in the 8-bit field of TSN are allocated to data
representing Time Slot Number (denoted as tsn in Fig. 7),
and the remaining 4 bits are alliocated to data representing
an lidentifier pksn (denoted as pksn in Fig. 7).

[0081]

In step 5212, a polliing regquest having the data
structure shown in Fig. 7 is generated. When the polling
request is generated, the identifier pksn read from the
secret-key storage unit 101 is stored in the polling reguest.
The identifier pksn is stored in the 4-bit area of TSN
constituting the polling reguest.

[0082]

The generated polling request is sent to the IC card
200 in step S213.

[10083]

The CPU 105 (Fig. 1) reads the identifier pksn



- 31 identifying the secret key pk from the secret-key storage unit 101,
generates a polling request including the identifier pksn, and controls the
input/output unit 102 to send the polling request to the IC card 200.
Furthermore, as needed, the CPU 105 stores the identifier pksn included
in the polling request in the RAM 103. [0084] The polling request
generated by the reader/writer 100 as described above is received by the
IC card 200 existing in a communicgtion range in step 5121 (Fig. 2). In
step 5122, the IC card 200 that has received the polling request
executes a polling-response generating and sending process. The
polling-response generating and sending process executed in step S122

Ldeffifge dBcriey iRkl Fferericé ©'a idwthartan £G5S obsy1 Shtes e

on: SRR 4% Smanes e

1 derandom nummber A ok example; in aqiedetepmines arsadeatermined in
advance in the data storage unit 205. [0087] In step 5233, the CPU 207

seneadsdhgdddntifier pksmdncluded imthel poltimg teduest redeivedhby there ,

as Eggggg?ughe CPU 105 stores the identifier pksn included

in the polling reguest in the RAM 103.

00841

The polling request generated by the reader/writer 100
as described above is received by the IC card 200 existing
in a communication range in step $121 (Fig. 2). In step
8122, the IC card 200 that has received the polling reguest
executes a polliing-response generating and sending process.
The polling-response generating and sending process executed
in step 5122 will be described with reference to a flowchart
in Ffig. 5.

[00851

In step S231, the random-number generating unit 202
generates a random number A.

[0086]

In step 8232, the CPU 207 stores the generated random
number A, for example, in a predetermined area determined in
advance in the data storage unit 205.

[0087]

In step S233, the CPU 207 reads the identifier pksn

included in the polling reguest received by the input/cutput



- 32 unit 201, and reads the secret key pk corresponding to the read
identifier pksn from the secret-key storage unit 203. [0088] Here, with
reference to Fig. 8, secret keys stored in the secret-key storage unit 203
will be additionally described. In the example shown in Fig. 8, in the
secret- key storage unit 203, N secret keys, namely, secret keys pk00' to
pkN', are stored. Furthermore, for distinction of the individual secret keys,
N identifiers, namely, identifiers pksnO' to pksnN', are stored respectively
in association with pkOO' to pkN". [0F89] As described above, in the
secret-key storage unit 203 of the IC card 200 and the secret-key storage

,unit 101 of the reader/writer 100, basically, the same pairs of secret ke
uniing tentifieflarestored: Heré SRrortiel 5 diRlin GHsH S8ERRREYS ahl the

realfenifirs siored ingidually nhe secretkey storage unit 203 ofthe )G
card and the'sécret- ey storage Unit of the readerwriter 1 )
[oosecret keys and identifiers stored in the secret-key storage unit 203 of the
IC card 200 will be denoted with dashes (") attached. [0090] Note that,
altHeugh ithasibeenfdesarnibed thatithg satne pairscof seeret keyaned in
identifier are stored in the secret
the secret-key storage unit 203 will be additionally
described. In the example shown in Fig. 8, in the secret-
key storage unit 203, N secret keys, namely, secret keys
pk00" to pkN', are stored. Furthermore, for distinction of
the indivicdual secret keys, N identifiers, namely,
identifiers pksn0' to pksnN', are stored respectively in
association with pk00' to pkw'.
[0089]

As described above, in the secret-key storage unit 203
of the IC card 200 and the secret-key storage unit 101 of
the reader/writer 100, basically, the same pairs of secret
key and identifier are stored. Here, in order to
distinguish secret keys and identifiers stored individually
in the secret-key storage unit 203 of the IC card 200 andg
the secret-key storage unit 101 of the reader/writer 100,
secret keys and identifiers stored in the secret-key storage
unit 203 of the IC card 200 will be denoted with dashes (')
attached.

[0090C]
Note that, although it has been described that the same

pairs of secret key and identifier are stored in the secret-



- 33 key storage unit 203 of the IC card 200 and the secret-key storage
unit 101 of the reader/writer 100, all the pairs of secret key and identifier
that are stored need not be the same. In other words, there may exist
secret keys and identifiers that are stored only in one or the other. [0091]
When a secret key and identifier stored only in one or the other exist and
such a secret key is used, it is not allowed to establish communication.
By using this, it becomes possible tgielect a counterparty of
communication by selecting a secret’key. That is, for example, a secret
key is selected in step S211 (Fig. 3) in the process on the side of the

reader/writer 100 as described above, and at_this time, by using a
o AT Ao SacBT oy or Bia GTED 1 5 BErae ™oy

sto‘f:%%em‘?{ty %ftPP”&’PU@i?é‘“%a&&%@%@e@?f%? t%§§|,eﬂl@ pairs of

counterparty of communication. [0092] Returning to description of the
secliewchartinehig. 4dien step: 3233 whemnthe identifier pksadneluded:in thee

received polling request has been read and the secret key pk'
samgprresponeinteto therdentifidrpkenitag seehsreaddrom th&seeratrkey

_ storafg,e unit 203, in step S234, the random number A'is encry%ted by the
ldeﬁﬁﬁjéﬁf&tﬁ%ﬁﬁKa@%9§fored only in one or the oTther.

[0091]

When a secret key and ildentifier stored only in one or
the other exist and such a secret key is used, it is not
allowed tc establish communication. By using this, it
becomes possible te select a counterparty of communication
by selecting a secret key. That is, for example, a secret
key is selected in step S211 (Fig. 3) in the process on the
side of the reader/writer 100 as described above, and at
this time, by using a configuration in which a secret key
presumably stored by a desired counterparty of communication,
it becomes possible to select a counterparty of
communication.

[0092]

Returning to description of the flowchart in Fig. 4, in
step S233, when the identifier pksn included in the received
polling request has been read and the secret key pk’
corresponding to the identifier pksn has been read from the
secret-key storage unit 203, in step 8234, the random number
A is encrypted by the read secret key pk'.

[0093]



- 34 Returning to description with reference to Fig. 8, when a polling
request including the identifier pksnO has been received by the
input/output unit 201 (Fig. 1), the CPU 207 reads the secret key pkOO'
corresponding to the identifier pksnO' from the secret-key storage unit
203. The random number A generated by the random-number generating
unit 202 is encrypted using the read secret key pkOO' as a key. [0094]
The CPU 207 supplies the secret keé/épk' read from the secret-key
storage unit 203 to the cryptographic €alculating unit 208, and also
supplies the random number A generated by the random-number
generating unit 202 to the cryptographic calculating unit 208. The
cryptSgraphrecaiculaang anie 1208 endryptsithé supplied fanddohy nufhberhen
A using the secret_ke ' as a key, The encrypted random number A will
B Do TR a0 2 Sl K E S TR hafein R bt Svidio
recf:EReIypted Session Key [0095]. In step 5235, the CPY 207.staresipta
of the result of processing in step S234 (i.e., the session key ESK, which

reai§stherencryptedrardgmongober-A). fersexamaplacina predetennrined area
determined in advance in the data storage unit 205. [0096] In step S236,
pksapollingesporsesisgerierater. Therage unit 203. The random

number A generated by the random-number generating unit 202
is encrypted using the read secret key pk00' as a key.
[0094]

The CPU 207 supplies the secret key pk' read from the
secret-key storage unit 203 to the cryptographic calculating
unit 208, and also supplies the random number A generated by
the random-number generating unit 202 to the cryptographic
calculating unit 208. The cryptographic calculating unit
208 encrypts the supplied random number A using the secret
key pk' as a key. The encrypted random number A will herein
be denoted as a session key ESK. ESK herein is an
abbreviation of Encrypted Session Key.

[0095]

In step 5235, the CPU 207 stores data of the result of
processing in step $234 (i.e., the session key ESK, which is
the encrypted random number A}, for example, in a
predetermined area determined in advance in the data storage
unit 205.

[00%96]

In step 5236, a polling response is generated. The



- 35 generated polling response includes the session key ESK generated
in step S234, as shown in Fig. 8. [0097] Fig. 9 is a diagram showing the
data structure of the generated polling request. The polling response
shown in Fig. 9 shows the data structure in a case where the
reader/writer 100 and the IC card 200 perform communication according
to a method defined in NFCIP (Near Field Communication - Interface and
Protocol)-l. [0098] Preamble is a fie#i configured of 6 bytes, where data
of all logic "O"s is stored. Sync is a field configured of 2 bytes, where data
for synchronization used for synchronization of communication between
an initiator and a target is stored. CRCéCycIic Redundancy Checrli%sis a
IenFER- eonfgured st 21RRES Wikere Watd U8ed ToferPSidetaticit Yand &

gen %ggggaée% lrl:lay %)%rggg%%qﬂned mektlhod is.stored., [0%99] In a payload, data

aving a start and ?ﬁcl&dlﬁa’%-ﬁﬁe ID2 and 8-byte PAD is

roostored. The session key ESK (the encrypted random number A) is divided
into two data, namely, ESK1, and ESK2, which are stored respectively in
thé&figld 6f NECHD21and thefieldwof RAD = @1 0] tHereLit issassummed tHate
the session key ESK is

generated polling regquest. The polling response shown in

Fig. 9 showg The data structure in a case where the

reader/writer 100 and the IC card 200 perform communication

according to a method defined in NFCIP (Near Field

Communication - Interface and Protococl)-1.

[0098]

Preambie i3 a field configured of © bytes, where data
of all logic "0"s is stored. Sync is a field configured of
2 bytes, where data for synchronization used for
synchronization of communication between an initiator and a
target 1s stored. CRC (Cyclic Redundancy Check) is a field
configured of 2 bytes, where data used for error detection
and calculated by a predetermined method is stored.

[0099]

In a payload, data having a start byte "01l" and
inciuding 8-byte NFCIDZ and 8-byte PAD is stored. The
session key ESK {(the encrypted random number A) is divided
into two data, namely, ESKl, and ESKZ, which are stored
respectively in the field of NFCID2 and the field of PAD.

[C160]

Here, it is assumed that the session key ESK is



- 36 configured of 8 bytes, with ESK1 having 6 bytes and ESK2 having 2
bytes. Of the 8-byte session key ESK, the first 6 bytes serve as ESK1,
and the remaining 2 bytes serve as ESK2. [0101] In step 3236, a polling
response having the data structure shown in Fig. 9 is generated.
Furthermore, in the generated polling response, as described above, the
session key ESK is divided into two data, which are stored individually in
different portions of the payload. [0;%0 ] In step 3237, the generated
polling response is sent to the reader/writer 100. The CPU 207 (Fig. 1)
sends the generated polling response to the reader/writer 100 by

controlling the input/output unit 201. [0103] The polling response
congaperated By the RY taft 206 &R describedvadtiels tedéiveditistepi2

hav%%%z AFig, 2). In steg. 5103, &%%%aedeé/g"sf%%ro%o%g‘ﬁ?t pag receved e ¢
polfing response executes a random-number obtairing précess. The

byt Eandom-pumber ehiainingRI0eess exgeiied instep o303 ik heve as msk2.
described with reference to a flowchart in Fig. S. [0104] In step 3251, the

f 01CPU 105 obtains the session key ESK, i.e., the encrypted random
number A, included in the polling response from the IC card 200.

In step S236, a polling response having the data
structure shown in Fig. 9 is generated. Furthermore, in the
generated polling response, as described above, the session
key ESK is divided into two data, which are stored
individually in different portions of the paylcad.

{0icz]

In step 8237, the generated polling response i1z sent to
the reader/writer 100. The CPU 207 (Fig. 1) sends the
generated polling response to the reader/writer 100 by
controlling the input/output unit 201.

[0103]

The pclling response generated by the IC card Z00 as
described abhove 1s received 1in step 3102 (Fig. 2). 1In step
$103, the reader/writer 100 that has received the polling
response executes a random-number obtaining process. The
random-number cobtaining process executed in step 5103 will
be described with reference to a flowchart in Fig. 5.

[0104]

In step 8251, the CPU 105 cbtaing the session key ESK,

i.e., the encrypted randem number A, included in the polling

response from the IC card 200.



- 37 - [0105] In step 5252, the CPU 105 stores the session key ESK
obtained by processing in step 5251, for example, in a predetermined
area of the RAM 103. [0106] In step 5253, the cryptographic calculating
unit 106 decrypts the encrypted random number A, which is the session
key ESK obtained by the processing in step S251, using the secret key
pk stored in the secret-key storage unit 101. The secret key ph that is
used is the secret key pk corresponding to the identifier pksn included in
the polling request. Here, a rando Humber obtained as a result of
decryption will be denoted as a random number B. [0107] In step 5254,
the CPU 105 stores the decrypted random number B, for example, in a
501Brgdetermined area of the RAM 103. [0108] The process of the flowchart

in Eig. 5 will scribed in.with reference to Fig. 10. When the
ﬁrg sLe %gf t%%g%%%l 1‘%& Se&(%j):/eEgSIZ%%. e nSK

$ ssion keg
polling” response ifcludi e session s béenreceived by

optHEBpuloutpubunit 101 of the gadeririter 100,the CRIJ 1105 ehtains
the session key ESK included in the polling request, and supplies the

pregessiomkey & S toathef ctptog@aphicicalculating unit 106.

[c10el

In step 5253, the cryptographic calculating unit 106
decrypts the encrypted random number A, which is the session
key ESK obtained by the processing in step 8251, using the
secret key pk stcored in the secret-key storage unit 101.

The secret key pk that is used is the secret key pk
corresponding to the identifier pksn included in the polling
request. Here, a random number obtained as a result of
decryption will be denoted as a random number B.

[0107]

In step S254, the CPU 105 stores the decrypted random
number B, for example, in a predetermined arsa of the RAM
103.

(01083

The process of the flowchart in Fig. 5 will be
described again with reference to Fig. 10. When the polling
response including the session key ESK has been received by
the input/output unit 101 of the reader/writer 100, the CPU
105 obtains the session key ESK included in the polling
request, and supplies the session key ESK to the

cryptoegraphic calculating unit 106.



- 38 - [0109] The CPU 101 reads the secret key pkOO corresponding to
the identifier pksn0O0 included in the polling request from the secret-key
storage unit 101, and supplies the secret key pkOO to the cryptographic
calculating unit 106. As described above, the session key ESK and the
secret key pkOO are supplied to the cryptographic calculating unit 106,
the cryptographic calculating unit 106 decrypts the session key ESK
using the secret key pkOO as a k§y31g obtain the random number B.
[0110] If the random number B obtairied on the side of the reader/writer
100 as described above matches the random number A generated on the
Olﬁi%% of the IC card 200, it is possible to perform communication using the
[0 Bhdom number A (the random number B). For example, it becomes

pogsible-for tb@:{e%%%vgfitﬁaéoge%}de@eﬁ& C%Q@&Oc@%%%ﬁﬁgsaﬂ%

each other on the basis of the session key ESK™ generate

r herangom namber Addhe tandom ngewberB): aad 1o enerypt ecdecrypt datan
as needed using the random number A as a key. [0111] If the random

thengmbeeA-doss wotanaeh the Fandéhh nuanisers Bpthiel sessidrekep ESKE  key

pkogenerated using the random number A and the session key E%Ié

erétatstPuSihgRIvE Ffdm nuhfbergating unit 106

described above, the session key ESK and the secret key pk00
are supplied to the cryptographic calculating unit 106, the
cryptographic calculating unit 106 decrypts the session key
ESK using the secret key pkO0 as a key to obtain the random
number B.

[0110)

If the random number B obtained on the side of the
reader/writer 100 as described above matches the random
number A generated on the side of the IC card 200, it is
possible to perform communication using the random number A
(the random number B}. For example, it becomes possible for
the reader/writer 100 and the IC card 200 to uniguely
identify each other on the basis of the session key ESK
generated using the random number A (the random number B}
and to encrypt or decrypt data as needed using the random
number A as a key.

[01111

If the random number A does not match the random number

B, the sessicn key ESK generated using the random number A

and the session key ESK generated using the random number B



- 39 become different session keys ESK. Thus, mutual unique
identification is not allowed, so that it is not possible to perform
communication. [0112] [Anther Configurations of System] In the
embodiment described above, for example, as described with reference
to Fig. 7, to data of the identifier pksn, included in data of a polling
request, 4 bits are allocated. When the identifier pksn is represented by 4
bits, 16 identifiers can be represented. Thus, itis possible to deal with 16
pairs of secret key pk and identifierpksn in each of the reader/writer 100
and the IC card 200. [0113] For example, in a case where one secret key

~ pkisused in association with one service, it is possible to deal with 16
beceBficEst {EIr) tHERRe R WHENE ifdeSsired 0 Hoal Withilormara e

. ,_secret keys pk, this is not allowed. Thus, t onfiguration of a X
e e B B By R o oadia g o

per MOFE secratkeys pkiwil|  be described. [0115] Here, since it is assumed
that the identifier pksn
[0112]

[Anther Configurations of System]

In the embodiment described above, for example, as
described with reference to Iig. 7, o data of the
identifier pksn, included in date of a polling request, 4
bits are allocated. When the identifier pksn is represented
by 4 bits, 16 identifiers can be represented. Thus, it is
possible to deal with 16 pairs of secret key pk and
identifier pksn in each of the reader/writer 100 and the IC
card 200.

[0113]

For example, in & case where one secret key pk 1s used
in association with one service, it is possible to deal with
16 services.

[0114]

However, when it is desired to deal with 16 or more
secret keys pk, this is not allcwed. Thus, the
configuration of a communication system 50 in a case where
it i1s possible to deal with 16 or more secret keys pk will
be described.

[0115]

Here, since it is assumed that the identifier pksn



- 40 included in a polling request is represented by 4 bits, it has been
described that it is possible to deal with 16 secret keys pk. However, the
present invention is not limited to 4 bits, and it is obviously possible to
apply the present invention to cases other than 4 bits. When setting is
such that representation other than 4 bits is used, the number of secret
keys pk that can be dealt with is determined depending on the number of
bits of the setting. [0116] Thus, for example, in a case where the identifier
pksn is represented by a number of bits that is greater than or equal to 4
bits, it is possible to deal with 16 or more services. in this manner, it is

. Eossiblelto increase the number of identifiers pksn or secret keys pk that
incdafieed dealt wihi fefd o RietiotlofificreaiirShe iftimbet of Sedrér 1t

nes KBS RY hat canbe deslLuity without ereasing e guber of it il

e aescr 1g. lisa snhowing anotner con ration
sec@bthe gommuinicationsystem 50, dn the-canfigurationsiafdhe s not

communication system 50 shown in Fig. 11 and the communication
1imgystdmcs0 shownsn Fand, the samelpaitsiare ydesignatetdshytthesgame the

signs, and descriptions thereof will be omitted as appropriate. [0118]
present invention to cases other than 4 bits. When setting
is such that representation other than 4 bits is used, the
number of secret keyvs pk that can be dealt with is
determined depending on the number of bits of the setting.
[0116]

Thus, for example, in a case where the identifier pksn
1s represented by a number of bits that is greater than or
equal to 4 bits, 1t iz possible to deal with 16 or more
services. In this manner, it is possible to increase the
number of identifiers pksn or secret keys pk that can be
dealt with. Here, a method of increasing the number of
secret keys pk that can be dealt with without increasing the
number of bits will be described.

[0117]

Fig. 11 is a diagram showing another configuration of
the communication system 50. In the configurations of the
communication system 50 shown in ¥Fig. 11 and the
communication system 50 shown in Fig. 1, the same parts are
designated by the same signs, and descriptions thereof will

be omitted as appropriate.

101187



- 41 As described above, the communication system 50 shown in Fig. 11
includes a reader/writer 300 and an IC card 400. The reader/writer 300
includes a secret-key storage unit 301 storing secret keys pk having a
hierarchical structure that will be described later. Similarly, the IC card
400 includes a secret-key storage unit 401 storing secret keys pk' having
a hierarchical structure. [0119] The reader/writer 300 is configured to
have a hash calculating unit 302. Also, the IC card 400 is configured to
have a hash calculating unit 402. As will be described later in detail, each
of the hash calculating unit 302 and the hash calculating unit 402
performs a calculation in which a hash function is applied. B c%nhp?%%gn

haish VARTS” tafEtIed 48 restits tHaTE0H theeliabilit ot déta, whi
in Retein e seaietiy bk asoul be Aeseribed taler Jisehecked [0320] 4o0.

Thé configuration is otherwise the same as that in Fig. 1, so that
The deseriptipyihereof Wilb be Dmittad[912 1} &ig: ck2-isdjagrant forexptairing 0 1
secret keys ph stored in the secret-key storage unit 301. In the example
sToghown #¢ Fig L1 Xy fdantifiers Hagnaly Ndemifie?s pRen0 &5 pksiNirarghat
w1 TR T EPITen KSR 1o agsocRied Wit INEe 1 cara 400
includes a secret-key storage unit 401 storing secret keys
pk' having a hierarchical structure.
[0119]

The reader/writer 300 is configured to have a hash
calculating unit 302. Also, the IC card 400 is configured
to have a hash calculating unit 402. As will be described
later in detail, each of the hash calculating unit 302 and
the hash calculating unit 402 perfcrms a calculation in
which a hash function is applied. By comparing hash values
calculated as results therecof, the reliability of data,
which is herein the secret key pk as will be described later,
is checked.

[0120]

The configuration is otherwise The same as that in Fig.
1, so that description thereof will be omitted.

01217

Fig. 12 is diagram for explaining secret keys pk stored
in the secret-key storage unit 301L. In the example shown 1in

Fig. 12, N identifiers, namely, ildentifiers pksn0 to pksnN,

are stored. The identifier pksnl is associated with three



- 42 identifiers, namely, sub-identifiers SSNO to SSN2. Furthermore, the
sub-identifiers SSNO to SSN2 are associated with the secret keys pkOO
to pk02, respectively. [0122] That is, in this case, three secret keys pkOO
to 02 are associated with one identifier pksnO. Note that SSN is herein
an abbreviation of Sub Slot Number. [0123] Similarly, also for other
identifiers pksn, a plurality of sub-identifiers SSN are associated with one
identifier pksn, and one secret key pk is associated with one sub-
identifier SSN. That is, a plurality_of%%b-"ldentifiers SSN and a plurality of
secret keys pk are associated with one identifier pksn. [0124] Note that
there is no limitation as to the number of sub-identifiers SSN (secret keys

1depkythhtafo assotidtgd With ohdgaénitiie? pRsi SHte Erampleshown in
ig. 12 is _only an example, and, for exa there | t such a .
Furﬁﬁ%glg%ﬁﬂﬂﬁﬁ S%ﬁflgeFFlg%%ﬁﬁrgggp[%O 5%&8 r\leﬁ%glated

e .
ree sub-identifiers @) are assoclate

witcidentflerpksnQ. [R123] Asslescrbgg @bove.dothe segret-key storage
unit 301, a plurality of secret keys pk are associated with one identifier
[ 01pksnO. By providing sub-identifiers SSN as

That 1s, 1in this case, three secret keys pk00 to 02 are
associated with one identifier pksnO. Note that 3SSN is
herein an abbreviation of Sub Siot Number.

(01231

Similarly, also for other identifiers pksn, a plurality
of sub-identifiers SSN are associated with one identifier
pksn, and one secret key pk 1ls associated with one sub-
identifier SSN. That is, a plurality of sub-~identifiers SSN
and a plurality of secret keys pk are associated with one
identifier pksn.

[0124]

Note that there i1s no limitation as to the number of
sub-identifiers S3SN (secret keys pk) that are associated
with cne identifier pksn. The example shown in Fig. 12 is
only an example, and, for example, there is not such a
limitation that three sub-identifiers SSNO to 2 are
associated with the identifier pksnO.

[0125]

As described above, in the secret-key storage unit 301,

a plurality of secret keys pk are asscciated with one

identifier pksn0. By providing sub-identifiers SSN as



- 43 described above, it is allowed to store (deal with) a plurality of secret
keys pk. [0126] Here, although only an example of keys having a
hierarchical structure and stored in the secret-key storage unit 301 of the
reader/writer 100 is shown, keys having a similar hierarchical structure
are also stored in the secret-key storage unit 401 of the IC card 400.
[0127] Next, an operation of the communication system 50 shown in Fig.
11 will be described. The overview of the operation of the communication
system 50 is similar to the case deséribéd with reference to the flowchart
shown in Fig. 2, so that description thereof will be omitted. [0128]
Furthermore, the polling-request generating and sending process
desgrdQftdd 7P siepo 1o (Fig ) 1de'a operatibf 1ot th@%%d@ﬁ/ﬁ/}f’iier%oo is
iu%’éﬁ%‘{‘ed spilaélc)_/lr;[]géh% case gi{escribed with reference to the flowchart
PLYSRown in Elg.%. us, aﬁﬁou&h detailed description thereof will be
ro1omtted, brief description will be added with reference to Fig. 13. [0129]
As shown in Fig. 13, in the secret-key storage unit 301 of the
redicierAyritel 8D0usdcretkeyspk having e hiefatchical strudtuge are

stored. The CPU 105 (Fig. 11)
hierarchical structure and stored in the secret-key storage
unit 301 of the reader/writer 100 is shown, keys having a
similar hierarchical structure are also stored in the
secret-key storage unit 401 of the IC card 400.
(0127]

Next, an operation cf the communication system 50 shown
in Fig. 11 will be described. The overview of the operation
of the communication system 50 is similar to the case
described with reference to the flowchart shown in Fig. 2,
30 that description thereof will be omitted.

[0128]

Furthermore, the polling-reguest generating and sending
process executed in step 5101 (Fig. 2) as an operation of
the reader/wxiter 300 is executed similarly to the case
described with reference to the flowchart shown in Fig. 3.
Thus, although detailed description thereof will be omitted,
brief description will be added with reference to Fig. 13.
[0129]

As shown in Fig. 13, in the secret-key storage unit 301
of the reader/writer 300, secret keys pk having a

hierarchical structure are stored. The CPU 105 (Fig. 11}



- 44 reads, for example, the identifier pksnO from the secret-key storage
unit 301, and stores the identifier pksnO in a polling request. The polling
request in which the identifier pksnO has been stored is sent to the IC
card 400 by the input/output unit 102. [0130] The polling request that is
sent has the data structure described with reference to Fig. 7. That is,
even when secret keys stored in the secret-key storage unit 301 are
arranged in a hierarchical structure, what is included in the polling request
is an identifier pksn. [0131] Next,‘alf)%(?ess of the IC card 400 that has
received the polling request will be described. In step S122 (Fig. 2), the
IC card 400 executes a polling-response generating and sending

fea6Rme%@FTﬁé%@Wh@weEﬁ@n§§@éﬁé%ﬁﬁ@aﬁ@S@&uﬁﬁ@%n&ﬁﬁsﬁﬁ@%@&xkey

stob the IC car% OWEiiIII1 gdesgribed ith r feIrlenc .to a flowc agin Fig.
i%??oﬁ‘zﬁ%aci proce sﬁ?& %xgcs,ut%}g?n e s%é‘le fo §g§§$s simifar to

po1thatgxeeuted in steps S231 10 $235n Fige 4» and descriptiopdhereof has
already been given and thus will be omitted here. [0133] However,

idedescriptionpidlibe addeddaene sinea-ed is sent to the IC card 400

by the input/output unit 102.

[10130]

The polling reguest that ig sent has the data structure
described with reference to Fig. 7. That is, even when
secret keys stored in the secret-key storage unit 301 are
arranged in a hierarchical structure, what is included in
the polling reguest is an identifier pksn.

[0131]

Next, a process of the IC card 400 that has received
the polling reguest will be described. In step 5122 (Fig.
2}, the IC card 400 executes a polling-response generating
and sending process. The polling-response generating and
sending process executed by the IC card 400 will be
described with reference to a flowchart in Fig. 14.

[0132]

Each processing executed in steps 3331 to 8335 is
similar to that executed in steps SZ31 to 3235 in Fig. 4,
and description therecf has already been given and thus will
be omitted here.

[0133]

However, description will be added here since



- 45 processing that is executed when a secret key pk is read from the
secret-key storage unit 401 in step S333 differs. As described above, in
the secret-key storage unit 401, a plurality of secret keys pk' are
associated with one identifier pksn'. The CPU 207 of the IC card 400
reads one secret key pk' associated with an identifier pksn' that is the
same as an identifier pksn included in a received polling request. [0134]
For example, to describe with reference to Fig. 15, if the identifier pksn
included in the received polling réqu%%ﬂs the identifier pksnO, one secret
key pk' among the secret keys pkOO'to 02' associated with the identifier
pksn0'is read. Here, the description will be continued that the secret key
DPrOBROTI T rédth J0135] SRErakdfiplal Stickt a TORfiGlralisi i$Possibesac

Froyihicn, apuralty pfcectet keye pk assogigted it one igenqtfier pkery,
are usedad as Keys Inatviaually naving ifferent security‘evels and a

as Suidblesegrelkey bk’ is, read.depending pa data that ds cammunjeated or
depending on a counterparty of communication. [0136] Furthermore, for
pluexample, stichaceanfigkeationds ' passibleds whichta plurality ofsecret
keys pk™ associated

identifier pksn'. The CPU 207 of the IC card 400 reads one
secret key pk' associlated with an identifier pksn' that is
the same as an identifier pksn included in a received
polling reguest.
(61347

For example, to describe with reference to Fig. 15, if
the identifier pksn included in the received polling reguest
is the identifier pksnO, one secret key pk' among the secret
keys pk00' to 02' associated with the identifier pksnl' is
read. Here, the description will be continued that the
secret key pk00' is read.
(01353

For example, such a configuration is possible in which
a plurality of secret keys pk' associlated with one
identifier pksn' are used as kKeys individually having
different security levels and a suiltable secret key pk' is
read depending con data that is communicated or depending on
a counterparty of communication.
[0136]

Furthermore, for example, such a configuration is

pessible in which a plurality of secret keys pk' associated



- 46 with one identifier pksn' correspond individually to different services
and a secret key pk' suitable for a service to be executed is read. [0137]
A random number A generated by the random-number generating unit
202 is encrypted by the read secret key pkOO' to generate a session key
ESK. [0138] Returning to description of the flowchart in Fig. 14, in step
5336, a sub-identifier SSN is read. The sub- identifier SSN that is read is a
sub-identifier SSN associated with the secret key pk read in step 5334.
[0139] Note that although it has b&eft Blescribed herein that a secret key
pk' is read and then a sub-identifier SSN' identifying the read secret key
pk'is read, such a configuration is possible in which a sub-identifier SSN'
Wit rea@ dritthiehd s&cretRey pkacorrespondingtd tié dublitentifier SSN'
difg‘ read, or in which these are read simultaneoL%eg. The o%) er of execution

caenrt?é%o%?ﬁé’dl&?sap%rPS%ﬁatéea%la‘?E notlimiitéd t5 tre Bitet shdtrfin
se 1€ -embgadiment, which similarly apglies also to processing in other

steps. [0140] In step S337, the hash calculating unit 402 performs a
[0137]

A random number A generated by the random-number
generating unit 202 is encrypted by the read secret key
pkO0' to generate a session key ESK.

[0138]

Returning to description of the flowchart in Fig. 14,
in step 3336, a sub-identifier SSN is read. The sub-
identifier SSN that is read is a sub-identifier SSN
associated with the secret key pk read in step 35334,

[0139]

Note that although it has been described herein that a
secret key pk' 1s read and then a sub-identifier SSN'
identifying the read secret key pk' is read, such a
configuration 1is possikble in which a sub-identifier SSN' is
read and then a secret key pk' corresponding to the sub-
identifier SSN' is read, or in which these are read
simultaneocusly. The order of execution can be modified as
appropriate and is not limited to the order shown in the
embodiment, which similarly applies also to processing in
other steps.

[0140]

In step 38337, the hash calculating unit 402 performs a



- 47 calculation by a hash function on a random number A generated by
the random-number generating unit 202. The hash function is a function
that uses data to send as input, compresses the input data into data
having a predetermined bit length, and outputs the result as a hash value.
The hash function has such characteristics that it is difficult to restore
input data from a hash value that is output, and that it is difficult to find
input data having hash values of the same results of output (it is
one-way). [0141] Using such feafuré< of the hash function, checking of
the credibility or the like of exchanged data is performed. Here, a hash
calculation is performed in order to check whether the secret key pk’
cal@Eekrdti@y piy indibrRisally rea brrtheside 6RMHEIT E&FiA00 dhd on the

ide of th fwriter 300 h. [0142] In step S337 h value A
S A M b e S e e Sl g v

hasfh ASIER 13338, 2 polting responsey{s generateds the palling fesponse, o« |

that is generated is configured to include the hash value A, the session
comkey ESKs abddhe spbtideatifier SN, as showavinkiga 1518348k dihbt isi

when the keys stored in the secret-key storage
bit length, and outputs the result as a hash value. The
hash function has such characteristics that it is difficult
to restore input data from a hash value that 1s ocutput, and
that it is difficult to find input data having hash wvalues
of the same results of cutput (it is one-way).
[0141]

Using such features of the hash function, checking of
the credibility or the like of exchanged data is performed.
Here, a hash calculation is performed in order to check
whether the secret key pk' (secret key pk) individually read
on the side of the IC card 400 and on the side cf the
reader/writer 300 match.

[0142]

In step 8337, a hash value A has been generated by
appliying the hash function to the random number A, in step
S338, a pelling response is generated. The polling response
that is generated is configured to include the hash value A,
the sessicn key ESK, and the sub-identifier S8SN', as shown
in Fig. 15.

101433

That 1s, when the keys stored in the secret-key storage



- 48 unit 401 has a hierarchical structure, the polling response is
configured to include the hash value A, the session key ESK, and the
sub-identifier SSN. [0144] The polling response will be described further
with reference to Fig. 16. Of the data structure of the polling request
shown in Fig. 16, description of parts that coincide with the data structure
of the polling request shown in Fig. 9 will be omitted. [0145] In the data
structure of the polling request sh_ovzréinw Fig. 16, in the PAD area of the
payload, an area where the hash vallUe A is stored (an area denoted as
HSK in Fig. 16) and an area where the sub-identifier SSN' is stored (an
area denoted as SSN in Fig. 16) are provided. The area where the hash

unifafR1a RStoresSIoHRGRRGE of £ by IET HhE arcA SwRErELhBS Tesponse

is 88%#%] @8&5§@$#%8§W%%EE%¥”E¥§%19%%&@“ ?[9%é6%Q%%§§%5%%§

a polling response having such a data structure shown in Fig. 1
Eskgenerated.alhan, in step-S33% rthesgenerated polling response is sent to

the reader/writer 300. [0147] Next, a process of the reader/writer 300 that
t01h4s

The polling response will be described further with
reference tc Fig. 16. Of the data structure of the polling
request shown in Fig. 16, description of parts that coincide
with the data structure of the polling reguest shown in Fig.
9 will be omitted.

[0145]

In the data structure of the poliling reguest shown in
Fig. 16, in the PAD area of the payload, an area where the
hash value A is stored (an area denoted as HSK in Fig. 16)
and an area where the sub-identifier S88N' is stored (an area
denoted as SSN in Fig. 16) are provided. The area where the
hash wvalue A 1s stored 1s configured of 2 bytes. The area
where the sub-identifier SSN' is stored is configured of 2
bytes.

[0146]

In step 5228, a polling response having such a data
structure shown in Fig. 16 is generated. Then, in step 5339,
the generated polling response is sent to the reader/writer
300.

[0147]

Next, a process of the reader/writer 300 that has



- 49 received the polling response will be described. The reader/writer
300 executes a random-number obtaining process in step 5103 (Fig. 2).
The random-number obtaining process executed by the reader/writer 300
will be described with reference to a flowchart in Fig. 17. [0148] Each
processing executed in steps S351 to S354 is similar to that in steps
S251to S254 in Fig. 5, and description thereof has already been given
and thus will be omitted here. [0149] However, description will be added
here since processing that is execu &d When a secret key pk is read from
the secret-key storage unit 301 in step 5353. The reader/writer 300
identifies an identifier pksn from the identifier pksn included in the polling
reCheGiREt §6ft tBhe HTICAYA00 FurthetrhoRe the FeaderAfriter 306
reai len 'g%s}wtaeiubggj&né@gr Sgysfrgm thg%]b-_iden ifier S Ig included in the
porﬁ g résponse réc&ived trom tie TG ¢ard 200 e fuentifier Bﬁsr? ang ==*®
in Gesybsidentifier; 3SNogre identified Hikispassible 10 identity,one secigl o s 5
key pk. [0150] Further description will be added with reference to Fig. 18.
exelnithedexaynple showada Hgrig,dhe 30b-ideartifies<SSMNEY is storedias ia
sub-identifier SSN' in the polling
reference to a flowchart in Fig. 17.
[0148]

Each processing executed in steps 5351 to 3354 is
similar te that in steps $251 to S254 in Fig. 5, and
description therecf has already been given and thus will be
omitted here,.

[0149]

However, description will be added here since
processing that is executed when a secret key pk is read
from the secret-key storage unit 301 in step $353. The
reader/writer 300 identifies an identifier pksn from the
identifier pksn included in the polling reguest sent to the
IC card 400. Furthermore, the reader/writer 300 identifies
a sub-identifier S3N from the sub~identifier SSN' included
in the polling response received from the IC card 4060. If
the identifier pksn and the sub-identifier SS8N are
identified, it is possible to identify one secret key pk.
[0150]

Further description will be added with reference to Fig.

18. In the example shown in Fig. 18, the sub-identifier

SSNO' is stored as a sub-ldentifier S3N' in the peolling



50 response received from the IC card 400, so that the sub- identifier
SSNO is identified from the sub-identifier SSNO'. [0151] Furthermore, the
reader/writer 300 remembers that data of the identifier pksnO has been
stored as an identifier pksn in the polling request sent to the IC card 400.
Thus, the secret key pkOO is identified from information indicating the
identifier pksnO and information indicating the sub-identifier SSNO. Thus,
in this case, the secret key pkOO is read as a secret key pk. [0152] The
session key ESK included in the boﬁiﬂg_request is decrypted using the
read secret key pkOO as a key, thereby obtaining a random number B.
[0153] Returning to description of the flowchart in Fig. 17, when the

reSpPLRRSim FRFIeF B has BReh tbtdife #idudh the Fitocdsing fsteps -
4 5%]_531. to 53§éNi61 step 5355 thg.ha}fhf calcul&ting u it_aoﬁz g;ig. flle) a%péiﬁa,
1denty h%ﬁn 15 1dengifie r%? & Sé% 1 gstv ﬁ e .

a has ction to the random number B to generate a alue B.
1016154] In step S356, the CPU 105 compares the hash value A included
in the polling response input by the input/output unit 102 with the hash

valuerBlgenerated bytthe hestiecaleulating ubit B02emembers that data
of the identifier pksn0 has been stored as an identifier
pksn in the polling request sent to the IC card 40C. Thus,
the secret key pkOG is identified from information
indicating the identifier pksnl0 and information indicating
the sub-identifier SSNO. Thus, in this case, the secret key
pk00 1s read as a secret key pk.
[0152]

The sessicn key ESK included in the peolling regquest is
decrypted using the read secret key pk00 as a key, thereby
cbtaining a random number B.

[0153]

Returning to descripticn of the flowchart in Fig. 17,
when the random number B has been obtained through the
proecessing in steps 38351 to 8354, in step 5355, the hash
calculating unit 302 (Fig. 11) applies a hash function to
the random number B to generate a hash value B.

[0154]

In step 5356, the CPU 105 compares the hash value A
included in the polling response input by the input/output
unit 102 with the hash value B generated by the hash

calculating unit 302.



- 51 - [0155] The need for comparing the hash value A with the hash
value B will be additionally described with reference to Fig. 18. In the
description with reference to Fig. 18, as described above, the secret key
pkOO is identified from the information indicating the identifier pksn0O and
the information indicating the sub-identifier SSNO. If this secret key is
identified incorrectly, it turns out that the hash value A and the hash value
B do not match. [0156] The identifier pksn has been selected on the side
of the reader/writer 300, and the subridentifier SSN has been selected on
the side of the IC card 400. If the relationship among the identifier pksn,
sub-identifier SSN, and secret key pk stored in the reader/writer 300 is
[Olﬁw%] same as the relationship among the identifier pksn', sub- identifier

apl% fScr% keg k%%éorﬁ:% in r}Qe Igas rd 4%% it 'ﬁ pre %Lém%g thz;)t thg

pOSSI |I|ty of incorrect Nng a Ssecret Key IS |OW owever, |

valthese telationsbipsarenosthe samesthere sxistsa pRSsibilitr Hlce to Fig.
incorrectly identifying a secret key pk. [0157] Furthermore, for example, if

18.thelsecreekelepk oprespondingtothe subridentifier SSN' sefgcted on the
side of the IC card 400 is not held on the side of the

described above, the secret key pkl0 is identified from the

information indicating the identifier pksn( and the

information indicating the sub-identifier SSNO. If this

secret key 1is ildentified incorrectly, it turns out that the

hash value A and the hash value B do not match.

[0156]

The identifier pksn has been selected on the side of
the reader/writer 300, and the sub-identifier SSN has been
selected on the side of the IC card 400. If the
relationship among the identifier pksn, sub-identifier SSN,
and secret key pk stored in the reader/writer 300 is the
same as the relationship among the identifier pksn', sub-
identifier SSN', and secret key pk' stored in the IC card
400, it is presumed that the possibility of incorrectly
identifying a secret key pk is low. However, if these
relationships are not the same, there exists a possibility
of incorrectly identifying a secret key pk.

[¢157]

Furthermore, for example, if the secret key pk

corresponding to the sub-identifier SSN' selected on the

side of the IC card 400 1s not held on the side of the



- 52 reader/writer 300 (e.qg., if different secret keys are held on the side of
the reader/writer 300 and on the side of the IC card 400), it is not possible
to uniquely identify a secret key pk, so that the hash value A and the hash
value B do not match. [0158] Considering the above, such a
configuration is employed in which hash values are compared so that it is
possible to check whether secret keys ph (secret keys pk used for
encryption or decryption) selected o Zthg side of the reader/writer 300
and on the side of the IC card 400 match. [0159] As described above, by
storing a hash value in a polling response, the validity of a session key
can be checked on the side of the reader/writer 300. [0160] Note that,

*e28RAGUGH frPthe-ComminEatiort SyStefrf 86 8o it Fig. EiftotAEPwWFdS:
on U080 QfSackel KeYa Dot hAvd A MYarahieh UL BN 8. e

configuration is employed in which processing such as comparisén o

1C bash values to ehack whether seenet keys pk selegted,on the, side, ofthe
reader/writer 300 and on the side of the IC card 400 match is not

secerécuted, pbviogsly tinahe tomramivatien sysfena 50 shownhiadtigyva lite B
is possible to employ such a configuration in which processing such as

do BBmpARSEH of hash
[G158]

Considering the above, such a configuration is employed
in which hash values are compared so that it is pessible to
check whether secret keys pk (secret keys pk ussd for
encryption or decryption) selected on the side of the
reader/writer 300 and on the side of the IC card 400 match.
[0159]

As described above, by storing a hash value in a
polling response, the validity of a session key can be
checked on the side of the reader/writer 300.

[0160]

Note that, alithough in the communication system 50
shown in Fig. 1, in other words, in the case of secret keys
not having a hierarchical structure, such a configuration is
employed in which processing such as comparison of hash
values to check whether secret keys pk selected on the sgide
of the reader/writer 300 and on the side of the IC card 400
match is not executed, obviously, in the communication
system 50 shown in Fig. 1, it is possible to employ such a

configuraticn in which processing such as comparison of hash



- 53 values is executed to check secret keys pk. [0161] By managing a
plurality of secret keys pk in the reader/writer 300 and the IC card 400 as
described above, it is possible to encrypt and decrypt a plurality of
services by different secret keys pk, so that it becomes possible to use a
secret key pk on a service-by-service basis even when a plurality of
services are dealt with. Furthermore, by establishing a communication
session as described above, the security of communication can be
improved. [0162] Although the above described embodiment has been
described by way of an example of wireless communication, it is possible
to apply the present invention to wired communication. Furthermore, the
valpessehtirftentioh finSE lified o $he apBV&dEScRfed embodiment, the
[01E535€m invention can be applied to communication using a plurality of
eys held by mutual apparatuses when some data is exchanged between

twe ppparatyses; [9163), The tekms infoumation processing apparatus and

device in this specification corresponds to, for example, an initiator and a
reatirgetinithe NFEOIP-istandasd,lie. can capiadatus thakgeneratessaypRE, it
field and initiates NFCIP-I communication and an apparatus that
is Hﬂﬁﬁﬁ@%?o%@ encrypt and decrypt a plurality of services
by different secret keys pk, so that it becomes possible to
use a secret key pk on a service-by-service basis even when
a plurality of services are dealt with. Furthermore, by
establishing a communication session as described above, the
security of communication can be improved.
[0162}

Although the above-described embodiment has been
described by way of an example of wireless communication, it
is possible to apply the present invention to wired
communication. Furthermore, the present invention is not
limited to the above-described embodiment, the present
invention can be applied to communication using a plurality
of keys held by mutual apparatuses when some data is
exchanged between two apparatuses.

[0163]

The terms information processing apparatus and device
in this specification corresponds to, for example, an
initiator and a target in the NFCIP-1 standard, i.e., an
apparatus that generates an RF field and initiates NFCIP-1

communicaticn and an apparatus that responds to an



- 54 instruction from the initiator using load modulation or modulation of
an RF field generated by itself, respectively. Furthermore, these
apparatuses may be communication apparatuses having mounted
thereon one or more IC chips of their individual functions and having
other functions or the like. [0164] [Regarding Recording Medium] The
series of processes described above can be executed either by hardware
or by software. When the series of prpcesses described above is
executed by software, programs constituting the software are executed
by the CPU 105 or the CPU 207 in Fig. 1, and these programs are read

. __from recording medija or.the like readable by the reader/wrijter 100 (300)
08 S e Bard 20 (400) TOLB5T: I fhid SpRaTcaih, B Skps b7 OF

nodAERUINg the seriesofroeesses describad aboye oby '@}‘5%@%@9% vely.

processes that are executed sequentially in thé orders described, and

Furalseinelydes pracsssesthatare nok necessarily pracessedseguentially
but executed in parallel or individually. - 55 - Name of Document CLAIMS
2pPErA CeRfiunRENGY sYstent eshfigurat onapiiforatisree IC chips of

their individual functions and having other functions or the
like.
[0164]

[Regarding Recording Medium]

The serlies of processes described above can be executed.
elther by hardware or by scftware. When the series of
processes described above is executed by software, programs
constituting the software are executed by the CPU 105 or the
CPU 207 in Fig. 1, and these programs are read from
recording media or the like readable by the reader/writer
100 (300) or the IC card 200 (400).

[0165]

In this specification, the steps of executing the
series of processes described above cbviously includes
processes that are executed sequentially in the orders
described, and also includes processes that are not
necessarily processed seguentially but executed in parallel

or individually.



processing apparatus and a device that perform communication, wherein
the information processing apparatus comprises: first storage means that
stores one or more keys; polling-request generating means that
generates a polling request including an identifier identifying the key; and
obtaining means that reads the key identified by the identifier from the
first storage means, and that decrypts encrypted data by the key to obtain
a random number, the encrypted data being included in a polling
response supplied from the device ﬁ15re_sponse to the polling request;

and wherein the device comprises: random-number generating means

thaéf%enerates a random number; second storage means that stores one
Namgy or@Rey&Sfdading Heahs that reads a key corresponding to the

idenﬂfier included in the poIIin% request from the ecgnd stor% € means;
1. communlcat 1Lon 8VS erﬁ con lr%Llr@ @) an in gm 1Ch
encrypting means that encrk/lptst e random number  generatéd by the

profadom-pumber gepgratingmeansy the key: readkby-thereadingin i cat ion,

means; and polling-response generating means that generates the - 56
poHingresporsezinchutingndatacof the cardom nunlieraeacryptecdmptheses :
enmvpﬂhgg?g%nztorage means that stores one or more keys:
Ys¢
pelling-request generating means that generates a
polling request including an identifier identifying the key:
and
obtaining means that reads the key identified by
the identifier from the first storage means, and that
decrypts encrypted data by the key to cbtain a random number,
the encrypted data being included in a pelling response
supplied from the device in response to the polling reguest;
and
wherein the device comprises:
random-number generating means that generates a
randem number;
second storage means that stores one or more keys;
reading means that reads a key corresponding to the
identifier included in the poclling request from the second
storage means;
encrypting means that encrypts the random number
generated by the random—number generating means by the key

read by the reading means; and

polling-response generating means that generates the



2. The communication system according to Claim 1, wherein the key is
uniquely identified by a first identifier and a second identifier, the second
identifier being subordinate to the first identifier, and wherein each of the
first storage means and the second storage means stores each of the first
identifier, the second identifier, and the key in association. 3. The
communication system according to Claim 2, wherein the polling-request
generating means includes the firstigentifier as the identifier in the polling
request, wherein the polling-response generating means further includes
the second identifier in the polling response and wherein the obtaining
pol@eans |dent|f|essethti:'nkgg m th st |d t|f| r |nclud din th% gglng
reqt?es% and the secon t?fler |nc uged in t%e rfllng response, and

encieadstherkeydramdhe fi ﬁ@{@gﬁé’g%@ﬂ& 4. The communication system
according to Claim 1, wherein the device further comprises: first hash

2 calciitatingamgans. that perfoems aeraktutatiod imgvhich & hash fanction is
applied to the random number generated by the random-number

getlefatfig” mekhsk e B71Whereifife polingiedporise &é’n@raﬁﬁg frieans
igedriher includes a first hash value cajculated by the Irsthash, s sier

being subordinate to the first identifier, and
wherein each of the first storage means and the second
storage means stores each of the first identifier, the
second identifier, and the key in assocociation.
3. The communication system according to Claim 2,
wherein the polling~request generating means includes
the first identifier as tThe ldentifier in the polling
request,
wherein the polling-response generating means further
includes the second identifier in the polling response, and
wherein the obtaining means identifies the key from the
first identifier included in the polling reguest and the
secend identifier included in the polling response, and
reads the key from the first storage means.
4. The communicaticon system according to Claim 1,
wherein the device further comprises:
first hash calculating means that performs a
calculation in which a hash function is applied to the

random number generated by the random~number generating

means,



calculating means in the polling response, and wherein the information
processing apparatus further comprises: second hash calculating means
that performs a calculation in which a hash function is applied to the
random number obtained by the obtaining means; and comparing means
that compares a second hash value calculated by the second hash
calculating means with the first hash value included in the polling
response. 5. A communication met%o of a communication system
configured of an information processing apparatus and a device that
perform communication, wherein the information processing apparatus
comprises the steps of: storing one or more keys; polling-request

gehf&ting of Geherating apolliiep redifest i whith'diPidentifier itertiRfig
inc hedlé g !;Pf'r dteq;L anlq obtiaLiningcof rea%in tgeé(eyti%entgied bcy E{le
&1 %y % gsh value %ﬁﬁg atﬁ y 1S

identifier, and decrypting encrypted y the kéy to obtain a ran osr%]1
calBUmber ntherencrypted data beinglinelyded iy spalling response supplied

from the device in response to the polling request; and - 58 wherein the
dewicereomprises the Steps: bfi ogemeratieg afragdemmumbers further
comprises:
seccend hash calculating means that performs a
calculation in which a hash function is applied to the
random number obtained by the obtaining means; and
comparing means that compares a second hash value
calculated by the second hash calculating means with the
first hash value included in the polling response.
5. A communication method of a communication system
cenfigured of an information processing apparatus and a
- device that perform communication,
wherein the information processing apparatus comprises
the steps of:
storing one cor more keys;
polling~request generating of generating a polling
reguest in which an identifier identifying the key is
included; and
obtaining of reading the key identified by the
identifier, and decrypting encrypted data by the key to
obtain a random number, the encrypted data being included in
a polling response supplied from the device in response to

the polling request: and



storing one or more keys; reading a key corresponding to the identifier
included in the polling request; encrypting the generated random number
by the read key; and generating the polling response including data of
the encrypted random number. 6. An information processing apparatus
that performs communication with a device, comprising: storage means
that stores one or more keys; polling-request generating means that
generates a polling request in which an identifier identifying the key is
included; and obtaining means that t8ads the key identified by the
identifier from the storage means, and that decrypts encrypted data by
the key to obtain a random number, the encrypted data being included in

a JOIfRG résporte WppFd T THE BevickSn Féspthsetds the polling

request. 7éTh§é%f9£mat|orlr rocessin %Deoaratus according to Claim 6,

wherein %enl?ey is un?quaely identified ya fifst identifier and a second
identifiersthersecgnd;identifierheing spbordinate to the first identifier, and

- 59 wherein the storage means stores each of the first identifier, the
second idestifiencanrd thevkeyoinresponding to the identifier
included in the polling request;
encrypting the generated random number by the read
key; and
generating the polling response including data of
the encrypted random number.
6. An information processing apparatus that performs
communication with a device, comprising:
storage means that stores one or more keys;
polling-request generating means that generates a
polling reguest in which an identifier identifying the key
is included; and
obtaining means that reads the key identified by the
identifier from the storage means, and that decrypts
encrypted data by the key to obtain a random number, the
encrypted data being included in a polling response supplied
from the device in response to the polling reguest.
7. The information processing apparatus according to
Claim 6,
wherein the key 1s uniguely identified by a first
identifier and a second identifier, the second identifier

being subordinate to the first identifier, and



association. 8. The information processing apparatus according to Claim
7, wherein the polling-request generating means includes the first
identifier as the identifier in the polling request, wherein the polling
response further includes the second identifier, and wherein the obtaining
means identifies the key from the first identifier included in the polling
request and the second identifier included in the polling response, and
reads the key from the storage meaps. 9. The information processing
apparatus according to Claim 6, further comprising: hash calculating
means that performs a calculation in which a hash function is applied to

the randam number, obtained by the obtaining means; and comparin
e e Trahouduasaearne

i deMmeanswith arnashaalygiincliidediin: the polling respopge. 10, A
communication method of an information processing apparatus that
asspeifarmscommunication with a device, comprising: - 60 a reading
controlling step of controlling reading of one key from one or more keys
SSKWE@QWéﬁﬁg@@ﬁﬁ%@g;processing apparatus acceording to

Claim 7,

wherein the peclling-reguest generating means includes
the first identifier as the identifier in the polling
reguest,

wherein the polling response further includes the
second identifier, and

wherein the obtaining means identifies the key from the
first identifier included in the pelling request and the
second identifier included in the polling response, and
reads the key from the storage means.

9. The information processing apparatus according to

Claim 6, further comprising:

hash calculating means that performs a calculation in
which a hash function 1s applied to the random number
obtained by the obtaining means; and

comparing means that compares a hash wvalue calculated
by the hash calculating means with a hash value included in
the polling response.

10. A communication method of an information processing

apparatus that performs communication with a device,

comprising:



a polling-request generating step of generating a polling request in which
an identifier identifying the key is included; and an obtaining step of
reading the key identified by the identifier from the storage means under
control of the reading controlling step, and decrypting encrypted data by
the key to obtain a random number, the encrypted data being included in
a polling response supplied from the device in response to the polling
request. 11. A program of a comput%Cr that controls an information
processing apparatus that performs dmimunication with a device,
comprising: a reading controlling step of controlling reading of one key
from one or more keys stored in storage means; a polling-request

geRerdtiiyistep SPyeReratitg® PofingTeqGESTRWHicH an fdénties ©f

identifying the key is included; and an, ohtaining step of reading the key
e R B e SRt Tt S St B et Eantie i ihe

reading coniglling gten ancdecrypting,enerypted-data by thei key 10

obtain a random number, the encrypted data being included in a polling
poligsponse supplied fromhtherdevice ine response to then poliigg mequest. k61
~12. Arecording medium having a program recorded thereon, the program
185 eRGsiRG & compiter that controls an information

an obtaining step of reading the key identified by the
identifier from the storage means under control of the
reading contrclling step, and decrypting encrypted data by
the key to ¢btain a random number, the encrypted data being
included in a polling respconse supplied from the device in
response to the polling reguest.

11. A program of a computer that controls an information
processing apparatus that performs communication with a
device, comprising:

a reading contrclliing step of contrelliing reading of
one key from one or more keys stored in storage means;

a polling-request generating step of generating a
polling request in which an identifier identifying the key
is included; and

an obtaining step of reading the key identified by the
identifier from the storage means under control of the
reading controlling step, and decrypting encrypted data by
the key to obtain a random number, the encrypted data being
included in a polling response supplied from the device in

response to the polling request.



processing apparatus that performs communication with a device to
execute processing comprising: a reading controlling step of controlling
reading of one key from one or more keys stored in storage means; a
polling-request generating step of generating a polling request in which
an identifier identifying the key is included; and an obtaining step of
reading the key identified by the identifier from the storage means under
control of the reading controlling step, and decrypting encrypted data by
the key to obtain a random number, P1e"éncrypted data being included in
a polling response supplied from the device in response to the polling
request. 13. A device that performs communication with an information

1 broceRsihg Hpratat s esmplising ¥ idifllofn-RERBER G eRBFRAFGGHe ARS HRET
eneJBISIAleS 2 1A PUmbSE; storage means (hat stores one ormore .
kgys,c%eag}ng means that reads a Eey ?rom the sriorage means, the f?ey
proeeEespendingto-an identifier fos ddenfifying dhekeayiipsiuded in apolling

request from the information processing apparatus; encrypting means
devthat ehcrypisthetrandonrramben- 62rgenerated:by the random-number
generating means by the key read by the reading means; and

a reading contrelling step of controlling reading of
one key from cne or more keys stored in storage means;

a polling-request generating step of generating a
polling request in which an identifier identifying the key
is included; and

an obtaining step of reading the key identified by the
identifier from the storage means under control of the
reading controlling step, and decrypting encrypted data by
the key tec obtain a random number, the encrypted data being
included in a pclling response supplied from the device in
respecnse to the polling reguest.

13. A device that performs communication with an
information processing apparatus, comprising:

random—number generating means that generates a random
number;

storage means that stores one or more keys;

reading means that reads a key from the storage means,
the key corresponding to an identifier for identifying the
key included in a polling request from the information

processing apparatus;

encrypting means that encrypts the random number



polling-response generating means that generates the polling response
including data of the random number encrypted by the encrypting means.
14. The device according to Claim 13, wherein the key is uniquely
identified by a first identifier and a second identifier, the second identifier
being subordinate to the first identifier, and wherein the storage means
stores each of the first identifier, the second identifier, and the key in
association. 15. The device acco[di%% to Claim 14, wherein the
polling-response generating means fdrther includes the second identifier
in the polling response. 16. The device according to Claim 13, further
comprising: hash calculating means that performs a calculation in_which
geng HashiduRetidn® appliedo IHE R ofs AEifber (gerkiafedl Rythehe key
reaEflrgjom-@umrbéegcgfner%%n%rgeags, wherein the polling-response
generafing means flfther includés a hash value calculated by the hash
cajeyiating; meansdn the poling JespeNsee 44 sAgommypication methad

of a device that performs communication with an information processing
polapparatuss peomprising:lu63 rgy raldom-niintbe: geasratingstepef
generating a random number;
encrypted by the encrypting means.
14, The device according to Claim 13,
wherein the key is uniquely identified by a first
identifier and a second identifier, the second identifier
being subordinate to the first identifier, and
wherein the storage means stores each of the first
identifier, the second identifier, and the key in
association.
15. The device according to Claim 14,
wherein the polling~response generating means further
includes the second identifier in the polling response.
16. The device according to Claim 13, further comprising:
hash calculating means that performs a calculation in
which a hash function is applied to the random number
generated by the random-number generating means,
wherein the polling-response generating means further
includes a hash value calculated by the hash calculating
means in the polling respcnse.
17. A communication method of a device that performs

communication with an information processing apparatus,

comprising:



a reading controlling step of controlling processing for reading a key from
storage means where one or more keys are stored, the key
corresponding to an identifier for identifying the key included in a polling
request from the information processing apparatus; an encrypting step of
encrypting the random number generated by processing in the
random-number generating step by the key whose reading has been
controlled by processing in the reading controlling step; and a
polling-response generating step of génerating the polling response
including data of the random number encrypted by processing in the
encrypting step. 18. A program of a computer that controls a device that
pe?fo%@%%’ﬁw‘rﬂﬁﬁ‘i‘%ﬁﬁoﬁ With art G Tt ptocessifg dppifafust 2andomn

numggrrnprising: a random-number generating step of generating a random

T number; a reading controlling step of controlling processing for reading a

key from gtorage meansiwhere are or more kays Aressteredrthekey ng

corresponding to an identifier for identifying the key included in a polling
forreguest fromathies infdrmaticr: procgssing apparataszameacrypting stepcefy s

encrypting the random number - 64 generated by processing in the

are igHdOR AU generatig SEBOBS i ké&Pwhose FeadiAg Has beeh
ide%%g%?gﬁgb%Rgxf%§m9ncluded in a polling reguest from the

information processing apparatus;

an encrypting step of encrypting the random number
generated by processing in the random~number generating step
py the key whose reading has been controlled by processing
in the reading contrelling step; and

a polliing-response generating step of generating the
polling response including data of the random number
encrypted by processing in the encrypting step.

18, A program of a computer that controls a device that
performs communication with an information processing
apparatus, comprising:

a random-number generating step of generating a random
number;

a reading contrelling step of controlling processing
for reading a key from storage means where one or more keys
are stored, the key corresponding to an identifier for
identifying the key included in a polling reguest from the
information processing apparatus;

an encrypting step of encrypting the random number



in the reading controlling step; and a polling-response generating step of
generating the polling response including data of the random number
encrypted by processing in the encrypting step. 19. A recording medium
having a program recorded thereon, the program causing a computer that
controls a device that performs communication with an information
processing apparatus to execute processing comprising: a
random-number generating step of gngrating a random number; a
reading controlling step of controlling processing for reading a key from
storage means where one or more keys are stored, the key

corre spondln%hto an identifier for_jdenti the keg included in a polling
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random-number generating step by the key whose reading has been
in ecorirelletdbyprocessingl nithe reading condrolling step; and a
polling-response generating step of generating the polling response
incdludifng data of BrRO@hEentANMbeE Iereryted by proeessiag imthet he
pol?ggrpgg Sgﬁge including data of the random number
encrypted by processing in the encrypting step.

1. A recording medium having a program recorded thereon,
the program causing a computer that controls a device that
performs communication with an information processing
apparatus to execute processing comprising:

a random~number generating step of generating a random
number;

a reading controlling step of controlling processing
for reading a key from storage means where one or more keys
are stored, the key corresponding to an identifier for
identifying the key included in a polling request from the
information processing apparatus;

an encrypting step of encrypting the random number
generated by processing in the random-number generating step
by the key whose reading has been controlled by processing
in the reading contrelling step; and

a pelling-response generating step of generating the
pclling response including data of the random number

encrypted by processing in the encrypting step.



