SECURI TY FI LM BACKGROUND The present disclosure relates generally to a
flexible security filmand nonitoring device that can detect and provide a
real tinmewel2eewi34m®sgnaling the filmhas been tanpered wptCh/srooeensts at ed.
It is highly desirable to have an accurate nethod of determ ning and

signaling exactly when tanperi ng§£ enetration occurs. It is often
difficult to acconplish this wt u-giﬁgﬁ{gwg false alarns; itens
protected using current technology only tell you they were tarrpered W th
after they have been received aniA‘ﬁKG&@WDl ndi cat or has been inspect ed.
They do not signal that they have been tanpered with at the tinme of
occurrence. Security concerns exist for all types of packaging that

cont ai nsThe priesent diselosiuerslags @gdReralty ueh Opgidle Seb@it9SilnCaidt BbM&Sring R¥videal | et's
that are shipped by carriers, air ship etc. Al goods are susceptl bl e to

pi | f er i n@ao¢antRiREEAD oV el all fROSRAT Li 511@}95 896 Hal pISEHPERT BHESS
date there have been various attenpts 't I de nonrtoring an securlty
The use ;?efne YiggWwhen exposed to air changes color to let one know if someone
has conprom se(cii' t he envel ope or package. This provides a tanper indicator
that has a small deterrent factor for honest enpl oyees.

It is highly desirable to have an accurate method of determining and signaling exactly
when tampering or penetration occurs. It is often difficult to accomplish this without
triggering false alarms; items protected using current technology only tell you they were
tampered with after they have been received and the tamper indicator has been inspected.

They do not signal that they have been tampered with at the time of occurrence.

Security concerns exist for all types of packaging that contains high value items/goods,
envelopes, crates, containers, or pallets that are shipped by carriers, air ship etc. All
goods are susceptible to pilfering or tampering during transport or storage in unsecured

areas.

To date there have been various attempts to provide monitoring and security. The use of
dye when exposed to air changes color to let one know if someone has compromised the
envelope or package. This provides a tamper indicator that has a small deterrent factor

for honest employees.



WO 2009/ 134293PCT/ US2009/ 000521 However, these approaches do nothing for
the user but to let the user know soneone has tanpered with the user's
goods, whwohowwouhkmdsbe di scovered upon openi ng the goods pamysay9/oEEre Of

t hese approaches can result in a false trigger |eaving the user with doubt

in the rrierns ability t roper handl £ th ackage. SUMVARY .The

or esent FAMEL R Epairches & RO meBe iy f IR URE Ry BRI ¢ he
prior art proposal by utilizing a |ow cost RFID unit in _concert with the
film t oBEWREPdaNith Herisen aeastss WhicBryould e disceyired UPRIEORERIIEIRE 8P_IS Thi s
greatly increases the chance of recovery and identifying the weak links in
t he sysamwmwayhat pl ague the conpany with unnecessary |oss at the high cost
of loss of revenue and reputation. Additionally, the filns unique

proper t §@ae af thessfrprovchbs cancesaivin £falseariggdrikavitipthe waer with doulst iatheari ety of
RF technol ogi es such as, but not limted to, passive and active RFID Tags

and al sgyrH&es m[ig, tYipk St riyHAURI (R&pakAge.t © name a few. The present
di scl osure provides for a tanper i1ndication filmthat is responsive to a

vari ety of tanpering nethods. A tanper indicative filmcan provide an
output as a visually or audibly perceptible display or as a feed to a data

col l ection system such uter. It can provide a tanper indication
that can be used on di ﬁmcﬁgpzed envel opes and cont ai ners.

The present disclosure seeks to overcome the aforementioned drawbacks of the prior art
proposal by utilizing a low cost RFID unit in concert with the film to send an
instantaneous alert the moment tampering occurs. This greatly increases the chance of
recovery and identifying the weak links in the system that plague the company with
unnecessary loss at the high cost of loss of revenue and reputation. Additionally, the films
unique properties are used with a communication link that can utilize a variety of RF
technologies such as, but not limited to, passive and active RFID Tags and also use hard

wired communications to name a few.

The present disclosure provides for a tamper indication film that is responsive to a variety
of tampering methods. A tamper indicative film can provide an output as a visually or
audibly perceptible display or as a feed to a data collection system such as a computer. It
can provide a tamper indication that can be used on different sized envelopes and

containers.



WO 2009/ 134293PCT/ US2009/ 000521 It can provide a tanper indication in
renote areas using cellular or other conmunication |links to provide renote
security.wobnéwiryg the security filmwhich can be formedThg20poas1
illustrative but non-limting exanple by a wall paper |like material or

t , ik 1. | . to t { .
i cary 2 BT el Haldalitn I eqRi HicHEuiiRE PR or Bhd, Vol ¢,
lithiumbattery.that coul d.provide 24 hour. security to the it it is

bt t achaimkedd Brvidemmpleiectnfy. Diiiiie e poriri Bt itidh i Papss Buivage used
If the RFl Tags are passive the charge for the RFID Tag can be induced. The

t anper dHustratiye butnersliphtingexapnie bne whalkpapeslikemetesial ortaph @ useed for smal |
packages is independent of other security systens such as those utilized
for an bagtheablliy thti prgvide law powsetovthe tanpdn éndicathvegledick tof thel prespnéest i on - t he
itemfor which the tanper security device is to be attached to - is

| ocat eddisclbsifie,d0r ensniflé WithGinUSA sizdaithidnSbdety tHaechapravidel4 heg security to

permt soneone el se to have access within the | ocation where the itemto be

Pr ot ety th e RETRAE aRRHH 1d Yor 46 Efs. | AterRiRAN a Bitubld baehflify ecuUr ity

% fibE s
control via“the tanper security devite over that "particular 1tem This
el i m nat il f ek by Limti access .1 o ersonal ite St udi es have
shown 150 B SF! Ties R AP REETRR ERENS B8 RAEPE indhbfTon ot o,
advant ages and ot her novel features will be set forth in part of the
description that follows and in part will becone apparent to those skilled
in the art upon exam nation of the follow ng or maybe | earned with practice
of the Precigmper sficydtyodayice of ske present idisslpsesr thatrrantbiqarsed for spallpppkgges
i ndi cation device having a filmattached and connected within the circuit
t hat geindndependent of gthet securitysypeonsasutloasthbsetdized \femdn office building or a

house where the packaged item in question — the item for which the tamper security

device is to be attached to — is located. Thus an authorized user may disable the home or

office security to permit someone else to have access within the location where the item

to be protected by the tamper security device is located but still have security control via

the tamper security device over that particular item. This eliminates pilfering by limiting

access to the personal item. Studies have shown that 90% of most thefts are opportunistic.

Additional objects, advantages and other novel features will be set forth in part of the
description that follows and in part will become apparent to those skilled in the art upon

examination of the following or maybe learned with practice of the present disclosure.

As described herein, there is a tamper indication device having a film attached and

connected within the circuit that generates a signal in response to a tamper event. The



WO 2009/ 134293PCT/ US2009/ 000521 signal is received by a mcro-controller

whi ch generates an output signal to a display or data coll ection device and
transcei weo.200nB4mat put si gnal can take information fromca/vsasimbos2f
different sensor types, i.e., shock, vibration, tenperature and security

breach j.nfermti.on,an isplay bt In.a data . collectiaon Vi ce, i1l other
ob; oot s B i BoHT 8 BYA rHcRBr gt e e 5SS g SRR E R Bt 1 o F
this an&ﬁ;roi’nt.he foll owi ng description vvhere'in there js sho and

descri b¥ fotlachen drure A 8- et owputsignal £an,ake FEAMARISMBy t he way
of illustration of one of the best nodes contenplated for carrying out the
pr esent vagiegephdiffierent pensar typeh é e, shodkz sibratione toprpesatire andsePwdyibeeacB capabl e
of different enbodinents, and its several details are capabl e of

nodi f i cafororation auddisplay,it mvdaasoléexpontdsviat! w t hout departing fromthe

i nvention. Accordingly, the drawi ngs and descriptions will be regarded as
illustrative in nature and not as restrictive. Reference will be made in
detail to the present preferred enbodi nent(s) of the invention, an exanple

of whi C%l}\é%xiel' Lbﬁ%&t@ EFE@ ﬂfgsehpgis@igglﬂg%n)geg&n?é@%w% E%sg's:klﬁg& T ON OF

THE DRA I'S a perspective v a tanper 1 ndication

? ﬁ\éi S?eégfﬁgrggégfogldg@& SCS%HPE&? Lv?lgruegr? thseyecirs] S §w1t1) 8a scfivbd ijncttﬁe %?&Q;rgci ng to
embodiment of this invention, simply by the way of illustration of one of the best modes
contemplated for carrying out the present disclosure. As will be realized, the present
disclosure is capable of different embodiments, and its several details are capable of
modification in various, obvious aspects all without departing from the invention.

Accordingly, the drawings and descriptions will be regarded as illustrative in nature and

not as restrictive.

Reference will be made in detail to the present preferred embodiment(s) of the invention,

an example of which is illustrated in the accompanying drawings
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a perspective view of a tamper indication device incorporated

into an enclosure such as bag or a pouch according to the present disclosure;



FIG 2 is a perspective view of a transponder or RFID Tag device 7 of FIG

1; FIG 3 Ais a portion of the two sided tape 3 showi ng one side of
t he housiwg 2d09Ga298he transponder 7 or RFID Tag 7 nount edTiusescsomsehere the
contact pads 5 are shown ; and FIG 3B is a portion of the two sided

tape 3 show ng an .side of .the houysing 4 for t ransponder or RFID
Tag 7 nounted behﬁ](g'e{ B PRSI ¥R ViERy @%SPW(%QPEB?VS gaaﬁ VIREI'®'Tag 7
showi ng in vﬁ(jibl e lines behind the tape 3 thereon where the contact pads 5
are shown; ‘LFEIGS .4 A B and C show an enbodi ment of the pr esent

invention in which the tanper indication device is placed in goods on a
pal | et. DETAI LED BESCRARSp@urtem dafiike PREFERREDE ENMBOBINENESide of the

housing 4 for the transponder 7 or RFID Tag 7 mounted thereon where the contact
pads 5 are shown ; and

FIG. 3B is a portion of the two sided tape 3 showing another side of the
housing 4 for the transponder or RFID Tag 7 mounted behind the two side tape 3
with battery 6 and RFID Tag 7 showing in visible lines behind the tape 3 thereon
where the contact pads S are shown;

FIGS .4 A, B and C show an embodiment of the present invention in

which the tamper indication device is placed in goods on a pallet.

DETAILED DESCRIPTION OF THE

PREFERRED EMBODIMENTS

Referring now to the drawings in detail, wherein like numerals indicate the same
elements throughout the views, FIG. 1. shows a diagrammatic representation of the
various components of a tamper indication device constructed in accordance with the
present invention. The tamper indication device 1, includes a sensing element formed as a
conductive patterned printed layer of film laminate 2 (shown by way of non-limiting
illustrative example in a zig zag pattern in FIG. 1), a two-sided conductive tape 3, a RFID
passive or active Tag 7, a peel off adhesive strip (3a) to close the circuit, component pad

5 on the RFID Housing 4, a battery 6 (shown in FIG.2 and not shown in FIG.1). Peeling



Referring now to the drawings in detail, wherein |ike nunerals indicate the
sane el enents throughout the views, FIG 1. shows a diagramatic

repr esentwoi2om/Gh29he vari ous conponents of a tanper i n@cTaiS2@9/00Bei ce
constructed in accordance with the present invention. The tanper indication
device l..jncludes a sensing. el enent forned as condycti ve .patterned

or 1 nt e TADEFATEE cPodlite Adipcoepis SR REGPORES O ROTAIT FhF RIS Fiot r at i ve
exanple in a zig zag pattern in FIG 1%, a two-sjded conductive tape 3, a
RFI D paé%ﬂ\?éeﬁf%éew‘i;’eoﬁb&g 9shownjpdilGol and geroads ik campletss tha§irqwt ¢| ose t he
circuit, conmponent pad 5 on the RFID Housing 4, a battery 6 (shown in FIG 2
and not betweem thertampe injlicatiereti¢wviee Wand eRABU PR PCT! issndast@dobathef f t he
adhesi ve conductive strip 3a serves two purposes: first, it seals an

encl osupesaitdischsuieie nselimited 1o ausditiQiabagiduthmdnhé émbbdimeht shvdvisimcond,

it conpletes the circuit between the tanper indication device 1 and the

RFI D TagiG.n #sta d&-lﬁ’rﬁﬂﬁigﬁhf?ﬁﬁtiﬂr@%&aﬂmﬂ%ﬁ JTRSEPE ofbRIORPLR viticMe | I mted to
any particul ar enclosure and the enbodi menf " shown in FIG 1 is a

non- 1 imt.i i t I . enc ich the

i nvent inlcﬁr‘\)e@tg%ﬂ %%L%tll{tﬁ&%'y%@g?agmgagﬁg{‘ é@ﬁﬁg%eggaﬂ#u?g&tzgg %arnc\ggut hori zed
user can detect a,circuit hreak by passing the ta r i.ndpgation device 1
(Secur  Hyeeia sHeuretia Bestag e BieBememtan druss TLStmat FR) HiPeRd ader
frompoint to point. Wien the REID Tag 7 is an active Tag the sealing of

t he secdatpegliegtiomdguicaguchas %R&&Etﬂ%\gers fiorppeinhieIneigs Whea thg REP Tagnd
starts a clock in the active Tag 7; it can also activate other sensors in
conj uncfiioan autive Tiag theisdaling obthe socurity fTBMGRB1g the cendudlive stripeconipletas theor
security envel ope or other barrier is broken, the system provides an

i nst ant gil@AtEndatatsa slbék inte ActiveVBadRFlibcahtg)so/actiVhe diidridedsdg@s ih | S connect ed
to the filmlamnate 2. The conductive adhesive tape 3 seals the pouch when

the peelo@fifictdhvith #RudtSad GIERY $bre IS fhitsn WAHEL R Grciif drQuddfyt he pouch on
the front "and rear surfaces so that tanpering such as a tear or rip wll be

detecte || . OpRE ; r. t dhesi ve
fromt hg“‘%z(@%éﬁ tﬂ?e thrgﬁlﬁ??ﬁl&yg ngégé%gﬂgcﬁggﬁﬁ%e%éﬁsr%%qgc ftv\}gg I D Tag 7
will send.a si 0 olJ .ection vi ce.j nformn erson _.at the
tiat . conetity RED Feed” she RELB GRS Sy habe alat i mne s, SHR GG b aco s
preferably are adhesively coated to provide an adhesive for where the pads
5 conneadhegjvetianenksaslsghe poyduwherthepeel off staipka is Franawsds T hgyfilm fpminate; he RFI D
Tag 7 or the transponder 7 is |ocated can al so be adhesively coated for an
adhesi veurommida ¢he poiuch on e fromtlandirder suffatdsesotthat tarnperthg sueh a8 adear or rip
alternatively, if preferred, W 2009/134293PCT/ US2009/ 000521

will be detected as well as an opening of the pouch where sealed by the adhesive from the

peel off strip. When such tampering occurs the active RFID Tag 7 will send a signal to a
data collection device informing a person at the data collection site of the tampering of
the pouch. The conductive pads 5 preferably are adhesively coated to provide an adhesive
for where the pads 5 connect with the bag or pouch 9. The side of the housing 4 where
the RFID Tag 7 or the transponder 7 is located can also be adhesively coated for an

adhesive contact with the back side of the two sided tape 3 or alternatively, if preferred,



with the bag or pouch 9. It is possible to use nore than one RFID Tag 7 or
transponder 7 if desired. FIG 2 illustrates the housing for the RFID Tag of
t he enbodwomndy/i3msl G 1. The housing 4 includes on of ipCI/Usameso@E2battery
6 and an RFID Tag 7. The tanper indication device 1 in FIG 1 generates an

electrig ignal, su s_the. breaking of. an ele ical circuit i
respons?ﬁtﬁ“&ﬁ%g OrtROHﬁﬁp hg 1§ P?Sﬁ%b?“st°p‘é“ﬁé’?‘?f8tﬂéad‘,° C@#t?ﬁ: Pgifeﬂlﬁé’ﬂn{‘?{& obj ect
encl ose% is tanmpered with. The filmlamnate 2 is electrically connected
to the If]IeBreF‘ag 7 via pads 5 connected to housing 4, and is adapted to
detect a break in the circuit causing the RFID Tag 7 to generate an out put
si gnal ElG.RaHuspatestthe bousirtgfor tel RIGD bag dbthe cebodimed pohle. t Thedwossipg of
this signal. Battery 6 provides power to the tanper indication device 2.
Thi s RF# incTadps 6na$ its Giced albatiéry® fdnoR FEY Tag 7vel y be a microcontroller or
any ot her transponder where the transm ssion of the signal can be sent by
RF, IR or inductively transmtted. Referring to FIG 2, the tanper

i ndi cation sensing assenbly 1, shown in section view, that can be inserted
into a E“ﬂ% ch.. . e ively..as,shown j,n the tanper
sensi ng?gésjse fy &(t:lgﬁdggwgc@);{%ggi lrlgéerbe?%%f{]}p%%%g%wl a&usg?lhas I%( as shown in
FIG 1),or .can.be enpl oyed separately by using t tape 3 wi.ith the

t r ans polgaying ofan ?éﬁ?%c%ﬂrwltﬂ’gfesaoﬂﬁ?&f’ ﬁlhf‘miegh%ggﬂ etS‘Ftr?'ﬁﬂ’p‘@P‘@g with,
etc. A sensor elenment is electronically connected to the mcro-controller
or RFI D°raEs Whemthe obiesperclosad is samparediwithe Ehe filie damsingte his glasbiqallyd user s,
but preferably not in response to authorized users. Preferably, this

el ect r i cainected tauthe REIDcTagsEuiagrally S enorecidueto holnsing Yeamd mradagptbdicedetectt er nal |y
wi thin the WD 2009/ 134293PCT/ US2009/ 000521 protective security film An AA
|'i t hi una bedak & the@ircbiy ci@ingthe REIDI T4 1 togenetdteisd bapuvsged 2ithérthy, €@a be
attached and could provide power to the device and security for 10 years.

Al t er nagdty 8bl¥ectiBn BEVIBE APIeSpAIRL tfekeipRBf ﬁh?seéigix?ﬂ- Badery Bpr&il& phRGS 1d are

passi ve the charge for the RFID Tag can b nduced.” A'printabl e battery or

f
for ap ' DT . ] .| r C sed f di ment of
G 1 o e TRt Bl KO e e ferki R afemilifaf OGS, 27, 0
transponder 7 that is nted on the two sided tape 3. In FIG 3A the
oo hoMATPeongRak o AR RIS HEE (6 HET G pLibgsebian hesent
transponder or RFID Tag 7. The side of the pads 5 nakes el ectrical contact
with an'éD’BFeI%?lé‘PéP%tbflﬁgyﬁmﬁ%I y applied to the bag or pouch 1 to make
and close the circuit with the filmlamnate 2.

Referring to FIG. 2, the tamper indication sensing assembly 1, shown in section view,
that can be inserted into a housing such as an envelope or alternatively as shown in the
tamper sensing assembly 2 can be formed integrally with the housing 1 (as shown in
FIG. 1) or can be employed separately by using the tape 3 with the transponder 7 or RFID
Tag 7 for a door that is opened or tampered with, etc. A sensor element is electronically
connected to the micro-controller or RFID Tag 7. The tamper indication device 1 detects
unauthorized users, but preferably not in response to authorized users. Preferably, this

electrical circuit is closed only once when the items are placed internally within the



It is understood that the present disclosure is not [imted to enclosures
protected by the tanper indication device 1 of the present disclosure but
can i ncl vaie 2a0w13e9Ber item that one wi shes to protect bycpruseeodiong2t he
mechani sm of the present disclosure for alerting sonmeone when that itemis

being t ered with d also Qr i t he tanperi i,nf ormaf,ign Wi thin the

t r anspoRder P VTR ﬁﬁ‘dﬁ??‘a‘}ﬁh‘é“?}gﬁf‘% qg’?’ S@’é’ ‘ifx}%ﬁflf’ﬂ‘?’é'ﬁl‘hugﬁﬂaﬁcti ve ink
that can be printed o ny surface including but not limted to Mylar film
pl ast i c?x‘?"i‘@%‘lﬂ‘ e pgiaehedgind cepnldimrowde powgeto thg dowjes andrsespealr yOhave t he
followi ng characteristics or attributes : a viscosity 12,000 CPS @30C, a
total swearsisAbematyely.suptintabld datenyycan be lubed. dEithe RETDI Baply 7poe passpeake VOC 794
grams of solvent/liter; an electrical resistance <0.015 ohns/square @1.0
M| ; anchage forelod RFIIRITag ean b¢ fidaesd) ADpdntablebhreryast for@ passitve RIADONgz 7 WO
2009/ 134293PCT/ US2009/ 000521 An enbodi nent of the present disclosure would
be for pabdld dafbad@A®e vdsd AR MEehbodihient of ¥1G. #B aRfl. 4C where a flexibl e
fabric type material or filmlamnate 2 wth the conductive ink printed

t hereon and connected to the transponder (not shown) as described for FIGS
1 and 2 woul d be placed over a container or box 41 for goods on a pallet 43
and the ible bric type terjal, 2 wou be stretc ed, shrunk

wr apped?f(ti:?(‘féﬂf‘%%ﬁé@% Fll%teﬁﬁﬁq&estfgjﬁ%‘m‘@&ﬂﬁ %g‘ﬁéﬁe EinsPS“%é'gpt%gﬁé goods in

pl ace. The box 41 woul d have fl aps such as flaps 44 and 45 as shown in FIG
4B i n whoupted oadhe fwasiflgd *@aﬁauéﬂ%@ o thst kousingebisishown n whighdhe eopieiced on
a face 44a for flaps 44 and 45a for flap 45 and peeled off and then flap 44
woul d bpadsacard lagtedrsit the kranspodderadr RFI® ‘Pagd 7.€Thedddd of thegadd amaks agai nst t he
top surface of 46 of box 41 to seal the circuit in place so that a breach
can be elegteiciledntact with aldaRopreferdblnbiisprRbeapplicdnsl theftag dipoash Do t he si de
of 43a where flaps 44 are placed for fork lifting the pallet 43 w thout
breachi pgid i SBSPRE cirbsit GahitRO il Yafhifate 2y al 1 owing holes in the flap 44
that do not trigger the system If the fabric or filmlamnate 2 is
penetrated or opened to gain access to the goods this intrusion wuld be
detected and a signal sent out.

It is understood that the present disclosure is not limited to enclosures protected by the

tamper indication device 1 of the present disclosure but can include any other item that
one wishes to protect by providing the mechanism of the present disclosure for alerting
someone when that item is being tampered with and also storing the tampering

information within the transponder.

The film laminate 2 can be formed by printable conductive ink that can be printed on any
surface including but not limited to Mylar film, plastic, flexible material, cloth etc. The
ink would preferably have the following characteristics or attributes : a viscosity 12,000
CPS @ 30C; a total solids content 61%; a density 17 Ibs/gal; a flash point 212F; VOC
794 grams of solvent/liter; an electrical resistance <0.015 ohms/square @ 1.0 Mil; and an

electrical resistance<0.015 ohms/square @ 25.4 microns.



There are nunmerous types of outputs possible with the open architecture
designed into the system It can easily be configured to provide audible
al erts aswoebéys/izs293i |l ent alerts within mcroseconds of trhe/use@athzei zed
event/entry into FIG 1. Inside the tanper indication device housing
contains,all .the necessary hardware and co nication capability that

i nt er f acel e%b?%n{eﬂgo %Fﬂ%gﬁ?to‘{]ﬁlgw? W@%l(ﬁl&meﬂg‘*ﬂm@ﬁ%" %—?ﬁb?wpﬁ’ai cation
devi ce %\Eﬁ% n be incor(gorat ed into a bullet proof vest acti ng as a sensor
(not sh § B AGq where adlexitle fabsicaype materiakor filmylaminate grwith the security
filmby WD 2009/ 134293PCT/ US2009/ 000521 breaching it with the bullet's
penet r acpushictiveinkiprintea] theteon end conrsetedo ding transporudelr (1edt shownf asvdestribaly be
able to have the vest stop the bullet fromconpletely penetrating through

hi s bodfor FiG8eVand 2 twaildbé bleéd 6¥drla comBiingt ok b6k 41 r R doody bR aPdBet 43 t he
i mpact fromthe bullet hitting the bullet proof vest and even knocking the

of fi cer apy e fleRibte Rbric aletigh 2 Wuld e kit hRAK | I s
wor ki ng on a | one patnro ) heemay be urétJsr gﬁc}‘ﬁ*nagg]%&e}%to ca‘?'?pﬁéod;"bﬁ'g‘feg due to
the tra f.er e ul | et... Under, t hese. ci,rcugst anc th anper
i ndi cat Pg?\ovgié%il bg{aa o?’I {)ﬁ!egng"l%ésrg ttogﬁfﬁ ﬁ’@agtof’g?l"b\E}P‘l:(es [PI?’F %8’( 27 %‘?’r&%ﬁ‘a‘%t only
det ecti the bullet strjke byt als Ing it passible to determ ne the
| ocat i oﬁgBSfS“Fh@s 8Py %‘fan %S%Iﬁb\p]l g tIfr-I‘SEBd‘F which glecirieally gradegtveon devi ce of
the present application works in the mlitary as well as for providing a
| ow cosfowhle pided tape dovould bs plased on afacevida fonfapi 4feand 45a fonflapd5 endnt an
explosion or fire vision is often reduced to touch for both the evacuees
and t hepeadstofé asd theriftapsidgneuld be ipaced dpaiest thesidpaofahepaljat 4B to aad flap ¢5a safe
exit during the best circunstances. (No fire).

against the top surface of 46 of box 41 to seal the circuit in place so that a breach can be

detected. It is noted that allowance is made for holes on the side of 43a where flaps 44 are
placed for fork lifting the pallet 43 without breaching the tamper indication device 1 by
allowing holes in the flap 44 that do not trigger the system. If the fabric or film laminate
2 is penetrated or opened to gain access to the goods this intrusion would be detected and

a signal sent out.

There are numerous types of outputs possible with the open architecture designed into the
system. It can easily be configured to provide audible alerts as well as silent alerts within
microseconds of the unauthorized event/entry into FIG. 1. Inside the tamper indication
device housing contains all the necessary hardware and communication capability that
interfaces with the film through a flex connector.

The tamper indication device 1 can be incorporated into a bullet proof vest acting as a

sensor (not shown) for when a bullet penetrates the vest and sets off the security film by



In the event you are in a nulti floor building a fire or an explosion can
make an exit unsafe and the closest exit may not be the best exit, but with
no i ndi cavoanosas4i98 st ands ri ght now the wong turn canpog/usat@looosthe
solution is to use the tanper indication device 1 as a sensor covering the

floors, ,ceilin t.h lls with its | ow power_transceiver providing not
only a &é%aﬁhnggéﬂaﬁﬂgﬁ tB'ﬁl,e Ba?neéfagBHéhW‘PeAfP&h‘i? officeriyeearing audlet ppoof he
bui | di ng (not shovvn%. Wth sonme |ogic you could turn the exit signs into
smart eXEYINRE ablg fohpve pke yrst stop dhg @ll{eé fige egrapigtely perstratingthrough his
fighter-rescuers for the first time revolutionary near real tine status of
exi st i ndody; hoavesem thegpfficamtidl, maysufferfron ek kge to theémgeastifoen derbuilet

i ncorporated into each WD 2009/ 134293PCT/ US2009/ 000521 corner of four

cor ner s hixtingtheusulléi proof {@0andeventilosking thd\6fficet dved Gadisly inkcaRicithénglet ect
breaches and alert soneone as to where the breach is |ocated specifically

i n the bByiukied. Mohe eiicéj;f‘of?i&&s@Wdrblin@ro%fa%ﬁgg%@élpﬂé’}ngﬁ 'B%: auﬁ%ﬁ o568 gescri bed

for purposes of t scl osure, nunerous anges | e arrangenent of

Such chSn o e AR ek bub e A B T o eS8 RE- AR 8 s det i nec
by the %ﬁgeqqgcﬂca%o%idg\srice of the present application works like a sensor not only detecting
the bullet strike but also making it possible to determine the location of the bullet. This
application of the tamper indication device of the present application works in the
military as well as for providing a low cost bullet detection sensor.
Another embodiment is in the event an explosion or fire vision is often reduced to touch
for both the evacuees and the rescuers. Exit signs during these emergencies just indicate a
safe exit during the best circumstances. (No fire).
In the event you are in a multi floor building a fire or an explosion can make an exit
unsafe and the closest exit may not be the best exit, but with no indication as it stands
right now the wrong turn can be fatal.
The solution is to use the tamper indication device 1 as a sensor covering the floors,
ceilings and the walls with its low power transceiver providing not only a security
function, but also a wire frame of the interior of the building (not shown). With some
logic you could turn the exit signs into smart exits indicating the best route to go and

provide fire fighter-rescuers for the first time revolutionary near real time status of

existing or remaining floors, walls and ceilings. The device can be incorporated into each
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Clains 1. A device for nonitoring and indicating when a flexible filmhas
been tanpered or penetrated by an unauthorized individual at a time of the
t anmper i NngvooMmIBI®BNQ: a tanper indication devi ceproauisagomodsanper
indication filmattached thereto and connected within a circuit that

gener at nal inr etoata vent t ransponder
for recggl\ﬂ%ﬁéfﬁségf gt IaRWﬂa @ﬁ@?ﬁ@éaﬁ ecﬁﬂlmgta‘“g flger o fl% °d display or
data coll ection device and transceiver device according to claim1
wher ei n %@%@QWW@S@W@P&%‘%W@F }Sépcat%i speridically irche buHdingi ng t o
claim1 wherein said transponder is an RFID Tag. 4. The device according to
claim3 wherein said RFID Tag is an active RFID Tag.

While presently preferred embodiments have been described for purposes of the
disclosure, numerous changes in the arrangement of method steps and apparatus parts can
be made by those skilled in the art. Such changes are encompassed within the spirit of

the invention as defined by the appended claims.
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5. The device according to claim3 wherein said RFID Tag is a passive RFID
Tag. 6. The device according to claim1 wherein said device is

i ncor por avecdoimize29a bul | et proof vest. 7. The devi ce aecwrudeeng/ova2cl ai m 1
wherein said device is |located in goods on a pallet. 8. The device
according to claim11 wherein ihe device is located at |east in one of a one
or nore corners, a ceiling dF1M$ oor of a building floor.

1. A device for monitoring and indicating when a flexible film has been tampered or
penetrated by an unauthorized individual at a time of the tampering, comprising:
a tamper indication device having a tamper indication film attached thereto and
connected within a circuit that generates a signal in response to a tamper event, and
a transponder for receiving said signal which generates an output signal to a
display or data collection device and transceiver.
2. The device according to claim 1 wherein said transponder is a microcontroller.
3. The device according to claim 1 wherein said transponder is an RFID Tag.
4. The device according to claim 3 wherein said RFID Tag is an active RFID Tag.
5. The device according to claim 3 wherein said RFID Tag is a passive RFID Tag.
6. The device according to claim 1 wherein said device is incorporated into a
bullet proof vest. |
7. The device according to claim 1 wherein said device is located in goods on a
pallet.
8. The device according to claim 1 wherein the device is located at least in one of

a one or more corners, a ceiling or a floor of a building floor.
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