HIGH-SPEED PACKET FILTERING

CROSS-REFERENCE TO RELATED APPLICATION

[001] This application claims priority to U.S. provisional patent application no.

63/312,290, filed February 21, 2022, which is hereby incorporated by reference in its entirety.

BACKGROUND

[002] As computer networks have grown faster and more ubiquitous over the last
several decades, an increasing number of network services benefit from packet capture systems
for purposes of logging and debugging. These systems attempt to capture some or all data
packets transmitted to or from one or more computing devices or along a link of a network.
Given that network speeds can be in the tens of gigabits per second (or even higher), a packet
capture system may be required to support rates of several million packets per second. Such
systems write these captured packets, or smaller representations thereof, to local or remote
storage facilities (e.g., arrays of disk drives). But even relatively modest packet rates can result
in many terabytes of storage being filled in less than a day. If there is a need to review a
particular transaction involving a subset of these packets, filtering through the stored packets to

identify and look up the desired subset can take hours.



SUMMARY

[003] A first example embodiment may involve: obtaining a packet filter definition that
specifies characteristics of packets; compiling the packet filter definition to instructions of low-
level code; generating a hash template based on a subset of the instructions, wherein the hash
template includes pairs of byte offsets and byte counts that define locations within the packets at
which the characteristics are disposed; based on application of the hash template to a plurality of
stored packets, creating hash table entries in a hash table, wherein the hash table entries are
respectively associated with subsets of the stored packets, wherein the subsets of the stored
packets have respectively unique patterns of values within their bytes at the locations defined by
the pairs of byte offsets and byte counts; updating the hash table entries to refer to metadata
relating to their respective subset of the stored packets; and storing the hash table in association
with the metadata.

[004] A second example embodiment may involve: receiving a new packet filter
definition, wherein hash table entries in a hash table are respectively associated with subsets of
captured packets, wherein the subsets of captured packets have respectively unique patterns of
values within their bytes at locations defined by a stored packet filter representation, and wherein
the hash table entries refer to metadata relating to their respective subsets of captured packets;
determining that the new packet filter definition matches the locations defined by the stored
packet filter representation; based on the stored packet filter representation, identifying the hash
table; generating, for the hash table entries, skeleton packets having the respectively unique
patterns of values within bytes at the locations defined by the stored packet filter representation;
determining, from the skeleton packets, that the new packet filter definition matches the unique
patterns of values of a particular subset of captured packets; and providing, from the hash table,
particular metadata referred to by a particular hash table entry that is associated with the
particular subset of the captured packets.

[005] Herein the terms “byte offsets” and “byte counts” are to be interpreted broadly to
also refer to bit-level offsets and counts, as well as other kinds of sub-byte offsets and counts
(e.g., “nibbles” that are 4 bits). In some cases, “byte offsets” and “byte counts” could refer to
word or half-word offsets and counts.

[006] A third example embodiment may involve a non-transitory computer-readable

medium, having stored thereon program instructions that, upon execution by a computing



system, cause the computing system to perform operations in accordance with the first and/or
second example embodiment.

[007] In a fourth example embodiment, a computing system may include at least one
processor, as well as memory and program instructions. The program instructions may be stored
in the memory, and upon execution by the at least one processor, cause the computing system to
perform operations in accordance with the first and/or second example embodiment.

[008] In a fifth example embodiment, a system may include various means for carrying
out each of the operations of the first and/or second example embodiment.

[009] These, as well as other embodiments, aspects, advantages, and alternatives, will
become apparent to those of ordinary skill in the art by reading the following detailed
description, with reference where appropriate to the accompanying drawings. Further, this
summary and other descriptions and figures provided herein are intended to illustrate
embodiments by way of example only and, as such, that numerous variations are possible. For
instance, structural elements and process steps can be rearranged, combined, distributed,
eliminated, or otherwise changed, while remaining within the scope of the embodiments as

claimed.



BRIEF DESCRIPTION OF THE DRAWINGS

[010] Figure 1 depicts a schematic drawing of a computing device, in accordance with

example embodiments.

[011] Figure 2 depicts a schematic drawing of a server device cluster, in accordance
with example embodiments.

[012] Figure 3 depicts a packet capture architecture, in accordance with example
embodiments.

[013] Figure 4 depicts packet processing in a kernel space and a user space that support
packet capture, in accordance with example embodiments.

[014] Figure 5A depicts an arrangement of data in a packet capture file, in accordance
with example embodiments.

[015] Figure 5B depicts a packet capture file header, in accordance with example
embodiments.

[016] Figure 5C depicts a per-packet header in a packet capture file, in accordance with
example embodiments.

[017] Figure 6 depicts indexing and lookup phases, in accordance with example
embodiments.

[018] Figure 7A depicts a packet filter expression being compiled into low-level code,
in accordance with example embodiments.

[019] Figure 7B depicts tables defining the format and semantics of low-level code
instructions, in accordance with example embodiments.

[020] Figure 7C depicts Ethernet, Internet Protocol, and User Datagram Protocol
headers, in accordance with example embodiments.

[021] Figure 8A depicts generation of a hash template, in accordance with example
embodiments.

[022] Figure 8B depicts mapping packets to a hash table, in accordance with example
embodiments.

[023] Figure 8C depicts metadata associated with hash table entries, in accordance with
example embodiments.

[024] Figure 9A depicts identifying a hash table from a new packet filter definition, in

accordance with example embodiments.



[025] Figure 9B depicts generating skeleton packets from hash table entries,
accordance with example embodiments.

[026] Figure 9C depicts identifying a hash table entry from its skeleton packet,
accordance with example embodiments.

[027] Figure 10A depicts one-dimensional offsets indicating storage addresses
packets, in accordance with example embodiments.

[028] Figure 10B depicts two-dimensional offsets indicating storage addresses
packets, in accordance with example embodiments.

[029] Figure 11A is a flow chart, in accordance with example embodiments.

[030] Figure 11B is another flow chart, in accordance with example embodiments.
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DETAILED DESCRIPTION

[031] Example methods, devices, and systems are described herein. It should be
understood that the words “example” and “exemplary” are used herein to mean ‘“‘serving as an
example, instance, or illustration.” Any embodiment or feature described herein as being an
“example” or “exemplary” is not necessarily to be construed as preferred or advantageous over
other embodiments or features unless stated as such. Thus, other embodiments can be utilized
and other changes can be made without departing from the scope of the subject matter presented
herein.

[032] Accordingly, the example embodiments described herein are not meant to be
limiting. It will be readily understood that the aspects of the present disclosure, as generally
described herein, and illustrated in the figures, can be arranged, substituted, combined, separated,
and designed in a wide variety of different configurations. For example, the separation of
features into “client” and ““server” components may occur in a number of ways.

[033] Further, unless context suggests otherwise, the features illustrated in each of the
figures may be used in combination with one another. Thus, the figures should be generally
viewed as component aspects of one or more overall embodiments, with the understanding that
not all illustrated features are necessary for each embodiment.

[034] Additionally, any enumeration of elements, blocks, or steps in this specification or
the claims is for purposes of clarity. Thus, such enumeration should not be interpreted to require
or imply that these elements, blocks, or steps adhere to a particular arrangement or are carried
out in a particular order.

I. Example Computing Devices and Cloud-Based Computing Environments

[035] Figure 1 is a simplified block diagram exemplifying a computing device 100,
illustrating some of the components that could be included in a computing device arranged to
operate in accordance with the embodiments herein. Computing device 100 could be a client
device (e.g., a device actively operated by a user), a server device (e.g., a device that provides
computational services to client devices), or some other type of computational platform. Some
server devices may operate as client devices from time to time in order to perform particular
operations, and some client devices may incorporate server features.

[036] In this example, computing device 100 includes processor 102, memory 104,

network interface 106, and input / output unit 108, all of which may be coupled by system bus



110 or a similar mechanism. In some embodiments, computing device 100 may include other
components and/or peripheral devices (e.g., detachable storage, printers, and so on).

[037] Processor 102 may be one or more of any type of computer processing element,
such as a central processing unit (CPU), a co-processor (e.g., a mathematics, graphics, or
encryption co-processor), a digital signal processor (DSP), a network processor, and/or a form of
integrated circuit or controller that performs processor operations. In some cases, processor 102
may be one or more single-core processors. In other cases, processor 102 may be one or more
multi-core processors with multiple independent processing units. Processor 102 may also
include register memory for temporarily storing instructions being executed and related data, as
well as cache memory for temporarily storing recently-used instructions and data.

[038] Memory 104 may be any form of computer-usable memory, including but not
limited to random access memory (RAM), read-only memory (ROM), and non-volatile memory
(e.g., flash memory, hard disk drives, solid state drives, compact discs (CDs), digital video discs
(DVDs), and/or tape storage). Thus, memory 104 represents both main memory units, as well as
long-term storage. Other types of memory may include biological memory.

[039] Memory 104 may store program instructions and/or data on which program
instructions may operate. By way of example, memory 104 may store these program instructions
on a non-transitory, computer-readable medium, such that the instructions are executable by
processor 102 to carry out any of the methods, processes, or operations disclosed in this
specification or the accompanying drawings.

[040] As shown in Figure 1, memory 104 may include firmware 104A, kernel 104B,
and/or applications 104C. Firmware 104A may be program code used to boot or otherwise
initiate some or all of computing device 100. Kernel 104B may be an operating system,
including modules for memory management, scheduling, and management of processes, input /
output, and communication. Kernel 104B may also include device drivers that allow the
operating system to communicate with the hardware modules (e.g., memory units, networking
interfaces, ports, and buses) of computing device 100. Applications 104C may be one or more
user-space software programs, such as web browsers or email clients, as well as any software
libraries used by these programs. Memory 104 may also store data used by these and other

programs and applications.



[041] Network interface 106 may take the form of one or more wireline interfaces, such
as Ethernet (e.g., Fast Ethernet, Gigabit Ethernet, and so on). Network interface 106 may also
support communication over one or more non-Ethernet media, such as coaxial cables or power
lines, or over wide-area media, such as Synchronous Optical Networking (SONET) or digital
subscriber line (DSL) technologies. Network interface 106 may additionally take the form of
one or more wireless interfaces, such as IEEE 802.11 (Wifi), BLUETOOTH®, global positioning
system (GPS), or a wide-area wireless interface. However, other forms of physical layer
interfaces and other types of standard or proprietary communication protocols may be used over
network interface 106. Furthermore, network interface 106 may comprise multiple physical
interfaces. For instance, some embodiments of computing device 100 may include Ethernet,
BLUETOOTH®, and Wifi interfaces.

[042] Input / output unit 108 may facilitate user and peripheral device interaction with
computing device 100. Input / output unit 108 may include one or more types of input devices,
such as a keyboard, a mouse, a touch screen, and so on. Similarly, input / output unit 108 may
include one or more types of output devices, such as a screen, monitor, printer, and/or one or
more light emitting diodes (LEDs). Additionally or alternatively, computing device 100 may
communicate with other devices using a universal serial bus (USB) or high-definition
multimedia interface (HDMI) port interface, for example.

[043] In some embodiments, one or more computing devices like computing device 100
may be deployed. The exact physical location, connectivity, and configuration of these
computing devices may be unknown and/or unimportant to client devices. Accordingly, the
computing devices may be referred to as “cloud-based” devices that may be housed at various
remote data center locations.

[044] Figure 2 depicts a cloud-based server cluster 200 in accordance with example
embodiments. In Figure 2, operations of a computing device (e.g., computing device 100) may
be distributed between server devices 202, data storage 204, and routers 206, all of which may be
connected by local cluster network 208. The number of server devices 202, data storages 204,
and routers 206 in server cluster 200 may depend on the computing task(s) and/or applications
assigned to server cluster 200.

[045] For example, server devices 202 can be configured to perform various computing

tasks of computing device 100. Thus, computing tasks can be distributed among one or more of



server devices 202. To the extent that these computing tasks can be performed in parallel, such a
distribution of tasks may reduce the total time to complete these tasks and return a result. For
purposes of simplicity, both server cluster 200 and individual server devices 202 may be referred
to as a “server device.” This nomenclature should be understood to imply that one or more
distinct server devices, data storage devices, and cluster routers may be involved in server device
operations.

[046] Data storage 204 may be data storage arrays that include drive array controllers
configured to manage read and write access to groups of hard disk drives and/or solid state
drives. The drive array controllers, alone or in conjunction with server devices 202, may also be
configured to manage backup or redundant copies of the data stored in data storage 204 to
protect against drive failures or other types of failures that prevent one or more of server devices
202 from accessing units of data storage 204. Other types of memory aside from drives may be
used.

[047] Routers 206 may include networking equipment configured to provide internal
and external communications for server cluster 200. For example, routers 206 may include one
or more packet-switching and/or routing devices (including switches and/or gateways)
configured to provide (i) network communications between server devices 202 and data storage
204 via local cluster network 208, and/or (ii) network communications between server cluster
200 and other devices via communication link 210 to network 212.

[048] Additionally, the configuration of routers 206 can be based at least in part on the
data communication requirements of server devices 202 and data storage 204, the latency and
throughput of the local cluster network 208, the latency, throughput, and cost of communication
link 210, and/or other factors that may contribute to the cost, speed, fault-tolerance, resiliency,
efficiency, and/or other design goals of the system architecture.

[049] As a possible example, data storage 204 may include any form of database, such
as a structured query language (SQL) database. Various types of data structures may store the
information in such a database, including but not limited to tables, arrays, lists, trees, and tuples.
Furthermore, any databases in data storage 204 may be monolithic or distributed across multiple
physical devices.

[050] Server devices 202 may be configured to transmit data to and receive data from

data storage 204. This transmission and retrieval may take the form of SQL queries or other
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types of database queries, and the output of such queries, respectively. Additional text, images,
video, and/or audio may be included as well. Furthermore, server devices 202 may organize the
received data into web page or web application representations. Such a representation may take
the form of a markup language, such as HTML, the extensible Markup Language (XML), or
some other standardized or proprietary format. Moreover, server devices 202 may have the
capability of executing various types of computerized scripting languages, such as but not
limited to Perl, Python, PHP Hypertext Preprocessor (PHP), Active Server Pages (ASP),
JAVASCRIPT®, and so on. Computer program code written in these languages may facilitate
the providing of web pages to client devices, as well as client device interaction with the web
pages. Alternatively or additionally, JAVA® may be used to facilitate generation of web pages
and/or to provide web application functionality.

11. Example Packet Capture Architectures

[051] Figure 3 depicts an example packet capture architecture. Notably, this is just one
possible packet capture architecture that is in accordance with various embodiments herein, and
others may exist.

[052] Local network 300 includes one or more network segments 310 on which
computing devices 302, 304, 306, and 308, as well as packet capture devices 312 and 314 are
disposed. As examples, local network 300 may comprise one or more 100 megabit per second, 1
gigabit per second, 10 gigabit per second, 25 gigabit per second, 40 gigabit per second, or 100
gigabit per second links.

[053] Computing devices 302, 304, 306, and 308 may operate in accordance with one
another to provide one or more services, such as a web-based service, a user management
service, a communication service, a transaction management service, and so on. Thus, each of
the computing devices may be compute nodes, database nodes, routers, or switches, or may take
on some other role. Further each of computing devices 302, 304, 306, and 308 may be embodied
by computing device 100 or variations thereof.

[054] When engaging in transactions with one another or nodes elsewhere in a network,
computing devices 302, 304, 306, and 308 may transmit and receive network packets (e.g.,
Ethernet frames containing IP or other types of packets) by way of local network 300. These
packets may contain header and/or payload information that is of interest to various parties, the

information being IP addresses, protocol types, port numbers, and so on. In some cases, total
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bytes counts and/or total packet counts of transactions involving one or more packets is of
interest. In other cases, the payloads of these packets may be of interest.

[055] Packet capture devices 312 and 314 may be computing devices configured to
capture the packets that flow across network segments 310. In some cases, packet capture
devices 312 and 314 may be configured to capture all of these packets, while in others they may
capture only a subset of the packets as specified by one or more packet filter expressions. These
expressions will be discussed in more detail below.

[056] Packet capture devices 312 and 314 may also be embodied by computing device
100 or variations thereof. Thus, in some implementations, packet capture devices 312 and 314
could employ custom software executing on general-purpose computing hardware. In other
embodiments, packet capture devices 312 and 314 may be based on the devices disclosed in U.S.
Patent Nos. 10,423,358, 10,831,408, 10,990,326, 11,036,438, 11,128,740, 11,249,688, and/or
11,392,317, each of which is incorporated by reference in its entirety herein. Notably, the
FPGA-based hardware arrangements of such packet capture devices may be used in place of
software or in conjunction with software to perform at least some of the features, aspects, steps,
blocks, or embodiments herein.

[057] Further, packet capture device 312 may include local storage 312A and packet
capture device 314 may include local storage 314A. These local storages may take the form of
one or more solid-state drives (SSDs) and/or hard disk drives (HDDs) that, among other things,
can store captured packets. These packets may be stored in one or more files, database
structures, or other arrangements. The amount of local storage per packet capture device may be
several terabytes or more.

[058] In some cases, captured packets may be stored temporarily in these local storages,
e.g., managed in a first-in-first-out fashion when local storage capacity is at or near its
maximum. Alternatively or additionally, captured packets may be stored in remote storage 320
and/or 322. These remote storage facilities may be located in large-scale server deployments or
cloud-based platforms (e.g., Microsoft Azure, Amazon Web Services (AWS), or Google Cloud
Platform (GCP)), and thus be able to maintain terabytes of stored packets for days, weeks,
months, or longer. Here, the term “remote” indicates that remote storage 320 and 322 are not on

local network 300, and may instead be reachable across a wide area network such as the Internet.
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[059] Packet storage techniques can vary between embodiments. Such techniques will
be discussed in more detail below.

III. Example Protocol Stack

[060] Figure 4 depicts a protocol stack, such as that of a computing device or packet
capture device. Captured packets may traverse at least part of protocol stack 400.

[061] Protocol stack 400 is divided into two general sections — kernel space and user
space. Kernel-space modules carry out operating system functions while user-space modules are
end-user applications or services that may be designed to execute on computing devices that
support a specific type of kernel. Thus, user-space modules may rely on memory management,
communication, and input/output services provided by the kernel. Kernel space in Figure 4 may
refer to part of kernel 104B in Figure 1 (and a similar type of kernel in packet capture devices),
while user space in Figure 4 may refer to part of applications 104C in Figure 1 (and similar types
of applications in packet capture devices).

[062] In full generality, protocol stack 400 may include more or fewer software
modules. Particularly, the kernel space may contain additional kernel-space software modules to
carry out operating system operations, and the user space may include additional user-space
software modules to carry out application operations.

[063] Wifi driver module 402 may be a kernel-space software module that operates
and/or controls one or more physical Wifi hardware components. In some embodiments, Wifi
driver module 402 provides a software interface to Wifi hardware, enabling a kernel to access
Wifi hardware functions without needing to know precise control mechanisms of the Wifi
hardware being used. When packets are transmitted or received by way of Wifi hardware, these
packets may pass through Wifi driver module 402.

[064] Similarly, Ethernet driver module 404 is a kernel-space software module that
operates and/or controls one or more physical Ethernet hardware components. In some
embodiments, Ethernet driver module 404 provides a software interface to Ethernet hardware,
enabling a kernel to access Ethernet hardware functions without needing to know precise control
mechanisms of the Ethernet hardware being used. When packets are transmitted or received by
way of Ethernet hardware, these packets may pass through Ethernet driver module 404.

[065] Protocol stack 400 may also include other driver modules not shown in Figure 4.

For instance, BLUETOOTH®, cellular, and/or GPS driver modules may be incorporated into
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protocol stack 400. Further, either or both of Wifi driver module 402 and Ethernet driver module
404 may be omitted.

[066] Low-level networking module 406 routes inbound and outbound packets between
driver software modules and network layer software modules (e.g., IPv6 module 410 and IPv4
module 412). Thus, low-level networking module 406 may serve as a software bus or switching
mechanism, and may possibly provide application programming interfaces between driver
software modules and network layer software modules. For instance, low-level networking
module 406 may include one or more queues in which inbound packets are placed so that they
can be routed to one of IPv6 module 410 and IPv4 module 412, and one or more queues in which
outbound packets can be placed so that they can be routed to one of Wifi driver module 402 and
Ethernet driver module 404. In some embodiments, low-level networking module 206 might not
be present as a separate kernel-space software module, and its functionality may instead be
incorporated into driver modules and/or network layer (e.g., IPv6 and/or IPv4) software modules.

[067] IPv6 module 410 operates the Internet Protocol version 6 (IPv6). IPv6 is a
version of the Internet Protocol that features an expanded address space, device auto-
configuration, a simplified header, integrated security, and mobility support, and improved
multicast capabilities. IPv6 module 410 encapsulates outbound packets received from higher-
layer modules (including those of TCP module 414 and UDP module 416) in an IPv6 header.
Conversely, IPv6 module 410 also decapsulates inbound IPv6 packets received from low-level
networking module 406. Although it is not shown in Figure 4, IPv6 module 410 may be
associated with an ICMPv6 module that provides support for error and informational messages
related to IPv6, as well as multicasting and address resolution.

[068] IPv4 module 412 operates the Internet Protocol version 4 (IPv4). 1Pv4 is a
version of the Internet Protocol that features a smaller address space than IPv6. Similar to IPv6
module 410, IPv4 module 412 encapsulates outbound packets received from high-layer modules
(including those of TCP module 414 and UDP module 416) in an IPv4 header. Conversely, IPv4
module 412 also decapsulates inbound packets received from low-level networking module 406.
Although it is not shown in Figure 4, IPv4 module 412 may be associated with an ICMPv4
module that provides support for simple error reporting, diagnostics, and limited configuration

for devices, as well as messages that report when a destination is unreachable, a packet has been
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redirected from one router to another, or a packet was discarded due to experiencing too many
forwarding hops.

[069] As used herein, the terms “Internet Protocol” and “IP” may refer to either or both
of IPv6 and IPv4. Context can be used to determine to which of these protocols is being
referred, if and when such a distinction is of importance.

[070] TCP module 414 operates the Transport Control Protocol (TCP). TCP is a
reliable, end-to-end protocol that operates on the transport layer of a networking protocol stack.
TCP is connection-oriented, in the sense that TCP connections are explicitly established and torn
down. TCP includes mechanisms with which it can detect likely packet loss between a sender
and recipient, and resend potentially lost packets. TCP is also a modified sliding window
protocol, in that only a limited amount of data may be transmitted by the sender before the
sender receives an acknowledgement for at least some of this data from the recipient. Also, the
sender may operate a congestion control mechanism to avoid flooding an intermediate network
with an excessive amount of data.

[071] UDP module 416 operates the User Datagram Protocol (UDP). UDP is a
connectionless, unreliable transport-layer protocol. Unlike TCP, UDP maintains little state
regarding a UDP session, and does not guarantee delivery of application data contained in UDP
segments.

[072] High-level networking module 418 routes inbound and outbound packets between
(1) user-space software modules and (i) network-layer or transport-layer software modules (e.g.,
TCP module 414 and UDP module 416). Thus, high-level networking module 418 may serve as
a software bus or switching mechanism, and may possibly provide application programming
interfaces between user-space software modules and transport layer software modules. For
instance, high-level networking module 418 may include one or more queues in which inbound
packets are placed so that they can be routed to a user-space software module, and one or more
queues in which outbound packets can be placed so that they can be routed to one of TCP
module 414 and UDP module 416. In some embodiments, high-level networking module 418
may be implemented as a TCP/IP socket interface, which provides well-defined function calls
that user-space software modules can use to transmit and receive data.

[073] As noted above, user-space programs, such as application 420 and application

422, may operate in a user space. These applications may be, for example, web-based
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applications, email applications, social networking applications, messaging applications, gaming
applications, transactional applications, or some other type of application. Through interfaces
into the kernel space (e.g., high-level networking module 418 and/or other interfaces), these
applications may be able to carry out input and output operations.

[074] The modules of Figure 4 described so far represent software (which could be
replaced with firmware, hardware, or any combination of software, firmware, and hardware)
used for incoming (received) and outgoing (transmitted) packet-based communication.
Examples of incoming and outgoing packet processing follows.

[075] When the Ethernet hardware receives a frame that has a destination Ethernet
address matching that of its device, it may queue the frame in a hardware buffer and send an
interrupt to Ethernet driver module 404. In response to the interrupt, Ethernet driver module 404
may read the frame out of the hardware buffer, validate the frame (e.g., perform a checksum
operation), determine the higher-layer protocol to which the packet should be delivered (e.g.,
IPv6 module 410 or IPv4 module 412), strip off the Ethernet header and trailer bytes, and pass
the resulting packet to low-level networking module 406 with an indication of the higher-layer
protocol.

[076] Low-level networking module 406 may place the packet in a queue for the
determined higher-layer protocol. Assuming for the moment that this protocol is IPv4, low-level
networking module 406 may place the packet in an IPv4 queue, from which it is read by IPv4
module 412.

[077] IPv4 module 412 may read the packet from the queue, validate the packet (e.g.,
perform a checksum operation and verify that the packet has not been forwarded more than a
pre-determined number of times), combine it with other packets if the packet is a fragment,
determine the higher-layer protocol to which the packet should be delivered (e.g., TCP module
414 or UDP module 416), strip off the IPv4 header bytes, and pass the resulting segment to the
determined higher-layer protocol. Assuming for the moment that this protocol is TCP, IPv4
module 412 may provide the segment to TCP module 414. In some cases, this may involve
placing the segment in a queue, or IPv4 module 412 may provide TCP module 414 with a
memory address at which the segment can be accessed.

[078] TCP module 414 may read the segment from the queue, validate the segment,

perform any necessary TCP congestion control and/or sliding window operations, determine the
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application “socket” to which the segment should be delivered, strip off the TCP header bytes,
and pass the payload of the segment to the high-level networking module 418 along with an
indication of the determined application. At this point, the “packet” or “segment” does not
contain any headers, and in most cases is just a block of application data.

[079] High-level networking module 418 may include queues associated with the socket
communication application programming interface. Each “socket” may represent a
communication session and may be associated with one or more applications. Incoming data
queued for a socket may eventually be read by the appropriate application. Assuming for the
moment that the application data is for application 420, high-level networking module 418 may
hold the application data in a queue for a socket of application 420.

[080] Application 420 may read the application data from the socket and then process
this data. At this point, the incoming packet processing has ended.

[081] Outgoing packet processing may begin when an application, such as application
420, writes application data to a socket. The socket may be, for instance, a TCP or UDP socket.
Assuming that the application data is for a TCP socket, application 420 may provide the
application data to high-level networking module 418, which in turn may queue the application
data for TCP module 414.

[082] TCP module 414 may read the application data from the queue, determine the
content of a TCP header for the application data, and encapsulate the application data within the
TCP header to form a segment. Values of fields in the TCP header may be determined by the
status of the associated TCP session as well as content of the application data. TCP module 414
may then provide the segment to either IPv6 module 410 or IPv4 module 412. This
determination may be made based on the type of socket from which the application data was
read. Assuming for the moment that the socket type indicates IPv4, TCP module 414 may
provide the segment to IPv4 module 412. In some cases, this may involve placing the segment
in a queue, or TCP module 414 may provide IPv4 module 412 with a memory address at which
the segment can be accessed.

[083] IPv4 module 412 may determine the content of an IPv4 header for the segment,
and encapsulate the segment within the IPv4 header, thus forming a packet. Values of fields in
the IPv4 header may be determined by the socket from which the application data was read as

well as content of the application data. IPv4 module 412 may then look up the destination of the



17

packet (e.g., its destination IP address) in a forwarding table to determine the outbound hardware
interface. Assuming for the moment that this interface is Ethernet hardware, IPv4 module 412
may provide the packet to low-level networking module 406 with an indication that the packet
should be queued for Ethernet driver module 404.

[084] Low-level networking module 406 may receive the packet and place it in a queue
for Ethernet driver module 404. Alternatively, IPv4 module 412 may provide the packet directly
to Ethernet driver module 404.

[085] Regardless, Ethernet driver module may encapsulate the packet in an Ethernet
header and trailer, and then provide the packet (in the form of a frame) to the Ethernet hardware.
The Ethernet hardware may transmit the frame.

[086] For sake of convenience, the terms “frame” and “packet” are used somewhat
interchangeably herein despite their having related but different definitions. A frame is a unit of
data at the data-link layer of the Open Systems Interconnection (OSI) model, while a packet is a
unit of data at the network layer of the OSI model. A frame includes header information such as
the source and destination MAC address, error checking and flow control information, and is
used to encapsulate a packet. Thus, the term “frame” is used to refer to framed data (i.e.,
application data with at least some header or trailer bytes appended to it) at the data-link layer.

[087] A packet includes header information such as the source and destination IP
address, and routing information. Thus, the term “packet” is used to refer to framed data at the
network layer. Nonetheless, capturing a “packet” as discussed herein often means that the entire
frame encapsulating the packet is captured. Thus, the term packet refers to either a frame or the
payload within the frame, depending on context.

[088] Furthermore, the term “segment” is used to refer to encapsulated data at the
transport (e.g., TCP or UDP) layer. Therefore, segments are transported inside of packets, which
in turn are transported inside of frames. Typically, a frame is used for communication between
devices on a local network, while a packet is used for communication between devices on
different networks, and a segment is used for communication between applications executing on
these devices.

IV. Example Packet Capture

[089] Given protocol stack 400 and the operations performed by each of its modules, it

is desirable for a packet capture architecture to be able to intercept and capture copies of both
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incoming (received) and outgoing (transmitted) packets. Packet capture module 408 exists in
kernel space to facilitate this functionality.

[090] One or more of Wifi driver module 402, Ethernet driver module 404, and low-
level networking module 406 may have an interface to packet capture module 408. This
interface allows these modules to provide, to packet capture module 408, copies of packets
transmitted and received by the device. For instance, Wifi driver module 402 and Ethernet driver
module 404 may provide copies of all packets they receive to packet capture module 408, even if
those packets are not ultimately addressed to the device. Technically, these packets are often
frames as they respectively include Wifi and Ethernet headers. Furthermore, Wifi driver module
402 and Ethernet driver module 404 may provide copies of all packets they transmit. This allows
packets generated by the device to be captured as well.

[091] Regarding the capture of received packets, network interface hardware
components, such Wifi and/or Ethernet hardware, normally will discard any incoming packets
without a destination Wifi or Ethernet address that matches an address used by the device. Thus,
Wifi driver module 402 and Ethernet driver module 404 might only receive incoming packets
with a Wifi or Ethernet destination address that matches an address used by the device, as well as
any incoming packets with a multicast or broadcast Wifi or Ethernet destination address.
However, the Wifi and/or Ethernet hardware may be placed in “promiscuous mode” so that these
components do not discard any incoming packets. Instead, incoming packets that normally
would be discarded by the hardware are provided to Wifi driver module 402 and Ethernet driver
module 404. These modules provide copies of the packets to packet capture module 408.

[092] In some embodiments, Wifi driver module 402 and Ethernet driver module 404
may provide incoming packets to low-level networking module 406, and low-level networking
module 406 may provide copies of these packets to packet capture module 408. In the outgoing
direction, low-level networking module 406 may also provide copies of packets to packet capture
module 408. In order to provide Wifi and Ethernet header and trailer information in these
outgoing packets, low-level networking module 406 may perform Wifi and Ethernet
encapsulation of the packets prior to providing them to packet capture module 408. Low-level
networking module 406 may also provide copies of these encapsulated packets to Wifi driver

module 402 and/or Ethernet driver module 404 which in turn may refrain from adding any
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further encapsulation, and may instead provide the packets as received to their respective
hardware interfaces.

[093] Packet capture module 408 may operate in accordance with packet capture
application 424 to capture packets. Particularly, packet capture application 424 may provide a
user interface through which one or more packet filter expressions may be entered. The user
interface may include a graphical user interface, a command line, or a file.

[094] The packet filter expressions may specify the packets that are to be delivered to
packet capture application 424. For example, the packet filter expression “host 10.0.0.2 and tcp”
may capture all TCP packets to and from the device with the IP address 10.0.0.2. As additional
examples, the packet filter expression “port 67 or port 68” may capture all Dynamic Host
Configuration Protocol (DHCP) packets, while the packet filter expression “not broadcast and
not multicast” may capture only unicast traffic.

[095] Packet filter expressions may include, as shown above, logical conjunctions such
as “and”, “or”, and “not”. With these conjunctions, complex packet filters can be defined.
Nonetheless, the packet filter expressions shown above are for purpose of example, and different
packet filtering syntaxes may be used. For instance, some filters may include a bitstring and an
offset, and may match any packet that includes the bitstring at the offset number of bytes into the
packet. The embodiments herein may operate with any form of BPF syntax (see below), for
example, though other syntaxes are supported.

[096] After obtaining a packet filter expression, packet capture application 424 may
provide a representation of this expression to packet capture module 408. Packet capture
application 424 and packet capture module 408 may communicate, for example, using raw
sockets. Raw sockets are a special type of socket that allows communication of packets and
commands between an application and a kernel module without protocol (e.g., [Pv4, IPv6, TCP,
or UDP) processing. Other types of sockets and APIs, however, may be used for packet capture
instead of raw sockets.

[097] In some embodiments, packet capture module 408 may compile the representation
of the packet filter expression into low-level code, bytecode, or another format. Packet capture
module 408 may then execute this code on a virtual machine for each packet it receives to
determine whether the packet matches the specified filter. If the packet does not match the filter,

the packet may be discarded. If the packet does match the filter, packet capture module 408 may
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provide the packet the packet capture application 424. Thus, packet capture application 424 may
provide the packet filter expression to packet capture module 408 at the beginning of a packet
capture session, and may receive a stream of packets matching this filter.

V. Packet Capture Formats

[098] Packet capture application may store the received packets in one of several
possible formats. One such format is the PCAP (packet capture) format, illustrated in Figure SA.
File 500 represents a series of N+1 captured packets in the PCAP format, stored in order of the
time they were captured. PCAP header 502 is a data structure defined in Figure 5B. Each of the
N+1 captured packets may include a per-packet header, as well as protocol headers and payload
bytes. An example per-packet header 503 is shown in Figure 5C.

[099] File 500 may be a binary file that can be stored within short-term storage (e.g.,
main memory) or long-term storage (e.g., an SSD or HDD). In some cases, representations of
the captured packets are displayed or stored in real time as packet capture occurs. Thus, later-
captured packets may be added to file 500 while earlier-captured packets are read from file 500
for display. In other embodiments, file 500 may be written to long-term storage for later
processing.

[100] As noted above, Figure 5B illustrates the contents of PCAP header 502. There
may be one instance of PCAP header 502 disposed at the beginning file 500.

[101] Magic number 504 may be a pre-defined marker of the beginning of a file with
PCAP header 502, and serves to indicate the byte-ordering of the computing device that
performed the capture. For instance, magic number 504 may be defined to always have the
hexadecimal value of Oxalb2c3d4 in the native byte ordering of the capturing device. If the
device that reads file 500 finds magic number 504 to have this value, then the byte-ordering of
this device and the capturing device is the same. If the device that reads file 500 finds magic
number 504 to have a value of Oxd4c3b2al, then this device may have to swap the byte-ordering
of the fields that follow magic number 504.

[102] Major version 506 and minor version 508 may define the version of the PCAP
format used in file 500. In most instances, major version 506 is 2 and minor version 508 is 4,
which indicates that the version number is 2.4.

[103] Time zone offset 510 may specify the difference, in seconds, between the local
time zone of the capturing device and Coordinated Universal Time (UTC). In some cases, the

capturing device will set this field to 0 regardless of its local time zone.
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[104] Timestamp accuracy 512 may specify the accuracy of any time stamps in file 500.
In practice, this field is often set to 0.

[105] Capture length 514 may specify the maximum packet size, in bytes, that can be
captured. In some embodiments, this value is set to 65536, but can be set to be smaller if the
user is not interested in large-payload packets, for instance. If a packet larger than what is
specified in this field is captured, it may be truncated to conform to the maximum packet size.

[106] Datalink protocol 516 may specify the type of datalink interface on which the
capture took place. For instance, this field may have a value of 1 for Ethernet, 105 for Wifi, and
SO on.

[107] Figure 5C illustrates the contents of per-packet header 503. As shown in Figure
SA, there may be one instance of per-packet header 503 for each packet represented in file 500.
Each instance of per-packet header 503 may precede its associated packet.

[108] Timestamp seconds 520 and timestamp microseconds 522 may represent the time
at which the associated packet was captured. As noted above, this may be the local time of the
capturing device or UTC time.

[109] Captured packet length 524 may specify the number of bytes of the packet that
were actually captured and saved in file 500. Original packet length 526 may specify the number
of bytes in the packet as the packet appeared on the network on which it was captured.

[110] In general, captured packet length 524 is expected to be less than or equal to
original packet length 526. For example, if capture length 514 is 1000 bytes and a packet is 500
bytes, then captured packet length 524 and original packet length 526 may both be 500.
However, if the packet is 1500 bytes, then captured packet length 524 may be 1000 while
original packet length 526 may be 1500.

VI.  Captured Packet Indexing and Lookup

[111] The embodiments herein involve the indexing and looking up of captured packets.
Using filtering on generated indexes, these embodiments facilitate extremely fast processing of
terabytes of captured packets, completing in orders of magnitude less time than conventional
techniques. As a consequence, packets of interest can be extracted from massive volumes of
stored packets with relatively little compute time.

[112] Thus, these embodiments provide a technical solution to a technical problem. The
problem is the inability of prior approaches to be able to efficiently locate certain stored packets

within files containing millions or billions of packets. The solution involves applying pre-
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processing to the stored packets to generate indexes matching filter specifications, and then using
these indexes to look up (locate) the packets of interest within storage. Nonetheless, these
solutions may solve other problems than the one stated. Further, the description above is just a
high-level overview, and relevant technical details are provided herein.

[113] To that point, Figure 6 depicts an overview of the indexing and lookup phases.
The following subsections will describe the steps of these phases in more detail.

[114] Block 600 may begin the indexing phase with capturing of packets. As noted, this
capturing may occur on a computing device or packet capture device, and the captured packets
may be stored locally on that device or in remote storage. In some cases, the steps of the
indexing phase may occur as the packets are captured and before they are stored. In others, these
steps may take place after the packets are stored. It is assumed, for sake of simplicity, that PCAP
files are used to represent the stored packets, but other representations are possible.

[115] Block 602 may involve receiving a packet filter definition. At some point before,
during, or after the packets are captured and stored, the packet filter definition may be received.
This definition can be pre-defined and read from memory or provided by a user. The packet
filter definition may be a textual packet filter expression as described above (e.g., “host 10.0.0.2
and tcp” to capture all TCP packets to and from the device with the IP address 10.0.0.2, or “port
67 or port 68 to capture all DHCP packets), or otherwise compatible with the libpcap
application library.

[116] Block 604 may involve compiling the packet filter expression to low-level code.
Particularly, this low-level code may be compatible with that of the Berkeley Packet Filter
(BPF). Thus, the low-level code may be instructions for a BPF-compatible virtual machine
disposed within packet capture module 408 for example. The mechanics of the BPF are
described below. This compilation step may occur before, during, or after the packets are
captured and stored.

[117] Block 606 may involve extracting a hash template from the low-level code as
described in more detail below. The hash template can be formed based on certain types of
instructions in the low-level code. The hash template defines locations in the packets that will be
considered when applying the filter.

[118] Block 608 may involve applying the hash template to the stored packets in order

to determine metadata for those that match that filter. This metadata may include, for example,
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an overall byte count of the matching packets, an overall packet count of the matching packets,
timestamps of when the matching packets were captured, and/or a list of offsets within the
storage at which the packets are stored. Other types of metadata information may include the
number of packets with frame check sequence (FCS) errors or checksum errors, etc. Various
types of storage arrangements may involve at least one, two, or three dimensional offsets
(discussed in more detail below) for example.

[119] Block 610 may involve storing the metadata in one or more metadata files, as well
as a representation of the packet filter. Advantageously, the sizes of these metadata files are
significantly smaller than those of the stored packets.

[120] The indexing phase may take place at any point during or after the packets are
captured. Thus, it can be a process that is executed in real time, periodically, or on demand.
Further, the indexing phase may occur for multiple packet filters, with metadata files generated
accordingly.

[121] At some point after indexing is complete or between instances of indexing, the
lookup phase may take place. The lookup phase may involve a user or application seeking to
find a subset of the stored packets (e.g., a particular transaction, type of transaction, network
traffic involving one or more hosts, etc.). Notably, each time a lookup occurs, a new instance of
the lookup phase is performed.

[122] Block 620 may involve receiving a new packet filter definition. This definition
may again be a textual expression compatible with the libpcap application library, and specifies
the packets that are being looked up. In other words, the packets sought are those that match this
new packet filter definition. The new packet filter definition may specify one or more locations
within the bytes of a packet and values that could appear at these locations.

[123] Block 621 may involve matching the new packet filter to one or more stored
representations of the packet filters used during the indexing phase. Each stored packet filter
may be associated with a single hash table, and therefore this matching may identify a hash table
with entries relevant to the new packet filter.

[124] Block 622 may involve generating skeleton packets for each of the hash table
entries of the identified hash table. These skeleton packets include null values (e.g., zeros) for all
bytes aside from those otherwise specified in the packet filter definition. This results in a full

packet with only fields of interest populated with non-null values. The skeleton packets may be
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stored in main memory (e.g., RAM), a single file, or multiple files, and may be associated with
their respective metadata files. Notably, in some cases, skeleton packets may be generated
during the indexing phase rather than during the lookup phase. Nonetheless, one advantage of
generating the skeleton packets during the lookup phase is that it reduces the amount of storage
needed, as the skeleton packets can be generated in response to receiving a lookup request and
then deleted after the lookup is complete.

[125] Block 624 may involve applying the new packet filter definition to the skeleton
packets. This may involve determining, for each skeleton packet, whether it matches the values
of the packet filter definition. When there is a match, the metadata of the hash table entry
associated with the skeleton packet contains the byte count, the packet count, timestamps, and/or
the list of offsets within the storage at which the packets matching the new packet filter
definition are located.

[126] Block 626 may involve extracting locations of the stored packets matching the
new packet filter definition based on the metadata. This may involve traversing the list of offsets
and determining, for each offset, a storage address.

[127] Block 628 may involve retrieving the packets located at each of these storage
addresses. These packets match the new packet filter definition. Once the packets are retrieved,
then may be stored individually, assembled into a single PCAP file for convenience and then
stored, provided for display on a user interface, or made subject to further processing.

[128] An optional step that could take place after block 628 is to apply the new packet
filter definition to the retrieved packets. This could focus the lookup results in the case that the
retrieved packets are over-inclusive in comparison to the new packet filter definition.

[129] Another optional step is to use the timestamps to calculate microburst timing
information such as start/end times and/or combining this information with other metadata to
generate additional metrics, all without retrieving any full packets.

[130] This technique results in lookups taking far less time and compute resources (e.g.,
processing) than if the stored packets were searched. By indexing the stored packets prior to
lookup, each lookup takes orders of magnitude less processing because only the indexes are
searched. Once a match is found for a packet filter definition, the associated packets can each be

located in and retrieved from storage in constant time.
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A. Indexing Phase

[131] The following subsections describe each of these steps in more detail.
Nonetheless, each step may be performed in various ways and the descriptions herein are non-
limiting. Further, some steps may be omitted and the ordering of the steps may be different.

1. Capturing and Storing Packets

[132] At block 600, a computing device or packet capture device may capture some
number of packets. Further, these packets may be stored locally to that device or remotely. The
captured packets may be stored in one or more PCAP files for example, and these PCAP files
may be disposed on the same storage medium (e.g., SSD or HDD) or across multiple storage
media. In some cases, the stored packets may number in the millions or billions and take up
terabytes of storage space.

2. Receiving a Packet Filter Definition

[133] At block 602, a packet filter definition may be received. As noted, this may be a
textual representation of a packet filter, such as “(host 192.168.1.1) and udp and port 80”. This
particular example packet filter definition would match any packet transmitted from or to a host
with the IP address 192.168.1.1, where the packets have a transport layer protocol of UDP and a
transport layer port of 80. Alternatively, non-textual representations may be possible.

[134] The packet filter definition may be entered by a user by way of a graphical user
interface, command line, or some other input mechanism. Alternatively, the packet filter
definition may be read from a file or could otherwise be pre-defined.

3. Compiling the Packet Filter Definition to Low-Level Code

[135] At block 604, the packet filter definition is compiled to low-level code. Figure 7A
depicts an example of the input and output of such a process.

[136] Packet filter definition 700 is a textual representation of a filter expression, as
discussed above. BPF compiler 702 is applied to packet filter definition 700 to generate low-
level code 704. As can be seen, low-level code 704 resembles an assembly language and can be
executed by a virtual machine with a kernel or application space to filter packets (e.g., with
packet capture module 408). The virtual machine uses an accumulator to temporarily store
values on which it operates, an index register to temporarily store an additional value, and a
program counter to point to the next instruction to execute. A description of low-level code 704

follows with a detailed example for purposes of illustration.
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[137] Low-level code 704 as shown consists of 17 instructions, numbered 000-016.
Each instruction may be in a fixed-length format consisting of a 16-bit opcode, an 8-bit jt field,
an 8-bit jf field, and 32-bit k field that is used for various purposes based on the opcode. Figure
7B depicts this format in table 710. Figure 7B also provides the address modes supported by
each instruction in table 712 and a description of address mode semantics in table 714.

[138] Each of the instructions appearing in low-level code 704 is defined as follows.
Nonetheless, other instructions may be used in low-level code.

[139] The load half-word instruction (ldh) loads 16 bits from the given offset in the
packet. Thus, instruction 000 of low-level code 704 loads 16 bits starting at byte offset 12 in the
packet into the accumulator.

[140] The jump on equal instruction (jeq) compares the value in the accumulator to the
value referenced by the k field. When these values are equal, the program counter is moved to
the instruction number in the jt field, and when these values are not equal the program counter is
moved to the instruction number in the jf field. Thus, instruction 001 of low-level code 704
compares the value of the accumulator to 0x800, then jumps to instruction 002 when they are
equal or to instruction 016 otherwise.

[141] The load instruction (Id) loads 32 bits from the given offset in the packet. Thus,
instruction 002 of low-level code 704 loads 32 bits starting at byte offset 26 in the packet into the
accumulator.

[142] The load byte instruction (ldb) loads 8 bits from the given offset in the packet.
Thus, instruction 006 of low-level code 704 loads 8 bits starting at byte offset 23 in the packet
into the accumulator.

[143] The jump set instruction (jset) performs a bitwise AND of the value in the
accumulator and the value referenced by the k field. When the resulting value is non-zero, the
program counter is moved to the instruction number in the jt field. When the resulting value is
zero, the program counter is moved to the instruction number in the jf field. Thus, instruction
009 of low-level code 704 computes the bitwise AND of the value in the accumulator and Ox 1{ff,
then jumps to instruction 016 when they are equal or to instruction 010 otherwise.

[144] The load index byte instruction (ldxb) loads 8 bits from the given offset in the
packet into the index register. In some cases, bitwise operations can be performed to this value

as part of the loading process. Thus, instruction 010 of low-level code 704 loads 8 bits starting at
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byte offset 14 in the packet into the index register, performs a bitwise AND on this value with
Oxf and then multiplies the result by 4.

[145] The return instruction (ret) terminates the filtering, indicates whether the packet
matches the packet filter expression, and if so how many bytes of the packet to save. Thus,
instruction 015 is executed when there is a match between the packet and the packet filter
expression, and 262144 bytes (a large default value indicating the entire packet) are saved. In
contrast, instruction 016 is executed when there is no match and indicates that O bytes are saved.

[146] Other instructions may be possible. These could include a nibble (4-bit) load
instruction, for example.

[147] To further specify how low-level code 704 would serve to filter actual packets (or
in this case, frames), Figure 7C depicts an Ethernet frame that encapsulates an IP packet, which
in turn encapsulates a UDP segment. To that end, Figure 7C depicts Ethernet header 720A, IP
header 720B, and UDP header 720C. These headers are depicted separately in Figure 7C for
purposes of convenience. However, in an Ethernet frame, IP header 720B would directly follow
Ethernet header 720A (i.e., the leftmost (first) bit of IP header 720B would follow the rightmost
(last) bit of Ethernet header 720A) and UDP header 720C would directly follow 1P header 720B
(i.e., the leftmost (first) bit of UDP header 720C would follow the rightmost (last) bit of 1P
header 720B).

[148] Given that, each of the headers is labeled with byte numbering of interest. Thus,
Ethernet header 720A begins with byte 0, IP header 720B begins with byte 14, and UDP header
720C begins with byte 34. These numbers indicate the location of their bytes in the packet, with
the count starting at 0.

[149] When executed, low-level code 704 would begin with instruction 000, which
loads 16 bits beginning from byte 12 of the packet. This would result in the 2-byte ethertype
field being read from Ethernet header 720A. By convention, ethertype fields take on a value of
0x800 when the encapsulated protocol is IP. Thus, instruction 001 compares the value of the
ethertype field to 0x800. If they are equal, control progresses to instruction 002. Otherwise
control progresses to instruction 016 (which terminates the filtering for the packet by indicating
that the packet does not match the filter).

[150] Instruction 002 loads 32 bits beginning from byte 26 of the packet. This would
result in the 4-byte source IP address field being read from IP header 720B. Instruction 003
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compares the value of this field with 0xc0a80101, which is the hexadecimal representation of the
dotted-decimal IP address 192.168.1.1. If they are equal, control progresses to instruction 006.
Otherwise control passes to instruction 004.

[151] Instruction 004 loads 32 bits beginning from byte 30 of the packet. This would
result in the 4-byte destination IP address field being read from IP header 720B. Instruction 005
compares the value of this field with 0xc0a80101. If they are equal, control progresses to
instruction 006. Otherwise control passes to instruction 016.

[152] The end result of instructions 002-005 is that the filter terminates indicating that
the packet does not match unless one of the source IP address or destination IP address is set to
192.168.1.1.

[153] Instruction 006 loads 8 bits beginning from byte 23 of the packet. This would
result in the 1-byte protocol field being read from IP header 720B. By convention, protocol
fields in IP headers take on a value of Ox11 (17 in decimal) when the encapsulated protocol is
UDP. Thus, instruction 007 compares the value of the protocol field to Ox11. If they are equal,
control progresses to instruction 008. Otherwise control progresses to instruction 016.

[154] Instruction 008 loads 16 bits beginning from byte 20 of the packet. This would
result in the 2-byte flags / fragmentation offset field being read from IP header 720B. The first
three bits of this field are each 1-bit flags, and the remaining 13 bits are a fragmentation offset.
The fragmentation offset only has a non-zero value when a packet is a non-initial fragment of a
larger IP packet. Thus, instruction 009 performs a bitwise AND of the flags / fragmentation
offset field to make this determination. If the result is non-zero, the packet is a non-initial
fragment and control progresses to instruction 016. Otherwise control passes to instruction 010.

[155] Instruction 010 loads 8 bits beginning from byte 14 of the packet into the index
register. This would result in the 1-byte version / header length field being read from IP header
720B. The first four bits of this field represent the IP version (e.g., 4) and the second four bits
represent the length of IP leader 720B in 32-bit words. Instruction 010 also masks out the IP
version (so that only the header length is considered) and multiplies this value by 4. The result is
the number of bits in IP header 720B, which is stored in the index register and represented as x.
For purposes of this example, x has a value of 20 and is used as an offset by further instructions.

[156] Instruction 011 loads 16 bits beginning from the byte x+14 (e.g., byte 34). This
would result in the 2-byte source port field being read from UDP header 720C. Instruction 012
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compares the value of the source port field to 0x50 (80 in decimal). If they are equal, control
progresses to instruction 015. Otherwise control progresses to instruction 013.

[157] Instruction 013 loads 16 bits beginning from the byte x+16 (e.g., byte 36). This
would result in the 2-byte destination port field being read from UDP header 720C. Instruction
014 compares the value of the destination port field to 0x50 (80 in decimal). If they are equal,
control progresses to instruction 015. Otherwise control progresses to instruction 016.

[158] The end result of instructions 011-014 is that the filter terminates indicating that
the packet does not match unless one of the source port or destination port is set to 80.

[159] As noted, if execution of low-level code 704 reaches instruction 015, the filter
terminates indicating that the packet was a match. But if execution of low-level code 704
reaches instruction 016, terminates indicating that the packet was not a match.

4. Extracting a Hash Template

[160] Turning back to Figure 6, block 606 may involve extracting a hash template from
the low-level code. This hash template may define locations (e.g., byte offsets and associated
byte counts) that define where in packets the packet filter expression is to extract data.

[161] Based on the discussion of Figures 7A-7C, it should be clear that a textual packet
filter definition (such as packet filter definition 700) is an easily-understood, human readable
way of expressing a packet filter. Many different types of packet filters can be defined using
such expressions, with the ability to filter packets based on content of any bytes within those
packets. It should also be clear that the generated low-level code (such as low-level code 704)
uses various types of load instructions (e.g., Idh, 1d, 1db, and 1dxb) to access bytes of a packet. In
fact, the bytes of the packet that are used by the filter can be identified just by considering the
load instructions.

[162] Given this observation, the relevant bits and/or bytes of a packet that determine
whether a packet filter expression is matched can be identified just from the load instructions in
the low-level code to which the expression is compiled. Thus a hash template can be determined
for the packet filter expression based on extracting load instructions from the low-level code.

[163] Figure 8A depicts how such a hash template would be extracted. Modified low-
level code 800 includes just the load instructions from low-level code 704. These instructions
could be extracted from low-level code 704 or generated directed by a custom compiler.

Descriptions 802 specify what each instruction does, respectively. For instance, instruction 000
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loads 2 bytes at offset 12, and instruction 010 loads 1 byte at offset 14 as modified into the index
register (X).

[164] Packet header 804 provides the Ethernet, IP, and UDP headers of an example
packet that matches the formats shown in Figure 7C. This totals 42 bytes of header (14 Ethernet,
20 IP, and 8 UDP). Any UDP payload is not shown for purposes of simplicity, but load
instructions (and thus a hash template) could use data in such a payload. Hash template 806 is
generated by identifying the bytes of packet header 804 that would be loaded by the instructions
of modified low-level code 800.

5. Using a Hash Table to Determine Metadata

[165] Turning back to Figure 6, block 608 may involve using such a hash template to
determine metadata for stored packets that match the packet filter expression. Once this hash
template has been identified, it can be applied to generate a hash table that classifies a plurality
of packets (stored or as part of the capture process). Such a hash table, as well as its associated
data and processing, is depicted in Figure 8B.

[166] Particularly, Figure 8B shows a sequence or array of captured packets 810,
including packet 0, packet 1, and some number of additional packets as indicated by the ellipsis.
Each of packets 810 contain data at offsets A, B, C, and D, for example. These offsets may begin
at various bytes within the packets, and need not be contiguous.

[167] As discussed in the context of Figure 8A, a hash template may define hash
function based on such offsets and a number of bytes beginning at each offset. In some cases,
the hash template might specify additional processing on these bytes, such as masking out certain
bits or calculating derivative values. Further, the bytes identified by the hash template might also
be passed through a cryptographic hash function to map them to a 256-bit to 512-bit digest, this
digest being used in the hash table.

[168] In Figure 8B, hash template 812 is applied to each of packets 810 to populate hash
table 814. Thus, the values of bytes referenced by the offsets are used to map each of packets
810 to a hash table entry. For example, assuming that the hash for packet 0 is AOBOCODO, the
associated entry in hash table 814 will be updated. Likewise, assuming that the hash for packet 1
is A1B1CI1DlI, the associated entry in hash table 814 will be updated. This is shown in Figure
8B by the arrows from packet O to the first entry in hash table 814 and the arrows from packet 1

to the second entry in hash table 814. To be clear, packet 0 and packet 1 result in different values
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when the hash template is applied. Thus, their bytes accessed by the low-level code have at least
some values that are different from one another.

[169] As noted above, the hash table entries may include or refer to various types of
metadata relating to the matching packets. Thus, each entry in hash table 8§14 may include or
refer to its own metadata. As shown in Figure 8B, the first entry in hash table 814 refers to
metadata 816 and the second entry in hash table 814 refers to metadata 818.

[170] As suggested by Figure 8B, a large number packets 810 (e.g., millions or billions)
may be mapped to tens, hundreds, or thousands of possible hash table entries. Each of these
entries may be associated with its own set of metadata. Examples of the metadata are shown in
Figure 8C.

[171] To that point, metadata 816 and 818 may include one or more of a total packet
count, a total byte count, and a trace array that includes storage addresses of packets.
Particularly, metadata 816 contains total packet count 820 (which is a total number of packets
that hash to AOBOCO0DO0), total byte count 822 (which is a total number of bytes from of packets
that hash to AOBOCODO, trace array 824 (which includes a list of one or more storage addresses
of packets that hash to AOBOCODO), and timestamp array 825 (which includes a list of one or
more timestamps of packets that hash to AOBOCODO0). Likewise, metadata 818 contains total
packet count 826 (which is a total number of packets that hash to AIB1C1D1), total byte count
828 (which is a total number of bytes from of packets that hash to A1B1CI1D1, trace array 830
(which includes a list of one or more storage addresses of packets that hash to A1B1C1D1), and
timestamp array 832 (which includes a list of one or more timestamps of packets that hash to
A1B1CI1D1).

[172] The storage addresses may arranged in several ways in order to identify where
and/or how to locate specific stored packets. These arrangements are described in more detail
below. Nonetheless, one possible embodiment involves all of packets 810 being stored in a
single file (which could be many gigabytes in size), and the storage addresses may be byte
offsets in this file where the first byte of each packet matching the associated hash can be found.
This allows constant time retrieval of each packet referenced in a trace array.

[173] In some embodiments, instead of or in addition to storage addresses in the form of
offsets, the trace array may include the timestamp of when each packet was captured and/or the

size (number of bytes) of these packets. Doing so allows the lookups to search packets based on
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these timestamps. Also, storing this additional information allows rich packet statistics to be
rapidly generated from the trace arrays, such as identifying bursty transactions, number of bytes /
packets per unit of time (e.g., bandwidth), etc.

[174] Notably, there is one hash table per packet filter definition used for indexing.
Therefore, the embodiments herein may involve populating a different hash table for each packet
filter used for indexing.

[175] In addition, this processing may be performed in parallel on multiple processors
to improve the indexing performance. The packets or groups thereof may be distributed in any
reasonable fashion to the processors (e.g., round-robin or randomly). The output using multiple
processors is one hash table per packet filter definition per processor. The multiple hash tables
per packet filter definition can be merged back into a single table upon completion of parallel
processing.

6. Storing Metadata and a Representation of the Packet Filter

[176] Turning back to Figure 6, block 610 may involve storing metadata and a
representation of the packet filter for later use during the lookup phase.

[177] Metadata may be stored in various ways. In some embodiments, all metadata is
stored in a single file. In others, the packet and byte counts are stored in one file per hash table
entry and the trace array is stored in another file per hash array. Offsets in the trace array may be
delta-encoded (where the (n + 1)th entry in the array is encoded as a difference from the nth
entry). Doing so saves storage space since the high-order bits of the offsets may be static for
many addresses appearing consecutively or close to one another in the trace array. Moreover,
various types of compression may be applied to the trace array (e.g., Huffman coding) to save
further storage space. Additional possibilities exist.

[178] In experiments performed on actual stored packets, it was found that the hash
table and trace arrays take up approximately 1/500th to 1/1000th the space of the packets they
represent. As an example, a 953 megabyte file of stored packets was found to have a hash table
of 276 kilobytes and a trace array of 1.3 megabytes for a reasonable number of realistic packet
filter expressions.

[179] In situations where an intractably large amount of captured packets would
otherwise be stored for an extended period of time (e.g., 100 terabytes of packets being captured

per day and stored for 365 days on a rolling basis), the embodiments herein allow the raw
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captured packets to be deleted once they are indexed and the metadata is generated. Thus, the
embodiments herein can also serve as a way of dramatically compressing captured packets while
retaining features of interest therein.

[180] Further, a representation of each packet filter used to index the stored packets may
also be stored. This would include those for initial packet filter expressions as well as derived
packet filter expressions (see below). In some embodiments, these representations may include a
list of offsets and byte lengths per offset that can be determined from the associated packet filter
expressions (refer back to Figures 7A and 8A for a description of how the offsets and byte
lengths are generated from a packet filter expression).

7. Additional Indexing Features

[181] In addition to the aspects of the indexing phase described above, other operations
may take place and further information may be stored. These involve using multiple derived
packet filter expressions for indexing as well as storing representations of all packet filters used
for indexing.

[182] An initial packet filter expression used for indexing may be expanded for
purposes of broadening coverage. As an example, suppose that a user enters a packet filter
expression of “ip and net 192.168.1 and tcp and port 80”. This expression would match any
Ethernet frame containing a packet to or from an IP address in the subnet 192.168.1.0/24 that
encapsulates a TCP header with a source or destination port of 80. Notably, the expression is
agnostic to the data link layer protocol used to encapsulate the packets. But, since different data
link layer protocols have different header sizes, the byte offsets of interest can be different
depending on which data link layer protocol is used.

[183] Therefore, this initial expression can be expanded into a number of derived
expressions, perhaps one for each data link layer of interest. Examples of these derived
expressions can include “vlan and ip and net 192.168.1 and tcp and port 80” to capture Ethernet
frames with VLAN tags, and “mpls and ip and net 192.168.1 and tcp and port 80” to capture
multiprotocol label switching (MPLS) frames. In some cases, further derived expressions can be
used to capture address resolution protocol (ARP) and reverse address resolution protocol
(RARP) frames that include an IP address in the subnet 192.168.1.0/24 (i.e., “arp and net
192.168.1” and “rarp and net 192.168.17, respectively).
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[184] This expansion of an initial packet filter expression can be performed manually by
a user or automatically by the system. Other expansion strategies may be possible.

B. Lookup Phase

[185] The lookup phase executes on the stored packet filter representations, the hash
table, and the metadata to locate captured packets. Since the hash table and metadata are
expected to be dramatically smaller in storage requirements than the captured packets, doing so
improves lookup performance. In experiments, the embodiments herein facilitate lookups that
can be 500 times faster than those of the prior art.

[186] The lookup phase allows a user or other entity to enter a new packet filter
expression, and will return representations of packets and/or their related metadata that match
this expression. Since this phase only considers indexed packets, it requires that indexing has
occurred for this new packet filter expression or a superset thereof during the indexing phase.
Otherwise, nothing will be returned even if there are unindexed matches in the actual captured
packets. Nonetheless, with proper use of indexing with a rich enough set of packet filter
expressions, this requirement is quite manageable in practice.

1. Receiving a New Packet Filter Definition

[187] Turning back to Figure 6, block 620 may involve receiving a new packet filter
definition. As discussed above, this may be a textual packet filter expression (e.g., “(host
192.168.1.1) and udp and port 80”) entered by a user, read from a file, or provided in some other
manner. The new packet filter expression may represent a subset of the stored packets that are of
interest.

2. Matching New Packet Filter Definition

[188] Block 621 may involve matching the new packet filter definition to one or more
of the stored packet filter definitions. Doing so can include compiling the new packet filter
definition to low-level code and extracting the offsets and numbers of bytes read per offset from
the load instructions of the low-level code, as described above. Then these offsets are matched
to those of the stored packet filter definitions to identify a hash table.

[189] Figure 9A depicts this process. For purposes of illustration, the example used in
Figure 9A is slightly different from the examples used to describe the indexing process.

[190] New packet filter definition 900 considers bytes at offsets A, B, C, and E (here,
the “offsets” represent the starting byte of one or more bytes containing information of interest).

These offsets are compared to those of the stored packet filters. In Figure 9A, these are two
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stored packet filters 902 and 904. New packet filter definition 900 does not match stored packet
filter 902 because offset E does not appear in stored packet filter 902. However, new packet
filter definition 900 does match stored packet filter 904 because offsets A, B, C, and E all appear
in stored packet filter 904. Even though the offsets of stored packet filter 904 comprise a
superset of those of new packet filter definition 900, this is still considered a match.

[191] Thus, a new packet filter matches a stored packet filter when all offsets of the new
packet filter are found in the stored packet filter. In some cases, multiple stored packet filters can
match a new packet filter. In these cases, the process described below may be carried out for all
matching stored packet filters.

[192] After stored packet filter 904 is identified as a match, its associated hash table,
hash table 906, is identified. As described above, this hash table contains hash table entries for
stored packets with values matching those of the new packet filter at the specified offsets within
the packets.

3. Generating Skeleton Packets from Hash Table Entries

[193] Turning back to Figure 6, block 622 may involve generating skeleton packets
from hash table entries. Notably, one skeleton packet per hash table entry in the identified hash
tables may be generated.

[194] Figure 9B depicts this process. Hash table 906 contains entries for specific values
of various bytes specified by a stored packet filter (e.g., AOBOCOEOFO and A1BICI1E1F1). For
each entry a skeleton packet is created. Here, a skeleton packet consists of a sequence of bytes
that would normally appear in a captured packet, but with all bits therein taking on a default
value (e.g., all 0’s or all 1’s) except for those of the bytes identified by the stored packet filter.
The identified bytes have the values of the associated hash table entry.

[195] As an example, Figure 9B depicts skeleton packets 908, one for each hash table
entry. Thus, there is a skeleton packet for hash table entry AOBOCOEOFO, another for hash table
entry AIBICIEI1F1, and so on. Expanded skeleton packets 910 and 912 provide illustrations of
the layouts of such skeleton packets for hash table entries AOBOCOEOFO and A1BI1CIEIFI,
respectively. Expanded skeleton packet 910 contains the values A0, BO, CO, EO, and FO at the
associated offsets defined by the stored packet filter. Likewise, expanded skeleton packet 912
contains the values Al, B1, C1, E1, and F1 at the associated offsets defined by the stored packet

filter. All other locations in these skeleton packets have the default values (e.g., all 0’s or all 1’s).
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These skeleton packets may be stored separately from one another or together in one or more
common files.
4. Applying the New Packet Filter to the Skeleton Packets

[196] Turning back to Figure 6, block 624 may involve applying the new packet filter
definition to the skeleton packets. This could encompass using the textual packet filter
expression (e.g., “(host 192.168.1.1) and udp and port 80) and skeleton packets as input to a
packet capture application (e.g., using libpcap, a packet capture software library supporting the
PCAP format) to determine whether each skeleton packet matches the new packet filter.
Matches indicate that all packets associated with the hash table entry used to generate the
skeleton packet are relevant to the new packet filter.

[197] An example is shown in Figure 9C. Expanded skeleton packet 910 does not
match the new packet filter, but expanded skeleton packet 912 does match this filter. Therefore,
hash table entry AIB1C1EI1F1 contains metadata of relevance to the new packet filter.

5. Extracting Locations of Stored Packets from Metadata

[198] Turning back to Figure 6, block 626 may involve extracting locations of stored
packets from this metadata of relevance. As noted above, this metadata may include a total
packet count and a total byte count of stored packets associated with the matched hash entry, as
well as locations and timestamps of the stored packets of interest. These locations may read
from a trace array, arranged similarity to that of trace arrays 824 and 830, by iterating through
the trace array and reading the storage addresses therein.

6. Retrieve Packets Matching the New Packet Filter

[199] Block 628 may involve, based on the locations (storage addresses), retrieving
packets matching the new packet filter from the stored packets. Depending on how the packets
are stored, this lookup may be performed in different ways.

[200] Some packets may be stored with a one-dimensional storage address, such as a
byte offset in a file. This implementation is shown in Figure 10A. Hash table entry 1000 is
associated with metadata including trace array 1002. Each entry in trace array 1002 points to a
specific byte offset of a packet stored in file 1004. Thus, offset O1 points to packet 0, offset O2
points to packet J, offset Om points to packet K, etc. Using these entries, packets 0, J, K, and so

on can be extracted from file 1004.
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[201] An alternative mechanism of storage and addressing is shown in Figure 10B.
Here, packets are stored within an array of blocks 1012 (each block may be a file or a location in
non-volatile storage, for example) and trace array 1010 contains two-dimensional addresses of
byte offsets within a block. Thus, offset O1 within block O points to packet 0, offset O2 within
block 1 points to packet J, offset Om with block 1 points to packet K, etc. Using these entries,
packets 0, J, K, and so on can be extracted from blocks 1012. Alternatively, trace array 1010
might only contain indications of the block in which each packet is stored and the block would
be exhaustively searched during the lookup phase. Doing so will reduce storage space for the
metadata at the cost of slightly more processing during the lookup phase.

[202] Further embodiments may involve three-dimensional indexing of stored packets
(e.g., disk, file, byte offset, or block, sub-block, byte offset), or even four-dimensional indexing
(e.g., disk, block, sub-block, byte offset). Other types of two-dimensional indexing may also be
possible (e.g., URL, byte offset for remote storage).

[203] Moreover, some files or blocks in which packets are stored may be associated
with a checksum. This checksum would be calculated over a file or block during the capture or
indexing phase and stored with metadata. Then, during the lookup phase, the checksum of the
currently stored block at the location specified by the metadata is compared with the checksum
in the metadata to determine whether the file or block has changed. If so, then the lookup would
fail because the location of a packet within the file or block is no longer reliable (e.g., the file or
block has been reused for storage of different packets).

[204] Regardless of how they are stored, the packets matching the new packet filters can
be extracted. They can then be stored together in one or more files, a database structure, or in
some other fashion. As part of the extraction process, statistics on these packets may be
recorded, such as total packets and/or total bytes on an aggregate or per IP address basis. Other
statistics may also be calculated.

VII. Experimental Results

[205] Assume that there are n packets in storage, and that a packet filter definition
matches k of these packets, where k << n. A traditional search through the stored packets would
require O(n) time to locate these k packets. But using the indexing procedures described herein
and further assuming a single matching hash table with m hash table entries, where m < n, the

overall time required to locate the k packets would be O(k + m). Since many lookups could be
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performed between indexing phases, the indexing overheard is small when amortized over the
lookups. Realistic values of the variables might be n = 1,000,000,000, kK = 1000, and m =
100, for example.

[206] An experiment illustrating these improvements was conducted. A total of 302
gigabytes of packets (approximately 200 million packets) were captured and stored. Performing
a conventional filtering lookup on these stored packets to identify 8 that matched a particular
packet filter took several hours. But using the embodiments herein, the lookup took only 435
milliseconds, which is orders of magnitude faster.

VIII. Example Operations

[207] Figures 11A and 11B are flow charts illustrating example embodiments. The
processes illustrated by Figures 11A and 11B may be carried out by a computing device or a
packet capture device, for example. However, the processes can be carried out by other types of
devices or device subsystems.

[208] The embodiments of Figures 11A and 11B may be simplified by the removal of
any one or more of the features shown therein. Further, these embodiments may be combined
with one another, as well as features, aspects, and/or implementations of any of the previous
figures or otherwise described herein.

[209] Block 1100 may involve obtaining a packet filter definition that specifies
characteristics of packets.

[210] Block 1102 may involve compiling the packet filter definition to instructions of
low-level code.

[211] Block 1104 may generating a hash template based on a subset of the instructions,
wherein the hash template includes pairs of byte offsets and byte counts that define locations
within the packets at which the characteristics are disposed.

[212] Block 1106 may involve, based on application of the hash template to a plurality
of stored packets, creating hash table entries in a hash table, wherein the hash table entries are
respectively associated with subsets of the stored packets, wherein the subsets of the stored
packets have respectively unique patterns of values within their bytes at the locations defined by
the pairs of byte offsets and byte counts.

[213] Block 1108 may involve updating the hash table entries to refer to metadata

relating to their respective subset of the stored packets.
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[214] Block 1110 may involve storing the hash table in association with the metadata.

[215] In some embodiments, the packet filter definition is a textual representation of
one or more values that can be present in packet headers or payloads.

[216] In some embodiments, the instructions of low-level code are assembly-language
instructions executable by a virtual machine. In some embodiments, the subset of the
instructions are load instructions that read from specific byte offsets within packet headers or
payloads. In some embodiments, generating the hash template comprises: parsing the
instructions to identify the load instructions; and generating one of the pairs of byte offsets and
byte counts from each of the load instructions.

[217] In some embodiments, the metadata referred to by the hash table entries include
packet counts or byte counts for the associated subsets of stored packets.

[218] In some embodiments, the metadata referred to by the hash table entries includes
storage addresses and/or per-packet timestamps for the associated subsets of stored packets. In
some embodiments, the storage addresses are multi-dimensional.

[219] Some embodiments may further involve storing at least part of the hash template,
in association with the hash table, as a representation of the packet filter definition.

[220] In some embodiments, the packet filter definition is stored as a packet filter
representation in association with the hash table. These embodiments may further involve:
receiving a new packet filter definition; determining, from the packet filter representation, that
the new packet filter definition matches the locations defined by the pairs of byte offsets and byte
counts; based on the packet filter representation, identifying the hash table; generating, for the
hash table entries, skeleton packets having the respectively unique patterns of values within bytes
at the locations defined by the packet filter representation; determining, from the skeleton
packets, that the new packet filter definition matches the unique patterns of values of a particular
subset of captured packets; and providing, from the hash table, particular metadata referred to by
a particular hash table entry that is associated with the particular subset of the captured packets.

[221] Turning to Figure 11B, block 1120 may involve receiving a new packet filter
definition, wherein hash table entries in a hash table are respectively associated with subsets of
captured packets, wherein the subsets of captured packets have respectively unique patterns of
values within their bytes at locations defined by a stored packet filter representation, and wherein

the hash table entries refer to metadata relating to their respective subsets of captured packets.
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[222] Block 1122 may involve determining that the new packet filter definition matches
the locations defined by the stored packet filter representation.

[223] Block 1124 may involve, based on the stored packet filter representation,
identifying the hash table.

[224] Block 1126 may involve generating, for the hash table entries, skeleton packets
having the respectively unique patterns of values within bytes at the locations defined by the
stored packet filter representation.

[225] Block 1128 may involve determining, from the skeleton packets, that the new
packet filter definition matches the unique patterns of values of a particular subset of captured
packets.

[226] Block 1130 may involve providing, from the hash table, particular metadata
referred to by a particular hash table entry that is associated with the particular subset of the
captured packet.

[227] In some embodiments, the new packet filter definition is a textual representation
of one or more values that can be present in headers or payloads of the captured packets.

[228] In some embodiments, determining that the new packet filter definition matches
the locations defined by the stored packet filter representation comprises: compiling the new
packet filter definition to instructions of low-level code; parsing the instructions of low-level
code to identify load instructions; generating pairs of byte offsets and byte counts from each of
the load instructions; and determining that the pairs of byte offsets and byte counts matches the
stored packet filter representation.

[229] In some embodiments, generating the skeleton packets comprises, for each
respective hash table entry of the hash table entries: generating a byte array populated with
default values; and writing, to the byte array, the respectively unique patterns of values of the
associated subset of captured packets at the locations defined by the stored packet filter
representation.

[230] In some embodiments, determining that the new packet filter definition matches
the unique patterns of values of a particular subset of captured packets comprises: applying the
new packet filter definition to the skeleton packets; and determining that a particular skeleton

packet matches values at locations defined by the new packet filter definition.
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[231] In some embodiments, the metadata referred to by the hash table entries include
packet counts or byte counts for the associated subsets of captured packets.

[232] In some embodiments, the metadata referred to by the hash table entries includes
storage addresses and/or or per-packet timestamps for the associated subsets of captured packets.
These embodiments may further involve retrieving, from the storage addresses, the associated
subsets of captured packets and/or retrieving the per-packet timestamps thereof.

[233] In some embodiments, the storage addresses are multi-dimensional.

[234] In some embodiments, the new packet filter definition specifies one or more
locations within packets, wherein determining that the new packet filter definition matches the
locations defined by the stored packet filter representation comprises determining that the one or
more locations specified by the new packet filter definition are a subset of the locations defined
by the stored packet filter representation.

IX.  Closing

[235] The present disclosure is not to be limited in terms of the particular embodiments
described in this application, which are intended as illustrations of various aspects. Many
modifications and variations can be made without departing from its scope, as will be apparent to
those skilled in the art. Functionally equivalent methods and apparatuses within the scope of the
disclosure, in addition to those described herein, will be apparent to those skilled in the art from
the foregoing descriptions. Such modifications and variations are intended to fall within the
scope of the appended claims.

[236] The above detailed description describes various features and operations of the
disclosed systems, devices, and methods with reference to the accompanying figures. The
example embodiments described herein and in the figures are not meant to be limiting. Other
embodiments can be utilized, and other changes can be made, without departing from the scope
of the subject matter presented herein. It will be readily understood that the aspects of the
present disclosure, as generally described herein, and illustrated in the figures, can be arranged,
substituted, combined, separated, and designed in a wide variety of different configurations.

[237] With respect to any or all of the message flow diagrams, scenarios, and flow
charts in the figures and as discussed herein, each step, block, and/or communication can
represent a processing of information and/or a transmission of information in accordance with
example embodiments. Alternative embodiments are included within the scope of these example

embodiments. In these alternative embodiments, for example, operations described as steps,
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blocks, transmissions, communications, requests, responses, and/or messages can be executed
out of order from that shown or discussed, including substantially concurrently or in reverse
order, depending on the functionality involved. Further, more or fewer blocks and/or operations
can be used with any of the message flow diagrams, scenarios, and flow charts discussed herein,
and these message flow diagrams, scenarios, and flow charts can be combined with one another,
in part or in whole.

[238] A step or block that represents a processing of information can correspond to
circuitry that can be configured to perform the specific logical functions of a herein-described
method or technique. Alternatively or additionally, a step or block that represents a processing of
information can correspond to a module, a segment, or a portion of program code (including
related data). The program code can include one or more instructions executable by a processor
for implementing specific logical operations or actions in the method or technique. The program
code and/or related data can be stored on any type of computer readable medium such as a
storage device including RAM, a disk drive, a solid-state drive, or another storage medium.

[239] The computer readable medium can also include non-transitory computer
readable media such as non-transitory computer readable media that store data for short periods
of time like register memory and processor cache. The non-transitory computer readable media
can further include non-transitory computer readable media that store program code and/or data
for longer periods of time. Thus, the non-transitory computer readable media may include
secondary or persistent long-term storage, like ROM, optical or magnetic disks, solid-state
drives, or compact disc read only memory (CD-ROM), for example. The non-transitory
computer readable media can also be any other volatile or non-volatile storage systems. A non-
transitory computer readable medium can be considered a computer readable storage medium,
for example, or a tangible storage device.

[240] Moreover, a step or block that represents one or more information transmissions
can correspond to information transmissions between software and/or hardware modules in the
same physical device. However, other information transmissions can be between software
modules and/or hardware modules in different physical devices.

[241] The particular arrangements shown in the figures should not be viewed as
limiting. It should be understood that other embodiments could include more or less of each

element shown in a given figure. Further, some of the illustrated elements can be combined or
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omitted. Yet further, an example embodiment can include elements that are not illustrated in the
figures.

[242] While various aspects and embodiments have been disclosed herein, other aspects
and embodiments will be apparent to those skilled in the art. The various aspects and
embodiments disclosed herein are for purpose of illustration and are not intended to be limiting,

with the true scope being indicated by the following claims.
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CLAIMS

What is claimed is:

1. A computer-implemented method comprising:

obtaining a packet filter definition that specifies characteristics of packets;

compiling the packet filter definition to instructions of low-level code;

generating a hash template based on a subset of the instructions, wherein the hash
template includes pairs of byte offsets and byte counts that define locations within the packets at
which the characteristics are disposed;

based on application of the hash template to a plurality of stored packets, creating hash
table entries in a hash table, wherein the hash table entries are respectively associated with
subsets of the stored packets, wherein the subsets of the stored packets have respectively unique
patterns of values within their bytes at the locations defined by the pairs of byte offsets and byte
counts;

updating the hash table entries to refer to metadata relating to their respective subset of
the stored packets; and

storing the hash table in association with the metadata.

2. The computer-implemented method of claim 1, wherein the packet filter
definition is a textual representation of one or more values that can be present in packet headers

or payloads.

3. The computer-implemented method of claim 1, wherein the instructions of low-

level code are assembly-language instructions executable by a virtual machine.

4. The computer-implemented method of claim 3, wherein the subset of the
instructions are load instructions that read from specific byte offsets within packet headers or

payloads.

5. The computer-implemented method of claim 4, wherein generating the hash

template comprises:
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parsing the instructions to identify the load instructions; and
generating one of the pairs of byte offsets and byte counts from each of the load

instructions.

6. The computer-implemented method of claim 1, wherein the metadata referred to
by the hash table entries include packet counts or byte counts for the associated subsets of stored

packets.

7. The computer-implemented method of claim 1, wherein the metadata referred to
by the hash table entries includes storage addresses or per-packet timestamps for the associated

subsets of stored packets.

8. The computer-implemented method of claim 7, wherein the storage addresses are

multi-dimensional.

9. The computer-implemented method of claim 1, further comprising:
storing at least part of the hash template, in association with the hash table, as a

representation of the packet filter definition.

10.  The computer-implemented method of claim 1, wherein the packet filter
definition is stored as a packet filter representation in association with the hash table, the
computer-implemented method further comprising:

receiving a new packet filter definition;

determining, from the packet filter representation, that the new packet filter definition
matches the locations defined by the pairs of byte offsets and byte counts;

based on the packet filter representation, identifying the hash table;

generating, for the hash table entries, skeleton packets having the respectively unique
patterns of values within bytes at the locations defined by the packet filter representation;

determining, from the skeleton packets, that the new packet filter definition matches the

unique patterns of values of a particular subset of captured packets; and
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providing, from the hash table, particular metadata referred to by a particular hash table

entry that is associated with the particular subset of the captured packets.

11. A computer-implemented method comprising:

receiving a new packet filter definition, wherein hash table entries in a hash table are
respectively associated with subsets of captured packets, wherein the subsets of captured packets
have respectively unique patterns of values within their bytes at locations defined by a stored
packet filter representation, and wherein the hash table entries refer to metadata relating to their
respective subsets of captured packets;

determining that the new packet filter definition matches the locations defined by the
stored packet filter representation;

based on the stored packet filter representation, identifying the hash table;

generating, for the hash table entries, skeleton packets having the respectively unique
patterns of values within bytes at the locations defined by the stored packet filter representation;

determining, from the skeleton packets, that the new packet filter definition matches the
unique patterns of values of a particular subset of captured packets; and

providing, from the hash table, particular metadata referred to by a particular hash table

entry that is associated with the particular subset of the captured packets.

12. The computer-implemented method of claim 11, wherein the new packet filter
definition is a textual representation of one or more values that can be present in headers or

payloads of the captured packets.

13. The computer-implemented method of claim 11, wherein determining that the
new packet filter definition matches the locations defined by the stored packet filter
representation comprises:

compiling the new packet filter definition to instructions of low-level code;

parsing the instructions of low-level code to identify load instructions;

generating pairs of byte offsets and byte counts from each of the load instructions; and

determining that the pairs of byte offsets and byte counts matches the stored packet filter

representation.
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14. The computer-implemented method of claim 11, wherein generating the skeleton
packets comprises, for each respective hash table entry of the hash table entries:

generating a byte array populated with default values; and

writing, to the byte array, the respectively unique patterns of values of the associated

subset of captured packets at the locations defined by the stored packet filter representation.

15. The computer-implemented method of claim 14, wherein determining that the
new packet filter definition matches the unique patterns of values of a particular subset of
captured packets comprises:

applying the new packet filter definition to the skeleton packets; and

determining that a particular skeleton packet matches values at locations defined by the

new packet filter definition.

16.  The computer-implemented method of claim 11, wherein the metadata referred to
by the hash table entries include packet counts or byte counts for the associated subsets of

captured packets.

17.  The computer-implemented method of claim 11, wherein the metadata referred to
by the hash table entries includes storage addresses or per-packet timestamps for the associated
subsets of captured packets, the computer-implemented method further comprising:

retrieving, from the storage addresses, the associated subsets of captured packets or

retrieving the per-packet timestamps thereof.

18. The computer-implemented method of claim 17, wherein the storage addresses

are multi-dimensional.

19.  The computer-implemented method of claim 17, wherein the new packet filter
definition specifies one or more locations within packets, and wherein determining that the new
packet filter definition matches the locations defined by the stored packet filter representation

comprises:
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determining that the one or more locations specified by the new packet filter definition

are a subset of the locations defined by the stored packet filter representation.

20. A non-transitory computer-readable medium storing program instructions that,
when executed by one or more processors of a computing system, cause the computing system to
perform operations comprising:

obtaining a packet filter definition that specifies characteristics of packets;

compiling the packet filter definition to instructions of low-level code;

generating a hash template based on a subset of the instructions, wherein the hash
template includes pairs of byte offsets and byte counts that define locations within the packets at
which the characteristics are disposed;

based on application of the hash template to a plurality of stored packets, creating hash
table entries in a hash table, wherein the hash table entries are respectively associated with
subsets of the stored packets, wherein the subsets of the stored packets have respectively unique
patterns of values within their bytes at the locations defined by the pairs of byte offsets and byte
counts;

updating the hash table entries to refer to metadata relating to their respective subset of
the stored packets; and

storing the hash table in association with the metadata.



