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User creates account
in the audit tool

Automatically generates an audit
report which comprises:

-an automatically generated audit
SCOTE;

-an automatically generally priontize
categonization of the issues identified;
-an automatically generated
customised implementation-instruction
guide that provides solutions to the
issues identified in the audit report
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Analytics
Account

1

OAuth
Api

Access tokens

provided

User authenticates
access to their
analytics account

User initiates audit

Auditor performs  heuristics on
refrieved data and audit tools
runs a set of heuristics and
assesses the analytics data
refrieved from GA and the data
cbtained independently from the
user's website or application for a
multitude of analysis points in a
single session.

¢4

Auditor fetches data

ceW 7 7 Results NN

Request
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User's
Website

User's
App

Analytics
Account


divya
Text Box
1/25

divya
Text Box

User creates account in the audit tool

divya
Text Box

divya
Text Box


Figure 2

Chesck il an
BCOMMErce

we?

Show if there's any
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Enhanced E-
COMMErce
anabled in

Recom
mend
laballing
the
Elaps

warn that it will require

code change and break

Recommend to turm it on,

“Product Categony” repaort

Check validity of ecommerce
data look over 30 days (or
user defined ramge)
being afiriuied
a7
There will be a - Ara SKUs Any transactions with
possible issue ’ I Trans.apﬂloﬂ iDs 1= consistent? K zaro dollar value?
For each transaction, get the sum of Grab transactions by
.—) s products revenua. To check if the | revanus and arder by Betsnmnie the medlani | o[+ oner v battm
sum match tha tr ction revenua. 20% by revanue
Also get Local G nd Y
Eo ey A Highlight transactions that may L=l DTSR Sy
Local Revenue (maybe currency 46—
A R S be recording values incorrectly wvalues deviate from the median?
Shopping behaviour anatysis Checkout steps any gaps » Any of the following

@

any gaps in any of the steps?

in any of the stepa?

matrics with zero valua?

4

Any metrics wilh 0 value Product
list views, Product oiicks, Product
datail views, Add Lo Baskel,
Checkauts, Intemal Promotion
Views, Intemel Promation Glicks
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Extract Adwords

Campaigns Report | Goto Acquisition - Go to Adwords gﬁglm:;ii
Check campain which if campaign is

Flag if there is any < have 0 clicks or 0 ¢ reported
session corectly

significant
traffic on site
but have $0

Suggestthat accounts
may not be linked

and/or auto-tagging

Flag it so analyst will
know campaign being
run by AdWords
L_accounts

Recommendation to
link all AdWords
account to GA
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Figure 4
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Gl the limked ligt .
AdWond List - Golo Admin H Go Property Setings - Product Linking
Extract the list of
List cast in table format [ Adwords account 4 AdWords Linking

baing linked in GA



divya
Text Box
4/25


Figure 5
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Mot available in AP - check by proxy (are
demographic & interest reports non-zers)
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Figure 6
Check audit configuration
values needed;
Production demains Complole? \ Check for orphaned filter:
Staging/UAT domains g Filter applied to any view
Dev domains
IP ranges to exclude N
M
i Look for duplicate hash [€—| Trim and hash setiings
Y
Mark duplicate filers
Sugges! keeping one Apply master filter 1o ) for deletion (add prefix
copy Cmaster filler) P ail relevant views P Unlink dupiicate fters "1 varked for Deleticn)
")

Flag advanced filkers for
manual inspection

Suggest bist practice
fillars that are absent

Y

Sugges! best practice
Titers thal ane absent

WARNIMG! GA doesn't

Look

-Megative lookarounds,
e T

Y, '3, 'd

-Charactes count, &.g.
{2}, (3,10}

o

Lowercase Campaign Lowercase Campaign Lowercase Campaign Lowercase Campaign
Source ™1 Medium ™1 Name ™1 Gontent
mm“ Campaign ] '&‘:"E:E;“ Evant | Lowercase Event Action [ Lowercase Event Label
For websites: Lowercase Soclal Action . ) Lowercase Social
Lowercase Hosiname i Target {not vet - mm:mm" I Metwork (not yet
Lowercase Request UR| implament) implement)
For mabile apps:
Lowarcase Apphcation
Mame
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Figure 7
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setungs_. u?sr Facebook Yahoo
z:ould indicate what gl _ads »| Bing e e 3| Baidu
annels they use G
for advertising. -page post -display banner
€heckt #
Pinterest Tweeter
Email 4 TripAdvisor [ -Ads 4 -Ads 4 Naver
-pins -tweets
Check for existing Search for If there are any results
use of custom -NOT(medium == returned, then the If custom
parameters (none) OR source / client utilises custom ¥ parameters not in —b.
medium == google / tagging via UTM use
cpc OR medium == parameters
referral OR medium
== organic)

parameters in use

A 4

being tracked consistently

Case B:
L Et?:esﬁLme = IF (Email is ticked) { uéT“ET?'::l:'} )
rc\l;eckllnwxes utm tagging e email } ELSE { domain ~¥| -Bing, Yahqo S_aarch, Baidu, Naver, other
ve been . - " 0 search engine: cpc
e name of service without "www." } " ]
-Yahoo display: display or banner
Y
Case B: Case B: Case B:
Pinterest Twitter: Facebook:
-Ads: pin_cpc or pin_cpm, dependingon [ -Ads: tw_cpc or tw_cpm, depending on 4 -Ads: fb_cpc or fb_cpm, depending on
media buy type media buy type media buy type
-Pins: social -Tweets: social -Page posts: social
h 4
If custom Check if all ticked options are

For each check

utm_source, utm_medium, and
utm_campaign are (not set)

v

consistency in utm_source &
utm_medium values (e.g.
sometimes someone will use
"facebook" for one campaign,
and "fb" for another)

no mixing of upper & lower case
characters

consistency in campaign names

Go to next

checkbox

Check done?
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You can better track

I
a page on your

Examples

your email campaigns website, we
by ensuring you are recommend
sources with using Google P appending the
medium of Analytics' custom following
campaign tagging parameters to the
parameters end of your URL in
utm_campaign
subject line O GERRTD utm_source
-exclude any special characters [ o < -newsletter if sending a newsletter
. . -email e . . .
-replace spaces with plus (+) signs -notification if sending a notification
" . N In this case you will put the link in your
You are sending a newsletter with the In the newsletter is a link that takes . . .
) A . . . email as follows: {{hostname with
subject line "{{This month}}'s Sale | the reader to {{hostname with most i ) .
Specials!!l® hits)}/{{URL with most hits}} SRR GG st
- hits}}?utm_source=newsletter&utm_m

WeChat was
ticked and these
social networks
are with medium
ceferral with no
campa

=

edium=email&utm_campaign={{This
month}}s+Sale+Specials

tagging parameters

You can better track your Facebook [
LINE / Twitter / Pinterest / WeChat
campaigns by ensuring you are using
Google Analytics' custom campaign

For social media links that
open a page on your website,
we recommend appending the
following parameters to the
end of link URL in your posts:

v

utm_medium:

or facebook_sponsored)

sponsored (e.g. facebook_organic)

socialnetwork_cpc if the post is paid or
sponsored (e.g. facebook_cpc or facebook_cpm

socialnetwork_organic if the post is paid or

"

twitter)

utm_source:
social network name of the social
network being posted on (e.g. facebook,

utm_campaign

campaign name (or) date the post is posted
-exclude any special characters
-replace spaces with plus (+) signs

Tri

search eny

pAdvisor was
ticked and these

are with medium

Examples —

You are posting an ad (CPC ad) on
Facebook with a link that takes the
wvisitor to {{hostname with most
hitsPH{URL with most hits}}

v

MNote that with the subject line we've
removed the apostrophe and replaced
spaces with plus (+) signs.

4_

Then you have to tag the link as:
{{hostname with most hits}}/{{URL with
most
hits}}?utm_source=facebook&utm_me
dium=facebook_cpc&utm_campaign={
{This month}}s+facebook+campaign

gines

You can better track your Yahoo / Bing /
Baidu paid search campaigns by
ensuring you are using Google Analytics’
custom campaign tagging parameters

For paid search ads with links that
open a page on your website, we
recommend appending the following
parameters to the end of link URL:

*_1

utm_medium:

type

cpc or cpm depending on type of ad bidding

utm_source:
search engine

baidu, tripadvisor)

name (e.g. yahoo, bing,

A 4

utm_campaign:
campaign name

-exclude any special characters
-replace spaces with plus (+) signs

Examy

h 4

Nate that with the subject line we've
removed the apostrophe and replaced &

Then you have to tag the link as:

maost

{{hostname with most hits}}/{{URL with

You are running a cpc paid search ad
on Yahoo with a link that takes the

spaces with plus (+) signs.

hits}}?utm_source=yahoo&utm_mediu
m=cpc&utm_campaign={{This
month}}s+campaign

visitor to {{hostname with most
hitsp{{URL with most hits}}
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Figure 8

Check if
zero

goals in
the view?

Check for incorrectly N Identify goals with zero
configured goals conversions in the date range

For goals with non-
ZEro CONversions
Alert you have zero Goals | | Alert you have zero Goals 4).
eck if any ¢
- steps have non-
F Highlight these steps. Indicate zero number, or il g
duplicate that those steps could be any steps have by day and highlight
gosis wrongly configured, e.g. bad the same if any goals had 2 or
regex, page(s) no longer exist. number as he more consecutive
'mm'.adme days with zero goals
previous step

n goal sefting

include goal name) and
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Figure 9

- >| Default Regex (DR):*/(index|home)(\..*)?$ }—){ Apply DR to list of pages

E Recommend those page are added to default page
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Figure 10

Check if
event
tracking
implemented

4)| Get Events report in Google Analytics

- - Can be found under

Define Variables: Behavior > Events > N ’

NoEvent = False Top Events N

EventCategories = False List:

EventActions = False Total events &

EventLabels = False Total Unique events they have

in last 30 days
.(—| EventCategories = True No Event = True
EventActions = True Categories
consistent

Actions .
consistent | Recommendations ‘
names? A

e

EventLabels = True

consistent
names?
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Figure 11

12/25

Go to Behaviour > Search for pages with Create list of all URL Count number of

Site Content > All > URL parameters SR times each key Pick top 20%

Pages -Regex: (\7|&) pd i appears

_ Afe there a

Example URLs that could be combined: large number Are these For these parameters,
-htip:/iwww.mysite.com/page?param=abc of these URLs that see which URLs they
-http://www.mysite.com/page?param=xyz URLs with should be are being associated
-hittp:, i = single di combined? with

agey

h J

Auto-suggest excluding
the following:

Potentially includes personally
identifiable information:

-uid

-userid

-email

-openid

-lastname

Facebook's parameters:
-fb_action_ids
-fb_action_types
-fb_source
-fo_aggregation_id
-action_object_map
-action_type_map
-action_ref_map

—
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Figure 12

START
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Check if BOT
Filtering enabled

Recommendation to
enable BOT Filtering
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Figure 13
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A 4

Get the UserPermission of

the user running the audit W

Check if user
has Manage
permission at
the Account

Ask GA admin to give him
Account-level Manage
permission temporarily.

k

Recommend that they use corporate
domnain email address for logins N Y

Recommend verifying that they
should continue to have access.

k if
users not
using a

Ask for user's
corporate email domain

/

A

Get list of users with
access to the account (or
properties or views).

users usinga
personal

.Y

corporate
login
ain

List all users with Edit or Manage User rights }—)-
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Figure 14

. List out all enabled i
Audit date range -> e | for each $cm in $cms
$x98 ime

Go to next data

heck if any
data
recorded in
the last $x
days =0

zero data - flag it

Check if any CMs are
; Check if names are
recording exactly the & unique across all
same numbers as G
A

-List out occurrences
-Suggest renaming to
reduce ambiguity

ask them if still in use,
and if not, suggest to
disable it

If zero data
fora CM

If non-unique
names

Done on
custom
dims?

disabling/remaving one of
the CMs to reduce

ambiguity
g

same number
as each othe
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Figure 15

In what industry does 3 - 3 .
-—) your busineas operate? List industries Property Settings > Industry Category

override warning in case industry | Alert them that Check If display
- < . advertiser support
doesn't match for a legitimate this is the case e

DUEDOSE.
R

A
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Figure 16

User input: list of
domain names

Apply $re to all sources

Domain patterns = $patterns }—)

For Loop

for each $domain
in $domainNames

—>| Strip out subdomain prefixes

Convert $patterns to a regex
$re

where medium ==

Domain patterns = $patterns }—){ Matches > $selfReferrals

Provide a list of self-
referral domains

Recommend setting auto cookie
domains

Provide xlIs format / google sheet
download to forward to client

If there Is any

.| Push resulting string to

tterns

Strip out TLD suffix (eg .com,
.co.uk, efc)

]

Any matches? Selfreferrals exist

If lots of

Suggest adding matches to
subdomains,

referral exclusion list

subdamain or
crossdomain

identified from
the domain
list?

For each of the subdomains identified
above, assess whether the subdomain
tracking (or) crossdomain tracking is

e

ITGATC is
present?

Ensure GATC includes

_gaq.push([_setDomainName', '[domain.com]1);

Universal

Ensure GATC includes
gal'linker:autoLink’,
[domain.com]]);

T
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Figure 17

Does direct traffic
make up top 3

traffic sources or

START _—

goal conversions?

Look at traffic where source/medium is from one
of the user's own domains. If in top 3 traffic
sources or top 3 goal conversions, flag for review.
Instructions on ensuring that the GATC is on all
pages, and cross-domain tracking is configured

Look at traffic where source/medium is from
one of the user's own domains. If in top 3
traffic sources or top 3 goal conversions, flag
for review. Instructions on ensuring that the
GATC is on all pages, and cross-domain

Are there
sources that

have an

unusually high tracking is configured

bounce rate?

Are the utm campaign

Look at bounce rate for each traffic
source. Highlight any where bounce
rate > 90%

or dropped when the user

one of top 5 landing pages?

Have brand and
generic channel
groupings been set
up?

Check for enablement of
setting and generate
Instructions on how to set

A

parameters correctly retained

lands on homepage or either

Does self referral
traffic make up
top 3 traffic
sources or goal

conversions?

Crawl top 5 landing pages,

appending test utm parameters. If

the page redirects, check that utm
and  values

are

parameters
retained in the redirect

Instructions how to
configure their redirects so
that utm parameter and

values are retained upon

on

redirection
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Figure 18

In w.hat city does your ‘ eck timezone seftingin
business operate? B

Does setting
match answer
for above?

override warning in case P Alert them that
timezones don't match for a this is the case

~
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Figure 19
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Behaviour > Site Content > All
| Pages

404 pages are being tracked

A 4

Regex = Page report:404|not\-?found)

Y
Regex = Page Title report:
([E€]rror|[Nn]ot [Fflound)

Check if
there are any
matches for
the regex
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Figure 20

Dimensions = ga:exceptionDescription
= ga:operatingSystem >

End enabled. Ensure your app developers are
reviewing this information on a daily basis

21/25

Define Variables: S

ptions
ero?

Metrics = ga:exceptions

You have Crashes & Exceptions tracking

to detect any new issues with your app.

gaexce

Itis recommended that you activate
Crashes & Exceptions reporting in

Instructions on how to set

up Crashes & Exception [« your app so that you can keep a
reporting can be found track of serious issues and rectify
here them as soon as possible.

fan
Android
app

Itis recommended
that you activate
Crashes &
Exceptions reporting
in your app so that
you can keep a track
of serious issues and
rectify them as soon
as possible.

Y

(Paid version) Instructions
on how to set up Crashes
& Exception reporting can
be found here.
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Figure 21

Check if propertyLevel = Standard |
Premium

demintegrated ==
(ga:dcmClickCampaign not
empty && ga:demClicks = 0)

DoubleClick
Campaign

== Premium &&
dcmintegrated
==TRUE

Your DoubleClick Campaign Manager accounts are not
linked to this GA property. You will not be able to tie
{{website|app}} behaviour to the performance of your
DoubleClick Campaign Manager campaigns.

Your Google Analytics Premium
account is linked to your
DoubleClick Campaign
Manager accounts.

== Premium &8&
usesDCLK &&
demintegrated
= FALSE

A
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Figure 22

Boes your
business use
AdWords or
DoubleClick

Check for
remarketing lists

If no lists found, show information about remarketing

A
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Figure 23

_E;it::r:' oy Check if there were Check if there are no

R any time periods duplicated screen
‘ -l.?;.::;osnﬂama [ Analyze ™ where screenviews ha names due to casing
gaiscreenviews ==0-> NOSYS or due to formatting

Check bottom 10 (in terms of

screenviews) screen names to ERRSVNAMES
Ouput < see if screenviews is extremely = faled
low in comparison to total

screenviews -> BOTTOMSCRS

Display warning:
There were no screenviews recorded between I

FROMDATE to TODATE. Please check with your ERRSV
app developer that they are including Google NAMES
Analytics tracking when producing new versions \%

of the app.

Display warning:

The following screen names appear to be
duplicates. Google Analytics is case sensitive and
if spelling of the screen name is not consistent it
will treat it as separate screens for the purpose of
reporting.

Y

a
<

Display warning:

The following screen names are recording a small
amount of views. Your GA tracking could be set
up incorrectly on these screens, or you are not
naming the screen correctly in certain usage
scenarios.

Y
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Figure 24
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Spam filter list [SFL]:
https://docs.google.co

Dimensions: hostname
-Metrics: sessions
-Filter: hostname == (not set)

\ 4

Check if there are any
instances where
-hostname == (not
set) OR landing page
== (not set) OR
source in SFL

Apply series of filter

Y

Audit Settings mi/spreadsheets/d/1_L Dimensions & Metrics
m Questions - None P 0s68PGCOIKZMWwx [ to extract
oEAP3mVEPBLEBX_is
EUr8fSNDY l/editigid
=0
Dimensions: source
-Metrics: sessions
-Filter: source =~ SFL
-Note: may need to break this
Processing < into | requests if SFL
regex is too long OR.
download the full list of
sources and match against
SFL
A 4

Dimensions: landing page path
-Metrics: sessions
-Filter: landing page path ==

L (not set)

Message:

pages, and

Message:

in your Google
Analytics view.

There is no spam
traffic being recorded

There are occurrences of {{(not set) hostnames, (not set) landing

spam sources [only show the text that applies]}} in your data. It is
possible that
spammers are sending dummy traffic to your account and are
distorting your
data. This can be fixed through applying the right set of filters to
your account.

Blocking Spam Hits

B

Blocking Spam Hits

Have edit
access to
account?

v

Recommendation

v

Give your filter a
name using Filter
Name from the above
table

Click on "Add Filter to
View".

Y

Select “Custom” then
"Exclude”.

Select the Filter Field
using the value from
the above table.

{{Note: Exclude Spam
Sources XX filters will
be multiple as each
filter pattern has a 255
character limit. We
will need to
intelligently create
these filters as SFL

You will have to
create and apply
several filters, Use the
settings from this
table for each

filter {{only show
filters that are relevant
for the discovered
cases}}

Navigate to {{link to
account filters}}

varies}}

In Filter Pattern, copy
& paste the
appropriate value
from the Filter Pattern
column in the

above table.

Y

Click "Save".

Y

Repeat steps 3 to 10
for each additional
filter you need to set

up.

Now select each view
you wish to apply the
filter to. You can
select multiple views
at once using the

key (Mac) or Ctrl key
(PC) while clicking
with your mouse.
*Important*: Do not
select any unfiltered

L ortestviews. |

I

Click "Add >>".
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