TRANSACTION PAYMENT METHOD AND SYS IEM [0001]This application claims priority to Chinese
Patent Application No. 2011102801227 with a title of "Transaction payment method and system" filed
with the Chinese Patent Office on September 20, 2011, the entire contents of which being
incorporated herein by reference. TECHNICAL FIELD [0002]This disclosure relates to network
technology, and particularly to a transaction payment method and system. BACKGROUND ART

[0003]With the rapi-tEB&N A6 b LAYV Fgé\élEd-ﬁh@%m&lY&T@\é-banking service,

banks and third party payment methods keep innovating. The varieties of currently known payment
methods, including many payment methods such as conventional POS payments, ATM payments,

Internet ing paym , i King..eic., -neople qul d ay, oqﬁs and a
convenijr@g%jlly life. [Ofﬁﬁ]égﬁrﬁlé%ﬁgﬁal rgf)%i‘{/ﬁrn{genlB ﬂ%t'%dgécoor#ﬁﬁﬁg er?wg.p%ﬁypa é&%ﬂéﬂéﬂne o
transmisg@I 10280227 withrangtio of FOrapxsadtiptepayaizite athodanwkighedepiiirdsaath ahaelWipdsof a
mobile operator and is based on WAP technology, provides a mobile user with financial services such
as accourtfidéafice R RSRIGTMRE R0 P heie CBHFS GARKIBA Mayhiehteine dnFe MratstbheRiie,
Internet PELMERLS and Internet banking payments transfer transaction data over an Internet channel or
an instant communication channel. [0005]However, there exist various security issues for these
conventional transaction payments when confirming identity information of a user. For example, for
mobile banking, the mobile phone might easily get lost; for Internet payments and Internet banking
payments, usually only a user's password neeldslh GAlEE® so that it is the only way to verify the

identity infarmation of the user;, when the user's computer terminal is infected by a Trojan virus, which
caily coNOBE Bata stold 1 TR SRRV R re A A SRACH S LR alecioh
SUMMAR:) féntl iézHOiVARL $ySiom.

BACKGROUND ART

[0003] With the rapid development of the E-commerce and the improvement of the
E-banking service, banks and third party payment methods keep innovating. The varieties of
currently known payment methods, including many payment methods such as conventional POS
payments, ATM payments, Internet banking payments, mobile banking, etc., offer people quick
and easy payment methods and a convenient daily life.

[0004] Conventional payment methods commonly employ a single-channel transmission
manner of information. For example, mobile banking, which depends on a network of a mobile
operator and is based on WAP technology, provides a mobile user with financial services such as
account inquiries, transferring, bill payments, consumption payments, and the like. For example,
Internet payments and Internet banking payments transfer transaction data over an Internet
channel or an instant communication channel.

[0005] However, there exist various security issues for these conventional transaction
payments when confirming identity information of a user. For example, for mobile banking, the
mobile phone might easily get lost; for Internet payments and Internet banking payments, usually
only a user’s password needs to be verified, so that it is the only way to verify the identity
information of the user; when the user’s computer terminal is infected by a Trojan virus, which

easily causes data stolen. Thus, conventional transaction payments are not highly secured.



[0006]In view of this, it is necessary to provide a transaction payment method with enhanced security.
[0007]A transaction payment method, comprising the steps of: [0008]acquiring payment information of
a user, the payment information including a contact number; [0009]calling the contact number through
an Interactive Voice Response platform to acquire a payment password input by the user;
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payment password input by the user. , the stép of acquiring the payment information
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information of the user submitted by a payment terminal. [0012]Preferable, the contact number is a
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Messagq&pice platfggiuiring payment information of a user, the payment information including a
contact number;
[0009] calling the contact number through an Interactive Voice Response platform to
acquire a payment password input by the user;
[0010] calling the contact number through an Interactive Voice Response platform to
acquire a payment password input by the user.
[0011] Preferable, the step of acquiring the payment information of the user is: over an
Internet channel or an instant communication channel, acquiring the payment information of the
user submitted by a payment terminal.
[0012] Preferable, the contact number is a mobile contact number; and before the step of
calling the mobile contact number through the Interactive Voice Response platform, the method
further comprises:
[0013] sending a short message verification code to a mobile terminal corresponding to
the mobile contact number through a Short Message Service platform;
[0014] receiving a replied verification code returned by the mobile terminal;
[0015] determining whether the replied verification code is identical with the short
message verification code, if so, the verification is passed; otherwise, the verification fails.
[0016] Preferable, before the step of calling the mobile contact number through the
Interactive Voice Response platform, the method further comprises:
[0017] acquiring a mobile contact number of the mobile terminal which returns the
replied verification code;
[0018] verifying whether the acquired mobile contact number is identical with a mobile
contact number in account information stored in advance, if so, the verification is passed,;
otherwise, the verification fails.
[0019] Preferable, after the step that verifying the replied verification code is passed

and/or the step that verifying the mobile contact number of the mobile terminal returning the
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[0014]receiving a replied verification code returned by the mobile terminal; [0015]determining whether
the replied verification code is identical with the short message verification code, if so, the verification
is passed; otherwise, the verification fails. [0016]Preferable, before the step of calling the mobile
contact number through the Interactive Voice Response platform, the method further comprises:
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verification fails. [0019]Preferable, after the step that verifying the replied verification code is passed
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[0022] performing a risk information verification of the payment information.
[0023] Preferable, the step of performing a risk information verification of the payment
information comprises:
[0024] acquiring a transaction amount for merchant in the payment information,
detecting whether the transaction amount for merchant is greater than a set threshold, if so, the
verification fails; otherwise, the verification is passed; and/or
[0025] determining whether the user is a blacklist user according to the payment
information, if so, the verification fails; otherwise, the verification is passed.
[0026] Preferable, the step of performing a risk information verification of the payment
information further comprises:
[0027] determining whether the payment information is identical with the account
information stored in advance, if so, the verification is passed; otherwise, the verification fails.
[0028] In addition, it is also necessary to provide a transaction payment system, which is
able to enhance security.
[0029] A transaction payment system, comprising a telephone payment system and a
bank system, wherein,
[0030] the telephone payment system includes:
[0031] a payment information acquiring module configured to acquire payment
information of a user, the payment information including a contact number; and
[0032] an Interactive Voice Response platform configured to call the contact number,
acquiring a payment password input by the user, and sending the payment password and the
payment information to the bank system, and
[0033] the bank system is configured to verify the payment password and the payment
information, and perform payment if the verifying is passed.

[0034] Preferable, the payment information acquiring module is configured to acquire the
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Voice Response platform, and/or after verifying the payment password is passed, the method further
comprises: [0022]performing a risk information verification of the payment information.
[0023]Preferable, the step of performing a risk information verification of the payment information
comprises: [0024]acquiring a transaction amount for merchant in the payment information, detecting
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mobile terminal, and determine whether the replied verification code is identical with the short
message verification code, if so, the verification is passed; otherwise, the verification fails.
[0035] Preferable, the Short Message Service platform is further configured to acquire a
mobile contact number of the mobile terminal which returns the replied verification code, and to
send the mobile contact number to the bank system; and
[0036] the bank system is further configured to verify whether the acquired mobile
contact number is identical with a mobile contact number in account information stored in
advance, if so, the verification is passed; otherwise, the verification fails.
[0037] Preferable, the telephone payment system further includes a risk control system
configured to perform a risk information verification of the payment information after verifying
the replied verification code is passed and/or verifying the mobile contact number of the mobile
terminal returning the replied verification code is passed.
[0038] Preferable, the risk control system is further configured to perform a risk
information verification of the payment information before the step of the telephone payment
system calling the contact number through the Interactive Voice Response platform, and/or after
verifying the payment password is passed.
[0039] Preferable, the risk control system is configured to acquire a transaction amount
for merchant in the payment information, and to detect whether the transaction amount for
merchant is greater than a set threshold, if so, the verification fails; otherwise, the verification is
passed; and/or
[0040] the risk control system is configured to determine whether the user is a blacklist
user according to the payment information, if so, the verification fails; otherwise, the verification
is passed.
[0041] Preferable, the risk control system is further configured to send the payment

information to the bank system, and



bank system, wherein, [0030]the telephone payment system includes: [0031]a payment information
acquiring module configured to acquire payment information of a user, the payment information
including a contact number; and [0032]an Interactive Voice Response platform configured to call the
contact number, acquiring a payment password input by the user, and sending the payment password
and the nt informatio th k b stem) | figure verify the
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reduced that a criminal intercept the users’ payment information by a fake website, and a Trojan

virus when the payment password and the payment information are verified.

BRIEF DESCRIPTION OF THE DRAWINGS

[0044] Figure 1 is a schematic flowchart of a transaction payment method in an
embodiment;
[0045] Figure 2 is a schematic flowchart of a transaction payment method in another
embodiment;
[0046] Figure 3 is a flowchart of performing a risk information verification in an
embodiment;
[0047] Figure 4 is a schematic configuration diagram of a transaction payment system in

an embodiment; and
[0048] Figure 5 is a schematic configuration diagram of a telephone payment system in

another embodiment.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0049] As shown in Figure 1, in an embodiment, a transaction payment method includes
the following steps:
[0050] Step S102, a payment terminal acquires payment information of a user, the
payment information including a contact number, and the payment terminal submits the payment

information to a telephone payment system.



configured to perform a risk information verification of the payment information after verifying the
replied verification code is passed and/or verifying the mobile contact number of the mobile terminal
returning the replied verification code is passed. [0038]Preferable, the risk control system is further
configured to perform a risk information verification of the payment information before the step of the
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identity information includes, but is not limited to, ID information (including a user name, an ID
number, and the like), a payment password, a contact number (which could be either a mobile
contact number or a fixed contact number), an instant contact number, a contact address, and the
like, and the order-related information includes a payable amount and so on. In one embodiment,
after the order data have been submitted by the user, a hint box can pop up to prompt the user to
fill in the payment information. Specifically, the payment terminal submits the payment
information to the telephone payment system over an Internet channel or an instant
communication channel, and the telephone payment system acquires the payment information of
the user submitted by the payment terminal over the Internet channel or the instant
communication channel.

[0053] Step S104, the telephone payment system calls the contact number through an
Interactive Voice Response (IVR) platform, acquires the payment password input by the user,
and sends the payment password and the payment information to a bank system.

[0054] Specifically, the telephone payment system has the IVR platform set, through
which the contact number in the payment information is called. The communication terminal
corresponding to the contact number will receive the call, and when the user holding the
communication terminal answers the call, the communication terminal establishes a connection
with the IVR platform. The communication terminal will receive a voice prompt sent from the

IVR platform over a voice channel. The user enters the payment password according to the voice
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embodiment; [0046] embodiment; [0047] BRIEF DESCRIPTION OF THE DRAWINGS Figure 1is a
schematic flowchart of a transaction payment method in an Figure 2 is a schematic flowchart of a
transaction payment method in another Figure 3 is a flowchart of performing a risk information
verification in an Figure 4 is a schematic configuration diagram of a transaction payment system in an
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[0050]Step S102, a payment terminal acquires payment information of a user, the
sends the same to the bank system.
[0055] Step S106, the bank system verifies the payment password and the payment
information. If the verification is passed, the payment is performed.
[0056] Specifically, the bank system can be a bank payment system or a payment system
on any transaction platform. The bank system stores account information of the user in advance,
including ID information, a card number of an available bank card, a contact address, a mobile
contact number, a payment password, and the like. After having received the payment password
and the payment information, the bank system verifies whether the payment password input by
the user is correct, and verifies whether the payment information matches the account
information of the user. If correct, the verification is passed and a deduction proceeds directly.
[0057] In one embodiment, before the step S104, further included is a step of performing
risk information verification of the payment information. The I'VR platform only calls the contact
number after the risk information verification of the payment information has been passed so that
it is able to guarantee the security before calling. In this embodiment or another embodiment,
after the verification of the payment password has been passed in the step S106, further included
is a step of performing risk information verification of the payment information. Since the
payment information can still be changed after the verification of the payment password has
been passed, the deduction will be performed by the bank system only after the risk information
verification of the payment information has been passed further enhances the security of the
payment.
[0058] Since the payment information submitted by the payment terminal and the
payment password acquired by the IVR platform are data-transmitted over different channels,
respectively, it is possible to verify the payment information on both channels, so that the
security will be enhanced. In addition, the telephone payment system acquires the payment
password through IVR platform automatically calling the contact number in the payment
information after receiving the payment information, which is able to ensure that the user
providing the payment password is the holder of the terminal corresponding to the contact

number, compared to the conventional way that the user initiatively calls the IVR platform to
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payment information including a contact number, and the payment terminal submits the payment
information to a telephone payment system. [0051]The payment terminal can be a computer, a TV, a
mobile communication terminal and other embedded electronic equipment, which can submit an order
through a Web browser and can also do through an instant communication tool, so as to generate
order datg. .T r.data i efipnformati chant.in tion, information o ased
oo, an e T e ATl RSy AL R bR
receivingiadglgamng sTsiacs I ByRStomad die ikaliHieie gichanidisimatinmisdusines isformion
such as a store name, an address, a contact manner, and the like; the information of a purchased
good incRegeyty [suithrnsed- amount, a purchased price, a payable amount, and the like. [0052]After the
order ha submitfed by the payment terminal and a payment is confirmed, the payment
iormat i B Rcquirec FRCUy b RoraeioP 8 e BRNGTIted 4 HArTe ChcP b ape
identity inferiiation RIDRTHESEIgted information, wherein the user identity information includes, but is
not limited to, ID information (including a user name, an ID number, and the like), a payment
passwor@@68bntact nSapePLGhich payitte tehhérch atabirepasaneniumbrimatiarfixadaosescthe
number), an instan} contact nuerger, a conhﬂst address, and the ('ﬂktE and the order:r%at%nformation
includes ¥R AL QHISKY NG U8!B% & AL e BB AL Y AP O PR P AT A AR U U Hftted
by the sy AdmThRSPMEABIPRPUBIEBHRIRTRY g HSRdmIill in the payment information. Specifically, the
payment terminal submits the payment informationto the telephone payment system over an Internet
channel 00 jnstant Giapmb20datiorsiobrdnmelsagel tresi felajpdrormayimsansyistemnaalofldrdsrthmal
payment information of the user Fubmitted bé_géﬁtﬁa ment terminal over the Internet channel or the

instant cGRIMRTRAE t%t%%'ﬁ‘@i?‘ S@Qﬁ]@‘iteﬁb“ %lé&#@ﬁ%“ﬂ%@?ﬂ?@r&%‘/é‘i@ Méﬂ?lﬂé"éﬁhtqct
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by the user, and sends the payment password and the payment information to a bank system.
[0054]Speckichlly, the $Spkmpficaiby paffeneht systile teasiha VR @edioe thet shord undssabes Hhibaisantact
number in the payment information is called. The commupnication terminal corresponding to the contact

number RS ScEIGeBRNIAIVEHIFH R8N GAdey I BigiHg Rt YR CRHCRI SAGR rFRTHEISa iR WG s hEScall,

the comr&ﬁﬁgﬁﬁpn terminal establishes a connection with the IVR platform. The communication
terminal Will receive a voice prompt sent from the IVR platform over a voice channel. The user enters
the paynjeoé4asswordagcordiiditisthetarmdeedovapierand thslitel vandicantracsithis idermeaitwith
password to the telephone payment system, which composes the payment password and the payment
informatiBi¢ Ao bmesergveificriiahsedaiisee i dsasredninsted Sl Barikasydasnit f9955)Step S106, the

bank sy erifies t n ] informati f. rification i sed,
the paymOHEA perform oA UL N La e e e P S REHE Rl R B e St
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in advance, including ID information, a card number of an available bank card, a contact address, a
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password and the payment information, the pank system verifies whether the payment sward input
by the o PR G L e e ey bt e B R i ion
of the usgirtHep@Rsicibeneadigatipn is passed and a deduction proceeds directly. [0057] In one
embodiment, before the step S104, further included is a step of performing risk information verification
of the palfiesl informa&tiem SEAB, v yratiasma anppialieotiact awaben vinber ifedilenterisinatfdietion
verification of the payment information has been passed so that it is able to guarantee the security
before céﬂ}Hﬂ?Slﬁé:rigégﬁfg\é%ﬁlrﬁ%ﬂ{O& Sther embodiment, after the verification of the payment
passworgoaggibeen pagggdsn GSieR e HYUGhIRGUBSHk 1SRRI AR GHBE IR UFEdYiRspration
verification of the payment information. Since the payment information can still be changed after the
verificaticnrdéich@yabendatipgessvabnditiathoemnlplssetattiendatbactioracdunt pécionatieoh spoted bank
system on @fter_ e risk inforamtion verification of the ﬁ)a%?ent information has been passed further
ehas.

enhance@AYRSRdl Rty GPIREEEES gHP 5214, otherwise,

[0068] The account information of the user is stored in the bank system in advance, and
includes the mobile contact number provided when the user applies for a bank card. If the mobile
contact number acquired by the bank system is identical with the mobile contact number in the

account information stored in advance, the verification is passed; otherwise, it fails.
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[0058]Since the payment information submitted by the payment terminal and the payment password

acquired by the IVR platform are data-transmitted over different channels, respectively, it is possible to
verify the payment information on both channels, so that the security will be enhanced. In addition, the
telephone payment system acquires the payment password through IVR platform automatically calling
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to provide the payment password. If the payment password is stolen, it is also possible to prevent the
paymenti3#Efivdn/ moraptdinaseaat IRnerHicBionitrly aamhthenamedrcametdoascamMisnedolyrity is
enhanced. [0059 hown in Fiqure 2. in another.embodiment, a transaction ent method
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the payment information to a telephone payment system. [0061]Step S204, a short message
verificatioh esigisnesey @f dhadbilk carchihis totesiisbatithg raoidertestiisatomddhusithieeetirdiygh a
Short Mgfss e Service(SMS) platform. [0062]Step S206, a replied verification code returned by the
mobile t 198RER e d. [0063]Specifically, after the mobile terminal has received the short

messagqoiiyppiser entarstiigplisdoetification ReRagod dhticarisLygEisRIIaRCoORBINEERLR the
SMS platform. [0064]Step S208, it is determined whether the replied verification code is identical with

the shortmmabsagenarificgtivesctideréfsopit pepbeddetdisatio5200e dtnervea verifod 065 Ithene

embOdimrﬁgktﬁlié t(r:]gnES t”%ﬂ%ggﬁ%?t?aqlggdg igegl?;[itigeigygg legti}?eéh 3? haorga” transfer of the mobile
communication terminal can be avoided.
[0071] Step S214, a risk information verification of the payment information is
performed, if the verification is passed, it proceeds to Step S216.
[0072] Step S216, the telephone payment system calls the mobile contact number
through the IVR platform, acquires the payment password input by the user, and sends the
payment password and the payment information to the bank system.
[0073] As discussed above, specifically, the mobile terminal corresponding to the mobile
contact number can receive the call. After the user who holds the mobile terminal has answered
the call, the mobile terminal establishes a connection with the IVR platform, and the mobile
terminal can receive a voice prompt sent by the IVR platform over a voice channel. The user
enters the payment password according to the voice prompt and the mobile terminal will upload
the payment password to the telephone payment system, which organizes the payment password
and the payment information into a transaction message, and sends the same to the bank system.
[0074] Step S218, the bank system verifies the payment password and the payment
information. If the verification is passed, the payment is performed.
[0075] Specifically, the bank system verifies whether the payment password is correct,
and verifies whether the payment information matches the account information of the user stored
in advance. If the verification is passed, a deduction proceeds directly; otherwise, the telephone

payment system will be notified and the IVR platform sends a voice prompt to the mobile

terminal to prompt the user that the password input by the user is not correct or the payment
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message verification code, a short message can be sent to prompt the user that the returned
verification code is not correct, and a payment cannot be accomplished. In this way, data are
transferred over the short message channel and the payment information re-verified, which further
enhances the security. [0066]Step S210, acquired is a mobile contact number of the mobile terminal
which returns the repli ification code. [0067]Step S212, it is verified through the bank system
whetherm@gréaﬁ?r@% rﬁ%é%%%?\tact number is identical with the mobile contact number in account

informatipypsigred in agvaneenibaainidmotredBdocsingn e aHIpbNiserfiranags d0RRBHToMmRERAUN

information of the user is stored in the bank system in advance, and includes the mobile contact
number RsUfigatonIes fhepaysearbphpiReRpbion iahidesiracattiatnmdmrsEs R eMmaumber strjona By the
bank systiinzgis identical with tt}e mobile Fonta%% umber '%n the r%ccount inf%rfmation itorted in advance,
the verifitAtion 12 paetet! ohaHRiLe Tt WidaoTh B MBS HM MO ol dPHELHBh Pt bank
system caaQtit tesalahAN paxentiexsiRMTaNE GinepRie asRoshsrsspgetarir taakirdgiminal
through the SMS platform to prompt the user that the verification fails and the payment cannot be
accomplifstieiekhaobike & drazsactampamowntici @erdetriebpiedevificationeyode tikevikitieaf iopehe

bank system, which that the holder of the mobile terminal is th f the bank card,
awoicing T BP b ATGPLY o UEACCAS AU RGeS GBS e GO FLC R

security iﬁswt{’eﬁgﬁ.%H@Bﬁ\%@@aﬂ@%@ﬂﬂb@@%‘i@ﬂ’aﬁ@gs 6'?\?, ahetheremRaReiMEAGR AN CRAMBNehNR

mobile contact number which acquires the returned replied verification code have been verified before
the mobile peasiblte tournhacss tbaltedy by of pagymsstefteatisely.by a call transfer of the mobile
communication terminal can be avoided. [0071]Step S214, a risk information verification of the.

paymentlftéfhation id b5 RAEROF R PHi IR HRESdIN R br JOEdER XA EF THNE0 G7 Siitep
S216, the BIGRARFERAHBATSYFIRE callmite MARIRGOR ARG MRGldes determining whether the

user is a blacklist user according to the payment information, if so, the verification fails;
otherwise, it is passed. If there exists a poor record in the transaction of the user, for example, the
payment information verification fails twice, the user will be considered as illegal, and then the
user identity information is added to the blacklist. For those users in the blacklist, the verification
will fail when it is under the risk information verification, that is, an illegal user cannot
accomplish the payment. In this way, the illegal user is prevented from making a transaction
again, which further enhances the security of payment.

[0078] In one embodiment, the step of performing a risk information verification of the
payment information further includes: the telephone payment system sending the payment
information to the bank system. The bank system determines if the payment information is
identical with the account information stored in advance, if so, the verification is passed;
otherwise, it fails.

[0079] As shown in Figure 3, in one embodiment, at step S214, the process of
performing a risk information verification of the payment information specifically includes:
[0080] Step S302, determining whether the user is a blacklist user according to the
payment information, if so, the flow ends; otherwise, it proceeds to step S304.

[0081] Step S304, determining whether the transaction amount for merchant is greater
than a set threshold according to the payment information, if so, the flow ends; otherwise, it

proceeds to step S306.
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through the IVR platform, acquires the payment password input by the user, and sends the payment
password and the payment information to the bank system. [0073]As discussed above, specifically,
the mobile terminal corresponding to the mobile contact number can receive the call. After the user
who holds the mobile terminal has answered the call, the mobile terminal establishes a connection
wilh the Gbpiatio. 3 eamole (IR CRLIE SR Tanira RamRL TRV R
over a vaice channel. user enters the payment password according to the voice prompt and the

mobile tefiguNglosEédlo 3tk B2 Pe YOOt RabS WiskiRdhEf[SlEstRaeVRRY 0B Rl BXELeId st icBogrganizes
the payment password and the payment information into a transaction message, and sends the same

to the bal#08gktem. [(I7AS80Sp TS iftkthriHsesye v vErFiRRYIRenbayieramtfssword and the

payment information. If.the verjfication is passed, the payment is. performed. [0075]Specifically, the
bank sysﬁ@g4 erifies w tg%t\aﬁ#\ ptgflprﬁoern 'B%sé%/\?orasls c'ﬁr}er t,"% rc‘iv\éerﬁﬁ%a% etf?ir %poaa)yrﬁgﬂy
informatigifdnaieidasnbeRe¢RYR IBdaration of the user stored in advance. If the verification is

passed, a deduction proceeds directly; otherwise, the telephone payment system will be notified and
the IVR p€5Im sendd hevoiasgscowiporsforeimobike teiskinafaomataon pyenidicaiamhett the payswotd

input by the user. is not correct gr the payment information is not.correct. IL%O?GI ope embodiment,
the about FRTRRBAL L 5 oo g K TRV BV AR S R G LA AR
includes gggHiring a transaction amount for merchant in the transaction information, detecting whether
the transaction amount for merchant is greater than a set threshold, if so, the verification fails;

otherwis§Q088] passedI heetrembadtnengreemt fahenegdifiaati o o fréres aatioerdnpasswatidmefsensuch
as amount, money or the like of one transaction. A trapsaction with the amount, monﬁ/ exceeding a

set threshBIEFRsAIReitiEPear AP bl il (BTBITRR Bt HFRHAN SRLRE SRAKPEATRITEEHA (h BRABRhe
verificatigpy it iBnibis, RRESIIIRCRBER the GSRUNGR! ARYIRETbEHRSENSH -0QEZI this

embodiment or another embodiment, the step of performing a risk information verification of the
paymentthsio ensatittmekimdie: acoctddesto de rpayrimenivhitineatibe, asdrss @ b&inkést issersaitdettaighe the
payment information, if so, the verification fails; otherwise, it is passed. If there exists a poor record in

the transHeaioRIBRFDaRSS: terhex SN tAETEH M after s e BrAlieR RIS PrIBA0l 2ssHerdseswil
be consifiggedhasdiennlaaihandne wasrddeniindaismation addrckiadadingtilin\ EsritaasR

users in ist, the verification will fail when it is u the information verification, that is, an
illegal usggatannot accomplish the payment. In this way, the illegal user is prevented from making a
transaction again, which further enhances the security of payment. [0078]In one embodiment, the step
of perfor h risk infOSSROWA VeFifddRch BY eRe PRDABRENTGHRRTSAIMARYIRALENSSCRhEEBhone

e R YR R s AR oo Scemins

the paym ormation 1s’ on stored’'in advahce, If so, the

verificatippoggpassed; gignayisentt feitginf070 14w sheyvpaihfeifiunerniatiiie empasimend, glystept5214,
the process of performing a risk information verification of the payment information specifically
includes:information including a contact number, and the payment terminal 10 is further used to send the
payment information to the telephone payment system 20;
[0089] the telephone payment system 20 includes an IVR platform 202 for calling the
contact number, acquiring a payment password input by the user, and sending the payment
password and the payment information to the bank system 30;
[0090] the bank system 30 is for verifying the payment password and the payment
information, and if the verification is passed, a payment is performed.
[0091] In one embodiment, the user submits an order through the payment terminal 10.
Data of the order include user information, merchant information, information of a purchased
good, and the like, wherein the user information includes a user registered account, a user name,

a receiving address, a contact manner, and the like; the merchant information is business

information such as a store name, an address, a contact manner, and the like; the information of a
11



[0080]Step 5302, determining whether the user is a blacklist user according to the payment
information, if so, the flow ends; otherwise, it proceeds to step S304. [0081]Step S304, determining
whether the transaction amount for merchant is greater than a set threshold according to the payment
information, if so, the flow ends; otherwise, it proceeds to step S306. [0082]Step S306, determining if

bseaui R A ATAS SRR o RE ARG C DR B ERERR ke 1, e
payment[gfopation. [ARAIhtes &3 Has Bestosmingitoe wisthinfagmrierereniiaationies e maymest

information the user has filled in. [0085]The process of performing the risk information verification of
the payni$anieeBFifaaBRE PaENBes) IS0 o of fitfcdseisiapeidethd bedwtemeat dekssmstion of Which is

omitted herein, [0086]In pne embpdiment, even if the. verification of the payment waord has been
SRS e SER S R o s e R i
informatig/efeimeramsie idipigrminenasinas iR ransacHen anedbiaDMeGHaRIIA GrRMEHHan a
set threshold according to the payment information, and so on. Since it is possible that the user might

change theepagmrninfinieten afethadikerifdeaioneot fhespayrhentqiiasivioribieadweich geidde, the

e ey e T et T
address, and the like, and the order-related information includes a payable amount and so on. In
one embodiment, after the order data have been submitted by the user, a hint box can pop up to
prompt the user to fill in the payment information. Specifically, the payment terminal 10 submits
the payment information to the telephone payment system 20 over an Internet channel or an
instant communication channel.
[0093] Furthermore, the telephone payment system 20 can include a payment
information acquiring model for acquiring the payment information of the user submitted by the
payment terminal 10 over the Internet channel or the instant communication channel.
[0094] In one embodiment, the contact number in the payment information is called
through the IVR platform 202. The communication terminal corresponding to the contact
number will receive the call, and when the user holding the communication terminal answers the
call, the communication terminal establishes a connection with the IVR platform 202. The
communication terminal will receive a voice prompt sent from the IVR platform 202 over a
voice channel. The user enters the payment password according to the voice prompt, and the
terminal uploads the payment password to the telephone payment system 20, which composes
the payment password and the payment information into a transaction message, and sends the
same to the bank system 30.
[0095] Specifically, the bank system 30 can be a bank payment system or a payment
system on any transaction platform. The bank system 30 stores the account information of the
user in advance, including ID information of the user, a card number of an available bank card, a
contact address, a mobile contact number, a payment password, and the like. After having
received the payment password and the payment information, the bank system 30 verifies

whether the payment password input by the user is correct, and verifies whether the payment
12



a payment terminal 10, a telephone payment system 20, and a bank system 30, wherein: [0088]the
payment terminal 10 acquires payment information of a user, the payment information including a
contact number, and the payment terminal 10 is further used to send the payment information to the
telephone payment system 20; [0089]the telephone payment system 20 includes an IVR platform 202
for callin t i n i y the sending, the
payment D LCAuE AL B et R e e L O o e L P TR

for verifyingethe thaty pretddae shvwery ansctenpaym@atoafaienation, and if the verification is passed, a
payment is performed. [0091]In one embodiment, the user submits an order through the payment

terminal [@9Bhta of thEcrae embrit@ee thaftaieriinne, ParreriryisittenZatibrtherdnelatden akarnel
purchased goo

%, an%c]i the lik ,vr\{her in the user info matio%includesq,us% re is%ered cco tha user
amo. a PELIOHSelaPL oL v To Ao dels nd <0 oIk, e thes ek Vel toned
informati%b@h’fﬁﬂi%@tﬁ@b@ﬁﬁéﬂ%tﬁ@ léﬂﬁéﬁﬁﬁyﬁ&ﬂ%ﬁ?s%rﬂ‘ﬁﬁﬂ@fe ﬁb‘ﬁ‘fﬂi@t@l‘@iaﬁ@ iffe bRl emRlsa

purchased good includes a purchased amount, a purchased price, a payable amount, and the like.
[0092] ARed thtuordles OraeisiaiussiodhdtpaybyNtHerpupahdat terminal and the payment has been

fi t tinf ti fth [ ired. Th t inf ti f th
cludes DA card BRI GSEHER) oo P 1o EPGFRHEI BBIET 20 user

identity IpfpRARYARIIRELVEshart hheddnbinuiestio (SIS IRIRIAN HDL!WAbA0HE YSSd RAERBraMARdyamber,

and the like), a payment password, a contact number (which could be either a mobile contact number
or a fixedrenfitationuenber)o dhenstmtecterattahnnivespendomgaot Hudresisilandntestikended ihethe
order-related info_rmation_inclu,desa%[gayable amount and so on. In one embodiment, after the order

data havBYRESIAHTRIPBVIAS 96T DFPA%S0 T PYD AR oA EREQULEPYS FFREWallhent
informatigiyRpecifiGAllY NFD ABRRIHEWRIRAL LS TS JRAMAYHE BN THBHRE IR (RISRBRNe

payment system 20 over an Internet channel or an instant communication channel. [0093]Furthermore,
the telephessapayenditatipsteodd (fcan timcletldieatiaynserasseth rotdronsac dailsg model for acquiring the
payment information of the user submitted by the payment terminal 10 over the Internet channel or the

instant cEPRMUnication! BrRE@MPOBYASTH. JAE EMBOoRIRHERR HAcSHtdithFluHIBE ithaFRy B8 yariBRPile
o ot T . ]
contact e L e B e e 0 e B e

the call, theldieoniaicatiorhie tnihal esiialblisizas 30 comtiectinbodithdine théRaiatiysred B, isHarther
communication terminal will receive a voice prompt sent from the IVR platform 202 over a voice

channel. USA@ (esueréiytaraeiier jagAetifasanbie ﬁ@@%iﬁéﬁ@@ﬁ@\}gﬁf&iﬁbmwﬁ, BednAki kR AANRAt
s AL S RIS PR Ve T e
system 3@fails.
[0099] In one embodiment, as shown in Figure 5, the telephone payment system 20
further includes a risk control system 206 to perform a risk information verification of the
payment information after the verification of the replied verification code and/or the verification
of the mobile contact number of the mobile terminal returning the replied verification code is
passed.
[00100] In one embodiment, the risk control system 206 is further used to perform a risk
information verification of the payment information before the step of the telephone payment
system 20 calling the contact number through the VR platform 202. In this embodiment or
another embodiment, the risk control system 206 is further used to perform a risk information
verification of the payment information after the verification of the payment password is passed.

[00101] In one embodiment, the risk control system 206 is used to acquire a transaction

amount for merchant in the payment information, detecting whether the transaction amount for
13



[0095]Specifically, the bank system 30 can be a bank payment system or a payment system on any
transaction platform. The bank system 30 stores the account information of the user in advance,
including ID information of the user, a card number of an available bank card, a contact address, a
mobile contact number, a payment password, and the like. After having received the payment
Passwor?ﬂe&%éﬂﬁPgV&E&%PEHQEgATeﬂRF&H@?de!@ S%Set%}iﬁga:(%rﬁﬂi%ﬁsw Bﬁwt&%&[@?i{)%y@%%h Pasgyicrd
input by the user is correct, and verifies whether the payment information matches the account

informatigmisdditReHs o dhoaiceeimrivasiicatonitk Rastedl ateindEIBIKipi PrrceRAStditREN e

accomplish the payment. [0096]In one embodiment, the telephone payment system 20 further includes
a kernel pagthenthsydserrigadilaeidivh)serPesrign @ tadhs Mnmendinfarmaating, bhak sheteer oaer
accompli hlepl the rwag/me%nt, the kqe;:nel payment system will be notified to change the order status and
return th&Ora8r Stats o {F]gagge):/ nent terminal 10. [0097]In another embodiment, as shown in Figure

5, the telpnRg PaYMRNGRESERAB AT et (R ESOARIIOL) BRGRSAGS EMIRALSS RIAKERE #a4

used to send a short message verification code to the mobile terminal corresponding to the mobile

contact mayientiindesmatiiendat irfdranktRyistom 30sHorthtiesdaimentetiseaakreysieo \adtifichtidiecode

(e Short R s SRR e TS B ETRESREN  ECRAB bGP G LR [OUSERH e

embodimgste i aalYhndal ¥ QBMHED e BHEHHIRT iy PRSSER; ARALWASR, MRl contact number of the mobile

terminal returning the replied verification code, and send the mobile contact number to the bank
system JO0I0&e embbutheeatiptiedtaasdciystpayrBenisniattioer anskesy stene rifyiswhiethenehe ditfiguitet
mobile contact number is iden}ical with the mobile contact number in the account jnformation stored in

advanceSTFG e EMRERT AT BALOR AT SRedfAI<RY ROUlFETB 08 AEHRICHIGHRIRHAR WAL SHfiRlsn
Figure Sl EITRANAT BRYTER! SYSER 20MULRGT BFASS B Eshianiol SIYRTVAARIRPATERTA ok

information verification of the payment information after the verification of the d verification code
and/or thelatéorficadiahtiod the.rmobikfarentiae tenumityesfofdhdacmtuiéater payraknet igrimpgotyesl replied
verification code is passed. [00100]In one_.embodiment, the risk control system 206 is further used to

perform &004R4hformatidihFerRReiBANSRIHEBRY AT MBHPRA8H BETisre this BRysNiHe serupRibRY%
paymemc@@ﬁjﬂr%o FRInGANE can! |nH&H%?f&QER%'a e R elal ”ve?ﬁ%ahbmﬁcﬁmhﬂﬂigﬂ%né or
mbodim 2001

another e nt, the risk control system s further used to perform a risk informatio
verificationfofntatigpayick sinfernmatitre afistitbeyertcatomef, thedphgniiket glagswerakispashelter
[00101] In one embodiment, the risk control system 206 is used to acquire a transaction amount for

merchantfPHe8 pligmBaRknforsifiorAdeteeBREMMELNRS tHEefralssatiioniBfABTAI@Rr over multiple

communication channels.

[00105] Those of ordinary skills in the art can understand that all or part of the flow of the
above method in the embodiments can be implemented by relevant hardware instructed with a
computer program. The program can be stored in a computer-readable storage media. When
the program is being executed, the flow of the respective methods in the embodiments can be
included. The storage media herein can be a magnetic disk, an optical disc, a
Read-Only-Memory (ROM), or a Random Access Memory (RAM), and the like.

[00106] The above mentioned embodiments only explain several modes for implementing
the invention, the description of which are in detail and specific; however, they cannot be thus
understood to limit the scope of the invention patent application. It should be noted that many
variations and modifications can be made without departing from the concept of the invention by
those of ordinary skills in the art, and they all fall within the scope of the invention. Thus, the

scope of the invention patent application is only defined by the appended claims.
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What is claimed is:

CLAIMS

1. Atransaction payment method, comprising steps of:

acquiring payment information of a user through a payment terminal, the payment
information including a contact number;

calling the contact number through an Interactive Voice Response platform to acquire a
payment password input by the user;

verifying the payment password and the payment information, and performing a payment if
the verification is passed,

wherein the contact number is a mobile contact number; and before the step of calling the
mobile contact number through the Interactive Voice Response platform, the method further
comprises:

sending a short message verification code to a mobile terminal corresponding to the mobile
contact number through a Short Message Service platform;

receiving a replied verification code returned by the mobile terminal through the Short
Message Service platform;

determining whether the replied verification code is identical with the short message
verification code through the Short Message Service platform, where if so, the verification is

passed; otherwise, the verification fails.

2. The transaction payment method of claim 1, wherein the step of acquiring the payment
information of the user through a payment terminal is: over an Internet channel or an instant
communication channel, acquiring the payment information of the user submitted by the

payment terminal.
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3. The transaction payment method of claim 1, wherein before the step of calling the mobile
contact number through the Interactive Voice Response platform, the method further comprises:
acquiring a mobile contact number of the mobile terminal which returns the replied
verification code through the Short Message Service platform;
verifying whether the acquired mobile contact number is identical with a mobile contact
number in account information stored in advance, if so, the verification is passed; otherwise, the

verification fails.

4. The transaction payment method of claim 3, wherein after the step that verifying the replied
verification code is passed through the Short Message Service platform and/or the step that
verifying the mobile contact number of the mobile terminal returning the replied verification
code is passed, the method further comprises:

performing a risk information verification of the payment information.

5. The transaction payment method of claim 1, wherein before the step of calling the contact
number through the Interactive Voice Response platform, and/or after verifying the payment
password is passed, the method further comprises:

performing a risk information verification of the payment information.

6. The transaction payment method of claim 4 or 5, wherein the step of performing a risk
information verification of the payment information comprises:
acquiring a transaction amount for merchant in the payment information, detecting whether

the transaction amount for merchant is greater than a set threshold, if so, the verification fails;
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otherwise, the verification is passed; and/or
determining whether the user is a blacklist user according to the payment information, if so,

the verification fails; otherwise, the verification is passed.

7. The transaction payment method of claim 6, wherein the step of performing a risk information
verification of the payment information further comprises:
determining whether the payment information is identical with the account information

stored in advance, if so, the verification is passed; otherwise, the verification fails.

8. A transaction payment system, comprising a telephone payment system and a bank system,

the telephone payment system including:

a payment information acquiring module configured to acquire payment information of a
user through a payment terminal, the payment information including a contact number; and

an Interactive Voice Response platform configured to call the contact number, to acquire a
payment password input by the user, and sending the payment password and the payment
information to the bank system, and

the bank system configured to verify the payment password and the payment information,
and perform a payment if the verification is passed,

wherein the contact number is a mobile contact number; and the telephone payment system
further includes a Short Message Service platform configured to send a short message
verification code to a mobile terminal corresponding to the mobile contact number through a
short message, receive a replied verification code returned by the mobile terminal through the
Short Message Service platform, and determine whether the replied verification code is identical
with the short message verification code through the Short Message Service platform, where if

so, the verification is passed; otherwise, the verification fails.

9. The transaction payment system of claim 8, wherein the payment information acquiring
module is configured to acquire the payment information of the user submitted by the payment

terminal through an Internet channel or an instant communication channel.
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10. The transaction payment system of claim 8, wherein the Short Message Service platform is
further configured to acquire a mobile contact number of the mobile terminal which returns the
replied verification code through the Short Message Service platform, and to send the mobile
contact number to the bank system; and

the bank system is further configured to verify whether the acquired mobile contact number
is identical with a mobile contact number in account information stored in advance, if so, the

verification is passed; otherwise, the verification fails.

11. The transaction payment system of claim 10, wherein the telephone payment system further
includes a risk control system configured to perform a risk information verification of the
payment information after verifying the replied verification code is passed and/or verifying the

mobile contact number of the mobile terminal returning the replied verification code is passed.

12. The transaction payment system of claim 11, wherein the risk control system is further
configured to perform a risk information verification of the payment information before the step
of the telephone payment system calling the contact number through the Interactive \Voice

Response platform, and/or after verifying the payment password is passed.

13. The transaction payment system of claim 11 or 12, wherein the risk control system is
configured to acquire a transaction amount for merchant in the payment information, and to
detect whether the transaction amount for merchant is greater than a set threshold, if so, the
verification fails; otherwise, the verification is passed; and/or

the risk control system is configured to determine whether the user is a blacklist user
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according to the payment information, if so, the verification fails; otherwise, the verification is

passed.

14. The transaction payment system of claim 13, wherein the risk control system is further
configured to send the payment information to the bank system, and

the bank system is further configured to determine whether the payment information is
identical with the account information stored in advance, if so, the verification is passed;

otherwise, the verification fails.
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