ABSTRACT

HARDWARE ASSISTED FAST PSEUDORANDOM NUMBER
GENERATION '

A system and method for generating pseudorandom numbers by
initializing a counter value for a call-counter, sending a bit-wise form of the
counter value from the counter to a mixing function, and mixing the counter value
to generate the pseudorandom number. The mixing function may be a XOR ftree,
substitution-permutation, or double-mix Feistel. The pseudorandom number
generator can operate by mixing the bits of the call-counter, repeatedly mixing its
own output, or a combination thereof. The counter is incremented by a
predetermined value. In order to provide backward secrecy, the pseudorandom
number is processed by a one-way function or is hashed with a cryptographic hash
- function, and the result thereof is used as an input value for a subsequent cycle of
the mixing function. Also, several mixing functions can be operated in parallel

with their output XORed.
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