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RANDOM NUMBER GENERATION USING BACK ELECTROMOTIVE
FORCE (BEMF) VALUES Field of the Invention The claimed invention relates
generally to the field of digital data processing systems and more
particularly, but not by way of limitation, to an apparatus and method for
generating a random number in relation to a back electromotive force 5
S e
interconnectivity. |sghas generaﬁﬁed 0 gr{ea er rit g“?
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3 —While
enhancing personal convenience and individual productivity, this trend also
undeswa_bly increases the_Cha”Cﬁ%lﬁf?L{%ﬁr‘)e‘tf‘ng?ﬂ, access and dissemination
of such information. This is exasperated by
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sy ften.implement a security protocol that relies upon the ability to
geﬁ%ﬁ?ﬂ%@%dom number. 20 While a variety of systems have been
proposed in the art, there is a continued need for improvements whereby a
true random number can be generatﬁg 8¢ Sljb(n?r‘ﬁ'd efficiently without a
significant consumption of power by a device. Itis these and other

improve mientscthizn priedegred dtalodiersntg df thepresartiinuentiondasgo provide

gera%@élé(s Qﬁﬁﬁ%ﬁg@leg rates of functionality and interconnectivity. This has generally led
to greater amounts of confidential or personal information being stored or accessed by
these devices.

While enhancing personal convenience and individual productivity, this trend
also undesirably increases the chances of unauthorized access and dissemination of
such information. This is exasperated by the fact that many such consumer electronic
devices are portable hand-held devices, and these can be easily misplaced or stolen.

Some device developers have implemented security systems in an attempt to
reduce the ability of a third party to gain access to the information in such a device.
Such security systems often implement a security protocol that relies upon the ability
to generate a true random number.

While a variety of systems have been proposed in the art, there is a continued
need for improvements whereby a true random number can be generated easily and
efficiently without a significant consumption of power by a device. It is these and
other improvements that preferred embodiments of the present invention are generally

directed.



Summary of the Invention Preferred embodiments of the present invention

are generally directed to a method and apparatus for generating a random

number, such as for use in a security protocol to control access to a data

processing system. 5 In accordance with %referred embodiments, a

processor generates the random number‘n relation to a back electromotive

force (BEMF) value. The procgssor is_preferably a programmable processor,

but ca(n alter%atively be repalizegtlll nee a?g\{/;ﬁ§$£n}(f)?%{éggior. 10 The%EMF

value is pRrtdealely obtaidiactimsret fensesmappicaborncf gereeitytdimcad tita

The clreuitprelerably comerises, arcoll anddhe appiicalion of eurtent, » cccuri

pre%ra yin GBS relatl\?ﬁy Shalt movement of the COIP. B hefandom

numrtoerds] poefenablyaacass ito-bitlalig pabaakieg apdedach bit of the random

number is determined in relation to whether the corresponding BEMF value is

even or odd. The coil preferably comprises a coil of a voice coil motor (VCM)

used to plsitionrdatramsdiicerc &otjadent tzodotatatsle sio@gsomsuienicatic thedom

random number is _preferably generated while tﬁfE iumisi .
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chanatteridy theadeamedbinyentonosibite-appheemnttiebnbesxige thes a hardware

foIIov(\gicn?ng)(ratailed description and upon review of the associated drawings.

25 Brie escription of the Drawings FIG. 1 is a plan view of a disc drive

10 block data storage device constructed and operated in accordance with
preferred \ments of .the ot invention. Fl 0 implifi
functionaﬁﬁé%ér)gir\n%ﬁ?’%ﬁ‘éé d% Irg‘}fee‘:f‘)ﬁ%gﬂtlaﬁné&’ﬂl e BoftsSRONH AIBRIE  rrent to

a circuit. The circuit preferably comprises a coil and the application of current

preferably induces a relatively small movement of the coil.

15 The random number is preferably a multi-bit digital value, and each bit of the
random number is determined in relation to whether the corresponding BEMF value is
even or odd. The coil preferably comprises a coil of a voice coil motor (VCM) used to
position a transducer adjacent a rotatable storage medium, and the random number is

preferably generated while the medium is in a non-rotatable state.

20
These and various other features and advantages that characterize the claimed
invention will be apparent upon reading the following detailed description and upon
review of the associated drawings.
25 Brief Description of the Drawings

FIG. 1 is a plan view of a disc drive block data storage device constructed and
operated in accordance with preferred embodiments of the present invention.

FIG. 2 shows a simplified functional diagram of the device of FIG. 1.

FIG. 3 provides a schematic representation of control circuitry used to control

30  operation of a voice coil motor (VCM) of the device of FIG. 1.
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FIG. 3 provides a schematic representation of control circuitry used to control

30 operation of a voice coil motor (VCM) of the device of FIG. 1. 3 FIG. 4

depicts a selected transducer on an associated ramp load/unload surface of

the device to illustrate a relatively small "wiggle" movement induced by the
circuit of FIG. 3 in accordance with prefer?’ed embodiments. FIG. 5 shows a
functional ﬁre rets%nt t|o §Lthef€§ referred use o{a ack 5 e{ / m ota/ cfa
force (BEMF) gces oﬁ?affﬁe §T%AY %%Bcgeﬁera etrga™ randonace
numﬁefscfﬂriusm bihatsgeurityl protbcahnd Gw i prsvidescan iowmcharidfoy ahe circuit
RAI\P%%/@\IUM rIé{aGEN (?ATI?HCF d'outt)n% Ilustratlve of steps carried out

in accordance With pre &rre Iments o %e present invention. 10 FIG.
7 provided H}uizmxgmsmdietclhmtajrbbf:l@mdmmtanmew emeeateddysthef back

rout ne of FIG, 6. FIG resul of a rrelati ana sis, of the
5 R S AR oS O B A LRGSR Al
FIGaﬂdolEr[mﬁuhdeuT@escrtpnwseRmiemmgtmh to the drawmgs FIG 1
provides ﬁ‘:f%péﬂ%% yiew ofa disc drive ?i%%ﬂéﬁ@[ Nl

drive 100 Is provi 0 show an exemp ary environmen | prgferre
embuotimentssohthe pfesgrt iavantiont oaacberchdvam&b@m@yqdranﬁmumﬁnts of

WI||tbe understood..however, that the claimed invention 20 is not so limited.
IrCSC % ent

The dvice 100 mcludes a substantially sealed housing 102 formed from a
base decKI(Z4 ami tdgs edvetogaon Arstinbatnallydispbse dwpiratieganstatct(y the
is can n gg IQ%rgtate a number of storage media 110. The media 110 are
accessed 5 corresponding array of data transducers 112. Preferably,

the transdﬂﬁarg Ptmatts deands of an autocorrelation analysis of the data of FIG. 7.

FIG. 9 shows a power spectral density plot for the data of FIG. 7.

Detailed Description
Referring now to the drawings, FIG. 1 provides a top plan view of a disc drive
block data storage device 100. The drive 100 is provided to show an exemplary
environment in which preferred embodiments of the present invention can be
advantageously practiced. It will be understood, however, that the claimed invention

1s not so limited.

The device 100 includes a substantially sealed housing 102 formed from a base
deck 104 and top cover 106. An internally disposed spindle motor 108 is configured
to rotate a number of storage media 110. The media 110 are accessed by a
corresponding array of data transducers 112. Preferably, the transducers (“heads”) are
hydrodynamically supported adjacent the media by fluidic currents established by high

speed rotation of the media 110.

While FIG. 1 shows the use of two magnetic recording discs and four

corresponding heads, other numbers of heads and discs (such as a single disc, etc.) and



hydrodynamically supported adjacent the media by fluidic currents
established by high speed rotation of the media 110. While FIG. 1 shows the
use of two magnetic recording discs and four 30 corresponding heads, other
numbers of heads and discs (such as a single disc, etc.) and 4 other types of
media (such as optical media, etc.) can alﬁernatlvely be utilized as desired.
Of course oth%r 'ch ?ied ertlylar1 nr 1gtstre ua'lﬁea elth I me |a nar heads
at aI grﬁj?estrans ucers 12 4 poer i6n0 -Stac Q’sem“biyz(e gar
or desitadtoD) &ﬂﬁsdwmﬁmspap]mmyeémhﬁmanmmqmﬂra ieiphiefenably nor heads
suppQ ed by a corresponding flexible suspension (“flexure™) 116, which in
turn’is supported by a rigid actuator arm 118. The actuator 114 preferably
pivots about a cartridge bearing assembly 120 through application of current

to a voice.goil. motar (VC 2 In th| wa ti the

> VCM 1221(?ausest é Fgrl%\g ucers 12% gnx\}\?l ra(l:i< s%ﬁgwn o
defiaed@orihe Med@wstmdicﬁjlsmeeldmmmetd tﬁ rfemd@eahmaupported by a
theretrom., Fyeiera! é’Vs*hes”e%‘s‘?od vige 150 § I’ﬂ e”u?%%%&rs T 8%
moved 15 ?un?ga e a ramp structure 124 oéa¥e hear an outermost

perﬂ@n@aﬁuﬁtﬁemdﬁbﬁ The aamg@trijetmmefmwlsqmeﬁﬁahmma@artaégeMeng
s.urfacesi%y hthe tran du ers 12 ca safe be d%%o 6 W&ﬁgt?& In this

rou 1ca 10 Uurre toaV 1CEC
areinan atlon 1? (i VV en deVICG operatlon |

10 deswad cmérebmijdmmm s0thasteMriléstnecatbdirahtOuces MB3ldeityign with
S“f%‘é'ef( 19 )tfsr ekl IE RN g fansd H%’e%i%e% ZSu?fb%etP?oté?og%%%?ae{ﬁe%&% & ‘?eff‘%"g%ata

e ramp structure 124 to supported positions adjacent
metlierdt@n\While a ramp structure has been provided for purposes of
illustrating a preferred embodiment, such is not necessarily required. For
example, embodiments that employ rotatable media and moveable
transducePscaer dfipwihenrthe déveemis not in use, the transducers 112 are moved

15  (unloaded) to a ramp structure 124 located near an outermost periphery of the media.
The ramp structure 124 serves to provide respective surfaces on which the transducers
112 can safely be disposed while the media 110 are in a non-rotational state. When
device I/O operation is desired, the spindle motor 108 accelerates the media 110 to a
velocity sufficient to support the transducers 112, and the transducers 112 are moved

20  (loaded) from the ramp structure 124 to supported positions adjacent the media 110.

While a ramp structure has been provided for purposes of illustrating a
preferred embodiment, such is not necessarily required. For example, embodiments
that employ rotatable media and moveable transducers as shown in FIG. 1 can

25  alternatively utilize other support configurations such as a contact start stop (CSS)
approach whereby the transducers are brought to rest upon texturized landing zones
near the innermost periphery of the media 110.

FIG. 1 further shows a flex circuit assembly 126 that facilitates electrical

communication between the actuator 114 and device control electronics on an

30  externally disposed device printed circuit board (PCB) 128.
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25 alternatively utilize other support configurations such as a contact start

stop (CSS) approach whereby the transducers are brought to rest upon
texturized landing zones near the innermost periphery of the media 110.

FIG. 1 further shows a flex circuit assembly 126 that facilitates electrical
communication between the actuator 114 and device control electronics on

an 30 externally disposed device printed circuit board (ECB i :
providos & GRS Bt era P ahe e QDB e Togor FIG- £ A
progxaramaizblcontrtodBerl D) provides tgpitewe coommminicaticrsdodncahtfal the
for the. devjce. An.inte I/E 132 facilitates I/O communications .
e i R RS S A s wio
assoomatekdyika¢aat/sirited (RikWickehnhelt @4 coditiansodatado Aeaadittendo

the 1a,110 f the host duyin write operation, and reconstructs .
ore e e o e e R B S A gt wrine
duringracreper gperatichreAopstanripipfievidny stocid ditt{preaevpl 136napplivsdihd 10
reqt%irsj[tgnvsv étrq: cyrrents ciLuOiBo tgreegglgcet%qi(t)@nsducer during writing and the
reqwsfe read bias currents and S|gnaﬁ preamplification during reading. The
preamp 136 is preferably mounted to the side of the actuator 114, as shown

in FIG. 1. A servo circuit,1.38 provides closeds itional contral for, the
ranscluoers Ra T e gt R RS | SRS R W Mo
matoutacsatestdheasdroaiduing 3818y efel dislyapnfigured to asarmyronts and signal
nu .control functions Jncluging track fallowin iQ reb .
e R RS T AA Esice of
op¢hatichsiiwhéidbysalselacted ansducer 112 is moved from an initial track

to a destination track, and head load/unload operations 20 whereby the
transducers are moved away from or to the ramp structure 124. The servo

circuit 138\apspliesitieeirdgdipitevolayshisctblaqoiicst®oilthenttaiMor the transducers

112 using servo data written to the media 110 during device manufacture. The servo
circuit 138 is preferably configured to carry out a number of control functions
including track following operations whereby a selected transducer 112 follows a
corresponding track on the media, seek operations whereby a selected transducer 112
is moved from an initial track to a destination track, and head load/unload operations

whereby the transducers are moved away from or to the ramp structure 124.

The servo circuit 138 applies the requisite currents to a coil 140 of the VCM
122 to carry out these various operations. The servo circuit 138 further preferably
includes a spindle motor driver circuit (not separately shown) to controllably operate
the spindle motor 108. Processing requirements to carry out these and other servo
functions are preferably supplied by a DSP 141 or other processing device of the servo
circuit 138, such as an ARM. The servo processing can alternatively be supplied by

the top level controller 130 in a single processor environment.
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122 to carry out these various operations. The servo circuit 138 further
preferably includes a spindle motor driver circuit (not separately shown) to
controllably operate 25 the spindle motor 108. Processing requirements to

carry out these and other servo functions are preferably supplied by a DSP

141 or other processing device of the servo circuit 138, such as an ARM.

The servqprocessing can altermatively.be, supplisd by, e fop level sontrollr, or
130 in a single p?'ocessor gnwronment.}glﬁ cSProviaes d generalize
schibersaticorepreaselRatd i kb .relexaviCpo dons b ithaetselr¥ preifautil § 38ilkifds 6. h-

2. A VCM,contral circuit 142 preferably utilizes, an h- bridge driver citcuit 1
o B e e B BB R e S &R B M o,
SI-SwiarEimusiizaly dShatedundd6; M ibeiand 461 4d Spnedersbind

comprise,suitable field eRf;t istor FETL{).T itching devices S|- S4 i
PRSI RS LA KPR S (T THIAURRSS Sviedh 51

1564 arthisrareg ddwrtneetrcary be gagsed thcough tnd eodfdddn lanfirgtrdired}tiomd.
through the selective energizing (induced source-drain conduction) of

switches S 1 and 10 S4, and current can be passed through the coil 140 in a
second oppdsiserdiyectionntpoumptisecddleotigh dreargikzidd of switshes=gion
a”.?ki%&gﬁ S S e M s A d@n%efi%% ‘s’wih%}«he S1 and
coil 140%s ‘shown. The re‘%pe ive steady-state resistances of the cmf it

(RN aand thersensm b6 pesistbtht®&RE} acd bathipresecaniloppdasies slidertioha

fe"YlPr(?H%%- tﬁ@?&@é‘tﬁgéﬁ&&%‘?&gB‘%"sigv‘?t‘élpe‘é giongh ies 160, 162 and 164 to

provide signals s+-ands- respectively to the VCM control circuit 142.
The difference between lines 160 and 164 will represent the overall voltage

drop across }F& ?iie]ﬂ‘éé’ ROL NG SeRSE SIS }?Beﬁ;]tﬂqe gl-ff%r%“t &IRELYES R0
lines 160 anC 18% wi reprelsent §1elv§ftage d%B o?t e 5 c%il 114?6 aenﬁlﬁme as
difffrewoe Ddtovesepelitizs stealzrtatcosadthnepsedahe toel éRdGetiaog therssase
thergsqﬁ%? f§§'ﬁt{%5 &égooth preferably on the order of a few ohms. Feedback taps are
provided by signal lines 160, 162 and 164 to provide signals VCM+, I+ and Is-
respectively to the VCM control circuit 142. The difference between lines 160 and
164 will represent the overall voltage drop across the coil 140 and the sense resistor
158; the difference between lines 160 and 162 will represent the voltage drop of the

coil 140; and the difference between lines 162 and 164 will represent the voltage drop

across the sense resistor 158.

During I/O operation of the device, the servo circuit 138 operates to position
the transducers 112 adjacent the rotating media 110. The VCM control circuit 142 is
commanded to provide a specified current (magnitude and direction) through the coil
140. At least in certain operational modes this current can be monitored using the
relation I\j=Vs/Rs, where Iy is the actual current through both coil 140 and sense
resistor 158, Vg is the voltage obtained from paths 162 and 164, and Rg is the known

(or measured) resistance of the sense resistor 158.



During 1/O operation of the device, the servo circuit 138 operates to position
the transducers 112 adjacent the rotating media 110. The VCM control circuit
142 is 25 commanded to provide a specified current (magnitude and
direction) through the coil 140. At least ingcertain operational modes this
current can be monitored using the relati n IM=Vs/Rs, where IM is the actual
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15

Accordingly, the VCM control circuit 142 is preferably configured to facilitate
the generation of true random numbers by the device 100 without the need to either
initiate acceleration of the media 110, or to load the transducers 112 over the media
110. The random numbers are preferably obtained by inducing the generation of low

20  levels of back electromotive (BEMF) voltage by the coil 140. As explained below, the
BEMEF is preferably generated by inducing a small amount of “wiggle,” or oscillatory
motion of the transducers 112 on the corresponding ramp structure, as generally

depicted in FIG. 4.

25 During this operation, BEMF values are sampled by the VCM control circuit
142. As shown in FIG. 5, these BEMF values are supplied to a random number
generator block 166, which uses a selected algorithm to generate true random number
(RN) values therefrom. The random number generator block 166 is preferably

realized as a portion of the servo DSP 141 (FIG. 2) with associated programming to
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20 levels of back electromotive (BEMF) voltage by the coil 140. As explained
below, the BEMF is preferably generated by inducing a small amount of
"wiggle," or oscillatory motion of the transducers 112 on the corresponding
ramp structure, as generally depicted in F|G. 4. 25 During this operation,
BEMF values are sampled by the VCM control circuit 142. As shown in FIG.
5, these BF Frgralt es are Iledao a rapa rpb% a%e?r?art?tof oc%k din
168 AWhich uSeda Stlectend n’?ﬁ m to generate true Tafdom number @?kﬁe
vthalewe&fsmhafﬂvmrapdnmsmmber generator block 166 is preferably

realized as a portion of the servo DSP 141 (FIG. 2) with associated
programming to 8 carry out the random number generator operations, but

can alternabiveiydenr ealizeo 'genhwmvhhechsl GoHardwatethedt¥ssined hea security
ragl?r% om&g&?r ee”see%a&"{ b¥'>°C o¢ q61 ards t*}euﬁe'é't}{a'ﬂﬁﬁ Qe CU”% Or deny
protoco he securl otoco thereafter uses the RN value

graerucessd éhy@@uessuﬁbme)ﬁcg{lnmmbeamawisd{nmm\mysahykhop\PMent a
actual m I enta security protocol once a random ha

e e e R AL PR 8 of e
unretrssacyriipictovill beamdoghizetnBEMET)s a voltage (EMF) that

opposes a normal flow of current in a circuit. BEMF can particularly be

induced in opposition to movement of a coil through a magnetic field, such

as with thaswifll 40 @adgheesliBEMBbisg oktggeticMiretitaobtipeseCMhaaRalllow
this paseda BEYE BERArY greass it hianensol ¥EIOGilS s elhen
as a number 0 er parameters as ound that t particularly "low

veloﬁ'ﬁie@,l theoBEMFNzgiussicdielde stominaret the varlddd ambiisdiotaplading

a
P B S e e MR L BRI IR A
a flbwlwhamraﬁ@@mmmm VBERIGENBRAM@Neters. It has been found that

at particularly low velocities, the BEMF value can be dominated by various
unpredictable parameters such as signal noise and electrical offsets. Such parameters

are preferably advantageously utilized, as will now be discussed.

FIG. 6 provides a flow chart for a RANDOM NUMBER GENERATION
routine 200, illustrative of preferred steps carried out to implement the system of FIG.
5. At step 202, a calibration operation is first performed. This calibration is
preferably carried out to derive a coefficient value sufficient to allow the BEMF

values to be measured in a suitable range.

Preferably, step 202 involves the application of an initial, relatively small
amount of current in a selected direction to the coil 140 by the circuitry of FIG. 3.
This induces a small amount of movement of the coil 140 (and hence, the transducers
112) as shown in FIG. 4 in a common rotational direction. During this movement,
measurements are preferably taken of the voltages on paths 160, 162 and 164. These

measurements are preferably utilized in the following equation:



10

15

20

25

20 routine 200, illustrative of preferred steps carried out to implement the
system of FIG. 5. At step 202, a calibration operation is first performed. This
calibration is preferably carried out to derive a coefficient value sufficient to
allow the BEMF values to be measured in a suitable range. 25 Preferably,

step 202 involves the application of an initfal, relatively small amount of

current in a selected direction to the coil 140 by the circuitry of FIG. 3. This
induces a small amount of movement of the coil 140 (and hence, the
transducers=XE&z)-aR shiowin At M +4in a common rotational direction. (1)
During this movement, measurements are preferably taken of the voltages

on paths 160, 162 and 164. These 30 measurements are preferably utilized

in théhtoll oivis the gutitign i \Ga(Rivl iR g LivbdBENS-the(2)1WWHOrenV ssitteeresistor
voltage that can be measured acrass the coil 140 and sense resistor 5 15

M SRR AR e R SRR 3 e &40, =6
1465 Rs risittancesisthacest tiesisendé §eBiSMF 168 cBRadkreisfthel togekngimfed by
voltage induced by mation of the.coil is a cgefficient. It follows.that .
R B L 0 B R A G P e
BEMEL2fp(Bwmthislwery, the VCM control circuit 142 can determine a BEMF
value at any given 15 time by determining the actual voltage sensed across
paths 160 and 164 and applying the a coefficient determined by equation 2.

As noted previGusty, Rle/ BEMF values (2)

then
V = BEMF 3)

In this way, the VCM control circuit 142 can determine a BEMF value at any given
time by determining the actual voltage sensed across paths 160 and 164 and applying
the a coefficient determined by equation 2. As noted previously, the BEMF values
obtained in this way will preferably be dominated by noise, offsets and other random

effects.

Once the calibration step 202 is completed, the flow of FIG. 6 proceeds to step
204 where a new current value is injected into the system. This is preferably carried
out by modifying the previously applied current in relation to the determined BEMF,

such as in accordance with the following relation:

Iz = -(Ini + (BEMF1)(B)) @)
where Iy is the new current value, Iy is the previously applied current value, BEMF1
is the most recently determined BEMF value, and 3 is a scaling factor. Note that Iy;,
in equation (4) is provided with a polarity that is opposite in direction as compared to

Ini. In this way, the application of Iy, will induce movement of the coil 140 and



obtained in this way will preferably be dominated by noise, offsets and other
random effects. 20 Once the calibration step 202 is completed, the flow of
FIG. 6 proceeds to step 204 where a new current value is injected into the
system. This is preferably carried out by modifying the previously applied
current in relation to the determined BEMF, such as in accordance with the
following relation: 25 IM2 = -(IMl + (BEMF1)(3)) (4) where IM2 is the new
ot Tt e PRty ot e e e s Uil Fia
mos}). rdbéntsypdeterminad B Micamatudy aogh{® @& a scaling factor. Note that
IM2 in equation (4) is provided with a polarity that is opposite in direction as
compared to IMF. In this way, the application of IM2 will induce movement of
the coil 140widbtitadsbitabe 13Q dfi teeBipydsitduditecitate dscpreviowsbnt value

induce(étb Ig;l ee e. FI& 4). This is preferred, but not necessaril
5 rodu SR T e e s R e TR e
cursant valuentSrnggmieideredyiplicd ot @ghidec cHon,exahepleriensomgnitudes are

alteranlaet&/e em%P a{lr{%%%%htge same. e%rr%hwagmtude is applied in each

. n acc 1r'cS .- .
dlré’cflon,lor fhe current magﬁltuaes are varied in accordance with a
preselected profile. Once the new current is injected by step 204, a new

BEMF value is determined 10 at ste 6. Thisvalue is bly provided .
oy the Voo R b OB A0 L 0 L R N R minea
10 for gestmrafion ‘bhia vahoompnelierbelytharefdodbythstd{C208 (FHGI Gycuilthdghthe
not sh for si icity of ill ION At n a h e 15V
o B BN D 3 (R 10t SOETIRIAIE KRS dipp s retrom
proaidemA08-Bit@igital representations of the voltages sensed at the paths
160, 162

Although not shown for simplicity of illustration, it is contemplated that the
15  VCM control circuit 142 employs a series of analog-to-digital converters (ADCs) to
provide multi-bit digital representations of the voltages sensed at the paths 160, 162
and 164. The calculations carried out to determine the BEMF values are also
preferably carried out digitally, so that the BEMF values provided to the random
number generator 166 are multi-bit digital values of given size (e.g., 8 bits, 16 bits,

20  etc.).

In a preferred embodiment, the random number generator 166 determines
whether the BEMF value is even or odd. This is preferably determined by evaluation
of the least significant bit (LSB) of the BEMF value, although other techniques can be

25  utilized as well. Preferably, if the BEMF value is determined to be even, a “0” bit is

generated, and if the BEMF value is odd, a “1” bit is generated.

The operation of step 208 preferably results in the generation of one bit out of
the total number of required bits for the finally generated random number. That is, it

30  is contemplated that the security protocol 168 (FIG. 5) will require a random number
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and 164. The calculations carried out to determine the BEMF values are also
preferably carried out digitally, so that the BEMF values provided to the
random number generator 166 are multi-bit digital values of given size (e.qg.,
8 bits, 16 bits, 20 etc.). In a preferred empodiment, the random number
generator 166 determines whether the BEMF value is even or odd. This is

d er ned by ast sr flcan bit L%hg fthe
BERE \%bee a nHl %f‘gdt ahlgt)lgltﬁés%gr? t| i8¢ Eél.S w(%?l re?erat'lg biG. 6
if tlpee%MFy mhsembarbktdtrmrgedlte to@téwen Slalffﬁfdﬂlt nsngenefiedsan duﬂ;he
BE MF% ue is od&id a"l" l%lt is generated. The operation of step 208
pre‘fep aly resuﬂs in the & generatron of one bit out of the total number of
required bits for the finally generated random number. That is, it 30 is
contempl ed t at the securit 1,168 FIG I re aran
omber 12 AT ST B8 ZEE R R PR mumber
cadetsthe ﬂ@qulmdzltﬁscﬁ tbcquratslyrpMBembmps OSSR bhheroultﬂdﬁlanal current
suffl ient number o Il an ate the ran
Ao R B AT o Binea teretrom
nuiPieéerabity, apelregarednibsoicihé(3rocads reilnbidistepsiROha08aidreraed bit
AR s BueRA'E edieh PRUBsRLa AR AR ek o N
bits are o tarne(ﬁhere rom. Preferably, each operation of ste résults 1n
theweondihgrefidosnthemine temiineddvitnof thyeasserdbledfoonbtheintdivi dedbbied
bit location of a buffer 170 (FIG. 5). In this 10 way, the random number can
be sequentially assembled from the individual bits. Once the random number

has been €uike poprdaded) thentmahasibebe fidhyfpopataed, theHeskbountyer is
prof‘ rﬁ tﬁ%%@r?r%ﬁa‘%%‘@ eS&R ft%ﬁ‘%j%ﬁ&%@ Bk EIRLICaL, 214,

ana ysIS emonstrat cacy 0 oregoing preferre
embodiments in generating true random numbers. A particular 2.5 inch form

factor Empirical analysis has demonstrated the efficacy of the foregoing preferred

embodiments in generating true random numbers. A particular 2.5 inch form factor
device (substantially like the device 100 in FIG. 1) was configured to carry out the
routine of FIG. 6 and collect 576,000-byte BEMF values. These data were converted
to 72,000-byte random numbers.

FIG. 7 provides a histogram of the associated results for these data grouped
into 8-bit random numbers (which provides base 10 values of from 0 to 255). As can

be seen from FIG. 7, the overall distribution of these values is substantially uniform.

To further evaluate the true randomness of the data, white noise was used as a
reference. As will be recognized, white noise is a signal response that theoretically
meets the following two conditions:

Condition 1. The autocorrelation sequence (a measure of dependence between

values of the random process at different times) should be equal to zero except for a



10

15

20

25

30

device (substantially like the device 100 in FIG. 1) was configured to carry out
the routine of FIG. 6 and collect 576,000-byte BEMF values. These data
were converted to 72,000-byte random numbers. 20 FIG. 7 provides a
histogram of the associated results for these data grouped into 8-bit random
numbers (which provides base 10 values of from O to 255). As can be seen
from EIG. 7 th aII istribution of these es | substantial unlform

25 I1ﬁolfurttﬁer e@% d}eetrueLirang%%West o‘?fée 2 Tatdow Owﬁnf{; nol%e Was used
as encefelettcl. As WI|| be recognized, white noise is a signal response that

theoretlcaﬁ gets th%ﬁollowmlg tvggtr% Hdltlons C g%onstantg hich 1¥I}P|1ies
autocorre ues of the

on sequence (a measure of ns%%éence etween
randpial poocess all ditfgremtitishes) should be equal to zero except for a 12

peak at zero (which implies values at any two different moments in time are
uncorrelated). Condition 2. The power spectral density should be constant
(which imﬁﬂieseedtmmwmmtbtw@mmi@rsbs &d ket feghlis Bf@nS. A total of 20

autocorrelation ana t forth, in FIG. otal of 20 Ia ere
coiod by B e SR, R O SRR ER A plep. o
thethe mmnalnglgaanmbé@ are sdbsaanakiyl)e@m]ab tzﬁzer@\c@oubnghg Ipcthet@uto

corslAlN SEAUENES. 3 Sta L}Ycon NS G %”9'“0 apove. 10 A

calculated power spec ral enS|t curve Is represente [G. 9. The
magnitude across the spectrum is substantially constant which means that

the power, SREGHAAFIRI: SPRSIANaI% GRIRIMS 19, <004NPHA FREY Crhe

magnitude across the spectrum is substantially constant, which means that the power

spectral density substantially conforms to Condition 2 above.

From the foregoing it can be seen that the data obtained in accordance with the
foregoing preferred embodiments can substantially be considered as white noise, and
the numbers generated therefrom can be considered as constituting true random

numbers.

It is contemplated that more elaborate schemes for processing the BEMF
values by the pattern generator 158 can be utilized in lieu of the preferred approach
discussed above. Such schemes can include, for example, the application of
combinatorial logic operations to the received BEMF values. However, since the
preferred approach has been found to provide substantially white noise response, such
additional processing was deemed unnecessary in the disclosed embodiments. In
other applications, however, it is contemplated that such additional processing may be

found desirable to enhance the randomness of the resulting distribution of bits.

While preferred embodiments have utilized a VCM coil to generate the random

numbers, it will be appreciated that such is not necessarily required; rather, BEMF
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15 From the foregoing it can be seen that the data obtained in accordance
with the foregoing preferred embodiments can substantially be considered
as white noise, and the numbers generated therefrom can be considered as
constituting true random numbers. 20 It ii contemplated that more elaborate
schemes for processing the BEMF value 3by the pattern generator 158 can
be Lijized o fley ot hepreferred approachy dispuissed phove. Sueh schemes
can inciudea. %r example, t%é’appr)]ﬁcatlon of ‘compinatorial logiC operations £
thegemeeive chBlomvalbes .iMawewdn incehtiie yreterrechbptiroacs p@sdnszh
foupd i Privide. sipstantialiiuy e nqise g sponse, SHENEPD. additional . cq
processing was deeme unnecessary In the“diseiosed embodmments. 1
othéxrrapghlicppiocsdnovieverctit is eenitmpiatsddinat suggneidditiddatuch is not
prolge%%r%g[ (r)n[%g e nfl%ﬁgd‘%%{s}irable to enhance the randomness of the

resu]ﬁllng iStribution of bits. While preferred embodiments have utilized a

VCM coil to generate the random 30 numbers, it will be appreciated that

such is ol ecessalilrequrad: rater AEME AR Yaluss £a,08 QRIS f ne
any number OF ditférent types of devices and Gircuits to generate random
numebeltsnig rmodond ancdevithntheecarity prembaldintentsop kesest ¢ol a llereds, the
Thlé?diwg(ﬁ txheentlia’o%l\{lslzn\(l)?ls% Ped Bather, the lrllf(li%(rjnahsur%%lglg géanngé%@szed in any
through application of current to a col immersed in a magnetic tield, such is
notmBdiraititegitedtheaiaime chinve miothcvioreé ovectivhil prefesied systems,
empbodimanz BRYR LSRN H&%H?Qﬁ%’ﬂ‘??ﬂ%ﬁeogfeﬁ?&a{f% “A&‘%@%’%meer is
numbers In a security protocol to control access to a device, the claime
invéegivedissedtlso limited. Rather, the random numbers can be utilized in any

10 manner desired, including in any number and varieties of processing

systems, applications and/or environments in which the generation of

random ntimtherpescsleéthednpsafldd claims, the recited “first means” will be

understood consistent with the foregoing discussion to at least correspond to the

disclosed random number generator 166, realized as a hardware or software processor.

It is to be understood that even though numerous characteristics and
advantages of various embodiments of the present invention have been set forth in the
foregoing description, together with details of the structure and function of various
embodiments of the invention, this detailed description is illustrative only, and
changes may be made in detail, especially in matters of structure and arrangements of
parts within the principles of the present invention to the full extent indicated by the
broad general meaning of the terms in which the appended claims are expressed. For
example, the particular elements may vary depending on the particular application

without departing from the spirit and scope of the present invention.

In addition, although the embodiments described herein are directed to the
generation of random numbers in a disc drive data storage device, it will be

appreciated by those skilled in the art that the process can be used in any number of



For purposes of the appended claims, the recited "first means" will be 15
understood consistent with the foregoing discussion to at least correspond to
the disclosed random number generator 166, realized as a hardware or
software processor. It is to be understood trat even though numerous
characteristics and advantages of variou“embodiments of the present
invenption have been set farth in the 20 foregoing description ether wi
G e MR S s e R
thisisetmieddesemnpian is illustrative only, and changes may be made in
detail, especially in matters of structure and arrangements of parts within the
principles of the present invention to the full extent indicated by the broad
general meaning of the terms in which the appended claims are expressed.
For 25 example, the particular elements may vary depending on the
particular application without departing from the spirit and scope of the
present invention. In addition, although the embodiments described herein
are directed to the generation of random numbers in a disc drive data
storage device, it will be 30 appreciated by those skilled in the art that the
process can be used in any number of 14 other types of devices and
environments without departing from the spirit and scope of the claimed
invention. 15 What is claimed is: 1. A method comprising a step of generating
a random number in relation to a back electromotive force (BEMF) value. 5
2. The method of claim 1, further comprising a step of applying currentto a
circuit, and wherein the BEMF value of the generating step is obtained from
said application of current.



10 3. The method of claim 2, wherein the circuit of the applying step
comprises a coil configured to position a transducer adjacent a rotatable
medium, and wherein the current of the applying step is applied to the coil
while the medium is in a non-rotational state. 15 4. The method of claim 1,
further comprising a step of measuring a voltage across a coil and

detﬁ; nlnglthe EMF value in relation to said voltage. 5. The method of
clalm Wherem he generating step comprises generating a bit of said
random number in relation to whether the BEMF value is even 20 or odd 6.
The method of cI im %hvgihereln the random umber. o the neratl

8 (h comprlsl ener ara O1m nuim er1 ?elatlon
comprlses n bItS and wherein‘eac blt 0] Sal ran num er IS separate

gene rabedknlcstepaaiapfiyia gBEdIFentlpelse to a CII’CUI'[ measuring the
associated 25 BEMF value, and evaluating the BEMF value to set each said

bit. 30 7. The method of claim 1, wherein the method further comprises steps
of: applyi?.:g a firfhenagthiodde ofacur defiotther coiyparsthgubsep e atiplamg gimgent to
a second itude of e co etermln din relatl to the first

MR SRR a

CT lIl t %egetﬁh n%ﬁtet%ésdoo ]lali[’é o ]iOHl said

ma%%ll C]dl curren
furﬂmﬂlcotmnr[sﬁmgrecatep of providing the random number to a security
protocol which provides access control to a device. 9. An apparatus
comprising a processor configured to generate a random 5 number in
10 relation to3a bacK kleithobtifelfonce, (BN tad wercd.of e apphratgister
clal er co in r re rrent
e e Y A S PERS TR R b, ana
apptiezontbé curreritof the applying step is applied to the coil while the medium is in a

non-rotational state.

15 4. The method of claim 1, further comprising a step of measuring a

voltage across a coil and determining the BEMF value in relation to said voltage.

5. The method of claim 1, wherein the generating step comprises
generating a bit of said random number in relation to whether the BEMF value is even

20  orodd.

6. The method of claim 1, wherein the random number of the generating
step comprises n bits, and wherein each bit of said random number is separately
generated by steps of applying a current pulse to a circuit, measuring the associated

25  BEMF value, and evaluating the BEMF value to set each said bit.

7. The method of claim 1, wherein the method further comprises steps of:
applying a first magnitude of current to a coil; and
subsequently applying a second magnitude of current to the coil determined in

30 relation to the first magnitude of current and the BEMF value.



10 11. The apparatus of claim 9, wherein the processor is further configured
to identify a voltage across a coil and determine the BEMF value in relation
to said voltage. 15 12. The apparatus of claim 9, wherein the processor is
configured to generate a bit of said random number in relation to whether the
BEMF value is even or odd. 13. The appé%]atus of claim 9, whereln the
random ngmber mlplrlﬁle%ntb(} ﬁ wherelnrieanch bit o d rand
number is $epara e?y generé’te %yt e app ication of agcurré)n? pEﬁ(s)
circaitdonil andtenieasacangnirofceaseshiithp i s wabaes andrdiya)pdeafnm
of the processor to evaluate the resulting BEMF value to set each bit. 14. The
apparatus of claim 9, further comprising a control circuit 25 configured to
apply a firgt magAitugpohturcentposingailproeasorech8 assdciagedetBte M Fandom
5 value %nd subf. ntI a Iéi at%al%%pd] %r]utl%déxﬁécur ent to the coil in
reIzIa]tlon {0 the” magmtu Y curren va ue 15. The
apparatus of claim 14, Whereln the coill comprlses a coil of a voice 30 coil
motor (VCc]I}éI) 17.16. The artatp &cﬁ in e1r4d0where|n tgl% C?rol ircuit
configured to posi |onp§) {ransaucer adjacent a rotatable e d)um an
wheveingthredctor ppptyappiiet todineudo indywineaco tiioBEiM bivalhd estbletained in

medium is | )2 hon-ratat onal §tate 5 17. The apparatus of claim 14, further
TeS OI’ISC O Sal 1ca 1011 O

comptrising a CUrTent sense resistor coupled in series with the coil, wherein
10 the control circuit senses a combined voltage drop across the coil and the

sense resigor 1 The apRAAa Al A, b B comprngr A bR ea o

driver circuit 10 confi to provide Said current the coil in response
theldonifplacidtdge across a coil and determine the BEMF value in relation to said

voltage.

15 12. The apparatus of claim 9, wherein the processor is configured to
generate a bit of said random number in relation to whether the BEMF value is even or

odd.

13.  The apparatus of claim 9, wherein the random number comprises n bits,
20  and wherein each bit of said random number is separately generated by the application
of a current pulse to a circuit coil and a measurement of a resulting BEMF value, and

by operation of the processor to evaluate the resulting BEMF value to set each bit.

14. The apparatus of claim 9, further comprising a control circuit
25  configured to apply a first magnitude of current to a coil, measure the associated
BEMEF value, and subsequently apply a second magnitude of current to the coil in

relation to the first magnitude of current and the BEMF value.

15. The apparatus of claim 14, wherein the coil comprises a coil of a voice

30  coil motor (VCM).
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19. The apparatus of claim 14, further comprising a transducer coupled to
the coil and a ramp structure configured to contactingly support the
transducer, wherein the current applied to the coil by the control circuit
induces bi-direction 15 sliding movement of the transducer upon the ramp
structure. 20. The apparatus of claim 9, wherein the processor comprises a

program le processor with ociated programming,to generate the . .
Fandom mdtmber! B8 VLA S STe Corege Chih S R opesiden
generatingea adjadem nemakey ¢mredationacdavbackretbetromuotive appicel to the coil
(BRvR.asneraied iy sadcal 2022, The anparats of dlajn 21, wherein
the first means comprises a processor. 23. The apparatus of claim 21,
characterized as a data storage device. 30
17. The apparatus of claim 14, further comprising a current sense resistor
coupled in series with the coil, wherein the control circuit senses a combined voltage

drop across the coil and the sense resistor.

18. The apparatus of claim 14, further comprising an h-bridge driver circuit

configured to provide said current to the coil in response to the control circuit.

19. The apparatus of claim 14, further comprising a transducer coupled to
the coil and a ramp structure configured to contactingly support the transducer,
wherein the current applied to the coil by the control circuit induces bi-direction

sliding movement of the transducer upon the ramp structure.

20.  The apparatus of claim 9, wherein the processor comprises a

programmable processor with associated programming to generate the random

number.
21.  An apparatus comprising:
a coil; and

first means for generating a random number in relation to a back electromotive

force (BEMF) generated by said coil.

22. The apparatus of claim 21, wherein the first means comprises a
processor.
23. The apparatus of claim 21, characterized as a data storage device.
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