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VIRTUAL TERMINAL
CROSS-REFERENCES TO RELATED APPLICATIONS
[0001] None.
BACKGROUND

[0002] Current methods and systems require significant updates to virtual
terminals even when small changes are made to the virtual terminals or any SDKs
(software development kits) associated with the virtual terminals. For example, even
a small change to a user interface of the virtual terminal necessitates updating (and
re-downloading) the entire virtual terminal or its associated SDK. This is problematic

and inconvenient.

[0003] Embodiments of the invention are directed to addressing these and

other problems, individually and collectively.
BRIEF SUMMARY

[0004] One embodiment can include a method. The method comprises
receiving, by a virtual terminal, virtual terminal configuration data from a virtual
terminal configuration data source via a virtual terminal configurations API,
transmitting, by virtual terminal, to a device reader, a value, receiving, by the virtual
terminal, access data from a user device via the device reader; transmitting, by the
virtual terminal, a transaction request comprising at least the value and the access
data to a transaction platform via a transaction API; and receiving, by the virtual
terminal, a transaction response from the transaction platform via the transaction
APL.

[0005] Another embodiment includes a system. The system comprises a
computer; a virtual terminal in or accessible to the computer; and a plurality of APIs
in communication with the virtual terminal, the plurality of APls including a

configurations API and a transaction API.
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[0006] Another embodiment of the invention includes a system. The system
comprises: a resource provider computer comprising one or more processors, one or
more non-transitory computer readable medium, the one or more non-transitory
computer readable medium comprising instructions which can be executed by the
one or processors to: receive, by a virtual terminal, virtual terminal configuration data
from a virtual terminal configuration data source via a virtual terminal configurations
API; transmitting, by virtual terminal, to a device reader, a value; receiving, by the
virtual terminal, access data from a user device via the device reader; transmitting,
by the virtual terminal, a transaction request comprising at least the value and the
access data to a transaction platform via a transaction API; and receiving, by the
virtual terminal, a transaction response from the transaction platform via the

transaction API.

[0007] Further details regarding embodiments of the invention can be found in

the Detailed Description and the Figures.
BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 shows a block diagram of a transaction system using the virtual

terminal according to an embodiment of the invention.

[0009] FIG. 2 shows a swim lane diagram of processing a transaction using

the virtual terminal, according to one embodiment of the invention.

[0010] FIG. 3 shows a flowchart diagram for processing a transaction using

the virtual terminal, in accordance with embodiments of the invention.

[0011] FIG. 4 shows an exemplary user device, according to one embodiment

of the invention.

[0012] FIG. 5 shows an exemplary resource provider computer comprising a

virtual terminal, according to one embodiment of the invention.
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DETAILED DESCRIPTION

[0013] Embodiments of the invention include a method of isolating transaction
processing functionalities when conducting in-store and online transactions using a
virtual terminal via a plurality of APIs. The plurality of APIls may include APIs for at
least modifying a user interface of the virtual terminal, provisioning a token for a

transaction, and processing an authorization of the transaction.

[0014] Prior to discussing embodiments of the invention, some terms can be

described in further detail.

[0015] A "user" may include an individual. In some embodiments, a user may
be associated with one or more personal accounts and/or mobile devices. The user
may also be referred to as a cardholder, account holder, or consumer in some

embodiments.

[0016] A “user device” may be any suitable device that can be used by a
user. User devices may be in any suitable form. Some examples of user devices
include cellular phones, PDAs, personal computers (PCs), tablet computers, and the
like. In some embodiments, where a user device is a mobile device, the mobile
device may include a display, a memory, a processor, a computer-readable medium,
and any other suitable component. In other embodiments, a “user device” may be a

payment device such as credit, debit, or stored value card.

[0017] A “payment device” may include any suitable device that may be used
to conduct a financial transaction, such as to provide payment credentials to a
merchant. The payment device may be a software object, a hardware object, or a
physical object. As examples of physical objects, the payment device may comprise
a substrate such as a paper or plastic card, and information that is printed,
embossed, encoded, or otherwise included at or near a surface of an object. A
hardware object can relate to circuitry (e.g., permanent voltage values), and a
software object can relate to non-permanent data stored on a device. A payment
device may be associated with a value such as a monetary value, a discount, or
store credit, and a payment device may be associated with an entity such as a bank,

a merchant, a payment processing network, or a person. Suitable payment devices
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can be hand-held and compact so that they can fit into a user's wallet and/or pocket
(e.g., pocket-sized). Example payment devices may include smart cards, magnetic
stripe cards, keychain devices (such as the Speedpass™ commercially available
from Exxon-Mobil Corp.), etc. Other examples of payment devices include payment
cards, smart media, transponders, and the like. If the payment device is in the form
of a debit, credit, or smartcard, the payment device may also optionally have
features such as magnetic stripes. Such devices can operate in either a contact or

contactless mode.

[0018] A “resource provider” can be any suitable entity that provides
resources (e.g., goods, services, access to secure data, access to locations, or the
like) during a transaction. For example, a resource providing entity can be a
merchant, a venue operator, a building owner, a governmental entity, etc. A
“‘merchant” may typically be an entity that engages in transactions and can sell

goods or services, or provide access to goods or services.

[0019] An "application" may be a computer program that is used for a specific
purpose.
[0020] A “token” may be a substitute value for a credential. An “access token”

may be a token used to access something. A token may be a string of numbers,
letters, or any other suitable characters. Examples of tokens include access tokens

(e.g., payment tokens), personal identification tokens, etc.

[0021] A “token provider computer” can include a system that services tokens.
In some embodiments, a token provider computer can facilitate requesting,
determining (e.g., generating) and/or issuing tokens, as well as maintaining an
established mapping of tokens to primary account numbers (PANs) in a repository
(e.g. token vault). In some embodiments, the token provider computer may establish
a token assurance level for a given token to indicate the confidence level of the
token to PAN binding. The token provider computer may include or be in
communication with a token vault where the generated tokens are stored. The token
provider computer may support token processing of payment transactions submitted
using tokens by de-tokenizing the token to obtain the actual PAN. In some
embodiments, a token provider computer may include a tokenization computer
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alone, or in combination with other computers such as a processing network
computer. Various entities of a tokenization ecosystem may assume the roles of the
token service provider. For example, payment networks and issuers or their agents
may become the token service provider by implementing the token services

according to embodiments of the present invention.

[0022] A “server computer” is typically a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example,

the server computer may be a database server coupled to a Web server.

[0023] A “processor” may include any suitable data computation device or
devices. A processor may comprise one or more microprocessors working together
to accomplish a desired function. The processor may include CPU comprises at
least one high-speed data processor adequate to execute program components for
executing user and/or system-generated requests. The CPU may be a
microprocessor such as AMD's Athlon, Duron and/or Opteron; IBM and/or Motorola's
PowerPC; IBM's and Sony's Cell processor; Intel's Celeron, Itanium, Pentium, Xeon,

and/or XScale; and/or the like processor(s).

[0024] A “memory” may be any suitable device or devices that can store
electronic data. A suitable memory may comprise a non-transitory computer
readable medium that stores instructions that can be executed by a processor to
implement a desired method. Examples of memories may comprise one or more
memory chips, disk drives, etc. Such memories may operate using any suitable

electrical, optical, and/or magnetic mode of operation.

[0025] A “token request message” may be an electronic message that
requests a token. In some embodiments, a token request message may comprise a

token requestor identifier, and an address to a token provider computer.

[0026] A “token response message”’ may be an electronic message reply to a
token request message. A token response message may include at least one or

more tokens, an address of the token requestor device requesting the token, etc..



10

15

20

25

WO 2022/093218 PCT/US2020/057783

[0027] An "authorization request message" may be an electronic message
that requests authorization for a transaction. In some embodiments, it is sent to a
transaction processing computer and/or an issuer of a payment card to request
authorization for a transaction. An authorization request message according to some
embodiments may comply with ISO 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a
user using a payment device or payment account. The authorization request
message may include an issuer account identifier that may be associated with a
payment device or payment account. An authorization request message may also
comprise additional data elements corresponding to "identification information"
including, by way of example only: a service code, a CVV(card verification value), a
dCVV (dynamic card verification value), a PAN (primary account number or "account
number"), a payment token, a user name, an expiration date, etc. An authorization
request message may also comprise "transaction information," such as any
information associated with a current transaction, such as the transaction amount,
merchant identifier, merchant location, acquirer bank identification number (BIN),
card acceptor ID, information identifying items being purchased, etc., as well as any
other information that may be utilized in determining whether to identify and/or

authorize a transaction.

[0028] An "authorization response message' may be a message that
responds to an authorization request. In some cases, it may be an electronic
message reply to an authorization request message generated by an issuing
financial institution or a transaction processing computer. The authorization response
message may include, by way of example only, one or more of the following status
indicators: Approval -- transaction was approved; Decline -- transaction was not
approved; or Call Center -- response pending more information, merchant must call
the toll-free authorization phone number. The authorization response message may
also include an authorization code, which may be a code that a credit card issuing
bank returns in response to an authorization request message in an electronic
message (either directly or through the transaction processing computer) to the
merchant's access device (e.g. PA equipment) that indicates approval of the

transaction. The code may serve as proof of authorization.
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[0029] A "key pair" may include a pair of linked cryptographic keys. For
example, a key pair can include a public key and a corresponding private key. Ina
key pair, a first key (e.g., a public key) may be used to encrypt a message, while a
second key (e.g., a private key) may be used to decrypt the encrypted message.
Additionally, a public key may be able to verify a digital signature created with the
corresponding private key. The public key may be distributed throughout a network
in order to allow for verification of messages signed using the corresponding private
key. Public and private keys may be in any suitable format, including those based
on RSA or elliptic curve cryptography (ECC). In some embodiments, a key pair may

be generated using an asymmetric key pair generation algorithm.

[0030] A “payment processing network” may include data processing
subsystems, networks, server computers and operations used to support and deliver
authorization services, exception file services, and clearing and settlement services.
The payment processing network (130) may be any suitable network able to transmit
and receive financial system transaction messages (e.g., ISO 8583 messages), and
process original credit and debit card transactions. An exemplary payment
processing system may include VisaNet™. Payment processing systems such as
VisaNet™ are able to process credit card transactions, debit card transactions, and

other types of commercial transactions.

[0031] “Transaction data” may be data that is associated with a payment
transaction. Transaction data may include a value such as a transaction amount, a
date of a transaction, a primary account number associated with a user initiating the

transaction.

[0032] An “application programming interface” (“AP1") may be an interface that
can facilitate an interaction between software applications and/or systems. In some
embodiments, APls may facilitate interactions using HTTP messages. APIs may
additionally be specialized to have specific functionalities. For example, a first API
may be configured to perform a first function (e.g., data transfer) between a first
application and a second application. As another example, a second APl may be

configured to perform a second function (e.g., such as data formatting) between the
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first application and the second application. Systems and devices described herein

may have a plurality of APls.

[0033] An “software development kit” (referred to as an “SDK” herein) may be
a set of libraries and/or software tools that can be used to form applications. An
SDK may also be considered an application that performs certain predetermined

functions when implemented on a computer.

[0034] A “virtual terminal” can include an application that allows users to
access information or a resource from another host processor for transaction
processing. A “virtual terminal” may not be restricted to be located within a single
location since it is virtual. Also, a “virtual terminal” may be interchangeably referred

to as a “virtual terminal application.”

[0035] “Virtual terminal configuration data” may be data used to configure a
virtual terminal. Exemplary virtual terminal configuration data may include both
visual and transaction processing settings. Visual settings may involve configurations
a user interface of the virtual terminal, such as how the virtual terminal displays
transaction data, data fields, and/or a receipt. Transaction processing settings may
involve configurations for retrieving data for transactions, such as determining which
of a plurality of transaction data elements (e.g., such as a product name, a mobile
phone number, an email, a shipping address, etc.) is requested by the virtual

terminal from a user for completing the transaction.

[0036] "Access data" may include any suitable data that can be used to
access a resource or create data that can access a resource. In some
embodiments, access data may be account information for a payment account.
Account information may include a credential such as a PAN (primary account
number), an access token such as a payment token, expiration date, verification
values (e.g., CVV, CVV2, dCVV, dCVV2), etc. In other embodiments, access data
could include data that can be used to access a location. Such access data may be
ticket information for an event, data to access a building, transit ticket information,
etc. In yet other embodiments, access data may include data used to obtain access
to sensitive data. Examples of access data may include codes or other data that are
needed by a server computer to grant access to the sensitive data.
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[0037] “Credentials” may comprise any evidence of authority, rights, or
entitlement to privileges. For example, “access credentials” may comprise
permissions to access certain tangible or intangible assets, such as a building or a
file. Examples of credentials may include passwords, passcodes, or secret
messages. In another example, “payment credentials” may include any suitable
information associated with and/or identifying an account (e.g., a payment account
and/or payment device associated with the account). Such information may be
directly related to the account or may be derived from information related to the

account.

[0038] Embodiments of the invention are directed to a system and a method
of processing a transaction using a virtual terminal that is in communication with a
plurality of APls, wherein the virtual terminal can include a secure Web browser.
Specifically, embodiments can enable a resource provider (e.g., a merchant, a transit
operator, a secure building access organization, etc.) to operate a virtual terminal
that is hosted by a resource provider computer (e.g., a merchant computer, a transit
operator computer, a secure building access organization computer, etc.) and
automatically, via a device reader, enter credentials for a user to process the
transaction. Embodiments can further be used for in-store transactions, wherein the
merchant may use a personal computer (PC) or another mobile device that is not a

conventional POS terminal to process one or more transactions.

[0039] According to embodiments, prior to initiating a transaction, the virtual
terminal may be modified according to one or more virtual terminal configurations via
a virtual terminal configuration API. The one or more virtual terminal configurations
may be set by a merchant operating the virtual terminal. Upon initiation of a
transaction between the merchant and a user, the virtual terminal may receive
payment credentials from the user. The virtual terminal may transmit these payment
credentials to a token provider computer via a token service API that can tokenize
the payment credentials into a token. The virtual terminal may then transmit the
token along with transaction details for the transaction to a payments platform via a
transaction API. The payments platform may then process an authorization of the
transaction and notify the virtual terminal if the transaction was approved or not, via

the transaction API.
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[0040] FIG. 1 shows a transaction processing system 100 that uses a virtual
terminal 115, according to an embodiment of the present disclosure. The system
100 comprises a user device 102, a device reader 105, a resource provider
computer 110, an transport computer 140, a processing network computer 150, and
an authorizing entity computer 160. The user device 102 may be operated by a user
101, while the resource provider computer 110 may be operated by a resource
provider, such as a merchant. Each of the components shown in FIG. 1 may be in

operative communication with each other.

[0041] The components in the system in FIG. 1 can be in operative
communication with each other through any suitable communication channel or
communications network. Suitable communications networks may be any one
and/or the combination of the following: a direct interconnection; the Internet; a Local
Area Network (LAN); a Metropolitan Area Network (MAN); an Operating Missions as
Nodes on the Internet (OMNI); a secured custom connection; a Wide Area Network
(WAN); a wireless network (e.g., employing protocols such as, but not limited to a
Wireless Application Protocol (WAP), I-mode, and/or the like); and/or the like.
Messages between the computers, networks, and devices may be transmitted using
a secure communications protocols such as, but not limited to, File Transfer Protocol
(FTP); HyperText Transfer Protocol (HTTP); Secure Hypertext Transfer Protocol
(HTTPS), Secure Socket Layer (SSL), ISO (e.g., ISO 8583) and/or the like.

[0042] Referring to FIG. 1, user 101 may wish to initiate a transaction to obtain
a resource such as a good and/or service offered by a resource provider, access to a
secure location, access to secure data, etc. In embodiments, the resource provider
may not have access to a standard POS terminal. In order to initiate the transaction,
the user 101 may initiate an interaction between user device 102 and device reader
105. In some embodiments, user 101 may initiate the interaction by accessing a
Web browser of a virtual terminal 115 that is stored on the resource provider
computer 110. In the case of a payment transaction, the user 101 may enter one or
more transaction details, such as a name, a billing address, and a product selection
into the Web browser of virtual terminal 115. Upon entry of the transaction details,
user 101 may be prompted to provide an access credential stored on user device

102 to device reader 105.
10



10

15

20

25

WO 2022/093218 PCT/US2020/057783

[0043] User device 102 may be configured to establish a communication
session with resource provider computer 110 via the device reader 105. In some
embodiments, the user device 102 may also be either physical (e.g., swiping or
inserting the user device 102) or proximal (e.g., via contactless methods) contact via
device reader 105. In embodiments, the user device 102 may be configured to
transmit at least an access credential to device reader 105 and/or resource provider
computer 110. In some embodiments, an APDU messaging-protocol comprising a
series of messages may be used between the user device 102 and the device
reader 105 when a transaction is conducted. In some embodiments, the access

credential is a payment credential, such as a primary account number (PAN).

[0044] In embodiments, device reader 105 may be connected to resource
provider computer 110, and may include one or more radio frequency (RF)
antennas, optical scanners, bar code readers, QR code readers, NFC readers,
magnetic stripe readers, and/or the like, configured to interact with user devices. In
some embodiments, device reader 105 may be configured to receive the access
credential from user device 102; encrypt the payment credentials using an
encryption key; and forward the encrypted access credential to the resource provider

computer 110.

[0045] Resource provider computer 110 may be configured to perform the
functionalities of a typical POS terminal. In some embodiments, resource provider
computer 110 may be a mobile phone, a personal computer (PC), a PDA, a
wearable device, and the like. The resource provider computer 110 may further
comprise a virtual terminal 115 and an SDK 120. The virtual terminal 115 may be
configured to request and receive transaction data from a secure user interface (e.g.,
a Web browser) based on one or more virtual terminal configurations and process
transactions based on the received transaction data. The virtual terminal 115 may
include a Web browser element (not pictured in figure) for collecting data from user
101 and a browser plug-in 116 which may be configured to perform one or more
functions for displaying or processing data on the Web browser. In some
embodiments, the browser plug-in 116 may be configured to display a plurality of

data fields on the Web browser of the virtual terminal 115, wherein the plurality of
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data fields may prompt the user 101 for transaction details during initiation of the

transaction.

[0046] The SDK 120 may be an application with a set of libraries, a software
framework, or hardware-specific elements that can be integrated into the virtual
terminal 115. In embodiments, the SDK 120 may specifically be configured to
receive the encrypted access credential from the device reader 105, decrypt the
encrypted access credential, and forward the decrypted access credential to browser
plug-in 116. In other embodiments, the SDK 120 may re-encrypt the access
credential using an encryption key (e.g., a public key corresponding to a secret key
held by the browser plug-in 116 or some other downstream entity), and then forward
the encrypted access credential to browser plug-in 116. In still other embodiments,
the SDK 120 does not decrypt the encrypted access credential received from the
device reader 105, but instead further encrypts the encrypted access credential

using its own encryption key.

[0047] In some cases, the SDK 120 may also sign an access credential or an
encrypted access credential with a private key. The browser plug-in 116 may not
pass on any credentials (encrypted or unencrypted) to the virtual terminal 115 and/or
the token service API or transaction APl 135, or even receive them, until the browser
plug-in 116 validates the digital signature of the SDK 120. This can protect the
credentials or encrypted credentials from a malicious party that may seek to obtain

the credentials or encrypted credentials the browser plug-in 116.

[0048] In some embodiments, the browser plug-in 116 or any entity (e.g., the
virtual terminal 115, the token service APl 130, the transaction API 135, etc.)
downstream from the browser plug-in 116 may receive the encrypted or multiple
encrypted access credential from SDK 120, and can decrypt any encrypted or
multiple encrypted access credential using one or more appropriate cryptographic
keys. The browser plug-in 116 can also validate a digital signature of the encrypted
access credential using a corresponding public encryption key. Upon validating the
digital signature of the encrypted access credential, browser plug-in 116 may be
configured to format the access credential. In some embodiments, the browser plug-

in 116 may display the formatted access credential (or portion thereof) and the
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transaction details to user 101 and prompt the user 101 to confirm the transaction
prior to virtual terminal 115 proceeding with the transaction. The private and public
encryption keys described herein may be part of an RSA asymmetric public-private

key cryptosystem.

[0049] The resource provider computer 110 may also be in communication
with a plurality of APls such as a configurations API 125, a token service API 130,
and a transaction API 135. Each of the plurality of APls may be configured to
facilitate interactions between the virtual terminal and another application and/or the

virtual terminal and a server computer.

[0050] The configurations APl 125 may be a API that is programmed with
instructions to communicate with a virtual terminal configurations application (not
shown in figure) stored on the resource provider computer 110. In embodiments, the
configuration APl may provide one or more virtual terminal configurations stored on
the virtual terminal configurations application. The one or more virtual terminal
configurations may include configurations for providing a confirmation that a
transaction has been completed (e.g., printing a receipt). In some embodiments, the
one or more virtual terminal configurations may also include configurations for
browser plug-in 116, such as determining a plurality of data fields that may be
displayed on a Web browser of the virtual terminal during initiation of the transaction.
For example, at least one of the virtual terminal configurations may involve
prompting user 101, on the Web browser, for a name, an address, an email and/or a

mobile phone number.

[0051] The token service API 130 and the transaction API 135 may be web
APls programmed with instructions to communicate with one or more server

computers using HTTP messages.

[0052] In some embodiments, the token service APl 130 may be configured to
receive a token request comprising the access credential from the virtual terminal
115 and transmit the token request to a token provider computer (not shown in the
figure) in order to tokenize the access credential. The token service APl 130 may
then receive a token for the access credential and provide the payment token to the
virtual terminal. In some embodiments, the token is a payment token. In some
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embodiments, the token service API 130 may be in communication with transaction
API 135, wherein the transaction APl 135 transmits the token request comprising

access credential to the token provider computer via the token service APl 130.

[0053] The transaction APl 135 may be in communication with one or more
payment processing computers, such as transport computer 140, processing
network computer 150, and/or authorizing entity computer 160. The transaction API
135 may be configured to receive an access credential (or token) and transaction
details, such as a transaction amount from the virtual terminal 115; generate a
transaction request comprising the received access credential (or token) and the
transaction details; and transmit the transaction request to one of the payment
processing computers. For example, the transaction API 135 may be configured to
transmit the transaction request to transport computer 140 (e.g., an acquirer
computer). The transaction APl 135 may then later receive a transaction response
from one of the payment processing computers (e.g., transport computer 140) that

indicates a transaction was approved.

[0054] The transport computer 140 may be associated with an acquirer,
which may typically be a business entity (e.g., a commercial bank) that has a
business relationship with a particular merchant or other entity. The transport
computer 140 may receive the transaction request and generate an authorization
request message comprising at least the transaction amount and the access
credential. The authorization request message may then be transmitted to
authorizing entity computer 160. In some embodiments, the authorization request
message may be transmitted to authorizing entity computer 160 via processing

network computer 150.

[0055] The processing network computer 150 may be disposed between (in
an operational sense) the transport computer 140 and the authorizing entity
computer 160. The processing network computer 150 may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, exception file services, and clearing and settlement services. For example,
the processing network computer 150 may comprise a server coupled to a network

interface (e.g., by an external communication interface), and databases of

14



10

15

20

25

WO 2022/093218 PCT/US2020/057783

information. The processing network computer 150 may be representative of a
payment processing network. An exemplary payment processing network may
include VisaNet™. Payment processing networks such as VisaNet™ are able to
process credit card transactions, debit card transactions, and other types of
commercial transactions. VisaNet™ in particular, includes a VIP system (Visa
Integrated Payments system) which processes authorization requests and a Base Il
system which performs clearing and settlement services. The processing network

computer 150 may use any suitable wired or wireless network, including the Internet.

[0056] The authorizing entity computer 160 may be associated with an issuer,
which may typically be an entity, such as a financial institution, that issued the
payment credentials to user 101 and manages a financial account of the user 101.
The authorizing entity computer 160 may receive an authorization request message
and then approve or deny the transaction by determining if an account associated
with the access credential has a sufficient amount of funds. The authorizing entity
computer 160 may additionally generate an authorization response message based
on this determination. The authorization response message may then be transmitted
via the transport computer 140 and the processing network computer 150 to the

resource provider computer 110 via the transaction API 135.

[0057] The processing network computer 150, the transport computer 140,
and the authorizing entity computer 160 may operate suitable routing tables to route
authorization request messages and/or authorization response messages using

payment credentials, merchant identifiers, or other account identifiers.

[0058] In response to the resource provider computer 110 receiving an
authorization response message that indicates a transaction has been approved via
transaction API 135, the resource provider computer 110 may then notify user 101
that the transaction has been authorized and the resource provider may provide

access to the desired good or resource.

[0059] Using the transaction API 135, the authorization process for each

transaction has been isolated from the other functionality of resource provider

computer 110. The authorization process may then be modified by updating the

transaction API 135, with no effect on the resource provider computer 110 and/or
15
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any of its other functionalities. Exemplary modifications may include performing one

or more validity checks of the authorization request message.

[0060] FIG. 2 shows a swim lane diagram for conducting a transaction using

the virtual terminal transaction system described in FIG. 1.

[0061] At step S1, a user may log in to a merchant portal and/or access a
merchant application. In some embodiments, the merchant portal and/or merchant
application may be an EBC2 (enterprise business center) application which includes

a virtual terminal and is associated with a merchant.

[0062] At step S2, the user may access the virtual terminal included within the
EBC2 application. In embodiments, the virtual terminal may include a Web page. In
some embodiments, the user may access the virtual terminal in order to initiate a
transaction for a good and/or service. In some embodiments, the transaction may be
an in-store transaction. In other embodiments, the transaction may be an online
transaction. In some embodiments, accessing the virtual terminal further includes
loading in one or more virtual terminal configurations via a virtual terminal
configurations API. The one or more virtual terminal configurations may be reloaded

every time a transaction is initiated.

[0063] At step S3, the EBC2 application may display a plurality of data fields,
and the user may be prompted to provide one or more transaction details into the
plurality of data fields. Transaction details may include a transaction amount, a

product name, a product quantity, and/or a consumer billing address.

[0064] At step S4, for embodiments in which a user is performing an in-store
transaction, the user may then be prompted to initiate communication between a
payment device and a device reader that is in operative communication with the
EBC2 application. In some embodiments, the payment device may be a payment
card and initiating communication involves inserting (or swiping or tapping) the

payment card into the device reader.

[0065] At step S5, the user may insert (or swipe or tap) the payment card into

the device reader. The device reader may then retrieve payment credentials from the
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payment card. The device reader may also encrypt the payment credentials using a

symmetric or an asymmetric cryptographic key.

[0066] At step SB, the device reader transmits the encrypted payment
credentials to an SDK. In some embodiments, the SDK may be configured to decrypt
the encrypted payment credentials using a corresponding symmetric or an
asymmetric cryptographic key. In other embodiments, the SDK may also be
configured to re-encrypt the payment credentials or further encrypt the encrypted

payment credentials using an appropriate cryptographic key.

[0067] For embodiments in which an online or remote transaction is
performed, steps S5-S6 may be omitted. In these embodiments, the user may
instead manually enter payment credentials (e.g., such as PAN, expiry date, etc.)
into one of the plurality of data fields displayed by the EBC2 application, and the
EBC2 application transmits the payment credentials to the SDK. In some
embodiments, the EBC2 application may encrypt the payment credentials with a
symmetric or asymmetric cryptographic key prior to transmitting the payment
credentials to the SDK. In some embodiments, the SDK may still decrypt the
encrypted payment credentials with a corresponding symmetric or asymmetric
cryptographic key. The SDK may also sign any credentials or encrypted payment

credentials with a private cryptographic key.

[0068] At step S7, the SDK transmits the payment credentials to a browser
plug-in of the virtual terminal. If the payment credentials (encrypted or unencrypted)
have been signed with a private key of the SDK, then the browser plug-in, or any
entity downstream of the browser plug-in, may validate the digital signature of the
encrypted payment credentials using a corresponding public key. The browser plug-
in can validate the digital signature, before performing any additional processing of
the payment credentials. If the digital signature is validated, the browser plug-in may
then format the payment credentials. Formatting the payment credentials may
include populating one or more data fields within a JSON file with the decrypted
payment credentials. If the payment credentials have been encrypted by a
cryptographic key associated with the SDK, then the browser or browser plug-in may

decrypt them with a corresponding cryptographic key.
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[0069] At step S8, the browser plug-in transmits the formatted payment
credentials to the EBC2 application. In some embodiments, responsive to receiving
the formatted payment credentials, the EBC2 application may transmit a token
request comprising the payment credentials to a token provider computer via a token
API (not shown in the figure). The token provider computer may then provision a
payment token for the payment credentials and transmit a token response
comprising the provisioned payment token to the EBC2 application. In such
embodiments, the EBC2 application may then use the payment token in later steps
as a replacement for the payment credentials. In some embodiments, if the payment
credentials are encrypted when they are received by the EBC2 application, the
EBC2 application can decrypt any credentials from the SDK using one or more

appropropriate cryptographic keys before it formats them.

[0070] At step S9, the EBC2 application may then make a call to a transaction
API (the RTS API). In embodiments, the call may include a transaction request
comprising at least the formatted payment credentials and the one or more
transaction details. In some embodiments, the transaction request may comprise at
least a payment token provisioned for the payment credentials and the one or more
transaction details. In some embodiments, the transaction APl may be a REST
payment service API (e.g., such as RTS API). In embodiments where the transaction
request comprises payment credentials, the transaction APl may be in
communication with a token provider computer and the transaction APl may instead
transmit a token request comprising the payment credentials to the token provider
computer. The token provider computer may then provision a payment token for the
payment credentials and transmit a token response comprising the payment token to
the transaction API. In such embodiments, the transaction APl may then use the

payment token to process the transaction.

[0071] In embodiments, the transaction APl may also be configured to perform
an authorization process for the transaction. The authorization process may include
generating, by the transaction API, an authorization request message using the
formatted payment credentials (or the payment token) and the one or more
transaction details. In some embodiments, the authorization request message may

be in an ISO message format. The transaction APl may then transmit the
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authorization request message to an issuer computer via an acquirer computer and
(optionally) a processing network computer. If a payment token is transmitted, then
one of these entities may obtain a real payment credential from the payment token

before performing additional authorization processing.

[0072] The issuer computer may then determine if a user has a sufficient
balance and/or funds to complete the transaction and generate an authorization
response message based on this determination. The authorization response
message may be in an ISO message format. The issuer computer may then transmit

the authorization response message to the transaction API.

[0073] At step S10, the transaction API may send a transaction response
message comprising at least the transaction details and an indicator for whether the

transaction was authorized or not to the EBC2 application.

[0074] At step S11, the EBC2 application may then transmit the transaction
details to a virtual terminal (VT) API. The virtual terminal APl may be configured to
perform post-transaction processing with the received transaction details. Post-
transaction processing may include formatting the transaction details into a receipt
format that can be printed and/or displayed to a user. In some embodiments, post-
transaction processing may include displaying a confirmation that the transaction

was completed.

[0075] At step S12, the virtual terminal APl may transmit the processed
transaction details (e.g., in the form of a receipt) to the EBC2 application. At step
S$13, the EBC2 application may then display the receipt or print the receipt for the

user. The user may then be granted access to the desired good and/or service.

[0076] At a later time, a clearing and settlement process can be performed
between the transport computer 140, the processing network computer 150, and the

authorizing entity computer 160.

[0077] FIG. 3 shows an exemplary process 300 for conducting a transaction
using a virtual terminal operated by a resource provider (e.g., a merchant). In

embodiments, the process 300 is performed by the virtual terminal.
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[0078] At block 305, the virtual terminal receives virtual terminal configuration
data from a virtual terminal configuration data source. The virtual terminal
configuration data source may be a configurations application stored on the resource
provider computer. Virtual terminal configuration data may include one or more
settings for collecting fees (e.g., such as a fee amount) and providing receipts to a
consumer. For example, a virtual terminal may be configured to prompt entry of a
consumer’s email upon initiation of the transaction, and then send a receipt of the
transaction (e.g., after the transaction has been completed) that includes a product
name, a transaction amount, a payment method to the entered email. As another
example, the virtual terminal may instead be configured to display a receipt of the

transaction on the resource provider computer.

[0079] In some embodiments, the virtual terminal configuration data may be
related to a user interface of the virtual terminal. For example, a virtual terminal may
be configured to display a certain amount of data fields and/or display the plurality of
data fields in a particular order. As another example, a merchant may decide to

modify the virtual terminal via a configuration to add or remove a data field.

[0080] At block 310, the virtual terminal then transmits a value such as a
transaction amount to a device reader. The device reader may be in communication
(e.g., such as NFC or short-range communication) with the virtual terminal. In some
embodiments, the device reader may be a device that is attached to the resource
provider computer. In other embodiments, the device reader may be a device that is
separate from the resource provider computer, but can communicate information to
the resource provider computer. In some embodiments, the device reader may

include a user interface that can display the received transaction amount.

[0081] Responsive to the virtual terminal transmitting the transaction amount
to the device reader, a consumer may initiate an interaction between a user device
and the device reader. The user device may be a credit or debit card or a mobile
phone that stores an access credential of the consumer. The interaction may include
swiping or inserting, or tapping the user device into the device reader. In
embodiments in which the user device is a credit or debit card, the device reader

may include at least a magnetic stripe reader and/or a chip card reader and retrieve
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the access credential from the credit or debit card from either a track of the magnetic
stripe element or a chip element of the card. The device reader transmits the
retrieved access credential to the virtual terminal. In some embodiments, the access
credential may be a PAN. In other embodiments, the access credential may be a

user identifier or login credentials.

[0082] At block 315, the virtual terminal receives an access credential from
the device reader. The virtual terminal may receive the access credential using at
least a SDK and/or a browser plug-in of the virtual terminal. In some embodiments,
the access credential may be modified into another format (e.g., such as a JSON file

or another suitable data file format) by the SDK and/or the browser plug-in.

[0083] At block 320, the virtual terminal transmits a transaction request
comprising at least the transaction amount and the access credential to a platform
such as a payments platform, wherein the payments platform may be configured to
perform an authorization of the transaction. Transmitting the transaction request to
the payments platform may include using at least an transaction API. The transaction
APl may be in communication with the payments platform, and may be configured to
at least generate an authorization request message for the transaction using the
contents of the transaction request and transmit the authorization request message
to the payments platform. In other embodiments, the transaction API only forwards
the transaction request to the payment platform, and the payments platform instead

generates the authorization request message.

[0084] In embodiments, the payment platform includes an acquirer computer
associated with the merchant. In other embodiments, the payment platform may be a
separate payment processing computer that can generate the authorization request
message for the transaction using the transaction request and then transmit the
authorization request message to the acquirer computer associated with the
merchant. In such embodiments, the transaction request may additionally comprise
an acquirer identifier or a merchant identifier that indicates a destination for the

authorization request message.

[0085] Responsive to the acquirer computer receiving the authorization
request message, the authorization request message is then transmitted to an issuer
21



10

15

20

25

WO 2022/093218 PCT/US2020/057783

computer via (optionally) a payment processing network. The issuer computer may
then validate the received access credentials and determine whether or not to
authorize a transaction. The issuer computer may then generate an authorization
response message based on this determination and transmit the authorization
response message to an acquirer computer via (optionally) the payment processing

network.

[0086] The acquirer computer may then generate a transaction response
based on the authorization response message. The transaction response may
comprise an authorization indicator (e.g., positive or negative) and transaction
details. In embodiments in which the acquirer computer is the payments platform, the
acquirer computer transmits the transaction response to the virtual terminal. In other
embodiments, the acquirer computer transmits the transaction response to the
respective payments platform, and the payments platform forwards the transaction

response to the virtual terminal.

[0087] At block 325, the virtual terminal receives a transaction response from
the payments platform. In some embodiments, the transaction response may be
received via the same transaction API for the payments platform. The virtual terminal
may extract at least the authorization indicator included within the transaction
response and determine if the transaction was authorized based on the authorization
indicator. If the authorization indicator is positive, then the transaction was
authorized, and the virtual terminal may then display a confirmation screen and
provide (via print, email, or SMS) a receipt of the transaction to the consumer. The

merchant may additionally provide the requested product to the consumer.

[0088] FIG. 4 shows a block diagram of an exemplary user device 400 that
can be used in embodiments of the invention. The user device may primarily be used
to store access credentials of a consumer, and may be a phone, a tablet, a payment
card, and/or any other suitable device configured for communication with a device

reader connected to a resource provider computer.

[0089] The user device 400 may comprise a computer readable medium 402,

which can be in the form of (or may be included in) a memory element that stores

data and can be in any suitable form (e.g., microSD chip, SIM card, or other type of
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memory element). The computer readable medium 402 may store a transaction
initiation module 402A, credentials 402B, and an operating system 402C for the
device. The transaction initiation module 402A may begin a transaction at the
request of a user or in response to an interaction (e.g., tapping, inserting, or swiping)
with a device reader. Credentials 402B may store at least a primary account number

(PAN) that has been issued by an issuer server computer for the user.

[0090] The user device 400 may further include some device hardware 404,
comprising at least: a processor 406, a user interface 408, input elements 410,
and/or output elements 412. The device hardware 404 may also include a short
range antenna 414 and a long range antenna 416 for communicating with a wireless
network and/or other devices. All elements in the device hardware 404 are

operatively coupled, enabling mutual communication and data transfer.

[0091] FIG. 5 shows a block diagram of an exemplary resource provider
computer 500 comprising a virtual terminal in accordance with embodiments of the
invention. The resource provider computer 500 may include a processor 502 coupled
to a non-transitory computer readable medium 504 and a network interface 506 for
receiving and transmitting messages to other entities (e.g., a device reader or a user
device). In some embodiments, the network interface 506 may additionally receive
and transmit messages to one or more server computers associated with a plurality

of APls that are in communication with the virtual terminal.

[0092] The processor 502 may include one or more microprocessors to
execute program components for performing the functions of the non-transitory
computer readable medium 504 such as retrieving configuration data, generating
transaction requests and/or token requests, and receiving transaction responses

and/or token responses.

[0093] The non-transitory computer readable medium 504 may comprise a
virtual terminal configurations module 504A, a virtual terminal module 504B, a SDK
504C, and an API module 504D. The virtual terminal configurations module 504A
may store one or more configurations for a virtual terminal, and can be manually

updated by a merchant.
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[0094] The virtual terminal module 504B may additionally comprise a Web
browser 508 that is configured to receive transaction data and payment credentials.
The Web browser 508 may consist of a secure user interface that displays product
information and a value such as a transaction amount for a selected product(s) when
a user initiates a transaction with the transaction. The browser 508 may additionally
consist of one or more data fields for payment information, such as a PAN, and user

information, such as a billing or shipping address.

[0095] SDK 504C may include a set of libraries or software tools that can
facilitate communication between the virtual terminal module 504B and a device
reader (as described in FIG. 1). The API module 504D may comprise a plurality of
APls, such as a configurations API, a token service API, and a transaction API that
can be used to facilitate communication between the virtual terminal module 504B

and one or more other applications and/or server computers.

[0096] The non-transitory computer readable medium 504 may additionally
store code executable by the processor for implementing a method comprising at
least: receiving, by a virtual terminal, virtual terminal configuration data from a virtual
terminal configuration data source via a virtual terminal configurations API,
transmitting, by virtual terminal, to a device reader, a value; receiving, by the virtual
terminal, access data from a user device via the device reader; transmitting, by the
virtual terminal, a transaction request comprising at least the value and the access
data to a transaction platform via a transaction API; and receiving, by the virtual
terminal, a transaction response from the transaction platform via the transaction
API.

[0097] Embodiments of the invention have a number of technical advantages.
As noted by the above examples, embodiments of the invention enable isolation of
multiple elements of a virtual terminal, which allows for modifications to be made to
one element of the multiple elements without necessitating an update to each of the
multiple elements of the virtual terminal. For example, changes can be made to a
user interface (e.g., to the Web browser) of the virtual terminal via the virtual terminal
configurations API without affecting the payments infrastructure or the SDK of the

virtual terminal. As another example, a payments system can also be changed
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without updating the SDK, because the changes only need to be made within the

transaction APl and (in some embodiments) the user interface of the virtual terminal.

[0098] Any of the software components or functions described in this
application, may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl
using, for example, conventional or object-oriented techniques. The software code
may be stored as a series of instructions, or commands on a computer readable
medium, such as a random access memory (RAM), a read only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different

computational apparatuses within a system or network.

[0099] The above description is illustrative and is not restrictive. Many
variations of the invention may become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention can, therefore, be determined
not with reference to the above description, but instead can be determined with

reference to the pending claims along with their full scope or equivalents.

[0100] One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.

[0101] A recitation of "a", "an" or "the" is intended to mean "one or more"

unless specifically indicated to the contrary.

[0102] All patents, patent applications, publications, and descriptions
mentioned above are herein incorporated by reference in their entirety for all

purposes. None is admitted to be prior art.
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WHAT IS CLAIMED 1S:

1. A method comprising:

receiving, by a virtual terminal, virtual terminal configuration data from
a virtual terminal configuration data source via a virtual terminal configurations AP,

transmitting, by virtual terminal, to a device reader, a value;

receiving, by the virtual terminal, access data from a user device via
the device reader;

transmitting, by the virtual terminal, a transaction request comprising at
least the value and the access data to a transaction platform via a transaction API;
and

receiving, by the virtual terminal, a transaction response from the

transaction platform via the transaction API.

2. The method of claim 1, wherein the access data is an access
token.

3. The method of claim 1, wherein the access data is a real
credential.

4. The method of claim 1, wherein the virtual terminal is on a

resource provider computer, which also comprises a software development kit (SDK)

that encrypts the access credential using a symmetric or asymmetric encryption key.

5. The method of claim 4, wherein the SDK digitally signs the
encrypted access credential to form a digital signature and a browser plug-in in the
virtual terminal validates the digital signature before further processing the encrypted

access credential.

6. The method of claim 1 further comprising:
responsive to receiving the access data from the user device via the
device reader, transmitting a token request message comprising the access

credential to a token provider computer via a token service API; and
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receiving a token response message comprising an access token from

the token provider computer via the token service API.

7. The method of claim 1, wherein the virtual terminal configuration
data source is a configurations application stored on a resource provider computer

running the virtual terminal.

8. The method of claim 1, wherein the virtual terminal is operated

by a resource provider.

9. The method of claim 1, wherein the user device is a card.

10. The method of claim 1, wherein the user device is a mobile

phone.

11. A system comprising:

a resource provider computer comprising

one or more processors,

one or more non-transitory computer readable medium, the one or
more non-transitory computer readable medium comprising instructions which can
be executed by the one or processors to:

receive, by a virtual terminal, virtual terminal configuration data from a
virtual terminal configuration data source via a virtual terminal configurations API;

transmitting, by virtual terminal, to a device reader, a value;

receiving, by the virtual terminal, access data from a user device via
the device reader;

transmitting, by the virtual terminal, a transaction request comprising at
least the value and the access data to a transaction platform via a transaction API;
and

receiving, by the virtual terminal, a transaction response from the

transaction platform via the transaction API.
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12.  The system of claim 11, wherein the transaction API Is

programmed to communicate with a transaction platform.

13.  The system of claim 12, wherein the instructions further

comprise:

transmitting a token request via token request API to a token server
computer.

14.  The system of claim 13, wherein the instructions further
comprise

receiving a token response via the token request API from the token

server computer.

15.  The system of claim 12,. wherein the transaction platform

comprises a transport computer.

16.  The system of claim 11, wherein the resource provider computer

comprises an SDK that interfaces with the virtual terminal.

17.  The system of claim 16, wherein the SDK is programmed to

perform encryption and decryption.

18. A system comprising:

a computer;

a virtual terminal in or accessible to the computer; and

a plurality of APls in communication with the virtual terminal, the

plurality of APls including a configurations API and a transaction API.

19.  The system of claim 18, wherein the plurality of APIs includes a

token service API.
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20.  The system of claim 18, turther comprising one or more non-
transitory computer readable media storing the virtual terminal, the configurations
API and the transaction API.
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