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Wb SrEN DETECTI ON | N MIITHHEIHINANT B! T_RADGsua00u0ot0ss

NETWORK COVMUNI CATI ON S NI CAL FI ELD Thi s

invention relates to a net werekie¢of devices that

communi cate with each other via radio frequency. 10

BACKGROUND OF THE | NVENTI ON A network of devices can

be cr'€&PBHIHON DEIRGTHON yrA NODFDEMINANTBIE RADIO

conmuni cat e \WETWERK COMIVIUNECATION SYSTRMtficy ( RF)

means to transmt data between the devices. Provided
TECHRICARQEPD t he devices is within the range of the 15

max! mum comruni cati ons range of each device, each

device can effectively comunicate with each other

device in the network. The present invention may be
Thisigzention aelatesitota naswouk of devices thay sommuasicatepeitheatie other via

'point to point" systemin which comunications occur
radlﬁgf%é@ﬁ‘%ﬂly two devices at 20 a time. In a point to

mul ti poi nt conmuni cati on system conmuni cati ons occur

bet ween one device and two or nore of the other
BACICGROUND'CHEHRINVENTIGN Ul taneously. A reliable

"point to nmultipoint” comunication systemallows the

creation of a 25°'shared network variable. This is a

variabl e which is known Lo all of the devi ces in _the
An rqfdeﬁeqestsﬁahsméeatw Praranging a sravp of devicpamdech

u S t wor k v abl e t, nust
compfiniatel\Fieh eabil B8 actiB HedPletiey BREPRkErne o] it date
betw RFAheRIRebsP PR6PRIed tHAt A He ‘d@{ric@%isethhm the range of the

simul taneously. If the update cannot
maxiinumh tameousicytions range of lehclotibeice deach devidertahhegfectively
net wor k recel ve the update,_ then 30 the net wor k does
compynigale Vi %Q@@%W@Jﬁ? ngverk || 11 1111 11H 110
ITHIII ~~~~ ~1~ 1 *000002* WD 2005/ 015751
PCT/ AU2004/ 001054 Shared network vari abl es all ow t he

The Prestinit ¥véiitich MY Werdsedih @' pPoast AnGRIPdiAt” system as opposed to a
“point to point” system in which communications occur between only two devices at
a time. In a point to multipoint communication system, communications occur
between one device and two or more of the other devices in the network

simultaneously.

A reliable “point to multipoint” communication system allows the creation of a
shared network variable. This is a variable which is known to all of the devices in
the network. For example, if one device wants to change the value of the shared
network variable, it must transmit a request and be guaranteed that all devices
receive and process the updated variable simultaneously. If the update cannot be
made simultaneously, or not all other devices in the network receive the update, then

the network does not have a shared network variable.
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controller. Al of the essential data about the
operation and control of the network is known by each
WOQB/WE7SIn t he network sinultaneously. The daPaTosdo®eo1054
updated by any device in the network at any tinme and
all other devices are guaranteed to update 5 their
Sharel i qh R e DI lloN 1 Benif of M ReBABA! Bhich SN fliRral
controllet. | &R of dusédsentibliednts abbar 8@ opdrhtite bnaCbAtIdRYF B Retwork is
central controller. A single communication action
knownédyeadh desire bt themetdork susultandveslyi. iThedatar @ houpdatad by
10, Tr.agéact' on.. A Transacti.o o&curs between a device

any deyicgi8 (R DERYerkatany e pndaliother dgrices axe guarantesddpatpdate
their @htaBBrdihBS P GllbwsHE kYfrS1 & ddvifesBiifin Hinetwork to be

ransaction-al so 1 nclu a sent from
simplified) sacieVRexibles @hd &ss chstly WhehlcoRgsatd Shith n@Re BHlsiRfvi
pas well as to each ot her)‘of t he transcei ver/ recetfa{yg?ga
centraeontwdler.n the network. 15 In this context, a device
which for a given Transaction, transmts the data to
be shared throughout the network is referred to as a

o . L er ] . S eh
A singlsl SR EBRYRHON AN Kok oo N Gt e deboes o Wik et o as 2
Transh@&i@s. A Tiah8ARfdH JQUrs BERVSLRa dé\‘icé\"(tgﬂilr\\/sgﬁi\}éilﬁﬁﬁﬁglﬂﬁ%r) which

that within the sane Transaction, a
transmitadadetorené orpwire dransegiver /recdivem sifithe dataaRoMaasg®ion also

il ifi g{aztl. In the next 20 Transaction, the transceiver
includesatp jent fram diedensceiver frespivers todhe tramsceiver/dransmitter as

well a8l BORT f AhE robBocleedrt GReseRece dn e mefteap as o

broadcast or nulticast), it is inmportant to know that
all transceiver/ receivers have successfully received
In this tenteat, a. daviceewbirhoioe a2fiven Tracattien/traentity e dwas tobé

uccessfully receiyed the data (for exanpl e because of

shared Hhfinishotit e RRGSIIkgS a8 e o st CEmar AveRransmitior” while a
. ' r h V,er.) . .l ot.her. transgeiver/ -

devick ISR SLARIGRAEIIE LR bR LB 038R

transdel vty egdey i Tewdll ¥e LS dePaNEd BUAGHRRIn e %8sktdiCa gi
data. 30 Such networks usually use a net ﬁgﬁ Coéﬁ%aglven

transcefrerd seceivdrtraay elsbdransanis an atknowlkdge sigrdilnin ted hod | S
chosen as a caonprom se between the transm ssion

Transpetionydhe fAnscerrr/oecsivannsy becmathebanewivgy transmitter.
avai | abl e and performance requirenments such as data
rate and sensitivity.

When transmitting to more than one transceiver/receiver simultaneously (also
known as a broadcast or multicast), it is important to know that all

transceiver /receivers have successfully received the data. If even one
transceiver/receiver has not successfully received the data (for example because of a
bit error causing data corruption in one transceiver/receiver), then all other
transceiver /receivers must be informed that not all of the other transceiver/receivers

have successfully received the data.

Such networks usually use a method of coding the data bits to be transmitted. The

coding method is chosen as a compromise between the transmission technology
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Commonl y used codi ng types include Manchester Coding
and bit stuffing. In conventional point to point

Vﬁ&%ﬂ%h fion protocols, a general procedure II$C1t/$U20%4/001034
ave each device transnit an acknow edge stat enen

sonme tinme after receipt of the data. This has the
devi ce nmust know.

v BE R phES oo s SRS B and Fomwivi.
CofithdflkuseB Bl GRILAE MERHRE B nd Bt stuffing.

rellaletransf e sane plece O
mul tiple receiving devices requires many
transm ssions of the same data, and a correspondi ng
In coaiveentionalepeint topoind nemmwsmomtmmpbrﬁoenﬂbrmgbmighplrociﬂare is to

ve transm s n of {he sane data to nmany
havree%fb deice GRETRL aprrekaowiodas waaeaksam tone ahe! receipt of the

i e

nuiBeE B rdcBvBhY GBGIcESWiRES tid ﬁebe‘RC&?tPhoﬁr & dltact each of them.
transm ssion. This approach allows the creation

Thestediabte wansfer &f tharsaatd piecadf dita toxmpeltipte Afceiiing degRes Yequires
conpl exi ity and 15 poor use of the avail abl e bandw dth

magy tf%ﬁ@ﬂ%ﬂﬂ%%é@.saﬁwr%mﬁ d acexespandiag yvait fosi em:ht 0

By g AT b T g o
maff k8Q &@%ka P&d BeailalebATHvidRIoE thé @&S#S{v.lﬁ':ﬁ:g‘t‘??xg gr{e%hum This

trans unreliable, and the transmtter w
appabheh also dedeires the tPdhsafiieteh &5 obdalin ahd btige datLabdwit®xactly which
devi ces have successfully received the data.
receiving daires anertaaseant agivem transmassion. Tads appteachdllows the
k vari.able nnat, be eated. The situation is
cred B etk VER e S ese bl it Gpry Complexty and
podiAUBELOTithah v Aildble baR@Ri@h FARE cOkiMinicASon neMilin, D
appreci ated, each device has a maxi mum 25 transm tt| ng
range (determ ned by design factors, including but not
limted to _transmt power, receiver _sensitivity,

Altgmativgly a pﬁgt ta ﬁ@)lgqp@ﬁm tremsg@gggn e bpg:@eqi itey ﬁx@psfer data to many

at. ] ons and chronisin cations i
reciB A B R AR R PP EEb P fmp durnus
ren866 thRdaf3! Fahsfes ﬁn?é]ﬂab‘l@ %ﬁftﬁé erar3AREr WP HBHBE V\Ofeeco determine
wi th each other. e
thtﬂ)\GShUwﬂMr&@mwgJHGQMQBa%wccessfully received the data. Unreliable

transfer of data means that a shared network variable cannot be created.

The situation is compounded when two or more devices are out of communications
range of each other. As it will be appreciated, each device has a maximum
transmitting range (determined by design factors, including but not limited to -
transmit power, receiver sensitivity, antenna type, and signal processing algorithms).
Communications, and synchronising communications is made more complicated
when some devices are outside the maximum range and therefore cannot

communicate with each other.
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The creation of a shared netvvork vari abl e is aI SO

i npeded by the occurrence of collisions between
WOt2089/&5¥3si ons from vari ous devi ces. Col | i Si OPET/AU2004/001054

adversely affect the successful transm ssion of data

t hroughout the network. It is inportant to be able to

A . [ S I h it
The cEEiTH of S e HehFRAC Biafle 105150 b BRT 15 Borlirbiied o
collisiofis Gefiveen taRsiisdisi frbhiearieiyd d&/ikdialollistons adversely affect the
transm ssion was interrupted, as well as informng
successfhbtrademisséon ofidathehrmighout thévattveorkolt 1B$m rtlaﬂs to be able to
curred. Traditignal nethods of reducing
detect &mqwcsp f a gpllisigry aand; deal weith H@@W@pnﬁ@hf [fuch appropriate

sctior sl e REAFHRBAE lrde s Seint HARER i esipRayes

interrd &N 4R ALhS ﬁﬂonﬁfn iR 'd@dlc@%(n{ k'tﬁatlg‘%dlﬂﬁon has
r each device |n he net wor For exanpl e

oanupailod of tinme can be made uni que for each device by
usi ng the devices' unit address (which has to be
uni que for the device to be un|quely addr essabl e) .
gl.e bit, so

Tradifighgl Fethaf B iing bk debhpéd of foliigns tncline menitering the
medngﬁxf@ ?éﬁfo& Blet 'B% Ile andriiEdin lizlc%lhe S% ihe E?{axﬁd in its

t perlo ever warts rtes

transmissicrt By eithena smddmr;gar{ofm @r atpeeiod draime eNatGe snidud for each
see this transm ssion, receive it, and retry their own
device Flaﬂﬁﬂ\%‘é’?@‘# Heor exampler this peyiod 26 tinm earsbp mzatehunique for each

n|f|c

R T T S BT S e
SO
umqn%%é&ﬂfés@ﬁﬁg% & be a?eé‘gg‘@f?n% ﬁﬁrﬂo‘?} %ﬂ?g%u{ WY S that if

ICéS In ent networ

severaldibvises wish tosta teBbs a6ty atteh@cﬂy gesimé thhé}nw‘il‘l) then wait
rovide a systemand protocol for 25 inproving the
for ditfgrant me@mdSoWQndmm aypitkcthieshortiest time REN stArt treasmitting (and

ni catl articul.arl the event of a
the ot TR GIcEE Wil 3 it BRSO uhieeiff ipnd retly 4ot Gwn
transthi{BIBHASS | RE8StimeMVARY OF THE | NVENTION 30 Accordi ng

to a first aspect of the present invention, there is
provided a data frane for 4 -------- ----- -

This approach significantly reduces the likelihood of collisions however, is not fail
safe and is not necessarily appropriate when multiple networks are used in which

devices in different networks may use the same address.

It is an object of the present invention to provide a system and protocol for
improving the communications between devices in an RF multicast communications
system, particularly in the event of a collision occurring between two or more data

transmissions.
SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a data frame for

4
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WD 2005/ 015751 PCT/ AU2004/ 001054 wuse in a radio

frequency conmmuni cati ons network, the data frane
woslosisigs data that is coded so as to be per%ﬁﬁgzoﬁ}l/omoy
a device receiving the data frame, as a collision

when the device is already receiving data from anot her

use A fftia RreERREL DR Cr B M BER S se bdradinEliin data
tha¢ @ dddedasd &elo fe¥R el b Pt Pite %ix}iﬂﬁ g}aé agfalofazglnﬁg as a collision

frequency network of devices, the net I nc

when déne device igalkready seckiving ddevfrom arother sdurdat a frame
according to the first aspect of the present
invention; 10 transmtting froma second device, a

segond, data frame according to.the dat frame of the
AcGHIAE 13 a8onsk ASprgt Of the aEsant iR vAMtioR, there isiBradded method of
; - whi |. e
deleGe o CRNRIGFBBRER i PahaifisSfEeR I 3 R kAl Hefrork of
deviess thd nethied lhdedingnce as indicating a collision. 15
According to a third aspect of the present invention,
t hefransmsitingfremaa first davise, afirandatactraineracegstingnto the first aspect
at l.east.three devices, in use, the first

i ncl udi n
deV?'c eP&?%ﬁ{&M‘Y%“téP% rst data frame according to a
fir t i 10 econd,.
e TEnRRERE i IRcBA T HElce; LUt RarfF G 4Pging to the data
frainelcftth@ $ipsiclspeét dffthe P&@@%ﬁhv&ti‘oﬁ\/&ﬁ@' on; and a third
devi ce receives the first and second data franes and
detdetesting heoded dataistqence fronh thessecond daed Frafrieawhile receiving
v%,hi I& receiving the first data ‘f_ra , and recogni ses
thefifst data frampanihrecogBising the resulting data seguenceasindicating a
col@%Seri ng to a fourth aspect of the present invention,
ere is provided a transceiver 25 for use in a radio
comuni cation systemincluding at | east two other
transceivers, in wuse, a first of the other
Acqording t & thizd mspert of the présensinvdntion fthareisgrovidiidraradio
a first, aspect .of the reseng i nyention, an tge .
CORRVIGHER! terpdndludmgent leatid ViGeS, Ky Wies Hiq Hrsh device
r ' first . the,.
trafS A0 151 Bl AR 4 Brdt pplitiof BEBRscR jVeRtion, o

secbRd elevidedrinkmitos eecctrl dathlffithé AecoraiP S £Ififs? abpEARf the present
while 30 receiving the first data frane, recognises

invehtioncand aithigd dlevacesreqeivas thedirst and setondgdata frames and detects

the coded data from the second data frame while receiving the first data frame, and

recognises the resulting data sequence as indicating a collision.

According to a fourth aspect of the present invention, there is provided a transceiver
for use in a radio communication system including at least two other transceivers, in
use, a first of the other transceivers transmits a first data frame according to a first
aspect of the present invention, and the second other transceiver subsequently
transmits a second data frame according to a first aspect of the present invention, the
transceiver, in use, upon receiving the coded data from the second data frame while
receiving the first data frame, recognises the resulting data sequence as indicating a

collision.
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According to a fifth aspect of the present invention,
Wot0ev@s78g provi ded a conmuni cati ons protocol picaraureeooioss

in a radio frequency network of devices, the protocol

having a frame including; 5 a first time slot for

transmtting data; a second tine slot, after the first

time slot, for transmtting a first acknowl edgenent
Accoxding éo adfifthaspedt ofthespresentinventiohethessisptovided 1 ot |

for, transmtting a second acknovvl edgenent state; and
commygrigafigRt PFtOFAkfos use in aredip frequaney networiobdenices, the

[ | lision indication. According to a
prOtO%QF%%gtﬁefg?mgf @ngﬁﬁ ‘esent invention, there is
pamgg@ﬂ\e&,wp@r(@m{gﬁmmg gahi on systemincluding a
transceiver/transmtter,” and at |east two 15
t naacwel tiord slot aftee tise fird eineé siot fer transmitting a first
transceiver/transmtter transmts data in a first
acknqwiedgement stateihe transcei ver/recei vers, and wherein

upoey. I dat a ch of . the transceiver/
Bt 3ffe Blatcddfe icha et fonimuibine pisesend o
ackndv{aleaﬁgﬁ-@g@gtatté Ngngl ot, after the fi rst time slot, a

second acknow edgerrent state in a third tine slot,

ah ffeunrthiims ehﬁfﬁftdrl the thir@ttim@Elod, 60 tlahsm®ine a collision
acknow edgenent in a fourth tinme slot. 20 Agcordl ng to

_ indicatiogay ent h aspect of the present invention, there is

provided a transceiver/receiver for use in a radio
comruni cations systemincluding at | east one

AccordiRg) 86 &isk@h ds gé@crb‘f'ﬁ\é b?éseﬂ[‘ﬂ'n/%%rﬁiloﬁaﬁ{er@ E%r%‘zhc?erd a radio

transcei ver/receiver, 1 n us

comnturdostimi systémeneluding dRedhseaver it @l PAdked: thid a
first tine slot fromsaid 25 transcei ver/transm tter,

transc@i“feﬁé Feqell%&ﬁv{ngfean the gana@wmgg@nmum datazin a first
after t first time slo

time JACE e etdlleeiiel ecivi and Susrein “B‘P%f"é’e’rm "o the diafageach of
the triﬂd&&vfélr Pi'eceﬁ’fetrﬁetﬁg? eRRGCH rdt! 'agﬁrléwpetgl getent s y %t? M %end

col I'i si on acknow enent state in
time sidtpaftenthecfirst biend ﬁbt G decomrd atliowledgement state in a third time slot

’

after the second time slot, or a collision acknowledgément in a fourth time slot.

According to a seventh aspect of the present invention, there is provided a
transceiver/receiver for use in a radio communications system including at least one
transceiver/transmitter and at least one other transceiver/receiver, in use, the
transceiver/receiver upon receiving a data packet in a first time slot from said
transceiver/transmitter, either transmits a first acknowledgement state in a second
time slot, after the first time slot, transmits a second acknowledgement state in a
third time slot, after the second time slot, or transmits a collision acknowledgement

state in a fourth time slot, after the third time slot.

According to an eighth aspect of the present invention, there is provided a

transceiver/transmitter for use in a communications system including at least one
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30 According to an eighth aspect of the present
invention, there is provided a

W@ 200868d78er /transmitter for use in a communi Cagd-PRE2004/001054
systemincluding at | east one 6 WD 2005/015751

PCT/ A1J2004/ 001054 other transcei ver/receiver,

. transcejven/ .t miter trapsmits._ .
o PSR 8t Sl B oLt AR Mg BB
dat@ackeBmSE At $imé 5106 8 MRS atdBsktlofe HratRSeivet 11B8Siver dhd $dceives
acknow edge state in a second tine slot, after the

eitliérrsfirst aclenowldgerstate dna seosndrtifre sibt, tfter the first ime slot from one
transcei vers/receivers, receives a second )
or g¥Ka efthedganscaivess Areceivars re®iveasiarsgcondracknewledigenent state in a

thifq Grcaipt e D storik b 10 el oARommaet pf Gieon
tra{‘?ﬁ@?\gﬂ‘{( F%gﬁg?%:orﬁ%ééiseé 2 Bl ddkn W%éh&tﬁt #he8h o f3Girth time

romone or nore o

slot afwastie thixd/ tihe slotefrom o€ 601bire 8f the RandceiverAsReiierf
the present invention, there is provided a 10
comuni cations protocol for use in a radio frequency
networ k of ,devi ces hge rotocol having a fra
ftae pr

Acsorhing g i FBECH R Giveriidhs fefe fpraaned aa
corhiiCqtidrs BroRth foracih 4 B0 Hefhehdy et ofid¥vices, the

AbtAaviieg & FErel iddi@ing Pirst kidke §16t forNedAshiikiigy Hhe, d
prdata transmtted in the first t?rre s| ot andmggfour?l’sfemn

timiej shet, g ftor thedfitse timendot, or thdicatingsd wepeaf flagadridatingd time slot,
acér%ovw edgement, of a 15 coll lsi&r%‘%etween two _or m)i[ie .
after hiesierand He Slak €O THERGSRYLng tidnta tigeemitied i ghe first time slot

anBS 05 SO LA BRIk Bingeent of

colESiearbbtivean $weiorehof iaRsmiseiees! er, the first and
second transceivers being separated from each ot her by
a 20 distance greater than at |east one of their

respective Xi mum t rgnsm’ ssion ra\n%eﬁ{'!’e } and.th .
AccQIginag &9 a fenth@speetafdhe PResshiKeation, Hiere ;ﬂsfgltovaﬁ%ﬁ aradio
corﬁﬁﬁﬁﬂ?aﬁ&f%?‘s‘f@r?‘iﬁ&l?ldmsg‘g }r6t t@aﬁh‘?:gﬂe’i,eacé‘éckéhﬁ%a‘}%%év‘éf 2 a

one of eirther the fir or second transceivers, In a

repeatet} tid fifet ahdsecdritbtranfRaées beingephisted ffodh eaéledbther by a
flag in a second tine slot, and then in a third tine

distanwe greates tharsat leasturesoftbeisirespictive niaxifum transmassion ranges,
lot. 25 According, to an el eventh aspect of the .

and ik IRREAHST e Pt eehiaterTediplalpr dRe A espentdranseeivers,

wheéréin'dbdh {e%giv‘?né SHﬁfEbﬁf&f\é’Bf SR B KRG HLeBShfrah§@Wers, in a
WO transcelvers, e a

first time slot, the repeater transmits a repeater flag in a second time slot, and then in

a third time slot transmits the data received in the first time slot.

According to an eleventh aspect of the present invention, there is provided a repeater
for use in a radio communication system including at least two transceivers, the at
least two transceivers being separated from each other by a distance greater than at
least one of the respective transmitting ranges, in use, the repeater being disposed
intermediate the at least two transceivers wherein upon receiving data in a first time

slot, the repeater transmits a repeat flag in a second time slot, transmits in a third

7
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| east two transceivers being separated from each ot her
by a distance greater than at |east one of the
wOorsspesrilve transmtting ranges, in use, the repeaiRt4/001054
bei ng di sposed 30 internediate the at |east two
transcei vers wherein upon receiving data in a first
: rs : e [ .
e e S ek VR ARASIER: SRERST, At Prh s I o/ Budth time

slot, azeaﬁsmww?@m&m@maﬁs ddciiBred Bltweb A Bwdranore
received in the first time slot, and then transmts,
transprdssaomsurth tine slot, a collision acknow edge, if a
collision has occurred between two or nore
transm ssions. 5 According to a twelfth aspect of the

. ' ' ' rovided a transceiye .
AccoRSS351s MR SLGR o U6E BrtbaP LG, Bt ARG apramseive
for udedins radli6 cOiiRiinichBOR SP4teRT in%ﬁﬂiing ak RRSPOSE otHel Transceiver and

transceiver and the at” | east one Other transceiver
a repeatendhe dtaasetiver dndthe atdesst oneathéntransieblea bempiepateted from
than at | .east one of their respective transmtting

o
each 9%@ by a distance greater thanealeastiasrenf theis pespegtive transmitting
i ' t ' .and th 0 | t
g 1 BB A a3 888 e
least bhé@BtHerAarisbaveERFREBIN u?ﬁn rb&¥yi gﬁaofl&} F‘H ﬂ%}@oﬁ{ the' f¥peater, in

transcei ver suspends further acti
the seconddiee skot, thedrarisveivef saspenks fuethen&ion intiPthiehi-drthceiver
Lt slot, data that was_originally transmtted by
recelwg%m f?l@ Aepeatere ipa fhirditime §E@4 data that was originallyrteansmitted

by 0 Pl R51008 L WErSSOB FBhRl ol Bef ST e o

provi ded a radio conmunication systemincluding at
least a first transceiver, the second transceiver and
Accorgling pe atthirteentie aspacs of thepeesenvieveatidn ttheresie peodided a radio

transcei ver being separated by a distance greater “
Com“}‘HHﬁa%o%ﬁ&%tﬁ%ﬁPFﬁ&‘h%&%%aéfrﬁ fisstgeansreiyer, thaisecopddraisceiver

i n bej ng_di d
and a rBBed el IRER T nack V8 SEATRE Shonti BandteBRE beMmeseparated by a
distarfd Gres 2 thatP® Pd>x8SRInR trabnAsidh faltdLOSTISRY Ble %ﬁ&‘[@ the

first transceiver, the repeater re-transmts the data
transaeivgrsthegiepeater beingdisposedtinteranslistethe firsteidededond

F)on recei pt of a data tfransrri ssion fromthe second

transce TSP abUPRR Eedetit ol atpdransyission ian she fisst deansceiver,
the rebbARP T Fdrdhily M dalf vakk Rssl GPRDEF fetinst raARsdeR “wherein,

ransmts a a sequen

upon kERISCES ¥ QtaltParlARSLBn AN the BedBrRBIraR bl el bBRIrE Tfie rdRater
retransmits the data transmission from the first transceiver, the repeater transmits a

data sequence instructing each transceiver to ignore the transmission in progress.

The system and protocol of the present invention have many uses including

applications in controlling domestic, industrial and office appliances.
BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows a data frame structure according to the present invention;
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The system and protocol of the present invention have
many uses including applications in controlling
wabroesisest i ndustrial and of fice appliances. BRIdaFAU2004/001054
DESCRI PTI ON OF THE DRAWNGS 30 Figure 1 shows a data
frame structure according to the present invention; 8

FiglfR ZRUHCONSL5 PETLALR004( 00454 . BLOULE, 2 ShoS. Bk a irt

rative exanple ces

devitd Hradshithing a 884 SRekbf S18BUE 1,09 @ data packet of
Fi gure 1, i gure 2B shows™an il lustrative exanple
Figuir¢ 2Bahowsandlldstratiee exanpld withngsetoddidevigaekeimitling a data
Figure 1, and causing a collision; 5 Figure 2Cis a
packebphligwiradr and eausing agellisipricket s transmitted in
. Fi es 2A and,2B: Fi.gure 3 sh net wor kK devj.ces A-H
Figgrd ¢ g ingtam ol e defagrackets ransimitieg 16 Higwis 44 and 28;
: r G2 _a.
FigR SR e bR, LERLS AETARCRIIR ahfor Bickt REREGHLs, 1.0

Figube4 shbweronepietivoek brdhitbeture 2eeording bea pivfered@hbodiment of the
the present 10 invention; Figure 6 shows a frane

presentuiswvengoniccording to a preferred enbodi ment of the

. present invention; Figure 7 shows a yepeater and {wo
Figlie sBamodhe namﬂggwtg?planﬂé%fﬁ indhe PRy gnmgnt ofhe present
inv@{-lﬁgﬁm i nvention; 15 Figure 8 shows a franme structure

used 1n the configuration of Figure 7; Figure 9 shows

Figtur &6 8hetwsedraink wetuetereticcdrdih g 6 PrifirredEstnbBdimést dfthe present
the present invention; and Frgure 10 shows parts of

invehgohSO 7 | ayer nodel in which certain functions of

_the ranscei ver device of Figure 9 are perforned. 20 _.
Flg}xrfahixpwefa TopSRier PTG e e dispeers ENp ccording to
theﬁ%r%?{r?tiiﬂgeﬁt?%@n aspect of the present invention, any

sions thdt occur, will be
Figure 8 shows a frame structure used in the configuration of Figure 7;

Figure 9 shows a preferred structure of a transceiver device used in the present
invention; and
Figure 10 shows parts of the ISO 7 layer model in which certain functions of the

transceiver device of Figure 9 are performed.
DETATLED DESCRIPTION OF THE PREFERRED EMBODIMENT

According to an aspect of the present invention, any collisions that occur, will be
detected through the use of coding of data frames transmitted by devices within the
network.

There are two types of collisions that can occur. The first is between two devices,
which are in range of each other, that for some reason started transmitting data at the
same time. In spite of various avoidance method techniques traditionally used, such
as monitoring the medium before transmission and staggering the subsequent

transmission of data by devices in accordance with each devices’ unit address, a
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detected through the use of coding of data franes
transmtted by devices within the 25 network. There
WO 30B/05B1t ypes of col l'i sions that can occur. FPOA&AU20E1001054
is between two devices, which are in range of each
other, that for sone reason started transmtting data

colhsléft nt\ stil$ 808t 1 his rkgsﬁ i 3a7]9ftréi'%5ﬁ|%§1§n§%ﬂh %g@ﬂﬁp each other in

d techni ques t tionally use such
time. nDnltorlng t he nmedi um before transm ssi on and
staggering the subsequent transm ssion of data by
devi ces in accordance with each devices' unit address,

/01575 PCT AU2001/QQ1054 col | j si on may
The °§FF ?YP%BEEFﬁES'PH' gng tiaad is %eggteg)' 12 QFrtEi isdn éh%cwq where a

devicENEIAAB EARIAEL d et WEPiceT BRI SRl sopare
networRe A@98s W6 bF tilese eBRBHES oR @RAMPIE sbﬁﬁ@é@n&es@@ﬂpbé 8lose to
ot her devices distributed over several separate

each othenfervika thmglmm:difﬁmem‘ logivat setveorks) Whilewthexdeyites, may be
sone devi each other (even though

es be cl ose .t
out of; rﬁ“&? Pt €3 tthB i they aFPePﬁbfflﬁéi}Y lgented ajrapposite ends of their

qﬁ;é range of each other if they are
respep ysi cal ?y Iocat ed at opposite ends of their

respective networks. 10 This arrangement will have a
hi gher probability of collisions occurring because
This anuaingieprient sdillileave astigher prababiliy afddilizions encefrihp besduse
on different rfetworks) and can therefore begin their
multiplg dewices ghare thesamesadslressievgnithowgh onydifferent metwiorks) and

cam o BRTEHE S o SR e e BG5S, Eifemore,

becau§@drhé deved vl wrdfegngesm dther, §84Al be maore dif difficult to
transm ssions fromthe spect i ve devices wl

detectdhat ¢allisidns deve pecumed bessise dhe datwotmenanissides ifoan the
sj tuat ed be];m en t extreme devi ces, and which
respectjvg C@ﬁ"t‘?ﬁsﬁ”’r i aﬁ’d%—‘ﬁe‘&b’v 7 aese gases hayuevar; deviges situated
Lecen nd thj fact C t aken
ekl LIS AL 4CR SRl eI bt Ffle SERP GRS
detectQBé %olliéldr@edtftﬂlﬁg &gﬁ%n anldethiY £REEIN bé t’a‘ﬁe}u‘ dVantage of to deal

dresses the pro
with the collisions.

Going back to the first case, the present invention addresses the problem of a
collision between the transmissions of two devices within range of each other in the

following manner.

According to an aspect of the invention, each data frame transmitted by a device
includes a specially coded portion, preferably at or near its beginning, which when
received by a device that is already receiving another transmission, will be perceived

as a collision.
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collision between the transm ssions of two devices
W thin range of each other in the follow ng manner.

woiwaeidHi ng to an aspect of the invention, eagh/ARb# 001054
I

frame transmtted by a device includes a specially
coded portion, preferably at or near its begi nning,

. which when received by a de\cl?lnﬁ'e that, is al re?i%{qj .
Figurecbshiowe an syemplary sirichizesofaniranye 10 ipduding aidagaipogtion 11, an

a I S| on. 2005/ 015751 AU2004100105 .
ackfip e P ARone a5 ngr L Py don Lo, ERRBIH e 10 glyo includes
an’ie?ﬁépddlg”ﬁlﬁgéﬁltﬁo”i on 11, an acknow edge portion

12 and a coded portion 13. Exenplary frane 10 al so

i ncludes an "end of data" nmarker 14. 5 The frane

structure can be used in an exenplary network as shown
Thej framegtiustuza capbe used inmnsexermplpreneyeorknsghowm i Kighee 24, 2B.

i G R Y R B e St Reap
mclﬁﬁYx‘leg Eoded pOrtidH 3 artd WY& g&‘%iorpﬁ"ég% @céﬁeﬁ%y &‘éJi?@é}’ In this

Fecer vi ng anot r transm-'ssi on ana upon recelr’pt o

situfatibs} dekit@Cfis aveaklady eetetiing aRotherwrdrsmigsien andagssh receipt of
portion 13 and proceed to 10 process the data 11 i'n
firstdata framed 0 foom [deyidech, wilhignoga soded portiony13 ard proceed to

propy Bl | e diaee A fof Stise 78Sy Qs e dranggission of
T T e e

shown Bl Figaey 2B od@iivd Qovilbdiriderdydetcdt codingipdrtipArnsefrss data
coding ~ portion 13" as a collision. A timng diagram
framne[105and sinag it ik jalready meceivingi data framre 10) it wilkpgroetvex@ding

Upon det ect{.on of the coJ.lisio device C w |

.. .
POTERR 1o ab A €8 iskTb A BIRE e RryUinsirating thissleetionds shown in
Fig@?er‘Zéet ect the end of data marker 14' of the second
ransim ssion. At this point, device Cwll send a
col lision acknow edge indication to device B which 20

informs it that data transm ssion was corrupted and it
Upen elgtattionad tbie coldisipay depige kewill coptineetorecaiye thagpHigled data

N X TN
WAy RER om0 Ay D whic
infoyrhd it kR@vdata transmission was corrupted and it should resend the data packet.
Device A, not having received any acknowledge signal from device C when its
transmission was completed (because device C was still continuing to receive the

data transmission from device B), will treat this as a dropped packet and will know

that it will need to resend its transmission.

The example described above assumes that the transmission of device B was
completed after the transmission of device A however, in the case where data frame
10 of device A’s transmission is much longer than that of device B's, then device C
will detect the end of data marker from device A’s transmission and device A will

receive a collision acknowledge signal. Device B in this case will not receive any
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that it will need to resend its transm ssion. 25 The
exanpl e descri bed above assunes that the transm ssion
WO0HE7de B was conpleted after the transm $HT0AU004/001054

device A however, in the case where data frame 10 of
device A's transmission is nuch |onger than that of

acknE@IddiR 0B sigr¥® And Wil ICAsGmethhl itd Abefba 14(?;? %%&Eﬁgﬁfﬁ\d will

marker fromdevice A's transm ssion evi ce

try tog@send éisdatalatex. | i si on acknow edge signal. Device B in
this case will not receive any 11 WD 2005/015751
PCT/ AU2004/ 001054 acknow edgenent signal and wl |

In thESRREY Ry U LBR AePRpe R anfR pephf RRerp bngattecriuel)
s Sy LA BopS Sy il B, SRR oo
occurone of three outcomes will occur. A The data being

transmtted in the two transmssions will collide,
and device Cw Il eventually detect a collision

STYYe dh oo TR REER bt i B el coide,
ARG PN SRRty Retbt d cHRRECRMAE ThHs Fihbcafsc there
et s bl g ot aag g tWoRiAREACaMS being WahERitted by
t e pre devisesmhick wiill begertrived byidevice Qasa coliision. This is
RbTreR defenditenuhe deatiereat hat vBongh damAdiarene st
hoveueh EARfe st DERRRIBA 00 Pl T aut i ol ent

corruption of the data streamso that the device C
wll respond with a neg?tive acknow edge, when the

| ast off 20 fhe dalpfrem the tempackats vild colidepbpt deweide A does not
dayi nd wer e th sending data strea of .

SEIEFS DUBNG, Fo Bl Belh tidfeis ool ensigh date differences
Wobtwé LR EndHRRS! a;,ﬁs.-n - isi

devi ce Cﬁig\rﬁ,&vmﬁl I r%té‘l 'rbyh? ¢ ? ?112? g&?(\g{sl%gg ﬁeve r éﬁ%"ég iQ Hgslon),

| hoerever,fthé oakigidn by result in sufficient corruption of the data stream so

that the device C will respond with a negative acknowledge, when the last of

the two data transmissions is completed.

If devices A and B were both sending data streams of exactly the same length,
then both devices A and B will receive the negative acknowledge back from
device C and will retry their respective transmissions later. If however the
length of the packets of devices A and B were different, then the device
sending the shorter transmission will be waiting for an acknowledge signal
from device C while the other device is still transmitting. As the first device
does not get any acknowledge signal, it will assume that it has a dropped
packet and will attempt to retransmit its data at a later time. The device
sending the longer transmission will eventually receive either a negative

acknowledge (if device C could detect the data corruption, and detect the end
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25 length of the packets of devices A and B were
different, then the device sending the shorter

wo aosoisssi on will be waiting for an acknow ed%ﬁh@[ﬂ&lmomsﬂt
fromdevice C while the other device is still

transmtting. As the first device does not get any
nal assu that it_has

grcg?g %g%g@iéfofdﬁ &h%i,ﬁtf} h;)g‘lil%té_rm?r 5 waétrzcgwkqmteq? lby device C,
£ Ryile Gt abliiBilehns 4 M 18 A2 AR AR fnus

aclagayhe dB& itd padeyivas dropped dnd %iﬂ%txy@s H2hnission later.
corruption, and detect the end 12 WO 2005/015751

PCT/ AU2004/ 001054 of data marker), or if the end of

dat a marker ﬁg&l not detected by device C_ device C
wi [ not- ackAbthieddptransmgitiers Rgth send exacliithe sage data at exactly

andhi Bt (WRico B Mgy Bl REFIEY, R KGR R missions

ATy okt 07a gl ey R dhona

pr aevieed andBwithod positiaa ackitewwdgmetitiandae cHelevideadtill then
by device C as _a single transm ssion and will respond
t 0 asglemp thatAtsdnta bagbeen sueressfully dranskritier eggmeneived dwhich it
ea%{ja device will then assune that its data has been
su §SSfuIIy transmtted and received, which it 10
has. An exenplary codi ng system which may be used in
the detection of collisions is as follows: a ZERO bit

An ekdrhphey @odﬁ? S6tan wikith ntdy baused Anthe ddiedidalNf dolkisions is as
will be coded as an ON, OFF pair. Accordingly, a

follewki i si on between the ZERO and ONE data bits will be

det as_.ON, ., For a.collision of a

o ROPEROE alTba setled oS p i i am s o - o o
G:F@)pgj LWadi [ ' lision foll owed by
a ONE |§h.twAmé%l iﬁglag%aggblglf @nfg:lﬁ%l e consecutive bits

foll owed by normal data bits, O\, ON, ON, ON, OFF, ON

woul d_indicate two col i d%glg bits followed by a ZERO
Accprdingly, agollisipn bgppearciheiROrnd @bitedatatits wil be deteated as

always | ead to reception of the. air. This is. .
ONZOlFY ot P 4 FiliRan 8ha Singie BisdPigwed B itumei et bits: ON,
ONOOIN, BFF dfuld indicate a single bit collision followed by a ONE bit. A collision
of multiple consecutive bits followed by normal data bits, ON, ON, ON, ON, OFF, '
ON would indicate two colliding bits followed by a ZERO bit.

It will be appreciated that detectable collisions always lead to reception of the ON,
ON pair. This is a violation of the Manchester Coding system which can only encode
the ZERO and ONE bits as described above.

As will be understood, the frames will begin with a START code and an END code,
being frame markers. These are also done using Manchester Coding violations. In
this case, advantage is taken of the following facts:

- A coding violation (ON, ON) followed by a data bit (ON, OFF or OFF, ON)

indicates a collision;
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25 the ZERO and ONE bits as descri bed above. As w ||

be understood, the franes will begin with a START code
wOa29a5/en37dND code, being frame nmarkers. These mMrmeA@do80001054

done usi ng Manchester Coding violations. In this

case, advantage is taken of the followng facts: 30 -

A codi .viol ation follaowed by a .data it

(ON, A iy 9 30:&@9,“9@?@9&@}% Biar¥ spUiisorgse ON, ON)

2005{sQtpdolRs5HAU2004/ 001054 - A coding viol ation

ON, followed by nore collisions (nore ON, ON) is
Howetveér, in thecinstangé ofia cbid iblation (ON, OMytfelle®edibypanother special
. . coding violation (ON, fol |l owed by anot her Speci al

viola{ipp (¥ FeRFFirthis canmpt everieccumdne to avellisiem,wor dhestotacallision

collisi a collision 5 f valid

n, .or .due_t | owed b
follof @ By At bt 1 2 c55c, e elionine NG ORGOHAGT fused as a
drs ¥edss tected, ,the .. .
lead-I OGS RMcRectod e kikeiver e B S0 Flarkr fidicating a
specishlagieahbédiledeinihe dadainbding tainsRAME L INBelshaNeledi
P I f ?he sequence is foll ovve% by the pai reégg, é‘gﬁtl%?&iowedby
the ppis (PERIQN 15imlikaterSEARTEOF FRAME. dé theesermiense isfollowad by ON,
by. Qb it dhdi cates END OF FRAME. 10 The
OFF%%‘&@E‘??&%%’E’B@%W, OFF, OFF, OFF and ON, ON, OFF,
OFF, ON, ON are illegal. According to another feature
of the present invention, which is particularly useful
The sequed&siipdate the other devices in a network or
di stri buted networks, is the feature of the receiving
d&MNcEON, OFH, QIS @ER, iOKF and O,aDN, OFF, GRRE ONNON he illegal.
initial collision between the two data franes
transmtted by devices A and B. This signal will be
j V] within the range of deyice
AccoRSGTL UMM eALREEy ARIAEHULH Ml AT B e I8 SEert o
update thiessther dévicesing: getirk drdistelbuéed ndhi bR, iHRE Feature of the
.respective ranges. In this 20 nmanner, all of the
receiagiderice(Q) hransmitigwsignel upos tetdrtingdha énitial kslligiohlbetween

the 67 dafi Baies s B eviies P 800 i 145 sigmg! wall be perceived by
other\%éﬁ%e%t ié?ﬁgl)tﬁ? ?éﬁgen &ﬁié\g{%’& a%fa croqﬁggn%dt &%sg celg\lri%gs x%tlll in

turn, transmit the same signal to devices within their respective ranges. In this
manner, all of the devices within a network or distributed networks will be informed
that a collision somewhere in the network has occurred, even those devices which
may be physically located well out of range of the device at which the collision first

occurred.

In practice, device C, upon detecting the initial collision between the transmissions of
devices A and B, will stop receiving for a short period of time, transmit the long burst
that forces a collision to be detected in other devices, and then resumes its receiving
function. When device C detects the collision, the detectability of data after the
collision is interrupted, so from the point of collision detection onwards, the other

thing that device C tries to detect is the end of frame marker. It will be understood
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occurred. 25 In practi ce, deV| ce C, upon det ecting the
initial collision between the transm ssions of
wieuioses781 and B, will stop receiving for a shoardr/auz004/001054
period of time, transmt the long burst that forces a
collision to be detected i n other devices, and then

thaf (8 4550 o1 5k Saer GRyaataivRye be rcogais e E e ot
hover; &4 CWINEIhEPILRca Il REHAE PO NE O
CcoO ) e o

1'sion ectl onT onwar er 30 thing that
devi ce Ctrles to detect is the end of frane marker.
It will be understood 14 WD 2005/015751
'I'hemjlsl theabight possiisility et duringethe pefridd: efbeamsanissionrtey dewite C of

e LSRR bt LR T ey v
or V8% RSBt e 08D B 0P A8 s cse
the %ﬂa%ﬂhsm&h iR E\@t BE aeﬁt@wmrg%a fantd will B@réggtgé&ta %g Eﬁgd packet

device A or B (which ever “transm ssi on

by thieldeviesrarsadtting the\packets. anldnedchi deviaswill attéh&pt to retransmit
transm ssion will not be acknow edged and wil |

the datmatrelaterstagadr opped packet by the devices
transmtting the packets and each device wll attenpt
to retransmt the data at a |later stage. 10 Figure 3

Fig@ft®ysh s Sﬁ%ﬂﬁlnglﬂ ilthateddicit bP’Fhr@é nEM(FxT(g REHhRR! \lﬁr'fllle separate,

whi ch, while se nost work 1 n e proximt

mo$towericin doseproxidat okadh ottwsi Neswork Heotisists oﬁdeB:ceéZA B,C
and D while Network 2 consists of devices E and F.

andNetwikil Netwerks 2 sensists of devices E@ndaRdNetwork Fieonsistpefidevices G
ovye,, if. I1ision curs at de

and RS destriGord Shoven 1 odlEiGOh Hefins it eV et fogh tramsmissien

« - A t

b pCORDI 009 BT SRS o i wou

receivedby delvicesdhged EbeateuseD aid Bovaudibe withircthefrange of device C
Netvvork 2 and_Gand Hin Network 3. will not receive

howeyes, deyign Kiin hatwiesk 2amel/G and Hdn Nitwiogk §ev ik nefesgreive this

[
sigrifL RET o DY ab6 PREST e Bt HBPire & i BB ao e flantionpes the
collf¥ibh silg?lal Hobh féwiee @ is rg&x?edSb @fce@'dév?%ﬂﬂ ﬁilgi?uatlum transmit

upon receiving the collision signal fromdevice
a siistilag leollisidn sigaabigperc texdiving dise caltisioh sigehl Erorﬁldiavlic&r(t which will

be ge(at\e(i:tgg b%f (\il\éxlilces%l‘ gnod %?éi?r(t:itlartl)lgede%?clel II*Z %ﬁ’ r:]ils?)i (gentgcl:t the collision signal
from device C as device E is within range of device C and will transmit its own
collision signal which will also be received by devices G and H. In this way, the
collision signal is propagated throughout the network until all devices within the
network/networks have been informed of the occurrence of the initial collision at

device C in Network 1.

The principles of the invention will now be described in the context of a particular

network structure which is the subject of two copending applications.
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fromdevice C as device Eis within range of device C
and will transmt its own collision signal which wll
WOR089015&1Ir ecei ved by devices G and H In thispeayavgo1os4

collision signal is propagated throughout the network
until all devices within the 25 network/ networks have

An R PIAE ROTE e A AR KEDN S oy i I i e nptwork
200 i$ A derPRbPRodE 1, AN HENGERE ) PRfid Bhck @[%ﬁgeégggfge%&ces and

a particular network structure
may adt asvioarsnpitteds agd Apleteiatising giden LomMRURRAGHR T2 shetion. The
PCT/ AU2004/ 001054 An exenplary architecture of a
netwagh of} payconmpupiqate withethernefworks 281 vialgatereayai &
200 is made up fromnodes 1, 2 and 3. Nodes 1, 2 and 3
are transceiving devices and may act as transmtters

[ ' ' iscat o sacti on.

The O8N JLERRL O3S phoft BRRORTIRLER! LD 0505 Hyddlt ana
some28rminidlogp icomimdhGuith tilfteudedd . ' i '
pr_esent‘lg%venti on i s based on t)ﬁgqsgﬁgp?gyg{)l%gelpthe

preseahinverdion is eonneationdgssj meaningohatohte 4 bingledatd thahsfGas

tak ’JR?'% g(r:tgt ocol used in thei g[ esent jnvention is .

akenpiare NI ROLXPReMHPA #f pAdItion/ &elated dafadransfers either before

or aftbf ansfer has taken place, there is no expectation of
additional related data transfers either before 10 or
after. The protocol nodel of the present invention is

based on the 1SO 7 [ ayer nodel and is shown in Figure
The psotguel magsiel o the presentiipvention isbased ont the 180dtayeeavide] and is

r.ot qgcol er as a virtyal connection to the
Showgdﬂﬁavf&#-af(%pqxcam%dwmbweﬁlﬁw twe ragdespeachquetoctd layer
. ata.provifded by.the.layer ahove,
has 38 HFech B P ufEl PR A5 0e Lot G 2B e s,
each laget tallesidatopraviied bérl't’ﬁ‘é layler @bfve At ftaslafRE unlithhd adds its
protocol data unit PDU) “is either the data, or a
own protReqjacoptrel infetmation RCHdield hidgleach layperthe Firetatahdata unit
f the P i s prefixed by the |l ayer to which it
DU s ¢ifier R dlata, Bt keapbisvided BY dbs seshhishes layeo The name
of the PDU is prefixed by the layer to which it applies (For example, SPDU is a
session PDU).

The physical layer relates to the mechanical and electrical network interface in the
IS0 system. In the system of the present invention, the physical layer refers to the
hardware and firmware elements used to transmit and receive bits over the

communication medium.

In the ISO system, the link layer is used for data link control (for example, framing,
data transparency, error control). In the present invention, the link layer is used to
break bytes up into bits, bit stuffing (if required), framing, collision detection,
prioritisation, error detection, positive/negative acknowledge generation, checking,

repeating and retransmission.
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The physical |ayer relates to the nechani cal and
el ectrical network interface in the |1SO system In
wdResyibem of the present invention, the physigd!avacoe001054
|'ayer refers to the hardware and firmware el emsn'%s
used to transmt and receive bits over the
comuni cation medium 25 In the 1SO system the link
Thej ngiwiorkdayprde the I5Q aystem isrised for netwdrkingsartpige addressing, call
framng, .datag.fransparency, error control In the
set-p BRI G T in (h i reserk N Epeiony Bie Aadiivrk aghedajised for
i i & ' Of fbng. (G i red),
netPbLERo g Mol 3 btk SePlpidrd JB& 100" r ror
detecti on, positive/negative acknow edge generati on,
checking, 30 repeating and retransm ssion. 16 WO
In tBO D GY5ED1, tRETansPOR 443 i98ged firendetovasvdkmieasage transfer,

the | SO systemis used for r*networ king routing,
conpgetien anggerent, ersyiconirol fgmentation apd dewiceningh The

resent invention,. the ne ri.s. used fqr
trarpBef et Bt s e im il i thint SR &E et afveriiom

clear. 5 1n the I SO system the transport layer is

used for end to end nessage transfer, connection
Thesessigarteyer, inshe d8Osystenols, useddgndidlegioand syindHronisation control

control. The_ transport |layer is not used in the )
for applicatinroantities butds ppbyusad iny theenvirermert©f $he present invention.

| ayer in the 1SO systemis used for dial ogue and

synchroni sation control 10 for application entities

'Ihﬁfesleﬁta%h lei‘_ﬁx‘és hided RS tPARYIFE g% niQ otidifo ,P%?Q{Hta

vent i on. presentati on |ay use

reptésensdtiin Gunifoxmationd irathiedBO systbm atlkile inethe enefroatiemt of the
transformations in the SO systemwhile in the
pregent inaneen, the presentalianslayer isiisedtfppaptionel encryption of

resentatjion layer is used for optional encryption of
apﬁgaisglcﬁ%%ti on data. The application |ayer in the |ISO

systemis used for file transfer, access nmanagenent,

docunent and nessage interchange, job transfer and
Therapplcdtinm lagemin the I5@ sybtem mseddioméilt trefisfeheacpess seartagement,

i nvention, the application_ |ayer supports sending and
doggnericand, megsage hierghange, mtaanafemtf pnaniplatiegwhile in the

envgﬁcs)nl q;\i gﬁ{éﬁ?\eé"%ﬁg iix%vel%ﬁ%crl\, H'(\)et z?plinlg]cattirc])% l'll)%l)' s%rf)%otrpsesending and

receiving application data.

Finally, the user application layer is used both in the ISO and the environment of the
present invention for whatever is needed to achieve a specified function or

behaviour.

It is predominantly in the link layer that the features of the present invention reside.

In the protocol of the present invention, use can optionally be made of a dominant
bit, and an inferior bit. If two devices simultaneously transmit a dominant and an
inferior bit, then receivers and transmitters (monitoring their own transmissions) will

detect only the dominant bit. This process is described in a copending patent
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present invention for whatever is needed to achieve a
specified function or behaviour. 25 It is
WO0ed&a7Yant |y in the link |ayer that the featP@Tesi2004/001054
the present invention reside. In the protocol of the
present invention, use can optionally be made of a
. ' |17 Lof.er ' wo . devi c . .
=ppHERTRA R menRidt hofiteB il Brlall will hot e ddfRatefit sF8intgrior bits,
and cBllisiofid st BE deX® Rﬁtl?B?' thé ARG bEfHe iVBALibR AL EQeJiBﬁkl&
own transm ssions) w | detect only the dom nant bit:
descrilieids process is described in a copending patent 17 WO
2005/ 015751 PCT/ AU2004/ 001054 application. In genera
however, the protocol wll not use dom nant and

MecipBEELS 6 ol R29460H 1 A8 el 5Pl o
is disAnMefdr dadlk B8P Re i® a HREWbAL Anbif ﬂofe&i%ﬁﬁgi &%gx%.l%ltbﬁh% detected,

nonitoring the nmedia for a period tha
the trhnsméttertwilbtriy te claimamediamocéss Bnttanémitting)d Sieaftble stream.
. transmssion is detected, the transmtter will try to
This preamblastarts withad deasyone detestable big. Theclainbfor medieaess
. Thj,s preanbl.e starts w at J.east qne detectable bit.
defindp e TR fraiiioh, o T8aagtieh Fouslpls of s rengter
acknow flerRAndAepbst dfélé)tﬁ. “Aqf‘ﬁbééssin%fnauorﬂ?ﬁgst monitor the
transter, 10 ackno genent and repeating of data.
medi#contindaily and 4f they wietdct aEransaetioh@cctifigng tRi will defer any
continually and if they detect a Transaction occurring
attemp &9 clgim mgeiaczccggpuntilithe gpmpleion of thermsdrent Jransastion.
until the conpletion of the current Transaction.
Transactions are asynchronous: they can occur at any
[ j i r . rt.. e
TrandgeBn B AR bR, ey R gRedta ) TiieGurpl iRt ffrence
from thnt stgricof onefhansadionbtotthp ekkDdces ot HavetodieRin i@ddgralnumber
.a Transaction is specifically defined as a conti nuous
of bitperiogd. of time broken up into several sub-time slots
containing different types of data. A 20 Transaction
will begin with a preanble for a set period of tineg,
In thi§ @ppl is! : i
¢ Fbp IR HARaRAR B dAbAl A 2 § Rafinuoys period of
time bmlentumirdo sbveral sidstimeeslsts chheainingediffetertitypagoftiaah A
the data is transnmitted is
Transaction will begin with a preamble for a set period of time, followed by the

specific data which is to be transmitted from a transceiver/transmitter to two or
more transceiver/receivers. The timeslot during which the data is transmitted is
variable in length, and includes a portion used as a frame check sequence. Following
the data transmission are two timeslots during which positive and negative
acknowledgements are transmitted by the transceiver/receivers, followed by a

timeslot during which collision indication is transmitted by the

‘transceiver /receivers, as described above. The structure of this frame is shown in

Figure 6.

As described above, a Transaction is asynchronous and can start at any time.

However, once started, the Transaction has a time-based structure. Special markers
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variable in length, and includes a portion used as a
frame check sequence. Following the data transm ssion

was ®ob/x7k1 nesl ots during which positive and n ' , <
25 acknow edgenents are transmtted by the KAV Rosro010s4

transcei ver/receivers, followed by a tineslot during
. Which collision indication is transmtted by the
in the Jirarsaiclien areysad r shova thefeeginningdirabenve of ftteevariable length data

porfigbe AHBdimE SISV g ek iy S e Liasgre erstoieigaent, and
the %Bﬁfsior?ﬁd@&-l\f'&d dfetra 134 %feQB&ﬁciflttﬁflé.eéz é:tgPegrﬂ coding and

ransaction has a tl he-based structure.

rediBEKRESof ddta\MR3AED it IS tﬂﬁ@éléﬂzg%éﬁﬁiboa'i&nbﬂﬁdggel}'tent by
0

Transaction are used to show the begi nni ng and en

onetdremoe frabseeiverdntdeivibas and paregative adkowledgesient by one or more
durj ng which positive and negatjye acknow edgenent,

trangeeIver HECEigers Gdhe Gorieradi ol rtéetdean@mmv@lagdam the

TralbSionl @5 ol of e FRREL A GREN Do o V™

acknowl edgenent by 5 one or nore transceiver/

receivers and a negative acknow edgenent by one or
Transeedvert/recesoas washinggogiositively ackrivaviedge ewiltitraAbmnitaf special

t he devices involved in the Transaction see both of

codechuring e pesidreatknowledge tisneskot andowill eaceivecdinsing the negative
Wi Shi .0 itively acknow edge, will transmt a
a%ﬁ@'ﬁ?@% é@eg]g%‘e during the positive acknow edge
timeslot and will receive during the negative
acknow edge tineslot. Simlarly, transceiver/
SimikeBi, vansceiveliragiters neghingutelnegatikelgvd ckelgeviedgd will receive
receive during the positive acknow edge tineslot and

during Hagpesitive peknawledga dirgenlotand Wansm axppsial gede during the

ackna i mesl The fact that the devices
ne Xlgta\é\ifggﬁge({ge@gf?%%% they are not transmtting,

ensures that by the end of two acknow edge tineslots
each device has ‘detected either positive

Theafaeh thvit ¢hig deyicaemanitoe the kmeslotsittey are rod tfanandttirgy) ensures that
therefore work out the 20 overall acknow edge state of

by theenbolipy® acknawledgabineslets gagh dedice hos dejactadeeithsr positive

ackfighiEit MR RIS SR nflaR Baretops WP ot the
ovdrhBRERhSWIRIgRAEAE oY éhe network.

For example, the transceiver /receiver which transmits a positive acknowledge will
be able to detect some other transceiver/receiver which transmits a negative

acknowledge.
At the end of the Transaction, all devices do not know how many positive or

negative acknowledges there were, all they have to know is that there were some

positive and some negative.
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acknowl edge. 25 At the end of the Transaction, all

devi ces do not know how many positive or negative
WOy ddges there were, all they have to knewTisuzotadoross

there were sone positive and sonme negative. 19 WD

2005/ 015751 PCT/ AU2004/ 001054 If there were any

T R TRETIY s P
transdederdir&cedv &ls Kadwd glig ah%cc%'nvdigcaré'tﬂb batd dﬁé\:efvlga Slrmlarllybthe

transcei ver/ transmtter knows this and can at
transgegvery ranimienknows ithis and chhent totre@in@he TrARSctibKE
acknowl edge will be as follows. Upon receiving data, a
node will generate a positive acknow edge only when:
en G its

The eghiBHtR e bORGLR BoROWBaBE RG] Bers PlWS. Lipasirepsiving data, a
node Wiﬂ eﬁ@%t@g%hg?@&hgyég% bRy Wh&sent in the data

sot ma essing i nformati on used by

t hehel duatatimealod hapbeew théckiedngaivek &s eaitRedRd. fr&a6 Bheck
devi ce transcei ver general |y contains at |east two

di §egurenge an%@@n@ﬁo daabidsands follows: 15 - A Unit
Addr ess, , al l.ow. n evi ce to be uni quel y addressed

| ey A dIERIRG %R“mﬁﬁqfﬁé%f hedafp dineslal matgheg an

sih%ﬁ aneg:}g’ﬁ)yhﬁg r{\ﬁs‘e rpose o?eagg gtsfﬁg shar ed

nGMMdiliMaﬁﬁakﬂr@aete%&d.n addi tion, devices can al so
optionally contain: A Network Address, al | ow ng

physical devices to be grouped by the 1|ogical network
Each bc ﬁ%/ are Iocat ed. ?her % ations are
ch qitt hrBsialitt nesdly fdasankast owg Sulornetpes of address, as
followgundamental , and 25 used as the basis for other nore
sophi sti cat ed addr essi ng schenes. The processes

| nvolA/Eihii Addesss) lldwingothealevi@abi beaurd§Hely URFesealif
as follows. A
isolation; and
- A Multicast address, allowing those devices in a network to be addressed

simultaneously for the purpose of updating shared network variables.

In addition, devices can also optionally contain:
- A Network Address, allowing physical devices to be grouped by the
logical network to which they are allocated.

Other variations are possible, but these three address types are fundamental, and

used as the basis for other more sophisticated addressing schemes.

The processes involved in generation of a negative acknowledge are as follows. A
receiving device (transceiver/receiver) will generate a negative acknowledge oniy if
the data timeslot is determined to be corrupted, by checking the received data using
the embedded frame check sequence.
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recei ving device (transceiver/receiver) wll generate
a negative acknowl edge only if the data tineslot is
i<ped to be corrupted, by checking the r i -
“S)gogg/gqg?ﬁg 30 the enbedded franme check seque%gg{AV@ 04/001054
WD 2005/ 015751 PCT/ AU2004/ 001054 \Were a device
determ nes data tineslot corruption, there is no point
Wherera device deteriminegdataytirhegbtieorrupticre there idabegpoint further
ti,mesl ot . ﬁ celgt_ance f the s3ata transmtted by the
exapyinng Ay delds inside the dafe timeslply nade by 5 the
transcei ver/receivers if the condition for generation
of a positive acknowl edge are net and if no other
AccEfg?d?t%@ O YIEE dhtaQEShstRiiteBdy FRPIREE TR/ (EEGRhIEE is only made by
acknow edge. This ensurés that all transceiver/
the transceieery reexteersdf thegionditiorefor ggaeration afiCposifio¢ acknowledge
poi nt-nul ti poi nt nmessages, this may nmean that a
are met aagdf ne afherctanmrsgivey/ receivenbeegenaratedornegativesacknowledge.

This eyt B AU B R CpLAREr P SV Bhvtgase gy once. For

e _ X . . L

poifftiltibOft BESERS, YU ikt hidaf Mht Pmeblag 15 Bltcarted by o

trar$ewives/ reseivki, Rivan if idappedrs vialid aoidness pbsitively adk@owledged.
under st ood that each device will have a maxi mum

transmtting range, beyond which it cannot conmmuni cate

'Ih(—}lvgbbtqgr@? Y E{rih%gt S %@gﬁ%ﬁv&%&mﬂaﬁ g\“%{:}ﬁ Sefnéx?tetﬁ%é]tglﬁ%gr?t%oen can be
utilisb{{‘. el s%@uéﬁ&@%%%&ilp oved c%ﬁedrﬁﬁ rbe%%Pa '&ﬂnﬁ]&’ch c]_.evice is within
antenna type, and signal processinhg algorithns. Fof

ran?é'l of the Ghge [tuill eeasdetstodeMhateach deié@wile hhte a maximum
ypically fromtens to, at nost, several hundred

transpitténg rangey peyend mbithritreannaheommuingepte aritheother devices. The

ma D A N ERO LE] PYGAR 610e Bi R ut not
i et Ok T O p v G SR Rk By et processing

algeétiftirhs. Worishert rangephisligensédigidvicespibetange sctyphadly from tens to,
procedure wil| be encountered. Particularly, in the
at mpestesemesaldundred maetses, ér Yy picad meaximuan tranametiingsrange for such a
.or. al |

e 3B St g A R P55 it e e
beyiBEr}gggng ?ﬁ()gﬁﬁuorh :ﬁ%ﬁgh&‘%ﬁﬁ%@ AGR8Hr e Yee (WM ddnnBRESmtunicate
with that device directly), difficulties in implementing the above-described
procedure will be encountered. Particularly, in the case where a

transceiver /transmitter transmits data, some or all of the other
transceivers/receivers will not receive the data from that particular

transceiver /transmitter and accordingly, will make it impossible to update shared

network variables.

In accordance with the present invention, the protocol described above is modified to
allow the retransmission of data between devices so as to extend the effective
transmission range of the devices used in the network. The modified protocol is

used in conjunction with a repeater which is placed roughly in the geometric centre
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network variables. I n accordance with the present

i nvention, the protocol described above is nodified to
watdosrat7bie retransm ssi on of data between devim&9a6m08601054

to extend the effective 30 transm ssion range of the

devi ces used in the network. The nodified protocol is

of el 1 I RO st o R RERBkn ) 5 RRE beyonc
thelr%GTﬁﬁW%ffa%wn?ﬁ of devices in the network and acts

as a relay between evices distributed beyond their
normal transm ssion range. Figure 7 shows an exanple
configuration of devices X and Y in a network. Devices
Figure 7 shewg an example penfigurdtipn of dmvmea %caa‘tct;‘r(eaiaetettfvlmh Devices X
of t sn1t ranges:_ Thus,

t t '
and ¥ 356 srarafed tue h Sidtence srpeler tham S aPSPRAIVEEARSMitting

| d t
rang(ed IR If SV X g o BhElsH Pﬁéﬁd%%%@&?a%%@g?ﬁcgn% gould
not redeivie tHis datesedivduld 8ot kABW IR S ?roée%aea%tdééeﬁbé& ablve. In
is placed between devices X and Y, acts as a

accond@peatweith thihpresentfindenfier h¥wevansepeat dbrice, 30rie detween
4 é& WI|| recelvethlihtransmssmnfrom evice X
eVlC&ﬁ r aﬁ§ﬁ1af:tst‘1§é‘ repeatesy dhus; i devige transmits data, repeat

evi c nsmts.it
dev1cre%¥&? r%% t?ug%[ %‘I-I%ﬁ{sg Vig(glqlr %%Véfq/ lFlétptgﬁtC%ta such
that dévdcé ¥PRAI Riceive devide X s When @@vﬁ\éef &bhsrﬂﬁk W edge
status which will be received by both devices X and Y.
ackn@oledgrdent, teis witidwe rieoeived bxtthe repéatéo Tha répentepd turn transmits

rel yed by r epeat.er, d in turn 15 accepted or
anovreé? iﬁiﬁeﬁ@f@% which piil il hereeeived bm@qﬂ@g@am@s Xand Y. Both

s BT B B i gt

accepte @ 0% GejerRY/ ByeAIP Hy Rice it raﬁ%)é I ehére eater Devices X an<|'l Y can then
transcei ver/transmtter. this c devi ce

proceedaimshive tnarnfad mrertrieon t o t he 20 netvvork however,
because device X (for exanple a transcei ver/recei ver) .
bei ng out of range of device Y woul d not recei ve t he

d
Of co 'S ;503 e‘éi'éeg\i}I (Sjv\lgée)%mo‘ﬁ \g) ?‘8 gd 0? B eVI%I%%/g r\?f?’?'e’f i@‘&%’\?@ bea
transtdieetlarandmees M e ckye, d@leréé qewm tralsmitshi3asdtidn

data so that device X and any ot her devices wthin
neMo%@gnger,@gemsediamM $orwxhimples éianscdither /receiver) bemg out of

L ans
range o{ device wouPd not receive the transmitted data. Again, repeat device 30,

being disposed between device X and device Y, will receive the data transmitted by
device Y, and retransmit this data so that device X and any other devices within the

range of repeat device 30 will receive the retransmission.

It will be appreciated that in practice, repeat device 30 does not need to be placed
directly between two devices but may be placed in any suitable position such that

devices within the network can be reached.

In some cases, it may be possible that device X will have sufficient range to reach

device Y however, device Y, having a shorter transmission range than device X, will
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25 1t will be appreciated that in practice, repeat
devi ce 30 does not need to be placed directly between
wowoodelszses but nmay be placed in any suitabl e RE$AGI00001054
such that devices within the network can be reached.
30 In sone cases, it may be possible that device X
'Ilb have sufficient.  range to reach device Y however,
not\g@\ﬁ

fOYCOfH'a\HIH@tﬁ vy detice ¢ drdhiscaperepeatteviee:3) may be
05/ 015751 PCT/ AU2D04/ 001054,
posfifileieidiardd devics v dinrt @ 20X ot uortiov tppaissions from
|
dev‘;&g?tOE‘Y t haﬁgﬂ\/dé(}gw Ce@rl n or% ﬁlb%ll%gggtg\?va%%eJOMumcated to

devi ce er to

deviideaXsm ssions from device Y to reach repeat device 30
whi ch can then be repeated and comrmuni cated to device
X. 5 Practically, it is beneficial to construct al

es .i ans

Pra{:jtﬁalﬁre 1t s, gaxéqf}fcdgl to\mé\fsﬁgpt ?lr Sg %%tm%g network in the same way.
Thid I3RS ‘i'l'é Yi&dalch rd%%{@r WHeltherit 248 4§ h\cﬁfarns/a%l%&e} trar#ésq%aggr,

repeat evi ce be constructe

trarfsRBivee/ retEiRer 6t Blpeattabice dwilPbdesistiubtddIfl thel@sid ey and can be
functions. This provides significant 10 savings In t’

sepamtglyeenabledaiodperbarm tieimdesifetfuncions. n%‘hlsqmoyxdnseugmﬁcant
devi ce need Ee ftﬁrf actured. In use, if a device is
savmas.ln@ R COMPIGHIAT CORi b FATRHRFVERECR PBhNoNg devireneed be

t frame (see Figure 6), the repeater wl|
[ 1&?m{dh'g@taly transmt a repeat flag in a new second 15
time slot and then retransmt, in a newthird tine
slot, the data received in the first tinme slot. The
In use ifiardevideda acfieg as @gepeates upprasceig iy infednatiary i ihe first frame

that devices ei ng._franscei vers/ receivers that have
(see Higyre Bk ﬂ%eeneétftraﬁ&m&a ﬁyd?qtmxtaa rgpeat flagiiaa new second

tim8 Rt %ﬁg tt\gn ?%{@34\?%% f‘l&? tﬁﬂ&%ﬁﬁ t Ak dﬁg?sl g&%ﬁv?g in the first

recer p a as ISCUSSG ove,

timé SRRATRE netwbrk BfedoperhtdddorMue Q\'S'de%&ﬁ@@d asdw ivSthhPdevices
informall 20 devi ces in the network of the success or

beifigtianseeivdrsy teeeivepe tiad dhadatrecewléhbtherrdhﬁhmhtmd)hﬁonhanon will
frane is wn in Figure 8. conparison with t

ther pzpgeegito aﬁ?@aw_iec&ect%smge%@é% PRUCERHMLFRIRLGT that data as

dls&?s%&@ gﬂoé&%nﬁ%bfrbﬁgat&ewtisshgg ﬂx{a"i‘ gégﬁ}lf I%Begt status to inform all

devices in the network of the success or failure of the repeated data.

The modified protocol frame is shown in Figure 8. A comparison with the frame of
Figure 6 clearly shows the differences between the modified repeat tag transaction of
Figure 8 and the non-repeat tag transaction of Figure 6. Specifically, the first time
slot providing for transmission of data is present in both transaction frames however,
in the repeat tag frame of Figure 8, a second time slot is provided for the
transmission of a repeat tag flag. A third time slot is provided in which the data
transmitted in the first time slot is then retransmitted. The frame structure then
continues in the same way as the frame structure of Figure 6. Specifically, an
acknowledgment time slot is provided to contain a first sub-time slot for transmitting

a positive acknowledge, a second sub-time slot for transmitting a negative
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Fi gure 8 and the non-repeat tag transaction of Figure

?f)eci_fi cally, the first tinme 25 slot providing for
WQ?QQ 8K78kj on of data is present in both transSECI/AUIN0S/001054

frames however, in the repeat tag frame of Figure 8,

a second time slot is provided for the transm ssion
acknowledge apdaf tHiabsib-fghe Aot Biddifdrithisal

whi cﬁ the data transmitted in the fllf&srtl §c3flg}qrp§ﬁlé%on
Furtheraare, én thesepeat tag, fraie df Figreres§, anaiddittoridefine slot is provxded

ntinues in _the sanme way as the franme structure of
for th%?‘@ﬁ‘?@“%ﬁl%ﬁéé.rﬁp%aé isfafus a\ﬂvd@pa@mes\p@mmmon tovall devices that

" ed .to cont a first sub-tinme slot for
hetré&%%%h%%beegrﬁgﬁ ??Ve acknow edge, a second
sub-tine slot for transmtting a negative 23 WD
2005/ 015751 PCT/ AU2004/ 001054 acknow edge and a third

The sisedtion descsibed alwed ifi @elatioans thé képtate i§ b gﬁ'cQ{éd even further
qqp ation. Furthernore, in the repeat tag frane 1{[
by th tdt is pessibla thabpeinetdevicesican begirpthe\tratestnis§ion at e same

h d
tme. %ﬁ?’? AR ibertse RiltRESnesel eahother,goll {;%%rﬁergslomaﬂas
avoi b
0id&EBY %55&1 devildtaHitdidhd %Qecﬂﬁ.ﬁ'\c{ﬁr gﬁargalé% \lljlgﬁlpaﬂz{glfore

relati o the repeater is co

attempting henrfsadssiohatVhieh the deeRes, tfb? s&ﬂi\@trea?s‘wph Vﬁé’ H‘fee%n‘féﬁelay

begin the transm ssion at the sanme
perloc}j@fqr gmﬁ}%by\bemgnnmﬂg@tmtwacks bllﬂ‘lecated ithidi Iﬁﬂﬁe ®F Bach

e R
netwofrk OO e la‘EBlhsWHe 'Bu@ Bﬁ\&g gbl((iﬁisl;\a\;e l.}%f:l gﬁbgpﬁ'ﬁj‘%otﬁet H’}gy do not

t he sane exa

detectdhe t:onxstorndﬂme klevi@elé tHa@ ceted aWoll¥idh £
other) .a collision can still gccur I n tﬁgttlfg{:tgggﬁ?%echdthe

collision W thaieagigiowlsdge tiove dot Howaven étinmndthbdd cdaldbécome
unreh%;lﬁl l.i sion, .but qt hers..coul d have sufficient range that

§y" GBI R B ESt FiS RBreYe ihsiFeliahibite ofidotection endt
notlﬁcgﬁbﬁ‘btf tRe EQMisiop RQS g?ﬁ;%&%%gg :ﬁed&rrlcgerssgﬁ q_fg%\gf}gefhls spreads

lisionin't

the co]ﬂlblcm thebhgh th@dbdxcbs?ﬁ"oﬂ)‘@ ne@'ﬂ'b?k bﬁgﬁx‘i‘n$ that® owle ge of the
ircunst ances. To inprove the reliabifTity o ete on
COHIS‘%{hﬁ rapidlyrdistaiiuded.of the col lision, it is pr opagat ed
by all devices that detect it. This spreads the
col lision through the devices in the network ensuring

In the ERRIwhER %%@a?ggﬁcgﬁs 64049, 1ekid §4,R8 delsay BRWLEN a device

di stri but ed
transmitting and another device receiving that transmission. During this delay

period, it is possible for transmission to begin from another device, out of range of
the original transmitting device. The repeater in this case simply transmits the
collision propagation described above, and if possible transmits the collision
indication as part.of a subsequent acknowledge timeslot. Once the repeater has
started transmission, it cannot detect a collision but other devices within range can
do so and notify the repeater using the collision indication portion of the

acknowledge time slot.
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20 In the case where a repeat device is used, there is

sone delay between a device transmtting and anot her
weropgelsracei vi ng that transm ssion. During thisdebayio01054

period, it is possible for transm ssion to begin from

anot her devi ce, out of range of the ori gi nal '

For ARSI MR eS8 TR BB A el My deiRrh g b win v
a dARPBEwERCthkftiRe §§p&lt %eb{c@@@%&@lvééﬂ&eﬁ% b(l’ssﬂégﬂsnusslon and the

i ndi cation as part’. of a subsequent acknow
tim¢ itreftansmitOthe trahemisspratoebe Rasivedtr d@gcé va @@?lﬁ% t19I8 time,
it cannot detect a collision but other devices wthin
devicgnfmaydregin sranemitithghids P date whigh avillrcausé agollision with the

s RIS 9P e P Brak e g@%ab&éﬁ%ﬁﬁ%&&%t a
trarBiAGRLA; REpLAL de%ﬁ@éﬁf‘&ﬁm&ﬁ aﬁu]%goagatetsghg%hg O

egins transmttin ere w
the tine repeat deV| ce 30 receives device X S
transmssion and the tine it retransmts the
In stranaryi, $ls¢ avoveodéseribes deteetiobyof deollrseoﬂfby Buy ideyidehausd

% devi ce YP'a beglntr ing jts own data
delifyrate tranemissien el & edianics it 1apkhlikes Sollistomimpther davices. This
coufle KR 11 48 J1RRA SRR B B Rk k. The

recc¥ein@d sviaRthaviapaaapegatelithe E@ihlsio‘ii Wait drﬁll T hYmission
t he~above describes detection of a collision by any

finishesi Hehewnnah, they insbcatea collisienback tnthef ranseifting device using the
that | goks |jke a collision to ofher devices. This 10
collisionsindigate ﬁ@LfrPf ﬁweoaﬁrkpﬁ&t e@meate{‘ig‘gttw slet. anéb@ga@)e the
th 1 celving.dewvi ces, havin
crang A0 bt BB i B ior R L AR ERE GRS 2B
apprbptiateds If iHe tcﬁﬁ)ﬁo@ﬁfﬁmdtb e t&ﬁbi@ﬁt&cﬂ t6 @l'\é h\‘éh%ltbiﬂ%kdewce,

tothetransmttlng devi ce using the l'ision
the rewetivdageleviceb dogfottshnd amkrwkhewgedsgmer@tzlatlm)u {n apy evertt, the

receiBing ?va?m&waggg%eatpﬁ citletea e ticaurn ey serectéd the original
collgs?(ﬁf{ ?*ﬁle%@rctédf Ilfrlﬁﬁggékgat collftslh a@ﬁnﬁﬁ@ GRb ltfa%s&lttmg

ansm t

devileyi |1§\©$\{ ﬁﬂz tRORSIARBIGNANYS @éﬁ&é&&dﬂﬁ@ﬁhs@&@' élthek Bef ¥pecific
even e
indication as such, or get no acknowledgment at all. This approach extends through

the repeater.

A further refinement of this includes the monitoring of the medium when any
transmission starts for a period of time that varies from one device to another. This
helps to reduce the probability of a collision occurring. The amount of time to delay
is generally an integer multiple of the time a single bit takes to transmit. This is a
collision avoidance period. By making the period unique for each device in a
network, collisions would in theory never occur. This is accomplished most
expediently by using the unique address of a device, scaled by, for example, the
duration of a bit, as the time to wait when monitoring the medium. Optionally, the

delay can be increased with each successive collision detected. If too many
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recei ving devices are aware of the collision (either
because they detected the original «collision, or they
WOooeerseésl t he propagated collision). Simlarl wciA®o04/001054
transmtting devices know the transm ssion was
unsuccessful because they either get a specific 20

{ know | .
succelghfe, EteBRedte MEdedliofPhaatile” bR e pisdeathudihofi pisgber,
the trairh REIRHttedhpt inshd AFICUHES ah&%nffgﬂérsf&'x{a%ﬁ fj the

medi um when any transm ssion starts for a period of

time that varies fromone device to another. This 25

hel ps to reduce the probability of a collision
Accorginglyy theenlyrime ﬁﬁQHlSIQﬁ can) gesur &tm@rq;caiuy) ipewhen ity davices
e A R 1 S5l saahd s itk
range"B?'@aEH oﬂlﬂﬁ' FFIBW?\CLSL{HE qﬁﬁﬁfc a‘iﬂ:ﬁg’ngﬁt ’ éf,@?i%’a gﬁcusﬁﬁﬂ s

net wor K, I Si ons wou eor
previduslpy tandﬁi; adtagdsedatingakp Qd]li%[&r{ ?rdpégﬁﬁbﬁ Qnéth%d%}'tﬂé' Present
address of a device, scaled by, Tor exanple,
inventigRati on of a bit, as the tine to wait when nUn|tor|ng
t he nmedi um Cptlonally, the delay can be increased
wi th each successive collision detected. If too many

e SRS TR RAAR oS0 s

netwdrRrif $he ke wdier This nﬁéh@lstthmscﬁv‘i’& NHARB! it G ag%
cancel | ed and "an operator notified. Accordingly,

transcsmey/ Eriansrgattem tansdedverd aeceiwar or regétlﬂoi@ﬁm; ahlollyb)e _lgr(])&structed in
when WO evi.ces ane el a erio I S
the saig Wik aaéﬁambessvefag&mrs?’?%ito Prstown Racia desingd faunetions. This
diacent ar t ment
proviaBGEnls RS L KOENDARy 8 oA L BRRE By

" one tyl;iemfaidvhcememwlmpﬂgfﬁctmrednet hod of the present

invention. 10 As previously discussed, practically, it
is beneficial to construct all devices in the fl

The p{ieatad MP?QJB'@?@?@@E of Y ey Q@?%f@wgéﬂagfg recolver, a
radio HaASRGEeY Sxéél ?éﬁfce?srorr'ﬂ‘?é:‘s%tﬁ dewh C n-gg ecﬁﬁ P&%lﬁ“g?ny be

const ruct ane wa an can

comblﬁadkﬂsadralﬂsrﬁﬁfefrﬁﬁfdébivbﬁl ds sﬁl@&h{ M%Wﬁi&%oﬁg‘ﬂém e 100
rovides significant savings in tRe conplexity and

including migfoprasessar 1 10t eand nanematiery/ réceiversl 20y Rranfmitesti/ ecveiver

n nuf
120 tranes%%tsbgn rec%u?estéjata via antenna 130.

It will be appreciated that use of a microprocessor is not mandatory. For example the
protocol could be implemented in a dedicated integrated circuit, a programmable
logic device or a programmable gate array. Using a microprocessor is convenient
because it allows a readily modifiable software implementation, and reduces the
overall parts count. However the software implementation is only suitable for low to

moderate data rates.
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The preferred inplenentation of the transceiver device
100 uses a radio receiver, a radio transmtter, and a

WO f0§pisasessor. These first two itens can 0pti1‘ﬁ’1§‘“ﬂﬁ04/001054

Thetfug,
cho
(bufh

be conbined as a transmtter/receiver, as shown in

Fig 9 which shows device 100 20 i ncl udi ng

m croprocessor 110 and transmtter /receiver 120.

geen of &he trapsmitier/ recepeertl 28 s tal reseivadriteansinvib infeamation. The

via,antenna 130. It wi. appreci ated t hat. use of .
e et ler RrevheWillhrabta PP d by Siond af figtgrs, including

AR I d be inplenmented in a dedicated
[ n‘?lggr at ggs)éi rcuit, a programmable 25 | ogic device or

3 SR e S DRSPS b proc

sof twar e i%il%@%ﬁi(ﬁ“ on, and reduces the overall
parts count. However the software inplenentation is

only suit aBhénh EGUntreWas ﬁe?ﬂ‘ﬁﬂ@iﬂlﬁt datermiiné BctordGnMidin
2005/ 015751 PCT/ AU2%O4/O 1054 The function of the &

t ransni t t eallowablei frvequenziesj wansmitgueaverdevelstandimmdwidth.

information. The choice of transmtter/ receiver wll
be det er i AERNSMitter freqeiertsuitablestos usp i somerrgunkiies may be

not limteg;tQ);:. A | atory environnent of the
ket it e ’éhg?‘ﬁggg‘r"g‘%%gt 5 will be sold Each

country hagoef %&@&é%ébﬁamwe{prp@m frP& & e of countries, it is
an

i ncluding allowable frequencies, smt power

| evel s andpbssibleithatsevelal alifferent trahscaveiswerlbneedi todie selected,
for use in sonme countries maybe illegal in other

count ri es. BPPYJOPHALEEP eRFTHEAEYEY-wi t h a broad sal es

appeal in a range of countries, it is possible that

sever al Wi Pbereconsuraptionrj mnaromjumdtionneitti any dther considerations

sel ected, appropriate to each country. h. Power
consunpt i offatideteranng ke PBIPUR pﬁpaw’r avaﬁ%ble-

o 2 e, B T Bt

avai | abl e. anp nsim

a hi gh powekayclonaHsatabM forBatel opBfatidnabl e for
battery operation.

c. Time for the transmitter/receiver to switch between receive and
transmit modes.
In the communication protocol of the present invention, the time to
switch between receive and transmit is important, because the
protocol includes a set of fixed time slices. Depending on the overall
transaction being performed, a time slice may need to be received or
transmitted.
The time to switching between receive and transmit constitutes an
overhead (dead time). Large switching times have the effect of

wasting bandwidth.

d. Interface type.
Many types of transmitter/receiver are available. A type that
provides digital data input and output gives the simplest interface

with the microprocessor.
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c. Time for the transmtter/ receiver to switch
bet ween receive and transmt nodes. In the
WOcawiiavdat i on protocol of the present invent iPQIT/At20@4/001054

time to 20 switch between receive and transmt is
I mportant, because the protocol includes a set of
fixed 1éi B Ilja(f‘es. Dependi ng on the overall
transacti on eleng performed, a tinme slice nay need to
be recei vEge & ] . i ' ' :
bet ween recei \E}gsgﬁaﬁ}?%dﬁgﬁgtneggﬁ g% %ltgfﬁéel‘s? aitlir%ft5 %gtb dppropriate to
over head théeaerall prdudt seqperementshThiy datareste koukl boianywhere
effect of, wasting bandw dth. d. Interface type. Many
types of Betwieshextremely lovepyextramelnbigh. abl e, A type
that provides digital data input and output gives the
si npl eét Physical size, arsd tivé atotthbofimicoprallgsieor . 27 WO
2005/ 015751 PCT/ AU2004/ 001054 e. Data rate. The
transngt t@hst/ r €cei ver needs to support a data rate
appropriate to the overall product requirenents. This
data rate,coul an r bet ween extrenely | ow or
extrerrgr yAﬁ‘."S’ﬁ‘?OEaF?‘%éwﬁ@@Fga| size, and the anount of
space available. g. Cost. h. Amount of design effort.
At the very least, the transmtter/ receiver needs: ~0

At thavery Ieastp the trankahiteripceivensedddy t he microprocessor
to place a comunication state onto the wrel ess
nmedi ung, ba [ Qéw
transcei veﬁ??ﬁﬁﬁgt L?b t he méél?‘gﬁpgg%%g%rﬂ?ﬁéacea
state of donemwhicatienstateemitethe wivdlass mfediani;r ol i nput,
used by the m croprocessor to select a receive or

b. A Receive data output, used by the transceiver to indicate to the

microprocessor the state of the wirelesss medium; and

c. A control input, used by the microprocessor to select a receive or

transmit mode of operation of the transmitter/receiver.

Control inputs can range between very simple, and very complex. At the simplest
extreme, it is used to select between receive and transmit. Some transmitter /receivers
support a low power "sleep” mode. Others allow complex setup and configuration to

be made for transmitter /receiver operating behaviour.
For the protocol described, the type of control input is not critical.

Some suitable transmitter /receivers include RFM ASH series TR1000 to TR3100,

Chipcon CC1000 and Nordic NRF401, NRF403.

The microprocessor 110 is used to implement the communication protocol, using the
transmitter/receiver as the means of placing communication states onto the wireless

medium, and receiving communication states from the wireless medium.
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15 transmt node of operation of the
transmtter/receiver. Control inputs can range between
wierops/8ismpl e, and very conplex. At the sinpl estPCT/AU2004/001054
extreme, it is used to select between receive and
transmt. Sone transmtter/ receivers support a |ow
power "sleep" node. O hers allow conplex setup and
configuration to 20 be nmade for transnmitter /receiver
The@ppé ahd RBoked vhikdprotéisof Rendtveirp @ﬁhceﬂg%ﬁwiggﬂ thhti€ can
type of control input is not critical. me sultable
perforappraratiens withcprecise siming). Tile degideAipraeisioesorllRié@ds to be
to TR3100, 25 Cgi, pcon CC1000 and Nordi c NRF401,
enowgh: 1) 3VOIRHIeRTIRG B e5Ers §d thejqminymicatione protagalenent
the comuni cation protocol, using the
transmtter/receiver as the neans of placing
The (818401 8dsPiinplotéited i 4 BidSridh el rfifier Bl (R3%llows the
ecel ving co nication states fromethe W rel ess
pointextiwinich 2Re Wredlivhs Ddgintd Ye@hbi 2e0gn@R8054 The type
and choi ce of mcroprocessor is not very critical,
provided that it can performoperations with precise

timng. The degree a eci si on onl eeds to b .
The Syt aceREag 7 FoppRpiegE Brpldherding piiEgiome of the following
fun uni cation protocol. 5 The protocol is best

I npl enmented in a bit-oriented manner, because this

21 B eSS 5 S5 Bl o
for 1Pl engibbiteh Aforl Safple WhRnGHestdl ol n%-OW ng 10

functions: a data encaoding an 0 schene used
for trapsnission an recepti - for ex |l e,
NRnches Per REERG I fie regub,af thejtranspitied Hlocks fosrexemple by
transm tt ed, {heSksine’ o & y synchronising onto
et Gl B

a preanble;” 15 c. tecti collisions; d. Creation

of each ti N . appropriate transm ssion or
sh HEiEHbRBLsSFisie

recepti on rin Slice to exchange the
rel evant éckn_ovw edge information; . L
d. Creation of each time slice, and appropriate transmission or
reception during the time slice to exchange the relevant

acknowledge information;

e. Implementation of an error detection scheme that can be used by a
receiving device to determine if a transmission is received with or

without error;

f. Implementation of an error correction scheme that can be used by a
receiving device to correct for some number of received errors

during a transmission; and

g. Adding a repeater function that can be used to change the structure
of the transaction, allowing the information packet to be repeated

for the purpose of extending the range.
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e. Inplenentation of an error detection schenme that
can be used by a 20 receiving device to determne if
WO200YUASH ssion is received with or without EETHYU2044/001054

| mpl enentation of an error correction schene that can

be used by a receiving device to correct for sone
As previotisly déscribed; o esmetdrontethetl forndesaribirg i Ak Rehs @84 in

25 g. Adding a repeater function that can be used to
COMIUHUFAOR RECOEQIS &g thed SQb7 layier madehsWiilsba softwioestrgctitre based

informatio acket tg be re ed, for the purpose of
on this Sh & O rehASery, s 45isteloncs e wvemll dedign. Using this
A& i L be a co
e B et i B DT 1ok 15RGE afi o SR .
conmuni cation protocols is the 1SO 7 | ayer nodel.
Wil st a software structure based on this nodel is
The mienoprasessenhgrdware prewidesithe electrical eterfaes @Hystteslg@r), while
Using this del , the fupctions perforned in the
the migzoPRIfepal SPHYEATS PaFioray shm functiong of g1l lgherdayers.

m cr opr ocessor hardware provides the electrical
interface (Physical |ayer), while the m croprocessor

In parsiehitatptte fEnbareMAIAB ddthehi i s ; .
) P In particular, the sofédvi\:a?g&Mg%e-% poréxégﬁgg% tohg%ﬁeir%(rall
time-ariticel functions ef dstdtrensmissiin arkdrdception/ intlu@ihg at least some of
th ffluncti_ons of data transm ssion and reception,
€ IOVAWIEi ng at | east some of -t-) the follow ng: a.
Starting a new transm ssion (including generation of
any praaSbaréng a ew Transsaisdion (ipchating kiehetation of an preamble);
Transmitting frame markers; 15 d. Starting recepfion;

e. Syrm_hq@mm{t{iﬂgcgmgitg.he transmtted data stream
and clock recovery; f. Reception and decoding of data

bits; @ TReGSRILAR FAMM HGERANY of frame markers;

d. Starting reception;

e. Synchronisation onto the transmitted data stream and clock

recovery;
f. Reception and decoding of data bits;
§- Recepiion and decoding of frame markers;
h. Notification of a collision;
i. Starting each time slice; and

j- Transmission or reception of data bits inside a time slice.

The software MAC-F portion of the Link Layer is not so time critical. It is responsible

for higher level message-oriented processing, including at least some of:
a. Construction of a packet from received data bits;

b. Packet error checking;
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20 h. Notification of a collision; i. Starting each
time slice; and j. Transm ssion or reception of data

“I%E(ﬁ) )0[1§,5ge atine slice. The software MAC-F
of the Link Layer is not so time critical. It élt/kﬁ{}"“/oom“

responsible 25 for higher |evel nessage-oriented
processin |nclud|ng at | east sone of. a.

Const r u€t i ¢ W%R@W@ﬂéﬂﬁﬁb&ﬂﬁd@@té&m type ofb.

Packet erro 30 WD 2005/ Q15751

PCT/ AUZ0OABH? iggeégérﬁetf’eqerﬂ‘?ﬁ‘gf ?*Sa ](15?1“%@% tipge slice services of
acknow edgerA . the type of acknow edgenent to be
generated (using the tine slice services of MAC B);

) [ I h I
Che' opefarepHobATE Bapel brbaiciet susins Sehesibng the opefation of a
Starting tﬂ%@gﬁfeﬁ@ﬁiﬂsﬁﬁb BIIOf a new packet; f.

Generation packet error-check sequences; g.
Transm ssi N of packet, bit at a time; h.

Exani nafi %@Is 3pB/0f & nexypagksity i si ons, and
10 determ nation of whet her a packet shoul d be

r e- t r anéi Geraratiom of padketiencar-check sequemicesi on shoul d
occur. Many different mcroprocessors are avail abl e.

Sore hage Besmidsidraofapacket bic bt #titne; avai | abl e whi ch
renove sone of the processor load for tine critical

functi ORS. ExSitiih BE0e ﬁ{é:ﬂﬁ als,
generation of pa érég}ggnd s{) ge J@P%Héﬁéﬁ%épgmre
functions dutermiviatiohod avlvdthier 4 Patket dh6uldl 6te- M‘ansrmtted and
sinplifies the software design and coding. Some

m cr opr oc &ben that mettranseissipn shoeldfancunise in this
i nvention include the Texas 20 Instrunents NMSP430
famly, Atnel Atnmega famly and the Hitachi H8/ 3644
famly. - A useful feature of an aspect of the present
Many, {iEief¢rfrmicEpRIQSesOss wiecavadlableabemgdiavespecial bardware functions

th tine I fe.conta t he
avalf;?%? aw;}}lélﬂgerlr%{?{ré %Q'Bg % ﬁéeqprocessor 16ad fot tine cnhcal ct%ns, such as
generation of time intervals, generation of pulses, and so on. Whilst these hardware

functions are not mandatory, their use greatly simplifies the software design and

coding.

Some microprocessors that are suitable for use in this invention include the Texas

Instruments MSP430 family, Atmel Atmega family and the Hitachi H8/3644 family.

A useful feature of an aspect of the present invention relates to the accurate detection
of the end of the variable length time slice containing the data transmitted by the

transceiver/transmitter.

It is desirable for communication media to require some form of balanced
transmission to avoid accumulation of a dc offset. This balance requires that the
number of ON and OFF states on the medium be equal, when considered over a

moderate to long time period.
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transceiver/ transmtter. 25 It is desirable for
comruni cation nedia to require sone form of bal anced

WO 23937851 on to avoi d accunul ati on of a dc of PEPAD2004/001054
Thi s bal ance requires that the nunber of ON and OFF
states on the nedi um be equal, when considered over a

Therewde nattember dfon@otlinPesdbefried hal@nde .
PCT/ AU2004/ 001054 There are a nunbe‘)r[ggggtgggéc:'g%?%gﬂe data bits

into gfafesrpnsthamedium. Fbeseeatytio terma of iechdriiRyidinth Qh«%i édnsume on
ther%é;&io st at t?lﬁon thﬁ medi um  These vary in ternms of the
nb’ﬁl'cﬂlﬁi &7se Bheasaueryrof thedransmittad datalint deeene. of
recovery of the transmitted data in a receiver. 5 The
preferred coding schene is Manchester coding, with

The prfered codirgesdhbmeas Mihches@k %&9@2%& S888VeRER of coding

. .earlier. The Manchester code al wa has a"s

violatipas g deserifedgarlier.ON, or ON to OFF) in the middle of
each data bit which greatly sinplifies the process in
the receiver of data 10 recovery and synchroni sation

Tre MBhENLSRG: SARNAMEY B 9EHe e MlcREstor eade, the

state pairs (

middldef ddcdas b whdesreafly Qﬁn@ﬁ?%& %ﬁ%‘gﬁé}%}}}xpﬁ% Béﬁq"g‘fqr&f data

il1legal state pairs are” use

recovgry andsynaarongsativingnitbithe raesmifter @sa@ct choi ce of the
illegal state sequence is not very inportant, so |ong
as it is wused consistently. Preferably, the dc

In thRI gee t.ergg]?lgi should he preserved.

20 A s%ttg g%(?a;be’é%%%% 1?‘8“? s@ﬁ? a?‘gbl‘én@hafare Ret permitted.
vari able portion of the transmssion is to use a
sinmple illegal sequence: (ON, ON, OFF, OFF). This

The Manrcdhestersotdheanbe leaphoited, so @itd thailldal Siasd Xir%l%re used tP
addi

c rﬁi?lg ni sed b% t he Manchester decoder. 25 | t1ona
ONVEY P TR T OM AR ROt ¢fSignifigenesd, this sequence can be

used as a "lead- in". So, for exanple, other possible
sequences m ght be:
The exact choice of the illegal state sequence is not very important, so long as it is

used consistently. Preferably, the dc balance of the Manchester coding should be

preserved.
A suitable coding to represent the end of the variable portion of the transmission is to
use a simple illegal sequence: (ON, ON, OFF, OFF). This preserves the dc balance

and can be easily recognised by the Manchester decoder.

If additional information needs to be conveyed, this sequence can be used as a “Jead-

in”. So, for example, other possible sequences might be:

(ON, ON, OFF, OFF, ON, OFF) = first point of significance
(ON, ON, OFF, OFF, OFF, ON) = second point of significance
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(ON, ON, OFF, OFF, ON, OFF) = first point of

significance (ON, ON, OFF, OFF, OFF, ON) = second

Y RUP/0BY75ki gni fi cance 30 32 WD 200-5/ 015751 PCT/AU2004/001054

PCT/ AU2004/ 001054 When the net hods and advant ages are

consi dered together, the preferred protocol

[ ¥olg nous., .an

P | L B8 4rE e e RO RIR Gy $lRrved protocal
impRingarithtionickitioticniel, eghtlainoupatid exgpldits ﬁlrig%li cddifg to denote

_advantage of providing a high level of tine-based
points et signiicange in thei vagiabdéyparind of the variabl e portion,

is relatively easy to inplenent, renoves any reliance

on characterisation of UARTs, and does not need escape

. i t-stuffing,. .Furthermore, the high . .
This R S8R aRlse o ROt iigh ol ECRposedrgeiion in finding
e e e Eoridhy ROl S 1 PP RXSY, Slnpvep gy retionce
on chifaptesisafibntof I ARTS,|amd dddsendtineed esédpe stlquefiesiiobit-stuffing.

easily transmtted, sinply by counting the transmtted
Furtbegmete, the high imetpsed peedisien in finding theend efjthierariable portion

Manchest er decpder (wmthout the need to s ort the )
also NPREET high, EEELeH hastiion Piilsrerfinig e dariaiaRe et g stices
thatkSlidwansm tted 15 during the period of the received

time slice. It will be understood that the above has

been described with reference to a preferred

enbodi ment and that many variations and nodifications
The fixgd anerglines are asilyt tiensmittedesiofplythy qouading the transmitted states

o £ e S on A B e

. sup[;cfr@ﬂ?e_ ilféghﬁé}hg&@)d daba Rt il ﬁle‘:%‘gg ?ﬂgeq% ?l%tlr\i?lgg_ﬁgangrgitged

percei ve evice recelvin ata
duringlthe periodwif ¢he tdveivdeiiime slise.al ready receiving data
from another source.
It will be understood that the above has been described with reference to a preferred

embodiment and that many variations and modifications may be made within the

scope of the present invention.



2. A data frane according to claim1l wherein the coded
data is at the beginning of the data frane. 3. A

nmet hod of detecting a collision between two

transm ssions in a radio frequency network of

devi ces, the nethod including; transmtting froma
first device, a first data3franme according to claiml;

CLAIM®sm tting froma second device, a second data frane

according to the data frame of claim1; and detecting
a coded data sequence fromthe second data frame while
recei vi ng thg first data frame, and recognising the

r esufigtarfiprsder wegaradiafequenycenmmynisations nekwenk, the data

A th dy to.clajm 3 [ det ect ..
¢ hERae g PR i tied FERE Rers G B b Gyt Tessiving
ackRowhedeemsi 4nalollifoh %l%ﬂh%;l%vﬁdgri§ %lr%zg(f})r’]%eggivﬂ?aata from

its transm ssion was interrupt

acaoapthargotiececl ai m 4 wherein the collision acknow edge
signal is transmtted after all the data franmes are
received. 6. A nethod according to claim4 wherein

L andAf Efing Heiaing © e Guiefrine S94Sd el at the beginning

peroqqi\é/ggtat}yarg%e or nore other devices as a
collision. 7. nmet hod according to claim®6 wherein

the one or nore other devices transmt a subsequent

col l'i sion si gnal upon receiving the collision signal.

35 A ghethod afidetestinga ol i drobetswesn déwpoi tregisodssignsin d walse

t hree devices, in e, the first devige transmts a

fi fgetq‘{fﬁfﬁnf’f‘ﬁ?fé(%y 'r‘?ﬁsn%‘etlﬂeti‘Pgil %Tgmﬁ?second devi ce
transm 4S5, RaSR6RNEoHad Ardih e\ ' |.al o 1 i 1
and a thi rr% e\glrlp{eor ecef%ecgqfcﬁégﬁ?{tgftaghgfﬁ%&ggagg%@%%oadalm L

frames andhsaettaed froihesecondatbvilal a sédopd de feeeoidording to
datgfra while receiving the first data frame, and
red Ejﬁli@l apygeof claim Viapg data sequence as indicating a

collisiop, 9. A syst according to claim erein ..
upon detogeé(fcl%ﬁ1 & ﬁée/dsefl:@gl}fits FRGTEE gﬁ)é’ﬁ g e dAh S while
receijving the first data frame, and recognising the resulting data sequence as

indicating a collision.

A method according to claim 3 wherein upon detecting the resulting data
sequence, transmitting a collision acknowledge signal to inform the first

device that its transmission was interrupted.

A method according to claim 4 wherein the collision acknowledge signal is

transmitted after all the data frames are received.

A method according to claim 4 wherein upon detecting the resulting data
sequence, transmitting a collision signal that is itself perceived by one or more

other devices as a collision.

A method according to claim 6 wherein the one or more other devices

transmit a subsequent collision signal upon receiving the collision signal.



10.

11.

12.

13.

the receiving device transmts a collision acknow edge
after receiving the conplete second data franme. 10. A
system according to claim9 wherein upon recogni sing
the resulting data sequence, the receiver transmts a
collision signal to other deg%ces which itself wll

be perceived by the other devices as a collision. 11.
A system according to claim10 wherein the other

devi ces, upon receiving the <collision signal, each

t r ahvgailio consmbsigtien systein insiuoling higleasdt tifvectevices, in use,
perceiveg by other devices as a collision. 12. A

t r anscei D firftfevigedransmits a firss dabnirameaaeardingtostdaim 1,

i ncl udi Least two ofher transceivers, in use, a
first of TnendERice PRnutisArerend Aafdme Secorfling st 1
frayi according to claim1, and the second ot her
transcei ver subsequently transmits a second data

frame accihid devitoreekbiaiests fiishand ceddmidal ML Franted ang&detects the
upon receiving the coded data fromthe second data

f r ivsleghtlate froae Hiedenend Hata frame twhilet moéivangethe first data frame,
recogni ses the.resulting data sequence as indicating a
col %r%e&ﬂgmi%ﬁ thg resulfing g%%?e%@e@ﬁ ¥ mgiqabngagofsion.
wherein the transceiver will continue to receive the
first and second data franes until the transceiver

det&eysteanacoetiaf t3Claidgawhert kpbn idetdchfg ¥R FestilttBsequence,
which finishes last, at which tine, the %ranscelv

wi |the reepiding dexicedtdrissiitrm elisionlackigewletige after receiving the
tracnsc iver ac&grgﬁif%&%o cl ai m 13 wherei n upon
r eCEMR'RY LhEd dalf ¥fa from the second data frane,
the transceiver will transmt a collision signa
which will itself be perceived by the other
t r ahsgdeneigorsing t6 Qlain3l Wherel® upOn GOIPAIYI KR ORSulting data
protocol for use in a radio frequency network of
devegBence, theeregeizentansmhiy egllisicy sigralitn otluti dryicea which itself
fir [ e sl ot for transm tting data, a second tine
sl o‘?%ﬂ }Sa(% er & d by tﬁ]gtoﬂi‘?r FYESE afCB’hSt“?rhnsm tting a
first acknow edgenment state; a third time slot, after
the second tine slot, for transmtting a second
A system according to claim 10 wherein the other devices, upon receiving the

collision signal, each transmit a subsequent collision signal which is perceived

by other devices as a collision.

A transceiver for use in a radio communication system including at least two
other transceivers, in use, a first of the other transceivers transmits a first data
frame according to claim 1, and the second other transceiver subsequently
transmits a second data frame according to claim 1, the transceiver, in use,
upon receiving the coded data from the second data frame while receiving the

first data frame, recognises the resulting data sequence as indicating a

collision.

A transceiver according to claim 12 wherein the transceiver will continue to

receive the first and second data frames until the transceiver detects an end of



acknowl edgenment state; and a fourth time slot, after

14.

15.

16.

17.

18.

19.

the third tinme slot, for transmtting a collision

i ndi cation. 16. A conmuni cations protocol according to
clai m 15 wherein one of the acknow edgenent states is
a positive acknow edge affd the other acknow edgenent
state is a negative acknow edge, 17. A conmuni cations
pr dtaone meakenindheglatofrahai whikh fitishcilastf &tavhich $ime, the
acknowl edgenent state is the positive acknow edge and
t hdragseginer wilk kispamécyerttisionacknewleslgehe negati ve
acknow edge. 18. A communi cations protocol according
to claim15 wherein the first time slot is variable

in : . . ' tine slots are
Ao BGach R BE PR L et oy e iy Bicoded data
ac¢adrelithg sécondl AdtAfbSndMIRE BlafsdelMor RARI thdnthnit a collision signal
acknow edge transm ssion includes the transm ssion ofl

a speichfwidl itelfde peateiged byrthabthien granuédiverisast collision.
redundancy to allow it to be recovered in the presence

of received errors. 37 20. A communi cations protocol

accor.di . im18 erein _the negative acknow edge .

o ERE B oo e R imeniec i ARy reber lctevices
codp.gipy@tl()@@l hmggifm,ﬂgimcﬁﬁl ient redundancy to all ow

it to be recoveréd in the preSence of received

errors. aXirst Anreadivtofoc oramumiitiaigl dtasyst em i ncl udi ng a
transceiver/transm tter, and at |east two
t r ansceiAAEFPRG HEIS Bk aft@p tredinst time slot, for transmitting a first

tl%@ﬁﬁﬁlg!e%%%@%{gtt-ter transmts data in a first

tine s "Anscei ver/ recei ver s, and wherein

upon regahpd tifk sidiCai@i e sEAMH @hekRR, HF gﬂg&ﬁgmltl(i'f%{ aastegond

receivers return either a first acknow edgenent
i n agksewbrtgemeant seltet andfter the first time slot, a
second know edgement state in a third time slot, o
after t ReONEdHeFiqherftgrdhe third iimegpl, ifag tspnsmitting a collision
ackngwlgdgenment in a fourth time slot. 22. A radio
comruni cati ons system according to claim 21 wherein
one of the acknow edgenent states is a positive
acknowl edge and the ot her

A communications protocol according to claim 15 wherein one of the

acknowledgement states is a positive acknowledge and the other

acknowledgement state is a negative acknowledge,

A communications protocol according to claim 16 wherein the first
acknowledgement state is the positive acknowledge and the second

acknowledgement state is the negative acknowledge.

A communications protocol according to claim 15 wherein the first time slot is

variable in length and the second and third time slots are fixed in length.

A communications protocol according to claim 18 wherein the positive
acknowledge transmission includes the transmission of a specific coded value

containing sufficient redundancy to allow it to be recovered in the presence of

received errors.



20.

21.

22,

23.

24,

25.

acknomﬂedgenent state is a negatlve acknomﬂedge 2§fMA"

radi o comuni cations system according to claim 22

wherein the first acknow edgenent state is the

positive acknow edge and the_second acknow edge state

is the negative acknow edge3724. A radio

comruni cati ons system according to claim 21 wherein

the first time slot is variable in length and the

second and third tinme slots are fixed in Ilength. 25.

A rﬁadommmmmwmnml systrdingaioodaidi tRywheraih themegative

wher each transceiver /receiver detecting a

corarc B?W psmigrieniindpdes the transnietian plespecific coded value

each tr nscei ver /receiver
o ARt T Pt cBRE 1P SRR rerOfehed 1 fhegpresence of
ti mRcSL oY eAdds.t he transceiver /transmtter
re-transmts the data to each of the
transcei ver/receivers. 38 26. A transceiver /receiver
for use in a radi o communi cati ons system i ncl udi ng at
| ea% @h@éomanmtloeﬁystﬁan@ﬁiudleg adrehsetiver fmnsmitéer, and at
scelver ecei ver, t he tr?nscelverl

edBi MO BT aeR s, et Rkeneaiver  Fagenifiphgansmits
S| fata i QWr%hrﬁe%fcﬁ@i ?ﬁév\)\fg ctef\%??x@c&t\ g{s’ aftl Wigein 4pgn receipt
transmts a first ac genent sta

€'in a seco

ti rof the data, @héleof theerdrist&ited fro®iGérotretulrh 8NESH 4 Srsd
second acknow edgenent state in a third time slot,

af tasknppdedgenoent stateun s lsetondotimetstatnafhertthe first dinhé soor second
ackn ment state in a,fourth time slot, fter t he

t hﬂﬁgnw Rerpnt Ssate Tina fhiZd igR¢ sigh Afep g spepn rSiptngr a
t 0 C%lll@élgﬂl g@kl‘(mfeﬁ m%Eﬁlor‘Fvé ﬁgﬁﬁ?h}éf‘er! tr ecel ver f urt her

recei ves the flrs ac ement s ate in the second
time slot from the at | east one other transceiver/
recelver or receives the second acknow edgenent state
n 4 Bedioiongmunirations sy femracepusling to dain 2dweheseinene of the
A trans elver/

ta(r:gag}ic S\x\fecg %emer?tc ﬁ?t\ég{svaq%?% 1Y]e ﬂg\ e(ti&eeand lc’he 0%11ver

ac lq&%ad&&g@ﬂém%ftﬁ%%a he e?fnl%oa?dkhb\/x@e&g%”ow edge and

t he ot her acknomﬂedgenen% states is & negative

acknow edge.
A radio communications system according to claim 22 wherein the first
acknowledgement state is the positive acknowledge and the second

acknowledge state is the negative acknowledge.

A radio communications system according to claim 21 wherein the first time
slot is variable in length and the second and third time slots are fixed in

length.

A radio communications system according to claim 22 wherein upon each
transceiver /receiver detecting a correctly coded transmission in the negative
acknowledge time slot, each transceiver /receiver discards the data previously
received in the first time slot and the transceiver/transmitter re-transmits the

data to each of the transceiver/receivers.



26.

27.

28.

29.

30.

31.

29. A transceiver/ receiver according to claim?28

wherein the first acknow edgenent state is the

positive acknowl edge and the second acknow edgenent

state is the negative acknow edge. 30. A transceiver/

recei ver according to clai 329 wherein upon receiving

a negative acknow edge fromthe at |east one other

t r o siaebdver eqel vee for uddi@ a fadeNeSRIMB catioRS @%’é’t@ﬁl including at
di scards the data packet received in the first tinme

s| deast @ne tyanseeiyerd diansmitten avkat least one otherdearisteiger /receiver,
conmuni cations systemincluding at |east one other

¢ r dR4CE| D8 TNSERY FECERHENOR [erelliing, @ dafa Racketsn @i firet time slot

[tr, ' r j ..dat a,,packet in ag.fjrst ti
I RSB BRG] ol gement
I eGeAtY 8% aQbedH timelsldtSiftaakpobiasiae sl%?,a&fnsh'ﬁtsaa sexbh@nd
time slot, after the first tine slot fromone or nore

of ackheoBPedgensms seity a1 s thied Gihweslst, afteciewesorad 68LQNS, or
acknow edgenent state in a third tinme slot after the
sedesmifsecdligen pekne whaslgemenb statein & feairth time slot, after the

trqﬂls\%‘iver(?iecei vers, or receives a collision
acknow ‘€Ug&Mnt state in a fourth time slot after the
third time slot, fromone or nore of the transceiver

/receivers. 32. A transceiver/ transmtter according

t 0 & k@insredlervieietien aor@dirtg thdaind 2k Dk &6 IREBIRL & Al Bfeceiver
Is a positive acknow edge and the other .

ac lfHEf%leé mrretven thesfiest ackrowiledggaentstatedirtbasenyd. tirB8 sloAfrom
trqﬂggﬂ ver /[ trtgns itter according to claiim 32 wherein

uponc FEEEP\VITG IRET HaRSETvrE/ LeRIVEhPE R8IV e pae second

t r 3RRASIWYRI el 8tltd Efhe 1B ARSI % fr%)gﬁ tl%aﬁt‘f’}egs? ohP8ther

at | east orle transcelver receivers.

conmisiceigbt fraseiperot ocol for use in a radi o frequency
network of devices, the protocol having a frame
including a first tinme slot for transmtting data, a

Ses %lwgémeﬁlrgcteivetarlfa%:?egrdﬁll{] %ﬁ%&lélsn% ?z :\\?%r‘%lf\:%fesqff glge

i ndi cati ng a’'repea ag

af teknbiee BRAMM stdtd®is 8l (Rsitid o4 ckh8ivianidd iRbh&e
dat a trancgg%itted in theﬁ?‘bii;\st Ctlms\ sl'™ot and a fourth

t i mekspoiedgrinat states is himagativeaclsiotledgé.or al | owi ng
acknow edgenent of a collision between two or nore
A transceiver/receiver according to claim 28 wherein the first

acknowledgement state is the positive acknowledge and the second

acknowledgement state is the negative acknowledge.

A transceiver/receiver according to claim 29 wherein upon receiving a
negative acknowledge from the at least one other transceiver/receivers, the

transceiver /receiver discards the data packet received in the first time slot.

A transceiver/transmitter for use in a communications system including at
least one other transceiver/receiver, wherein in use, the
transceiver/transmitter transmits a data packet in a first time slot to the at
least one transceiver/receiver and receives either a first acknowledge state in a

second time slot, after the first time slot from one or more of the



32.

33.

34.

35.

transm ssions. 35. A comuni cations protocol according
to claim34 wherein the fourth tine slot is divided
into three sub-time slots. 36. A conmuni cations
protocol according to claim35 wherein one sub-tine
slot is for indicating a @ssitive acknow edge,

anot her sub-tine slot is for indicating a negative

ac kRGVICEINE s /28¢kitdiS, re8dRbdd BitofiH Q\'Ckhé@leﬂgghe'n? sfa®in a third
indicating the detection of a collision between two

or tiroe elat métes theswicomd tindksloBfformAoreoommpi€of thens
protocol, according to claim36 wherein the first
sudTARSERIVET Geceizetshar meeives ¢ solisionoarkaaydedgamerd staterih a

sub-tipe.slof .is the negative  acknow edge, and.the

¢ hitplrEime flng afieb e EEimESlot PR Phs RarSR theg” A
co I ERLE ARSeiRERL ocol according to claim 34 wherein
the first and third time slots are variable in |ength
and the first and second sub-tinme slots are fixed in
Ieggth. 39. A communi cations protocol according to

cl anfira@BEceifer/dranstiitepacsotding to akliumdil wheein oné afihs
the transm ssion of a specific code al ue_cont ai ni ng
suf%%Péﬁ%ﬁ&eé’aﬂﬁ&%@l%a&%qlmw&nw@e‘&fs siack tigcntBer |
th r (%Y 0 conmuni cat i ons
pr gatoggl glaﬁé]&c% 61? %lltnS g‘&? o % gi?a%wf'/{ C\%Hgé@léd % he negative
acknow edge i ncludes the transm ssion of a specific

coded val ue containing sufficient redundancy to all ow

i t Adrdrsceivenitmarstittar advergingse ntémod? whemivepon receiving a

errors., 41. A Cﬁg?unications pnptocoL according to

cl AR eRRkneVipdesethedransseiyRt/ trmitebretiansmugdhe dpfa to the

tr %E&ﬁ%%BQHa%c véﬂ&ﬁ%@%& coded val ue contai ni ng

sufficrent redundancy to allowit to be recovered in

the presence of received errors. 42. A repeater for

use in a radio comuni cation systemincluding at | east

t woA congnyoishtienspratheoldeor Lsedista tagio fregneneyi nasworkef deyices,

sep m each, ot her istanc% ﬁ eater than
PH"

rated f by. a
2t P snL AT P PRE Rt iog  PEm G TPh PgRe i late
US€econd time slot, after the first time slot, for indicating a repeat flag, and a
third time slot, after the second time slot, for retransmitting the data
transmitted in the first time slot and a fourth time slot, after the third time slot,

for allowing acknowledgement of a collision between two or more

transmissions.

A communications protocol according to claim 34 wherein the fourth time slot

is divided into three sub-time slots.

A communications protocol according to claim 35 wherein one sub-time slot is
for indicating a positive acknowledge, another sub-time slot is for indicating a
negative acknowledge and the remaining sub-time slot is for indicating the

detection of a collision between two or more transmissions.



38.

39.

40.

41.

42

the repeater being disposed internediate the at | east
two transceivers wherein upon receiving data in a
first tinme slot, the repeater transmts a repeat flag
ina second time slot, trg&snits inathird tine

slot, the data received in

he first tinme slot, and

then transmts, in a fourth tine slot, a collision

37. ackAQohetlghicafibns Prot&dol ha&dRAIHAS LARUH RileREh WREfirst ¥Bb-time

or

more transmi ssions.
slot is the positive acknowledge, the second sub-time slot is the negative

acknowledge, and the third sub-time slot is the collision indicator.

A communications protocol according to claim 34 wherein the first and third

time slots are variable in length and the first and second sub-time slots are

fixed in length.

A communications protocol according to claim 37 wherein the positive
acknowledge includes the transmission of a specific coded value containing

sufficient redundancy to allow it to be recovered in the presence of received

errors.

A communications protocol according to claim 37 wherein the negative
acknowledge includes the transmission of a specific coded value containing

sufficient redundancy to allow it to be recovered in the presence of received

CITOIS.

A communications protocol according to claim 37 wherein the collision
indicator includes the transmission of a specific coded value containing

sufficient redundancy to allow it to be recovered in the presence of received

errors.

A repeater for use in a radio communication system including at least two
transceivers, the at least two transceivers being separated from each other by a
distance greater than at least one of the respective transmitting ranges, in use,
the repeater being disposed intermediate the at least two transceivers wherein
upon receiving data in a first time slot, the repeater transmits a repeat flag in a
second time slot, transmits in a third time slot, the data received in the first

time slot, and then transmits, in a fourth time slot, a collision acknowledge, if

a collision has occurred between two or more transmissions.



