1 SYSTEMS AND METHODS FOR MAI NTAI NI NG DATA | NTEGRI TY OF REMOVABLE MEDI A OF
AN ELECTRONI C DEVI CE [0001] The descri bed enbodi nents relate generally to
nmet hods and 5 systens for naintaining data integrity of a renovable nedia
card of an electronic device, particularly when such nedia card is renoved
fromthe electronic device. Described enbodinents also relate to an

el ectroni c device enpl oying such systens and net hods. [0002] Mobile
devices often provide multinedia functionality. Because of 10 their size,
static and novi By STEMSANDRGEH QDS B@%MNINWAWM@WT@UNEEGWW&’SOW

data files) are corrrmnl t e nmedi a cards usually
enploying flash nenory %@bg;@ég%&ﬁéﬁ 9?25’8 %@EW&P&Y ég as flash
menory cards) or other non-volatile data storage that can be electrically
erased and reprogramred. Cccasionally, the user of the nobile device wll

want to rend0@0t1he nedite da&diberﬁemhbéinmytsbelalb@gauemliyh@nuﬂbod;wantis to
replace t wt ther nedi a rd havin nor e abl e storage space.
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anot her el eqfdhi, Hafflii&® WheAGLRAMOdialithl i€ RlfoldiefshPhetki8atéhic el Re. As
di scussed below, the untinely renoval of a nedia card may result in the

| oss of the RracEbsd@edodmante alsarielatedo pocoattronic devicei ensplasngssuchuch

medi a cards th a FAT (file allocation table) file system
G ven the ubi é%nﬁ%égaﬁlé ur)é%of FAT file systens, this ensures

i nt er oper abi[0093] W t h Mobidldeviaagefieh psyatiensuldnddieiiretsnallyf iHekause of
al | ocatl on tabl e stores organi zational data indicating, anong other things,
sector 1@ddteisazenstatie and memstdlg@@ﬁm@a@sand@wwddfd@a(ampegaﬁ@erstwae@@f on

e, T2, o, SRuE fled) o 0RO Aty Lohen ehlanBRnEES HEbNe el FoRAR |

that a data sector” can onl y rea
oper ation. Assh nnemom (anal amamgnmnetimeemefe(rmdcﬂo a&sfla?srpmwnoriymds)oasr

untlnelyre val of the ia car update of the allocation
tabl e coul doFRE&UIRN- Vﬂ'af'ﬁ‘g‘%éﬁtﬁt?régﬁlth%kﬁn 8% GJ%FBT' Iyoergeed gndgsprogranypedh a
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accessthe talnt ata fil eS|tet act 't suc a would
li kely &3il [Thexinsty.be because the user wants to replace it with another media card having

more available storage space. Alternatively, the user may simply want to transfer
the media card to another electronic device to access or duplicate the stored data
files. As discussed below, the untimely removal of a media card may result in the
loss of the data stored on the card.

20 [0003] In most instances, such media cards are formaited with a FAT (file
allocation table) file system. Given the ubiquitous nature of FAT file systems, this
ensures interoperability with a wide range of systems and devices. A file
allocation table stores organizational data indicating, among other things, sector
addresses where different segments of each data file are stored on the media

25  card.

[0004] An inherent weakness of the FAT file system is that a data sector
can only be modified with a "read-modify-erase-write" operation. As a result, a
catastrophic event (such as a power loss, or untimely removal of the media card)
during an update of the allocation table could result in the entire allocation table

30  beinglost. Insuch a circumstance, the operating system would be unable to

locate and hence access the data in the data files, despite the fact that such data

would likely still exist.



2 [0005] A backup copy of the allocation table may be used to mtigate
agai nst such data | oss, but various inplenentations of FAT file systens
either utilize such a backup either inconsistently or not at all. Further,
sone flash nenory devices nay store both copies of the allocation table in
t he sanme sector, 5 thereby risking |oss of both copies sinultaneously.
[0006] Similarly, the directory entries stéred on the nedia card are al so
at risk, and are scattered throughout the disk. These entries do not

beng; it : f r orfiODBE] FAT A@danlgd;anomé g)\i\kﬁa:hll@&tinsalﬁablenﬁdy be useciapshiigatd | y
used). [0007] It .is desir t ress, or aneliorate or nore
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better undergemady Agviees ey stese botiecomabofithrealiccadind table in5ha samensrator,
clearly how é%% rp?%{(gpe carried int.o etfegth reference will now be nuade,
by way of ex &, 41085 L COMEANPRS TBHERNSYSN n whi ch: [0009] FIG 1 is
a bl ock di aqoaosgf a rmmnbﬂy,dwélc%dtéty@ﬂri@é@fmé@onltﬁ@'rﬁ@&at@atrd%% als@00]
FIG 2 is a block diagramof a communication sub-system 20 conponent of
the nobil e diski aed@re sratered thopwiouktie deki Shesepaiciesdlcanetdrnstiit fonvthe of

el _ e N - . howi .
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is a schgmat i ¢ di agram showi ng the haqusing of the nobile device of FIG 1,
wi th t htV badigagvanfraes Assostpted with erstinmueys oframovypgiasmgdia sisker a
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mai ntai ning the data integrity of 30 a renpvable nmedia card of the nobile
devi ce; [00I EI i 2 exanpl e of a sensory indicator
to the userF++#tH A di spl ay shown on a display of

the nobile [0008] For a better understanding of the described embodiments and to

15 show more clearly how they may be carried into effect, reference will now be

made, by way of example, to the accompanying drawings in which:
[0009] FI1G. 1 is a block diagram of a mobile device in one example
implementation;
[0010] FIG. 2 is a block diagram of a communication sub-system
20  component of the mobile device of FIG. 1;
[0011] FIG. 3 is a block diagram of a node of a wireless network;
[0012] FIG. 4 is a schematic diagram showing in further detail various
components of the mobile device of FIG. 1, including components related to the
media storage card;
25 [0013] FIG. 5A is a schematic diagram showing the housing of the mobile
device of FIG. 1, with the barrier in a closed position;
[0014] FIG. 5B is a schematic diagram showing the housing of the mobile
device of FIG. 1, with the barrier in an open position;
[0015] FIG. 6 is a flowchart of a method for maintaining the data integrity of
30  aremovable media card of the mobile device;
[0016] FIG. 7 is a screen shot of an example of a sensory indicator to the

user in the form of a pop-up screen display shown on a display of the mobile



3 device, generated upon detection of the novenent of the barrier fromthe
closed position; [0017] FIG 8 is a screen shot of an exanpl e pop-up
screen di splay shown on a display of the nobile device, indicating that
the nedia card has been 5 renoved; and [0018] FIG 9 is a screen shot of an
exanpl e pop-up screen display showmm on a display of the nobile device,
indicating that a nedia card has been inse¥ted. DESCRI PTI ON OF PREFERRED
EMBODI MENTS 10 [0019] The descri bed enbodi nents relate generally to

met hods, sysiexitce, gendrated iupes detection oft thenhogerdahbof thedgirrigyfrom thercgisaadabl e
medi a card of a handheld electronic device, particularly when such nedia
card is in " emoved from such device or when a battery supply is
renoved. [O rtai i L g oY .ok Ng
Gata 15 1 nieoiTEy of aCr EnsrLiTabR shBtof &) Bhib fol Rkt PR R
devi ce. The afexdisplaynefitheonpbiiesdeviae nindicatipgithatl tbe anediawiardhihasttieenhousi ng
and confrgured to releasably receive the nedia card; a barrier novable
froma c oséﬁnﬁwggt?% to an open position, wherein in the closed position
access to theotgdi a pEE. bSs o fFEEH Shefor ANExAMBR pbSlupdRlE&H alsppResviyel Y
coupled to the barrier and configured 20 to detect when the barriéer is
nmoved from ©Re? dispiydofifbsinelile datiee nipdicatingrtlyat amegia sard s been ipeviedn
the barrier is noved fromthe closed position; and updating the data
stored on the renovabl e nedia card. [0021] The data stored on the nedia

card may comESCRIFTION @F PREFFRREGOEMBORIMEATS t he updating step may
conprise updating the file allocation table data. 25 [0022] The nethod may

further’@om®P9t pr ovildierdpsshibgd supkedimsta relateyeneratly theataerdhsyatems

el ectronic [NoT=X 1 i i £ v 1 : rence of
one or nor eggge etl%rsﬂ‘]bf]@ﬁt@éﬁﬁg?ﬁd@%%t?%ﬁ%ﬁ% me bﬁ%ﬁ(ﬁ?@%aa&gﬁ%troni c
devi ce. Suchapdededtadectroréd devimet patticulart! widen daetieetaedig cahdiis inffact reeddiveedcar d
has been repopved frqom.the di a %ort and the display imge may 30 notify
the user t WP RYCTHAEYISE O IGMLa PRUER T ERRN EUTP YR he modi a port. The
predet ermi neshyent mesalid 8RRdingh ﬁ%y'r@ﬁ?ﬂ%pé'n%‘thbng%i%? kA t hat

a nedia card has been inserted into the ' ne ort and the display Inmge
may 16  integrity of a removable media card of a handheld electronic device. The device

may comprise: a media port located within the housing and configured to
releasably receive the media card; a barrier movable from a closed position to an
open position, wherein in the closed position access to the media port is
restricted; and a barrier detector operatively coupled to the barrier and configured

20 to detect when the barrier is moved from the closed position. The method may
comprise: detecting when the barrier is moved from the closed position; and
updating the data stored on the removable media card.
[0021] The data stored on the media card may comprise file allocation table
data and the updating step may comprise updating the file allocation table data.

25 [0022] The method may further comprise providing on a screen of a display
of the handheld electronic device a display image notifying the user of the
occurrence of one or more predetermined events in relation to the handheld
electronic device. Such predetermined event may include detecting that the
media card has been removed from the media port and the display image may

30  notify the user that the media card has been removed from the media port. The
predetermined event may alternatively or in addition include detecting that a
media card has been inserted into the media port and the display image may

notify the user that the media card has been inserted into the media port.



notify the user that the nedia card has been inserted into the nedia port.
4 [0023] The nethod may conprise providing a sensory indicator to the user
upon detection of the novenment of the barrier fromthe closed position. The
sensory indicator may conprise an audi ble tone and/or a display inage on a
screen of a display of the handheld el ectronic device. The display inmage
may 5 request user input fromthe user cor4esponding to the user's
intentions regarding renoval of the media card. The nethod may further

conpri se ena[b[)?.a]; r eceThpg ndthod heayusenprigeprowdiag a sisejory Malidateonpideaer of
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handhel d el ecreambta df@pla:yapf theomprd el gleciroh@mudévigs. Eharddpaypordgel oept ed
within the housi and c red to rel easabl receive a orage nedi a
Card: a Bar FEECTIHERB IR D1 sSeeo R B 1o oeas SRt spuent Fegaramg
wherein in tr@mo%péﬁmenﬁéa‘ral@?daq%sr%embm Wﬁﬁh@r@&ﬁbnséeﬂaébr@gﬁédewﬁ a
barrier detector operatively coupled to the barrier and configured

det ect when th@espamnpiuéria & Ureriegut comﬂppnentd:fdbedwaawetd ehectranp‘rdmm dsine

Cor age. aceder BT o PR R bt el Bickig PRy et L SEidseai® by

t he processaief Wputeﬁﬁmleﬁgnﬁyﬁﬂdlu@e@ﬂ@égt d@feecﬁeé\{@fybéarcﬁ@oﬂréa@mhém a
wherei n the nedi a preservation application is configured to cause

t he pro%%ssérracl‘ﬂ)%lpaéjc"@cffﬁ@a'dfaﬁfban@tadpé%tlcéin the storage media card. [0025]
The devi ce 8 p:gl S0 CCIH[P{H&? c?cpﬁ{gﬁ?s{]m t#é\d?edé“a H};\%L&?]'e ]ec%ﬁf edeﬂnéebe

medi a port sitioned W|t er and” wher €l n e CRarD i's
configured Icompelsmg\ze iudnmnmlgz,cb mesii@pagdocaed w:fﬁ‘mﬂmhbuﬁhgrmw mﬁguraﬁtoa 25
chanber cover enentati ons, the chanber é\/ &om nprise a battery

chanber and r?fﬁésgmir%%‘?’v%&/%Pr%mgf?p?@@eaé’%ﬁ?'ﬁ BYoyae q:gl,og:aﬁgrposmon
wherein  the, detRRhYodifon, (‘V\%H’rélﬁ@zt % bosibd Eecéééée{o%bgﬁédlawpﬂsed to

the cover and toO the housin storage nedia card nay conprise a
fl ash nEnor yestaeled, Adarger dﬁlebtortdp@raﬂlmiyedomed toc tmpbeses and cdrdigakeédtat i on
table. The %/ec(t: wherythe%rg?ner IS moved from the closed position; a processor operatively
coupled to the media port and to the barrier detector; memory storage accessible
to the processor and storing program code executable by the processor for
executing a media memory preservation application, wherein the media memory
20  preservation application is configured to cause the processor to update the data
stored on the storage media card.
[0025] The device may also comprise a chamber within the housing,
wherein the media port is positioned within the chamber and wherein the chamber
is configured to receive the media storage card. The barrier may comprise a
25 chamber cover. In some implementations, the chamber may comprise a battery
chamber and the chamber cover may comprise a battery cover. Further, wherein
the detector may comprise a contact switch operatively coupled to the cover and
to the housing.
[0026] The storage media card may comprise a flash memory card. As
30 well, the stored data comprises a file allocation table. The device may comprise
operating system code wherein the media memory preservation application is
configured to cause the processor to unmount the media card from an operating

system of the electronic device,



operating system code wherein the nedia nenory preservation application is
configured to cause the processor to unnount the nmedia card from an
operating systemof the electronic device. 5 [0027] The handhel d

el ectronic device may be a nobile device that conmunicates with other
devices. To aid the reader in understanding the structure of the nobile
device and how it communi cates with other Ievices, reference is made to
FIGS. 1 through 3. 5 [0028] Referring first to FIG 1, a block diagramof a

nobi | e devi e0LT] one TEnahphéhéltplemmiatieane insaysbewmobiedalicy tast 100.
Mobi | e device 100 conprises a nunber of conponents, the controlling
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of nobile device 1 In sone al n conmuni cat i on
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Dat a GSM Envontborehe dvé%ﬁ%g@@ﬂonwlm@jaﬁeademﬂbg TebesRMBMBbERIEABS _
Servi ce UMTS) 20 [ 0030 w standards are still being defined, but it is

bel i evett’ t n&® @Wegpmﬁnwmcaﬁwéuapmﬁnwﬂqfu@@gtd@ta RadVeIGOPRMBYAtioNS, are
descri bed hgéggﬂne&@ﬂg'ugh%drﬁm%hfc%ngﬁ esuﬂlgﬂ?‘%ﬁwt P04 %nﬁ’rﬁbﬁ%%ﬁoﬁ‘&b%g&ehﬁ the

art that th scri be nbodi nen énded to use "any ot her tabl e
st andar ds t Ha4 raceiveevedsspegdsifror iaedfseﬂdseneé@@es%re&im&ebslenrrdtwom:a@@:.t i ng
comuni cat kﬁ@@tjbsyst m, 104 with network 200 2 represents one or nore

di fferent Frequéhdys Fﬁﬁwp&%gﬂﬂl@f"&e”tﬁwﬁ Meglle ey % to defi ned
protocol s spgginisitadaf séﬁy S| (RORTEYG Al LfoF cem‘ﬂitaE W oo t svm ¢ ched

protocol s, these channel re capabl e of “supporting

voi ce cdmuateetaons vt hpds lodsal Sv(ﬁttecrhén Malise Gommumcatlo:ml(@SM) and
General Packet Radio Services (GPRS) standards. The GSM/GPRS wireless
network is used worldwide and it is expected that these standards will be
superseded eventually by Enhanced Data GSM Environment (EDGE) and
Universal Mobile Telecommunications Service (UMTS).

20 [0030] New standards are still being defined, but it is believed that they will
have similarities to the network behavior described herein, and it will also be
understood by persons skilled in the art that the described embodiments are
intended to use any other suitable standards that are developed in the future. The
wireless link connecting communication subsystem 104 with network 200

25 represents one or more different Radio Frequency (RF) channels, operating
according to defined protocols specified for GSM/GPRS communications. With
newer network protocols, these channels are capable of supporting both circuit
switched voice communications and packet switched data communications.
[0031] Although the wireless network associated with mobile device 100 is

30 a GSM/GPRS wireless network in one example implementation of mobile device
100, other wireless networks may also be associated with mobile device 100 in
variant implementations. Different types of wireless networks that may be

employed include, for example, data-centric wireless networks, voice-centric



[ 0031] Al though the wirel ess network associated with nobile device 100 is
30 a GSM GPRS wirel ess network in one exanple inplenentation of nobile
device 100, other wireless networks may al so be associated with nobile
device 100 in variant inplenmentations. Different types of wreless
networks that may be enployed include, for exanple, data-centric wreless
networks, voice-centric 6 wreless networks, and dual - node networks that
can support both voice and data comunications over the sanme physical base

stations. Conibdless ndtvadrksDated dogkmetkshetwerkedhat bar sappom @bt Veité efdidata
Code Division Multiple Access (CDVA) or. CDVA2000 networks, GSM GPRS

net wor ks (a§°ﬁ‘@ﬁt~'f‘t§’ﬁ§€ln%§5@’é§he $Hae PRy pigabbaestelionsn Costhinad dwelFR9de; ke
EDGE d U |
Vobi t ex T R R e e o8t AR R Sler ), Frach OV sih REHISE Eosksr ICORALT o,
voi ce- cent r iGDRIACZS O0etatookiss, IGEMUE P RBenstoraks (a@mnbnad |abnvé%{shdmalrcﬂPCS)
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auxiliary input/output (1/0O subsystem 112, serial port 114 eyboa
speaker 11$Netwiodt.opkame!aof 0IQhomlcea:negb'la:@afcamatwarka)armsIuﬁ@?aﬁdnaft her

Sﬁﬁlﬁﬁ?ciff‘&n AR RetrdP R R e oSt e B TaRE Gl RN ubRke ™

"resident" ®cceds (ERMVRG dydtghsons. By vvay of exanpl e, display 110 and
keyboard 116 may be used for both communi cation-related functions, such as

enteri ngPa [003@] nessddierarspcessmisifisalborntewants néthasiditiaso subsystems such

Cper ati ng syetenrharaREesel e Bty Bbehraf BB dfhiegy 1oE™ 1S
typi cal |y stoxiidry Mpat/pefmjt$!t/©mhuls§m@ﬂm sasal ﬁ)d)raSH4UBQWQarle85 weaikerrmy
alternati veléﬁsbe a rgad 0 simlar storage el enent  (not

shown) . Thodd8sRi¢'PRACH® LR P CaBIEEPAIRI et and RN GAEINER Syt em
fg(rjrgorlgfl I yﬁﬁ:)sa:giag ?ﬁ}(ﬂo@ﬁge \?@Imaét @é@?‘%’r’%%iu 'Esd% ngpeg@}l%osq I n sone
enbodi nEnt s comoitieatitevrelatetOlinnbyns evitkraas otleered sy steomsrnzygabividke si gnal s
over networ kre%.ldce)zn;f1 cgrecgn rde fé'erfggctpoer}sm%l§/ vLaeygio’rsé)Egr%ipPer,] d?srplay 110 and keyboard
116 may be used for both communication-related functions, such as entering a
text message for transmission over network 200, and device-resident functions
such as a calculator, media player or task list. Operating system software 103
20 code used by microprocessor 102 is typically stored in a persistent store such as
flash memory 108, which may alternatively be a read-only memory (ROM) or
similar storage element (not shown). Those skilled in the art will appreciate that
the operating system code 103, specific device applications, or parts thereof, may
be temporarily loaded into a volatile store such as RAM 106.
25 [0034] In some embodiments, mobile device 100 may send and receive
communication signals over network 200 after required network registration or
activation procedures have been completed. Network access is associated with a
subscriber or user of a mobile device 100. To identify a subscriber, mobile device
100 requires a Subscriber {dentity Module or “SIM” card 126 to be inserted in a
30  SIM interface 128 in order to communicate with a network. SIM 126 is one type of
a conventional “smart card” used to identify a subscriber of mobile device 100 and
to personalize the mobile device 100, among other things. Without SIM 126,

mobile device 100 is not fully operational for communication with network 200.



activation procedures have been conpleted. Network access is associ ated
with a subscriber or user of a nobile device 100. To identify a

subscri ber, nobile device 100 requires a Subscriber ldentity Mdul e or
"SIM card 126 to be inserted in a 30 SIMinterface 128 in order to
communicate with a network. SIM 126 is one type of a conventional "smart
card" used to identify a subscriber of nobfle device 100 and to
personal i ze the nobil e device 100, anpbng ot her things. Wthout SIM 126,

mobi | e devi qeoaap i s By irfserting 8MarabiinralIM aiterasEURBCAUBScBdritanet wor k
200. 7 [0035] nserting SIM 126 into SIMinterface 128, a subscrl ber
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identify the subscriber, SIM contains sonme user paraneters such as an
| nt er nat i onanemphi fos SSUmWQrmatm |@eee SIM 120vBlipserter a{dSMurugéam 1@8j ing
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i nf or mat i onchatains 5OMIEl &tParafctssWakh asl 41 Itgingiofal Motk Subetrisél endar)
information and recent call information. I n certain enbodi nents, SIM 126

may con¥ i séd%ntavﬂh@%nﬁ&%@r@g%éwsmaeﬁm 126 isaih@t mesubseriber isdidl to 15
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battery interface 132 for receiving one or more rechargeable batteries 130.
Battery interface 132 is coupled to a regulator (not shown), which assists battery
130 in providing power V+ to mobile device 100. Although current technology
20  makes use of a battery, future technologies such as micro fuel cells may provide
the power to mobile device 100.
[0037] Microprocessor 102, in addition to its operating system functions,
enables execution of software applications on mobile device 100. A set of
applications that control basic device operations, including data and voice
25  communication applications, will normally be installed on mobile device 100
during its manufacture.
[0038] Additional applications may also be loaded onto mobile device 100
through network 200, auxiliary {/O subsystem 112, serial port 114, short-range
communications subsystem 122, or any other suitable subsystem 124. This
30  flexibility in application installation increases the functionality of mobile device 100
and may provide enhanced on-device functions, communication-related functions,

or both. For example, secure communication applications may enable electronic



25 communi cation applications, wll normally be installed on nobile device
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15  standards developed by the Infrared Data Association (IrDA), Bluetooth, and the
802.11 family of standards developed by IEEE.
[0041] In use, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication subsystem
104 and input to microprocessor 102, Microprocessor 102 will then process the
20  received signal for output to display 110 or alternatively to auxiliary 1/0 subsystem
112. A subscriber may also compose data items, such as e-mail messages, for
example, using keyboard 116 in conjunction with display 110 and possibly
auxiliary 1/0 subsystem 112.
[0042] Auxiliary 1/0 subsystem 112 may include devices such as: a touch
25  screen, mouse, track ball, infrared fingerprint detector, and one or more roller
wheels with dynamic button pressing capability. Keyboard 116 comprises an
alphanumeric keyboard and/or telephone-type keypad. A composed item may be
transmitted over network 200 through communication subsystem 104. User input
components comprised in auxiliary /O subsystem 112 may be used by the user to
30 navigate and interact with a user interface of mobile device 100.
[0043] For voice communications, the overall operation of mobile device
100 is substantially similar, except that the received signals would be output to

speaker 118, and signals for transmission would be generated by microphone



[0042] Auxiliary 1/0O subsystem 112 may i ncl ude devices such as: a touch 25
screen, nouse, track ball, infrared fingerprint detector, and one or nore
roller wheels with dynam c button pressing capability. Keyboard 116
conprises an al phanuneric keyboard and/or tel ephone-type keypad. A
conposed itemmay be transmtted over network 200 t hrough comuni cation
subsystem 104. User input conponents conp?ised in auxiliary 1/O subsystem
112 may be used by the user to 30 navigate and interact with a user
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[ 0045] The particul ar desi gn of communi cation subsystem 104 is dependent

upon t heV ne@ieiementarpéh 1 adbieca! QanitdorsdbUss oAt BRdEdPPEeSTPer at e,
thus it shoulsybe S%ﬁ%.rsséslggﬂaq%né|tpgog%§%9rm§ﬁgq%tor ated in FIG 2 serves

15 only as one exanp ecei ved Dby ‘ant énna 154 t hrough network 200
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encodi ng, b}/np%‘?'?o %ggéivéﬁ"hﬁ WQ]SI(E)F] may perform such common receiver functions as
signal amplification, frequency down conversion, filtering, channel selection, and
analog-to-digital (A/D) conversion. A/D conversion of a received signal allows
more complex communication functions such as demodulation and decoding to be

20 performed in DSP 160. In a similar manner, signals to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed sighals are input to transmitter 152 for digital-to-analog (D/A)
conversion, frequency up conversion, filtering, amplification and transmission over
network 200 via antenna 156. DSP 160 not only processes communication

25  signals, but also provides for receiver and transmitter control. For example, the
gains applied to communication signals in receiver 150 and transmitter 152 may
be adaptively controlled through automatic gain control algorithms implemented in
DSP 160.
[0046] The wireless link between mobile device 100 and a network 200

30 may contain one or more different channels, typically different RF channels, and
associated protocols used between mobile device 100 and network 200. A RF
channel is a limited resource that must be conserved, typically due to limits in

overall bandwidth and limited battery power of mobile device 100.



processed signals are input to transmtter 152 for digital-to-analog (DA
conversion, frequency up conversion, filtering, anplification and

transm ssion over network 200 via antenna 156. DSP 160 not only processes
comuni cation 25 signals, but also provides for receiver and transmtter
control. For exanple, the gains applied to comunication signals in
receiver 150 and transnitter 152 may be d8aptively controlled through
automatic gain control algorithnms inplemented in DSP 160. [0046] The
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G S wlen et e A

net wor k15 butGRfaé lﬁa,lppm)rﬂ Nete QSG(&Nﬂpr&rH @atdmﬁy @F&?Sﬁé}umnhyNusedGGSN ) 218,

communi cati ana a ! 983 os’y\eonﬂgura’uon Protocol {(DHCP) 220. This list of components
is not meant to be an exhaustive list of the components of every node 202 within a
GSM/GPRS network, but rather a list of components that are commonly used in
communications through network 200.

20 [0049] In a GSM network, MSC 210 is coupled to BSC 204 and to a
tandline network, such as a Public Switched Telephone Network (PSTN) 222 to
satisfy circuit switched requirements. The connection through PCU 208, SGSN
216 and GGSN 218 to the public or private network (Internet) 224 (also referred to
herein generally as a shared network infrastructure) represents the data path for

25 GPRS capable mobile devices. In a GSM network extended with GPRS
capabilities, BSC 204 also contains a Packet Control Unit (PCU) 208 that
connects to SGSN 2186 to control segmentation, radio channei allocation and to
satisfy packet switched requirements. To track mobile device location and
availability for both circuit switched and packet switched management, HLR 212 is

30 shared between MSC 210 and SGSN 216. Access to VLR 214 is controlled by
MSC 210.

[0050] Station 206 is a fixed transceiver station. Station 206 and BSC 204

together form the fixed transceiver equipment. The fixed transceiver equipment



20 [0049] In a GSM network, MSC 210 is coupled to BSC 204 and to a

| andl i ne network, such as a Public Switched Tel ephone Network (PSTN) 222 to
satisfy circuit switched requirenents. The connection through PCU 208, SGSN
216 and GGSN 218 to the public or private network (Internet) 224 (also
referred to herein generally as a shared network infrastructure)
represents the data path for 25 GPRS capalllle nobil e devices. In a GSM
network extended with GPRS capabilities, BSC 204 al so contains a Packet
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responsible for a group of location areas and stores the data of the mobile devices
currently in its area of responsibility in VLR 214. Further VLR 214 also contains
information on mobile devices that are visiting other networks. The information in
20 VLR 214 includes part of the permanent mobile device data transmitted from HLR
212 to VLR 214 for faster access. By moving additional information from a remote
HLR 212 node to VLR 214, the amount of traffic between these nodes can be
reduced so that voice and data services can be provided with faster response
times and at the same time requiring less use of computing resources.
25 [0052] SGSN 216 and GGSN 218 are elements added for GPRS support;
namely packet switched data support, within GSM. SGSN 216 and MSC 210
have similar responsibilities within wireless network 200 by keeping track of the
location of each mobile device 100. SGSN 216 also performs security functions
and access control for data traffic on network 200. GGSN 218 provides
30 internetworking connections with external packet switched networks and connects
to one or more SGSN's 216 via an Internet Protocol (IP) backbone network
operated within the network 200. During normal operations, a given mobile

device 100 must perform a “GPRS Attach” to acquire an IP address and to access



currently in its area of responsibility in VLR 214. Further VLR 214 al so
contains information on nobile devices that are visiting other networks.
The information in 20 VLR 214 includes part of the pernmanent nobile device
data transmtted fromHLR 212 to VLR 214 for faster access. By noving
additional information froma renote HLR 212 node to VLR 214, the anount
of traffic between these nodes can be redédced so that voice and data
services can be provided with faster response tines and at the sane tine
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an Access Point Node (APN) within GGSN 218. The APN represents a | ogi cal
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‘myconnection.wireless.com”.
[0054] Once the GPRS Attach is complete, a tunnel is created and all traffic
is exchanged within standard IP packets using any protocol that can be supported
20 in [P packets. This includes tunneling methods such as IP over IP as in the case
with some IPSecurity (IPsec) connections used with Virtual Private Networks
(VPN). These tunnels are also referred to as Packet Data Protocol (PDP)
Contexts and there are a limited number of these available in the network 200. To
maximize use of the PDP Contexts, network 200 will run an idle timer for each
25 PDP Context to determine if there is a lack of activity. When a mobile device 100
is not using its PDP Context, the PDP Context can be deallocated and the IP
address returned to the IP address pool managed by DHCP server 220,
[0055] Embodiments of mobile device 100 may be equipped and
configured for communication over a cellular connection via communication
30  subsystem 104 and with a wireless local area network (WLAN) using a
communication form commonly termed "Wi-Fi". Such Wi-Fi connections may
employ a suitable WLAN-compatible communication technology, of which

unlicensed mobile access (UMA) technology is one example. UMA technology



APN may be considered to be simlar to an Internet domain name such as
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operation of an gl ectronic, devic such as nobile device 100, in the
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various components of the device 100. A chamber 404 is typically provided within
the housing 402, and is configured to retain one or more media ports 406 together
with one or more media cards 408. In some configurations (as shown in the

20  illustrated example), the chamber 404 may be in the form of a battery chamber for
storing the battery 130 and power interface 132 operatively coupled to the
microprocessor 102. As will be understood, the media port 406 is configured to
removably receive and operatively engage the media card 408, enabling removal
and replacement of the memory storage 410 provided by the media card 408.

25  The media port 406 is also operatively coupled to the CPU 102, thereby permitting
the CPU 102 (and operating system 103) to access the memory storage 410 on
the media card 408. In operation, the media card 408 is typically "mounted” and
hence accessible by the operating system 103.

[0058] As noted previously, typically the media card 408 is formatted with a

30  FAT file system structure. Accordingly, the media card data storage 410 may
include both a file allocation table 412, together with the general file data storage
414 indexed by the table 412 which may also store the various directory entries,

While the data storage 410 may store most types of data files, often the media



[ 0057] Referring nowto FIG 4, conponents of nobile device 100 are 15
shown and described in further detail. The device 100 includes a housing
402, typically forned of plastic or other suitable material for retaining
and protecting the various conponents of the device 100. A chanber 404 is
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the main bo ' {44 on 504, typically
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components within the chamber 404, including the media port 406 and media card
408, and in the illustrated configuration, also the battery 130. In the open position
504, the user may access and physically interact with such components.

20 [0062] A barrier detector 420, is also provided, and may typically include a
contact switch operatively coupled to the CPU 102. The switch 420 is configured
to operatively engage the cover 418 and the housing, and may detect when the
cover 418 is in the closed position 502. The CPU 102 is in electrical
communication with the switch 420, and is thereby able to receive signals

25  therefrom corresponding to when the cover 418 is moved from the closed position
502, the significance of which will be described in greater detail, below.

[0063] A media memory preservation application 430 stored as computer
program instructions within flash memeory 108 for execution by the CPU 102.
Flash memory 108 comprises various other program code, such as other software

30  applications, although these are not specifically shown for purposes of simplicity

of illustration. Data storage also accessible by the CPU 102 may also include

high speed cache memory 440,



t he chanber 404 may be sized to substantially receive a nedia card 408 and
nmedi a port 406, to forman externally accessible nedia card slot. Wth such
a configuration, the cover 418 may conprise a dust flap. 15 [0061] As wll
be understood, in the closed position 502, the chanber 404 is typically

cl osed or sealed, offering protection and preventing access to the
conponents within the chanber 404, includildg the nedia port 406 and nedi a
card 408, and in the illustrated configuration, also the battery 130. In

t he open pog0084n 504Retetnaenglaew OB GRGC efsteandhoWwyis eiiod 600 ef peisenihg
such conponents. 20 [0062] A barrier detector 420, is also provided, and
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may al so include high speed cache nmenory 440. 15 [0064] Referring now to
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system 103 to transfer or update to the media card storage 410 any data files 416
or data file segments currently in the cache 440 and designated for storage in the
media storage 410 (Block 808). As well, the preservation application 430 is

20  programmed to cause the operating system 103 to update the file allocation table
412 data (and any directory entries) (Block 610).
[0068] The application 430 may also be programmed to cause the
operating system 103 to provide a sensory indicator to the user upon detection of
the movement of the barrier 418 from the closed position 502 (Block 612). Such

25 sensory indicator may be in the form of an audible warning tone or beep emitted
by the speaker 118, and may also be in the form of a pop-up screen display 700
similar to that illustrated in the screen shot of Figure 7. Such screen display 700
may include an image segment 701 (eg. "Safely Remove Media Card?")
requesting user input 702, 704 regarding the user's intentions to remove the

30  media card 408 (Block 614). The user input may conveniently be in the form of
"buttons” (eg. "Yes" button 702, "No" button 704)
[0069] Utilizing the keyboard 116 or one or more of the user input

components in the auxiliary /O subsystem 112, such as a trackwheel, track-ball,



generate an interrupt signal to the CPU 102 (and the operating system 103)
when the cover 418 is not in the closed position 502 (although alternate
configurations for generating an interrupt are possible). [0067] Upon
recei pt of the interrupt signal, the operating system 103 is 15 progranmned
to execute the nedia nenory preservation application 430 (Block 606). The
preservation application 430 is programmed& o cause the operating system
103 to transfer or update to the nedia card storage 410 any data files 416

or data fil edisetgioceat sad or fogstitl, the usbe"dRkEeoddiBepndedrsicamat edef Mpat/opage
in the nedi torage 410 (Block 608). As well, the preservation .
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segnent 701 N V. dia Card?"). .requesting user in 702
Soa T agar o AP theriBe FedolRT R MRShRaRhad abel SISl St AR SO aE bl i1
614). The uggeatenpltainbyop@eeton aihl Biobes pside. form of  "buttons” (eg.
"Yes" button 702, "No" button 704) [0069]t Uilizing the keyboard 116 or one

or morel®f 49@7lker i rfRIevRioiifoneResinpyt TRE corresPPady te ACSenBSgistamioInat,

such as a tr : : z : I ' I ' .Sk, user
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and cor r esponefiengply configlrieertoarausetthe peusing sytemdt03 @ adjasoiteopdatingdi a
card 408 fromthe, nedi. Port 406 (Bl ock 616). [0070] If the user input 702
cor r esponds p%amﬁ&efaa\éﬁ“ ESPRELIRFGTSER I BRdVediaTa nd ORdBieckls 4. 208 e he

application 430 ; -at | : ; tn }
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t he def Bl t dissessednpetow.esponse 702, 704. The nedia card 408 nmay then be
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by the operating system 103 while the cover 418 is removed 504 introduces risk
to the card's 408 data integrity since either the battery 130 or the card 408 might
be removed (despite the user's input 704 not to do so). Accordingly, the

20  operating system's operating parameters would preferably be adjusted to ensure
that more frequent commit operations are performed to transfer file data from the
cache 440 to the media storage 410, thereby reducing the length of time that file
data might stay in the disk cache 440. Such a measure will reduce the window of
opportunity for data corruption to occur if the card 408 is removed from the media

25 port 406, but causes a corresponding reduction in the performance speed of the
CPU 102.
[007 3] The screen display 700 may also include an image segment 706
(eg. displaying text such as "Don't ask this again") permitting the user to "click” or
otherwise input user input 708 (which may conveniently be in the form of a

30 "button") corresponding to an instruction not to display the screen display 700 in
the future (Block 622). While Block 622 has been illustrated separately from
Block 616 for simplicity of illustration, it should be understood that at least the first
iteration of Block 622 may occur concurrently with Block 6186.



greater detail in connection with Bl ocks 626-634. 10 [0071] However, if the
user input 704 corresponds to a user decision to not renove the nedia card
408, the nmedia nenory preservation application 430 is preferably
configured to cause the operating system 103 to adjust its operating
paranmeters with respect to accessing the nedia card 408 (Bl ock 624), and
the nenory preservation application 430 fdy terminate in accordance with
Bl ock 634 15 discussed below. [0072] As will be understood, allow ng the
medi a card 40874p be dftesssat ddﬁs inpet hyeeusadriimg.tsA0S iastrdétrginel @pdrbtingover

418 is renoved, 504 i ntrqduce sk to the ca 8 data i rity since
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di spl ay 700 de an inmage segnment 706 (eg. displaying text
such as @ﬁggbﬁ?ﬁf@%ﬁa. n") permtting the user to "click" or

otherwi se i rﬁww]user ITreutenT®a Offhes ety carnyEt iseddtbytcbiehy thet figerbongn of a
30 "but @ corres ondi nghto an instruction not to display the screen
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screen di spPal ‘}@%th %%@grpmqypg (%i 8‘%@e preference (including the user
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by the operating system 103 i n nenory 8 (Block 5 628). In future
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in the screen shot of Figure 9 (eg. displaying text such as "Media Card inserted"),
indicating that the media card 408 has been inserted (Block 628).
[0077] Ultimately, the user will move the cover 418 back to the closed

20 position 502 (Block 630). As a result of the user moving the cover 418, the media
detector 420 detects that the barrier 418 is now in the closed position 502, and the
CPU 102 determines same pursuant to communication with detector 420 (Block
632). The media memory preservation application 430 is preferably then
configured to end and the previously interrupted operating system 103 operations

25  resume (Block 634).
[0078] While the above description provides examples of the embodiments,
it will be appreciated that some features and/or functions of the described
embodiments are susceptible to modification without departing from the spirit and
principles of operation of the described embodiments. Accordingly, what has

30  been described above is intended to be illustrative of the invention and non-

limiting.



awai ting user input 702, 704, Block 616 wll instead utilize the user input
702, 704 stored in Block 624. [0075] The renoval of the nedia card 408 is
detected by the operating 10 system and the application 430 may cause the
operating systemto generate a pop-up display imge 800 simlar to that of
the screen shot illustrated in Figure 8 eg. displaying text such as
"Media Card Renobved"), indicating that th 8redia card 408 has been renoved
(Bl ock 626). [0076] Upon detection of the insertion of a nmedia card 408
into the nedel@imss port 406 by the operating system 103, the application

430 may causg the, operating systemto gepnerate a pop-up, display i 900
smilar to that i roStrdiadtemiEniE edadakotRte Greryabi befig fad BERAST ng
text such asg Héﬁ@iﬁeﬁd@@édrdm@%{/i@ég)m),itﬁ@bé@ibé%v? at the nedia card 408
has been inserted (Bl ock 628 0077] Utimately, the user will nove the

cover 418 back tcﬁﬂl@é”ﬁ:P@@éﬁlz)QU%pa’@ Wishinsohoysng 404 37)the Aandhelglsul t  of
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(Bl ock 634). i : L rOVi: e e
crbodi rmont & 0T (o T gn e SRsBR P SEdts 0t R PR BB TR stladdis of
t he descri bedd enbodi ments are susceptible to nodification w thout
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for maintaining data integrity on a renovabl e nedia car
handhel d el é284)oni ¢ devi ce (100), the device having: a nmedia port (406)

| ocated wit b ' t he handheld 5 el ectronic device (100
and- cont i gurisa LB Ba TG el ne medi & cara (a08):

15 detecting when the barrier (418) is moved from the closed position
(502); and
updating the data stored on the removable media card (408) in

response to the detecting.

20 2. The method as claimed in claim 1, wherein the data stored on the media
card (408) comprises file allocation table data (412) and wherein the step of
updating comprises updating the file allocation table data (412).

3. The method as claimed in claim 1 or ¢laim 2, further comprising providing
25 onascreen of a display (110) of the handheld electronic device (100) a display
image (700, 800, 800) notifying the user of the occurrence of one or more

predetermined events in relation to the handheld electronic device (100).

4. The method as claimed in claim 3, further comprising detecting that the

30  media card (408) has been removed from the media port (406) and wherein the
display image (800) notifies the user that the media card (408) has been removed
from the media port (406).



a barrier (418) novable froma closed position (502) to an open position
(504), wherein in the closed position access to the nedia port (406) is
restricted; and 10 a barrier detector (420) operatively coupled to the
barrier (418) and configured to detect when the barrier (418) is noved
fromthe closed position (502), the steps of the nethod conprising: 15
detecting when the barrier (418) is novedromthe closed position (502);
and updating the data stored on the renpovable nedia card (408) in response
to the deteci.ing. TiEdnthdhes widimed iasiaived vedlaim 4 lfaitherdcompesieg netdutingat a

t d t di a, I fil |1 1 t abl e dat 412
2nd wher oi n 10AES Siefia GAd (L TarcPRasBRPaES MigdaE MRIEIRGT (408) ani Seierbion
t abl e dat i ; i j My i ; h
conpr i 51 ng HSelepay imgfe (I)dfoifies ThEyRBLict ufe Hiefid gfa fad b imsshiEfa”
el ectroni c deigitbe nadia)pait Gl ay i nage (700, 800, 900) notifying the user

of the ogcurrence of one or nore predeterm ned events in relation to the
handhel d“el ectroni ¢ device (100). 4. The method as clained in claimS3,

further comm.isi Mhedglegtdd 88 cldimbdtif@ny3he®dha racshihdeRimdag ipeen renoved
fromthe nedia port (406) and wherein tyhe di spl'ay 1 mage (800) notifies the

user that tKReMRIHIRY BERVIHIE@BYeRESY bukicatee i do the uaet leomeeiestipoof tHet06) .

19 5. The i i i 0 i f er conpri sing
detecting ?ﬁ%@gﬂeﬁgﬁﬁhgégﬁﬂeigﬂé§%ﬁﬁlﬁﬁ%§8g+§§§$@88(sﬁ%ﬂ t he nedi a port
(408) and wherein the display imge (900) notifies the user that the nedia
card ha% been inserted, into the nmedia port (406). 5 6. The nethod as

clai med'%n dny ordegnethad g eladaed dn slainds whaieirhibe sansepy inslicrioPevPEseRy a
sensory ind%gqhﬂﬁb@ﬁﬁgé.to the user upon detection of the novenent of the
barrier (418) tromthe cl osed position (502). 10 7. The nethod as clai ned
in claim®6, wherein the sensory indicator conprises

8. The method as claimed in claim 8 or claim 7, wherein the sensory indicator
comprises providing, on a screen of a display (110) of the handheld electronic
15 device (100), a display image (700) requesting user input from the user

corresponding to the user's intentions regarding removal of the media card (408).

9. The method as claimed in claim 8, further comprising enabling receipt of
the user input (702, 704) via a user input component (116) of the handheld
20 electronic device, the user input component (116) enabling selection of predefined

user input responses.

10.  The method of claim 9, wherein the user input component (116) comprises
any of. a keyboard, a trackwheel, a track-ball, a directional pad or a joystick.

25
1. The method as claimed in any one of the preceding claims, further
comprising unmounting the media card (408) from an operating system (103) of

the electronic device (100).

30



an audi ble tone. 8. The nethod as clainmed in claim6 or claim7, wherein
the sensory indicator conprises providing, on a screen of a display (110)
of the handheld el ectronic 15 device (100), a display imge (700)
requesting user input fromthe user corresponding to the user's intentions
regardi ng renoval of the nedia card (408). 9. The nethod as clainmed in
claim8, further conprising enabling rece@@t of the user input (702, 704)
via a user input conponent (116) of the handheld 20 el ectronic device, the
user i nput c%pon‘éhandllalﬂ)elemmibldgv'@el(é@ﬂ),mmnuﬁriqm@defined user i nput
responses. 10. The neth d of m 9, wherein the user input conponent
(116) conprises any dt! OH Rd 36@%% a trackwheel, a track-ball, a
directional pad or a J@M@d.@bort%ﬂoé)ltocérté% m:hqﬁe%uglr@md) bﬁd%@ﬁﬂ@uﬁ%dof
the preceding clains, further conprising unnmounting the nedia card 08)
from an operating sistaleagarigyecsive ﬁﬁéO@D@cme@!ﬁlQal‘dlg‘W@e (100). 30 20 12.

A handhelkd el ectronic in N 0, di a
port (406) |ocated w téﬂﬁ%ﬁf@ﬁé&ﬁ%ﬁbxé&?ﬁ@ ﬁ@sg%ﬁgFganééﬁ)ﬁ?%S% ably
recei ve a storage rrpdmaozcaﬁ(ou)( APYeinSn shéd alosednpdsitith) (S0RY abt&sd fodtieanéediias ed
position (502) to an g position (504), wherein in the closed position
(502) access to thep%(ﬁ @0) isgestriclash) is restricted: a barrier detector
(120) operativel v counl bgch delit iA00bob k0l G0N el 1 st
processor (102) opec@tfigueby tedefdatdvitcn thbdamaei @ 18014 mode8a)frandhé olostte
barrier (]f)iet ect or (420% mE y storage (106, 108) accessible to the
process?) (102) andPORtgy i Q@éprogram code executable by the processor (102)

for executing a 15 medb@cEBERT (M OR) BFEFAREIELLHIEY tEfHd QRBAATM (40818ARI

t he nmedi a
the barrier detector (420);
memory storage (106, 108) accessible to the processor (102) and
storing program code executable by the processor (102) for executing a
15 media memory preservation application (430), wherein the media

memory preservation application (430} is configured to cause the
processor (102) to update data (410) stored on the storage media card
(408).

20 13.  The device as claimed in claim 12, further comprising a chamber (404)
within the housing (402), wherein the media port (406) is positioned within the
chamber (404) and wherein the chamber (404) is configured to receive the media

storage card (408).

25 14, The device as claimed in claim 13, wherein the barrier (418) comprises a

chamber cover (418).

15.  The device as claimed in claim 12, further comprising a battery chamber
(404) within the housing (402), wherein the media port (408) is positioned within
30  the battery chamber (404).

16.  The device as claimed in claim 15, wherein the barrier (418) comprises a

battery cover (418).



menory preservation application (430) is configured to cause the processor
(102) to update data (410) stored on the storage nedia card (408). 20 13.
The device as clainmed in claim12, further conprising a chanber (404)

wi thin the housing (402), wherein the nedia port (406) is positioned within
the chanber (404) and wherein the chanber, (404) is configured to receive
the media storage card (408). 25 14. Thezﬂevice as clainmed in claim13,
wherein the barrier (418) conprises a chanber cover (418). 15. The device
as claimed in claim112, further conprising a battery chanber (404) within

the battery Uhanome PahEE s alPote bE8RImE 220856, Wt Ytaod)
the barrier roddid)cardpdssesmprisénbifiask neeviery €448) . 21 17. The device as

claimed in any one of clains 12 to 16, wherein the storage nedia card
(408) conprises a flash menory card. 5 18. The device as clainmed in any one

of claimg 12g0 e %@E%S@ #%?ﬂ ewéé'rg/ oﬁ@ﬁfolﬁ%ghz%w ‘wieted tfwbls?ored

aIIocatlontabIe(41 as clarnmed i'nany one of clalns

to 18, furt t&tabdhPrianpuiseoaditeadiomptiopdaiplm(déde (103) wher ein the nedi a
menory preservation application 10 (430) is configured to cause the
processor (102) to unnmount the nedia card (408) froman operating system

(103) of thegel ecitHeoddBcs e $8in{ct0B)any?éhe dNEafBY 080D, $urﬂ~\éFE‘d$nh;5hs¢H@' m
14, wherein the detector (420) corrprlses a contact swtch

oper at i vel y OpGingisysierheodsovidrd) whespindhe roediaiiee oy pr&ﬁel\ﬁat(moagphczmnA
t | 0 0 t d t.abl

comut o a4t £ SEAHURA SO0 A4 0LA 8 AP SO BESTLA G o

processor (1) ahmnwatfmg Byt () ed ted eRByoRRISfice(Ri0E 1 to 11. 20

20.  The device as claimed in claim 14, wherein the detector (420) comprises a
contact switch (420) operatively coupled to the cover (418) and to the housing
15 (402). |

21. A computer readable medium (106, 108) storing program code executable
by a processor (102) of a handheld electronic device (100) for causing the
processor (102) to perform the method of any one of claims 1 to 11,

20



