15 Novenber 2006 ~ DESCRI PTI ONl CONTENT USAGE MANAGEMENT SYSTEM = AND
SERVER APPARATUS AND TERM NAL APPARATUS | N THE SYSTEM!5Np¥emRec2i06r el d

The present invention relates to a content usage n&nagen%n{—sysxe—m@cnd_the
i ke, and nore particularly to a content usage nanagenent s®stem and the:

like for distributing license information, which perm tﬂﬂmﬂu lwmmmm‘

requests content 10 usage to use the content on the user _
apparatus under a certain usage rule_froma managenent appasatus to the .
term nal apparatus via a co RJ rk. Background Art 15 In

recent b,tp_:l,(l aI vi deo
and gamxgg’y?zfl?ﬁzjgﬁtge% ‘rﬁ'ie?ﬂlgg broa t %é%ﬁ%P@ﬁm%ee
devel opé’cNDaTiER-l\ﬂ)HéAthPIPé\’RATHSldN THEISM@'SEMfor practical use. For
distributing these types of contents, nethods of usage control for _
restricting the nunber of 20 reproductlonf (pLaybackz) n?vhngfand ;opylng
~of ¢ h Tt af I stribution have al so been under study from

Vi e\;\ﬂlpm nt ofﬂ Eg:)yﬁrl%g? protection. . As disclosed in Japanese Lai d- Qpen
Pat ent Appl i cdhiton Pu@sertoodnyenitéona celatest i doal adi gidrilentontgige

h t | can manage’
e wholk4 R3BAEAT. S33tch? SR B TES.ntd "B afe ! Bartkuint; Go b Loe:
tern natoateny usafet h?aﬁag@eﬁénthys@éfWrﬁd M e Yo dPéHrﬁS'&?“r‘ﬁ]a right

to view.a novie I\/B.tI‘IX( ) times, the user termnal receives a-usage
rule 3HCEREECHIfargNakian, wdatqh pernitsa Hsarew ot regaestd aunténth t he

co nt h fro st,ribution server, and nanages the

re;lfgpte;duct.g:ég%3 g? We%%%e’ﬁ] uth F&'% lgé%gd:g Fminal apparatus under a

_ certain usage rule, from a management apparatus to the terminal
apparatus via a communication network.

Background Art
15 - In recent years, systems for distributing digital works such
as music, video and games via the Infernét, digital broa'dcaéting or
the like have been developed, and some of them are now in a ph'ase
for practical . use. 'For distributing these types of 'content's
methods of usage control for restriCting the number of
- 20 reproductlons (playbacks), moving and copying of such contents
for distribution have also been under study from a viewpoint of
copyright protection. _
As disclosed in Japanese Laid-Open Patent Application No.
' 2000-48076, a conventional digital content distribution system has
25 been modeled so that a user terminal can manage the whole
| content usage rule for each user by distributing it to the user
terminal along with the content.
For example, when a user purchases a right to view a movie
“Matrix"® 3 times, the user terminal receives a usage rule
30 indicating that ““Matrix” can be viewed 3 times” along with the
content.of the movie “Matrix” from a distribution server, and
manages the reproduction of the content under this usage rule.
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15 Novenber 2006 After distributing the usage rule to _the user termnal,
“the distribution server is no |longer involved in the déé‘g‘é"’?ﬁﬂefez@% t he
user. When the content "Matrix" is viewed, the user termnal 5 perforns
processi ng of decrenenting by 1 the nunber of views permtted under the
usage rule managed by the user termnal itself every tinme the content is
vi ewed once, and perforns processing of disabling any views at the tine

vi ews be 0. 10 As descri above, in

when th ermite unber, of omes be
the cory Bt ot iRg: i, R30S S0%s bep dh &y sisen .tter{é"lrg?gy tt8Bni nal
managesdidteibMobA SOAYEPlis NEaABhdaY tni8lveaRGR HSE ussg¥eMile bR thie

conventional art, conplicated usdage rule nmanagenent 13 absolutely required
on the W8@F ternminal when it 15 nanages the whol e usage rule for each

user. lncorp t] fuwpction, i.nto.a user .term nal can put, an
enor mous | oa Z]nénogtﬁ% a§5§?8§5i cBEtElh 185 VWG 4 és'%df%‘?r d&Inina!

el eStr pecorans ptdeessiky dff deteensentirrj By al fROa9embae ghelewdsage
rule for a user, .20 it accesses a serverépgarat us only once when it

di st ri REEBItES updestheusaas rule manag yridwe userttigrnaisraldtsalfpar at us

cont ent® et AR TR, Pl WS OfCe: dhd BRI PR Pt syug et ' "
st at us'disabdingreekey geimlvesat ofhe udmé nivbreratthen geormiitted Wurber2of

di stribution,service @L contents and usage rule. In addition, if the user
t er mi nATEMENREEO™MRE Qhol'e usage rule of a content for a user, the user

_cagmot vi ew the gO8EABePNabBlRer i,geiﬁén%log]\;eénﬁﬂﬁté{}aqeﬁﬁrq%ra%:ﬁténghtnanages

the usage rule. Therefore, thefe'is a pro user has a
pl ur al idigtdbuspn eysteans thehaser dlerminali managesaiienhole comtedtby t he
user not b ared py those termnals. In sum the conventional systens
have p%% uﬁﬂj’hrn%?cg_téser.

However, in the conventional art, complicated usage rule
management is absolutely required on the user terminal when it
15 manages the whole usage rule for each user. Incorporation of
such a function into a user terminal can put an enormous load on
portable devices such as a mobile phone, consumer electrohics and
the like. | o
- If the user terminal manages the whole usage rule for a user,
20 it accesses a 'ser_ver apparatus only once when it distributes the
| usage rule to the user. As a result, the server apparatus can
. hardly grasp informatioﬁ on whether the user has actually used the |
content or how often he used it (hereinafter referred to as “usage
status”), nor make good use of such information for the future
- 25 distribution service of contents and usage rule.
In addition, if the user terminal manages the whole usage
- rule of a content for a user, the user cannot view the content on
other terminals than the terminal that mahages the usage rule. -
- Therefore, there is a problem that even if the user has a plurality of
30 terminals, the right to view the content purchased by the user
cannot be shared by those terminals. ' |
In sum, the conventional systems have problems. that not
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15 Novenber 2006 onl ut a heavy load on the user's terninal a at us
but also cannot neetydgnand for zarious types of servﬂgég%FH#wﬁgﬁﬁ£nt
usage. Enbodi nents of the present invention are conceived to solve these
problenms in the conventional art. Enbodi ments of the present invention
provide a content usage managenent system and the |i ke capable of reducing
- the load on the user's term nal apparatus' and further satisfying demand

for vari ?{Re r M{.C8SAEO ] f foter
| nvent i oér?l'I ccor di%nglfef%\§§ ﬁ%@toés%%%&n%gp%h?@ggggﬁ%%l\glgén |%n®¢ﬁésr‘oe

provi deccanigoht ameetisdgen andadenrevarsyss ety pespoifssagviced dor nehtenpar at us
for using a content that is a digital work; and a server 15 apparatus for
managi nd'R3Ge of the content on the term nal apparatus, wherein the
server apparatus includes: a license,- information storage unit operable to
store |icense inf &#RROFHENtS oftheyprasgnt vestioe areicenadived wosdlenthdser: each

userSwh t: ) " i e ficket neration unit
operabl%rﬁgglg Iggﬂgtrcggl gb g ?agg“ﬁ@ﬁ@%‘? n{)Saéfglﬁggﬁe%erhérhv&gEPon%/ € fle user
and sendonteiit ¢shgeenaragemket systerhand tenikeataphabhistucinghelbsgpse ti cket

bei ng i ' right indicating a part or a whole of the .usage
rul e ing'iIl %z{ijggéé ngnﬁﬁgfj‘w%%ﬁi%s f“ﬂ?g‘l’ rist%'sg/é%gﬁﬁlaé'ﬂ ier variewetypgs@f: and a
ret urn iseficaesafor ednkitiusigeunit operable to set return 25 informati on on

g

the license ticket generated by the |icense ticket generation unit, the
~return information indicating whether the |1license ticket needs to be

r etip ne®isclidsuper sErIaveaikicss or not. when the right of said |icense -
ticket |lapses, and the term nal apparatus includes: a usage request unit

operabl e to request tlhe 30 server apparatus for usage of the content _
fhe 11 cense ti cketAcexlind i8¢ filst cBinslt "o g et inygRfiody irkgis cont r o
uni t - 3prbbidedva obaten WBEge spaagdnterit Gyswih compridthgd saeampbl hfsaraRt ent
S under the UeRge Comtent that is a digital work; and a server |
15 apparatus for managing usage of t;he content on the terminal
apparatus, wherein the server a~ppafatus includes: a license"
information storage unit operable to store license information
indicating a usage rule of a content for each user who uses the
terminal apparatus; a license ticket generation unit operable to
20 generate a license ticket based on a request from the user and send
said license ticket to the terminal apparatus, the license ticket
being information.on a right indicating a part or a whole of the
usage rule indicated by the license information associated with the
user; and a return information-setting unit operable to set return
25 information on the license ticket generated by_the license ticket .
generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not.
when the right of said license ticket lapses, and the terminal
apparatus includes: a usage request unit operable to _requeét the
‘30 server apparatus for usage of the content according to the user’s
"ins'.truction;_ a receiving unit operable to receive the license ticket
sent from the server apparatus; a content usage control unit
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I ndi cated. by the received license ticket; and a | icenslgﬁi cllg@t é@wrn
unit operable to attenpt to return the license ticket t YEMOEF

apparatus according to the return information indicated by the. 5 received
license ticket. Thanks to this structure, not only the load on the user's
termi nal apparatus can be reduced but al so demand for various types of
services for content usage carrw,be satisfied befause the server apparatus

and T oquber 21 6o CURTEN e S e & oL Yo bkl ERGR U™

descri pmdrcata;tb)gethefr@cewetlehtense tisketasred telivenyd vidiked ﬁiﬂur’nhe

' operatlons for cont ent such as "reproduction”, "noving" and
'copyi nY BPR%@%@nF%rﬁtte&ﬁﬂ’t t(bﬂeﬁf'fﬁgth%f“@ﬁfbs%c%@'éﬂt tosthe server

el ect r ogppftetls Ja'_tc'tﬁ*deing'r ol PReCPBYGPA mweﬁlkgﬁéat By theo’ di ng

to an enbodi ment of the esent invention, 1t I's prefe usage
reqfest reaetved diassse tiketerver apparatus for the usage of the content by

di m)u t of th t to the server ar at us,
ond that the. Thetice S HREE SHitindynnok; nberdia: s mmews,eﬁ‘ée
ticket Gaapinan dpparaais L@dﬁcbes'% UrBuSeio! H%’f‘hah'ﬂe 6@%“6“

unit and sends said |license ticket to € term nal ap ara
cont ent mggeoﬁﬁtﬁ{géﬁ%ﬁtfcyyw@i‘c%musagmgcam hre smﬁmﬁ:eﬂnbecbus@ﬁhar esent

mber of . 2
L vee ofOrve caRParetals b5 nARER AR la' RiGHER, FrldlRRme dudr b Fr
th::Ocom@mrwwencenggemnétgmﬁ@méw@g@ wrtut@ﬂ?éfﬂ?eﬁémgé gk, the

present invention, the usage rule indicated b | cense tlc et can
i nclude an eNPé@ttihﬂat Hbrth@dpﬁesgaltoﬂ%@:rept@m tusageahef f tentent igeri od

bei ng sgtedsy ffective erlod defii ned ynder the

usage ru%ea |cate C?‘ﬁm}?é(?l t&gé’ rr#b‘?'?rﬁt i08nYSIRg (%ﬂtt@rﬂetrusage

nanagerwmhsa&i’t‘mpmdotﬂimﬁ tenaviagbesh d®eebpfing’herf the rN‘é’r?H"*%?ﬁdZOOG
present, i nvention, the usage request unit may sefd capability
printing” of the content such as an electronic book.

- 15 Here, in the content usage management system accoi'ding to an ;
~embodiment of the present invention, it is preferable that the usage request unit
requests the server apparatus for the usage of the content by
sending an instructed usage amount of the content to the server
apparatus, and that the license ticket generation unit generates

20 the license ticket based on the instructed usage amount sent from
the usage request unit and sends_said license ticket to the terminal
apparatus. '

In the content usage management system according to an embodiment of
-the present invention, the instructed usage amount can include a number of

25  usage times of the content, or include cumulative usage time of the content.

In the content usage management system according to an embodlment of
the present invention, the usage rule indicated by the license ticket can include
an effective period of said license ticket, the effective penod being set as a part

or a whole of an effective period deﬁned under the usage rule indicated by the
30 jicense information.

In the content usage management system according to an embodiment of -

the -



information and the instructed usage anount to the ser r s, the
capability information indicating capability of the Xrgnkw"ﬁa‘ﬁggfp@é’ atus to
control the usage of the content, and the. 5 |icense tlcket generation unit -
may generate the license ticket based on the capability information sent
fromthe usage request unit and send said license ticket to the term nal
“apparatus. In the content usage naenagement system according to an

-.enbodi gﬁ.@s re t t-' _ e LIt f or mat i,qn can
i ncl ude i nfeq{r maib'r on | n i cgﬁlanbjsgﬁ g{h?%‘g lﬂé&ﬁﬁﬁék’ 5}1%-5 a‘f'?rgahgé Ya secure
- ¢l ock -anfoxnationt rendorttent instagetednageaget SyRjamt 266 0tieNgsé By
enbodi nent  of hghgr esent hnvent jon, the capability information may

i ncl ud@RRAGHHR €3 PaRifit%: iIrHg rmating: 'Dﬁéci’@ﬂlgi ﬁ@lpaipb&VaOﬁsIhlﬁas a
unit f 41N u C | t ent
usage enmuCl EpPRBLhRE LantEAT Ehe DBk otTHe POhisul, pRfL TR
i nvent |lme,nsmbmr:«@t:gepteratlame:mhmaylgeaerat@rth&tltmntelctm%k@tleba%ﬂe )
request the, License tic eneration unit can include |icense ticket
st at us fbgf‘ﬁn‘f%i?ﬂgt"%'t‘ﬁ%“@ﬁ %&ﬁsﬁqm&b@ Usfpe dequestqunittande ti cket
to the seprdrisamd n@@ﬁgéatm&ettt’@ﬁthb%ﬁﬁmari'éjntpaﬁia%hgs | nformation

instructing how to handle the Ilicense tic on the term nal apparatus

~depending on the capability indicated by the capability i nfornat [ on 25

In the contenh tuéagﬁtmmggﬁﬁﬁéna@éﬁfeﬁms?&%ﬂﬁ deddrdiry @%@Eﬁ%ﬁ the
present nvention, the |icense ticket at us |nforrrat|on may 1 nc ude a flag

i nd cat ithg Presant inventippetheccapabilist infaration capripolge informaien idicating hout
- being  wWindthenebAnfhal S605ANUhAPE Siblre i ACGAYT di NG Lo the second
aspect, a termnal apparatus in a content uSage fhenagenent system
conprising the term nal apparatus for using a content that -5 15 Novenber
2006 storagg #l'g % ab e to store |license |nf8rrrat|on I ndi cating a usage
rule of a RUEHECREM 85292 U?é'rag\?ﬂl?nﬁ%%te[‘h@“f% \Rgrig anagipRedimant of | i cense
ticket tgenpredlentninyBhiiomDeR& LS LMty e M6 M Aich 'msﬁnﬁﬁlddéhﬁforﬂﬂ%ﬁw on a
request .fromthe user and. send said license ticket to the term nal

r at ddicating whetharethe texminal W@pﬁgatuﬁfrmsmtumhfqnmatmg ghto anskatise | ng a

ag
part or r@cdi’ﬂﬂg@n@ﬁru?ﬁ‘@r Hg@ge rule

In the content usage management system according to an embodiment of.

the present invention, upon receipt of the capability information from the usage.

| 20' ) request unit, the license ticket generation unit can include license ticket status

information into the license ticket and send said license ticket to the terminal

~apparatus, the license ticket status information instructing how to handle the

license ticket on the terminal apparatus depending on the capability indicated by
the capability information.

25 : _ . :
| In the content usage management system according to an embodiment of
the present invention, the Iicense'ticket status information may include a flag

“indicating that the license ticket must be consumed immediately without being
written onto a recording medium.

30 According'.to- the second aspect, a terminal apparatus in a content usage

- management system comprising the terminal apparatus for using a content that



|nd|cated by the license information associated wth the user; and a return
information setting unit operable to set return i nf or mdSiNpvember 2006 | cense
~ticket generated by the license ticket generation unit, the return
information indicating whether the |icense ticket needs to be returned to
t he server apparatus or not when the right of said |icense ticket |apses,
and the term nal apparatus includes: a usage request unit operable to
request the server apparatus for usage of the content according to the
user's instruction; a receiving unit operable to receive the |license
ticket sent fron1the server apparatus; a content usage control unit
operable to control the usage of the content under the usage rul e i ndicated
by the sigafjevait liperASE bl QbR liceHi RrdrhfRBASnkical 64 A B roif! & goerabl e
to attenpt to return the license tic to the serv us accordlng
to the reanient fomiegehauben whaliusesethdytetrhinat eappiaratds) m:dmxaeselwm

Accor di ram f.or ter nal r | na
cont ent Q‘%s'{ggaet J}nﬁlﬁgpbhgrat%fsys eenn?q %%n%ﬁ?esqsﬁg“ikﬁ ?%‘? ﬂé’ifeaﬁgg‘ ‘For usi ng
a cont eniser baatd . bend sdiidylitehsemicketandthe emirell dpRe4tas Uthel ﬁﬁed%énﬁkﬁldelﬂg usage

of the ,content on.the term pal aratus, wherein the server apparat us
i ncl udeéne"?aﬁJ o E’Bﬁg‘énlcfﬁ@rﬁ'ﬁ{:" B?Pa‘g‘{)B‘Qaaep%ﬂr gpwhals| ef the disgpe Muleense

i nf or rratmaxaaaeadbpamenﬂcauseumﬁnét%eaeﬁoc’i‘at%en&vﬁﬂt theOlisEaCohd! S Tl Uses
the term nal apparatus; a license ticket generation unit oper a%

gener at dnfgripptiem settingc keit apgsatle do set relgure dnformation tdnetfmslmenaadlakend sai d

| i cense dt the lLi.cens ti.cket .bein

infor natgfe?)]%}(ag% (P} rtlthlée' ée‘?l%%‘d%ﬂ tﬁgﬁé @é‘ﬁ‘ ng n‘ [ lnﬁqm}aﬁlgndggmgthq?l e

i-ndi cat exheilyert the Imemsnsmhenfneeﬁnttom memMeV\sérhelt BpparafUs oARBt a return
information setti uni ble to set return inf rmation on the |icense
ticket V€N Wﬁg’& %&E' %&ﬁt Rees. it tth(gftegm EPRRds includes: | apses,
and the apuﬁm”e’:lfécﬁ@'sﬁﬁﬁltd)p@%mé'tté’rreq&c%tfth'@%bh%? a?b'iyara?\uggfélgﬁsaféwpﬁ{e uni t

oper able to request the server apparatus for usage of the content

- accor di fgntedt @ceoiding ta the sise(s insdnviction;r @ cecaiving ltmt opepbleatsl eeceive r ecei ve
the i cens@cbhsk ket tfchﬁmtEQ%eﬁ%r a%)tﬂgr ?t&fmeﬁt 8%&{ enéntyja&etr control
ro e oh under

unit operable to cont usage of 'S ul e
‘i ndi cat egetgple ke coptrel U@duﬂsagﬁen‘éﬁlet can’nent uad\ei' thel ismyesailé ||rcd(¢ﬁted gdyurn unit

oper abl t e Ilcens ticket. to t erver apparat us
a(F:)cor di ﬁ]ge {e%ef\{] del%i‘ts%qlr?&%ﬁ Br%['] FEIEi tW&P LRI Wyt PH%ra:P’Ec& PPt Cense
ticket. rétagortienticérse hickéOUot theasepidr apparal® RARPAJIAG U ithe ardtGript ent
usage

information indicated by the received license ticket.

Accordlng to the third aspect, a program for a termlnal apparatus in a

content usage management system comprising the terminal apparatus for using

a content that is a digital work and a server apparatus for managing usage of the
content on the terminal apparatus, wherein the server apparatus includes: a

~ license information storage unit opérable to store license information indicating a
usage rule of a content for each user who useé the terminal apparatus; a license
ticket generation unit operable to generate a license ticket based on a request
from the user and send said license ticket to the términal apparatus, the license
ticket being information on a right indicating a part or a whole of the usage rule

- indicated by the license information associated with the user; and a retum

information setting unit operable to set return information on the license ticket

S5a



managenment system conprising a term nal apparatus for using a content that
is adigital work and-the server apparatus for managi _n&U@%@b@ﬂO@ﬁe )
content on the terninal apparatus, wherein the server apparatus includes:
a license information storage unit opearable to store license information
indicating a usage rule of a content for each user who uses the term nal
apparatus; a license ticket .generation unit operable to generate a '

| i cense ticket based on a request fromthe user and send said |license
ticket to the term nal apparatus, the license ticket being information on
aright indicating a part or a whole of the usage rule indicated by the

|l icense information associated with the user; and a return information
setting wheh theeigRDLEsAIQ IRehsd BERELNapddsOLABIhE Br&gg}aﬁhéadée%eé‘és %)'uf‘éfe,t
generated py the |license ticket generation unit, tThe return m?n rmation

i ndi cat i {yfUNGHRA BEYa URRJE ireqrRd UNitciperahle dolsequesbéhe eenveneppamtushiorser ver
appar atu i gl .ticket. | apses d the

t erm nal é%ﬁeaﬁﬁs%nc tﬁggg{d'ﬁ;tou@%g%@rrg(ﬂ#et@%éﬁl % '%%%Y'a% |u21ﬁtocg ef %ﬂﬁest t he
server afSpegceivesthfeolicensegticlaft sdme fraoorthe rderamcapphiragus; @ tbatens @isage

i nstructon. recei yjng, unit rable to receive the |ljcense ticket sent
fromt he&gg?o\l/glﬂta%%ea{?g@u?; c%ntgcgﬂﬁg HSage Yetheorntent under theqgusagasrdet o
control- indizatshige ted rddetveziderit tREEantNES liGRELtiKE: PetuRf LARIBE4Ne t he
received license ticket; and. a |license ticket return unit operable to -
attenpt Po2tteRPY o felynihe: licanse tigket (o the server appacatus closording todhaer ver
appar at ustdHaMbAhBor Mdidifed BY HdeckREATEBALORCIRJ! cat ed by the received

| icense ticket. According to the fifth aspect, a programfor a“ server
apparatus in a content usage managenent system conprising a term nal

apparatus for I content,, that is a digital wark and the server
aBBar at Es forAéné%'rrélg?ﬁa @‘?aﬁ’é’”&‘f a?%eé;ti:%r?ﬁé‘fé{g‘l‘rfﬂ?r?“‘é F‘e?n?%?"taﬂﬁ%geat us, the

pr ogr amroansgengert system todinprizirigiatéinfifalagpparatusi lBENSRgtd E&MendfRAt i on
uni t op_era.bl e to generate a license ticket fromlicenSe information based
on a refudgtEkwerk Al the sesyeranpasaing ferananagiog isageiof ke certent o theer ni nal

appar at YssmihBPapp8RISE whatQh TR s8R e %ﬂbﬁﬁétéjé'ﬂwﬂj(ﬁi%?%%re%g ifqrfatig Nt ent
th eing s

for the user who uses e term nal apparatus an ored 1na license
i nf or matStYyAg8tHlitagRearable, toasiare Heenseciofarmationdkdicatiey mgusageorutatdfen on a

| 0 L 08, Bl doh AU RLE i IR UE Souith e, BT DRk o
set t i ng géniratioppmitaipierable te generitamnicente tiokéti arsedrort 4 eedudst hom tHecket
gener at %@ep %n%hseenld gggshecense ticket to the terminal apparatus, the license ticket
being information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the user; and a return
information setting unit operable to set return information on the license ticket
_ g'_enerated by the license ticket generation unit, the return information indicating
~whether the license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and the terminal apparatus includes:
a usage request unit operable to request' the sérver apparatus for usage of the
content according to the user’s instruction; a receiving unit operable to receive
the license ticket sent from the server apparatus; a content usage control unit
_opérabie to control the usage of the conteht under the usage rule indicated by

~ the received Iicen_se ticket; and a license ticket return unit operable to attempt to
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ticket generation unit, the return information indicating whether the
license ticket needs to be returned to the server. app Bioviember 2096 when
the right of said license ticket |apses, wherein the term nal apparatus

i ncludes: a usage request unit operable to request the server apparatus
for 'usage of the content according to the user's instruction; a receiving
unit operable to receive the license ticket sent fromthe server
apparatus; a content usage control unit operable to control the usage of
the cont Ef¥rmudberligenseydigkrt tq| e parvent apparptushaccetiy do Ithe enetien ti cket ;

and a | fRopfationGKGikateqt tﬂelf'gi:éiv&?ﬁ&%gﬁgticttkgt.at tenpt to return the license

.ticket to the server apparatus accor 0 the return information
‘indicated by the received license ticket. According to the sixth aspect, a

cont ent usage nage t hod i.,n a system conprising a term nal

appar at us fgrAﬁ |r§%ggggla?ﬁ§ﬁ?s?ﬁ% aip§°%t¥im Feagervgfr PRy s dn gagantgnt

appar at ugsd i SPAEH : ) a atus, the
cgﬁtent usggrém%ﬁgggﬁgtnt met hﬁméﬁ%pgﬁgﬂnﬁ? s%f) E[Q)%(‘i')(’e%pelf?%h%taeﬁ ?‘% he

server apphisa digitabwerkaand the $Byeeapparatics fon maradiey osage of fe ddntéktverber

2006 i-ngh Gal ke | e, of tent. f h who,_ th
Cormi nal®h SebiSial S8FaLIS, Tne Bl (Eing P S0us” ap BRI EPnd o

| i cense lideoke tichetsgeheratiora uhﬁmmablbrt@r’?ér’it&ateséﬂicéﬁge HRREI ftBmSMéchski cense
ticket t.o the.term na aratus, the license ticket being informtion on

| ap  DE :
a right TEMELeR hgss ;%'r?_’gﬁu%st 11 @achy usereand sged rsaid licerse tickat toy t he
l'i cense thef efiital AppAFRAST A Hickhid iﬁt‘&ﬁnaHéﬁrihd%Qﬁ'ng?.é Qlddga hﬂ%(oéfngt' on
settl ng step of setti ng return information on the | censg t1cke generated
in the [Goptan dof itag aisegavhee asesrthet womindleapreratus and fomimptstaedi indacat i ng

whet her k 1] S et urn the. server apparatus or
ot whencefes ERARi Sitehod SHI o8 B8, iddnte ket Dl inBREron Sk

i Pcl lﬁdesﬁgha indicating agpmtorsaeﬁhab o thesisagg ruhe isficxet BPRAE Aldehsé or ]lcjsage
of the nt accordi tq the user's ipstruction, a receiving step o

' requestiﬁﬁgkﬁ?tﬁ)@ ?éls%'?pegipﬁﬂ%tﬂﬁ% YRR (Rh@ setumanfmiation sedipaduRg to the

user's iopetdbl€ to @8t ret@rnl RESHIALBE . orP IRPIEndeCfeY hBHetdi&d lb'gctﬂgﬁpcehg ket sent
fromthﬁcgerver apparatus; a content usage control step of controlling the

usage o (Hegw ur@fﬁ_d@? refyen _if&f§a§@ti¢mir@i¢aﬂnlgc\ah@mebyhe hieensectithetd
the 1 caneas R b R o SR SheraEh o hot 3, s bt S Rt "
i nf or matitkst lapgesawberdiy thederroinel \agparatasriseludiesk at usage request unit
operable to request the server apparatus for usage of the content according to
the user’s instruction; a receiving unit operable to réceive the license ticket sent
from the server apparatus; a content usage control unit operable to control the
usage of the content under the usage rule indicated by the received license
ticket; and a license ticket return unit operable to attempt to return the license
ticket to the server apparatus according to the return information indicated by the
received license ticket. |

According to the sixth aspect, a content usage management method in a

: s_ystem comprising a terminal apparatus for using a content that is a digital work
and a server apparatus for managing usage'of the content on the terminal
apparatus, the content usage management method including: a step (A)

executed in the server apparatus; and a step (B) executed in the terminal

Sc



Note that the. present invention can be realized not only as _such a
content usage nmanagenent systemand. a digital. cont ent! vembepQtn
system as- nentioned above, but also as a server . apparatus and a

term nal apparatus included in these systens, as a content usage
managenment net hod. i ncl udi ng steps executed by 5d 15 Novenber 2006 the
characteristic units included |n t hese server Hpparatus and term nal
apparatus, or as a programfor "causi ng a conputer to execute these steps.
It goes vvithout sayi ng that such a program can be distributed via a
recordi ng medi um such as a CD-ROMor a 5 transm ssion nedium such as the
Internet. Brief Description of Drawings Fig. 1 is a block diagram show ng

an overvmd;vxamfg @ usagéimily affi ancaitent dbrgichsh Gt ARb dééé "thE Uk Bfhabyst em i n
a first rrbodl ment ﬁf t he present invention. Fig is a diagram

showi ng agp% Hﬁ’taélf:?ﬁ%‘? rhet genesalio stepgek gerrsating @hlmﬁwserilqkeg based Fig. 3
is a fuest aorjudtt 3m dhagnsep §H@V‘éé?ﬁjui’gl%@ﬁf élf:{a:ﬁse ?l&ké’tcid’ rtﬁe refing) 9Nt

managenment server 20a as shown i n I'agram show ng a
speci f | @Pparates.uihe lisenge disket baingr wﬁzrmﬂodamralaawtzmdmtmamam ra)rFa g. 3.

Fi 5 f dat ab
205 as Ul Of R ASRGTRL AiCaRE) e ek it Raitn Bosidabe itdac ur e of
a LT80auser; ad sh@mnunfd?mgtloﬁ sefliy sfep 6f sedinggeturhShtnatioh WratHeonshi p

bet ween ctlve riod limt 2225a of a usage right 222a and a LT
ef fecti !}(aéle'{_ ert1c 8 tg forthg figengs, tigkel generatiop rsiap: ithaaretyimock

di agr amirfbonatin MdiRAiRg’ Whethed A FEndb Stidket hdbd8" to! Sé”Pe'EL?rb 0@ i shown in
Fig. 1. Fig. 9 is a diagramshow ng a specific structure a LT I'ssue

r equest SPUE" 2BPAAHOT ROFVRen the At ofignid dcenst tcked fapsiesyvand tlee stepci fi ¢
struct () Rkideb:Ta usage request step of requesting the server apparatus for usage
B of the content according to the user’s instruction; a receiving step of requesting
the server apparatus for usage of the content according to the user’s instruction;
a receiving step of receiving the license ticket sent from the server apparatus; a
content usage control step of controlling the usage of the content under the
usage rule indicated by the received license ticket; and a license ticket return
step of attempting to return the license ticket to the server apparatus according to
the return information indicated by the received Iicehse ticket.

Note that the Ppresent invention can be realized not only as
‘such a content usage management system and a digital content
.dlstrtbutlon system as mentioned above, but also as a server
: apparatus and a ‘terminal apparatus included in these systems, as
_.a content usage management method including steps executed. by

5d



return request 90a as shown in Fig. 1. 30 Fig. 11 is a {lowchart. show ng
operation of a LT acquisition process. Fig. 12 is a di{iégwaﬁ?‘g%?f\% Ha a
structure of a nenu.screen -6 15 Novenber 2006 displayed by a GU 313.
Fig. 13 is a flowhart showing a subroutine in a LT issue/no-issue

j udgnment process (S1004) as shown in Fig. 11. Fig. 14 is a flowhart
showi ng operation of a content 5 reproduction process. Fig. 15 is a

flowcha‘_[h oW ng,_ a.subroutjne, i LT return/delete process as shown in
Fig. %.‘gh cq'i%”ﬁt'ﬂ W\Bh%lr't” Hg\ﬁ%g“oﬁeﬁéﬁ &erofreraalpparatmsn angt ocess.
100 Fi gterlrﬁmél B! ovhgy agggogggm%m%déj&ag [P eompater (4 ot

process as shown in Fig. a bl ock ng an overvi ew
of a c@hecgmetheﬁe 6teasd| glnttgbesowtmrbuulssiwnwmansa;cshempfhbgrmrra second

enbodi ng.1inventio a di a how ng

st ruct {]‘?é;'f‘ a#'gfréghgg‘at Kie & Q?Far‘?"b%m@ﬁﬁum ﬁq lﬂﬁ 8n QIR@M 9p. & Fig. 20
is B furansenidsibhoakediwer §mcﬁh8§4tﬂ'ﬁ2 Qn%?ﬁbt' C structure of a right
managenment server 20b as shown in Fig. 18. Fig. 21 is a diagramshow ng a

specific structure of a license 20 data database 22b as shown in Fig. 20.

Fig. 2 ' l?ﬁ] fic structure of a. rule table 22c
: furthe?Bhﬁ?‘ng%?ﬁ |censeﬁ%‘?“ﬁg'§ base 22b as shown in Fig. 20. Fig. 23
i s a di agramRigowilngisa apd:dlofCIkC dtdc?J@mresi@bvﬁanSQH AreAfieW0WR n Fig.
18. Fi ' bl ock | agram showi ng a specific structure of

a user -oé%ﬁgi'la? fiogoip ftgn Kbl iGentes QSththlQB sy skem algr @m firsdni ng a
spegi f 'é?n%d%ﬁﬁé'ﬁ? cﬁ“ftﬁ‘e '-;Qesent invention.
Fig. 2 is a dlagram showing a format structure of content
data 60 as shown in Fig. 1.
Fig. 3 is .a functional block diagram’ shdwing a specific
structure of a right management server 20a as shown in Fig. 1.

15 _ Fig. 4 is a diagram showing a specific structure of a user
information database 21 as shown in Fig. 3. '

_ Fig. 5 is a diagram showing a specific structure of a usage
right database 22a as shown in Fig. 3.
Fig. 6 is a diagram showing a specific structure of a LT80a as

20 shown in Fig.ll. _

' .Fig. 7 is a diagram showing relationship between a LT
effective period limit 2225a of a usage right 222a and a LT effective
period 821a set for a LT 80a.

Fig. 8 is a functional block dlagram showmg a specific
- 25 structure of a user terminal 30a as shown in Fig. 1.
| Fig. 9 is a dlagram showing a specific structure of a LT issue
request 70a as shown in Fig. 1. '

Fig. 10 is a diagram showing a specific structure of a LT
| return request 90a as shown in Fig. 1. '
30 Fig. 11 is a flowchart showing operation of a LT acquisition
| process. |

Fig. 12 is a diagram showing a structure of a menu screen

-6 -



i ssue request 70b as shown in Fig. 18. 30 Fig. 26 is a diagram show ng a
specificqstructure of a LD return request 90b as shownl”NOysmper 2806 g 27
is a flowhart showi ng operation of a LD acquisition -7 15 Novemnber 2006
process. Fig. 28 is a diagram showing a structure of a nmenu screén

di splayed by a GU 313. Fig. 29 is a flowhart showi ng a subroutine in a
to-be-issued 5 LD generation process (S2005) as shown in Fig. 27. Fig. 30

is . a flowhart ow n . routine in an i mediate usage
flag/on‘-?ﬁ?gﬁéﬁ?@?lgyr@tgpﬁ ?bfgg setting process (S2105) as shown in Fig. 29.
Fig. 31 is a fjgowciar s Skow gy r \ | na bl ght -La return
flag setting plrb(_)cess _(582106) Basé‘;%%‘bmgﬁgvﬁﬁg azg).u%fbgmg% 92‘t aéfﬁ'gevmhart
showi ngSEPEY a0-6$s e jadgmentt proepssd(s1 064 )passtsswrFin.Fig3 1k. a

fl omchart shagwing sybrouty ne in an . 15 on-usage-end LD_.return prqcess
(S2220) _as sHown i]‘ra14 Fﬁsg_é)?)%i_owgha_r??)ghpgwgg I BREHQE%O'EhQ\'/:Vi Ag C&’mp brout i ne
i n 8n areproadectioahproagss. LD return/ del ete process (S2215) as shown in

- Fig. 32. Fig. 35 is a_flowhart show ng operation of a LD return 20

process. Fig.Fige il aigi agrdanwttmarthgshaningr at suhinoulineednura ¢ the
digi ta're“tﬂ'?h??%lé’# },d'rjol%}gé.sogss tﬁ{%mi}giﬁfi_%gw Is a diagram showi ng still

anot her structura eature ~of htent distribution system 1b.
25 Fig. 38 iig.dlégisnasflowobant sphowing Speition Of a U dediphn/ i ssue

requestproBCeesSts-l\/bde for Carrying Qut the Invention- (First Enbodi nent)
10 Fig. 17 is a flowchart showing a subroutine ih a usage right
delete process as shown in Fig. 16.
Fig. 18 is a block diagram showing an overview of a
- configuration of a digital content distribution system 1b in a second
embodiment of the present invention.
15 Fig. 19 is a diagram showing structural features of the digital
content distribution system 1b. |
Fig. 20 is a functional block diagram showing a specific
structure of a right management server 20b as shown in Fig. 18.
Fig. 21 is a diagram showing a specific structure of a license
20 data database 22b as shown in Fig. 20.
- Fig. 22 is a diagram showing a Specific structuré of a rule
table 22¢ further held by the license data database 22b as shown in
Fig. 20. | |
Fig. 23 is a diagram showing a specific structure of a LT80b
25 as shown in Fig. 18.
| Fig. 24 is a functional block diagram showing a specific -
structure of a user terminal 30b as shown in Fig. 18. |
Fig. 25 is a diagram showing a specific structure of a LD
issue request 70b as shown in Fig. 18. _
30 : _Fig. ‘26 is a diagram showing a specific structure of a LD
return request 90b as shown in Fig. 18. |
Fig. 27 is a flowchart showing operation of a LD acquisition
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30 Fig. 1 is a block diagramshow ng an overview of a__configuration of a.
digital content distribution systemin a first enbodiﬂéﬂ*mﬁﬁﬂﬁﬁ80W$esent
invention. -8 15 Novenber 2006 As shown in Fig. 1, the digital content
distribution systemis is a systemfor protecting copyrights on content by
distributing digital works (contents) encrypted by a content distributor a
who is involved in content distribution to a user 8 , or distributing 5
based on the user's request a license ticket (hereinafter also referred to
as "LT'"BFOGRPEh all ows content usage, under the usage right (license)

managed by t hg; £oske dj j f : nt en rchased by the
user B, so tﬁ'éf‘ tﬂﬁeigjgegﬁc@aﬁﬂlﬁsgq eméoaﬁ;%wc%ﬁ%npﬁ %r{g‘%lqlfﬁstcsregfyusage
rul e i ndispdayedbyha GUI 3h8.. 10 digital content distribution systemis is

equi pped w t h_at ast one content server 10, at |east one right
managenent seff_‘\gerégdﬁ,a ﬁpwq:'éﬁﬁ SHW NG 2 sebReHENe3 Y askRrRetiFaHes ssion

chaynelL[é(z)%ég@ragmp%qbic@gst zgggggtas SRBWH “J,q;igt hesright managenment

server .20a and the user tetm So as to conmunicate with each 15
ot her. The cdnigen30dsra floviohiast = hawingea saipautine inhanhimmediateed on

the co distributor. a side. Myre.specifigcally, the ¢ t_server 10
hol ds ﬂ#}gié@aﬂ%g/g%ﬁm‘?ﬁp fredHn _aga?%ttéﬁgiyﬂr Oﬁﬁﬁﬁh&gééi PoRSent
encr yptstto wiri rnemﬁ_ergg_ypti on key is associated .20 with its content 1.D,

and distributes the requested content data 60 to the user termnal .30a
whi ch sent tHd9econd bntisdi 8t rilowclvart r shoaving Fiag. sabire uding agnamashow ng

i (O g Bt a3 F o PRERGRSCo2T0BN e EaingRl Fidhcry pt e
content2®2 and others. The content ID 61 is an ID for identifying a

content uniquely in the digital content distribution systemla. The
encrypted codti@nt 382 iSs & Benehert ssbrwiagneperatiana afhoavicosdendt a,

whi ch ireRATYRIEH Bro@dsgncryption key.
| Fig. 33 is a flowchart showing a subroutine in an
15 on-usage-end LD return process ($2220) as shown in Fig. 32.
Fig. 34 is a 'ﬂowc_hart showing a subroutine in an’
- on-usage-right-lapse LD return/delete process (S2215) as shown
in Fig. 32. | |
Fig. 35 is a flowchart showing operation of a LD return
- 20 process. | .
Fig. 36 is a diagram showing another structural feature of .
the digital content distribution system 1b.
Fig. 37 is a diagram showing still another structural feature
| of the digital content distribution system 1b.
25 o Fig. 38 is a diagram showing a specific structure of a LD
| return/issue request.

‘Best Mode for Carrying Out the Invention
(First Embodiment)
.30 ~ Fig. 1 is a block diagram showing an overview of a
configuration of a digital content distribution system in a first
- embodiment of the present invention. | '

-8-



30 Therefore, a content decryption key which is paired with the encryption
key is needed for reproducing (using) the content. Notlé Ndvambgar 2@t ent to
be encrypted is not limted to nusic -9 15 Novenber 2006 data and vi deo
data, but may be a digital content such as an el ectronic newspaper, an

el ectroni ¢ magazi ne, an electronic book, an electronic map, an electronic
dictionary, a still picture, a gane, conputer software. Al so, this first
enbodi nent will be explained 5 assunming that the content data 60 is

acqui red vi aAshehoramsnifdgi dn thohahigitlal4amntant distrdontiont s vstemcbadoes not
al ways.need tgo be -cacquired.in this manner and it be acquired via a
recor dihg® ekl EOEPHAtErtno P YRR SR comteRi stubuted s s
conput gligaRRanerks (cbhtehitel) dnca) sted REadcoOntéhe desttiBatofi &t MRgtor a
side, as with the content Server 10, and nmanages content usage right of
the ust§ IHVaINEd dBeicpsdeddndatribusionbt@ i anuservibee onvstisteibatingcal |y,

puponabBE o) Pflc oSy FedlBsE & TRt 68 UEREE (hebindfeedf dleo The™™
usage refiitred te asntlert) _Olﬂﬁthptail@mg%bmmhphfs%[?e,aand@rw}ﬁi@méa)géhe user
term naj jn response to a LT issue request Qa fromthe user 8 , or

] 30 A
recei vE'gi"q_%“rC&riﬁ Baiagedolyi fReusondenthdistribuior o&ndPri 8Vervdi cat i ng
the re f : | ef,qi 0 n dat e
he ueba e DR R K e o Lo e s e
| at er condendi Witiire tieedimétariofalusiipe irule docluded imppheatds \ibheh is

pl.aced ,on..the user $ side and recejves _content distribuyti ~.service. Mre
5805 T Aigit) cantenicdisibuinn SYskeauAdIneguipRRE With At st AN equest
to theceaRbARtséAFeen d.0at AeartehHe Fiﬂrggw hbahh@%raén@fsé#\?e;c%éenbtdata 60
fromthe content server 10. O, It sends the T Issue request 70a to the
ri ght leasigeanetuserverminal @0asang a heansmissioandhaenslvd® tthe LT 80a

so as to reproduce the content  wthi e limts of the LT usage rule
e udban RS g oo RN E Qeralen e HhBcrighe Fefpadimsht 5eReM 1 gne
managepeRy a5fd e user terminal 30a so as to communicate with each
15 other.
The content server 10 is a Cbmputer apparatus which ié
: piaced-on_ the content distributor o side. More specifically, the
- content server 10 holds in advance a plura-l'ity of content data 60 in
“which each content encrypted with an encryption key is asso__ciated
- 20 with its content ID, and distributes the requested content data 60
to the user terminal 30a which sent the content d‘istribution
request.
Fig. 2 is a diagram showing the format structure of the
content data 60 as shown in Fig. 1. . _
25 - As shown in Fig. 2, the content data 60 in_cludes a content ID
61,,encrypted content 62 and others. The content ID 61 is an ID
for identifying a content-'uniquely in the digital content distribution
system l1la. The encrypted content 62 is a content, such as music
. data and video data, which is encrypted by an encryption key.
‘30 Therefore, a content decryption key which is paired with the
encryption key is needed for reproducing (using) the content.
- Note that a content to be encrypted is not limited to music
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30 20a.. The transm ssion channel 40 is a cable or wireless transm ssion
channel , and connects the right managenent server - 105M¥owmbsrBed6 2006
20a and the content server 10 and the user termnal 30a so as to

communi cate with each other. Note that in order to prevent tapping and
spoofing when sending a request such as the above-nentioned LT issue
request 5 70a and the LT return request 90a, the user termnal 30a is
structured so as to share a session key with the right nanagenent server
20a usidata and- wageaudiadat i bati omayype @r aigit@l sonbent siESh §Seaore

Sock ' i_ph i i f f h
Doyt nog e Eb Al L pA bk AP Fle fANE PGSR, A lERisuis BB S uor us
a LT 8Qmn udler8réhics ﬁ@é?é@ﬂel@;ﬁbrorﬁ@%ﬂc@i&n@ﬁ,@@tﬁh pRELLIRL & e

Aut henti cated Channel ). Fig. is a functional block diagramshow ng the
speci f i@OMAYLeN 6pEtware he Alsghtthiafigsthembedimentowill e siphainadri g. 1.

As sho L0 FLg. ' e ver I.n S yser

[ nf%r na |%%nﬁggaggaéteigg665%%3%%@%89@qéael?(g@lé@gdzg%a&ﬁg tﬂébggﬁféﬁ?ﬁ i cation
- unit 2khanhél gedemait theudd htedt, data S0rdoes gt adwhiysoneeid tgSee a LT
anal ysi s unj %6& a usage right update wunit 27a, a communication unit 28
and ot REQIUIrECE I0sEhis MaPRST 8RdIAt dPaYe bel acquirad: ishse reeerdingrter 20

ref err 6f dfiudh SLAS a"ng"tlj_(ﬂo@nagi ng the user ID which is unique to a .
0

user 8 reglistered as a nenber this digital content distribution system |
la and the t éFimé mraght Dnatnade meninseueerc20heis asesmipart@rnap pasadudy t he
jth each other 4. is a di m show ng

S o I AT TE b S BV R Wb o "8 WIGPLREL o
o, CSenessvel doshamabest ke qade ARRE S dio g i oh
| D 212 whe oedeiwes content distribution service. More specifically, the
right management server 20a manages the usage right for each
content purchased by the 'user B so as to distribute a part or-a
15 - whole of the usage right, the content decryption key and others as
a LT80a to the user terminal 30ain re_sponse to a LT issue request
70a from the user B, or receive a LT return request 90a including
the LT, an identifier indicating the return of.the LT and the like from
the user terminal 30a and update the usage right. Note that the
20 LT 80a and others will be explained later in detail.
The user terminal 30a is a computer apparatus which is
placed on the user B side and receives content distribution
service. More specifically, t_he user terminal 30a sends a content
distribution request to the content server 10 to receive distribution
25 of the content data 60 from the content server 10. Or, it sends the
LT issue request 70a to the right management server 20a for using
the content and receives the LT 80a so as to reproduce the content
- within the limits of the LT usage rule included in the LT 80a, or
sends the LT return request 90a to the right management server
30 20a. | |
' The transmission channel 40 is a cable or wireless
transmission channel, and connects the right management server

-10 -



30 The user ID 211 is an ID for identifying the user 6 uniquely in the
digital content distribution systemla. The terminal | Db5November 3906 D f or
identifying the user termnal 30a. uniquely in the digital -11 15 Novenber
2006 content distribution systemla. Fig. 4 shows that a user-$ who is
identified with a user ID "XXXAAA" has two termnals, a termnal with a
termnal ID "XXX111" and a termnal with a termnal ID "XXX222". It also 5
shows that a user 6 who is identified with a user ID "XXXBBB" has only a
termi nadOaiamdatheantent s)erwm anddiee usest igrdinal BP@ ageas to

i nformati on_ dat. abe [2}1" gﬁ user $ perforns processing for his
menberscrﬁ rPé‘&'g? QW Fﬁ'c bP§3F ™t 0 receive content distribution servi ces

under the opayaté othd® iaf orbercest grévéehst fappimg #nd Jpbsefimrenshi p
regi stration processing may be perforned by communicating with the content

di stri Isanding \a geaqneest sHehi asi dwe @iaw@rnn@ntl@mmwugﬁﬁ%yewesér nmeans

| SUC$ (?gngl ij ﬁqéjoﬁ’f'nPét Fér?rl on en?b% st I’I%b%% or a I I’S It %ﬁgersm g

registration processing, al'l"oca

user | Bt2littuped ssas t@shabieca sddstonekaynaiti BEhalidght mheagesmerdr i nal
30 owned b the user ,Bis notified to the content di. strletor a by
commnia?a't e(rn O&, usiB8uAEHY OoWah@ythantigatiamdyms Proace ﬁm%naﬂ D 212

and theg 2 oF) 0 S d r 20
i nfor rrat | on gfg gsy)ﬂdébtg ?é atﬁ}g th%gjrrtl %’?ﬁgga%ﬁ r{r?(.:éﬁ?rpzﬁr esult
of perfrequests frombbive- tdsaenrteb&dnmérﬁﬁasamd rega,:mlsseatfrom phecegditng, the

b ARRSHETRL SEFURE.0r el 08 8 LT B0k URinBERE: SPESIAmhENing  he.
usage rdr%“th%?@@s@éb‘h@h ‘éﬂ”SW@ (%@@%ﬁt@nﬂnbﬁté‘é%hgnﬁ@)the user | D by
.associating themwth each other. Fi I's a diagram show ng the specific
structure of Rige 3u@gaa frurmtuodalalﬂmg( apagram showing the specific
- structure of the right management server 20a as shown in Fig. 1.
| As shown in Fig. 3, the right management server 20a
15 includes a user information database 21, a usage right database
22a, a user identification unit 23, a LT generatiofh unit 24a, a return
flag setting unit 25a, a LT anaIyS|s unit 26a, a usage rlght update
unit 27a, a communication unit 28 and others.
The user information database 21 is a database (hereinafter
20 .referre_d to also as “DB") for man-aging the user ID which is unique
to a user B registered as a member of this digital content
distribution system 1a and the terminal ID which is unique to the
user terminal used by the user B by associating them with each
other.
25 Fig. 4 is a diagram showing the specific structure of the user
information database 21.
- As shown in Fig. 4, the user information database 21 is a
database for managing which user terminal 30a the user B8 owns,
and includes a user ID 211, a terminal ID 212 and others.
30 ' ~The user ID 211 is an ID for identifying the user B uniquely
in the digital content distribution. system la.  The terminal ID 212
is an ID for identifying the user terminal 30a unfquely in the digital
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30 As shown in Fig. 5, the usage right database 22a.in¢ludes a _user ID.
221a for identifying a user $ , a usage right 222a indg vember #H06et ai | s
of the usage right purchased by the user, and -12 15 Novenber 2006

ot hers. The usage right 222a includes a usage right ID 2221a that is the
I D for the usage right 222a, a content |ID 2222a of a content endowed with
the usage right 222a, a content decryption key 5 2223a for decrypting the
“‘content, usage right effective period 2224a indicating the effective

peri od G&M dislgibytignt syskem da.T effective period linit 2225a for

limting thed ' | r i L ffective
period 2224a Figér ?{éﬁﬁ%gﬁﬁr %g??%ﬁ Ba%\p’)ie'rEm%??de%HHE'%eruﬁgﬁe? gpﬁjagt I ons
2226a "MK XAWNATD haw TWombgrimninmasst ha cemheimalcamithe a epedinatl, IB

perm tted nunb of , LT issues 2227a indicati 0) Js 80a .can be
issgedt‘muﬁﬂéﬂfsa};é%’ﬁmabwah angermn gﬂﬂr%%ed trals9r8a
| nc catgl quamﬂé%éirs BOFHRYS iBERRIASEYRRN & Udd HSeXXXBBBhas30a. 15

For exanple, Fig. 5 ows the case where a user 8 identified with a user
| D 211@dy a)eecmixiahulitl a werosiogd. IDi"hXX33P2a identified with usage

right I1Ds 22 of " XXX0Q1" nd " XXX002". t sh t hat h ri ght

g i Oh taDa ks stored in BRE sl ifSreation GBDARE 21 RHER Ifel O

i denti fjsd \cfr}t P eFforth < PrRIEsdiRgd ¥of hisOpkihberghipniegistegtioyptinon key
ecr

2223a for ypting the content is "XXX221", the effective period of the
usage arglar t@ rexsiveospotend distibrutionssenyizgsignderodre apgrration

effecti ri Lt >, kS, " 1, day” e TR i ): . punber of
ool L ChnteflL diemutor R CFY Thisp e aisiobreliktiftiof O, O}
can be prepzéegingderay ke pradermed iy ZBtameanicatingawith thenicomtemtber of
LTs 80a can be rssued), and the nupber of issue LTs 80ais "2". On the

ot her IGHaEIbUtOEh s Vidhaihe HEansgEssioghichanng iﬁ@nt?"fi@ﬂ%gm ?R¥ usage
right | 2 . " S ' o] pdent i £ iR the
ot OEnEradlng IR ks Sehlitly d O RERN fdteidrmiitidip

' registration. In the membership registration processing, the

15 content distributor « first allocates a user ID 211 to a user B.
Then, the terminal ID 212 of the user terminal 30 owned by the
user B is notified to the content distributor @ by communication,
a document or the like, and the notified terminal ID 212 and the -
user ID 211 allocated to the user B are stored in the 'user

- 20 information database 21 by associating them with e_achIOther. As
a result .of performing the above-described membership
‘registration processing, the user -infqrmation database 21 as
shown in Fig. 4 is constructed. _

The usage right database 22a as shown in Fig. 3 is a

25 database. for managing the usage right'222a of the content
purchased by the user B8 and the user ID by associating them with
each other. ' '

Fig. 5 is a diagram showing the specific structure of the

_ usage right database 22a. |

30 As shown in Fig. 5, the usage right database 22a includes a
‘user ID 221a for identifying a user B, a usage right 222a
indicating the details of the usage right purchased by the user, and

-12 -



30 content decryption key 2223a for decrypting the contgg& IS " XXX222",
the effective period of the usage right is "2002/05/ 01> Novembe?006:

. 2003/ 04/ 30/ 12.00.00", the LT effective -13 15 Novenber. 2006 period limt
2225a is "no limted", the remaining permtted nunber of reproductions for
the content is "10 tinmes", the nunber of LTs 80a which can be issued under
the usage right 222a is "3", and the nunber of issued LTs 80a is "0". 5
Also, a user $ identified with a user ID 211a of "XXXBBB" holds one usage
right 28hgredentified with the usage right 1D 2221a of "XXX003". It shows

that the usa ' 29 d | £1 | u | of
oo00s" | e and LEAGEPIdht 5284 thEldes A ubaBe oIt 1D 2R 1 IfRREIE,

" XXX118he EDcfant thée dsageptrigint DR Xay a22dddehdrIDe222Pbi af & bententent i s
"XXX223",, the effectiye period of th sage right is "2003/01/01.00.00.00
L oarsiones witoohe (RSha? efd bt 7 od3pon GRNLRL IESIYRHAN 1EY gaoar
t he: r epmi-m g I dig m%rtﬁ,{O' d ) OBS t t -i6o® "8
ti%es",g@!t eé]nfj%e(?%%beﬁtljs Oa %m{:%ﬁgggﬁ' t)lgé&? gugf 1t5 él;fﬁ%grwtahg}@l?s%ée ri ght
- 222a | 222313 indicatie htiheeeffeictive pariotisoBbhe usage'righérdl2aha Ug

ffecti i od Limt. 2225a 4s_infor.nati b i.strib :
2 for BB P Pel lhin 25 eci g she kT e HePei e hERladBtcer's
own usageT r3@itteithectusery@aighd. effecivdpamod 3podd ¢, tHhehortef fective
period limt 2225a is the peritod for which the right may be used on the
user tBERiad) aa@armlteedtniembeagmf.remmt}mﬁnSs%Zaéa Cpsn@EHoMhe right .
e " . p Sl . Oy
2395 PRAY, tlrEs cHE €89tGHEICHH, Hd PERLYAuLE G e thifephtntfer BET PV

the san¥ igsuper 2O Zs ihldkcatiage Wowhhaelyf €T6i 8@apedhdse 782daediwndet . Si nce
this LT effective perigod |imt 2225s set by the _content ?I_i stri butor a
causesthfie Usaag 1 righbeliddd ofande the goumbeexpfr éssyuad LTSe#%dlda ve

Fecuelig o TR S SO A S AR e R
a.

15 For example, Fig. 5 shows the case whére a user B
identified with a user ID 211a of “XXXAAA” holds two usage rights
222a identified with usage right IDs 2221a of “XXX001” ‘and
“"XXX002”. It shows thatthe usage right 222a with the usage right

_ ID 2221a of "XXX001” is a right to a content identified with a

- 200 content ID 61 of "XXX111”, a content decryption key 2223a for

o decrypting the content is “"XXX221”, the effective period of the
usage right is "2002/05/01.12.00.00~2003/04/30.12.00.00", the
LT effective pe'riod limit 2225a is “1 day”, the remaining permitted

" number of reproductions for the content is 5 times”, the number of
..-25 LTs 80a which can be issued under the usage right 222a is "” (an
infinite number of LTs 80a can be issued), and the number of issued
LTs 80a is "2". On the other hand, it shows that the usage right
~'222a identified with the usage right ID 2221a of “XXX002" is a right -

to a content identified with the content ID 61 of “"XXX112" a

30  content decryption key 2223a for decrypting the content is
“XXX222", the effective period of the wusage right is
*2002/05/01.12.00.00 ~-2003/04/30/12.00.00’;, the LT effective

-13 -



30 request 70a to the right managenent server 20a. Al so, the permtted
nunber of reproductions 2226a is decrenented by the nuisdevesher 3006
(issued) as LTs 80a fromthe -14 15 Novenber 2006 initial value at the
time of a user's purchase, and increnmented by the nunber returned as the
LTs 80a by the LT return request 90a. The initial value of the nunber of

I ssued LTs 2228a is "0", and it is increnmented by "1" when the right
managenent server 5 20a issues the LT 80a to the user termnal 30a, and it
i s decrpamoddinby 22125 ahisn" nddimserd t, erhdé nam Siddngeparnstided nim@exr to t he

i ght 20 t of the LT t, -70a and
he LT W0l BPHoOHCHRRLE Tofalhie oM et £ho LM mikis MORERIRT IS

comunig@d ivPRichlBaknnbé %%édﬁ@d{f@rr théeuﬁa% & GRghe 2Patis2Bagpmdens in Fig.
3 identifies a user $ (user based on the term nal IDinéluded in the

recei ve'wmbersgﬁess@qgleb‘trsm@aaﬁd“ﬁhe LT return request 90a, with

refigrence 1o Mg, USSIsd R IRLLRIAR\IRASS dder IS 1 ASGERRoREY | 202

nmeans for géner i'n roma“usage right

managechdiy st bre ursgge right zmaabem:f?ée witenthé usarge yight 1B’ 232ilasue
request 7Qa _sent from the user termnal 30a_via the communication unit 28.

The r etQfr nX ?(IW%ettmdshMWts bhatithe usaar rightsé2eanidentf@dayithn of
Returriggg I lgrht ) rfﬁgf}% 'FauhiEd) 08 Z%err B G Wdraduded in

the LT t he generation un| be nore specific,
t he retidentffied wetlrt angonmehtZHa Grtof “"XAXMt LBf, fl agntent Riearyptiegui red"”

| t | east thge cases wh rm g, er,, of | Ssues
ud&®Y nzfgga é%f éje GGIRTRG Ehe anﬁﬁﬁgde‘:’d %ﬁ&ﬁg[}:ﬁs ﬁlfg%t'ast abase
22a an SO e th gen d td 80 t and where
the exi’.ér";?f’on‘t{ffne“"e e TIgher B e PO Y ‘?%??%“%Oa s
earl i er2@ﬂh3,h12}’13111 4. &)BeOOdsatg‘e rthhiffetlfmet iperiodelinott, 22232 uSt “gets to
unber_. of LT issues i and the

" No . d'
oo 1 oty S "emaitid beFaEfdR REMBET s SeprdductiSRs for, fe ane.

right content is "8 times”, the number of LTs 80a which can be issued
15 under the usage right 222a is "3”, and the niumber of issued LTs 80a
is 0" ' g

Here, the LT effective period limit 2225a is information set
by a content distributor a for basically setting the LT effective
- period shorter than the user’s own usage right effective period. To
20 be more specific,- the LT efféctive period limit 2225a is the period
| for which the right may be used on the user terminal 30a after the
right management server 20a issued the right. For example, the
period shorter than the usage right effective period 2224a, such as
1 day, 2 days and 1 week, is set, or no limited, namely, the same
| 25 period as the usage right effective period 2224a is set. Since this
LT effect:i.ve period limit 2225s set by the content distributor o
causes the effective period of the LT 80a to expire, the LT effective
period limit 2225a set to be shorter makes it possible to change the
frequency of accesses via a LT return request 90a and a LT issue

- 30 request 70a to the right managément server 20a.
‘Also, the permitted number of reproductions 2226a is
decremented by the number cut out (issued) as LTs 80a from the

-14-



30 effective period. Fig. 6 is a diagram show ng the specific structure of
‘the LT80a generated by the LT generation unit 24a and iPH¥oveathgr 4096 ag - 15
15 Novenber 2006 setting unit 25a. As shown in Fig. 6, the LT 80a includes
a LT header 8la, a LT wusage rule 82a and a content decryption key 83a. The
LT header 8la includes a usage right 1D 81la, a content 5 ID 812a and a
return flag 813a. In the usage right I D 81la, a usage right ID. 2221a of a
usage right 222a which is the source of an issued LT 80a is stored. In the
content'n&babl/@é!leaaédﬁl%ﬁtmlemﬁfa Asedrg enirclrassh aad ingarsgndedcby usi ng

whet het R oUiBERTSSturdtld b Bel CFclabd WISLHEIT rbRo PhTid st B8C7 19,0,
or not is dddveiibétal Naied ldt thdenngiben ofl ke ued Ty 2@H8a 36a"@Ets  the

information for.the return flaqg_813a. The user term nal 30a  judges whether
it ret @R EHE Lﬁcmq'tr%éwiglhf ARG TN A8R THORt GETNEF based

on ¢ he Ukdehbag TT Te AIS I | ud a f i ve
per?i’ od %%aléba%%gt ﬁgégngm t@?e"t %&unggrg 0 ?reg%mcﬂ?%gngé 22Iaaj5cfnftfﬁ§ LT
ef f ect idecnsaniesdesgby, ™ t hevipenitbe: fiservieronindle30d re@udasi thelie8bave is

stored,, Jhis.LI effective period 82 s 20 determ ned based on the usage
ri ght @Pfg@ ir\'/%hbépiadba%@é”éﬁ&"ﬁ’ﬁé]fqaeffective period limt 2225a of the

usage right fIen riEkipreof thee LR pea@dtnyoat 5AR tHE! B3et@pgi ves the
LT issue request 70a. In the permtted nunber of reproductions 822a, the .

nunber regiest asenhitomothemsardiemainalpd0audadhe coromunidatione
S e P8 BT QB A SRR S g e
server a2@esdo Bhqusdr IE) nhaged30a thrd tidieninal ID included in the
received LT issue request 70a and the LT return request 90a, with
reference to the user information d\atabase 21.
The LT generation unit 24a is a means for generating a main
15 part of a LT 80a from a usage right managed by the usage right
database 22a when it receives the LT issue request 70a sent from
the user terminal 30a via the communication unit 28.
The return flag setting unit 25a is a means for setting
~information of “Return required” or “No return required” on'a
20 return flag included in the LT 80a generated by the LT generation
unit 24a. To be more specific, the return flag setting unit 25a sets
a return flag to “"Return required” in at least one of the cases where
the permitted number of LT issues included in the usage right which
is managed in the usage right database 22a and the source of the
25 -generated LT 80a is a finite value and where the expiration time of
' the LT effective period set for the LT 80a is earlier than that of the
usage right effective period, while it sets to “No return required”
when the permitted umber of LT issues is “” and the expiration
time of the LT effective period is same as that of the usage right
30 effective period.
- Fig. 6 is a diagram showing the specific structure of the
LT80a generated by the LT generation unit 24a énd the return.flag

-15 -



30 user term nal 30a reproduces a content using this LT _80a. Here, howto
generate the LT effective period 821a will be expl ai ndé Navember2Qq ai | .

-16 15 Novenber 2006 Fig. 7 is a diagramshowi ng the relationship between
the LT effective. period limt 2225a of the usage right 222a and the LT
effective period 82l1a set for the LT 80a. First, it wll be explained the
case where the LT effective 5 period limt 2225a in the usage right

dat abase 22a (1 day, 2 days or so, for instance) is shorter than the usage
right @‘eftémgumiybeZSad 2224a and the timing of receivi ng the LT issue

request 70a user_$ is' cl 0 th effect f the sage

ri ght effect |Av%g}]8(¥¥n(58 Fz'gzzé E?ﬁg_s'egb Eﬁit?\ﬁna #IF' To be

more 1QSdgéidile. 825 aﬁaoavrtdrﬁltéﬁf defcryB'tﬁJn f«e 834, the Case Where the

time of receivi I ssue request 70a ( e uest tine) is earlier than
L?FeheﬂdtefﬁeB

‘the effectividei Ladéelv glstae:smar HEPi 8d 1z gomtenthe

r atyl e e period |imt 2225a starting at the
reﬁjestujtjl%njfeﬂlﬂ At e&EFH'ﬂ fﬁé gﬁ? Ctlve time of the usage right 15
ef fective peflnothé2d4agd rightsidage.ld, hg atagle ridght (mfzzm\ae oft anme) of
t he usage ri ght effective per| od 2224a held by the user Is set as.the

start USRI f@'ét:t2|2\?ea wWhich &3 thﬁeswr@chanvéspm bl 8@@1'5 steredse
f | h
Conueet o1 i coiftent €20 BBrafie 1o £Xert WHichIcEh 1S

as thebse<pépabdcmr¢ect usmgfthéld_TLBOefisecstovedperl od 82la. Therefore,:. in
t_f#i(g case, Teffectl glod 82la of the aT 80Qa i s, sh rteEthanthe
L*%ffecti ve e %Jeltpﬁf‘t 952 &3%%’! Ormawom indicaking whe B&e where
t he LTqugggthélgd r ais
shorter than SQ%ebgg—aegthbéﬁ ?]\Q/gngerl odﬁ“zé}%ggg% talgm ng of
recei vineg tmelelsr:rutsede qutlfestthEVtO&hfar D&'rhwrmsfhig $et$|rmgtunfto§5a tselthe

ef fecti iration t

f.f d
Sooaa HhBeiielEndbiorhiar e Fettin pig Badairo e s Seedinel 348 Pohomn
-in (b) jotigestwiethériit FoRuGPSaVbare dog o %é’frlbﬁ‘feh’{aﬁag@ﬂﬁent

15 server 20a or not based on the return flag 813a.
| The LT usage rule 82a includes a LT effective period 821a
and the permitted number of reproductions 822a.
In the LT effective period 821a, the period for which the LT
80a is effective is stored. This LT e'ffective period 821a is
-20 determined based on the usage right effective period 2224a and
- the LT effective period limit 2225a of the usage right 222a, and the
time when the communication unit 28 receives the LT issue request
70a.
In the permltted number of reproductlons 822a, the number |
- 25 of times that content can be reproduced is stored.
In the content decryption key 83a, a key for decryptlng the
content is stored.
| ~ The LT 80a structured as mentioned above is sent from the -
right management server 20a to the user terminal 30'a, and the
30 user terminal 30a reproduces a content using this LT 80a.
| Here, how to g_'enera.te' the LT effective period 821a will be _
expl-ained in more detail. ' '
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30 LT issue request 70a (request tine) is later than the effective tine of
the usage right effective period 2224a and the expiratilomNeyembes200g he LT
effective period limt 2225a starting at the request tinme is -17 15
Novenber 2006 earlier than the expiration tine of the usage right
effective period 2224a. In this case, the request tine is set as the start
time (effective tinme) of the LT effective period 821la and the expiration
time of the LT effective period |imt 2225a starting at the request 5 tine
(the request Kigre/4S 1 dpgsam i wingdhe relatiopshypikeueensthedd

expirati ' ; ef LV | : e ' HS case,
the LT SRECVE oot ifs 22850 | B e, 3402 Jighfr e and The 16, e
peri od effeictia2perioe82.1a tebifolr thee ¢4pB&ianed t he case where the LT
effective 10_periaod limt 2225a in the usage right database 22a is shorter
Than the usddioh ghovil e (e sBliBacbAns Saseatiiere (161idy GHCLEVE ving
. theglT hesi i ih! ' ' 123 t XAkLati I me of -
t hesusa%gﬂrb?jgmﬁg??ggﬁ%éﬁptgﬁ g‘(f%@??@ case§é;szjs}f(gamabiyh 2( gayoéf Fi g.
7). To @eseprforsipstanics) isssbaoter thaocjhefuskige right effectivetperiogse wher e

L f R ne ! | 5 ; : .
than t 122 eas B6H Ehetiblg ratduirid tha LT 8eneLfedaRh AR FeoBn 2 hna T he
expi ratiioer t B dodeheolthef &ffeldtinee thaié sk khel Lis3gedrigherdffagtivie t he

request tinme is |ater than the expiration time of the usage right
ef f ect iR@ripse 22 4a20the 1Gagdias Ihawsein t{@) oégbigst 7)i nelo deenade t he

oxfPr actAcifeeSE A I Y of BiY. 2¢BdpRild (aROH B EHR ARG O (e
end ti mededyphgabeoliTlissee retfuddie70d @idqeesveime)iio@didika thidhwthkore, in
this case, the LT effective period 821la of the LT 80a is shorter than the
LT ef f @i PeHVELimG afdthenysageosightnetfective pgsiodudi24ahand itheno |imit
| D" SIRBLRSH e BF R At erinh S 2705 Keping' ahace 222
shown ineqyelt dinfé gs atarhéhanf ¢hei effédtivecfinhbeofisdpe usade eifghacti ve
pe{god effective period 2224a. 1In this case, the start time (effective
' time) of the usage right effectfve period 2224a held by the user B
is set as the start time (effective time) of the LT effective period
821a and the expiration time of the LT effective period limit 2225a
starting at'the request time (the request time + LT effective period
- . 20 limit 2225a) is set as the expiration time of the LT effective period
821a. Therefore,.in this case, the LT effective period.-821a of the
LT .80a is shorter than the LT effective period limit 2225a.
Next, it will be explained the case wh'ere the LT effectivé
period limit 2225a in the usage right database 22a is shorter than
25 _the usage right effective period 2224a and the timing of receiving
the LT issue request:7'0.a from a user B is not close to the effective
time -or the expiration time of the usage right effective period
. 2224a (the case as shown in (b) of Fig. 7). To be more specific, as-
- 'shown in (b) of'Fig. 7, itis the case where the time of receiving the
30 LT issue request 70a (request time) is later than-the effective time
of the usage right effective period 2224a and the expiration time of

the LT effective period limit 2225a starting at th‘e request time is -
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30 2224a is set. as the start tine (effective tine) of lé LT ef&?c I ve
period 82la and the expiration time of the usage right ‘ef WEmbge- 0é)eri od
2224a is set as the end tine (expiration tinme) of. the LT -18 15 Novenber
2006 effective period 82la, regardless of the request time. Therefore, in
this case, the LT effective period 821a of the LT 80a agrees with the
usage right effective period 2224a. Needl ess to say, in the case of XnY=o,
where X satisfies 5 Request tinme < X < (Request tine + LT effective period
limt €BREY) thag the fxpirpsiortisng pfdhg Hsage ciye effetlivergerdedye

peri od a Qi ,0Neit | i gh ffectiue i 224a,

it is jzuggéé'tﬁlgr ﬁg E%ggf'f g’é{ar}\i%atdeeg?gﬁﬁéélg ?Sg%a%ge?rggsg‘%{t, E)ﬁirr‘émel Y,

t he LT (effectivedtinbe) icfstied. LTL@fAbstivei petital B25a ambthddtierexpirdtienperi od

th h t i ght effecti v [ 2224a js judged to be NG
oLhen AN Ch VTAORELAN LR e ReEb T 2R LRSS RN
ef fectitypie PERéE 3@ A28t MM 4 $TS8fR@dvd gi«a;ﬂigdelfiﬁﬁQtZZQF@ri”soéjeﬂ hg1 t 2225a

- may be set under a service and content pr der's own ru 15 according
to hi s thet espirdionhtineref thieel T effective peripd i821 8i miTthexfeaej $n

Phat R0 Focer o0 T HRPBYADeRiod daf ot Ly BV aniyredu i HREr  20er

accor diMyeffe@nes -pédod Nenfi Peatgpns 20 (such as a content holder's
intent, how a content is used, change of desired |evels of keeping track

the content N&¥fe, itavdlb hegxplainest éhe caagewherashhe tHe effectiveysi s

509 ¢ oPErRd A A% Snd Ykl nPalE Bk ac st 2 28 I SRRt e it
27a_updhkeasabe deiir bfenitivleperioay 22ahiaPEnertieningofie@eing. | ssued

~to the se{_ term nal 30a ora\rlfturned fromthe LIISEI’ termnal 30a, How to
updat e thRe 'Eéééla'e FegHesi2Qanfiampa W@ o8 nkg qlaserto the expiration

time of the usage right effective period 2224a (the case as shown
in (c) of Fig. 7). To be more specific, as shown in (c) of Fig. 7, it
15 is the case where the time of recefving_ the LT issue request 70a
(request time) is earlier than the expiration time of the usage right’
effective period 2224a and the expiration time of the LT effective
period limit 2225a starting at the request time is later than the

_ - expiration time of the usage right effective period 2224a. In this
20 . case, the request time is:set as the start time (effective time) of
the LT effective period 821a and the expiration time of the usage
: r'ight'.effective' period 2224a is set as the end time (expiration time)

of the LT effective period 821a. Therefore, in this case, the LT
effective period 821a of the LT 80a is shorter than the LT effective

25 period limit 2225a. .

Next, the case where there is no limit to the LT effective

period limit 2225a in the. usage right database 22a (the case as

- shown in (d) of Fig. 7) will be explained. In this case, as shown in"
~(d) of Fig. 7, the effective time of the usage right effective period
- 30 2224a is set as the start time (effective time) of the LT effective
' period 821a and the expiration time of the usage right effective
period 2224a is set as the ehd time (expiration time) of the LT
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.30 The conmmuni cation unit 28 conmuni cates with the user erm nal 30a via
““the transm ssion channel 40. To be nore specific, the lé&i‘?ﬂfmb@é{l?% unit
28, which is a communication interface for -19.15 Novenber 2006

communi cating with the user termnal 30a via the transm ssion channel 40,
anal yzes a request such as a LT issue request 70a and a LT return request
90a sent fromthe. user term nal 30a, requests the user identification
uni't 23, the LT generation unit 24a and the 5 usage right update unit 27a
to per effectiveceesioty82dpenteggrdpess afnthamequsst tiveel t , Thieeefaneut es t he

ani ¢ 28BS T Ahd T piredVg i g BE R Eridiar Rl Wil Pon
wi th t BReugSaget Aighitneffex@pveipetibrl 34Q 48! abl i shed between them after 10
encrypting the above request or response with a session 8is a

key. Fig,.
functional bNRedl@ssgiansavolnntheneasperf X2 Y srudheee 8¥ %arfégﬂ@@r .
t erm ngl ; W 4N Fi L nyi Lhe t knal 30a
i NG udg{se %%ﬁtste'ﬁ{@ ﬁa}t(a?as@l%éff,eég Eipqggt% lbasgff té\flgap}téﬁénﬁj ng D _
st or agR 2% 4) 0RRKY sdtistiesTEHeqtive time ofUsaifaiglat effective pandd 305a, a

LT upd nit 6a, a return. flag_judgment .unit. 3Q7a, a cont

usage/ %éi.@%gééj%u%%'ﬁ?aﬂﬂ tinegs f{%a&%ﬂqﬁqﬁ qg&;’-vg&:ﬁﬁ'gatfg%“@mit 3009,
a. co ts; Pk} Wt Bl t i Cté ug}

ComuniSaF IAEGENPHHA0 ¢ I PIEMERNE! BRHACRATHCN S B 35,
dat abaparhely stheilig 80al carematibeyissumednt data 60 distributed fromthe

580 “Tssued Alst iine tARgrirstarisBREiTa B, pEI0As Pehgr RARTHA Lor 1o
st or agg sy riﬁlﬁaeff%c@w@wiéarzpzaasiﬁdd@ed% beeNR(iThaehillabie

identifying the user term nal 30a uniq ‘The LT acquisition ur_liz 304a is
a meanin ftbve gageisr Ohd aphef IFFg. sdaand die)t 6k Rigght, h&ﬂaé'efmalﬂi eftectdye20a by

?rgﬂggghigﬁ?ogﬁ@éyw;{jgﬁ”% SatEest 08 BN LPERLBIPLLSR 1T 2 25%a

may be set under a service and content provider’'s own rules
15 according to his intent. '

Furthermore, the LT effective period limit 2225a is
predetermined under a predetermined rule, but it may. be
structured so that the LT effective period 821a is generated
variably and appropriately according to ever-changing situations

20 ' (such as a content holder’s intent, how a content is used, change of
‘desired levels of keeping track the content usage, and a user’s
content usage status).

The LT analysis unit 26a as shown in Fig. 3 is a means for
analyzing the details of the LT 80a returned from the user terminal

- 25 30a. | |
" The usage right update unit 27a updates the details of the |
usage right 222a when the LT 80a is issued to the user terminal 30a
- orreturned from the user terminal 30a. How to update the usage "
right 222a will be explained later. |
30 ~The commuhicétio_n unit 28 communicates with the user
| t_érminal 30a via the transmission channel 40. To be more specific,
the communication unit 28, which is a communication interface for
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30 Fi'g.. 9.is a di agram showi ng the specific structure of the LT issue
~.request 70a generated by the LT acquisition unit 304a. 12 Noyrmher 2006Fi g. 9,

““*the LT issue request 70a includes a LT -20 15 Novermber 2006 issue request

identifier 7la, a termnal ID 72, a content ID 73, a desired nunber of
reproductions 74 and so on. In the LT issue request identifier 71a,
information indicating that this data is a LT issue request 70a is stored.
In the terminal 5 1D 72, the termnal ID of the user term nal.30a which
sends chimmumicatiegr ettlesth@ouses minial 30a hdacdheetraneniissiarme

content, | D f .tshe cantent _which is to,be repraoduced usin T 80a to be
coqur Ehannéla by B el o THAesE oL Es TP T B TR e R 20 a5 e
whi ch gsLPq®tued teqbestS0asenPRoT! Eied uysToesrdinal B0#Pregduestons of
the LT 80a to be acquired is stored. The LT return unit 305a as shown in

Fi g. sthe useeddentiicatieruumihg 3.nthe tlegenaratienrugitt 2danagdndit server

g SR L dpfateninis s e SRS RPoRBERRI URnlind AdE T O
struct the ahatlpsid Testdt urdisteibuasls 9ha QFNGOA efbigrated LBy retarlr unit

305a. As shown in Fi %;1410, thﬁ; LT return request 90a includes a LT return
r eques8eNEEREION dnig ¥ta And e ety 8§29 gettingsdnihd Ssptothe ysetne LT
return yglent . f i-ar o1l [ i gl ; [ t Ls data is
LLT refiRel 3080y oIS o CEREH mflunicatioh ign' e $20, a1 %1
of thetemminakr B0l vd8a e cISA€eneistabiléshddr ebetweesguehendOafiar st or ed.
ored. .The, LT update unit

3085 SENERURINS thegabeYve; PadiESOF SesPoRse, WiLhi AGESRIOMKEN o of the LT
sostemin oo S S AFcA' Fapel R lopd Ayt Hisueg| rersptemes g |or
80a bystructafreeef thepusetictergminal 3@ astshawm ietkigy 11 ag j udgnent unit
307a is a meﬁgssl%)\;vr{. Hﬁj%ag 8, the user terminal 30a includes a content
database 301, a LT data base 302a, a terminal ID storage unit 303a,
15 alLr acquisition. unit 304a, é LT return unit 305a, a LT update_unit
' 3064, a return flag judgment unit 307a, a content usage/no-usage
judgment unit 308a, a decryption key acquisition unit 309, a
content decryption unit 310, a content reproduction un.it 311, a
communication unit 312, and a GUI 313,
20 The content database 301 is a database for storing and
managing content data 60 distributed from the content server 10.
The LT database 302a is a database for managing the LT 80a
issued from the right management server 20a securely.
The terminal ID storage unit 303a is a means for pre-storing
25 the terminal ID identifying the user terminal 30a uniquely.
- The LT acquisition unit 304a is a means for acquiring the LT
-80a from the right management server 20a by generating_the LT
issue request 70a and sending it to the right managément server -
20a. | |
30 Fig. 9 is a diagram showing the specific structure of the LT
issue request 70a generated by the LT acqu-isiti_on unit 304a.
As shown in Fig. 9, the LT issue request 70a includes a LT
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30 whether the LT 80a needs to be returned to the right managenent server
20a or not with reference to the return flag in the LT 18d¥ovember ¢00ft ent
usage/ no- usage judgnment unit 308a judges -21 15 Novenber 2006 whether the
content can be reproduced or not with reference to the LT effective period
and the permtted nunber of reproductions in the LT 80a. To be nore
specific, the content usage/ no-usage judgnent unit 308a judges that the
content can be reproduced 5 when the present tine is within the LT

ef f ect iissupereqgues8kideatifiet el ¥alauéenminbaé Ipei7d,t aedontiebérldf73, a

reprodugti.ons, 822a is "1" .or _.larger. te that it is assuned that the user
{ of mi ndfe B8 anaanIbeE AP SLRERE AR TS S0raR - t he content
usage/ no- usage tH& W%W‘Fe&ﬁ'ést&@%ﬁﬁ@r@%‘) [frdriiaRl@sAdicaiAg Wen

the user term nal 30a does not have a clock function, the user term nal 30a
may be th@atudhisr data as & Lol ssuyeeqsrste? Ophis stonetht danthe terepinaluced or

ove 1 dEhg 2R s8EFThe] 10, 8F TRR ySes et A0 pled et dhug [rer ™
- cannot jbsueer@Idsed o ePRrUbIeaNal Iry thEheoHeeny 1D '8 kelyeacentent IDN uni t

309 is a nmeans for acquiring a content decryption key for decrypting a
cont entof the eentent woiehpts d@ he tremmrveed weiad aokTr80a 40i R§ a

t h t t ' : t ed
cont enPHATENS SROFET. 3R AhESFe it LRAIBEES HoBrbficHiSng P4 " ©
-~ decr ypmMalaekeyhiclyjuisi desiredi to 3be9. sdheasont gnérmaprediuciimbamidf 311 is

a neans for ., reproducj t content decrypted by the content decryption
udi@ . re@f@,d‘ﬁgoﬂﬁsq cﬂg%d—h'\sﬁ(% ter éeoﬁf:ﬁﬁ?’i‘f‘égﬁ rscgﬁyr&dspeaker or a display
25 thereof ”%é*ﬁ""?etlﬂrrﬁ NFnit 8B -as R FWATHNIFEGL I@NsUB nSdrsi ford means
for comunicating wth the content server 10 and’the right nmanagenent
server redarning  tie. LTr 80sni txsitdre chigihtelmat.a giomies thmervwspe2@acbyt he

communi At Mg thd Y RefrROMIY e 581 LAPSEAS NG H to the right
‘management server 20a.

15 Fig. 10 is a diagram showing the specific structure of the LT

' return request 90a generatéd by the LT return unit 305a.

As shown in Fig. 10, the LT return reqUest 90a includes a LT

- return request identifier 91a, a terminal ID 92, a LT 93a and so on.

In the LT return request identifier 91a, information

- 20 indicating that this data is a LT return request 90a is stored. In

~the terminal ID 92, the terminal ID of the user terminal 30a which

‘sends the LT return request 90a is store'd. In the LT 93a, the LT to

be returned itself is stored. .

The LT update unit 306a as shown in Fig. 8 is a means for

25 updatihg the details of the LT 80a. ‘To be more specific, the LT

~ update unit 306a performs processing for decrementing the value

of the permitted number of reproductions in the LT 80a by “1” after
reproducing the content.

_ The return flag judgment unit 307a is a means for judging

30 whether the LT 80a needs to be returned to the right management

server 20a or not with reference to the return flag in the LT 80a.

~ The content usage/no-usage judgment unit 308a judges
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30 comuni cates with the content server 10 and the right nmanagenent server
20a via the transm ssion channel 40, and. anal yzes redpd¥xEmbsnd®0ts
content data 60 sent fromthe content -22 15 Novenber 2006 server 10 and
a LT 80a sent fromthe right managenent server 20a, requests the content
dat abase 301, the LT acquisition unit 304a and the GJ 313 to perform
processi ng dependi ng upon the analysis result, sends the LT issue request
70a generated by the LT 5 acquisition unit 304a and the LT return request
90a genwhatderbthe chatemtcarube vmprodosadt or nod witdhrefeneaymnbattheer ver

20a, or,cakrri out ci pher nuni cati.on, wi th, the ri ght server
204 vi AT T eREY S Bhrfq @rtte DR AR PR bR Co | B P TRRSRE h

above- nif¢ | Enedoaequest beaifoFE€SBPREEHCM tHe acoRESHPNu&EYe/AB-lBagEUl 313

- includes a liquid crystal display and a user operation/Tnput unit such as
a_ keybdardgBiRnt Uitis308andudiossi ahat vaei costenttea’ bRdrenrredr&edon for
vi Sga' WAL E AR b;‘ﬁggﬁ?tti% i&'\%iéHi‘H\“tﬂec{j‘séf?{ecﬂygohefé\q&&ds?‘i%e%ﬁ user s
i nstructions via'the user operation/input unift. Xt opefatron of each
uni t i ntHéealue dhlktheopéamittel stumbgdr of reyroeludtéions| 82Ra iexpldiored step
by step using a flowhart. Note that the foll ow ng explanation wll be
nade.oHafﬁér-assunption that the procedure of user registration of a user 8
((registrationygfe iyl & FENabstiMEgUeiRe URPuddd tofhiinGl PIhEORA a7 20
desired content to the user term nal a and purchase procedure of the
usage rsefuref abekcduratiohaveobetdratal thedycernpéat natdsage/sor-ushge

tion, (LT f d th t i nal 30
acHh r dagme Rt S eS8 SRR rE KhsohEreeEb ERe 2o Ram HEE B al
cont enteefinfifdaPIDEMo8¥ T Thad®e hacigickd Agnétibhl, tHrEPadertirnMindl 80a
explained. Fig. 11 is a flowhart show ng the operation of the LT

acqui simiaoh lpe ostesctusedoso gsohor gudiger whether Lthecgantentogani hetruction

~from the 1580c84¥PnbEBaBdd 3Hthd ernhiREhEH b8P ot Mdp i ABRE" &t es
o 822a in the LT 80a by overriding the LT effective period 821a, or
15 judge that the content cannot be reproduced unconditionally.
" The decryption key acquisition unit 309 is a meahs“ for
acquiring a content decryption key for decrypting a content.
. The content decryption un'it.310 is @ means for retrieving a
content from the content database 301 and decrypting the
20 - encrypted cohtent 62 using the content decryptknw key 2223a
acquired by the'decryption key acquisition unit 309.
The content reproduction unit 311 is a means for
- ~reproducing the content decrypted by the content decryption unit .
310, and music and video are outputted from a speaker or a display
25 thereof not shown in the figures.
| - The communication unit 312 is a means for communicating
with the content server 10 and the right management server 20a
via the transmission channel 40. To be more specific, the
communication unit 312 is a communication interface that
30 communicates with the content server 10 and the right
management server 20a via the transmission channel 40, and.
analyzes responses such as content data 60 seht from the content
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30 a LT issue request 70a in response to the LT acquisition instruction
fromthe user B and sends it to the right nanagenent sdp\Wavembsar 2Q06a t he
conmmruni cation unit 312. -23 15 Novenber 2006 This LT acquisition
instruction fromthe user $ includes a content ID 61 of a content which the
user wants to reproduce by acquiring the LT 80a, and information
speci-fying a value to be. described in a desired nunber of reproductions
74 in the LT issue 5 request 70a. As shown in Fig.. 12, for exanple, the
user - $ sdriveesl Oamnd A hli8 @a IsEnthfrtdront b8 aight an anag eaneedsetivapl 20ag by t he

GU - 313, I t i ch Is t d frao th
cont ent i & tBecrBnteRt idareBnend0da; bhast RtulS bR eimFr308ar: ot
form omrfdethd @Uypi Sty ofp NBAY éﬁheeﬁr@@ésﬁmﬁhgﬁéﬁd@ﬁpgg:ﬁni thactivated:

by the click, and then inputs the desired nu rep I ons, and
t hus t @nAlysiacgsudi tsendside UTtissne sequest atGal genitated bytthmm LThe menu

screeen “.Pur.chase.| i " ton.5la operated n purchasing, a

i c%ns?,cﬁauﬂswAéguﬁﬁéé ?ﬁﬁ%ng%ﬁ r%%rrgrggraé{e&t%@n §&$fiars[faﬁgb¥ont ent,
a’ Replt_héum‘ eeniEntinitS308 06 BHe ARtitahednyhemenr! Seked N (B Coft ent and
a "Return LT" button 55a operated when returning a LT are provided in

addi ti 6RTTIGS 1QEt " ARfIET eCOMMYIRICETIGBa Wikbcdhe igghé rhRapagementi siti on
|05 LVSEr 0By PoboyR O S QEEIBNONER, bRk ERER LD MY | 2020
- be sentheoabbeer-nybhtivaved aeeniesty verd 2@g8ponsexindgth d Bdsyibrdedyi n the LT
Vatle spect T 1501318 Hgludisi 9 HaUIdeErvB of PP LY (o0 BCHSES | s set
I5 | opeARhIMORN uff: SGEhL LepBg of MG IELaNISSEIR 3,
and t h¥arousninitdar oandiibf@imaitio hefor giduahaagt sasy jedgened@aon
establ {ﬁg ﬁau%‘c'cryss % Zais%:l%r;/ E%Caeiapécéjétsf huesel‘rTsi isnssl%?urctGi%unesStvigot <\e/i a the

. user operation/input unit.

15 - Next, operation of each unit in the digital content
distribution system 1a will be explained step by step using a
flowchart. Note that the following explanation will be made on the
assumption that the procedure of user registration of a user B
(registration of the terminal ID and the user ID), distribution of a

.20 desired content to the user terminal 30a and purchase procedure of
~_the usage right.of the content have been already explained.

First, the operation (LT acquisition process) performed when
the user terminal 30a acquires a LT 80a from the right
management server 20a in the digital content distribution system

25 1aof the first embodiment will be explained.

Fig. 11 is a flowchart showing the operation of the LT
acquisition process. |

S$1001: Upon receipt of the LT acquisition. instruction from -

- the user B viathe GUI 313, the LT acquisition unit 304a generates

30 alJWssuereqUest70ainresponsetothelJ'acqukﬁﬁoninschﬁon
from the user B and sends'it to the right management server 20a
via the communication unit 312.
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.30 comunication unit 28, the user identification unit 23 of the right
managenent server 20a identifies the terminal |D includedNovembee2000I i ssue
request 70a. -24 15 Novenber 2006 S1003: After identifying the term nal

I D, the user .identification unit 23 judges whether the termnal is

regi stered or not, nanely, whether the termnal IDis stored in the user

I nformati on database 21 or not, with reference to the user 5 information
dat abase 21. When the terminal IDincluded in the LT issue request 70a is

not stored i mHigeLTsgequmMieiormtingtrdatiavaseori thidNudar BLoGBDIudeseauser
identification unit 23 considers the user as an unauthorized user for.this

di gi t alCod¥EdnIDdbdt of FuGosHentswdnchathgndsastwanes ttonée%@?j“f:@r B¥nal 30a
that a E-E‘\ﬁ?pﬂgt r?& Fsg6d: gﬂdlqn%ﬁn%@@ g%%;w%ﬁn al Reyher ghnge 1D

i ncl ud& i Ssue” Fequest ails s e user I nfornmation
dat abasjeas&:hbetlelrusaedesnncmmdnrﬂm:r off nﬁpﬂo&@cﬁomsi 7dsint theukEriss e
associ at ed vm't? t he term nal % gle%oa ses the IDto

0 ide

ger@rafﬁ@r‘r‘etﬁﬂ S4a. ASIRWNUHY OBFXtarTEpT‘%e hFD’%?rtE bggﬁ $ from
the rPSﬁE 1 i Eﬁltcg;'i' 554 lorf 3 ﬁ@ﬁugggfég?r(ﬁ§PPé'yé@'H y eha gygeutes

t he |ssue no-i ssue judgnent process, an entities the usage right
222a \ABilc31, selectsbenteheoni;eut orehfay hies wa mics hoLrT:er:ltmmfmmgamomget her

th LT t. d LT
requesthe ki TeRErrla 60 stPreddaniin cattteutt dnfepas® JL digPrayda n®L®

: flO\A/Cherﬁs@h@wmantmes_trbé@qmmudrﬁl rﬁéﬁlkércreéﬁw%m@hbwmr@d@mﬁah process
(S1004) as shown in Fig. 11. S1101: The LT generation unit 24a Judges

widd hels @CMMatedeszéh88C||l@éntaﬂ¢ ddheyy inputsséhei desingd qamheil st 23 | n

cont enf SPEOPGtianlaaat SheRr S T Seg\ISyTRR, PRsch ok s BPnrhisti's (he
usage Nctet tHaftabaseh@2meMleBciréens autReechase libenseérbubtdw! Sisat he
usage right 222a of the content identified with the content |D 73 included

in t heOPEradege WheneRUrebasinga@ llicenspendt i fEamre comtenenPUties t he
usage g0t 9223+88 WHEAYSEdGing content, a “Reproduce content”

15 button 54a operated when reproducmg a content and a “Return LT”
button 55a operated when returning a LT are provnded in addition
to the “Acquire LT” button 53a.

- According to this LT acquisition instruction, a termmal ID

pre-stored in the terminal ID storage unit 303a is set as the

~ 20 - terminal ID 72 in the LT issue request 70a which is to be sent to the

right management server 20a, a content ID included in the LT

acquisition instruction from the user B is set as the contentID 73,

"'an'd a value specified by the LT acquisition instruction-from the user

B is set as the desired number of reproductions 74.

25 Note that when sending the LT issue reduest 70a, the

| communication unit 312 of the user terminal 30a and the

communication unit 28 of the right management server 20a
“establish an SAC., .

S1002: Upon receipt of the LT issue request 70a via the

30 communication unit 28, the user i_dentification unit 23 of the right
management server 20a identifies the terminal ID included in the |
LT issue request 70a.
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30 222a which is to be the source for issuing the LT 80a and %oes on to
the processing in S1102. On the other hand, when it islpdNfyeamber {86 t he
user $ does not own the usage right 222a of the content -25 15 Novenber
2006 identified with the content ID 73 included in the LT issue request
70a, the LT generation unit 24a goes on to the processing i.n S1106. S1102:
The LT generation unit 24a judges whether the LT effective periodis an
enpty set or not with reference to the usage 5 right effective period
'2224a and t h&1002f f ecthifter padiesttifyingt PRE5derimirad uHAge thieghtséf2a

o nidERpGaHAR unTE oS 05k B ehe St Sy Be g
the LTnganemirely Univihetdier ?@rﬁﬂn%ﬂ‘eégf geestorad NnSIHES. usBr the

other hand, when the 10 LT effective period is an enpty set, the LT
gener aintormaition4dagadaseon2tlo ohenptpcedthngefaresiges tosthes: usee LT

generation unit 24a .c ares th erm,ted nu of ,repr e 2226a
of & ol Bl o FRSHRR &Y | ¢ e A Fepr nRl Th SN Thickt of

repr odigdii@reqlfestnZobeisiiot stbseden efweder/QFormatidncd wbgbhse 21he
permtted nunber of reproductions 2226a of the usage right 222a identified

in S110Na B S10R3Jesheadsauidentificadpnodott 28reomaidarst Hie Uparsasie

request, .7 r _ . r atl Al ' s that
the pariipuhariEea s Piy sHIERIGNGI DR At HTbh SAHIBES D07
It he deandedotifibsthe useprietminah30éithat ?ngkﬁﬂmﬁbermﬁlﬁd.h lld)a % _

arger, it es pon tp the: processing in 04. e ot he and, en it
j &%est?ﬁapggﬁé B@ﬂqort N@aenuﬁ'aer t%F”ﬁBBI‘O&BCW@HgéJZZQ. Séeog-rt REUfsage
right ' l; N ' f edbigt irgns in the
5o [EaRest Z0R jp it Bl BReRer RifdITgElon BothBRCR T, (BLEL) Tou:
‘The LTidentifetdtbonunintit 223 aaqueres tihe peem 1Dedssowiderd owitiT thesues

22270 B0 e B35 et e R r b Thn i e nEFhmee. 1o
smal I er thangtfgoer pbadréedipR of the user ID of the user. 8 from the
- 15 user identification unit 23, the LT generation unit 24a executes the
LT issue/no-issue judgment prbcess, and identifies the usage right-
222a Which is to be the source for issuing a LT 80a and judges
whether the LT 80a can be.issued or not based on the user ID and
the LT issue request-70a received via the communication unit 28.
20 . Fig. 13 is a flowchart showing the subroutine in the LT
issue/no—issue-ju_dgme'nt-p_rocess (51004) as shown in Fig. 11.
S1101: The LT generation unit 24a judges whether or not
_-thé user B identified by the user identificatioh unit 23 in S1002
‘holds the usage right 222a of the content identified with the
+.25 content ID 73 included in the LT issue request 70a, with reference
to the usage right database 22a. When it is judged that the user
B holds the usage right 222a of the content identified with the
content ID 73 included in the LT issue request 70a, the LT
generation unit 24a identifies the usage right 222a as a usage right
30 222a which is to be the source for issuing the LT 80a and goes on
to the protessing in'$1102. - On the other hand, when it is judged
~ that the user B does not own the usage right 222a of the content
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30 of LT issues 2227a or not. Here, when the LT generatiaon unit 24a |udges
that the nunber of issued LTs 2228a is snmaller than théSHﬁNQHW¥8@p®unber

- of LT issues 2227a, it goes on to the processing '-26 15 Novenber 2006 in
S1105. On the other hand, when it judges that the nunber of issued LTs
2228a is the permtted nunber of LT issues 2227a-or larger, it goes on to
the processing in S1106. S1105: The LT generation unit 24a judges that the
LT 80a 5 can be issued and returns to the main routine as shown in Fig.

11. sSideetified withydher sonsantini® . 23airjaluged indthe hd isswBDIespardt be

the L1 8P HIrOshRrobi Beky 224 e&dn et dodhsiod oS0t o
i ssued, it c@wsi@REs That LThpegepatislhd uritusqgejuddadtwhethalr!tve ng LT

i ssue al t hough the user is an authorized user for this di gital cont ent
di st ri QffeeHveyReElad &S adh@MBLY relsof HroLivdth referense toihendsagge LT

o ea Mt SHECVETLE A% A tneEE difetiiRehbd |inif 232587 b
j udges dfntise epsaGeobighth22 2dhddehtifiedoen i S3d€d,. | Hegepewdies thiee LT 80a

based ?E} the LT isscge request 70a, To be rmre| speéifi. ,. the LT gsneration
unit 2 f‘%%'i'é’eapEB‘rﬂ h$ NP PRcEIMREY iSEt Hea elys W e-lne&u'é"s?n’foaf ©a
cont enicdd@s8hdashBwmein- [a§a(dp dre Fignes atRe: LN §eneratidnl A¥itgeAgr ation

T
n

unit 24a sets a LT effective period cal cul ated based on the usage right
- ef f ect igepon tal thezproaadsing in1S k108t | @n pbei other hiamd, wiegathef the

P30S LudklreftiB PRI 6 R g BLY 56 thg [T 0 8GR NE 24 U0RE” 11
~ gener algrpfoWHd efslssﬁgsm s1a(36. val ue of the desired nunber of

reproductions 74 included _in the LT issue request 70a as a permtted
nunber of reSlotldti ohRedA2generadion unignd4atGanpaties the permitéedset s t he

SO e AR 280 B ucEAS 220 6d B 10T dd G righe 22 I8 iehtffleln 1004
in S1101 and the desired number of reproductions 74 in the LT
15 - issue request 70a to judge whether the permitted number of
reproductions 2226a of the usage right 222a identified in S1101 is
‘the desired number of r'eproductions 74 in the LT issue request 70a
or larger. Here, when the LT generation unit 24a judges that the
permitted number of 'reproduétions 2226a of the usage right 222a
20 is the desired number of reproductions 74 in the LT issue request
~ 70aor larger,-it goes on to:-the processing in S1104. On the other
hand, when it judges that the'permitted number of reproductions
22264a of the usage right 222a is smaller than the desired number
—of reproductions 74 in the LT issue request 70a, it goes on to the
25 processing in S1106. | |
' S1104: The LT generation unit 24a compares the permitted
number of LT issues 2227a and the number of issued LTs 2228a of
- the usage right 222a identified in- S1101 to judge whether the-
number of issued LTs 2228a.=is_--smaller than the permitted number
30 of LT issues 2227a or not. - Here, when the LT generation unit 24a
judges that the number of issued LTs 2228a is smaller than the
pérmitted number of LT issues .2227a, it goes o'n to the processing
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30 Note that the return flag 813a is set in S1007-S1009 which wll be
described later. S1007: The return flag setting unit 23&Nargebst 2006 her t he
-27 15 Novenber 2006 permtted nunber of LT issues 2227a of the usage
right 222a identified in S1004 is a finite value or not and al so judges
whet her the end date and tine (expiration tine) of the usage right
effective period 2224a is different fromthe end date and tinme (expiration
5 tine) of the LT effective period or not. S1008: Wen it -is judged in .
S1007 -timab LIS peQn thed otherbleang;, wherssupedges7thattthernumbien efue or

t he expi Lon-Li f. ) (] L0422 I.s .di fferent
fromt ﬁggagﬁiq—%t‘?g%%tal ﬁéﬂi}é’fpﬂ%ﬁp#t%ﬁ Qﬁ%‘@%%é?l@g'g?ﬁsgré?gﬂ? Pfag :
settindatgewnit gde3 oatto tthe pebdessihgdn8$3a.08. the LT 80a generated by
the LT generatiagn unih 24a in S1006 to "Return required”. In other words,

in at least onblBP:théheakt GpBLEALION Nitiddta jukaes kaapdh@ L 30a number
of &T IS¢ '@d'&(?.rje'tﬂ'rhg t‘.’(ggH% ntlrt?uﬁﬁ%eés‘gl'rcg\ﬁh ﬁgﬁgﬂ(?)l.o‘c Fi g.
| as ag 1.

7, The return ag setting unit ets the return 3a of the LT
80a to "ReturSi1166uirtdue. LT Herseratibacanit 24u jodges slsak the LHeBAT 80a may

be inmpossible . if.the LT ig nqt returned when the permitied nu r of LT
Posues et e idsfed and tuns i 3o Mam rautulEaSsholy ihd 8b) of
Fig. 7,1f4he permtted nunber of ‘reproductions for the LT whose usage ri ght
has | apsed due to .20 expiration of the. LT effective period on the '

terimnal is rfotO0@bwayWhen "thedd glenatadion ugitr 2dar edges rhiSSlMde, the

permitt f ro | ong, which is .t e under. t he managenent of
tﬁeénsert\%%rtmgiﬁ%&nﬁgﬁ&ee%gyf(?é :S'\#erﬁsmacﬁ @‘?[ﬁl&é&sﬁ%ﬁgl $hat the
- perm t trgght Fornamdeingf LT idsuesgRhdPZH aheS usee isaad ahehexRedausep time of
the wusage right effective period 2224a is sanme as the expiration tine of

“the LT ferftidsidigitpdgantenthdiseibukion aystem lag and motiliesdhe vaer return
159 A phindINg0al tdR GREUPIGhRYL (HE ibTuden®r B e Btherfiank) S100°

to rn require ]
when it judges that the LT can be issued, it goes on to S1006.
15 - 51006: When the LT generation unit 24a judges in Step

S1004 that the LT can be issued, it generates the LT 80a based on"
the LT issue request 70a. To be more specific, the LT generation
" unit 24a sets a content ID included in the LT issue request 70a as
a content ID 812a in the LT 80a to be generated. Also, the LT
20 . generation unit 24a sets a LT effective period calculated based on
the usage right effective pe'riod--.2_224a and the LT ef.fective period
~limit 2225a of the usage right 222a identified in S1004 and the
-~ point of time when the LT issue request 70a is received, as a LT
- effective period 821a.  The LT generation unit 24a also sets a
25 value of the desired number of reprod-uctidns 74 included in the LT
' issue request 70a as a permitted number of reproductions 822a.
The LT generation unit 24a further sets the content decryption key.
2223a of the usage right 222a id._'en_tified'in S1004 as a content
 description key 83a.
30 Note that the return flag 813a is set in SlOO7~51009 which .
" will be described later. | |
'51007: The return flag setting unit 25a j.udges whether the
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30 judged that the permtted nunber of LT issues 2227a is "co" and it is
the case of (c) of Fig. 7 and the case of (d) of Fig. 7 NeranhaidP86 s no
limt to the LT effective period limt 2225a, the return flag -28 15
Novenber 2006 setting unit 25a sets the return flag 813a of the LT 80a to
"No return.required". This is because further issue of the LT 80a is
possible even if the LT is not returned when the permtted nunber of LT

| ssues 2227a is "oo0", and because, in the cases of (c) and (d) 5 of Fig. 7,
t her e ipemoifeskimiimbegr tofatlT Hsspesrri&léaanmﬁbemeoﬂsagepn*d;glhtt261231 whi ch

i h d f the LT
whose (OsHEMRRG I RIDTL LG Findte AR BY ey a0t ol 533855 Wik e fha: o
uni t 2tpeupedf @até End i%@(@khﬁr&iohh@n&@&@? thb&hl&aéa%agh@%ﬁfei:t% in

S1004. To be nore specif e usage right update unit~27a perforns
procesmrgogf 220k eﬁemffe@emhérpmrﬁ & @nduhake asrd tpeodexnicatiorn26a of

nu%e b?%@?%%f@g& thEe] E%_qg%%by the value of the permtted

repr oducti ons | generated by the LT 15

| gener atlon urﬁloesa lfWBéaO(it @nqmgmtn‘ﬂﬂtMoot?thaltumher pdrmitteded LTs
2228a of t E%ﬁ_ ht 222a |dent|f|ed In S1004 by "1".  S1011: The
comrunl"lﬂiﬂ I58 §é;n%3 tt?e'SUP SOhtEgHﬁél#ﬁt@dt"tﬁletXWérQﬁm@bHéﬁﬁtq on unit

242 1 FR00gch et IQHECEFrAQiVE"HerdBY. 7979302 clfersheo@bidl than uni ¢

" 304a of the user te m nal ceives a sent via the
comuniecgairahiamitime3 vZ, tl’wd_TsteffestWIeae preriedy dthel TeB@en i filaghsetfindat abase

S5, s S LG 1 30 SR B e B ™, S
pr 0C€S§é?9erail@ﬂi%ni¥02@atlha$ lmtbt“ﬂétuﬁﬂggggl,,récﬁlooﬁ1 Fth3tORardeat  the

LT cannot be issued, the LT acquisition unit 4a’ récelves the LT ho-issue
not i celmr@tnleaétrmgatofrﬁh&geasﬁt wdeereerit 2eajudgedhthsat thee parimitted _

acqui _S.'ntdrﬂ@)éiﬁb{‘ L"foégu@%tiﬁb‘%sa ltshg inite vaYﬂl("é1 atnhc?tﬁléjlcases of (a) and
(b) of Fig: 7, the return flag setting unit 25a sets the return flag
15 813a of the LT 80a to “Return required”. This is because further
~ issue of the LT 80a may be impossible if the LT is not returned when
the permitted number of LT issues 2227a is a “finite value”. Also,
in the cases of (a) and '(b)' of Fig. 7, the permitted number of
reproductions for the LT whose usage fight has lapsed due to
20 . expiration of the LT effective period on the terminal is not always
"0 and if.the LT is returned in this case, the permitted number of
reproductions, which is to be under the management of the server,

can be increased. o ' ,
- $1009: When it is judged in S1007 that the permitted
-~ 25 number of LT issues 2227a is “o” and the expiration time of the
usage right effective period 2224ais same as the expiration time of
the LT effective period, the return flag setting unit 25a sets the
“return flag 813a of the LT 80a generated by the LT generation unit
i - 24a in 51006 to “No return required”. In other words, when it is
30 judged that the permitted number of LT issues 2227a is “o” and it
: is the case of (c¢) of Fig. 7 and the case of (d) of Fig. 7 where there
_is no limit to the LT effective period limit 2225a, the return flag
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30 313 that the LT 80 could not be acquired, and ends the processing. Note
that it has been explained that the desired nunber of lbd¥evsthher 2 74 in
the LT issue request 70a is set to a value -29 15 Novenber 2006 specified
by the user 8 in 51001, but it nmay be set to a predeterm ned value. Al so,
in the first enbodi ment, the usage right update unit 27a updates the
details of the usage right 222a identified in 51004 5 imediately after
the setting of the return flag is conpleted (S1008 or S1009). However, upon
recei psettinndiaunit 2% dats the setwiniflagn8ida FothesEnhd80a kesshge

S ndi ti th ' th T 80a tq t i.ght A 20a,
und ¢ Rt (RAGEER! jhiDds bEsAe FuriieF i9akeeor A dr 638 JF ¢ ho-
usage HEHYibl® 322 if 4Rt LT iIi8tho P rétlPdedl Whler B88I NGt FRARDES

indicating the receipt of the LT 8Qa fromthe user ternmnal 30a. This
makes iof I?lbmsmes@zza avis dosucand ecavnre; hatthe gasgs of ¢a) a4 d)s

reduce en 4 h t er_ter.mnal 30 ot [ ' | LT 80a.
Fu he%%? 2 i}n' &;ﬂg}ﬁ ?gt Hg)nﬁ)oodﬁ%lt'?y |a]?%sqﬁ§d3)eed'r¥ﬁtg9d?ﬁﬁj%%%f ﬁ cannot
be i ssyepdrodlidtionshevhidh is tousg@erhddpthehmairige et ofiwmeesepber,
reproductions 2226a of the usage _right 222a is smal]ler than the desired

nunber 19f InEHmaREt eyen 74 the Hd Lwhasgeuspggudtghtohasndapsedr 183) . .

Hovveverretapﬁe?xanpl e, when the desired nunber of reproductions 74 is "2"
and the permtted 20 nunber of reproductions. 2226a is "1", nanely, when
‘the permtte&1duober THer epaapictigints (22@86ke r amit n27al tunpdghest the | ess

than the desired nunber of. r uct.i,ons. (4, it e judged that.the LT
LT e sl of the ditrae Tiohi 220 adantif et S0 des T B mare " N1
repr od ' - R RIT of _ age
i caspectie, Hne lisagd fight GRHte) birlie 2781 SEARTS HASECoGNE dTessag
r epr oddedremepttg the premitted nugheedfaepsodeidtians 2226bT080Be Next ,

O X FEARE S 2 Bl Bl BVl B AR ™
number of reproductions 822a in the LT 80a generated by the LT
15 generation unit 24a in 51006,1 and incrementing the number of
issued LTs 2228a of the usage right 222a identified in $1004 by “1".
S1011: The communication unit 28 sends the LT 80a
generated by thé LT generation unit 24a in S1006 to the user
terminal 30a.
20 -~ S1012: The LT acquisition unit 304a of the user terminal -
- 30a receives the LT 80a sent in S1011, via the communication unit
312, and stores the received LT 80a in the LT database 302a.
Then, the LT acquisition unit 304a notifies the user B via the GUI
313 that the acquisition of the LT 80a has completed, and ends the
.25 processing. ' |
S1013: Note that when itis judged in S1003 or S1005 that
the LT cannot be issued, the LT acquisition unit 304a receives the
LT no-issue notice from the right management server 20a. In this
case, the LT acquisition unit 304a notifies the user B via the GUI
30 313 that the LT 80 could not be acquired, and ends the processing.
Note that it has been explained that the desired number of
reproductions 74 in the LT issue request 70a is set to a value
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.30 content distribution systemin the present enbodi nent wll be.
“explained with reference to a flowchart of Fig. 14. Fi & Npxember2@06owchar t
showi ng operation executed by each -30 15 Novenber 2006 wunit of the user
term nal 30a when reproducing a content. S1401: Upon receipt of a content
reproduction.instruction froma user /3 via the GJ 313, the content
usage/ no-usage judgnment unit 308a exam nes, in response to the content 5
reproduction instruction fromthe user 8, whether there exists a LT 80a
corresppr@ifigd: dyhéheontsan Bhi éh Sk0Qder bug Wantsayt ober setodceai n t he
This content reproduction instruction fromthe

LT dat ab 02a. or , not,.
user /@rgﬁﬁégﬂﬂé@qqﬁv@rmﬁti on identifying the content which the user /3 10

wants to reppegdycan( eRatRASt EPhbodineheiheNnubhge fight! A dateifit the
user .8 _clicks a "Reproduce content” button 54a O0n a nenu screen, and

sel ect 2 7@nd petiastheaidetpilsnef ther uragiesrightr 232addentifiedninafrd 4 he

cogt en . o] i h nt. .d b 0 I spl ' list
fogm oinm?ﬁ%a(':%g?@nté&gﬁr gg%cfslegﬁnﬁénéf1?‘gc?ggﬂrﬁoﬁag’hégm%ﬁ)zﬂgh%ﬁh i's
activa(sd 08B tdve S1008). arowesseit hupornceatelpt bEHdUTt BOm,i tisériuction is

generated. ‘Wien the LT 80a exists, it goes on to the processing in S1404.
~ \Wen tREAUTSHRNJHRYE 3Bftacserds 3 imgseagsnindjcating the seaeipt \widihe he

desire 0 qqgé ; i ' b 3 s 'P’%;ﬁ nt
usage/eﬁl(-)l-%_ggggoj u gnrwrgﬁ]tﬁﬁia?{%%gg{&?telc?@e%%srdgpg’iﬁgcqw sit{hlrégn u éta 304a to
execut dgttte upd abewirsitt 2da npapcepsatkei thehdetbidsofethkausade mighty. 11 so

- tle! oneent drablied i eon iski e aniving Be:biseans il tRgdn® (ne LT
80a asrécéRRULE @e 1AUB0H fFOA) lthe LB Betintflal Hda 30His Ingeatie the LT

acquisition process, it notifies the us v.la lat the
cont enposaihie: toeavesbsoidicadglitol dnafs at bsageocigddi 23 2 aWsneidiucad ceeded

' ACYLR h S0gR e Bidel EFnind 995°n3D A8t LRE RIQFFSS L LT stfa04
~ Furthermore, in the first embodiment, it is judged that the
15 LT cannot be issued (S1106) when it is judged that the permitted
number of reproductions 2226a of the uéég'e right 222a is smaller
than the desired number of reproductions 74 in the LT issue
request 70a (No in S1103). However, for example, when the
desired number of reproductions 74 is “2” and the permitted
20 number of reproductions 2226a is “1”, namely, when the permitted
number of rép_roductions 2226a remains although it is less than the
~.desired number of reproductions 74, it may be judged that the LT
can be issued for issuing the LT -80a with the permitted number of
reproductions of “1”. In this case, it is preferable to serid"a
- 25 .message indicating that there remains only “1” of the permitted
number of reproductions 2226a in the usage right 222a as well as
the LT 80a. | |
Next, operation executed by the user terminal 30a -_when'
reproducing content (content reproduction process) in the digital
30 content distribution system .in the present embodiment will be .
explained w_ith fefere'nce to a flowchart of Fig. 14.
Fig. 14 is a flowchart showing operatioh executed by each
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30 51.404: When the desired LT 80a exists in the LT database 302a (Yes in
S1401), or when the content usage/no-usa.g.e judgnent l3dNevesdgs29¥kceeded
in acquisition of the LT 80a . by -31 15 Novenber 2006 executing the LT
acqui sition process (Yes in S1403), the content usage/no-usage judgnent
unit 308a judges whether the content can be reproduced or not with
reference to the details of the LT 80a associated with t-he content which
the user 8 wants to reproduce. 5 This is judged with reference to the LT
ef f ect WHE 1 EBE Woeh taraninde3Par wherd ennaskicisg peppBbeRE ons 822a in

the LT 80a. .o £ h [ NQ- ' nt unit
308a j udges-%ﬁh‘gtelt'he ooﬁ?gﬁtcfe(':gtn qgegréﬁgﬁﬂéggimgr%h@gﬁggtﬁ tg?’rre is
wi t hi nfcom LT elkeectf vevipetthed Gdla3drd) tthe vedntierdf usegebnotusadell

nunber _of, reprqducti.on 2a is ""1" or larger, and it judges that  the
contenﬂuggﬁ'ﬁgf‘%beu%tpr d SR B mes. cé@efew }'AﬁentLhé i9NEdYed t hat
thes copbpitb diRtiOA irfé't%%@l&?(frbﬁwQWﬁsém%Pg@ﬁéﬁﬁéPQh@%e g1406. Wen
it is judged that the content cannot be reproduced in S1404, the 15

cont ent-Tu88fe/aesrespgndingyenthencongeosawiichf the user uBewantsita t he GU

313 th he,. con C t.be rep ced, and ends the processing. S1406:
The COE%QEP%&'&%yﬁ&&%mﬁ?%ﬁésﬁeéﬁi (9; PRE content which the user R
- wants to repmpdycedit@nt heegrsd @6tio n?Oirfistiralefm 3BlomSiHY : uslke dgcryption

key acquisition unit 309 acquires a content decryption key 83a fromthe LT
80a asHeiudes nformakion dseifyimatheccontent winel ther sisesdue.

St s B8 B e RELREEHD 1oy iR UL Bl £2. B8Py o o
key actbesuseon funclick9% i'TR&3AdGducendonteatéoblittrdn repaodrchi pmenai t 311
reproduces the content decrypted by the content decryption unit 310.
S1409: S§HeelT Qfﬁgélegeﬁﬁ P'B%GQMSMtW@'?hé%U&ﬁI@%F& e reproduce
from among the content data 60 stored in the content database
‘301 displayed in a list form on the content reproduction menu
- 15 screen not shown here which is activated by the click, and thus this.
| content reproduction instruction is genérated;
When the LT 80a exists, it goes on to the processing in -
$1404. When the LT 80a does not exist, it goes on to S1402.
S1402: When the desired LT 80a does not exist in the LT
.20  database 302a, the content usage/no-usage judgment unit 308a
- requests the LT acquisition:-._unit'304a to execute the LT acquisition
- process which has been explained in Fig. 11 so as to cause it to
- execute the LT.acquisition process.
$51403: When the content usage/no-usage judgment unit
25 308a failed to acquire the LT 80a as a result of causing the LT
acquisition unit 304a to execute the LT acquisition process, it
notifies the user B via the GUI 313 that the content cannot be
reproduced, and ends the processing. When it succeeded in
acquisition of the LT 80a, it.goes on to the processing in S1404.
30 S1404: When the desired LT 80a exists in the LT database
. 302a (Yes in S1401), or when the content usage/no-usage
~judgment unit 308a s-ucc'eed-_ed in acquisition of the LT 80a by
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30 LT 80a used for reproducing the content. To be nore specific, when the.
content reproduction unit 311 starts. reproduction, thd>MNovembga2@0tuni t
306a starts up a secure tinmer to manage one -32 15 Novenber 2006
reproduction of the content based on the cunul ative usage tine indicating
the total amount of tinme of the content reproduction, one tine check

t hreshold and the |ike. And when the content is reproduced one tine, the

LT update ungt 306a Qj_rforms_ the 5 processing of decrenenting the val ue of
t he per®EtH ”?ﬂm@b‘? f aCAANFHHREB PERSESS A 95 IR hel 1P Poathsy comtendi410:

Once t iy i r et.b P T

Tot o i Sepde/ PO REHGE LdinEh BhHE 084" yifels WHEEHEF TS Sdrtent
server G be repireduaed or reotdwethisefoeentd topehadetailshehthepTo80ai ng t he
cont ent_ xt, the.LT .return/delete. process of S1410 in Fig. 14 wll be
o o asEtare d i e AOREERE SRl RE s8R oF | Wants LCERO W S o t he
-subgouty i FRGe Fﬂr‘@ iy . te that
thig L'ITW%S%r gyﬁlﬂe‘?’gﬁwgﬁﬂg iqsdjet{ﬁ%r gzegge?or 7 nglld;%%v\%%téhgrwat he LT
80a i s the Perenitted nombenrof reprodugtions82a in dhe bh8lenedio ber ver

20a or te it when it |3 | lid, 501: First. the L dat nit 306a
exam nerg'?}\/'(ﬁefsrée CI Hé% {:ﬁgtgﬁgsgg?g?&ﬁ@‘uﬁglzgepdyg&fn?ﬁ‘l ﬁpﬁ)’dgtfgrg?l nanel y,
the 2Guelgesabatnthéemntent benlbestdmddyeedanhes Bdpreddrt ERherence to
the LT effective period 821la -of., the target LT 80a. Wen the present tine

has pad8&Mitive Lii efdestivienperipd 824 vl phe vaduegzfithe pergoadtedn to the

: | ' ; ' wii t t. dti
1 e Tty QP eprdlBRfolfs BERSTS, 111 1 Iitelp arfdiys B hyen” e ™
~ presentthte tertentnoanyet paseptrddieceddn biiver ¢asidse LT effective period

- 821a (No in _th T update unjt 306a judges, with reference to the
pernitted nu%gga)(ﬁ .rg}ﬂbﬁﬂuc'tti dis jesgeds thaé thegegonterbacamhebBer the

- value agyrefuced in S1404, the processing goes to S1406. When it is
judged that the content cannot be reproduced in S1404, the
15 content usagé/no—usa'ge_judg.ment unit 308a notifies the user B
via the GUI 313 that the content cannot be reproduced, an'd‘ends
the processing.
S1406: The content decryption unit 310 retrieves the
. co'n_tent which the user B wants to reproduce from the content
20 database 301. -
' S51407:. The decryption-key acquisition unit 309.acquires a
- content decryption key 83a from the LT 80a associated with the
content which the user B8 wants to reproduce.
_ S1408: = The content decryption unit 310 decrypts the
- 25 content retrieved in S1406 using the content decryption key 83a
.. acquired by the decryption key acquisition unit 309 in S1407, and
-~ the content reproduction ' unit 311 reproduces the content
d_ec-rypted_ by the content decryption unit 310.

_ $1409: The LT update unit 306a updates the details of the
. -_30 LT 80a used for reproducing the content. To be more specific,
| when the content reproduction unit 311 starts reproduction, the LT

update unit 306a starts up a secure timer to manage one
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30 is "0" or not. . \Wen the.value of the permtted nunber. of
reproductions 822a is not "0", the LT 80a can still be hplevember2A08 case,
t he processing is ended without returning nor deleting the. LT -33 15
Novenber 2006 80a. On the other hand, when the value of the permitted
nunber of reproductions 822a is "0", it. goes on to S1503. S1503: The
return flag judgnment unit 307a judges whether the LT 80a needs to be
returned to the right nanagenent server 5 20a or not with reference to the
r et ur n relpag dicdoof of e aogeteritThagea ofo the wonmaudptivief usageheimiehe

uni t 38787FR 08 theaEStah@meUasaoh difte' of Bbe conteay. repradickin,
nManageiie t$aieY @hddk %esﬁ@d%ﬁatm@ Ll{irl@%g;f)%ﬁha&r%@%h'escaﬁttgm igho

return required", it judges that oes not need to be returned
t o t he rePgpducRGhagereentimes vidre 200, upidate unéh B06x pedgeunisn tBE503 t hat

the LT : returned to the right. manage t ,server 20 the LT

ot PS50 0P SASTATENES i VaTug. 8 s Bt rant AUt h s er ver |
20a i srepeodurctiofs5822aWiethiet LT B0&dgyed 1i'n S1503 that the LT 80a does not
need to be returned to the right nmanagenent server 20a, the LT update unit

306a del et es Y2101 g0age sher b isT updabade HBr2d.T a®tNert Unihe30per at i OR
; . T :
manage st AR SHESET! R DrRideiete Pileels of Febrniolf e danplfy t8° 7' O

di stri bhei oiglsystremagetrhent i sesitvere@ouli oendevetingdt xan @i eadswithe

ref erence tg.a fIchhart IB Fi,g. 16. 25 Fig. .16 is a flowhart show ng
t HY opQPATRSIPBIWIED [ePFeaycing fhse0atesit201: . Upon receipt of the LT

O henn o ML PT B BR1ef® LBcils SR Lo (gl RS B
i nst rueXipdainednusimg a flowchart of Fig. 15. ' :
Fig. 15 is a flowchart showing the subroutine of the LT
return/delete process as shown in Fig. 14. Note that this LT
15 -rettjrn/delete'process is a process forju&ging- whether the LT 80a is
valid or not to return the LT 80a to the right manage-ment server
20a or delete it when it is invalid.
51501: First, the LT update unit 306a examines whethef or
‘not the present time has passed the end time, namely, the
- 20 . expiration time, of the LT ..efféctive period 821a, with reference to"
the LT effective period 821a .of the target LT 80a. When the
present time_ has passed the end time of the LT effective period
821a, it goes on to the processing in S51503. When the present
- time has not yet passed the end time of the LT effective period
25 821a, it goes on to S1502. :
- S1502: When the present time has not yet passed the end
~time of the LT effective period 821a (No in S1501), the LT update
unit 306a judges, with reference to the ‘permitted number of
reproductions 822a of the target LT 80a, whether the value thereof
30 is “0” or not. . When the value of the permitted number of
reproductions 822a is not "0”, the LT 80a can sfil.l be used. In this
case, the :processing is ended without returning nor deleting the LT
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.30 user $ and sends the generated LT return request 90a to the right
managenent server 20a via .the conmunication unit 312. ngq_mbqf@f)g@n
instruction fromthe user 8 includes -34 15 Novenber 2006 information
specifying a LT 80a which the user $ wants to return (a usage right ID
81la, for exanple). On a nenu screen as shown in Fig. 12, for exanple,.
the user $ clicks a "Return LT" button 55a, and selects one LT 80a which
he wants to return fromanong the 5 LTs 80a stored in the LT dat abase 302a

di spl ay@@ai.n @nl tise¢ dbren hand,hehleh thewalueof ey perniietedoymbher e whi ch
IS activated b\éI tt}e clé)ﬁlé, and thus this LT return_instruction is
gener at Rt TERECGUALHINStR2 2RI s 1§ ' H1 9PRS ABtFQ&IPH3.a terminal 1D stored

in the term 2. S ' ' . aS: ' |0 the LT
returnr equeg? 1 %Old% 9’0aﬁg{e§1‘g§g?l§1c‘itfha}?? ﬁgbﬁqéﬁgtlﬂ?lg%ﬁl?é @B@aeé geln'g&aﬁ%T
i dent i fihel Wy 8Gw nedds dioube rattrmeditan theonighte miasaagémenteseasea LT

93 i . { t hat di t L t t , th
contunt 208; 6 1} Wishotrertiee EE T RtHEN A84 8453 RE the BAEaRI, cat | on
unit 280&.the right managenent server 20a establish an SAC. S1202: Upon

~receipt of the LT return request 90a, the user identification unit 23 of
the right manEydh@neig apedbic,i whanfihe return dlagndl3aDi92séhdiouded in

2371 dentrrth FRBUEEA" Bre et AT fub 0RehP BB S arar i eaes Bhalha Dased
on t he ther iiTn80d Re¥ds itochudesturmddiao Theetight Afawag§enIOat ddivdef erence

to éﬂheaﬁ?er i pformation database 21.. S1203: After identifying the
t el @i nad 03 pandwheprthegetyentfilag@ilBaniuset to3" Nodeetumsengtireds,

b the hdURdRAHRLERE BT £04idodeTDE natif tOte iePulBRE B8 ps b Coer *
I nf or mahaova garerdsse?terVi@a. the termnal 1D included in the LT return
I equest. 90a i551.§8t4:5t \%ﬁgnii? ié ?Sdlésee iril rls1‘105r813attih%r1t tdhaé- ?_'tl)'aSSSa needs to
be returned to the right management server 20a, the LT return
15 process of returning the LT 80a to the right management server
20a is executed. _ |
S1505: When itis judged in S1503 that the LT 80a does not
need to be returned to the right management server 20a, the LT
update unit 306a deletes the LT 80a from the LT database 302a.
20 - Next, the operation executed by the user terminal 30a when
returning the LT 80a to the right management server 20a (LT return
process) in the digital content distribution system in the first
embodiment will be explained with reference to-a flowchart in Fig.
16. ' '
25 - Fig. 16 is a flowchart showing the operation of the LT return
process.
S1201: Upon receipt of the LT return instruction from the
user B via the GUI 313, the LT return unit 305a generates a LT
| return request 90a in response to the LT return instruction from the
30 user B and sends the generated LT return request 90a to the right
management server 20a via the 'com.munication_.unit 312.
- This LT return instruction from the user B includes
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30 21 (No in S1203), the user identification unit 23 considers the user as
an, unaut hori zed user for this digital content distributldd¥pverdbee?06 a and.

. notifies the user terminal 30a that the LT cannot be issued. -35 15

Novenber 2006 On the other hand, when the terninal IDincluded in the LT
return request 90a is stored in the user information database 21 (Yes in
S1203), the user identification unit 23 acquires the user .ID associated
with the termnal ID and passes the user IDto the LT 5 analysis unit 26a.
S1204: iUﬁ@rlr’rraidehpspetiftyﬁmgLa;érT 8Daoihibh tseruserd rdmadrets taiseturn

I denti f |cat|on unit T anal S, unit 26a judges whether the LT

i ncl udd@ YRagfer Q‘Ptréstﬁﬁf?eb‘&egf(aéa‘%n [ AN FCEEEAAS SHOWD

ref er enaerige 1Nefeis as@rhpod! thdiakIs B Za%kg% PRebOF§ LYO 5@ 56a,the LT
anal ysi s unit 26a first analyzes the LT in the. LT return request '90a and

retri edd iapiegéagenei 'g"ﬁtBOE[)Whmmﬁ@IWantméo r_eturménom Renomdatiaeysi s

unig 2 e h to t ht. data ase 22a whet her
S 2T EE O B dh T €13, B3t Aphge' B BRI BBV et 1
the usabe LT geturR miEm stPebAh GESAOWa 'He@*éedlhléﬁtls@ét@vétemtﬁ@e user 8
hol ds the usage right 222a as a result of the exam nation, the LT analysis

unit 264cK, AREsthustthind T Tetunn jasteuckinedis aenekatsicher Assaadingen t he

user $gagsnef rggugrglhstrt&tﬁh&ﬁ %n?éﬁfﬁ ﬁaluf]bts Yad Hﬁjgﬁ gr}%ld\tég%g Wen

cannot be ret urn calise theré € ret ur
it is jstdgadetnit BO84E senasta bernmhai deQinn tHeaq, réthfrri-ﬂ'eq'lt]ébySi S

ot he SR nermred Rurihe LrsSthimainit 0kazend ok T igentiec by e "
retur ned, rdeudfPSmitrberiBIPOforSLERg Jber LB anal ysle 40 b 168 @ﬁﬁ' yzes the

LT 80a 25 includ In the LT return request 90a, and retrieve
per ni t redpeatindy. of reproductlons 822a incl uded in the LT 80a. The usage

permi tted nuMShe dhFtFBEaHeSNgR e il (HREURhGEIERt 02a hetent i f ed
by the cepagtunichtiohD Qﬁ?c_laﬂﬁt réevese byiddie tdridiahYsB®a and the
15 communication unit 28 of the right management server 20a

establish an SAC. :

$1202: Upon_recéipt of the LT return request 90a, the user
identification unit 23 of the right management server 20a identifies
the terminal ID 92 included in the LT return request 90a. It means
- .20 that the user identification unit 23 identifies the user B (user ID)
| who. wants to return the LT 80a based on the terminal ID 92
“included in the LT return request 90a with reference to the user
information database 21. .
$1203:  After identifying the terminal ID, the user
25 . identification unit 23 judges whether the terminal is registered or
not,. namely, whether the terminal ID is stored in the user
information database 21 or not, with reference to the user
information database 21. When the terminal ID included in the LT
- . return request 90a is not stored in the user i_nformatiOn database
30 21 (No in S1203), the user identification unit 23 considers the user
_ . as an unauthorized user for this digital content distribution system
-~ 1a and notifies the user terminal 30a that the LT cannot be issued.
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30 .26a in S1204 by the value of the permtted nunber of reproductions
822a retrieved by the LT analysis unit 26a, and decrerfeéd¥eveqbend0®unber of
i ssued LTs 2228a of the usage right -36 15 Novenber 2006 222a by "1".

- This processing increases the permtted nunber of reproductions 2226a and
thus allows an issue of a new LT 80a with a renewed effective period, or
decreases the nunber of issued LTs 2228a to be less than the permtted
nunber of LT issues 2227a and 5 thus allows an issue of a LT 80a and a
shar ed @Bethe ather lrageh wharwebe teqhinal IDyirgtludednimdhe bhwetubp t he

ant dSTe PR <t K Bler RIS YRR o53a bR Al (YRS 500"
fromthe1aed)e thehtuskat akksstification exestt 23 d&qwers itheansbe EB! et ed.
Fig. 17 is a tflowhart show ng the subroutine of the usa i ght del ete

‘processASROGREGH Witlrithe termisad 1P andnragsagehe dgiger gél ﬁééi &dess is a

pr oges ' ¢ N4 or deleting an updated wusage right when a. LT 80a
iso$et %ﬁéﬁ?g}mﬂthgaﬁs’er terminal 30a 15 to the right nanagenent server

20a. S1301: Thk20dageUpaghtreopdat ef khiet ugéa I afithesusbet Berfrotehpr esent

ti h ed the end tine of the _usa right . effectiyve period 2224a or
n;)'[revm' ?L?Fé)'gfs .%Hk'éactbo?ﬁéﬁﬁs%geté'?glh#a"%ﬁvg : it g’éa d)'da\éﬁz‘é{hlﬁtﬂ@ﬁg usage
right %%@LMh%thjédairPﬂ?ﬁ'GanFét@Hw fralg 8129 baNca NNisd rblﬂgrgggj@“h&t' me has

passed the end tine of usage right effective perio , the usage -

ri ght 220h irgferemae,(cesthey,us;xgetring datab@a s 3p2at o del bee mbeeusage

L. iy stk 6 TASRANS SIS 248 i Yhio P23 Has "Erah thelEs” 1o
usage. retgh reRflabst D0 aftPrétigaoes tid hisalgd ?L €D inkIbBe dPRi Efi;ét ed

nunber of reproductions 2226a of the usage right 222a which is.
candi ddile fbhedeltbe bh andlysheunihe 6 axamineseatithseferencenka thehen the

\r/?l:;lﬁte %ﬁ%g?@ﬁfﬁdtatt%%a@%, :mwertﬁ%rr%uétq.}s%r}s Ezl%ﬁé”}'néi?ie%orn 'éai'zoihe usage
- -+ holds the usage right 222a identified with the usage right ID which

15- bhas been retrieved just before. When the user B holds the usage
right 222a as a result of the examination, the LT analysis unit 26a
judges that the LT can be returned. On the other hand, when the

- user B does not hold it', the LT analysis unit 26a judges that the LT
cannot be ret_urned because there is -noth'ing to be returned.

20 - 51205: When itisjudged that the LT cannot be returned in
51204, the'LT analysis unit 26a notifies the user terminal 30a that
the LT cannot be returned. . On the dther hand, when itis judged in :
S$1204 that the LT can be returned, it goes on to S1206. |

 $1206: The LT analysis unit 26a analyzes the LT 80a

.25 included in the LT return request 90a, and retrieves the permitted

' number of reproductions 822a included in the LT 80a. The usage

.rigvht update unit 27a performs the processing of incrementing the
permitted number of reproductions 2226a of the usage right 222a "
- identified by the usage right ID 2221a retrieved by the LT analysis
30 26a in S1204 by the value of the permitted number of
o reproductions 822a retrieved by the LT analysis unit 26a, and
- decrementing the number of issued LTs 2228a of the usage right -
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30 still be used, so the usage right 222a cannot be del e@ In this case
the processing is ended w thout deleting the usage ri gﬂ§ omber Z408n t he
‘val ue of the permitted. nunber of reproductions 2226a is .-37 15 Novenber
2006 "0", it goes to S1303. S1303: The usage right update unit  27a

exam nes the nunber of issued LTs 2228a of.the usage right 222a which is a
candidate for deletion to judge whether the value thereof is "0" or 5 not.
When t he val ue of the nunber of issued LTs 2228a is not "0", there is a
possi bidd2g hyhatl "t hel his go@dessirgunieasede thehpeasigted rymber20s, so the

w ¢ hout cHEPEERSP ERe a8 PGS syt Gt o T8 onp i B CORTABARLY o
| ssued alfenewed'effebtiveapeeicd, bheldddxsad thednowiber off isseidtust i ons
2226a iis "0" and there is no p033|b|I|ty that the LT 80a is_returned

_under tZi?eZ%@atgebellgﬁﬁ than thegeekmitted pambgrtopbbdssugsml dépand. | n
h I 04: Th
ol AR, AliodE B b0 BFRAT BOKAHIG 4 Mhandd S, e bt (REATT 0L The

candi dzbteé:vsfenndaalpelwrahtyr@frtehmmakgewngtltbydmehm 2a, and returns to
the main rou wn in Fi 16, S1208: After. the usage rjight update .
unit 27a con%lthe efsthe usags rightdatehase 223 e ‘H?fgaﬁﬁd §on unit
28 sen t Sph et o] S er | . 30a.
.. 20 Slg%Qa@eThZ ﬁ ;He?luér{;leof}%ﬁ?c 305a6§fat@ﬁc3 ?e?ﬁ%éér H\gﬁ éJB'gghttr e?ezl%es t he
, LT ret umaﬁembassswnﬁﬂ dgroon thet usageenighth datzadsevi22 a tiseexeomted cat i on

u é\é_‘ g delete tfee LT 80a which is to be returned fromthe LT
Cafhé%e 8 ‘?return unit 305a notifies the user $ via the

GUI 313 t hat Ffdie1rR§57a f%wth%rﬂsh@ﬁuﬁ@athé W%Qtﬁﬂa ofntheibadde
processing. SI210: Note that when it is”judged that the LT cannot’ be

i ssuedrightsdetEeprecessms sheWiTindtige rifiml Naosshaksbewsagerighbo-return
ot o2 MR B At s WIRBEIE P B Fitaiffaglfr dbibunfgh Ugatdy et U
_ ‘usage right when a LT 80a is returned from the user terminal 30a
15 to the right management servef 20a. ' |
| S1301: The usage right update unit 27a examines whether
- the present time has passed the end time of the usage right
effective period 2224a or not with reference to the usage right
- effective period 2224a of the usage right 222a which is a candidate
- +20 - for deletion. When the present time has passed the end time of
o the-usage right effective period 2224a, the usage right 222a is
" unnecessary, so it goes on to S1304 to delete the usage right 222a.
-+ When the present time has not yet passed the end time of the
. usage right effective period 2224a, it goes on to $1302.
- 25 .~ S1302: ‘The usage right update unit 27a judges, with
" . reference to the permitted number of reproductions 2226a of the
“usage right 222a which is-a candidate for deletion, whether the
~ value thereof is *0” or not. When the value of the permitted
- ..~ number of reproductions 2226ais not 0", the usage right 222a can
30 ~ still be used, so the usage right 222a cannot be _delefed. In this
. case, the processing is ended without deleting the usage right 222a.
When the value of the permitted number of reproductions 2226a is
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30 that the LT 80a could. not be" returned, and ends ttﬁl\%oc SSi n(?. As
descri bed above, according to the first enbodi nent, not MR hé09%ad on
~the user term nal can be reduced, but also the -38 15 Novemnber 2006
server apparatus is accessed with a higher frequency because of a return
of license information and a request for |license information issue and
thus it can neet demand for various types of services for content usage.
I n addi ti on, managenent of content usage right of 5 each user under the

)] ”

ri ght méhadbmgoes $erSéB8M3J ows a renewal of the effective period and a
shared use of, usa righ n lurality of. teyn nal s awned t he.
user. Note tf?@#?ﬁ?"ha eﬁséggl z{?ﬂg UH%@IJES Mﬁ%f)ﬁmmg%fﬁéi t sel f
i s deserumrsker bftkgueld rerIaR P gaUSTt tidaushygb FHRfteMIIE Which 1S goes not
al wvays need to be described but only a mininal and essential part of the

LT, sud@sndidatefamdelgtigsnle judae sphethay the vadyertihrieofAsst)” on t he

prasen oglj f le. i S, + of, uses, but

"t Sy IR o ER thel Q814 MU B @ SE e e T 2 SR TS i

Furt hgrthmz!re, is & pbss_fbi(r;ist!y HW&;DCUE[I_HE_ME 801 ¥s trbeud?gid a%l_(lioétuﬁhér usagé o

reproductio s stor in the LT issue request a. wever, it may be

struct Gt gzéﬂats%ég@oiqﬁqgei ‘Hg&trrgtzﬁdh canvapt e rdelteledi | inythis a

- term NasERNAh HScdbs :i§e!da’é)ém‘ﬂhb%t@%l‘é‘%’i‘ﬁg‘ﬂhé){;s%g@ﬁgtht%i‘ﬁg. (for
exanpl e, information 1 ndfcating ether the term nal "apparatus TS equi pped

wi th aWbeir thelvadke of thenhunnberof issdiedhiiTsgiswhet hehe ivalue efjtheped with

for. . stori t X ' diym, i t tq the right
A e it HoBUIRBR 8 FePTilictP0S Pankiade WD) 1P Rretherdidsi ad nunber
_ of reppdsibilRysthandheheT ra 98tisi rd@irimdd %dé@gr\%ﬁaﬁabéﬁ R 2598ds a

license ticket to the ternminal apparatus by including”licénse . tictket
st at us SPrifhse weigenriighdt 232@ mpy hevdedeterhdl dnt teisl casesit goeketn bm a user

term E&jégrtoeégrl@{ee,th% ufsla%% |rp&1‘€3tii1aq that the license ticket nust be

consu
. S1304: The usage right update unit 27a deletes the usage

- 15 right 222a which is a candidate for deletion from thé usage right
database 22a, and returns to the maih routine as shown in Fig. 16. -
51208: After the usage right update unit 27a completes
the usage right delete process, the communication unit 28 sends a -
LT return process completion notice to the user terminal 30a.
© 20 S1209: The LT return unit 305a of the user terminal 30a
receives the LT return process completion notice sent in S1208, via
the communication unit 312, and deletes the LT 80a which is to be
returned from the LT database 302a. Then, the LT return unit
305a notifies the user B via the GUI 313 that the return of the LT
25 80a is completed, and ends the processing.
S$1210: Note that when it is judged that the LT cannot be
issued in S1203 or S1205, the LT return unit 305a receives a LT
no-return notice from the right management server 20a. In this
| case, the LT return unit 305a notifies the user B via the GUI 313 -
30 - that the LT 80a could. not be returned, and ends the processing.
' _ As described above, according to the first embodiment, not
only the load on the user terminal can be reduced, but also the
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30 inmmedi ately without being witten onto a recording nedium into. the
license ticket in accordance with the capability indi catetoyemhai@006
capability information sent fromthe user termnal. -39 15 Novenber 2006
(Second Enbodinent) Fig. 18 is a block diagram show ng an overview of a
configuration of a digital content distribution systemlb in a second 5
enbodi nent of the present invention. As shown in Fig. 18,.the digital
content distribution system Ibis, as is the case of the digital content

di stri menaer applaeatus, issacegsten with I bigherfgeqedidybletatizecontent by
distributing digital works (contents) encrypted by a content distributor a
who is rﬁi%fﬁh@"?ﬂ&@ﬂ&? dpFeematipsiand R iresivestfondicense mfogmetiphut i ng

based ; 1S ' L h . naf I dt
ne T L o SRS IE EaneRlet SRS Hbioue tTpeR SEReRvRRa frerred to
r epr eseranient heageagelniayhditian ageanbygerhentaift eanten s usialge cghtaff or
every content purch s%g by .the user /3 ; so that thia| user can 15 use the
cordentCas i HISET HOYGTEDE ol minagrm Rt iagiden ATloNE ecreneHa! digi 1 a
cont entthdl EffeBtivieopEdidieBA® Anchades dfsd Q?fStth‘é“Qisaéé’“rtigﬂtt 8Ar yer 10,

at | east one. rlght rran%gerrent server 20b, at |east one usér term nal 30b
and a tRlaiahitysehbieeninads awniasdt by bhaedseng the content server 10, the

right manage - 0 tgrmnal 30h.so.as.to

conmuni cat e Vrf\f%e EQ?E%oﬁ%ﬁ?@%ﬁe&%ﬁ@ﬁ%g@fgﬁ%&ﬂ%ﬁw%ﬁaitsa érTcorrput er
appar atitselfwsi descsibeddanptheeliToretitdy ¢equeiit 9o, "bhtttple @ngirtelTas Wi th
the coptent server 10, and nanages content |icense data for the user 25 .$

wHP r et9SBsNebRMRYEI BEAh U de sdesceidedhet spaly fa cminymaltagdr i ght
pur chasareehBart et SREINE S g oRhDEhe (T RS ERlE T ERSLOET .
manageddscribedri ght nmanagenment server 20b, a part or a whole of the
| i cense data,,,the.content decryption 30 ke nd others as_LD80b to the user
termnal 30bAl§0; d @r@§e@tygmbodlment>,/ the usage rufe is assumed
- as the number of uses, but it may be any other usage rule such as
15 cumulative usage time. '

Furthermore, in the first embodiment, only the desired’
number of -reproductions is stored in the LT issue request 70a.
However, it may be structured so that capability information
indicating capability of a:terminal apparatus which is involved in

20 -control of content usage (for example, information 'indicati'ng-
whether the te_rminal apparatus.is equipped with a secure clock, or
~information indicating whether it is equipped with a means for
- storing onto-a secure recording medium) is sent to the right
information management server apparatus together with the
25 desired number of reproductions, and the right information
management server sends a license ticket to the terminal
- apparatus by including license ticket status information instructing
- how to handle the license ticket on a user terminal (for example, a
| flag indicating - that the license ticket must be consumed
30 immediately without being written onto a recording medium) into.
the license ticket in accordance with the capabiiity indicated in the

| c_apability information sent from the user terminal.
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LD i ssue request 70b fromthe user term nal 30b, or rece| ves a LD return
request 90b including the LD, an identifier indicatinglpRtovembgr 2606\ovenber
2006 return of the LD.and the like fromthe user termnal 30b to update
the license data. The user terminal 30b is a computer apparatus which is’
pl aced on the user 13 side and receives content distribution 5 service.
More specifically, the user termnal 30b sends a content distribution
request to the content server 10 to receive distribution fromthe content
server 10. O, it sends a LD issue request 70b to the right. nmanagenent

server 20b fgr usi n&é %tqémtent and receives the LID. 80b so as to
reproduce th ré T WPEAE) | i mits 10 of the usage rule included in

the LD 80b, igsends i@ P bbEkN dibgFURT! SBQ)?Y'tsnt%r %ﬁ \QQFVIWagf”‘Sm

server 20b. By the way, the digital~conten ution systemTla’in the
first e@ﬂﬁﬁgHéatlomsoéardmgmabdosutenmadnstnhburtucgmtsyrmemelrtemm a secord 20a

cut o] ole of the usage rule fromthe 15. usage right 222a
$ssuq% %ﬁhg%'g{ ﬁ%%&fr%%e?g'?ﬁs NtPRssue request 70a, agd thg user
torm na 30a AeBhodng 4n Rigon@nthdl digits LoRrentTdistAbUtion'spagmul © of

the LT 80a and updates the usage rulég, en returns. a whose
usage riP s, 3sdpdle-gase of h’éer(ﬂ'ghtahanagentmtlsuebMIoQQa/st@mtm at her

hand, b b d h
Catona SYBLETLE prfte Ry Chp PRI Hht Bnt e by digtABirite Moty " 10 1 «
a di agrvami&homm!:tetr‘rts)sternmiytpt@d flept ar esneént hgistdiButetr eOMviiy is

d| ributi yste wn in Fig.. 19, the right nmanagenent server

i n'PMe Vi n ?ﬁ"@j#?'&t %%Fﬁ' Mt'@lnsttor ﬁbUSﬁﬁnBsy@f ghstobagiag, basedi cense

?ﬁéf‘an% EHBSRSLr B B ticBRR ot Mo IRRR b RPN, (hRelRMIFo 0T
on theassel'.Dt”é:rwhuah a]d)d»wsUpomteerteUphg@f o e dfDor mzn rieanest dZ6H, the
out the mhole 30 of the original. usage

right ver 20b cut
rule 2%%@1533% ﬁ ysrge Jégég managed by the content distributor
- a for every content purchased by the user B8, so that the user can
15 —~use the content within the limits of usage rule included in the LD.

The digital content distribution system 1b includes at Ieast one"
content server 10, at least one right management server 20b, at
.least one user terminal 30b and a transmission channel 40 for
~ connecting ;h_e content server 10, the right management server
20 .20b and the user terminal 30b éo as to communi'cate_ with each
| other. |
The right management server 20b is a computer apparatus
~which is also placed on the content distributor a side, as with the
| content server 10, and manages content Ilcense data for the user
_25 - B who receives -content distribution service. More specifically,
the right management server 20b manages the original license
- data for each content purchased by the user B so as to distribute
the original license data -manage'd by the right rhanagement server
20b, a part or a whole of the license data, the content decryption
30 l---key anld others as LD80b to the user terminal 30b in response to a
LD isSUe_-request 70b from the user terminal 30b, or receives a LD
' return request 90b including the LD, an identifier indicating the

-40-



2226b for LD 80b to be issued to the user term nal 30b Smch has. sent this
LD i ssue request 70b, nanely, deletes the.original usade NeVEMbEE2Q88, enber
2006 rule 2224b and the original usage status 2226b fromthe |icense data
"~ dat abase 22b tenmporarily. The right managenent server 20b generates a
term nal usage rule 87 (1 hour, for instance) and a term nal usage status
88 (0 hour, for instance) based on a 5 predeterm ned rul e when issuing the
LD 80b, and enbeds them onto the LD 80b for its issue. In other words, the
LD 80b reduiBs@leghei P 2rduhelikg éror thetwser tarninahd @b itgi wadateage rul e
85 and : P usage status 86, and the term nal usage rule 87 and

t he téb%lr{g?hus?aggltgtat us 88. 10 The user term nal 30b updates the details
of "the ternm Mdle usegeestatnsl BObYid e comipiited appiataltuss Iagicdn ishe
termnal, _ indicated by the ysage status, with reference only to the

term nzﬂ'acﬁgad%nrgh@ Wee(n'dgt helder anshi receiyessicanieds dsteibationsop

reagi v f t ' i | ontent.
Nore 1 g RS L dTofe EecIRRABTEMe A A hofitinal e SRS H POntant Y 70 55
and. tldstribgitiah regagst 1 bhesc@tteTheervehd 0 tseecetvaidistridticrends t he

. LD 80b havi a_double -layer,.. styucture to the right manage t server
~ 20b byf'éoﬂbgﬁgt(fﬂ'ﬁte'?teaﬁ@é%rd&. EETI L'ééﬁ aildy '6?8FH§1‘EﬁgE§E 9 equest
90b, t BRel i9hht ARAABEERAEBNTCISEH ef0 B IREPSUL|IRg Oth8! RYntétiIGmg at us by

- the wusage anmount on the termnal 1ndicated by the usage status wth
r ef er efig€eives hbetldP fRhisaussde sepraduge tite chatedt soithianteskiorits : again

ot ori.gi _ e... and t.he i gi.-nal usage ,st at 25, 2226b in

t Eg) i ?gnggéd'ggggga['g{)eaéggﬁﬁégp f'ﬁet%r}gléegbﬁt' 8F dsr?gﬁ@ ﬁﬁh‘éﬂénent
ser ver régestodobt ttheheigrani ahAgeraade sérieé poHRbt ai ned by subtracting
the original usage status fromthe™ original usage rule. Fig. 20 is a

functional bByck@ivayatherdigibal cratepédisteibwiontsystamelafinttee ri ght
menagefat ERANEHIAUN TSRt irdd 95018 hat the right management
= server 20a cuts out a part or a whole of the usage rule from the
-15  usage right 222a to issue a LT 80a in response to the LT issue
. request 70a, and the user tefminal 30a reproduces a-cbntent within
- the limits of the usage rule of the LT 80a and updates the usage
“rule, and then returns the LT 80a whose usage rule is updated to
-the right man_ag'ement server 20a. On the other hand, the digital
20. ~content: distribution. system - 1b according to the second
embodiment is significantly different in the following.
Fig. 19 is a diagram showing the structural features of the
digital content distribution system 1b. .
As shown in Fig. 19, the right management server 20b in the
- 25  digital content distribution system 1b holds, as license data
purchased by a user, an original usage rule 2224b (10 hours, for
instance) and an original usage status 2226b indicating the usage
~ status on the user terminal 30b. Upon receipt of the LD issue’
-'-__'request 70b, the right management server 20b cuts out the whole
30 - of the o,riginai. usage. rule 2224b and the original usage status
' 2226b for LD 80b to be issued to the user terminal 30b which has
. -sent this LD issue request 70b, namely, deletes the original usage
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. As shown in Fig. 20, the right nanagenent server 20b includes a user

i nformation database 21, a license data database -42 18 Neyeewse200006

22b, a user identification unit 23, a LD generation unit 24b, a LD

anal ysis unit 26b, a LD update unit 27b, a conmunication unit 28 and

ot hers. The user information database 21 stores user information of 5

. users registered as nenbers of this digital content distribution system
1b. The license data database 22b is a database for managing |icense data
222b ofrwenzZadddpandddml drygimal wsages statos iz2 26@x érepethel icenke | i cense

data d ' t f 10 | I nf ti I ni
ueage MO Grrasnsd) 220 nERAbBrat v JIBR Pl B RRG e S Rar Ve or
exanp! 20brgenertss enténmibnidagetileds 7 POl @i Hdtathee)Saag per! od

and the Ilike). . Note that this |iCense data database 2 | sostores ‘a
rul e tablEermMinghiugage sEatts e88t (0f drougsfomgnsbasae) twmektont ae

| i cens e ' . l.ne i referencge to . Fiqg. 21.
H S prededtihatad e wheh, Rt RhE° TR ddhy, 2R Fibeds dhidn Gaia
dat abasentz2bhes BIBOD fon iEs gssdé. An slther words gth@1L.Dt8Eb lis Gssgeddat a

dat abase ZZCEB:' ncl ides 20 a user I D 221b and license data 222b. The |icense
data 23814 ARy kitgedaxer steusture withdhearigisahusage sulerdS @anskibe data

2220 AgIaNLsbBL 2R 01n6, SN e (BHBIIASY a8 8odriAe2220, 2

content decryptio crypting the ntent’, "an ori gi nal usage
~rul e 2Zeamiinadi s gagstausn88r.i gi nal usage .rule purchased by a user, and

G 9 mal TRt Pt SDeh B ek detoles o RRgR A o
i Lt At R St R
data indicated by the usage status, with reference only to the terminal
usage rule 87 and the terminal usage status 88 of the LD 80b
received from the right management server 20b when reproducing

15 content. Note that the user terminal 30b never refers to the

orig.inal usage rule 85 and the original usage status 86. Then, the "
~user terminal 30b sends the LD 80b having a double-layer.
- structure to the right management server 20b by a LD return
request 90b. | . _ :

20 .~ Upon receipt of the LD return request 90b, the right
management .server 20b updates the original usage status by the
usage amount on the terminal indicated by the usage status with
reference to the terminal usage status 88 of the LD 80b, and stores

~again the original usage rule 2224b and the original usage status

25 2226b in the license data database under the management of the
right management server 20b. Note that the remaining usage

~rule is obtained by subtracting the original usage status from the
original usage rule. ' _
Fig. 20 is a functional block diagram showing the specific

30 - structure of the right management server 20b as shown in Fig. 18.

As shown in Fig. 20,-the right- management server 20b
- includes a user--'i_n'fc_irmation database 21, a license data database
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222b and permtted. reproduction tinme 22242 indicating how long the
content can be reproduced. -43 15 Novenber 2006 AccordiNgvaneperR806i cense
dat a dat abase 22b structured.as above, it can be determ ned whether a user
holds a right .to use a content or not based on whether the user ID and the
| i cense data 222b are stored in the |license data database 22b or not, or
the 5 remaining usage rule for a termnal can be cal cul ated based on the

di fference between the original usage rule 2224b and the original usage

st at us 22Pe@ ugRr identdicatippeusit thid, or LB generssipn utnitud4B2z6bD s "0".

Form naNABESELER P8R Bb RO RBI 2 el B U N 28, o
t he usainteothees. 30b when it is returned fromthe user termnal 30b to

~the right manggenent server 20b. For example, Fig. 21 shows the case where
a user $ idehbEryser Wkarmatien database 1 storepusesvindormatippedke dat a

15 S22ysaentidyeterbaryt praagme e gt cho R gE08 e [ ol o
a rightsysteancaébtent identified with a license . ID 2221b o]" " XXX114", a
Tcense eff el Mbclipenssdiotadatabare’ B8 tols @ Aatalasse for ananagipmtb (o
e for e oanRent ot g B e o B e s T b <
0" (UR@Sedppemifc, 2the slicedsagdates idatiattpsene2 2bets fa datahaserforof the
206 o TORSTHE o FiGrO8aRata' MBn, EiPeTautd | iFadee BidoenlearBe2te and
rule dpurdidsed, bihnear Wisedarar 283H nakyges mérﬁﬁe}ngfor_Uéﬁa%b}éﬁ 2221c
(l'icense effective period and permtted 30 reproduction tine) and an
on- usad&PsRdyeiapn( plaxpaokyc maning, copying, printing, usage period
and the like). Note that this license data database 22b also stores
| a rule table 22c¢ which is referred to for issuing LD 80b. |
15 Next, the license data database 22b will be explained with
reference to Fig. 21.
Fig. 21 is a diagram showing the specific structure of the
- license data database 22b as shown in Fig. 20.
o As shown in Fig. 21, the license data database 22b includes
20 a user ID 221b and license data 222b.
The license data 222b includes a license ID 2221b that is an
ID of the license data 222b, a content ID 2222b of a content
subject to the license data 222b, a Conten_t decryption key 2223b
for décrypting the content, an original usage rule 2224b indicating
25 an original usage rule purchased by a user, and an original usage
status 2226b indicating the total usage status (for.example, the
cumulative usage time or the like) that is the user’s actual use of
the content. '
The original usage ru.le 2224b includes a license effective
30 period 22241 indicating the effective period of the license data
222b and permitted reproduction time 22242 indicating how long
the content can be reproduced. |
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term nal usage rule 2221c includes a |license effective period 22211
I ndi cating an effective period of |license data to be i de ember RRO6 - 44
15 Novenber 2006 wuser terminal 30b and permitted reproduction tinme 22212.
Here, the license effective period 22211 is, as is the case of the

above-nentioned |icense effective period limt 2225a, information for
baS|caIIy maki ng |icense data shorter than the 5 effective period of the.
user's own right. To be nore specific, the Ilicense effective period 22211

~i's the maxi Mﬁqwrdm(g ftor thvel dicerese datghtdatabase B2 strudtereskeast er i nal
30b after e.fi enment server, 20b issu For exanpl e,
the pertrSeib Bl beaRterainad ielh B L3ETapld ouBht tiise Ae L Gay,
2 10 dagnhtaitt drweek bdsedWBn Whe'ﬁﬁe'r'trﬁé RiSerPOBANd tHE IRFASPYELAd as
the license effective period 22241 is set. This license effective period

22211 Z42byare char@d ipi thei igepseadathodatahasge23b drenetts Gotheeepi ng

| nfor meraania bySYERAre 180 BRFMIbAT G E R Cefol 8Bt s G QT the, equi rea
for corméﬁﬁrencreelmretwméndrheAdrﬁgméhas@@r@ww -4 besndnce agigavdc i s
i nformati on set he. content distributor a to indicate whether. the LD

80b sMﬁ.ﬂQ)elﬁ;altHfsu?%e?@Q)r not when the usage of the content ends. 20 The

LD generatio MmNy 3N Fi

55 Prom ¢ he. EUEy RS JPRIE JrfGIRANGE ALk BP0 6BISTOUND! 10,
dat aba&OI15. |S|S|ugad IBoiTs tﬂneﬂurag;hhrmsahrcaxgametﬂrlesepveerﬁbsto wbteuusesf LD 80b
g ra edb D generati o It .24b. .25 As shown Fi 23, LD 80b
T3 Lot mihal cinbe FRdcbhediD HOb 1§ iWpraredsagestding 56, tha sagrnal
usage statys &5 the LUSeF f@ﬂmlHﬁf‘%@%ﬁ WheR'j t 23 Féf RS ﬁ‘éggfth% ey 88 and

a content decryption | cense eader 4 I nclu l'icense 1D
841, ateomtisal 3@b tmtb&zrlgaht mandgemendaservieragd 043, an on- usage- end

return f1ag g5 example, Fig. 21 shows the case where a user B
identified with a user ID 221b of "XXXDDD" owns two license data
15 222b identified with license IDs 2221b of “*XXX004” and _“XXX005”.
It also shows that the license data.222b with the liCense'ID 2221b
. of "XXX004” is a right to a content identified with a license ID
2221b of "XXX114", a content decryption key 2223b for decrypting -
the content is "XXX224", the license effective period 22241 of the
20 original usage rule. 2224b is “2002/05/01.12.00.00 -~
2003/04/30.12.00.00",'the permitted reproduction time for the
content is “10 hours”, and the original usage status 2226b is “0”
(unused). | o |
Fig. 22 is a diagram showing the specific structure of the rule
25 table 22c¢ held by the license data database 22b as shown in Fig.
20. '

As shown in Fig. 22, the rule table 22c includes a license ID
221c and rule data 222c. - The rule data 222c includes a terminal
usage rule 2221c (license effective period and permitted

30 reproduction time) and an on-usage-end return flag 2222c. The
terminal usage rule 2221c includes a license effective period 22211
indicating an-effective .period of license data to be issued to the .
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844 and on-right-lapse return flag 845. In the license ID 841, a license ID
2221b of license data -45 15 Novenber 2006 222b whi chi5iNovembes3Qbge of

i ssuing LD 80b is stored. In the content 1D 842, a content ID of a content
whi ch can be reproduced using LD 80b is stored. In the inmedi ate usage
flag 843, a flag indicating whether 5 the content should be reproduced

i Mmedi ately or not using this LD 80b is stored. The on-usage-end return
flag 844 is a flag which is paired wth the i medi ate usage flag 843, and

i n thi siseEr beegenah@0b etnd pétragttdd reproldagtioditéaie @ 2t her the LD 80b
shoul d be loﬁetur ed when the usa_?{e of the LD 80b ends_ is stored based on
the rule tabl®Fenthe lifense sifectve pepiad 222t h is, a5 the gasemft i on

i ndi catthegd aMRidghetfohBdBORcRsREs t Letur 0 t:he.right nagenent
server 20b. aor_not \%hen Jtiﬁ(ej'uks)‘é:g]&e ri gtﬁ*fgggé/%s gnréprtg%é tfelaﬁritnagaizss@ﬁ
st or edinfignation nfor usagically engking | lidense diatanstioatéecthaa phei od 851

' ductign tine ,852. In. the |i ffective. i od 851,
the HeelTe&hle’ BRERR 05 8 aifS e dun Bighh 23548 MArResPEL G nENeusage
rul e 2pénhsd erfttive ihwriba ziqubla%tﬁéhn%ﬁﬁﬁﬁ{s 9@5' tﬁért»t?ﬁ}’cﬁ%ﬁg- I'n

.the permtted reBroductlon time 852, the detal e permtte
r eprodfit@hormayrebg2amged nonhedthe | yseal tesajaal uBOb 2abttalyr dhe stighéd as

they a : rd g t 6, the details of fhe original .

usage Drapadessal il 2 IR R EE Ao, T e Ranie. HHE PoROYY ot us of

act ual shastenshgm thet lieenser effectivel pePlod @ 22a8419rQdclRsas thejayare. The
rm nalé usage rule 87 includes a |icense effective period 871 and a

E)ztom't oS @PAod W ERER i6iSRL,89D NQ imHed,i Ramel efthe SPvee feefiod 8%1, the

- peri odyRer |ivBheR bffectiVelPefPd 229U £G5! ¥&t! STHiQ fifense effective
period 22211 set by a content distributor a allows change of
levels for keeping track of access frequency.

The permitted reproduction time 22212 is information set by

15 - the content distributor ¢ based on the time required for content
reproduction. _ _

‘Also, the on-usage-end return flag 2222c is information set
by the content distributor « to indicate whether the LD 80b
should be returned or not when the usage of the content ends.

20 The LD generation unit 24b is a means for generating LD 80b
as shown in Fig. 23 from the license data 222b under the
management of the license! data database 22b. |

| Fig. 23 is a diagram showing the specifié structure of LD 80b
- generated by the LD generation unit 24b.

25 As shown in Fig. 23, LD 80b includes a. license header 84, an
original usage rule 85, an original usage status 86, a terminal
‘usage rule 87, a terminal usage status 88 and a content decryption
key 89. |

| | The license header 84 includes a license ID 841, a content ID

30 842, an immediate usage flag 843, an on-usage-end return flag

844 énd on-right-lapse return flag 845. |

In the license ID 841, a license ID 2221b of license data
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In the permtted reproduction tinme 872, the cunulative time for which the
content can be reproduced is stored. -46 15 Novenber 20b%6NoYembar 200G i nal
usage status ‘88, the cunulative tine of actual reproductions of the content
using this LD 80b on the user .termnal 30b is stored. In the content
decryption key 89, a key for decrypting 5 content is stored. Here, it is
when the maxi mum of the remaining usage rule which is calculated fromthe
original _usage rule 2224b and the original usage status 2226b is not

i ncl udedZi3b tmbigheisitig sosige of ussuirmgtlD 180 h Dsgetoeeat.i on unit 24b sets

the on-right- RN 845 to ,"Return reguired’. Mre
specifically, hﬁﬁﬁgeegghréﬂt I&bt ﬁﬁrﬁg‘? g&lﬁ‘tﬁéﬁ"lﬁﬁgﬁ Gen %'aétwd%@ eenhe

fol | ow ngpeaoduidetk usingA Ba80B PsebAed. by subtracting an original usage
status frompermtted reproduction time in an original usage rule is

| arger than (3 WedmmestiaperusagedfiiagoBdduceifbagtindicating whetkeni nal
! | _ CPer . $ Cfoot | : :
or g nafh€ coiibensnBUI G rHBIoqR FlnRdipFEl B mat fisind B L ense”

ef f ecti 88bpis istdredl. an ori gi nal usage rule. On the contrary, when the
maxi mum of the .remaining usage 20 rule is included in the term nal usage

rul e, nanely, $mﬁeHW'H§ &84 getHirReflah B Adins raidtaagvhireh dsi gairad usage
st at us i ' h d L O gt4 | N :anaeigina le is
cqual Loy SHE, I EUIAR GE86E g R4S Cand BT CBiS ToRSUsHRRIRAL, T 2
usage rigtairandlage844pia diagninditatongt i dtheansike el De8Ol shsulidheof 25

t term e rule is_sane t : iratiqon time of the |icense
e]t]fg'ct ir\tﬁe&ﬁjé}#@%?nt HFP&%Q&E’%E@ gége?”gﬁéslﬁﬁorﬁé'n'éﬁﬁﬁﬂo%n & 24b
sets thajlentabphpd@apse return flag 845 to "No return required”. The LD

80b is sent fromthe right managenent server 20b to 30 the user term nal
30b, and the Ubéhetenniighit-Bmse eptudncagaB45, information indicating

whether .the LD 80b needs to be returned to the right management
server 20b or not when the usage right lapses on the terminal is
15 stored. '
The original usage rule 85 includes a license effective period
851 and permitted reproduction time 852. In the license effective
period 851, the details of the license effective period 22241 in the
original usage rule 2224b stored in the LD database 22b are stored
20 as they are. In the permitted reproduction time 852, the details
- of the permitted reproduction time 22242 in the ori'ginal usage rule
2224b are stored as they are.’ .
o In the original usage status 86, the details of the original
. usage status 2226b stored in the LD database 22b., namely, the
25 status of actual past usage on the user terminal 30b, are stored as
they are. _
The terminal usage rule 87 includes a license effective
'perio_d 871 and a permitted reproduction time 872.
. _ In the license effective period 871, the period for which the
30 LD 80b is effective is stored.
In the permitted reproduction time 872, the cumulative time
- for which the content can be reproduced is stored.
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content using this LD 80b, and determ nes whether the Ob is to be
returned to the right managenent server 20b or not baségl\%ﬁ'emb&‘ﬁ%ﬁ
Novenber 2006 the on-usage-end return flag 844 and the on-right-1Iapse
return flag 845. The LD analysis unit 26b is a neans for analyzing the
details of the LD 80b returned fromthe user termnal 30b. 5 The LD update
unit 27b updates the details of the license data 222b when the LD 80b is

i ssued to the user termnal 30b or returned fromthe user term nal 30a.
The details df the tpdmid@aluwispgse drblsi 88 theecunmutativemtitneatafon uni t

10. " To Ko i Enitddctiohs b kng CohThR \Wainthinls 35 o i B usdh chenne

comuniteamiovali 30brifsaskofed. communicating with the user terminal 30b via
the transm ssio channel 40, anal yzes a request such as a LD issue request
70b and a L%nr gb@r rFQ'étiﬁlb%td%B’%%ﬁf‘ e BRe askev dofi dacrytingequest s
15 g he costeritdpnstdieat i on unit 23, the LT generation unit 24b, the LD
update unit 27b to perform processi ng dependi ng upon the analysis result,
di stribut es Herd,Ditsih whesrtiteedbyirhen Df theneeataimingniutsadyd rudet he user

300 vi Dhid dackaliipiRd, ftPmo the: eidiidle eatcs FufcrepA At dethBove
requesbriginaispoage vtatus 2 258651ieNnbeYindNgdkd Fm%h%pgé}&ﬁﬁawd%é%re of

the user termnal 30b will be explained. Fig. 24 1s a function | ock
di agr aft iRl dhenb Ds gengration 2mist24ibtsets the tdre-nigbt-lagse netusdb as

.18 P t Aol Breqlingdl il SR aiYoit ooy WBaBefirhy

st or ageequivied 308ihenaat leastivirrd bfathel FolloWiHy atelfueet urn unit 305b, a LD
~update unit ’gOGb, return flag judgnment unit 307b, a content 30
usage/ no- usade judgné’ﬁtluﬁnplbtémeﬁ, Y cabtiactong kep aciginal iugage

status from permitted reproduction time in an original usage rule is
Iarger' than (>) a value of permitted reproduction time in a
15 terminal usage rule, and '
2. An e-xpiration time of a iicenée effective period of a
terminal usage rule is set earlier than an expiration time of a
_l-icense effective period of an original usage rule.
On the contrary, when the maximum of the remaining usage
- 20 ruleis included in the terminal usage rule, namely, when the value
obtained by subtracting the original usage status from the
permitted reproduction time in-an original usage rule is equal to
(=) the value of the permitted r-eproduction time in the terminal
. usage rule and the expiration time of the license effective period of
25 the terminal usage rule is same as the expiration time of the
license effective period of the original usage rule, the LD
generation unit 24b sets the on-right-lapse return flag 845 to “No
return required”.
The LD 80b is sent from the right management server 20b to
30 the user terminal 30b, and the user terminal 30'b reproduces a
content using this LD 80b, and determines whether the LD 80b is to
be returned to the right management server 20b or not based on
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unit 309, a content decryption unit 310, a content repr%%gctl n|t 311,
a communication unit 312, and a GU 313. -48 15 Novermbdr 2oE& eTﬁ 0% ont ent
dat abase 301 is a dat abase for managi ng the content data 60 distributed
fromthe content server 10. The LD database 302b is a secure database for
managi ng LD 80b issued fromthe right managenent server 20b. 5 The
termnal ID/termnal capability storage unit 303b stores not only the
terminal: ID for identifying the user termnal 30b uniquely, but also
‘stores {he @uvuseserreda8ivrni flpgoBahandethet enntigdit-Bobse rateirnas

whet herg gg yger termnal 30b has a secure clock and whether the LD

dat abase Ogb can securely store data. 10 The LD acquisition unit 304b is a

nmeans for acdtiveily dmehidis b X619M Ehm &aabifoFedRaRBAY B Witafi@b. The
LD acqwfsg%l on ug L)d304b acquires the LD 80b by &eneratl ng a LD issue
request®¥ ERareturne cfrﬂﬁ'éthleghﬁern@fdgm B0barver 20b. 15 Fig..25

gondr at od by The TR SPARPEAIL£75  GHHRLES, fhel derails {RTHE JiEBNER, 7o
r equestddGb 222b webera the LEs86b IQQS@BEdi terthd iugler’drmindeBOM@r | D 72,

a content,. 1D 7 and ter m pal hility 75. 20 In the LD issue request
i dent i fiEHTRRG ﬂ%r% iUREr %T’E‘é’f‘gﬂg?’o@hatﬂ?%l@e%i% afsthe wpdadge

requestwifPpd éxgﬂgmégqq,te}n the termnal. 1D 72, the termnal ID of the
user term nal whi ch sends the LD issue request 70b is described. In

the content [ 3co i woitasian | Ondf 28 eceomamicatteshwith Bver egreduced
U169, YRFhRA%o b B RS HA RS ST AN ol B RSP S Rp ek BREDT L
| D/ ter Ithleatoﬁmmh’u'clafti'oﬁttml@% WHlEh:’l‘@:’%’ c'o"‘m?ﬁgh tidRCinterF§ELBrUNi t.
305b is a nmeans far returning LD 8 to 30 the right managenment server
20b. communicating with the user termlnal 30b via the transmission
channel 40, analyzes a request such as a LD issue request 70b and
a LD return request 90b sent from the user terminal 30b, requests
15 the user identification unit 23, the LT generation unit 24b, the LD
update unit 27b to perfbrm processihg' depending upon the
analysis result, distributes the LD 80b generated by the LD
generation unit 24b to the user tefminal 30b, or carries out cipher
- communication with the user terminal 30b via the SAC established
.20 between them after encrypting the above request or response with
a session key. ' '
Next, the specific structure of the user terminal 30b will be
| explained.
Fig. 24 is a functional block diagram showing the specific
.25 structure of the user terminal 30b as shown in Fig. 18.
In Fig. 24, the user terminal 30b includes a content database
-301, a LD database 302b, a terminal I-D/terminal capability storage
unit 303b, a LD acquisition unit 304b, a LD return unit 305b, a LD.
- update unit 306b, a return flag judgment unit 307b, a content
- 30 usage/no-usage judgment unit 308b, a decryption key acquisition
unit 309, a content decryption unit 310, a content reproduction
unit 311, a communication unit 312, and a GUI 313.
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The LD return unit 3.05b returns the LD 80b by generating.a LD return
request 90b and sending it to the right managenent - 49> MoveBberBI6 2006
server 20b. Fig. 26 is a diagram show ng the specific structure of the LT
return request 90b generated by the LD return unit 305b. In Fig. 26, the LD
return request 90b includes a LD return 5 request identifier 91b, a
termnal 1D 92 and LD 93b. In the LD return request identifier 91b,
information _indicating that this data is a LD return request 90b is
described. (e Kontant detalaoe, 30 heist ar dababakB 66r trhanmgng enai nal

30D, ' i o the termnal | P/terninal capability storage 10
uni t \é\%lgbme{%raég%?%g&ﬁﬁé' Lﬁer(g}fﬁ?ﬂq rtg/&u%%g}@@ ﬁg%ﬁs&pi-%ed. Ingt he LD
93b, the LD UThebeDr dbtabedd 3099554 bbedc@se idatabasd f6r lfPaH%gﬂﬁg I4pi t 306b
is a s for ypdating the details of the LD 80b. To be nore Specific,

the LD ageuad frosncke péghsrmanaeeswnthgesvernd@bnent i ng the val ue of

t he; t er m nal ' 4.1t b_ by the ti. act ual
' reepsr oductionT%gf‘f%'?ﬂ?g%ES ucﬁﬁg‘lIé\%(:loéhe%%ﬁlﬁgh%tcir@[qﬁ HW%B&&H\E% uni t
. 307b i sk wedys ther tendgined IDhdoheidéhEfin Botheeadert eeRfingl Wowd to the
.right mana server 20b or not. wth reference to the on-usage-end

enent
ret ur-nunlaée Yo Bty s Steresniniadvanssssheecanabildy ofsthe user LD 8ob.
The co ir n ' [ [ud¢ r ont ent
can beﬁ?gﬁggﬁ%b?u%ﬁ@% \{Vﬁ%&@?ﬁer teﬁln(gel}%eén%:reﬁ"l‘lﬂ?g?n%%$§c§%€§r%eri od
871 an@ladie aset whether diveodliix td ata B see 3002 candl sidturiedynétegle dsege st at us

88 n the L .~25_The .cont ent. /.)no-usage judgnent unit 308b judges
tﬁglt t he coﬁg%ﬁ'@a%c%ﬂ"%'g}ﬂ%dﬂyégfﬁgdst%@%gﬂgerﬂrg@F_Fh‘a"T'?Q/\mﬂil@J t he
11 censgogf fRsih tve Reghecnibiladamefe setvie phpthe termnal usage status 88

is less than _the permtted reproduction tine 872. Note that it is assumed
that the usefhgeld® na@caquisition aunitockOfbnadquires 1302t het 80b dpnt ent

usage/ gandtadtnd WP skt rg%%%s(i:at}o%c uriugesending it to the right
management server 20b.
15 Fig. 25 is a diagram showing the specific structure of the LD
issue request 70b g_eneréted by the LD acduisition"Unit 304b.
In Fig. 25, the LD .issue request 70b includes a LD issue
._req'uest identifier 71b, a terminal ID 72, a content ID 73 and a
-terminal capability 75.
20 - . Inthe LD issue request identifier 71b, information indicating
- that this data is a LD issue request 70b is described.
In the terminal ID 72, the terminal ID of the user terminal
30b which sends the LD issue request 70b is described.
In the content ID 73, the content ID of the content which is
25 reproduced using the LD 80b to be acquired is described.
' In the terminal capability 75, the terminal capability which is
stored.in advance in the terminal ID/terminal capability storage
unit 303b is stored. | o
_ The LD return unit 305b is a means for returning LD 80b to
30 ' the right management server 20b. |
The LD return unit 305b returns the LD 80b by generating a
LD return request 90b and sending it to the right mahagemen_t
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he present tinme. Note that when the user term nal 30a dges not have a
E|OCE -50 15 Novenber 2006 function, the user terni ndP No®gmhey 2006
structured so as to judge whether the content can be reproduced or not
based on the permtted reproduction tine 872 in the LD 80b by overriding
the license effective period 871, or judge that the content cannot be 5
reproduced unconditionally. The decryption key acquisition unit 309 is a
neans fQiy, QBE;ing a content decryption key for decrypting a content..
The content decryption unit 310 is a neans for retrieving a content from

the content dagal®sés3DYiagehHeshRyi th@esRéQi#@%ftm&ﬁﬂiB@tt?{H | $2 using
t he cont%nt decréption key 89 acquire by the decryption key acquisition

uni t 30§tUTReYHeERIO0R deseratash wnithesLD returmetnis 3@5b. r epr oduci ng t he

content decrypt b h cryptio it . 310, and sic and vi deo
"is outputt edxpr ggq'a&sﬁtﬁegkéﬁ‘q%remauﬂ%sﬁfg’gwesniéwt%é?gﬁ‘d%ta_ gﬁ&ﬁgpﬁn_t he
fi dur esequestciemtificat Dab, uniteratiddisIR 9Bamsdf oD g3pnunicating wth the
content serv a the ri ght managenent server 20b via the

transni ssi on‘féh; Y . FRUp nﬁ‘?@(‘)’@é@cim%tiﬁﬁé %bﬁwrﬁhﬁ%m‘:a:i?mister\?;érz

. n-tharine! t .

15 and ThHA GRat TS BR8 [ 8 LECTORTH Tefleh Yoblis dBstP e o

and anal yzeénrﬁs@dﬁgmirml?w egzﬁmhtegnﬁrdﬁhal ao sﬁ?thséé:u%érﬁ gggﬁqr\mhest .
. . . I.1 nagene £l )

¢ ﬁgvggﬁt@mf‘%&{:ﬁ)ﬂgg@t"i’%"E'[F_@QL 'E{Pd{]géhﬁﬁﬁr el ppnbilitynaterageul 313

{8 0per nltTBO3isesoF e itepRy thad DPASIAT redt 0B RSHESCHiAYS Lhe LD

i ssue request 70a generated by the LD acquisition uni and the LD
return r gque%‘ﬂ t@&%&@&b}tﬁw Y tohbe peterned isndesabed ast teig.i ght

managenent 3b15arenboaEE Nt 30BBAR o PR (68 oA abeg therdarals | O

encrypof the LD 80b. To be more specific, the LD update unit 306b

performs processing of incrementing the value of the terminal

15 usage status 88 in the LD 80b by the time of 'actual reproduction
after reproducing a contént.

The return flag judgment unit 307b is a means for judging
whether the LD 80b needs to be returned to the right management

- server 20b or not with reference to the on-usage-end return flag

20 844 and the on-right-lapse return flag 845 in the LD 80b.

The content usage/no-usage judgment unit 308b judges
whether the content can be ;reprod-uced or not with reference to the
license effective period 871 and the permitted reproduction time

872 and the terminal usage status 88 in the LD 80b.

25 The content usage/no-usage judgment unit 308b judges
that the content can be reproduced when the present time is within
the license effective period 871 and the value of the terminal usage
status 88 is less than the permitted reproduction time 872. Note
that it is assumed that the user terminal 30b has a clock function so

- 30 that the content usage/no-usage judgment unit 308b can acquire

the present time.

Note that when the User terminal 30a does not have a clock
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- the above-nentioned requests and responses with a session key. The. GU
313 is a user interface utilizing a graphics function LIovesiigyd@dher 2006

~of a conputer. Next, the operation of the digital content distribution
system 1lb will be explained. First, a LD acquisition process in which the
user termnal 30b 5 acquires LD 80b fromthe right managenent server 20b
in the digital content distribution system1lb in the second enbodi nent
will be_expl.ained with reference to a flowhart in Fig. 27. Fig. 27 is a

t 1 onchaf{NSHOR 1€ Hesep&eamig! 63 0ahmayD bexsquiictu femh g aselss jutigeOn a

menu SCHARIt SHHRWN Q. : r l e, when the user $ clicks an
"Acquire LD' button %gﬁtgggdcéﬁqlﬁe?ersee‘iwﬁ"gggn ol ﬁ?ea%%ﬁilteﬁt H& a
stored perntittedrteprodiactibas tirde1870i il ted D rBEb! by lof@riRy ithe LD
acquisiI re which is activated by the click to

t sh
sel ect H\ H%%ﬁ‘%@eﬁt@:tg\g‘? aﬁ%\ﬁ\f)néingﬁelrlQr'M%ettdﬁtebh@dg@@telﬂh§amdbbei sition

I nskr ucteprbditeeddi AgoftiorRNiwnt | D of the selected content data is
i nputted ['?:)b the LD acquisiti on)euni t 304b via the GQUI 313, and thus the LD

acqui sition Bﬂ@céﬁsirb@té(mckeg‘d;actdmilsitrieneiuxhitoB(lSheisLla andd s tiogh
i nstructlion. f t S .20 $.vigthe GU 313, the LD acquisition unit

304b ggén% a'tr('aléggé L%enfesrgﬂgerc&@zgqn% EHE deqapting 8 ¢pRteNght managenent
server 20b  Vithe idunEaWIIRCHDLY Uit 318 (SA0MdantR6E retricfifigng! 1D

pre-stored in the termnal IDtermnal capability s ge unit Is set
as t he.CQMERhafram 7he ncondend detabase 3HylesindOdeseyptiryg t bier i ght

gegyt .ent included in the. LD acquisition
i”ﬁi;l?r uct | Orﬁe\gfnflpﬁlgg@st?rf%ﬁ?]stligtcog@e[r&eggsmgﬂpnl EQY§&§W%r?€r ni nal
- capabi byt yhprdestppeibn ikey beduisrioal uhY 8ergri nal capability storage unit
303b is set the terminal capability 75. 30 Upon receipt of the LD issue
request 70b 3;‘?}; t fontent reproduction” unit 311 is a means for
reproducing the content decrypted by the content decryption unit
310, and music and video is outputted from a speaker or a display

15 - thereof not shown in the figures.

The communication unit 312 is a means for communicai‘.ing
with the content server 10 and the right management server 20b
via the transmission channel 40. To be more specific, t.he
'communicatiqn unit 312 is a communication interface that

20 communicates with the content server 10 and the right

| management server 20b via the transmission channel 40, and

analyzes responses such as content data 60 sent from the content

server 10 and LD 80b sent from the right management server 20D,

- requests the content database 301, the LD acquisition unit 304b

25 and the GUI 313 to perform processihg depending upon the
analysis result, sends the LD issue request 70a generated by the .

LD acquisition unit 304b and the LD return request 90a generated

by the LD return unit 305b to the right management server 20b, or

carries out cipher communication with the right management

30 server 20b via the SAC established between them after encrypting

the above-mentioned requests and responses with a session key.

The GUI 313 is a user interface ufilizing a graphics function
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comuni cation unit 28, the user identification unit 23 of .the right
managenent server 20b identifies the terminal ID includedVpyembps20062 15
Novenber 2006 received LD issue request 70b (S2002). After the
identification of the termnal 1D, the user identification unit 23 judges
whether the termnal ID of the user term nal 30b used by the user /3 who
wants the LD 80b to be issued is stored in the user information 5 database
21 or n .th reference to the user information database 21 (S2003). Wen
t he ter(r’# ﬁ\gg:(t’mli”iﬁrl'uded in the LD issue request 70b is not stored in the

user i nf or maityet den @laseratioAto RNEHibltaticddnd HIFBLHAP S Br00%) .

that is, when the user 8 cannot be 10 Tdentifie I de ication
uni t 23lRoMH| b& exphaingdr .8 as unauthorized user for this di gital

content di st rd; [ .and notifies th er term nal_ 30b that
the LD calnflotFjl %’:%ggé%h%k?ﬂg poﬁ%ssn{éhiﬁf S‘\ﬁﬁﬂeﬁ‘%ﬁ@qre?%rﬁé'l‘a! BOPncl uded
in She ddyuiseseLDr @piostroidbthe sigtiednbhddEnisst daIBIgPndghabase 21

(Yes in,.15 2003%, the user identitication unit 23 acquires the user ID
associ &iGHali epnteat [dstributiop sviatemy it é8 the sexgpdeembodiment 24b of

t he acqui i | f .t en 1D fr t user

~ldenti ??Iié[itﬁi@oﬁim?'tr%%g?&?hégf%egi%éértgt$§:ﬁ8§’rﬁqa'§4ﬂ" %rt?gg Wi th reference
to the |icenfég. 207dés aadélembebhar@2shadhietidicopbegativh 06 aHOb pan be
issuedﬁt%r nat,.. (S2004). This judgnent is actually made based on the

j udgnme ISIHRPHRFOGS2S user 1D notified by the user identification unit

230 s storedQOm 4 hgehi a - r ] ment of
whet her the user 6 Smugg?ﬁge i%gnﬁé?@?gﬁz@% %ﬁvﬁ"z?gia@w%wgfe\ for the
cont entheddsert Pedcligks anc*Aoquine U tuttiorc|3@8bg andt hequiréssiup request

70b. T i h | it 24b fi | ud whet h
(he” usSTOTLARAEPBPETE (< nre b datoe SEOERA N, Pt sontent database T bd | n the
i censdishlay athimbaist fa2n oh tHd LDMequidiideiddrietth Eﬁ%‘%rsﬂ&inslaéwr ed, the

LD generation 30 unit 24b {udge_s whet her the license data including the
cont enWhigh Is activated by the click to select the content data which he

15  wants to reproduce, the LD acquisition instruction including the
content ID of the selected content data is inputted to the LD
acquisition unit 304b via the GUI 313, and thus the LD acquisition
process is executed.

Upon receipt of the LD acquisition instruction from the user
20 B via the GUI 313, the LD acquisition unit 304b generates a LD
- issue request 70b and sends it to the right management server 20b

via the communication unit 312 (52001).
| Here, a terminal ID pre-stored in the terminal ID/terminal
‘capability storage unit 303b is set as the terminal ID 72 in the LD
25 issue request 70b sent to the right management server 20b, a
content ID included in the LD acquisition instruction from the user
B is set as the content ID 73,_and a terminal capability pre-stored
“in the terminal ID/terminal capability storage unit 303b is set as

- the terminal capability 75.

30 Upon receipt of the LD issue request 70b via the
communication unit 28, the user identification unit 23 of the right
management server 20b identifies the terminal ID included in the
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included in the LD issue request 70b is stored or not. In the case where
the |icense data is stored and the terninal -53 15 NoVerheyenippg006
capability included in the LD issue request 70b indicates that the

term nal does not have a secure clock, when the present time is wthin the
| i cense effective period 22241 and a val ue obtained by subtracting the
original usage status 2226b fromthe permtted 5 reproduction tine 22242 is

| arger than. 0, . namely, the erm't{bﬁgs reproduction tinme remains, the LD
~gener at [BhelfRq Liyps "ﬂféld&gtf@l%\tt 700neSEB0ZR bAfteysthe idansficationmef case
where t I atf I t eral Bal s W L,hdicat es
t hat t hgﬁteeﬁr_eﬁ?ﬁgfalﬂgz’ zgh%slé%%?éagpgcm&?ég\/ﬁgnﬁPﬁeﬂgr‘blg@ﬁégt*%ﬂ]sepggr i er
t han t hteexpnahtiDrofidhe mserf tereninaled3db aisedt byether usdr2&24whand t he

permtt reproduct i t remai ng,. the LD ,generation unit 24b judges

t hat tﬁ%q_tﬁ g[ﬂﬁ E@ ?@&é&%%‘%ﬁ%‘%ﬁ '(,5a§§9fefjh'é‘ Ebegé'§@FatﬂftMr'ﬂ|ﬁF'Pn24b
judges dhadbhke 2D gaABetwRe Fefire etuéri t cannot
be issued {No i n S2004), thtS ":he Lgcggllg?gFi %ﬁéﬁmlt 4BE@1giag§rH§Qtehat t he

user is2&n(24PMeh)i-zed "user for this digital content distribution systemlb
but th [ | 4 igh d I. d d | fi th
user  tor i nal Vi Pt bR IntiboRd hbBedD isSHRia e GaObl 15 ny of

the ‘camet stoeed imahesersdrDinfoirniatidr databisd oo dsdantédikabf Qheuni t 20

23 is not,stored in the license data database 22b, the |icense data
‘i ncl udiH{gdﬂmﬁf&%r{t'@ht'.n |52>259§4 udEaat nisy hwheni theeusegudst caopotts beot

tpped, idditi ' i §.0uUE: Of ' ffecti) i 0d,22241, d
ot Der ndetiReE Ate UsEE Ideftification Lnt S Cotuidi] Vi e TaoRs T
noti f i esnabthosizred arsemdbr3Hist digithhecditearaneRstibutdn

d argen : i%@,@n ©p the
ot her hand, en it is judged that the LD can be issued (Yes in S2004),
t he LD%%ag'PgE'i?Eﬁ? &Hﬁt usgh ‘%ﬁ(@?ﬂ’t‘f@% thad. H%eils@u‘é@nﬂgltdéﬂéﬁéﬂliec% process
Otnds" O 109 08t hEAWIES BEHSPILT I SRR TRREN B
noti fi gequest (M isatored in the user information database 21 (Yes in

15 S2003), the user identification unit 23 acquires the user ID
associated with the terminal ID and notifies the LD generation unit
24b of the acquired user ID.

. Upon receipt of the user ID from the user identification unit
23, the LD generation unit 24b judges with reference to the license
20 data database 22b whether the license data 80b can be issued or
not (S2004). This judgment is actually made based on the
‘judgment of whether the user ID notified by the user identification
unit 23 is stored in the license data database 22b or not, or the
judgment of whether the user B8 owns the license data 222b which
25 is effective for the content identified with the content ID 73
“included in the LD issue request 70b. To be more specific, the LD
genera_tion unit 24b first judges whether the user ID notified from-
the user identifi.cati_on unit 23 is stored in the license data database
22b or not. When the notified user ID is stored, the LD generation
30 unit 24b judges whether the license data includi'ng the content ID

included in the LD issue request 70b is stored or not.
In the case where the license data is stored and the terminal
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identification unit 23 is stored in the |icense data database 22bh, the

| icense data including the content ID included in the U e er2§Q§ 15
Novenmber 2006 request 70b, the present tine is within the |icense
effective period 22241 and the permtted reproduction tinme remains, the LD
generation unit 24b executes the to-be-issued LD generation process. 5
Fig. 29 is a flowhart show ng the subroutine in the to-be-issued LD

gener at ¢ S 4,0 FEi Ln.thi brouti.ne, the LD
Gener at | ahe APV EMFRd i, e R el ity &zt ind oy TRet b 1
whi ch itenmeimialodods omtt have acseseardathclat altase 22D pae e t8limboide

the LD generation unit 24b stores

i ssued ‘&qﬁm%‘ :r)re 10 eci fical I,g,

the Iicghsd™ P& &%%@e&fﬁggﬁwq BEsi0dhé2RAde pd @avalve abtaiggstbivel y as
the |i 4 i n el of the
Dot poracthrthenoriiiab sage biafis 22068° shoGE IS RIS O
data 22EPRduedopobiraat 282« dsi argesy thanoD, t hemdlydiihe Pemmittad t he

i gi effecti i od_and i tted duct |
e " ertiRAT i hime FENSES L ERE S e Rav O uBE Thb Blasesitnate Lo "
© 80b, arthesLO eant be wduEdal Al8agansHRe sa e vsﬁﬁre ltheeNeendd aatg4e as the

ori gi nal usgge status 86 of the LD 80b. Next, the LD generation unit 24b
set's t REOoredndRdithe sgemipel canahiditysindicates tbagothe bebmingd deas ao " 0"

- (S2102 ' i §. 24b. refers to the rule tahl.e 22c
\(/\,hi ch )hsaesc eeﬁlée%l g%l%@qg{se?#dﬁ%%eg{y g’fgééflggf{'eﬁntg‘agbiget REPR A ANl

- uslHye  tine asf tihe tlicenpel effegeveulpefddoi22a1LRRPbLRe mitgegd
accordi n% to the referred ruje (8210;31. 25. After setting the term nal

“usage FEPEOGULETOR Femansunthe Lygenemtien und 24hadidges dbage

usage Taor st TRsURd] B Kty BdsBEe R LB 0B aRR Mk TR cader
84 of fHdges tizgab the b® casuwet be fwsedsd er ni ned val ues (S2105) and further
30 executes WP IS Ulgedrar SleLD tihathe 189 e S n S 2854) "
‘15 the LD generation unit 24b considers that the user is an authorized
“user for this digital content distribution systém 1b but there 'ei'ists
no license data which is to be issued, and notifies the user terminal
30b that the LD cannot be issued. In other words, in any of the
.cases where the user ID notified from the user identification unit
20 23 is not stored inthe license data database 22b, the license data
- including the content ID included in the LD issue request 70b is not
- stored, the present time is out of the license effective period 22241,
and no permitted reproduction time remains, the LD generation
- . -unit 24b notifies the user terminal 30b that the LD cannot be
25 issued.
On the other hand, when it is judged that the LD can be
- -issued (Yes in S2004), the LD generation unit 24b executes the
to-be-issued LD generation process of generating the LD 80b to be
| issued to the user terminal 30b which sends the LD issue request
.30 70b. More specifically, when the user ID notified from the user
~ identification unit 23 is stored in the license data database 22b, the
license data including the content ID included in the LD issue
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the on-right-lapse return flag 845 to a predeterm ned val ue S2106) so as
to generate the LD 80b to be issued, and then -55 15 Pllg\}\gﬁﬁg‘ﬁ’eﬁé@ﬁg

returns to the nmain routine as shown in Fig. 27. Fig. 30 is a flowhart
showi ng the subroutine in the inmediate usage flag/on-usage-end return
flag setting process (S2105) as shown in Fig. 29. 5 The LD generation unit
24b first judges whether the LD to be issued should be used i medi ately or

not (S2111). g iDJ gnent i s made based on the termnal capability
i ncl udd@aeshd O H'&%d)efesleé’tfu@ﬁ'@'@bmtﬂbﬂ Umrlrmeawsa/wéfecﬂmemtaold i s used

med t I o] 0b
ot naa2td (F8URRe, WekRIRAE | reaPallckdn Plith8ly Yé?ﬁéhﬁizi‘?f%a he LD
generatg@meualtlbmmbnstethh@xemadasatm@sagebéLg@dgd "'oY C?@;eésambg

on- usage- end return flag to "Return required" (S2112), returns to the
subr out & shown in Fi g. 29. On the other hand, when the LD 80b does not

neeg to v £, ul 4Bl 46 BlondiacuiRwiig A BAbrhBpRie | 1Y RE (e

user terminal 30b indicates that it has a cure c
LD gendPabiecissued lZngjEO@gétlomam@e&sr (SdtOQFn)salstbbwn dnbéig.r27ur ned at

of t ho-on- usdBe {8 s 4BFPATie.g the, 4t € raRisth VRIE2AD SO SUREHS: ho L
is ret urm@uatbeaggdcrétémw|uﬁm uS¥eSI D W IRFCH- 33 reb'&%hPfB@ﬁ?'&ﬁé' on unit

- 24b sets the imedi ate usage flag OFF", sets the on-usage-end return
flag tdicemse data Qéﬁﬁbé@e ggblaﬁ)LDaﬁabréQ brendsswedhS2U0AJut iMeras shown

o2 T spectfically: (&t g dAblatiby Blibr2d P atei thELIERREeTtR Mo ot o
~usage thegcmntéﬁt:HD ofdite licenye daage22D® FespebtiMelyg ad @heNdcEREET N

requir 2115), and returns_to the subroutine as shown in Fig. 29. Fig.
31is igf ﬁ%ﬁc zﬂcl thRoGPREENRd R §4 201 Haeilicense eadari§qmt ﬂa@skaDret urn

flag sgigh t8 Beaseted,S2t0Rs BReSEOHRhE dd& yption key of the license
data 222b as the content decryption key 89 of the LD 80b, stores
15 the original usage rule (license effective period and permitted
reproduction time) of the license data 222b as the original usage"
rule 85 of the LD 80b, and stores the original usage status of the
license data 222b as the original usage status 86 of the LD 80b.
Next, the LD generation unit 24b sets the terminal usage

20 status 88 of- the LD 80b to be issued to “0” (52102).

‘Then, the LD generation unit 24b refers to the rule table 22¢
which has been explained usin-g Fig. 22 (52103), and sets the
terminal usage rule as the terminal usage rule 87 of the LD 80b to
be issued according to the referred rule (S2104).

25 .After setting the terminal usage rule, the LD generation unit
24b executes the immediate usage flag/on-usage-end return flag
setting process of setting the immediate usage flag 843 and the
on-usage-end return flag 844 of the license header 84 of the LD
80b to be issued to predetermined values (S2105) and further

30 executes the on-right-lapse return flag setting process of setting
 the on-right-lapse return flag 845 to a predetermined value
(52106) so as to generate the LD 80b to be issued, and then
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29. The LD generation unit 24b judges whet her the maxi of -56 15
Novenber 2006 the remaining usage rule cal cul ated basggrﬁﬂi’emérg(?% I nal
usage rule 2224b and the original usage status 2226b is included in the
term nal usage .rule or not (S2121). Wen the maxi mum of the renaining
usage rule is not included in the termi nal usage rule (No 5 in S2121), the
LD generation unit 24b sets the on-right-lapse return flag 845 of the LD
80b to " eturntr ui red" [()82122 , an returns to_the nain routine as shown
in Fi gle3%rnpt %gﬁ§ MR bAUEIHhAS §POW R dPuFigf Pdg 845 to "Return

FTant remai nt 010 Secsusg thoeastn SR BRI E tny Shey the
ot her haymediptéa tisagenXiagfoontushge-era nietyrnusbag settings pirocksded in

the term sage,rule .(Yes.in S2121), the LD generation unit 24b. sets

t he on-(gzzgﬂbbja%géhro&'ar'& Ff%g 45 of the LD 80b to "No return required"

(SH.23), and e umgeh‘érblg.ﬂ)n ukfit B4 B At Ui és v@ﬁémelf?ﬂg'lgb to/beAf ter
e e

generating the LD 80b to be issued as described above, > LD generation
uni t 2k@Rdgheutdbe useddmmadiatelporinstéd2 Ik b)n t Aidis ijudgspedst a

dat ab - . | it del he .l i d whi ch i
The ool (Bagd Bt o Enf B8R Etaddby g Mdlbdattind¥iD e rnse ' °
22b. Neoéquidstt 70be fosegxadhphksocivahes whé b B0obiicenseddiahmddidtelydel et ed

may be, del et ed #}oget her wth the |license data fromthe |icense data
dat abaBECEMse Apecterdpingl fgpakility @hébedusar tenminalAbrimdisatesi t 24b

Z1henmnakTR a0ee whgt W90 {Seble SiSek YRSl A el B v
-the |igensrativa uriérztb lset sahenimanediate ush g fl asptotd ebostisene, the LD
T A R LR R S A L
returns to the subroutine as shown in Fig. 29.
On the other hand, when the LD 80b does not need to be
15 used immediately because the terminal capability of the user
terminal 30b indicates that it has a secure clock (Noin S2111), the
LD generation unit 24b judges whether or not the LD should be
returned at the end of the usage (52113). This judgment is made
based on the details of the on-usage-end return flag 2222c as
20 -shown in Fig. 22. When the LD is returned at the end of the usage
(Yes in S2113), the LD generation unit 24b sets the immediate
usage flag to "OFF”, sets the on-usage-end return flag to “Return
required” (S2114), and returns to the subroutine as shown in Fig.
29. On the other hand, when the LD is not returned at the end of
25 the usage (No in S2113), the LD generation unit 24b sets the
' immediate usage flag to "OFF”, sets the on-usage-end return flag
to “No return required” (S2115), and returns to the subroutine as
shown in Fig. 29.
Fig. 31 is a flowchart showing the subroutine in the
30 on-right-lapse return flag setting process (52106) as shown in Fig.
29,
The LD generation unit 24b judges whethér the maximum of
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the LD 80b is corrupted in the mddle of transm ssion L er 2006
thereof due to a failure of the transm ssion channel 40 or the |ike. Upon
recei-pt of the LD 80b sent fromthe right nanagenent server 20b via the
comuni cation unit 312 (S2008), the LD acquisition unit 304b of the user

term nal 30b judges whether the 5 inmmedi ate usage flag 843 is set to "ON'

or not . i di f 843 i,s not set.to "ON' as a
resul t t&%?%zﬁafmdn{he??\b | §%§3§§a€%ﬁ£éﬁa§d MG K9 RS9 age
flag 840ei222¢kb tand ORE oridigdiuaagel stdtnn 201 6b4e3thdlLidees ih g ecei ved

LD 80b.,in the LD dat aba?e 302b (8201]2%. After that, the LD 10 acquisition
“unit 3CEHMRIAk HeagdeEulg R MPYi($3We1%u When fbe rmaximedni of tihen of t he

LD. 80b ' 11 Sit . th
nand. weensPIHE g PSR hor aeBiith g B Rl PRaa CPUlCRME oF" e
judgmenn O¥EE2iln, H0OD endematioh aogi 24th wetsuthie IHHrighssepdehe

éfgfi v §ehPnofidd 3de' QB TD BR3R 0] R aEE e G et L Bat T el onge
: N _ .
j udgmeretuvAkt t308Ret PnBIECHS Gt £ONERHvA Q@Ecrgggt%gg Oggg_%%;% ;ﬁswea

reproduci ng the content associated wth this
resul t ON1gBtnapsfededurnhftag B45010i $Retorad requihedl’ On datddrade 302b

when t r rJm a ecure .cloc nd the acquired LD 80b is
consumes T ELhE Y g, IRBsE T SEEYEHAVE Y BiChondl BElt tShans
- tdrper begaafse apreolOc 80N Hagma aouble-Ry éhetpgefuter mnal 30b can be
prevented. .25 On the other hand, when it is judged in Step S2003 or S2004

that LD cann&N pidhe other, hawrd, pvheduithe imaximumsefbthecsevesindanglLD
no-1i ss [ f1.0 h k ght Vv ) I hi s
case, P%g rgﬁau'issm(}lg?%dngﬁ Eﬁgb no H?%'ezﬁjﬁié u@gg é\gggﬁé S?r}gﬁcjal 313
that t hbeUlD8gbneaxatiuin hnia@ubrssts thd enddgthelaPée peeaeasilag. 845

of the LD 80b to “No return required” (S2123), and returns to the.

15 main routine as shown in Fig. 27.

LD 80b. In this case, LD 80b can be rei ssuéd securely evsgg in a e where
ovaniygs 20RG

After generating the LD 80b to be is’suéd as described above,
the LD generation unit 24b deletes the license data to be issued
from the Iic'ense data database 22b (S2006). In other words, it
deletes the license data which is the source of generating the LD

20 80b.from the license data database 22b.
| Note that the user ID associated with the license data to be
deleted may be deleted togethef with the license data from the
license data database 22b.

After deleting the license data, the LD generation unit 24b

25 sends the generated LD 80b to the user terminal 30b via the
communication unit 28 (52007).

Note that the LD 80b is sent after deleting the license data
here, but as a variation of the second embodiment, the LD 80b may
_be deleted after sending the LD 80b to the user terminal 30b and

30 receiving a message from the user terminal 30b of its receipt of the
LD 80b. 1In this case, LD 80b can be reissued securely even in a
case where the LD 80b is corrupted in the middle of transmission
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Note that the LD issue request 70b is sent via the SAC established between
the communication unit 312 of the user -58 15 Novenberl>2p@mbes2fdhal 30b
and the comuni cation unit 28 of the right rranagene_nt server 20b. Next, a
content reproduction process in which the user terninal 30b reproduces a
content using LD 80b in the digital 5 content distribution systeml|b of

t he second enbodi rrent will be explained with reference toht he flowchart of
Fi 3 a fI vvchar howi ng the operation of the content

regr odﬁ'ﬁ: %ofp% é’rﬁeﬂ E@r‘é@ﬁ‘%é“%ﬂ@\ﬂwcﬁﬁnﬁed 10 ®r the lkewnpl e,
when 10 the Upen $eééi;§ﬂ<§f%heREQr8@%C§eﬁPrﬁ6m thBUibAR mdha AR eCts
one content which he wants to reproduce from anong tHe conte

stored $ \{%e 20kt e ddiebesmBomnidasiprayaait n342 i(S2008 ) td‘neth content

d her,e whi c i vated b cI i ck of
the. ~ renc STRIERE \REET P08 Rebe ARG eriminia) ot Bh fidgs S atize et thet r ot on
i ncGudiingmédiatentsage ﬂ’angHBGisﬁ%t‘%ﬁ@'ﬂtm(gﬁbﬁg)s 'Wﬁ?ﬁeto the
LD acqul Sition unit 304b VI a_the GU 313, and thus the content

repr odU&t l3tscdisage flage8deds upbnsebds p ON)f afhea desudhtof &beoduct i on

nstru ng].nf h ent usage/ no-usage
'J!udgmeﬁrUI ni terrgggy%giﬁaﬁ‘%gzﬁj $E')|ﬁ %'h I%Jé ﬁ?s!nilﬂ'eecﬁ%gédﬂ)sagg égat ed.
wi th t 4 3datsatt toOFF Y, itdaeulsBra@qutlert anieg03biseoreNth8eddaigatabase
e exists no desired LD 80b in the LD database

ggzgogg‘ﬂoﬁg giﬁtothﬁ ﬁin t%ﬁ%ﬁgéq%gﬁﬁﬁg 100kt Abmys phadestheelDeont ent
La80, deyuiBiton Uit MY HOUARINE YRGS 4 N6id thetGllt! 315 t'he, 300D 1O

execut e aut omati cal he LD acquisifion process which 75 st to the
LD acq@CﬂulS(b'HOplrof:é e kb 8Bbvis ¢ompteged?2 and2aeR) thand pudadsitibat her t he
LD 80bpq,%tge%sbe acquired 30 or not (S2203). _
On the other hand, when the immediate usage flag 843 is set
to "ON" as a result of the judgment (Yes in S$2009), the LD
15 acquisi_tiOn___u'nit 304b passes the received LD 80b to the content
usage/no-usage judgment unit 308b without storing it in the LD
database 302b, and causes the content usage/no-usage judgment
unit 308b to execute the content reproduction process of
reproducing the content associated with this LD 80b (S2011).
20 As a result, it is managed' so that LD 80b is stored in the LD
database 302b when the user terminal 30b has a secure clock and
the acquired LD 80b is consumed immediately when it does not
“have a secure clock, and thus tampering of reproduction_time or LD. |
on the user terminal 30b can be prevented.
25 On the other hand, when it is judged in Step S2003 or S2004
' that LD cannot be issued, the LD acquisition unit 304b receives a
LD no-issue notice from the right management server 20b (52012).
In this case, the LD acquisition unit 304b notifies the user 8 via
the GUI 313 that the LD 80b cannot be acquired, and ends the
30 processing.
Note that the LD issue request 70b is sent via the SAC
established between the communication unit 312 of the user
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Wien it is judged that the the LD 80b could not be acqulirgggl (Na_in
S2203), the content usage/ no-usage judgnent unit 308b SaSovermnbgs ¢@%%er 2006
notifies the user 8 via the GQU 313 that the content cannot be reproduced,
and ends the content reproduction process. On the other hand, either when
there exists LD 80b in the LD database 302b (Yes in S2201) or when
acquisition of the LD 80b is 5 succeeded by executing the LD acquisition

proces i 03 he, cont ent _usage/ no-usage j.udg t.,unit. 308b

judgesstv‘\:i(rt\(ﬁisnér’{e]f gr%@ncéntot) ?ﬂ% dé?g]rlné”’ﬂgaf'&n Llﬂrggb etHerth%e M@t ent can
be repmahegdnentcieryy®?208b. This judgnment is nade with reference to the
| icense effective period 871 and the permtted reproduction 10 tinme 872 in

‘the terminal N€XEe ? ufengentafgprad ukion narogesge inswdigh ghe rusere. LD
B s SN SO bFodLibesc AN iiitrertto AATAAC1 IR 8B HHOFRET altith 308

j udges that the content can r epr oduce W t hin
t hebl i czonkert idistiibe tiprrsypstednl 1bndf ahelseeortd aimeéd diynsHbtwHEHeng t he

val ue stored in, 15, the term nal usa status 88 fromthe value stored in
t he pere?ﬁ?‘?f‘:"éaedr @HF%Q‘" GrENGS e @"ﬁg?@‘ﬂFga\F&QfeFtﬂ}t 8i2ned by subtraction is

hereinaf ter raberszdsia AbSRCIAS SABM A InLChBERatidiiaechH! & drdrfy | ar ger

than "0". In ofher cases, nanely, when the ef I've period LD 80b
has expiefd@d4ctiasrproeens. remai ni ng terninal usage 20. rule, the content

usage/ no- usage.,.j nt unit 308b judges. that _fhe_content cannoj be
r epr oduced. %%néjiq% s &S taﬁa?h N dont Lt Qé;nﬁ%f BEATEHLoHEER (No in
S2P05) thisheseet @ nclitieg a Udasprdd yokt cARTENtUBARTOMSUNE! ahlieseladtge of the

on-right-lapse return flag is "Return required" or not 25 (S2231). If the
val ue iahe gententrwhisjuheewantsho cepreduceufeay acosggehe udgitemt uni t

205b e 69 4RE T h i KERERE o @tndtd A0 bRl BN S ). 1
the valarethe. coffentire preguidtedn, main @sceesihotdsh oo i-hiaret WHichRrigcess of
30 ret %rcr%%vn etcs] %yL[t)H%Olglitcﬂ (t)lD efhrei glgtepr;gr&%gceen%gtntsé%rty’elgu%%)n (58425,3 %?'\’e
15 content reproduction instruction including the content ID of the
selected content data is inputted to the LD acquisition unit 304b via
the GUI 313, and thus the content reproduction pfoceés is
executed. ' |
Upon receipt of the content reproduction instruction from
20 the user B via the GUI 313, the content usage/no-usage
judgment unit 308b examines whether there -exists the LD 80b
associated with the content which the user B8 wants to reproduce
in the LD database 302b or not (52201). '
When there exists no desired LD 80b in the LD database
25 302b, the content usage/no-usage judgment unit 308b passes the
content ID to the LD écquisition unit 304b, causes the LD
acquisition unit 304b to execute automatically the LD acquisition
- process which is similar to the LD acquisition process as shown in
_ Fig. 27 (S2202), and judges whether the LD 80b could be acquired
30 or not (S2203). |
| | When it is judged that the the LD 80b could not be acquired
| (No in S2203), the content usage/no-usage judgment unit 308b
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the LD return unit 305b returns to Step S2202. Such a case occurs when the
ef fective period of the LD 80b has expired without -605MowEherBaO6 2006
reproduci ng the content or the like. On the other hand, when the content
usage/ no-usage judgnent unit 308b judges that the content can be
reproduced (Yes in S2205), the content decryption unit 310 acquires the 5
content which the user .8 wants to reproduce fromthe content database 301

(S2206). Al_so, .the decryption y acquisition unit 309 acquires the
cont ent ' QE! é?eysptt}‘@n%@{] Y'r%r?F't“h@lﬂb 3b3 thalk shieacent@inthcanaotobe ent

whi ch t M@l # 528@ to the content
decrypt I on uni téci!} ﬁ%ﬁﬂﬂggﬁgF"@ ?dc%érﬁ%ﬁ?ﬁg‘gé?%ﬂ I on key, the
cont ent decr@pthhmottmet hairod dedityet whehe theceyptistds ¢aNBHY imehHeired from

t he con t dat apase 1 wit cont decryptlon ke (S2208), and
the co b?% Pr Uht(@@ﬁ Uhilzéai)r% ECqsit 'QGn@Exhed&r%Iﬂéﬂ by the

Ouu

corsentsw@@éy@éu exdcutiAg(e D ach'inWL ﬁ?red)(a g QWP%ZE@%(}COMGM

starts, the LD update unit 306b j udges reprodiicti on
time hdde e@@né@mttuéag@mq—umgepnudgmeon unite ao&mtmcsg@gow.tﬁm s

|or mi naerergngB  Pasge flib e BRERER! S0RcRethert e cafantitan e, and
the 20 regroetivcdd on rioteSeaked IMhis jeagwhentiif®haddwitReerdpsdse it 1S

j udged based on whether the total of the cumulative content reproduction
time stOrEReiliranse ettertive Rerpd &7t andshenpermitted pepdodtiasion i me

hqsk e t: | th tted
;A i W72 1R A hERa Weade e B SRHCENED R HRRE DgAGE ¢ ¢ e
repr odstatos Bi@reinathea tBsWObof tfloe wdm@m §plecifilc S2HE) coht‘@nt—D updat e

uni t 306h rv?es whet he or not the user instructed to stop the
reprodlﬁ’(,SﬂQ)‘il"f A3 dY %’I‘@Q@Miﬁoe\he}”fﬂgéstﬁﬁt dhe aentenhstanct to

stop. BRPFEFHSHL Bd(\})'ﬁe'rﬂtﬁézﬁﬁt%s_,eﬁf'?lr%%% thiRAHENRN LA tfid 811 1s

allowed to re roguce the con
period 871 and a value obtained by subtracting the value stored in

15 the terminal usage status 88 from the value stored in the permitted
reproduction time 872 (this value obtained -by subtraction is
hereinafter referred to also as “remaining terminal usage rule”) is
larger than “0”. In other cases, namely, when the effective period
of the LD 80b has expired or there is no remaining terminal usage

20 rule, the content usage/no-usage judgment unit 308b judges that
the content cannot be reproduced.

When it is judged that the content cannot be reproduced (No
in S2205), the return flag judgment unit 307b judges whether the
-value of the on-right-lapse return flag is “Return required” or not

25 (52231). If the value is “No return required”, the content
usage/no-usage judgment unit 308b notifies the user B8 via the
GUI 313 that the content cannot be reproduced, and ends the
content reproduction process. On the contrary, if the value is

"‘Return. required”, after executing the LD return process of

30 returning the LD 80b to the right management server 20b (52232),
the LD return unit 305b returns to Step $2202. Such a case
occurs when the effective period of the LD 80b has expired without
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When the user instructed to stop the reproduction (Yes in_ S2211) or when
the reproduction tine has reached the permitted -61 135NRMmbSF 2906
reproduction tine (Yes in S2210), the LD update unit 306b stops the
content reproduction (S2212), and acquires the current reproduction tine
cl ocked by the tinmer (S2213). Then, the LD wupdate unit 306b updates the
details of the LD 80b used for 5 reproducing the content (S2214). To be
nore specific, the LD wupdate unit 306b sets as a term nal usage status 88
t he cuni€Rredecingltine cordiemddobythadtilkegy t he current reproduction time

| ked b t ti . dat i th D, the LD t it 305b
cxecutes the OTb UIE OSBET oA, - BhER 5k QM ok 6p BRAG O AT 80D ¢ 0
the rijphdgreeagamsitt 398 gu s (PeF2he phtehe EQan%u'i'@pgﬁhtu e3pab

execut eé t he_on-usage-right-1apse LD return/del ete process returning
the LD @6@Swi cﬁZQQqﬁbt the wantentr deargptionr epribdBdi0 ancdoirdse thieght

-20b et 5 LD 80b, f th D dat 302b
ranggerEshiERE WihiCRNAE GELE! Bdyd REs 1 LR [LOBARE U det apase 3020
the on-datgbased30D (SR@UG Rr 0pgss, lthesa%%be@iogiB%ey %%]g‘l’MthAQﬁ msﬁd ai ned
I Q. 0 0

W th re:%ﬁéence to a f‘]owchart in Fig. 33. F IS a wchart show ng a
subr out SCqUEes26hen cosdgate stednyptienuke Ypraf efromSeb20)L s 88own i n

Fig. 3% i f | ang t j.u ther the val ue of
The onasdOYRLEH With thRPcORERHE Whitth il iger 20 RaltE & ke Bl
requi r d$2307)Randr passgsiited’ th8228h)enWiacriyitioNaln® 3f ot he on-usage- end
the 25 LD return unit 305b executes

tHEOLD ret or IRPBCEEEEHRE 1ot AR HpRERNT LeeeO BN ey She ramtgntont
Sthar” rvomy g (887l RS GYGS Lol dA TR i, ) 1

ret ur nthequeertent datakasensOto with e contéme. d8Oryyetion they 89

on- usage-55 g8Y- | AR§ L L&Y érrllédreelpettoedgétolgﬁssunii{] 311 reproduces the
content decrypted by the content decryption unit 310 (52209).

15  After reproduction of the content starts, the LD update unit
306b judges whether the content reproduction time has reached
the permitted reproduction time or not (S2210). This judgmentis
made based on the permitted reproduction time 872 in the terminal
usage rule 87 in the LD 80b, the terminal usage status 88, and the

- 20 reproduction time clocked by a secure timer. In other words, it s

judged based on whether the total of the cumulative content

- reproduction time stored in the terminal usage status 88 and the

reproduction time clocked by the timer has reached the value
stored in the permitted reproduction time 872 or not.

25 When it has not reached the permitted reproduction time as
a result of the judgment (No in S2210), the LD update unit 306b
judges whether or not the user B8 instructed to stop the
reproduction via the GUI 313 (S2211). When the user did not
instruct to stop reproduction (No in 52211), the content

30 reproduction unit 311 is allowed to reproduce the content.

When the user instructed to stop the reproduction (Yes in
$2211) or when the reproduction time has reached the permitted

-61 -



S2215 in Fig. 32 wll be explained with reference to a flowhart in Fig.
34. -62 15 Novenber 2006 Note that this LD return/del elxNgremba2008 3
process for judging whether LD 80b is invalid or not, and returning the LD
80b to the right managenent server 20b or deleting it when it is invalid.
Fig. 34 is a flowhart showi ng the subroutine in the 5 on-usage-right-I|apse
LD return/del ete process (S2215) as shown in Fig. 32. The LD update unit
306b exam nes whet her or not the iresent time has passed the end tine

(expi r at $BHOEHEEO BTN (YESCidh S2 1 0dc thee LPe Lipsth t&7 unit ddebystape
[ f ' | h | it f to th [
of fect; e SHnihECr S dictiph T682h o bl dbd GRS ik rbtent' tre:

has notrgptroguastien tlimerdotkeel &fy thee tirnesngs2eX13rti Thaer ithé 8DL (No in
ges whet her the value of the original

S2302), tpe LD u ga% nit 306b jud ]

usage stR 9§e86”ﬁ g)(#heupgr"ﬁ@? EBeBG’@tﬁé@ Hadhed Lihe8Oh utsed for
ermitt CtH ' 7 t 3 C stid | be
gseg‘ mﬁpgiggsmeéﬁgngﬁgﬁfgﬂ%g?lagég(eﬁétg%h?@g@hﬁeﬁgﬁ’ygﬁe rrl‘gached

t he perupdage weir306tt sets asreetasnminaéssdgestahes §outhesnimilative S2303) ,

so the etyrnn.unit, 305b . ends, the LD .20 retyrn/del efe process w thout
retur nik@"{)er %ﬁé%éﬁleﬂgb”ﬂa&ﬂﬁ%gge CWG{%V%PH@HUH&W, tW?@nC'(%ﬁ(%ﬁ' &ent tinme
has pasidesl tifver. end tine of the license effective period 871 (Yes in S2302)

and when the value of the original usage status 86 has reached the
permitted re&ﬂ&@cﬂpgﬁttﬂ%hﬂg@,itrhESZ.ﬁ)BﬁutmalmD 30bbcexeacutes the used.

0101 Mo SAeL LG LSO b AV HIASRELDRE LBF gD 0Rpeeds o

be returne t he right Tmandg er eto

t he valnghtf mdweagemesbt séapse 2@bu(820AY), ¥ athd hepLPB0h ($RR04) -
When tggoxgl ue of the on-right-lapse return flag 845 is "No return
r equi r et04Dt XELpBtasddie annusawstyightdansed D wetumgdel et mnoeessd

dat abasgy %ﬁ%@og’ﬁhe ‘__"‘il@ 80b which cannot be used for content
reproduction to the right management server 20b or deleting the
15 LD 80b from the LD database 302b (S2215), and ends the
operation of the content reproduction process. |
Next, the on-usage-end LD return process in $2220 in Fig.
32 will be explained with reference to a flowchart in Fig. 33.
| Fig. . 33 is a flowchart showing a subroutine of the
20 on-usage-end LD return process (52220) as shown in Fig. 32.
The return flag judgment unit 307b judges whether the
value of the on-usage-end return flag 844 of the target LD 80b is
- "No return required” or “Return required” (S2221). When the
value of the on-usage-end return flag 844 is “Return required”, the
25 LD return unit 305b executes the LD return process of returning the
LD 80b to the right management server 20b automatically (52222),
and returns to the main routine. On the other hand, when the
value of the on-usage-end return flag 844 is “No return required”,
it returns to the main routine.
30 Next, the on-usage-right-lapse LD return/delete process in
S2215 in Fig. 32 will be explained with reference to a flowchart in
Fig. 34.
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returns to the main routine. On the other hand, either when the val ue of
the -63 15 Novenber 2006 on-usage-end return flag 8445 Novembey2P6

requi red" or when the value of the on-right-lapse return flag is "Return
required", the LD update unit 306b executes the LD return process of
returning the LD 80b to the right nanagenent server 20b, and returns to
the 5 main routine. Next, the LD return process of returning LD 80b from

the wuser tergmipal 30b to the right nanagenent server 20b in the digital
content di st r'}'%{]ﬁ im?tsyfi‘t'éntﬁo r@&“trﬁéd%%%ﬁld)@?%%ﬁ nen@ Piidaesse fexpl ai ned
W t h r glerfdneewHethdr opegabtid ' 0_F | show ng
t he opgratgﬁo(r?ei n the LD rgtél[}r'ng n]p\}r:é)lggs%sn\(/{%ér?ricﬁgeg@%r?'?@gf'kgk@@b%turn

LD' buttockh&sighhmanegement senvas 20bwr deldtigg i28vhénritéxanphéid.and
the LD 80b stored

| t 80 i ch ts. t t f
?ﬁ' te(rzles_L(E))niSIFggt agéls\é\f}‘ggéb?gq‘\ggﬂéffgd%ﬁr{?e‘%{%gstthfggnr%ﬁgp WHee on eth@n menu
scrgen mmussak@wrighltela\{dﬁéi hD Sremtrhyatesréténbﬁd&sg (8o 1%:?)2 Dsh%wlﬁ n

instruction including the termnal IDis inputted Into return unit

305b vill ki%e ¥ 313, and thus this LD return instruction is executed. 20

Upon recei pt 7¢f, t rn_i tion fromth er $ via the GU 313,

the LD returmenillgﬁ3b@béagénelﬁ l@?qﬁé B R Wﬁ'é‘%fﬂfsﬁ Yo OLnt&ends t he

gener apeeseDtr étmen hasqpedséPtHeo éhd tirméh(e%ﬁ‘laéﬁ‘@ﬁnfirﬁ@zvﬁ'f gyp via the
a termnal ID held by the

conmmunj.cati on it 312 (S2401). 25 Here, ]
ter m ndCENS& @#Eﬁ%}’e egpias |8%§u iyrely, dhie lisesise effeetiver peniod er ni nal
R0 E o071 o Pl it AReSeRER SEPRESIGH AEChBEIRENIL T03
is seinftbe thegeDLEBBOL €§2302)ely. 30 Note that when sending the LD
| ssue requeswggrq’tﬁg%resent time has not yet passed the end time of

the license effective period. 871 (No in 52302), the LD update unit
306b judges whether the value of the original usage status 86 in

15 the target LD 80b has reached the value of the permitted
reproduction time 872 or not ($2303). The LD 80b can still be
used when the value of the original usage status 86 has not yet
reached the permitted reproduction time as a result of the
judgment (No in $2303), so the LD return unit 305b ends the LD

20 return/delete process without returning or deleting the LD 80b.

On the other hand, when the present time has passed the
end time of the license effective period 871 (Yes in 52302) and
when the value of the original usage status 86 has reached the
permitted reproduction time (Yes in $S2303), the LD 80b cannot be

25 used.  So, the return flag judgment unit 307b judges whether the
LD 80b needs to be returned to the right management server 20b
or not with reference to the value of the on-right-lapse return flag
845 of the LD 80b (52304). When the value of the on-right-lapse
return flag 845 is “"No return required”, the LD update unit 306b

30 deletes the LD 80b from the LD database 302b (52305), and
returns to the main routine.

On the other hand, either when the value of the
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comuni cation unit 312 of the user termnal 30b and the _ comunication unit
28 of the right managenent server 20b -64 15 Novenber 2o08veraar£fP¢sh an
SAC. Upon receipt of the LD return request 90b, the user identification
unit 23 of the right managenent server. 20b identifies the termnal ID
included in the LD return request 90b (S2402). 5 After identifying the
termnal ID the user identification unit 23 judges whether the identified
terminal IDis stored in the user information database 21 or not, with

r ef er en@B-v5agee engbrretiuno f keey i Bh4dis ARsaLZ HeSRAPSH.” YhewHdwe tras mi nal

I D incl [ r rn _request 9 10 s not stored in the user
inform‘??@%é&t%@%s@gﬂ&%%apﬁ%ﬁﬂ%q (%quuésu tqrﬂbﬁ?ﬂpi”@a@ﬂo"rh%rhq 23
consi denpdiite uaetr 3D6Is edectraUItRBr | BE | 8 f Het/lrAll nt
distri bupi on system | b andc not i F?SSL?hgeE@gﬁ q@:crﬁs%aﬁf?%hirﬁé?at eeeLD
‘cannot ﬁ@@%ﬁememem ranegemant| seozer dddecnd rethensDto ethe n

reggestmain PO8Qtink: stored in the user information database 21 (Yes in
82433), tﬁe usgrn%l'dent ification unit 23 acquires the user |ID associated

with the ideNextj d¢the &DrireturhDpaodepassesdti@niggr LbDsIOD tfhgnk RHepdat e
.unit 27b. on receiﬁﬁj of the user ID, the LD update unit 27b updates 20
the |idivee RIAIMALIIRRAY ntheeright snanasement seoyers24a)in the s

updat e digiexe itn i ol haw , e . ysis
nit eI e ERE ot I BBV RLERNCR o1 ShersEeBhg ebiBeby

acqui r e¥ilh beaexplateedawittf oeferente denaefidaichal2ab ArgnaBed in the |icense
di@ dat abasg:.. ZZJrhT,b.na IX,% ﬁh&sz license ID, the content ID, the content
dectyption keyJ-t '%HWEP ¢ha 588W'lﬂ9et[aﬁcp@ﬁ@ﬁpﬂgimﬁhedslad@té{r@t us,
fromthaddedgggturn request 90b first, and then acquires the term nal usage

status from the LD return request 90b in order to exam ne how the content
was used on Whenuthe uysemifarligks.a AResuradddl’ tiutgorhsSbeoni mahensage . 30

statusscrBed B BHBWN YA Fid B8, "REe TR p10C a3 422t a2l §' 83
which he wants to return from among the LD 80b stored in the LD

15 database 302b displayed in a list form on the LD return menu
screen not shown here which is activated by the click, the LD return
instruction including the terminal ID is inputted into the LD return
unit 305b via the GUI 313, and thus this LD return instruction is

~ executed. _

20 Upon receipt of the LD return instruction from the user 8 -
via the GUI 313, the LD return unit 305b generates the LD return
request 90b, and sends the generated LD return request 90b to the
right management server 20b via the communication unit 312
(52401).

25 Here, a terminal ID held by the terminal ID/terminal
capability storage unit 303b is set for the terminal ID 92 of the LD

.return request 90b generated by the LD return unit 305b, and LD
identified according to the LD return instruction from the user 8 is
set for the LD 93b, respectively.

30 Note that when sending the LD issue request 70b, the
communication unit 312 of the user terminal 30b and the

- communication unit 28 of the right management server 20b
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s usage status acquired by the LD analysis unit 26b by -the value of the
term nal usage status so as to update it into the incréndipveaber K615
Novenber 2006 .value. After updating the |license data, the LD update unit
27b stores the updated license data in the |icense data database 22b
(S2405). This storage is nmade by referring to the license data 5 database
22b, searching a record includi-ng the user ID passed fromthe user
identification unit 23, and storing the updated |icense data in the record
i ncl udiestabilésisemm @, user I D. After storing the license data in the

| i cense data database 22b, the LD update unit 27b sends the LD return
process 10 dORPFetfigffiRst iofe t&? thP ueekurrer ReaHRSR0HP0N,a the user

comrunij ' ¢ _ ' f .t r . SS
ol ot coritificatifir ubfic L30GPBe bR S RE R ming Vet BB TR ANAE L s0sb
of the theeterminalndD Bodudecbtinstheel DDréfbrhordégudet @0 {Spmgde LD 15

datab 302 S240.7)...dhen, . the LD ret It 305b tifie t hi . $
dotgbase 02 LG TSN I DELD LD YT S5 nopl 15T veer
processingudaed hehether _th@”ﬂjzer‘i'tgﬁ'éd eephinATID 18 dtdrber Ifrfttg\%b@%' ce

via.the communication unit 312 (S2408.), the LD return un 0
noti f i d8fer@atien datahase hé1Qwr 308ti hatithheefers8obecaondheeuserur ned,

and en EQCessi i t. ing the LD 80b to be returned from
t he LD%E%Q@%&@O@%#%%%@K%@ght)ve, according to the second
enbodi ment, Wiherothy tfé‘rmilmdlmﬁn@lw'@éﬂ'mtﬁénlDar‘et%Rﬁafé‘éHésﬁagD$e _
2.5 but al so accesses to a server apparatus by returns of -|license

reduced :
iy i Nt 3kArEdal: th@qUégfs}néprma:téagledgartagars@t 2dn(Nanimé&24630; ol | 'ed,
20, Lvng desEpcidencreaiiy s oS SERUAER e, ERRST UB0AE 0,
resul t sinFuwthexiaeol eserhfordehis IdightalotoniteatsdistaisumbhcBykseh? DS
el SS”%%J“NO Efiégttll!mrenlejge?rt%r%]i%%qegob that the LD cannot be returned.
When the terminal ID 92 included in the LD return request
- 15 90b is stored in the user information database 21 (Yes in S2403),

- the user identification unit 23 acquires the user ID aSsociated with
the identified terminal ID and passes the user ID to the LD update
unit 27b.

S Upon receipt of the user ID, the LD update unit 27b updates
-20 the license data included in the LD return request 90b (52404).

This update is executed in the following manner, for example.

The LD analysis unit 26b analyzes the LD included in the LD return

request 90b, and acquires a part necessary for the license data

| 222b managed in the license data database 22b, namely, the

25 license ID, the content ID, the content decryption key, the original

usage rule and the original usage status, from the LD return

request 90b first, and then acquires the terminal usage statu‘s from

‘the LD return request 90b in order to examine how the content was
used on the user terminal 30b. After acquiring the terminal usage

.30 - status, the LD update unit 27b increments the value of the original
usage status acquired by the LD analysi's unit 26b. by the value of
the terminal usage status so as to update it into the incremented
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dependi ng on various rules and. usage statuses such as
questionnaire" and "used O times wthin X days") and CJP?\EOVFV’E’WZO& 15

Novenber 2006 of usage results. Furthernore, the | oad on the server
apparatus can be reduced during license data issue. In addition, according’
to the second enbodi nent, versatile expansion of content rules can be
realized by generating license 5 data on a server apparatus and

i ntroduci ng two types of usage rules, nanely, an original usage rule and a
ternmi n¥alu€age rule. In other words, even an indefinable and conplicated

usage rule c C It is set. as a ri |naI usa rule for a
t erm nal ap%\gF%{)ugbat‘a ﬂﬂa Eﬁg i’&?é"s "ﬁtq'sgﬁlen& i ¢ ﬁ'@éedé’tné 2%5

t er m natoids aprang dstadnecahes adadsfinnehkeligsfssl HB'tﬁ 45695a54! £2pased on
‘the conplijcated usage rule of the license data, and e server apparatus

sets t 2@@1@) at ddigsatRragecisagnades by rr@rfeneal@toutbe Noeesehdiatan t he

di gt { t t d enb t, th
ohS Lo HabRY 6! St B LHRIAL W Mg THEETuSEROED BRsseine °2°°
managefieom thees been k@htificatiohutunit @GBS and hguﬁrm%ltﬂ'ﬁé tipggakécan be

appllef to tha gase ere the original usage rule 22Z24b or the like is
under tURENTENGEREN tBR r‘?%‘é"%d’é‘ﬂé‘-’@fng toengrpeched uses. IMor e

specifically t h R n 0] 20b in
the digital AL eolha S Bicefee i iR ThITieEREE iard WiBdabe
purcha b, bythe L@erupdaateoruglmaIZ?hsagendel eh2228D (Aéturn NpBocéos :
tan e status. 22 |nd|c tin t he usage status
%)t he8§@%qe$ﬁ1rﬁé '% €O tbﬁog' Féc‘@r@'%@ﬁg%@ vip thesefamynigadian 7ob from
the usghit 287 8a4F@PP. the right .25 managenment server 20b cuts out the

whol e of the original usage rule 2224b and the original usage status 2226b
for LD 80b tdped ressipldof dhed Duseturerpioctssao mpiletiomanosiod vidi s LD

o gi i€ B EPPaLe, 3yt 3 85, ke 1htE anu T tnibisfEE Rl Bog gper T |
- tenport@nrhinallheobi gléletresaggreet DSHS! ta 0B JeElRRf ffom the LD |
15 .database 302b (S2407). Then, the LD return unit 305b notifies
~ theuser. B viathe GUI 313 that return of the LD 80b is completed
and ends the processing.
_ On the other hand, upon receipt of the LD no-return notice
o via.the communication unit 312 (S2408), the LD return unit 305b
20 notifies the user B via the GUI 313 that the LD 80b cannot be
returned, and ends the processing without deleting the LD 80b to
be returned from the LD database 302b.
As described above, according to the second embodiment,
not.only the load on a user’s terminal apparatus can be reduced,
25 but also accesses to a server apparatus by returns of license
information and issue requests of license information can be
- controlled, and thus demand for various types of services for
content usage can be satisfied, such as content usage control
o based on various rules and usage results (for example, the details
30 of license data which is to be reissued after returned are changed
depending on various rules and usage statuses such as “answered
- a questionnaire” and “used A times within X days”) and collection
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term nal usage rule 87 (1 tine, for instance) and a ternginal usa status
88 (0 tine, for instance) based on a predeterm ned rul é?h?%'?"’%gr%%nber
2006 when issuing the LD.80b, and enbeds themonto the LD 80b for its

i ssue. In other words, the LD 80b is issued using a double-Iayer

structure, with the original usage rule 85 and the original usage status
86, and the term nal usage rule 87 and the term nal usage 5 status 88. The
user term nal 30b updates the details of the term nal usage status 88 by
the amothtisstgedasslitasafarrshermorer thraload mh ¢hecsetyer be parafaist at us,

Withr I r age rule 87 and the term nal usage
st at us%%ﬁg?é?r@\t%e%&ﬁh?@t ﬁgg‘g%?eg#go%sﬂ‘[% ri ght nmanagenent server. 20b
when reproducim@dditiom} excorting td@het becondr ehftsHH Ak N0 s1@Rilg ef ers
to the _original usage rule 85 and the original usage status 86. Then, the
user te‘?’ﬁ?ﬁgﬁ'%bog&%&tqfﬁem %olilrh:mrfg?%lmm\e-g%ty@fatlagrUm@rseto the

riggt n ' D) 15 q 90k. recei pt
of The T arire PEEVEL oBaratid anb iiGottints dVeiFhes 00, uiBE% co the
ori gi ndlulesag@medyuanbyrigheal asage rofe acidialterssign | usdde rues m 1a

I ndi cat usage statusg, wWth reference o the term nal usage status
88 of t(ﬁg'%sv%'e%b?%gﬁ‘da& b'?égf' enan CQI"PBf'ﬁaFe dgpgeyiHergamy and
the om@iingtodseed §t af §§ SA2@R | inae a jeL) the
managenent of the right mnagenlegntbﬁste)?\?%'rdgogssﬂl%t g@%ﬁg@ﬁ%gﬁrﬁgﬂnﬁlm ng
usage rARRAratuht alAethisycaass beimisshingdiaines datagethesttarnsirfalom t he

| @ ' ' d di , th 1,nal 30b i
10t FnRAEALE Yhefitad & BRSBETOE AL S IRb I inagimente 57 9et SNoob

Wi t houtheefcrapticdted hsaye arulel ofsele Tiden st dtd,t BRdOthe! 2dryerusage
status 86 of the LD 80b, it at |east one of the on-usage-en return flag

844 an@RRRF AT Sgike -thepgenasiated Hsagesnelefs adarimtinalcusaghendeer. 84 s
"Return requiNge thERRHe diditdTediftetid HFdH 53R system 1b of the

- second embodiment, the case where the original usage rule 2224b
15 or the like is under the time management has been explained, but
it goes without saying that LD can be applied to the case where the
original usage rule 2224b or the like is under the management on
the basis of the number of uses. _
More specifically, as shown in Fig. 3-6, the right management
20 server 20b in the digital content distribution system 1b holds, as
~ license data purchased by a:.user, an original usage rule 2224b (10
times, for instance) and an original usage status 2226b indicating
the usage status on the user terminal 30b. Upon receipt of the LD |
issue request 70b from the user terminal 30b, the right
25 ‘management server 20b cuts out the whole-of the original usage
rule 2224b and the original usage status 2226b for LD 80b to be ,
issued to the user terminal 30b which has sent this LD issue |
- request 70b, so as to delete the original usage rule 2224b and the
. original usage status 2226b from the license data database 22b
30 temporarily. The right management server 20b generates a
~ terminal usage rule 87 (1 time, for instance) and a terminal usage
- status 88 (0 time, for instance) based on a predetermined rule
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as to return the LD 80b to the right managenent server 20b with _reference
to the.original usage rule 85 and the original .usage 1gNovsmbgsy 20er 2006
status 86 as an alternative to at | east one of the renpbved on-usage-end
return flag 844 and on-right-1lapse return flag 845 of the |license data 84,
if the LD 80b has a doubl e-layer structure. Also, it may be structured so
as to return the LD 80b to the right 5 managenent server 20b with reference
to the original usage rule 85 and the original usage rule 86 as an

al t er navhes isswing ehetLDf 80be armd drhbedoherh ohtesaoeLENGOteforF itd | ag 844
and the on- r-i?ht-l apse re(ﬁjtérn flaﬁ 34%eof the license header 84, if the LD
80b hadS§UoubfR-QUieh VeFdes the LHIBOR:ISHsswarh vsintha doublaslavery usage

rule c | 1104 u I 4 h igi nal
Usage StarssuES,dRRTE R, UhfaifdidSahd AR 44 S HiiE bribha st T
t abl e Hlathss8beenndxihaitestnbmalausage fole @5 amichgheatdrimansieushtiecti ve
per jiod. Q@r 'bted reproduction tine (permtted 15 nunber of -

rep OdLFCt[a.i r?‘rsT%3 and an on-usage-end return flag which are to be set for a

terminal usagehéWiger térrhal 300 Hﬁﬁdéf‘eﬂﬁ{@'d‘etai}@rdfoﬁeaﬂ(ﬁﬁﬁir?éle
u

conceivable for the rules defined on the rule table 22c, | Ing,. for
exanpl disage ustatig G b yate amaount o achuat usagenonnthattiecnmifal

exam ni:Ag: -0, glat - I r |. a a 20 . term pal .usage status
and a r'ﬂgéﬁgé)&c%%%gieng%% 5?@%&%’9("6'?& %%W%rte@rcrﬁ H&Hy@agﬁerqﬂr vari ous
flags fusagactules87 andaddet termihal thisagecendt esbedi sethe e §opense

dat dat abas e‘ZZb arhd%.the rule table 22c are forned separately, but

1 rﬂe@e m&eﬂ\éﬁﬁ Jorg\the rightmapagementesengie 20 when regredusingt  has

been e I_',.gfec,i, ha i | gi t s Str| i em b of the
second)égnci?o |rrettr3t,Nt?;§8nEh%g§ter%ﬁj%€# ttﬁgﬂﬁ@eél]sggg &‘;éq\aéeg{g%ﬁgibogbfghe user
Berm.najlrig;mal tbager rglet SISH?agarr&nbﬁisgm&rué’@ el ststes &?. 8%@%}&!‘13 ah

oubl e-] ayer, strucju i ncludi ng,the original usage rule 2224b and the

ori gi n&S€0 ‘i?sréﬂén@{' aé@? 29986 St r\%e'—@segoger'f’@ﬁwg 30p deublrilayes the

structure to the right management server 20b using a LD return
15 request 90b. _
| Upon receipt of the LD return request 90b, the right
management server 20b updates the original usage status by the
amount of actual usage on the terminal indicated by the usage
status, with reference to the terminal usage status 88 of the LD
20 80b, and stores. again the original usage rule 2224b and the
__ori_gin.al usage status 2226b in the license data database under the '
. management of the right management server 20b. Note that the
| ~remaining usage rule is obtained by subtracting the original usage
-status from the original usage rule. |
25 In the second embodiment, the user terminal 30b is
structured so as to return LD 80b to the right management server
20b without reference to the original usage rule 85 and the original
usage status 86_bf the LD 80b, if at least one of the on-usage-end
-return flag 844 and the on-right-lapse return flag 845 of the license
30 header 84 is “Return required”. However, it may be structured so
‘as to return the LD 80b to the right management server 20b with
reference -to the origin'al usage rule 85 and the original usage
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~original usage rule 2224b and the original usage statui5 26b_fr .the
| i cense data dat abase 22b tenporarily. However, w thout Yoygmpsr nber
2006 .deleting the original usage rule 2224b and the original usage status
2226b fromthe license data database 22b, it may issue the LD 80b which
does not include the original usage rule 2224b and the original usage
status 2226b. 5 More specifically, as shown in Fig. 37, the right

r 20b in the digital content distribution systeml|b holds,

manage n serve
as i ggﬁiésda‘i% gar @seltaspativieeto at deagtnanasafethal éemqw@d(lg
Longe’ SrEusAqERRR) AUl Y 84 ahd SR GH AR TR T AT BE 1o

r equesttheobicernme tdetaiS4, iethiendlD Bbb hhe ai dbublevzaesmentucamesr 20b
e rule 87 (1 hour, for instance) and a term nal

cuts ogt| a t.grrri nal us _ )

usage $t'8PudtdBaAYobE REFUGIYIredSOaa8eh0 retymniihne b d0hitouthgaighte 2224b
th IaH : ' for the

o) | (oo ancleTpierit 38y 0B wite FRFRREEe X Bhel SPRHIRAMIARE tfe e

t hem o8 A8d the goigimal usagesule. 86tas ancalteenatina tE3GH lepdatafsonde

det ai | s cof Lnal tatus .88 by th f actugl -
the tePfi ntPE® KEMAVRY LoTEREAHERY; aratirmy (H3BoT Bho@nd « HaeLer mi nal
usage oM -rigist-3apsedréhert dlag el 5USRAYR S tidbws BRfdd g4 Drddhe nasei ved

- fromthe right managenent server 20b when reproducing a content. Then, the
user t 80R nBRS30d s@itklia-hayeD 'stpuctureeanidyhthe nrenayémerm sef vehe 20b

- usi . lp i f the .LlLD,
g0, Pehtairfipt HeacRavate ciuiabed bESEHTaRT NG it bEnle e st at us
. stored2229b rendi tensarignial debaenseatingde? 2B Mmagewauded tiRetKé ght

managegent .server 20b hy the anmpbunt of actual usage on the term nal
i ndi cated W)l Hsag@adal8tatus, with reference to the ternminal usage status

88 of the LDTRRruRPtabre23¢ HYdBed? eXMSHEISIL 'CHEML For ¥iRRRG &t on of

t he user
a license effective period, permitted reproduction time (permitted

15 number of reproductions) and an on-usage-end return flag which
are to be set for a terminal usage rule, b‘ut this is just an examp"l'e.
Various rules are conceivable for the rules defined on-the rule table
22c, including, for example, a rule defined based on wlh_ether there
is an intentio_n of examining an on-right-lapse return flag and a

20 terminal usage status and a rule for changing the setting of the

terminal usage rule and various flags for each user.
| In addition, in the second embodiment, the license data
database 22b and the rule table 22c are formed separately, but

these two tables may be structured as one table.
25 Furthermore, it has been explained. that, in the digital
content distribution system 1b of the second embodiment, upon
receipt of the LD issue request 70b from the user terminal 30b, the
| right management server 20b issues LD 80b having a double-layer

_ - .structure including the original usage rule 2224b and the original
30 . usage status 2226b to the user terminal 30b and deletes the
- original usage rule 2224b and the original usage status 2226b from
~the license data database 22b tempbrarily. However, without
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~terminal 30b for returning LD to the right managenent server 20b
tenporarily and then acquiring the LD again (the oper atiPdiPvermbst 200 15

- Novenber 2006 +the LD return .process (S2232) to S2202 in Fig. 32 or the
like), information indicating whether new LD can be issued or not may be
included in the LD return process conpletion notice sent fromthe right
managenent server 20b to the user termnal 30b in Step 5 S2406 in Fig. 35.
In this case, when the user terminal 30b is notified by the LD return
processdelaiingt ithe muigbeat isagewwle 2224be arsdutke otigionti ngage he

processi GQUL ] . when it .is notifjed. that new LD cannot be

Pss“ued,étlrgth%g%?z(rﬁ# f@%ekﬁ{ee“f?%ésﬁr%%?sgitar’@ S& &t r It heiriys the

Further.lnbreobthmmacdo@sen‘mcﬁinmnaenﬁyeQﬁighﬁapw ?r%leti?iﬁpeéHH‘ of LD
erformed a

and the follow nq Brocessi ng of acquiring LD are at once. As
shown i M&0JIgHE Ugagk statise 2226bs  assumed that the user terminal 30b

sengs a LD r r-a/d ; ft.ar-.re sting.t erformthe LD
et trn proceanehaq PECTiclIPl 45 shoWh 1 Tas 27 Ehe b RL B pp ddRmangh
managerg@itveye2ddr in20ie digitalpoonteatidistiabutien L&) stimr nbi EsWes | gguest
100, tg right, .mnagepent rver 20b perfornms the LD return process
(proce gceri\ egﬁ{@ng&ggg}ﬁqgsgiyga UEAn, 2 of i@ ajodsase repd2Rdhm(ife LD
soue MouessrdpiREaRcly SROUY SHRRel 1 EAde ik Spod Thay Gl L0

return/issue request 100°is re by ure o tion of
a LD i $h\eeusageestatiohoanthe Useretesenitea b3 0ét ur Uporequealptoobthe wo! | as a

| . b “ndi cati Sl
et O nip Sk HEan &R % ahoiifom fher Hser HEGRING) | Alfse thea B a
cont entmbRalgdrhertdseryer 'ZG’@'cu%%bitte)f'nl’ﬂ?al uéagd F@re ?93{% f’g@‘@' ly sent

fromthe right managenent server to the user term na
‘respond@ripStaBced and @ feraynal usagestatvst88H® timkg fobidseance) al ways

lser 1 2o 3F¥ obfYifie!, BPRORCIMED R AEd e i oTel Usdoe ssapus,  whon
‘the te2@226b basgd ow @ @redeterMinedfule for the user terminal 30b
- 15 which has sent this LD issue request 70b, and embeds them on the

LD 80b for its issue.

The user terminal 30b updates the details of the terminal
usage status 88 by the usage of actual usage on the terminal
indicated by the usage status, with reference to the terminal usage

:_ 20 rule 87 and the terminal usage status 88 of the LD 80b received
from the right management server 20b when reproducing a content.
Then, the user terminal 30b sends the LD 80b 'to the right
- management server 20b using a LD return request 90b.
| Upon receipt of the LD return request 90b, the right
25 -mana_gementl, server 20b updates the original usage status stored .
in the license data database under the management of the right
management server 20b by the amount of actual usage on the
“terminal indicated by the usage status, with reference to the
terminal usage status 88 of the LD 80b.
30 Also, in order to execute efficiently the operation of the user
terminal 30b for returning LD to the right management server 20b
temporarily and then acquiring the LD again (the operation from
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sent back is sanme as the term nal usage rule of the LD to be returned from
the user terminal 30b, information instructing to -71 PsNasmheEEP02006
reset the term nal usage status of the LD to be returned fromthe wuser
termnal 30b.to "0" may be sent back. In this case, the user term nal 30b
does not delete the LD to be returned, but instead resets the term nal
usage status of that LDto "0" and holds it as it 5 is. Only a term nal
usage rule nmay be sent as a response to a LD return/issue request. In this

case, ithe dRDsmlvee pracasse ($5232)etoriS$22020n ovigr. W32 e the likejj nal
oo sant ShatiOR (e EauH weHRRRmAN LR cqd bELRRIR OT MOt Y R gs 1t
data i L';%‘#'“FS Goseri bod 1 n The Lot OOt oR, ARBR T R P o grid cense

r et ur n/f198GeManNpBEMaDD, setver rRORh cthe ceser terrainiakSGbtin Stepys need
hetor i A0D than-s ot s TBnt oS T ma RNt E kB hermibal £bsiss To

ret ur n ndtdfied byythe Ubscetbed. pkbcessnesnpletitas MeaiteckRbhei med ep the
assunption that the user term nal 30b once returns-the LD whose usage

right 2 Bedseiedy th&antdpuamthee Riocessingr ofoacauiringl.Redqutr es new
20 LD, [ i t [ in f th
e TSR, O A 68, 40, TP L,

ri ght managenent server hout “returni ng
r ecei pexsrcttieethe precesging afegoqsirihgonewheDuser terninal 30b, the right

o e o evi EntFefRBRS {28 Ke ¢al Bibadimrnt davabe PEUEtITathSOoD,  Not e
that i ehhbireterAcof LD arfd RHRS €6 ABMG Qfgggrgg%gaﬁ%ndfﬁ%rﬂﬁh@oﬁ’_d Argont ! ol

so that a LD re-acquire request is € ‘'usage’ ri ght “of the
LD hasPerfps®ed iall dtd@rnee. avds dshot rig Fig. 3B iinh thie case, lit dense 1D

g% th%s%ﬁrﬁ’?eﬁi rffﬁatg’ghél sl?Seli‘- ntépne'iﬁgfoggbeg%%d&gegt ’Lﬂt rgéﬁrr?ﬁggugxm‘ai ned
| - request 100 for requesting to perform the LD return process and
15 the LD acquire process all at once to the right management server
20b, and upon receipt.of the LD return'/iss'ue réq'uest 100, the right
mManagement server 20b performs the LD return process (process
in 52402~S2405 in Fig. 35) and then goes on to perform the LD
issue _process.(process in 52004~SZOO7' in Fig. 27). Note that
20 this LD return/issue request 100 is realized by a structure of a
~.combination of a LD issue request 70b and a license data return
request 90b as well as a LD return/issue request identifier 101
indicating the LD return/issue request, namely, a terminal ID 102,
license data 103, a content ID 104 and a terminal capability 105.
25 Also, LD is usually sent from the right management server
20b to the user terminal 30b as a response to the LD return/issue
request, but the whole LD does not always need to be sent back,
- and only minimal and essential information for the user terminal
' 30b to hold new LD may be sent back.
30 | For example, when the terminal usage rule of the LD to be
sent back is same as the terminal usage rule of the LD to be
returned from the user terminal 30b, information instructing to
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the assunption that the on-right-lapse return flag is information

i ndi cati ng whether LD needs to be returned to the right!d Noysmbsr Rifenber
2006 managenment server 20b or not when the right of the LD has | apsed.
However, the present invention is not limted to that, and the
on-right-lapse return flag nmay be used as a flag indicating whether the
usage rule remains or not which is calculated fromthe original 5 usage

rule and the ori inajrg%sage status, whether LD can be acquired again from
the ri JiRSGrabRgdRmImMIngr yapggostatus@f therdd Her beoretarrnsd deom déheor not

on the Laal el [ he r.termnal  30b may be
sonet hiur%@'g gégmr%%BnG;ﬁ?ﬁe‘a@néﬁ?%%ér a 'i’]%?ég:r!{for Hﬁg‘@-&%ﬁ%rﬁ‘? tion

i dent i flegtnijak BOL Idops hotFdedbbe e . LD to tHee reeapnddenibatiimettadt he
cunul atjve . usage tine and the nunmber of uses are only stored in the
termn Iesq}§agbg‘§?5wg??ﬁlﬁ39%f55?ﬁﬂtsi %ﬁth%é-@/itﬁg Q'hangshgédstib@ssitsuch as
t hesconjgent ‘reproduction start tinme and the content reproduction end tine
may be enbedded into the terminal usage status so as to 15 be returned to
the server. A3nly adewminalhesagevariecanayabeusert aspecetponsedtaat bl ed

- usage such as. a content. usage ti zon " and 't hus
neet dzgkgﬁ(grsﬁgﬁjié&ﬁeeﬁlpegnoﬂ“ss&a\ﬁece f%raw%%gbe yger

| ndust keamiberl Bosbolvierwrites aorl @B mivRflcy SBORRIPIRI oS YRECIDARY bBE

digital content distribution systemaccording to the present invention

i ncl udE§tYrBepy ¥ithdhe dermined usegentule vebisdr iass besrd semd: baekyer

e ers e ternfinaf useie Ml R  SMEHTHE 1 S b us s

suitabl e for Note dhat ¢oriyas ebeappanglesnslli oh tHRC & YQSMIPE6ASthat

ol ovi Besnbe,35Ef el i3 dagimocshimenBd> detieni Taduasohd Ao the i nal

30 - 73LD return/issue request 100, but the whole license data does not
always need to be described but only a minimal and essential part

15 thereof, suth as the terminal usagé_ status only, for the right

management server 20b to return the LD may be described.

Up to now, it has been explained on the assumption that the
user terminal 30b once returns the LD whose usage right has
lapsed to the right management server 20b and then acquires new

20 LD, butit may'.be,structured so as to acquire the LD again from the
right management server 20b without returnin.g the LD In this
case, upon receipt of the LD re-acquire request from the user
terminal 30b, the right management server 20b perforrhs the
processing considering that the usage of the' previously issued LD

- 25 has been completed, and issues new LD. Note that in this case, it
is preferable for the user terminal 30b to control so that a LD
- re-acquire request is made only when the usage right of the LD has
lapsed, in order to avoid holding two LD with the same license ID at -
 the same time.

30. . Also, in the second embodiment, it has been explained on

~ the assumption that the on-right-lapse return flag is information
in-dica_ting whether LD needs to be return.ed to the right
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15 Novenber 2006 CLAIMS 1. A content usage managenent system conprising: a
term nal apparatus for using a content that is a digitadd NeQusmber3op s a
server apparatus for managi ng usage of the content on the term nal
apparatus, wherein the server apparatus includes: a |license information
storage unit operable to store license information indicating a usage rule
of a content for each user who 10 uses the term nal apparatus; a |license
ticket generation unit operable to generate a |icense ticket based on a
request M3 BARPENBRENE seryed 28Rd0k siod whiesethe riglakef the thehastapsad.

art orRkDRY R e inyRren RrhaF iyednEo | Highs i didmt i on

associ aoadrighthlapse usturnafildg magbe Dsedf 9§ @ﬂb@nirﬁﬁtbitn? W}i\éH‘P@Pr abl e
to set return information on the license ticket "generated by the |icense

ticket Rehsdge slgdiemaiRg opn@twhicRrigeealenlateld Ffaomghenetigénat he

| i cens bake e d er t or._no . 20
when ¢ rasegelirulecand e BEIdIRAT, usdge SRtULT WHRRM A HRaFaBo s At us
i ncl udedcquineghgrgabyurmuthe opghtbirmanageanerbtséeeSETOB! orapper at us.

f t t t i t th ' i t ti . 25
ocet v ABether R oI B agTetdidionbRon Fagnitet tekinabalb i3 ot ser ver
appar atliyge, anePthenisatsesemifaMIh nHal tb@%‘?{/rﬁ@'tﬁir‘i tspa'ég&}m‘mé ghgage of

the content under the usage rule indicated by the receive | cense ~ticket;

and . 301@4 ORIt ion cxegording fouthe inb@rmtatéqnddaarttéﬁpu by tted flagthe
AR Cated by nheriiel€y F RGN embadimert, the Cumbiative” ™' "
usage time and the number of uses are only stored in the terminal
usage status, but information involving the usage status such as
the content reproduction start time and the content reproduction
end time may be embedded into the terminal usage status so as to
15 be returned to the server. As a result, the server can acquire
specific and detailed usage status of each user such as a content
usage time zone, and thus meet demand for various types of

services for content usage.

20 Industrial Appl_icability
The content usage management system and the digital
content distribution system according to the present invention
includes a server apparatus and a terminal apparatus, and the
. -server apparatus is suitable for use as a computer apparatus which
25 distributes license information for éach content and the terminal
‘apparatus is suitable for use as a computer apparatus which
‘receives license information, such as a set top box, a personal
‘computer, .a digital television, a printer, a mobile phone and a
. mobile information terminal.
30 '
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15 Novenber 2006 2. The content usage managenment system according to Caim
I f wherein the usage request unit requests the server @N&’d &t 26f or t he
usage of the content by sending an instructed usage amount of the content
to the server apparatus, and the license ticket generation unit generates
the license ticket based on :the instructed usage anount sent fromthe
usage request unit and sends said license ticket to the termnal 10
apparatus. 3. The content usage nanagenent system according to Caim 2,
wherein the instructed usage anouRLAEMSdes a nunber of 15 usage tinmes of

the content. 4. T ! n nent, system according to Caim 2,
wher ei nnf't he i/ﬁs Orrﬁ%trggwusg%eeﬁ%ﬁﬁﬁfg%%gﬁ@% tec%‘nﬁ?ﬁ?%é’”% usage tinme of
the content. a &erﬁamabratmmraw@geom@gﬁgf@tc@ﬁ@éﬁmtﬁ%@orﬂiaﬁwip@tacﬂ aim 1,
wherein the us(gge rule indicated by the Ticense ticket 25 includes an

ef fect i"\"/@r'ﬁérq'b of said license ticket, the effective period being set as

i cat od by T he Y PGSR t R g e 288 ofHE EabEEnkRRE vk °

syst emtecovindiingppa@ratais;n 30 |1 f wherein the usage request unit sends

capability infﬁrmati%n and the instructed ‘usq?ge_ anount to the server
appar at us, t HENET9H LHE\SCEWBE APRMAtUSIFAGIUGES: i nf or nat i on i ndi cati ng

b The |1 coR, g Tl motiasibisgouR AT HIE FRARCE I AMRE0", .,
on t heiREpapiatien indicakiug anusage fulenof e cosdgat for each user who
10 - uses the terminal apparatus;
~a license ticket generation unit operable to generate a
license ticket based on a request from the user and send said
Iicense ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule
15 indicated by the license information. associated with the user; and
~a return information setting unit operable to set return
~information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not
20 when the right of said license ticket' lapses, and
- the terminal apparatus inci_udes: _

_ a usage request unit-operable to request the server
apparatus for usage of the content according to the user’s
instruction;.

25 a receiving unit operable to receive the license ticket sent
- from the server apparatus; - |
' a content usage control-unit operable to control the usage of
- the content under the usage rule indicated by the received license
. ticket; and | '
30 a license ticket return unit operable to attempt to return the
| license ticket to the server apparatus according to the return
information indicated by the received license tiéket.
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5 request unit and sends said license ticket to the termpnal apparatus. 7.
The content usage managenent system according to Clain1“%N°WWm%ﬁ Pen t he
.capability informati on includes information indicating whether the

term nal apparatus has a secure clock or not. 8. The content usage
managenent system according to Caim 15 6, wherein the capability
information includes information indicating whether the term nal apparatus
has a unit for witing onto a secure recording nmediumor not. 20 9. The
content usage nmanagenent system according to Claim 6, wherein. upon

recei ptof t a bLLtY . d roation fromthe, usage reguest unit, the

i conse’t i cszhéeggﬁg%h&nuﬁg ‘i@%m&:%@“eﬁ"i é&%@"ﬁﬁ%{é{“gf‘&m Gl mat i on
into the,license ticket and sends 25 said license ticket to the term nal
apparatus, the license ticket status information instructing howto handle

the license tYHESLIBN thee UAFR ndleEppSE atut dajeseests obhehesernpbi 1ty
i ndigcat i ] nfeo, ti ...The content usaqge
rrang;eéﬁ?aggg%gﬁdgggﬁgdpﬁébtéo%& %ﬁ%d%%ﬁgtbyﬁe}}énlq &dh4Bs ﬁ‘t‘%&d st at us
i nf or netisagei aniannt af thagontént bo NdMereere209pparatiisabimp that the

|l i cense tick must be consuned i medi ately w thout being witten onto a

" recording - medium'CgRSeA f%’f‘?’r'i ndfNEpBLIoR udNith gerenates thaglicemsegenent
5 syst efitkefdsa D thd %ﬂﬂ@te@ﬂ?%@@%rﬁan‘f%@ﬁt Efr8&p¥tﬁ§t u%%%%enl S a.

digital work and a server apparatus managi ng usage 0 t on
- the teri@queshppartit @nd wsenes shid sédicesrsaappiviagtusto nthedeassrrainalcense

: in{@rh&ééﬁgrﬁ‘%.age unit operable to store |icense

3. The content usage management system according to Claim
2,
wherein the instructed usage amount includes a number of
-~ 15 usage times of the content.

4, The content usage management system according to Claim
2, '
wherein the instructed usage amount includes cumulative
20 usage time of the content.

5. The content usage management system according to Claim °
1,
wherein the. usage rule indicated by the license ticket
25 includes an effective period of said license ticke.t, the effective
period being set as a part or a whole of an effective period defined
under the usage rule indicated by the license information.

6. The content usage management system according to Claim
30 1, |
' wherein the usage request unit sends capability information

and the instructed usage amount to the server apparatus, the
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10 information indicating a usage. rule of a content far. .each user o]
uses the term nal appar a'?us; a Igi cense ticket generati gﬁlg‘h‘fefnb(?ﬁgpg%llne to
generate a |icense ticket based on a request fromthe user and send said
license ticket to the term nal apparatus, the license ticket being 15
information on a right indicating a part or a whole of the usage rule
i ndicated by the license informati on associated with the user; and a
return information setting unit operable to set return information on the
Iicensec.aﬁ)?é gty gdRépameEtion t irdidatemge capladtilitgenef athen tevrinahe

return 4 i Rdi i er e 20.ligense,ticket. needs to be
retur ne%ﬁ{’??ﬁéé gg)r \t}gﬂtggt);ﬁgt %SQF} ﬂgkﬂ%eﬁtﬁlﬁ‘g' At of said |icense
ticket |apseshenidceéhset dickenl ganerheidts LRGE ug@ﬁ'farsft%a%erﬁ%é‘#ste uni t
operabl.e to re%ue t the server apparatus for uSage of the content

accor dithgkeb Pasedson dhe mapakilitycinformatienesentigframt thpeushige t o
recei veddifedt capie Hifdke mt r paratus; a content usage
control unit operable to %gﬁﬁ%l S%ng lh'gaég.éé%f \ﬂa@f‘gpcg‘ﬁt %ﬁte u'griﬁfép"??u usage
rul e i MPRAarati$y the received license 30 ticket; and a license ticket :
return unit operable to attenpt to return the |license ticket to the server
apparatus according to the return -77 15 Novenber 2006 information

| ndi catrd by THE dorr@nedshigeianblifntleysfohl QUCaRUIf @ LiaHN

apparatus in a content usagé nmnage€ment system conprisrn i nal
apparatus for using a 5 content that i's a digital work and. a server
a ratus fo ntent. on the term nal apparatus,

i f..th
vvﬁg?ei n the @e%wagﬁ}?gf eqt?%éﬁthgg?gém?E@ﬁ’se'n Hgesatinarsiaiiofe unit

-oper abirdicatihgr wheteasehd RePATRGI O8ppathtas! A8s2aUsadiirt WiRck o content
for ea(r:]r(l)tuser who 10 uses the term nal appar at us;

8. The content usage management system according to Claim
15 6, '
' wherein the capability information includes'. information’
indicating whether the terminal apparatus has a unit for writing
onto a secure recording medium or not.

- 20 9. The content usage management system according to Claim
6, -

wherein upon receipt of the capability information from the
usage request unit, the l'icense ticket generation unit includes
license ticket status information into the license ticket and sends -

25 said license ticket to the terminal apparatus, the license ticket
status information instructing how to handle the license ticket on
the terminal apparatus depending on the capability indicated by
the capability information.

30 10. The content usage management system according to Claim
9, | |

- wherein the license ticket status information includes a flag
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a license ticket generation unit operable to generate Z g\}icg)?)se Mcket
based on a request fromthe user and send said |icensd DYVEEDE e
term nal apparatus, the license ticket being information on a right
indicating a part or a-whole of the usage-rule 15 indicated by the license
I nformati on associated with the user; and a return information setting
unit operable to set return information on the |license ticket generated by

the license tick generation unit, the return infornmation indicating
whet her!qcﬁéahl']gzghé’é; thekliceRegduckstpmuss beneonsaimied smmediapalyr at us or

not | 20widifsut BRinGOriters 8ol A GRS dihEkRleARReS, and the program

causes a conputer fo function as: a usage’reque unit operable to request
the server apparatus for usage of the content according to the user's
instruciion; operable to receive the license ticket

sent fromt ré%%@iﬁgg\pl)bwr%hsa 1Borf efONIERYe USREROIMARAYIPEEDl e to
conSrolsyit@mscmﬁpﬁsid@@h@%ﬁ%ﬂﬁﬂ???%‘iu%ﬁ@:ﬂﬁy%ﬁgai EQM@[’\?Qh@f  he

received |license ticket; and . ense t eturn unrt operable to

at t enpt!St® digttad WoRk and ceaesver cheparatus fier saevagiagpasagesofither di ng to
the ret ' r [ | ndi C "the received |license ticket. -78 15
Novenbedfgm%%mé%gmgfélagbﬁgggggsi n a content usage nanagenent system
conpri si ng awkeneimthepperaebafpirdaRisnth@udydent that is a digital work
and the server apparatus for managi ng usage of the content 5 on the

terninal appér Hegas : [imation stevageappilr epegablel taiedora licersee
g R S AN i S A28 uB! O A L HEERR ol " S R hafT ir ot us:
10 a |iusesstheitetenin@nappiaratugni t operable to generate a |icense ticket
based on a r%qll'lecsétnsfé O{?cli(réet ugseenrelgant?orsmeﬁ%iiaio%erable to generate a
license ticket based on a. request from the user and. send said
| | license ticket to the terminal apparatus, the license ticket being
15 information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the uéé-'r; and |
a return information setting unit operable to set return
_information on the license ticket generated by the license ticket
generation unit, the return information indicati.ng whether the .
20 license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and
the terminal apparatus includes: |
_ a usage request unit operable to request the server
_-_apparatus for usage of the content according to the user’s
25 instruction;
a receiving unit operable to receive the license ticket sent
from the server apparatus;
a content usage control unit operable to contr(;I the usage of
‘the content under the usage rule indicated by the received license
30 ticket; and | -
| ' a license ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the ‘return
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|icense ticket to the term nal apparatus, the |license H%ﬁ\é‘“ gei (ﬂﬁ
I nformation on a right indicating a part or a whol e of M 6"e£| | e

i ndi cated by the license informati on associated with the user; and 15 a
return information setting unit operable to set return information on the
| icense ticket generated by the license ticket generation unit, the return
i nformation indicating whether the 1license ticket needs to be returned to
t he server apparatus or not when the right of said |icense ticket |apses,
and 20 infermativonadindippsedt by thelnedesved lisagsertigkest unit operable to
request the server ..apparatus for usage of the content according to the
user's instruction; a receiving unit.operable to receive the |license

ticket jgent Rfg@rafmerorery elerdRRERIdISpafa RNt UEGHEe ROSRhe N !

operable to control the usage of the content under the usage ru
i ndi catBanN@gementcsgstenm cosrpeisingitheterminahapipanatestfockesinged urn unit

b t || ticket to th
pior s Bl Ml e0digieel BroPE andia, SEVRE ARt i b A ReS g i vea
| | censeisagekatf. thd Tolrftevoy embehe2@0niddl appriregian for a server apparatus

In a content ysage nagenment system conprising a term nal apparatus for
usi ng a 'conﬂ’éh@'g?'ﬁ‘agﬁ?ss%tr‘d?@iac%ﬂam naludrS server apparatus for

managi ng usagejip e; ; r m.nal tyus, T gram
Causing a compirensEofRIEEEbIA ooFapRl NE oraRHIB 1 srbff JiceRte
oper ablrfarmgticn dndicatinigcanasageckele bf ancbintentefaméathaisen wigsed on a

request frog\f' Szach user and send said license ticket to the term nal
agg);rayﬁg,s RAdarmuleappatdSion i ndicating a usage rule of a content

o L R Gl e L e J
.on a licgmse fitket ibased parta cequesiolfeoni the wseageamndl sehddisaid ed by
license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule
15 indicated by the license information associated with the user; and
a return information setting unit operable to set return
information on the license ticket génerated by the license ticket
.géne_ration_ unit, the return information indicat'i'ng whether the
~license ticket needs to be returned to the server apparatus or not
20 when the right of said license ticket lapses, and
the program causes a computer to function as:
a usage request unit operable to request the server
apparatus for usage of the content according to the user’s
instruction; |
.25 . a receiving unit operable to receive the license ticket sent
from the server apparatus; |
a content usage control unit operable to control the usage of
the content under the usage rule indicated by the received license
ticket; and
30 ~ alicense ticket return unit operable to attempt to return the
license ticket to the server apparatus according to the return .
information indicated by the received license ticket.
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the license informati on associated wth the user; and a_returp information
setting unit operable to set return 15 information on!?ROVEMEEREG i cket
generated by the license ticket generation unit, the return information

i ndi cating whether the |I|icense ticket needs to be returned to the server
apparatus or not when the right of said license ticket |apses, wherein the
termnal apparatus includes: 20 a usage request unit operable to request
the server apparatus for usage of the content according to the user's
instruction; a receiving unit operable to receive the license ticket sent
fromthe,server apparatus; 25 a.conten%eﬁﬁa e control unitrﬁper ble to

controlf§h'§a aGEV6 APRATEGHSMY auHaeret ARG G RGN LY t he
recei vegbMpesiTRy altietrAinaPBP pa rati8of hdieh R tE Mt At i§8%i§b&eﬂ to

attenpt to return the |license ticket. to the server apparatus according to
t he retWPRK 0dithfe Sedviesnappdirasusfsymanagingiusay ¢ iafethe aandlestt. 15. A

congent j Lsagqe in a system -80 15 Novenber 2006
con%ri scl)ﬁg a Fgﬁﬁﬁﬁg{ﬁ%ﬁgfé?@g' for using a content that is a digital work
and a server vahpaeht ubhd gserveragpparaaagenefudds; content on the term nal

apparatus, the content usage managenent nethod .including: 5 a step (A
execut ed i n théichsINERHRaeB; Starage usibpRa)akiectatd@renlicapseer m nal

-apparatiggorrdi6Rl M diBS LRI G Wb d 'S a RothRATR S baRIOlsSE WhBY
icense information 1n a [Tcenseinformati on storage unit, e Ticense
i nf or mses thedteaningl appagetus,0 rule of a content for each user who uses

t hﬁgt erm nal _appar at us; | icense ticket ﬁenerat lon step o enerating a
i

_ I f
itense tické& "gzded & ?eﬂﬁ@@fapp&n‘_ﬂ 18 lﬁé‘?‘_’%’@ s'éhdgﬁﬂ_gE%%l fi cense
LI cket licenddtibREY Bake@ A A eqd8t Ifr6RTSthe ' GEBF BRUNGenY Yar@!! on on

license ticket to the terminal apparatus, the license ticket being
information on a right indicating a part or a whole of the usage rule
indicated by the license information associated with the user; and
15 - . a return information setting unit operable to set return
information on the license ticket geheréted by the license ticket
--generation unit, the return information indicating whether the
license ticket needs to be returned to the server apparatus or not -
o ‘when the right of said license ticket lapses, and |
20 : . the terminal apparatus includes:
a usage request unit operable to request the server
_apparatus for- usage of the content according to the -user’s
instruction;
a receiVing'unit:operabIe to receive the license ticket sent
- 25 from the server apparatus; | |
. a content usage control unit operable to control the usage of
- the content under the usage rule indicated by the received license
ticket; and ' |
a license ticket return unit operable to attempt to return the
30 - license ticket to the server apparatus according to the return
information indicated by the received Iicense_ticket-.' -
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right
| i cens
settin
in the

i ndicating a part or a whole of the usage rule indicated by the 15

e information associated with the user; and a reﬂﬁNﬁ’Vf’ﬁP@r
g step of setting return information on the license ticket g
i cense ticket generation step, the return information indi

whet her the |icense ticket needs to be returned to the server appa

not .

20 when the right of said license ticket |apses, and the step

includes: a usage request step of requesting the server apparatus f
usage di.t he Acoptearamcchomi ag servere apparstusisi uat icoritentr aggagéng st ep

of rec

 Cont et RRE A ST &, <Bibeinig i FErTIBaL SRRA I GEnEDT D ard

t he .us
ti cket

apatewite thati st ed Bigithe wesat vard it?ﬁéf%r()&%f‘ééh?g%ﬂuge{fbf

return step of attenpting to return tic

i on

ener at ed

cating

ratus or

(B)

or

a
under
ense
o the

ser ver MRPAGANGs Usedsr Afnghieo adretert wm thefternsiniain appiedus] tyet he
reeel VadolrSFSG BditkEL: cofdputer to function as:

10 .

a license ticket generation unit operable to generate a
license ticket from license information based on a request from
each user and send said license ticket to the terminal apparatus,
the license information indicating a usage rule of a content for the
user who uses the terminal apparatus and being stored in a license
information storage unit, and the license ticket being information

~-on aright indicating a part or a whole of the usage rule indicated by

the license information associated with the user; and

15

a return information setting unit operable to set return
information on the license ticket generated by the license ticket
generation unit, the return information indicating whether the

- license ticket needs to be returned to the server apparatus or not

20

when the right of said license ticket lapses,
wherein the terminal apparatus includes:
a usage request unit 'operable to request the server

apparatus for usage of the content according to the user’s

instruction;
a receiving unit operable to receive the license ticket sent

from the'server apparatus;

'_25

a content usage control unit operable to control the usage of

- the content under the usage rule indicated by the received license

.30

ticket; and

a license ticket return unit operable to attempt to return the

license ticket to the server apparatus according to the return
information indicated by the received license ticket. ”

15. A content usage management method in a system
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comprising a terminal apparatus for using a content that is a digital

work and a server apparatus for managing usage of the content on

the terminal apparatus, the content usage management method
including:

a step (A) executed in the server apparatus; and

a step (B) executed in the terminal apparatus,

wherein the step (A) includes:

a storage step of storing license information in a license
information storage unit, the license information indicating a usage
rule of a content for each user who uses the terminal apparatus;

a license ticket generation step of generating a license ticket
based on a request from the user 'and sending said license ticket to
the terminal apparatus, the license ticket being information on a
right indicating a part or a whole of the usage rule indicated by the
license information associated with the user; and _

a return information setting step of setti.ng return
information on the license ticket generated in the license ticket
generation step, the return information indicating whether the

license ticket needs to be returned to the server apparatus or not
when the right of said license ticket lapses, and

the step (B) includes: _ _
a usage request step of requesting the server apparatus for

-usage of the content according to the user’s instruction;

a receiving step. of receiving the license ticket sent from the
server apparatus; |
a content usage control step of controlling the usage of the

- content under the usage rule indicated by the received license

ticket: and |
~a license ticket return step of attempting to return the

license ticket to the server apparatus according to the return

information indicated by the received license ticket. |
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