1 | NFORVATI ON MANAGEMENT SYSTEM AND DEVI CE FlI ELD OF THE | NVENTI ON
The present invention relates to an infornmati on managenent system and in 5
particular to a portable informati on nanagenent device. BM%JN%OEQJHE

| NVENTI ON There are various instances which requir 1
identity to be established and/or persgnal information é@%%@gtm rd
parties. For exanple, if a personis in nvol ved in an accident their name and

contact details needlﬂl‘bﬁiﬁA‘i’R)WﬁﬂWA‘@hél@TE%TE ANB ié rvices and
hospital, or the olmmmwmﬁﬁeﬂmrgl ed if invol ved

in a crime, or governnment departnments may require a person to be identified

to pay wel f @i Rog THRINVENBOR benefits. These details are currently
provi ded by the _Fersons t hensel ves (eg voice), or through details stored on

a secure identi flRepEseNt iventiqregiaiestoiandpiognatiopenenagedentsistess@andén on a
wear abl e smetodtichier @%mﬁb}e mformatlo-ﬁ'?@a"‘rﬁ éﬁéMtdeQ’teé are however very limted

as they require a he detal s and be able to explain those

details, eg BACKGR 8UHP§'EQSW!7|E 'NNENTM when it may be difficult, eg when

i nvol ved in an aﬂfdréieé”rb veﬁWuEhWétanéﬁt thﬁho?&ﬂjlr@”aap&%rﬁs qaerﬂtf(f)\?%i&?d on a
pendant is ver in ternms of the ampunt and nfor mati on

that can be egtlagpsggd 2R °F BerEPRA) dormation magle k”%”rh@sth'f%l%@e% oF ¥rIPMBE. a system

whi ch enabl @sa gé@aﬁ & inkbIoxd ki hh tacibiént tther A4S %e o%ﬁﬂacf Qétéilseﬁé’éd ff pper sonal
i nf or mat.i_on. Jé/gARY OF THE | NVENTION | n one present invention

provi ded% PEMASH| 1@ #“ﬁf%??@?”qynsﬁc?ﬁaﬁ%@ﬁ’ﬁma' vfhéep‘ﬁ'(é?nﬂ‘% fefyire & housi ng
having a fi peisof uo fhecrleaiiddail snonad is W ér&ﬁ@,,ors \férﬁmérﬂtde@aﬁlméﬁ@%ﬁy surfaces

securely enelegh a0 eSS e poThanenL i ol e Sert e nerin the
i nfor mati on abourheae [mefaﬂsnar@burmwprovmwaydﬂé Pelions FRSnBBME (€ 0GI0F)[ | ses a
el ect ed | nPoralroleiel SuBy ATE HEnEIPLgIonceR A ST BURLNE o or
t r ansf enbi ninstiitesdi onf owearbblemdtalibmpdridantdat a st or age device to an external
e s 2 SRR SBbSH, SRR AT LRSS TR ARt on: anc
an i nput/ outheudetailstand foaable 1o exblainthoseadeddisr egetiival histbryr imetnesnwivdnat phy5| cal
means, may be difficult, eg when involved in an accident. Further, data stored on a card or
inscribed on a pendant is very limited in terms of the amount and type of
20 information that can be stored and retrieved.
It is desirable to provide a system which enables greater flexibility in the
storage and retrieval of personal information.
SUMMARY OF THE INVENTION
In one aspect, the present invention provides a portable information
25 management device comprising: a housing having a first surface and a second
surface, said first and second surfaces securely enclosing electronic componentry
of the device, wherein the electronic componentry comprises: a data storage device
for storing information about a person or asset, said data storage device comprises
a memory having a plurality of secure memory segments configured to store
30 selected information in separate memory segments; and a processor for
transferring the information from the data storage device to an external device via a
communication means, wherein the communication means comprises: an antenna
to allow contactless transfer of the information; and an input/output interface to
allow transfer of the information via physical means.
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AMENDED SHEET TPEALM] 2 Preferably, the antenna is configured to
allow transfer of information when either the first or second surfaces are
in close proximty to a reader. This provides sinpler andmblﬁ@ﬁo@.s3
transfer as the user is not restricted to certain |ocatiPCR %ﬁ%@tlons
for the device. 5ldeally, the antenna i, g configured to al I ow trans er
information fromwithin a distance of about 3 cmfromthe first surface or

second surface. phiigably. HERerflqY BhilgRrdd fl ARk daﬁee%hwrﬁ%ﬂo@ Qg parties

from obt ai ni ng i nformation stored on the device ransfer process,
yet far enofiffertbe firsh of seaend sudgees see nclese Rioximdy IOSeceadsrerThlagrm@leeat a

st or age deVis‘ﬁgoIQraé(nd"ﬂsﬁr BhtdltenkfeY a®theSEs i€ ndEERFidted £F IoEQt\’bfnh%W ed to

store selected | nformation in separate nenory segnents en ances
security andrigaigtensferthgdeyisR device, as sensitive information can be

stored separat el \ohfy, RMNafEHR .& byn.guréfd%%W%nﬁeﬁofbnoﬁ«%eﬁ%m iRl y_by
sel ected users, who areugl ven ferent levels of security access. 15The

housi ng ray B @stRRre abakuU 13 4T é’l‘}ﬁl thedissitSuripeaor secanAsyFaeR: | SRisfiseMatided

security. enoughAfmem’gaﬁﬁlmaﬁihhnsédhﬁlrdiﬁéﬂleé‘Hl@ﬁﬁ@ﬁaﬁnﬂy lifiemTHRYn REY&y an capaci ty
of at | east es and videos to pe stored on the devi ce,

for exanple ﬂécﬁﬁ‘f'?eeﬂ't'”r@ "f‘r&@f‘gﬁ' pr%@?,sér # 18F epprandgr leghand e3nussnyY #Brm t he
devi ce wei gmtmﬁgéd)e@gﬂatel y 10 gram; nakl ng |t l'i ghtweight for a person to

wear or garry 24 hour s | d md| mensi ons of the
housi ng Bt e nBh4 BB Sofh: JRCE rrvHisn  JIENY GeAreils BPBORnsrReTiaL el y 45
mm x 33 nm xohfigiied Bhstory Sseuidd infor@atidroin sdpaatd reviote Seghfieritd bAKdRRES ON

TenagSent S RSy a0 TR5HRY Y nd RO Bk Seh b AR R R by 0oL
transf er r ed separatelydtonmumespesitivg inflemiatien andl be rasosdsivler oy bg aelciedfusersat i on to
S R Bl bl B A BT B ahe el o et oo e o
devi ce, 1&nd an i Rpubdusingomay betmarkercwittt disedl lidemtification information for added

security.

Advantageously, the data storage device may have a capacity of at least

1GB. This allows images and videos to be stored on the device, for example a

patient’s medical records or photographs.

20 In one form, the device weighs approximately 10 grams, making it
lightweight for a person to wear or carry 24 hours a day. ldeally, the maximum
dimensions of the housing of the portable information management device are
approximately 45 mm x 33 mm x 6 mm.

The present invention also provides an information management system

25 comprising: a portable information management device according o the first
aspect; a server for receiving information to be transferred to said management
device and transferring said information to said management device via a reader,
said reader including at least an antenna to allow contactless transfer of the
information to the management device, and an input/output interface to allow

30 transfer of the information via physical means.

A noise source generator may also be included in the system to generate
encryption keys for added security during data transfer to and from the device and
at rest.
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30 transfer of the information via physical neans. A noi se source
generator nmay also be included in the systemto generate encryption keys
for added security during data transfer to and fromthe dedmandom@sss est .

AVENDED SHEET 1PEA/AU 3 Forms of the present wﬁ%@}@ﬁ%@&% a

nore secure and usabl e device for storage and retrieval
I nformati on by providi ng a conpact and Tightwei ght device which can be worn

or carried by a péit Ja%ﬁn@enﬁayprgm% ahﬁ&e%ebge%d%gﬁ@gswg@i%?c' ty for

storing large fi OI‘IT&'[IOI’I st orage
provi des gr édgrage s@‘é’ur"?tf'waérm peispadly infeimatien sbr)’opayéﬂw & éegipatty @nd

i nformation. Ifgﬁﬂel:gﬁt BERCRIWRIEh @i T vibiR d?%éWeNC@ a person. 24 éiulré H¥iap At Ve

enmbodi nrent of the present invention will now be describ wth reference to
t he acconpaﬁS?Fr?g'afgegﬂ?fége CRRAH dor ‘?‘%’!ﬂgdﬁ'@@ f'éﬁ’?’opfd’df()'ifi'ﬂﬁt'&@es‘\ dyal tpgsnorp

i nventi oy Wighdragd Seanlte GROFIAPHRERAseburRahd Bridkey ARNAS StdM 65 §drishilé ON.
Figure 1 Shcn’r\{%r an, i nformati on managenent system according to one

embodi ment ; mationg; gure 2A is a plan view and a bottom view of the

housi ng of GRIEFMS(HIPWIDN@FMHKMNGSCE accor d| ng to one enbodi nent ;
15Figure 2B is a @rpl VLew ottgm view of the e ectronlc circuits
a8

i nsi de the housi trﬁi"’&u"r'@ %E{“‘a@c%r P REPSEBt BMENtORpYHiNgYnbe described gure
2C shows a Svm‘he'bf)erai&e@é thewlsca@hpargingigures eEurther paalrecind ffvafityesef tagcor di ng

to one erbbo mvenp orl will also become apparent from the accompanying description.
Figure 1 shows an information management system according to one
embodiment;
Figure 2A is a plan view and a bottom view of the housing of an information
management device according to one embodiment;
15 Figure 2B is a plan view and a bottom view of the electronic circuits inside
the housing of Figure 2A according to one embodiment;
Figure 2C shows a safety shield which may be used to protect the device
according to one embodiment;
Figure 3 is a block diagram showing the electronic componentry of the
20 device of Figure 2A according to one embodiment;
Figure 4A is a perspective view of the housing of the reader of the
information management system according to one embodiment;
Figure 4B shows the reader of Figure 4A with the base cover removed
showing one of the electronic circuits according to one embodiment;
25 Figure 4C shows the reader of Figure 4A with the top cover removed
showing one of the electronic circuits according to one embodiment;
Figure 6 is a block diagram showing the electronic componentry of the
reader of Figure 4A according to one embodiment.
DESCRIPTION OF PREFERRED EMBODIMENT
30 The following description is presented to enable any person skilled in the art
to make and use the invention, and is provided in the context of a particular
application and its requirements. Various modifications to the disclosed
embodiments will be readily apparent to those skilled in the art, and the general
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Figure 3 is a block diagram showi ng the el ectronic conponentry of the 20

devi ce of Figure 2A according to one enbodi nent; ~ Figure 4Ais a
perspective view of the housing of the reader of the information management
syst em accaovalengodesone enbodi ment ; Fi gure 4B shewssdz2bm/onssder of

Figure 4A wth the base cover renoved ghowi ng one of the electronic
circuits according to one enbodi ment; 25Figure 4C shows the reader of .
Fi gure 4A wrinhiptesedefiopd bexst nragniey eghlBACY digerastebafimbhe desdplieftighsCi I cui t's

' nmbodi " .. _Fl 5 i bl ock di agram show ng the
ol et roni c "ABAGASHIRGS BP0t fe sritlei §Fors LIS AesadcBrentag. fbvoree -
embodi ment pr&EFCRVETIicEINs ot RRERERRBILEMBE MEINE SRTNEMERS | sPWivigbgiescri ption

is presented .to _enabl e any .person skilled in the art to make and use the

i nvgnt i on, &Rf ?gcoﬁﬁ?%qsi“&‘“eév"g‘“rf’tt??@p@o?ﬂ"éﬁe%fw'g‘ g Prigeiplas alpbfeadereson and
its reqgfir eisenissd h¥asin.ous nodifications to the di scl osed enbodi nents will
be readily appagent to those skilled in the art, and the general AMENDED
SHEET 1PEA/ AU 6@“%1&/%‘9@@28%’!’7@@%‘9@16@@99@% systaey pl dacldding ned herein

my be apphisdgt@ent Bofveemhodi eRMAG Al conabicasticats Wt HoiscdenaELi ng from
the spirit and fcope of the gresent i nvention. Thus, the present Invention
i s not int SRBREIY J4pand prRaredle: iBormatienpeapaemenrt davisan6. blhe teadeolde

accor ded t BAd WeAStorSIORS @ARSEY & ihadrbert TIRVIRIUSIS LRbIES MAHLEBBIHLF €S
5di scl ?SEchr?geecitigh means, including wireless connection, could be used.

The server 10 operates software for receiving and displaying data stored
on the device 16, and communicating with the reader to transfer data from the
server 10 onto the device 16. Data to be transferred onto the device 16 is
inputted onto the server 10 via flat file electronic transfer, a keyboard or other

15 suitable input interface for example a mouse, touch screen, or the like. The
server 10 is connected to the reader 12 via a USB cable, and the data to be
transferred is sent to and/or retrieved from the device 16 via the reader 12.

The noise source generator 14 is connected to the server 10 and
generates random noise signals for encryption keys as a security measure to

20  prevent unauthorised systems obtaining data being transferred wirelessly
between the device 16 and the reader 12. Preferably, a noise generator that is
certified to the US Government Securty Standard FIPS 140-2 is used to offer the .
highest level of nondeterministic randomness for generating high grade
encryption keys.

25 The reader 12 transfers data onto, and receives data from, the device 16
via either contact and/or contactless means. The contactless means is provided
by transmission of a radio frequency using frequency of 13.56MHz, although
other suitable wireless means, such as WIFI® or Bluetooth® could be used in
other embodiments. Ideally the transmission distance will be approximately 3cm,

30 large enough for ease of use yet small enough to prevent unauthorised parties
accessing the frequency and data during transfer. The contact means is provided
by a proprietary USB look-alike interface which connects to a mating interface on
the device 16. The proprietary interface provides greater flexibility for design to



Figure 1 shows an information managenent system 1 including a managenent
server 10, a contact and contactl ess reader 12, a noi se source generator

14, and a portable infornmation nanagenent device 16. The reader 12 and
gener at or Mo angososmsnected to the server 10 via USB caltes;2oalobdissugh ot her
10connection neans, including wrel esssconnection, could be used.

The server 10 operates software for receiving and di splaying data stored on

the devi ce olisr fatude doenfacescaid Aipwal & Bnidner g dbdick NS Y ueeH &if,r om t he
server 10 Q devi c 0 be transferred onto the device 16 is

“ﬁe? thseh g 16. Data I
i nputted ofto The SBPY AN 1BINAes| Zhe mrprrietany dptedare alsoastidsen laveriafyboar d
or other 1Pphgsicalalberity mgut isidﬁiéﬁfé@Ctﬂefdéﬂlicéxmcﬁoﬁyﬁ‘%'%icﬁegq‘% deGgeen, or
the |ike. Tg% tser}éer .1% is.copnec,t %‘fd“' to the reader 12 via a USB cable, and
the data t8°BtPURSkBIOrEatiqnsiramdt The peerietary indteraca/kas @ baving fen deti ce 16
via thesr eadengdont (as oppodBie(NBies ARUNCALSRHETIIEDN The dREARNERLED to the
server 10 and ?eneratgi%iﬁﬁr)%ndom noi se signals for encryption keys as a

security mEsedY ¢ ad YT sHiRatyhipi dBig dgsigrerasiuges sherinagd dart an bei ng

transf er r eddaitioed epober begunaen Wik dexi asvidd ANdHLEEd Mthd2 ferably,
a noi se gener ator that is certified to theI US Gover n?redr?? etleér?\fl&éfandard

FI PS 140- 29N€N590q 18 efheeenindimerifedt steadald 1SEndiedacs; nd ri-pini bus

" andomess intarfacs RS G0l Bin oS RIMILRLLAM KNS e reader 12
tr ansf 65 dat a '%nto’é‘%nd recei ves da{a from the v”%ég%g via either

cont act¥and/ or BHEIH & 45eand 5 shew eoneathodiseent édne réadepridvi tied by
Lransm ssi adef 12 ity & TRAUARG'S bRt LR IRANRSEIECSs, 1 Sk, 28l dhoudh

B
ot her suitable wrel ess neans, such as WF‘QD or et oot he cout d Be used in
ot her enbolIrRiER? dterfapeatol thedryicer Hhami NECowaderschin G, wi 16bithePHpRs, axi nat el y

| ir |
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unaut hori sed partjes accessing the frequency a

cont act nediri8ereadsr dgikameg ogamar@gmi basa govgsBhiahodre alipeal ombthedusze whi ch
connects tRel@dtdiigrg i nterface on the device 16. The proprietary interface
provides greater flexibility for design to W) 2012/ 050528PCT/ SC2011/ 000353
5 Ot her future Tihgttepcaresinghdesipistder meehemisne A0 ftocbpnéatthelenérbeel®® t 0 be

used w th ditht QR Bha r r T prietary interface al so
adds a | ayer of epﬁysﬁarﬁéé%}%rtq 3 Pa(l%t ?ltu‘ﬁlﬁgjeﬁb&a@ép't%efaﬁﬁ vﬁg\/ghggé P& and only
t he mat ched®ntachdeat allgwathededcelbrastide mto theaslotocrefitedrtoitold Heedguicepr i et ary

i f . it: ' ni " .the 4 pi [
nuerf ace fasvi Mol mBbirA on hiCAORITL of S ARRSEHLO LIRS Pins Tn

standard USB). The additiona I'nis used for Csuppl y
pin. BY s disvigberleakaskiv plaee mitbdhé slidan Thiddérisucssathapdueg tregidadingr W t hi n

the devi cenkb wrili sedudces, thg; Qv I di.nension. Jn of her enbodi nents, a
standard USB i nltlﬁéj?écée‘% ; e pééﬁm%ugéﬁdr\{"tlleg tg@é)%o?ubtm? %ﬁfgc“agf"% ¥Bnnect i on
i nt erface asyar@ops ieglrrd ¢ ameekbndlGpdratnm whilel AuttidB,in 46 dadcd 18hTwisone
enbodi nentyQfyntihesh r. 2. ineludes a matchjng 5 pins
USB- | i ke interface g%ggéﬁégﬁ?%gﬁgg §@9$699®9?1§ﬁ§%9|?ﬁf"@m%chPgh? devi ce
16, an NFGheefberradyaniag8ss it alldeditovemenB6r, matiddSBhitiihe3bvica 16 d&terddSB por t
38 andsa SEERRY WRR : sical casing of the reader 12 is formed
of a top ang E‘gse coregf tr(\e/\%?c(f%mE(geé)%Pb@ﬂnﬂﬁggh@%ﬁaﬁ’ e hartg Afohet her.
device 16 will be protruding out of the reader 12.
The reader 12 has also a matching NFC interface to the device 16 at
13.86Mhz. With an internal 16 bit CPU and USB hub, it acts as an intermediary to
the device 16 and the server 10. The reader 12 also supplies power to the device
30 16 for its operation. Internally, it has a USB hub, which expands the computer
USB port that it connects to. Thus it enables another USB device to be plugged in

while it is utilising the port. The USB resource of the computer is therefore
duplicated.



The top cover includes a slider nmechanism 40 to connect the interface 33 to
the device 16. The reader 12 has a unique physical interface with the 5 pin
contact that allows the device 16 to slide into the slot created to hold
t he devi ce i@201¥30kest he sl ider nechani smon the readerrcicbhmodevi ce 16
once fitted into the 20 slot will be I gcked in place with the slider. This
ensures that during the reading and witing process, the device 16 will not

drop out. This migaiegA)am éN@z@%\h@Wé}g%mbltaryaédq%@m@npd%hl@%dmeps%r ation
whi |l e puttlgg n the device 16. This designh frees the user to operate or

hol d or do T86AIMANFHENSLEdhawderice HE Bienaieferahly. refbiuely s tdoasiiadesis it
al | ows novegRes 16'%o B@teb@il‘,/c‘!’dﬂhécﬁb}Q%s@ﬁ&ﬂ&@ml@a%’éhﬁ%u%ﬂ% el i tten or

read. Unlike a conventional USB i1nterface, no parts evice 16 wl|
be protrudPhifedie. 5pr expmpladhedimensions may i dSramtengthx BRemawidihbx mat chi ng

NFC i nterf ggen ﬁo‘édmealﬂﬁ‘t’lhﬁ%nje@roﬁffanjg% o?@MMH Yo afthod ancgﬁ&adlm%ﬁsnghé CPU and

USB hub, it acts as an internediary to devi ce he server 10. The
reader 12 &P4Y® syl PesussewsHch @St%@eatéwcmgesqf arewrfmre ibetvesre e ¢n.

I nternal | yqghk hgfeavdigit Siube d@@|c%h1@¥s0 fé@rab! eab%Q.FRHL? gram® antgv\}]hat It

connects to. Thus it -enabl es anot her devicCe to be p ugge
is utilisilghtepighpter easeies “@S@W'é&éoJﬁ@@tﬂﬁr Qw@ce%nﬁmee@ewl@é 1herafhe e

dupl i cat edformWo?%lranéQ%%géPgTé %1%%%430@ is lightwei tgg{gﬁ rﬁfé? B and 20

show an exenpl ar iment of the device I ons e device
16 ar e1Qr eflerioblst yThelwﬁervaacgmay eovantagsosslyheonarisiecenly 6wo subfacesasi | y

carried by,aicHSRE j %e&%?&hbpaﬁhggﬁb%%ﬂé%y% rﬁe{lﬂ?é’ss%ge%ﬁsmgfaﬁgf%gl a%?esl | ke.

For exanpl e, the di mensfons
(dept h), abanngction mesmser Poe erahgid of thebouter slifareslmdyobeghergrined di rrenS| ons

coul d equa&ﬁ\?ébvﬁtge %ed%?%rﬁéd @gﬁ@ghgﬂ i 91% %n %%e%ﬁirggrﬁﬁﬁmﬁgm to

15mm The wel the device 16 is pre King it
| i ght wei ghas fshoweaise fipfiren@ar dloi Iprevpnt The cmamee duafmﬂ)le)fumﬁtentdmml ce 16

may be 5 Oré'&gaf? n & %Eac%ﬁ?t]g:tlg?st Slrcuﬁ e(r ﬁ%‘ébnc@%ﬁp g s@ ﬁ&gé%%’l%‘%{/ls@%'ﬁpmp ght yet

strong and 1 out aces nay a |se only
two surfacem maddlethtoedqz\mmé@ Stuogenshhat sitownhie Figlge 20/ iThedhighd 17\mi>d| ng,

screns. OrwOHRAE i LR RGORRSEE WARNTRAD S0 GXE,PE OB koL ke, e

surfaces engrave €rw se s
identifi ca¢qrmlnctmacmb@sr actsaae aoEMMREbehneat whleownounted |qmurre @dvicelT a6 pr event

t he chance S u 15 acti v tion he contact!| ess
circuitry Tﬁg g{?ﬁ)cgzs {i%deto @J g%:jlggf‘ e%%gfegvﬁg O%H &r4 C%taﬁ P ¢ o
devi ce2(16, |sLuohtmﬂessd’leaadsigoamdewman@mferrﬁ’ziﬁonTéL@nS\hh@i @ réddermiy fscewade from
conductive Jeggpeé%ymi@ al so doubl es up as a noi se danper. The conductive
rubber actd 7 RFl shield when nounted on the device 16. This shield
is used to prO\Z‘ll*de'nﬁeribmfdmldQV|ea/e6|tb|®ta|r1@fth@mectr@rmt:aﬁmbeﬁ@t@w«ﬁmn 20i .
cont act | ess\}:r.gee:(gglif’ngr of device, 16 i

6

contact | 98 R Ao cdArRB ) e SATERA S HE T Mo 52 ehg ) 2
el ect roni ci\ﬂé@rmmnmmfgcamainm 14 aFflrQUﬁ@'nary GHEZ@QJWﬁ@Trﬁéch@hipdeS an
?in : g,[] %,acﬁ\ ac@gﬁoréeéégg Nt %éﬁ?'{ﬁoBrne ary mtteegac%CSeZ Irrmrgrdtevnce 1% 24, a

chip processor 22-is based on RISC 32 bit processor that is low power and yet

powerful enough to handle all the communications and the security requirement.

It can run up to 200Mhz. The program for the RISC processor will be stored in the

memory 26 on the chip 22.

30 To enable the device 16 to be wearable and carried around without weight
stress, a no battery design is preferred. The device 16 does not need a battery to

operate. The contactless read/write sessions capitalize on the technology of a



25 28, athird flash nenory chip 30, and a proprietary interface 32 The
device 16 chip processor 22 is based on RISC 32 bit processor that is | ow
power and yet powerful enough to handle all the comunications and the
security reaeguemeeess. |t can run up to 200Mhz. The progresazinnoiie Rl SC
processor will be stored in the nmenmory,26 on the chip 22. 30To enable the
device 16 to be wearable and carried around w t hout wei ght stress, a no

battery deshbeiid RFRS FESIMAR sJtOB VK SSvekEahOss P& lé@ﬁ@ﬂeﬁqaﬂﬁﬁﬁr@ﬁ@{h to

operate. The contact|ess read/wite sessions capitalize on the technol ogy
of a WO 20E2neresespefrrawpact repthans sesyersi ve RFID read/ wite setup while

power can be proyd dagnRXt&y q}f'g%% Etgrrewgbotahe -AHBhif 856 R B8d fiym GRSt act

read/wite sessions. _ nna i's Used to receive and transmit
data to andefie®n @ heralessly evid ethai rasliesfstqpentin arhethesdswitableeq@encheldér ot her

sui tabl g ng%ﬂuinﬁggorﬁm%gﬂgyﬁisg@géoo%d@a@%&rgqlx%’é ROV &6GHhaD! v the

wreless r I'ng distance is ut 3cmil is protects the data from
unaut hor i sidab@ielosn#IP%.hilhis peotedte sheadetes fipmgurauidrised facegsre hiri thisd
Wreless data.Lr. gl i OChp i | at] S t veni ent
novever - onf i IFE PSS TigaY el BeBuqHEis wirdiek Bl Uehdtq' 3 mlpo1E

| ocati on ofelathelyafastnard addngesientecliwdvey emyl linditadr gataricapacity eéndagea from
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mounted below the PCB antenna 20 traces. In saving space and increasing the
distance performance of the wireless device 16, the chips are placed within these
20 circles of antenna 20 traces. This is different from standard design whereby the
electronic components are placed outside the antenna loop. By achieving this
working design, space can be saved without sacrificing distance performance.
To allow greater transfer and storage of data, the proprietary USB-like
interface 32 is provided. The device 16 can be plugged into the reader 12 via the
25 mating USB-like interface 32 to allow the transfer of data. The contact interface
allows high speed data transfer for larger files for example images and video.
The first and second memory chips 26, 28, allow data to be separately
stored in differe'nt locations on the device 16 for added security. For example,
sensitive personal data may be stored on the first chip 26 such as secured keys
30 and encryption algorithms and the like, and other less-sensitive data stored on
the second chip 28. Different security levels may then be applied to users of the
system to access the data stored on the two different memory chips 26, 28. ltis

preferred that the storage capacity on the device 16 is at least 1GB, as this will



interface 32 is provided. The device 16 can be plugged into the reader 12
via the 25mating USB-1i ke interface 32 to allow the transfer of data. The
contact interface allows high speed data transfer for larger files for
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st ores t hee¥ed Bastomemesy epotores thentecHrasherip cyhitenBervam &hir Meawiy ed dat a
in and out 29fst6r5§359&Né§ﬁes)1r£rtJrgﬁt|&¥%/§6ﬂ%m hhpea w‘%r@gs\/m%ﬁ)faéé %Fc?gﬁartnhe

secured data, whil 28 stores secured
encrypi? onTa'ﬁg%@arﬂ'Pﬁﬁoan@f thﬁé“@m%‘?%%sqfﬁsé aadeen gretgeton o&merﬁﬁecsired

organi sat| Qé‘tao‘lg@l &8 I‘#"?We\/%és REvh&Sn Wbé’@t‘ oz 'ié?%@ﬁ«tén?&y Bbcalie sregdr ed

data. Typi cal D devices have not in the past | ar ge mem)ré because of
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with a large nenory access to act as the contact 1nter e size and
wei ght of M%m@msm@ctce@stbem@tecmteéfgo@t ideal for use as a wearable
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may have existin condi tions suc I's wearing a heart
moni t 020 ﬂmpkememteé youdberathgits rte pitereddentén tinfosmatmndabmticesidentslr ander s
licences, \I;\]/ﬁ%h t\/\nll ?@c{uer‘re every resident to carry a device with them at all times. It can
also be used to store health and medical records, especially for users who may
have existing medical conditions such as diabetes or is wearing a heart monitor.
The device could also replace identity cards such as drivers licences, health care
25  cards, store cards, etc with all information conglomerated onto the one device.
Reference throughout this specification to “one embodiment” or “an
embodiment” means that a particular feature, structure, or characteristic
described in connection with the embodiment is included in at least one
embodiment of the present invention. Thus, the appearance of the phrases “in
30 one embodiment” or “in an embodiment’ in various places throughout this
specification are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures, or characteristics may be

combined in any suitable manner in one or more combinations. It will be
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a housing having a first surface and a second surface, said first and
second surfaces securely enclosing electronic conponentry of the device,
S5wherein the el ectronic conponentry conpri ses: a datme1d@oageoodeyi ce
for storing information about a person or asset, said datgstionagR.a6M ce
conprises a nenory having a plurality of secure nenory segnents configured
to store selected information in separie menory segmediCd/SGE41/AW353
processor fq Awsferring the information fromthe data storage device to
an external %lérm via a conmuni cati on neans, wherein the conmunication
means conprises: an antenna to allow contactless transfer of the

i nformation;.and portable information manﬁ%lerhé}ﬁ'd%(/ieé%&%risii ferface to allow
transfer of the inforpation via 15physical neans. . A portable

i nf or mati on mana§efRMstNddRAMGea dislosiacy angl 8| secand sutigrer sp el @angl ural ity

of secure nmeyERbNd SEBEBSEScUREerRRIHigi@dniv dompahdrigot He dediég] S of security
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when either the hidasi storags ae@eslics yfcking @foraiaioh Boélt ASRreUnQfiadkdtysdi®@ a

r eader. 4 tA Porta | e information rrana,@?er.rent ?Ievi ce,according to any one
of the precdlfith§I%s; Fvice, FRTRSES SMAMALRIINYG  LIutalit 8k SHGUrh MAmas)

i denti fi cat isegm2hisrootiguatd rstore Seledtep aridraddtion indepartd memorEdtaarimNt devi ce
according to claim4, wherein said housing is marked by engraving,

sil kscreen or "punching. 11 6. A portable information nanagenent device
accordi nd t o anyapmeessortfdrarapsieaaditngintdraation frovh ¢ieedaa swtabedRiize 3¢ Or age

device has aancﬁ?éa}ﬁéltd%vi% viata éoﬁﬁﬁ&niga%n means,
wherein the communication means comprises:
an antenna to allow contactless transfer of the information; and
an input/output interface to allow transfer of the information via
15 physical means.

2. A portable information management device according to claim 1, wherein
said plurality of secure memory segments are configured with different levels of
security access.

20 3. A portable information management device according to claim 1 or 2,
wherein the antenna is configured to allow transfer of information when either the
first or second surfaces are in close proximity to a reader.

4. A portable information management device according to any one of the
preceding claims, wherein said housing is marked with visual identification
25 information.

5. A portable information management device according to claim 4, wherein
said housing is marked by engraving, silkscreen or punching.
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7. A portable information managenent device according to any one of the 5
preceding clainms, wherein said antenna is configured to allow transfer of
information fromw thin a distance of about 3 cm from t he dgwstosusdoase or

second surface. 8. A portable information rranagerrent g&&;&%m&@hng to

any one of the preceding clainms, wherejn the managenedC
approximately 10 10 grans. 9. A portaH e information managenent devi ce

accordi ng taq, any ,one t ecedl n i e, wherein.the

di nensi ons 8€f t hé QOJ@gIenGPO(SWB He™M ?‘9%85@9?"'8%\?9%% ing do &Bkﬁr%’%%?%l y 50 nm
x 35 mm x 6 precedintOclaifs, whearinmadid alataranegentevicesh=st & roapaciy rof st ngkist 15a
portabl e inf tion management device according to any one of clainms 1 to

9; a server for receiving information to be transferred to said
managenment device and transferring said information to said management

device via g.reagesortabri iﬂfdﬂﬂéﬂﬁf maRdgtneht ABvied al:&ﬁ&hg%‘ aﬁwo‘?lﬂr@ the al l ow
contactless transfer of the 20 information to the managenent device, and an

i npuVout rfht Rreedgacleims Whersl £7idnattepnapts tQ‘?@f'QUr'i‘PQ)rtPra lown trapg{en iy si cal

neans. 11. ifrhatoAoRt wiin RENERIERE absSE 6/ fRRE PledirftGulBecbddibaAd®, furt her
conpri si ng asurr}géese source generator. 25

8. A portable information management device according to any one of the
preceding claims, wherein the management device weighs approximately 10
10 grams.

9. A portable information management device according to any one of the
preceding claims, wherein the maximum dimensions of the housing of the
management device are approximately 50 mm x 35 mm x 6 mm.

10.  Aninformation management system comprising:
15 a portable information management device according to any one of claims
1t09;

a server for receiving information to be transterred to said management
device and transferring said information to said management device via a reader,
said reader comprising at least an antenna to allow contactless transfer of the

20 information to the management device, and an input/output interface to allow
transter of the information via physical means.

11.  An information management system according to claim 10, further
comprising a noise source generator.

25
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