179

Business office

HSM

Host device

Application server

FIG. 1



2/9

¢ 9l4d

L,

991A8p INdINQ

901A8p INdU]

91—

WO

CRIPENY
ndyno /andu]

e~

G~

1055990,

INOY 84ndsg NOY
9z ez~

10$$820.d00) 10S$890.d
6z~ 1z

AVY JIun uonEeIIUNWWOY)
72 "
WSH | |]
N\I\

JUN UOIIEDIUNWIIOY)

T

L~

WVY

Ak

90IA3p 1SOH

_\\I\




3/9

L 3
Application server
— 32 L 34
RAM Communication unit | > Host device
p 31 . 35
Processor Input/ output
interface
. 33 L 36
ROM | Input device |
Output device
37

FIG.3



479

b Ol

€0¢ €ol
) )
{ \
% N
i AN | uoneoidde
ot s | A—N o
9 N V el
18d auIsua 1dv \\/\
JuaWwageuew \_ _/ Juswageuew \
X 10IS o [N e L0g~
030S
HuNn uonouNy aq Jesq
200~ uonezuoye | A N A N] uoneoydde
pue N\ A< S N—— 1 3umes ysH
UoREIRUaYINY y0}
IdY [euiduQ
L0z~ 201~ 10—
WSH | |= 90IA9p 1SOH JaAJss uoljeolddy
A L~ ¢~




5/9

oy 2
Host device HSM
ST101
2 Pre-registration request N
—ST102
Authentication process
ST103
B 8 Pre-registration response
ST104
8 User registration request -
—~ST105
Issuance of provisional
authentication information
ST106
B 8 Provisional authentication information
ST107
( User formal authentication information
—ST108

Authentication process
and encryption process

ST109 Encrypted formal
8 authentication information

__ST110

Storage of formal
authentication information

FIG.5



6/9

990l

8011S
\ 6011S
P ( N L0118
N V N Jasn ul 4 < N

Ay 3077 | |ssa00.d uondiious 8d . " UOIBLLIOJUI UOIBONUYINE [BULIO
3 (A8y gq Aq psydAsous) HELLIOJUI UOREORUSLNE |euLio}

Aoy g@ uonewLojul LonewoyU pUE ‘Uoijew.ojul uoieonUaYne

uoIjeaUBYINY uoneonuayNe [euoisiAo4d ‘(] 4ash
N N _m.c:& Euuﬁw ‘uoiye.sigal uorewwiojul
X 10/S " 90L1S'S0L1S UONeoruayine [euio} Jos
i LonRORUAYINY Joroun N UOIJBULIOJUI UOI}eDIUsYINe
. ¢0L1S co_ymw:o;wsm /! N N | gd-%n 9011S [BUOISIAC4d cow_“mm%%
ezl - ul
pue N g( 435N Ul UORULIOJU 4 I [ /oSN puUe 101 NSH
uonesRusiny uoiyeanuaLne 01 “senbau uone.ysigal Jas()
03018 [euoisinod pue (] 4osn IdV [BUBUO | p0}1S
9J0}S PUB UOIJeLLIOJUI -
gy uoljeIUSYINe N 91ep uoneJidxa
ce [eUOISIACJD BNSS] colLLS  PueIoMIL
¢0L1S -«
N UOIJBLLIOJUI UOIRDIjUSYINe
J01e.3SIUILP. pUB (][ oSN
A __V L0LLS  4orensiuiwpy
— P — —
10¢ pajeonuayine c0l 101
WSH | |= N0 Aeg 99IASp }SOH
2 L~




719

1 CCLS ~—

80| Jo a3eJ01g

}nsaJ SuISS90044 )

¢eels

L.
>

Suissso0.d 21wyl
olydessoydAin

}|nsa. uoijesado olydessoydAin N
0¢¢LS

61218~

-

h 8le ._.w\(\ 1sanbaJ uonesado olydessordiin

-
Ll

= A4 ._.m\f\uﬂwm:ce uoneJado o1ydessoldAin

Y

$59004d UOIJROIIUBYINY

P121S~

A

J02LS—  Uononisul uonezieru]

-
V

}|NsaJ UoieOIUBYINY w > mrm._.m\}\ }|nsaJ uonesnusyIny
GLe1S
< €1Z1S~—  UOnBWLIOUI UOISSBS < P,
01z1S— UoISSag > :N._.m\:\ uolssag >
“o0zls Jaquinu 30IS “s0z1s— JAQUINU 30[S

9021 Uononisul uonezieni]

$5900.4d UOI}BOIUBYINY

95u00sa4 Uo[jeOUAYINe-alg |

¥0¢1S

€021S~

20215 159nbas uoeouaLNe-aig

G0Z1S ~/asuodsal UoneoUaYINE-a.d

-

Y

~10ZLS UoneiLIojul UoREIRUALANE-aid

L9l

WSH

|~

99IA3p 1SOH

€~

JaAJas uoneol|ddy




8/9

8 Ol4

€0¢ €0l AR
) ) )

\ 51218 ﬂ ( -
“mwmwm . )nsaJ uonesnUaYINY AW -

101 '6021S 124013 '8j0J “UoISSag (E)

fay 8o | | 4 N 'L021S
Aoy 8@ /_J|\ oUISUS N 1Y ¢iels r
EoEmmmcmE A v Juswaseuew m uoIssag g
X 1013 riels o) o |uels
. - x 43quinu 19[S () uoijeoijdde
, 8021S s2s)
R x uononasul [/
$59904d uonezijeryuy (1)

0318 | yoneonuayany _WWNNWM 9021S _

— €0¢1S uorouny N ga 4es 0 M ._.me_u HoneIdxe o1

c0¢ uonezuoyne | A N
pue AS . N | ) Uoneuiojul uofearuaLpne
uoIeOIUAYINY noAed 01 ,
191 | Idy [eusug [+0CLS ar4esn —
LopeanuaLny — UOI}euLiojul Uoijeanusyine L0S
1oz~ 204 -aug
WSH | |= 90IA8p 1SOH _M JanJas uoneol ddy
N\r\ ) —~ ¢ —~




9/9

6 9l4

€0¢ €0l
) )
a0 \ (
(OVI 80| '19xo1)
synsa
101 3ul m\_w_ao M ) Idv
oy m.o._ 1} 40188 0¢¢1S Juswageuew 77718
"\ 81218 A
fo¥ ga A )
uoijesado auidus w >
olydessoldAin Juswaseuew A Vm_o ur ovn 1nsaJ 8UISS800.4d
X 0I5 Aoy 159nbo. pue 30| <
61C1S wonesdo 210}S pue w 159nbaJ uonesado sonzoydde
: olydesgoydhig nc_am_w M“M_” J 1z dudesadhig (v) o
Bm_oowm< | —~1221S
030IS
uoljounj qq 4es
NONW\ uoneziioyne
pue 3
uoREIRUSLINY ¥0l SUGL
_ _w_,qu [eulslo 06 P
& WSH | |= <ol 90IA9p 1SOH _M JaAJ8s uoneolddy
2 |~ e~




