| MPROVED METHOD AND SYSTEM FOR PRODUCI NG DOCUMENTS,
VEBSI TES, AND THE LI KE HAVI NG SECURI TY FEATURES

WG BASKERGUND OF THE | NVENTION A. Field of | nveP@T/082008/052450
This invention pertains to a system for producing
certified docunents electronically, and nore
particularly, to a system and nethod for producing
docunents that have a security image with infornmation

that i s notIVRROVED METHODANBKSYISEEN FORIBRODWCINGY
a certification that the docunent is genuine. The

syst em igp@UMENPS IWERB SAES, A ¢DWHE RIEHAWINGBECURITY

simlar security Image as a neans of providing
verification that the web pggg‘srﬁltgsgenui ne. A et hod
and systemis provided wherein a string of

al phanuneric characters are converted into a security
i mage from several security el enents, each el enent
1500rres§ondi n(guto each of the characters of the

5 stri ng. BARKGROUNY RayTiHE IMEME®NY a cust omer and

may be different for each docunent, or it nay be a
st andarA. Bield ofgnvératon s used for a nunber of docunents
or web pages.

This invention pertains to a system for producing certified
documents electronically, and more particularly, to a system and method for
producing documents that have a security image with information that is not

10  visible to the naked eye, thus providing a certification that the document is
genuine. The system is also used to generate web pages with a similar security
image as a means of providing verification that the web pages are genuine. A
method and system is provided wherein a string of alphanumeric characters are
converted into a security image from several security elements, each element

15  corresponding to each of the characters of the string. The string may be defined

by a customer and may be different for each document, or it may be a standard

string that is used for a number of documents or web pages.

20 B. Description of the Prior Art
The security of documents has been a long time concern,
particularly for governmental agencies and financial institutions. In order to

provide assurance that a document is genuine, documents have been printed on
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20B. Description of the Prior Art The security of
docunents has been a long tine concern, particularly
wo 2008/0o2F nent al agenci es and financial instiRUE/USW88/052450
In order to provide assurance that a docunment is
genui ne, docunents have been printed on paper having
speci al characteristics. For exanple, it is very
common to provide official docunents, including bank
pap d"roiaﬁ’/ﬁwgaﬁﬁbd il RBeh@EridtRs! MoMeRbmpRs PRy bB@imdrsto provide
enbos and/or inprinted wwth a fine design that is

ofﬁc@\ BééLﬁHéﬁtst %Cfﬁﬁgggé’ﬁr@n es‘-‘é?ﬂyﬁné\@ﬁa?‘ﬂ\’ﬁfuméﬂ%nq%\ fhat

rns | er are constructed

[ ed |b| o.th n_an
ol S%eﬁa%nﬂté%r 'ﬁfﬁgﬁe@%@(ﬁfh& BEhE Y Bl ﬁa?é%ﬁ?agﬁ %
roduced on a_copier, thereby indi catln that a
COPYe dﬁ??@d@ﬁ(ﬁ%@e ab {erng RNt o é%C%%WCted
copi ed. Various techni ques for eneratlng t hese types
and @ifraﬂ@@bfﬂahe glmastanysibre t@et\hélrm&x@g eyeon ax @figing) degument but
Docunent Security Systens, Inc. of Rochester, New

prodioe k. veltP tlase veark whdn ftepnodvdebesea icppies, mbresbwumaatmg that a
were nostly produced in one step using specialized

corrépBARFIVE RN EHLEE Rot §éndiRe bWPh§§ 8BEn cBFFe%jt \B¥fious.
I mprinting or embossing blank pages with a security

techblﬁggg ¥ e%e%ﬁ’gtr rﬁi{ ?@95 t&ec{lhcu n#’&nté‘%w hadn %%@E%ﬁ%dt for

process 1s
nsum n

exanyiple; by ﬁQCH%@gﬁ&'\C/EE@O BB ﬁé’? SnestenfeuSehnont ¢

that may be used, for exanple, for identi f| cati on.
At t enpti3owever, Snfonarthesedypeoatidecumantsarersanosti y
i mages el ectronically using mathematical al gorithns on
prodacedho ene steipngsing spbcialimstdespeasivermratetdooeinetwo $tbpsefirst
attenpts were unsuccessful because they were too slow
by in@HthtinBat@miBd$Sing blank pages with a security image or watermark, and
then , by applying content to the pages. In either case, the process is slow and
time consuming. Moreover the process is very expensive if it is used to produce
a single, unique document that may be used, for example, for identification.
Attempts were also made to produce similar security images
electronically using mathematical algorithms on a whole string of characters at
once. However, these attempts were unsuccessful because they were too slow
and inaccurate.
SUMMARY OF THE INVENTION
The present invention pertains to a method and system for adding a

security image to a document electronically. Embedded in the security image is

a string of alphanumeric characters used to verify the authenticity of the



20SUMVARY OF THE | NVENTI ON The present

i nvention pertains to a nethod and system for adding a
wWG2me09499s i mage t o a docunent el ectronically. EHESH081052450

in the security image is a string of al phanuneric

characters used to verify the authenticity of the

docunent. Additional graphic elenents can al so be

added to the string if desired. The security image is

docurhéMC tAHREb RN graHiG BRLEL RS chhallsobe Bdt @ tel UsERAY if S

viewed normal 'y on a nonitor or when the docunent is

repr n: [

desifelp e oy rad LA B0 dHeamandier &8 Mefuieh the, o1,
further.includes neans for. viewn he security inage

doc%erlltégalet gqrmq%/_on a monitor or thﬂéﬁ%ggﬁwﬁp{ wyrteﬁrqcﬂézed
security el enments can be s%_in,er at ed usi ngI various well

On a&kRIVHR Y PNty @‘%"6@9 smeubstariially hevisivleuio; f‘? ﬂ%‘fﬁ@@é/earTé"e
produced they are nerged into a respecti ve docunent

5  systemdutthenintlides omansrfor giewing thet seaditaimbge wnesidithetring.

el ectronically. If the docunents is in certain formats

that 107iee doturheansitiatiee semgity elwehéntbebneengaruratear ssing
and printers (e.g., docunents in pdf or htm formats),

Y BEENDL Ao IR IR OP RESf prouco

they E’é%fn(?r §a ﬂ?ﬁg}g@é’pgaﬁ/eo&&%%gnt%sh%dthgﬂ {9 R8EFEnfean be

stored and transmitted electronically. If the documents is in certain formats that
10  do not translate images well between monitors and printers (e.g., documents in
pdf or html formats), the security images converted using appropriate scaling
factors.
BRIEF DESCROPTION OF THE DRAWINGS
Figs. 1A-1D show the process used to generate a security image
15 according to this invention;
Fig. 2 shows a system for incorporating security images into
documents in accordance with the embodiment of the invention;
Fig. 3A-3C show how a document is modified by adding security
images in accordance with this invention;
20 Fig. 4 shows a flow chart for generating security images and
merging them with documents; |
Fig. 5 shows a table for converting images from a standard monitor

to images printed on either a 600 or 1200 DPI printer; and
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15according to this invention; Fig. 2
shows a system for incorporating security inages into
WQelowa99s i n accordance with the enbodi ment oPCT/H§2008/052450
i nventi on; Fig. 3A-3C show how a docunent
is nodified by adding security images in accordance
wWth this invention; 20Fig. 4 shows a flow chart for
generating security imges and nmerging themwth

documentig; 6 shows a flow chEHer CoriReRy mady @rh®4tible with
converting inmages froma standard nonitor to inmages

ther a 600 or 1200 DPI printer; and
monﬁ{)r’g%@d lﬂg\?\gé a flow chart for converting inages

conpatible with nonitors and printers. DESCRI PTI ON OF
THE |1 NVENTI ON 51 n one aspect, the present invention
pertains to a nethod and system for providing a unique

securi tyE ﬁ%BTf(H%{tOFgHEn YEUTEPNd or enbedded

el ectronically into a docunent.
In one aspect, the present invention pertains to a method and

system for providing a unique security image that is incorporated or embedded
electronically into a document.

As discussed above, prior art techniques are known in which a
paper used for a document is preprinted on a special printing press with a
security feature. The security feature is generated from line patterns, including
two sets of parallel lines disposed at a respective predetermined angle. The line
patterns have characteristics selected so that when the document (or the
preprinted paper) is copied on a standard copying machine, a preselected image
and/or a string of alphanumeric characters appear on the copy. Alternatively, a
special viewer formed of a hard of transparent material with a silk-screened line
pattern can be used to view the original document. Alternatively a transparent
film is printed with lines having a predetermined line spacing and angles cam be
used. However, this technique cannot be used to generate documents
electronically.

According to the present invention, a document with a security
image is generated as follows. First, a library containing a set of security
elements is provided, each element corresponding to an alphanumeric character.

If necessary, other security elements may be incorporated into the set, such as
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As di scussed above, prior art techniques are known in

whi ch a paper used for a docunent is preprinted on a
WQp@sad99pri nting press with a 10security featRCEUSZINE052450

security feature is generated fromline patterns,

including two sets of parallel |ines disposed at a

respective predeterm ned angle. The |ine patterns have

characteristics selected so that when the docunment (or

elenddhes %pﬁ@éérﬂh@dh@ﬁm@?é Jf & 1668 @d/pdus StAssardcs epylmg
machi ne, a presel ected image and/or a string of

elerw%n%@ﬂéﬁ@%rdf%t ‘Feh'%rt i\fg‘s%& @fppPﬁarel‘?lﬂe% % ,?%’%BM at a predetermined

ternativel eci al” vi ewer
ar ent Sl|k screened line pattern

anglg g0 ve%ap{%é%?weﬂmﬂ% document

Alternatively a transparent f|In1|s printed with |ines

havi ng 18 tpe et éﬁﬁemqw%e%&@drﬁgboyﬁda&@gu@@ featureavas

used. However, this techni que cannot be used to
genageteer asieg doe deositiss edreging oot 400 Pl d0nes pediney) tip to 30

present invention, a docunent with a security imge is

LPI generatwth €33 £P] b@mg tydicaistHoeVvdrbirar yrecont ial ehtogs Rave
set of security elenments is provided, each el ement

foun§ %éﬁﬁ%%%@% hét ﬁ‘éhué‘ulghg‘ggﬂ@& Fr FERFRHA-prbliuced

necessary, ot her securit  ements may be |ncorporat ed

t rese
doougpbitst 23 2Ry olf Ao GhEHE P ele A Bl AR R P rbRERT o
onsi sts of at st t sof parallel |ines
this %f? @?”&”EFE’&@%@ éréﬁj%ég RAgies @ﬁa PRR{RTHGUS generate a
redeterm ned line density. In the prior art
line e\e&fh@Dadé&d“eé&ﬂﬂaeiptabbi@wever sestanderd prénteucen wasprint a
5generated using line densities ranging from 100 LPI

half 4 dohasd pregrefane e lipe ton&§iB0udde foppremirded Wothmeass isPiot
bei ng typical. However, the present inventors have

s.wtai)ﬂéh‘@)@I eldtaionidillls geRBARed SraR8ithRT db&thadhtsy Tfhlé' 6ré§eﬁlor
el ectrom call y produced docunents. For exanple, if

SRR R My O
Ther1Dr (%(Fb prlnteg%g%rbaet L?se% to make the required lines easily. For
example, a typical line pattern may be generated by printing a line one dot wide
separated from the next line by a space equal to the width of several lines. For a
1200 DPI printer the line density can be increased to 150 LPI.

A technique for generating the security elements is now described.
The security elements are generated electronically using a graphic program such
as Photoshop, Gimp, etc. First a blank canvas is selected having a
predetermined size. The canvas is then filled with a first set of parallel lines
disposed at a first angle, as shown in Fig. 1A. In this figure the first line pattern

has an angle of 45° forming the background for the canvas. Next, an
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10l i ne every 600 / 133 = 4.5112 dots. However, a
standard printer can not print a half a dot and

W@ besed499E the |ine density used for preprint eRCT/US2008/052450
docunents is not suitable for electronically generated
transm tted docunents. The present inventors have
determ ned that instead of 133 LPI, 75 LPlI is nore
suitable. Then, a 600 DPI printer can be used to nake

alphéﬂﬂ;ﬂnéﬁ& itk éél@@t%dqéﬁwmw d8Ec kR SRITRE R is @ecﬁLMR:JdC afhe
l'ine pattern may be generated by printing a line one

o AR S 0 Bt SR e

sity ca ncreased to 150 LPI
The letBe i HeguE aistgAR o2 PHESTEN S oS teMBinr g with
now descri bed. The securi ty el ements are generated
the fisstesat obHnesal F9r eampleathsr saaeng set eflines BwyrPepapendicular
Phot oshop, G np, etc. First a blank canvas is sel ected

to thbdivstrsgt.alpiFigdéBeearmapdd Giiz ehowh éilledmithsa sgcarttesetfdflihesl
wth a first set of parallel |lines disposed at a first

perp@ﬁ@nb@lar asthehransétn (IRifg. 18\ théBetbh@ skt GUrRstdre shohwston the
|ne pattern has an angl e 'of 45 form ng the background

right ‘R{ ect eg‘?%tﬂé’raé for'gﬁ’étsak%rbf cfHr t'5""rF"‘r‘é'F‘érbBl | &id &V &&ts 5 of lines

a security el ement IS reqwre

nave ST 1 B R E BT WheSOol B 0P, 1B wwﬁe

ond set of |ines having a predeterm ned ang
bOthv%ief ﬁg‘ﬁf}?é PRy S Lept OF Pieheas Seedt ORRAFHFY)) WiRE %@&ﬁ?@rat@d
set of lines may be perpendicular 5to the first set.
by 7 detsHag pixel). adgn printed the ssitwahlirfdd ¢asdhave & line skeosityl of
set of lines
100-175 Ipi.

Next, the alphanumeric character (in this case, G) is merged or
combined with the background canvas as shown in Fig. 1C. While this step is
performed electronically, the resulting security element is inspected visually and
one or both sets of lines of the securily element are moved either up, down or
laterally to insure that most of the lines of one set do not merely terminate at the
interface between the letter and the background but that they are connected to
respective lines of the second set, and that the security element does not have
any voids or large dots at the interface . In some cases, individual lines may
have to be extended (by adding pixels) or shortened (by eliminating pixels). This

process insures that the security element looks homogeneous and that

respective letter is difficult to see.
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perpendicular to the first set. (In Fig. 1B, the

second set of |ines are shown on the right side of the
WO 2108094995 f or t he sake of clarity). Preferabl yPCT/Hg20080052450

sets of |ines have substantially the sane

characteristics (except for the angle). For exanple,

both set of lines nmay be 1 dot (or pixel, as seen on a

screen) w de and separated 10by 7 dots (or pixels).

When prt efocddiss $@d§at@é fdr RSy ‘éﬂihah@ﬁ%n@ driaf&cter desired,
density of 100-175 t he

C
as wBl RS TOL AR bhef “ﬂi’%@ﬁ%@%ﬁ%ﬂﬂn@v 2518 @éﬂ*ﬁ (SR ReLof
. S step | erfo
SeCUf'ng%'le{‘?%ﬁ e Sl b EaBe B ERobitte W € pel
one or both sets of lines of the securily el enent
aiph@a@ﬂ%%aa@cﬁférew handog different fents, sigegoetcnsur e t hat
nost of the lines of one set do not nerely term nate
at t he Prefenabbe thcbsttvdesrcutity dlemiesots anedstotee dmickageound
but that they are connected to respective lines of the

eleme@epinth Bigtary asidgtahgtiosessgrphid torebenenh odaBF, ok
have any voids or large dots at the interface . In

data ﬁg@ cases, individual lines may 20have to be extended
? addi ng pi xels) or shortened (by elimnating

SI éﬁLﬁ%Th%”b?afﬁsﬁﬁ%%neé&§§¥'§ﬁed 9 ef%%i%@&@ﬁ%g%&C{eéfﬂbed

ifficult to see. Thi rocess peat ed for
be‘O\@v SAHRBhGIREIANES éﬁ%\?'é@g égdd?ééqf}%é S04 aﬁ)é’ﬁ‘?”é@"?[ﬁ‘

any other types of characters or images to conplete
elements 8t puiftogetbar pidg byl siderths sepbrityslemeatd argrjaingdcan

be generated wth several sets of al phanuneric
seantibasiaatitr sackgamindiindsngf ahd §eoeity elfeomdrs befigzastingoas with

SPreferably, the set of security elenents are stored
lines&¥ théMBBRcent element. Fig.1D shows a security image consisting of a row
of four security elements generated in this a manner. In the Figure, each of the
elements corresponds to the letter G, but as indicated above, any combination of
alphanumeric elements can be combined to form a security image. (It should be
understood that throughout Figures 1A-1D the thickness and density of the lines
are exaggerated for illustration purposes.)

Once the set of security elements are formed, they can be used in

a number of different ways in various systems. For example, an author
generating a document using any standard application, such as a word
processor, a spreadsheet, etc., may decide that at least some information on the

document should be hidden from plain view or verified. For example, he may

want to provide a verification that a commercial instrument has a face value of
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elements in a library using any | ossl ess graphic
format, such as G F, in a database. This |ibrary can
wh200802%5i bl e to generate docunents as descriBEHUS2008/052450
bel ow. The security elenents are sized and arranged so
that when several 10el enments are put together side by
side, the security elenents are joined seamessly with
background |ines of one security el enment being
$10,00000N QWS chNnidrm@siodimadhiecrdicacsial n@hw@@ﬁé?t#)asﬁ\bv@rdhl?
shows a security inmage consisting of a row of four
sec B oo B R P B P A% ARl el g o
. t i ndi cat e bove, a i natjion of .15
plainfepbltc At VBt ol e EERLR S h BF e b 2Refs it detabase
.. security image. (It shou]d be understood that _
e'thetrrﬂ”@fiﬁ}ﬁd%ftwﬁtg@ﬂﬁ*?s@a@_%-ai e eEhiNEIGIESS PARE NGIeT RGP 6t
the |lines are exaggerated for illustration purposes.)
imagasc el eheorspesitsf insrgasrareythen dronpe atadeintotheedocuriesyt asam
be used in a nunber of different ways in various
watesysitig iBcki@unexang ienbeaieduinage s20dmsteibatl ibaova
docunent using any standard application, such as a
wor d prﬁ@??%ﬁbws%rﬁ@f§@Qéﬁﬁ%¥?eﬁéQMngQﬁ%uﬂﬁ#ﬁ@@ghg%bcwﬁy
at | east “sone information on the docunment should be
imad{%&?gde%r%t%?@s%eas'cﬂg% QY08 “’f’ﬁ%'s{yhﬁ% 1§8rin %3'@%@6 inj.?cfflﬁdes a
Wwan O provide a verfification that a co rcia
i nstrunent. has a.face value of $10,000.00. O her such
oot AET o TRG 2 HL | QDO GHBBR e AR G DRNERIdS,
secret information, etc. Therefore, one portion of the
assogirdeshstith enegtapaae datwith a lipraty of sesurity isternanle geneneted Bs
generate the other portion, he access the database,
described above, and in Figs. 1A-1C.

The system 100 further includes a document verification location 12
used for verifying that any received document is genuine and has been
generated by, or at the document generation location 10. The operation of
system 10 is now described in conjunction with Figs. 2, 3A-3C and Fig. 4. The
process starts with the generation of a standard or plain document 300, as
indicated in Step 402 in Fig. 4 at the form generation location 10. An example of
such a document 300 is shown in Fig. 3A and it includes several fixed text fields
such as TF1, TF2, TF3, TF4 with various text, a title area TA identifying the
document and/or the issuing authority, one or more graphic fields GF1, GF2 with
pictures or other graphic elements and a security code field SCF, such as a bar
code. Document 300 may be generated by using a template with these fields

already populated or each of these fields may be added on the fly. Any of the
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either directly, or via a web page, and request the
correspondi ng conposite 5i mages. The conposite inmages

W@ e@sHdees | ncor porated i nto the docunent as a PCT/US2008/052450
wat er mar k, background or an i nbedded i mage as
descri bed bel ow. Fig. 2 shows a first
system for generating docunents using security inmges
generates as descri bed above. The system 100 in this

field$HE8Er IS 18 @8a)Ah SRS SHERE o BRME kdtii® Prddesarhiingd éQr‘@d]/dhave

a renote server 14. Server 14 is l1l0associated w t

dyna%[: %Bﬂfe%é }ﬁat\% gtb\ﬁd%d \gﬁ 8{\)¥hé) Eoé%% fs,?ge%le?é{%gt T&addmon

genera ove, and

the C@Eﬁmqyniéiﬁfp 9906{9 e rerafti Bl ?%Jﬁsﬁﬂ@”%& Fhifiet fgude

recei ved docunent is genuine and has been generated
datagptergel bytan AeRe@iRuNEIRSedEIT BEYSIFTNgCRE diNew datke,
operation of 15system 10 is now described in
monetany amouintmamil/oh offieg siuaftitickAs8Cabmembers, sdcurifheodes, etc.
process starts with the generation of a standard or

Finalp}, #hé ddestmernhas88verarfidlag Baabed BBWeéﬁé@@d‘i@rZchrﬁeé;io@!dxr@
at the form generation location 10. An exanpl e such

soostyREATRorihbor BB e AegDEL e i,
theseMﬁeF(]jsVaareldo supsosteg adjacaentt {he s BgCtT% é&%rhte'lgsy 'bugcérb%e
placed anywhere on the document.

The document 300 may be a certificate of citizenship, a license,
etc. The document 300 can be generated on a data processing device such as a
computer using standard software applications such as Microsoft Word, Microsoft
Excel, Adobe Acrobat, etc. Preferably the user generating the document can see
it on a monitor 42, and if necessary, can obtain a hard copy of it on a printer 44,

In one embodiment of the invention, in step 404 the generated
document is sent to the remote server 14. The remote server identifies the data
fields DF1-DF3 that require to be translated into corresponding images. This
step can be performed by designating ahead of time the location of the data
fields, by sending a separate data file indicating the content of the data fields or
any other means. The data in these fields is in the form of an alphanumeric
string. In step 408, the server accesses the library 16 and for each element of
each string, it retrieves the corresponding security element. In step 410 the

retrieved elements are arranged in sequence to form a corresponding security
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20docunent and/or the issuing authority, one or nore

graphic fields GFl, G2 with pictures or other graphic
Web@aemwes and a security code field SCF, such BGI/HS1988/052450

code. Docunent 300 may be generated by using a

tenplate with these fields al ready popul ated or each

of these fields nmay be added on the fly. Any of the

fields described so far may have static content that

imadeSfoRle@dR sy, fRsl s@cu TR Mt GyAtaRing seantiesdly blatustdited in
provi ded when the document is generated. In addition,

Fig. E@lﬂ%gfﬁﬁﬁgﬁﬁg?uﬁtﬁé %g%qgﬁém%géﬁé@é ngé@séf it ﬁ?med of a

e data entere

erator,. se fi define one o
plur%ﬁ%ﬂﬁ?wogﬁﬁuﬁ Wiy St i e A B PRy CRER T S o
nmbers, security codes, etc. Finally, the docunent
eacm@@egemfﬁp 4liedhgsizs of tb? regé“%%?l%tbj imgge is compared to
correspondi ng security images corresponding to the
the size af the réapectiviedd t8 DR tHBF:cuPiteieagibliges nhfddhe isiedy the
are di sposed adjacent to the respective data fields,

respButivecigld peadh feld tnanpahesizedas tréguithoc ulttarhatiddf hescurity
docunment 300 may be a certificate of citizenship, a

lmadé c6Bseedetc. The docunment 300 can be generated on a
data processing device such as a conputer using

M or ool 116k 47 R SRBUMGEINRES ane fRia% MeGEg B
ser, generating the di ca a nonjtor
docugpgent ?rel a4q;fléq:1%<|§\éqr>v;m Iegﬁ%g?@?%%ggé{rlﬁ @]@prﬁzsgfctfvle Wunty
a printer n one enbodi ment o e i nvention
imagsecy) 1404 Thiemgaistadanang e shavbdnt .G H nahe erstiisd

server 14. The renote server identifies the data
document 302 is then returned to the location 12 (step 416). At the location, the

modified document may be checked visually on a monitor 52 in step 418.
However monitors used in Apple computer systems generate images at a
resolution of 72 pixels per inch (PPIl) and Windows-based systems use monitors
use a resolution of 96 PPl and on both types of monitors the security image
appears merely as some blurred lines. The actual alphanumeric characters
embedded therein may be visible by using zooming on the monitor

Next, the modified document is printed (step 420) using any
standard printer 54. The printed document, looks like what is shown in Fig 3B.

The document can be authenticated or its contents may be verified
at location 12 in two ways. First, the document can be inspected through a
viewer (420). This viewer may be, for instance, through a piece of transparent

material with lines having a density matching the density of the lines in the

10
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fields DF1-DF3 that require to be translated into

correspondi ng i mages. This step can be perforned by
waele®sgnavi ng ahead of tinme the location of theP@EUS2008/052450

fields, by sending a separate data file indicating the

content of the data fields or 20any other nmeans. The

data in these fields is in the formof an al phanuneric

string. In step 408, the server accesses the library

seoul@y sl dorWeRARNE lsB ARty 1@598@9% Sleiedn thik rﬁ@rﬁﬁérei\h%s
the corresponding security elenent. In step 410 the

Al S) PLEY BlaPl RS oRicEr B gAY, mtéﬁ%&as@gemteo AR

corresp on r eac

o BRI 5; BLS0L00, S5am oo ;@g;%arefr% o

hombgenous because it is formed of a pI urali tc?/

cont i nddEcoyrsesdiffetant segwithtinaaes prvele grovided on other

predeterm ned angle to each other. In step 412 the
portisng ef thfe ddmnersulFor ryasebe rast shawraige-ig s38 piineatdcedintent can

Sthe size of the respective B1-B3. If the security

includergsedlriepimade Bi4 béhad sha eti@fiekine.d. eseesdduviy iMajed,

each field may be resized as required. Alternatlvely,

becon?&dh 'b%¥k$%98 fbrsth%ecﬁl'ezf%ﬁ%)rand/or a spey I’Ité ith Péts%’ cahbe

the securTty |rmges are ged w gi nal

docu nt n ver wr the fields
posi{iii Ty opERieRGe" 8l fEEEhl Al et %ﬁecumwage
nodi fi ed docurrent 302 is shown in Fig
SI6 GNP PEYiIdRSE ARBriRACEEPUNS Q"H’@ieFr@?mfﬁééuP%ﬁaf‘H@'wtB@éMﬂQiﬂ
12 (step 416). At the location, the nodified docunment
documsnties siteyokied-igi $Gal |y on a nonitor 52 in step 418.
However nonitors used in Apple conputer systens
gener atEhd sageiy ahagey 8BIOE1E cancohsigtofifixeelchapgdtedsnch

(PPlI') and W ndows- based systens use nonitors
(identifying, for example, the name of the authority issuing the document) that are
the same for all the document, or variables that are different for different users,
different class of customers, etc. All the images S4-S6 are generated using any
of the processes described herein.

In the embodiment described, document 300 is first generated, sent
to the server, the security images are generated, merged into the document, and
the modified document is then returned to the location 10. In an alternate
embodiment, instead of sending the whole document, the station 10 sends to the
server only the data fields or the string of characters requiring corresponding

security images. In this case, the server returns the security images and the

images are merged into the document at location 10.
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15 use a resolution of 96 PPl and on both types of

nmonitors the security inmage appears nerely as sone
wWhbwswe93d i nes. The actual al phanuneric char acR&r/ES2008/052450

enbedded therein may be visible by using zoom ng on

t he nonitor Next, the nodified docunent

is printed (step 420) using any standard printer 54.

The printed docunent, |ooks like what is shown in Fig

3B. 20TieariassmEnbodiateriethalidrestt 1Ccigtediehifatedt Sitogether. In
contents may be verified at location 12 in two ways.

; : e ; ; ; r
oV I R S R A
i e f f.ransparent terial_wth |ines havin
locafia Py M 4ip GG A 2R hatvesheuiDiRaEs fofathe
security images. Wien the security images are vi ewed
datapgse gnd themh ﬁ%ffe,mPlﬁéhﬁlsﬁﬁ%Wr@aigés cralieriissed abovene
clearly visible. Alternatively, the characters nay
becone Inezntdinéreemhedimend ofl uumeantions tibhstoeopiosdssdn a
copier 20. O course, different security inmges may be

despivedi alededs usttés phmect; venfy cofothdrevistosutirenticateer web page.
exanpl e, as shown in Fig. 3B, the docunment can include

In ths &ABHAIaNt! &R whb NRJY B hBeatbl bha d é@éﬁit)f fnfige ! he

security inage becones "a background for the titl
oondsltl SR8 e RS T, B BRSPS
mocEey e PROF o PodBbeR AIRVIGHA SIDHUAYY ahe SRGR RNV ORs
contgirllwcsmg]stiriﬂg [(:Jif %iph?é%hmeric characters. A user can determine whether he
is looking at a webpage thus modified is genuine or not by printing the webpage
or any other documents associated therewith. The printed document includes
the security image and can be checked for authenticity by using a viewer or by
photocopying as described above. Alternatively data imbedded in the security
image can be extracted using the same techniques.

Some applications, such as web pages cannot use the composite
images in the formats and sizes in which they are stored. For these situations, in
order to display a security image in a browser, a webpage designer needs to
know the size of each security image. In the example given above, if the security
image is opened in a browser in its default size, it may be too small or too large

to see and print properly. In these cases, the developer needs to set the width

and height of the security image on the monitor to scale the image. The image

12
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The security images Sl 4-S16 can consist of fixed
characters (identifying, for exanple, the nane of the
W@R0R09499y i ssui ng the docunent) that are the BEERESF008/052450
all the docunent, or variables that are different for
different users, different class of custoners, etc.
Al the imges S4-S6 are generated using any 150f the
processes descri bed herein. In the
may ¢GRI Sleaw dibgidy (SatlirenivhddR dhdwr ihstig O8Beh@tiehay
sent to the server, the security inages are generated,
ggyinto t he docunent, and the nodified docunent is
then returned to the location 10. In an alternate

enbodi t .. 1nstead of ndi th I Q n t he
statt orfs Wytner RERE Birugel GnA Bl BTt Mbers
fields or the string of characters requirjng

the et INS¥HER GRAGINSROGFITS PreRegé dNages PRiEsTERLY, ag prposed to
server returns the security inmages and the i mages are

the war thatitiensamehimagdes aneptinted. INestitdashmiemt authorimgairhgrams,
enbodi nent, the server 14 is elimnated altogether. In

suchtdy srogrdradiusedtto geherdté bayr iyclotlirgedlard by EacelnfesrhMicsosoft
provided directly to the location 10. At this

or WoRHBE et froil CRYEINBE &AM 2 RV Ge SRGHHHAE YndurBo B My dfhe
dat abase and then assenble the security imges as

doou%@fﬁ%ﬁsfﬂﬁoqﬁ@}’%okgltﬂe a3 teha%'th%%%%'er@% %to\mteh(?ocumeaﬁt from
I nvention, e sane process descri¥bed above 1S Used to
.protect, £ herw se au nticate a web page.
a prifierysag adBysteRt (Phantah Saeth VIERLY $ Sherared Slng
a security imge generated as di scussed above is _
rendggng EdagRS AN BHAORIRN nHEAvEVHha $eMOPTOgr Mg deothtiiesleriebis
page. As in the previous enbodi nents, the security
conversmgre albroaticaillpsarad stedrdipgbf waepihraagese rérclecbdbachetes.
A user can determ ne whet her he
programs on a monitor are then printed, they look distorted, and frequently are so

print

small that they are unusable.

In order to overcome this problem, in the present invention, a
conversion or scaling factor F is selected and used to convert images between a
monitor and a printer, based on the characteristics of each. For example, as
discussed above, a printer typically prints 600 DPI while images on a monitor
may be rendered at 96 PPI. The conversion factor F between such two devices
is 600/96= 6.25. For a printer using 1200 DPI, the conversion factor is doubled
(12.5). For a monitor set at 72 PP, the conversion factor is 600/72=8.3333.

When an image is generated for a printer before it is rendered on a
monitor, the image is processed to make a converted image using the

appropriate conversion factor.

13
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is looking at a webpage thus nodified is genuine or

not by printing the webpage or any other docunents
wW@®sovaved therewith. The printed docunent i neCTUE208/052450

the security i mage and can be checked for authenticity

by using a viewer or by photocopying as descri bed

above. Alternatively data inbedded in the security

15i mage can be extracted using the sanme techni ques.

Sone apphi &airhSBSas SHERN &Y t%@eﬁ%%luﬁﬁrﬁ‘ﬂﬂ:lgu%eaﬁ hr%age on
conposite images in the formats and sizes in

a méﬁ‘%\‘ loéﬁ %a%%rneéjrb{tr%?}/ st'%e(ﬁ?cé‘r‘ré%ﬁHdﬂ{ekaPJ‘ L‘?{)Hg"thé °

securl mage 1n a

ner need
respPRRSEC R R AT el o voH tivBe P pd FabE 'P?‘W gy
image i s opened in a browser in its default size
the q%gpsp@ng@g igyeEeIsizas b8 12840gaPt @rI@tgéagﬁ@OQr@PI{prmter
properly. In these cases, the devel oper needs to set
respeb’réva}\y'.dtmtham]‘ekm*cgrm\terﬁh‘ont Hee seoioi imagensige isoconvested as
monitor to scale the image. The inmage nmay | ook
illustetati on tiedfiow chbe odiFsplayin(stepisDanmbage WA from tHBaMeNitdt is

Fig. 3B) but it may print perfectly. A
obtafridt hlsrﬂ t‘ﬁ@' ﬁﬁ‘gb%lﬁ ﬁx%?@l?s%@)’n fhel rﬂ%l@&olumn of Fig. 5. The
corrpatl 1ty bétween the way in whi certain

condf é@gwtﬁhafo?mee%@eaéﬁ?@rﬂa@é@éﬁ' o SHBEREE H8ie

docunent aut horin such as prograns used to
resizgg sing 018 FAOPTIAE |58ﬁ0 &)r ?d?oéﬁesé%‘@ﬁ ﬂ%?ﬁﬁvﬁ%ﬂ%&??ed
or WordPerfect from Corel, performa conversion that
abovensures the i nage of a docunment on a nonitor | ooks the
same as the image of the sane docunent froma printer,
usi ng aANKSH YEGeeWiathetabiSeeFigs SWatho¥osituationhs sihlee me

conv(:afrted image has a fractional size (e.g., 68.75). In many instances this may
not matter. However for the present invention, the images have to be rendered
very accurately in order to insure that the lines are clean and no gaps appear
between the lines that an angle with respect to other lines.

Therefore it is preferable if the converted images have integer
sizes. For this purpose, in step 606 a test is performed to determine if the
converted image from step 604 is an integer. If it, is then in step 608, it is used
as the final converted image. If it is not, then it is enlarged to the next integer
image size in step 610. This new image is then used as the converted image.

As can be clearly seen in Fig. 5, the allowable image sizes for 600

DPI printers correspond to the monitor sizes that are divisible by four. For the

1200 DPI printers the allowable image sizes correspond to even monitor sizes.

14
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d .
AR P by IS Fases0p BEbess SISCURSE

10rendering i mages on a nonitor. However, sone

prograns do not performthis conversion automatically,
warsaeees di ngl y when i nages rendered by theseP@r/oguases2450

on a nonitor are then printed, they | ook distorted,

and frequently are so small that they are unusable. In

order to overcone this problem in the present

i nvention, a l15conversion or scaling factor F is

For SBEERAAABSL-MSEEhd BrifRAY QirhilkMRERSW NG ANESHy 8 [ATBHHEOT

and a printer, based on the characteristics of each.

T R

red.at 96,PPl. The conversj on fagt %r F. bet ween

APRYS It &Y e[f&0ng
1200 DPI, the conversion factor is doubled 20(12.5).
For a nbhpiypeveeithgiconyersin piogese BrReeNégbhReredt gk ressthat
600/ 72=8. 3333. When an image i s generated

the ifnagea withi seceritybelborants aira sropenydeerdered o tmermomitgrs théhe

image i s processed to nake a converted i mage using the

syst@RRINARhE fseosiatepmters. fR@feably the conversion proceE9ls

exanpl e, as shown by the center colum in Fig. 5, an

I ve conversion
col umn

peﬁdr%@%&g&%@ﬂ&f& £ DZthﬁHgJﬂy,a&prjiﬁcq HeYcoHvERsidh Brocess

corre I'ng t espe

the gk e 2 PP dBh gt Tnal Pl BB gy Bt

printer and rinter, 5respectively. In the

h
mairfiagenOneAJanTRATId RRCHRITase Ao nac iSngdi or t ed

as illustrated in the flow chart of Fig. 6. In step

conveoston faciersgliseusisedrabone, itrisnrangmitteddotiag nesfomEmisie iveere it

the image size that is listed in the mddle col um of

can ¢ gnbeddethiate aldernniinar The Wothmbnt adthtthe ivbkeéd@f security

conpl eteness. Next, in step 604 the image is resized

imadéSddhathbA® ARRNERIIEALE bl A6I0Rg P thiBBgR S VieRBPNEhEJiewer

printer, as discussed

has etched or printed lines at a line density and angle matching the line density
of the lines of the security element. If the aspect ratio of the security elements is
changed, then the line density if the security elements is changed as well and a

different viewer has to be used to authenticate the document.

In another embodiment, after the security elements are created

they must be imported into a secure database, to keep people from grabbing
them and playing or altering them. The elements in the database are stored in

binary format and are to be retrieved when needed.

A client will have a dedicated real-time service that will provide an

output to a design and format that the client has agreed upon. This output will

have both secure and insecure data. The client’s request will be sent to the

15
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10above. As can be seen in the table of
Fig. 5, in nost situations, the converted i mage has a

WO eawsdml size (e.g., 68.75). In many instank&BUSINNE052450

may not matter. However for the present invention, the
i mages have to be rendered very accurately in order to
insure that the lines are clean and no gaps appear
15between the lines that an angle with respect to

serviet heat Willpesit out their document TRghet tieedath is bepigedorngiltloefor
if the converted i nages have integer sizes. For this

pnntﬁ’@r H%Zy?r’ocbgs Wil k89 %e%:lf? %f?e?ds%ﬁ nedidce tHekenih 'ﬂ’?e

converted I mage step 604 is an integer.

.1s th n
secubnipiacasades 8 AR ety Tl gt ot "%%gn%@%%vd'eﬂsr
the next i er 20i e si in ste Thi s
and W?a@eé\”)ié@ el 895 oS TUBrPerARBEON g Seourty Image at a
can be clearly seen in Fig. 5, the allowable inage
speomcmse {eiglsiomndopidtipy torged tise @@sfrr@§pk§nd to the nonitor
sizes that are divisible by four. For the 1200 DP
pri nt erBhdrhtheadutpuiabil &lis prag thes d ateseqoested pdordy with élven
nonitor sizes. For other nonitor set-ups and

secuply S, Span baRtindbr®ivbhitbubehaBetitity iMagedwill display
i ist ances the original inages are sized properly for a

thelrrftrde%ﬂfwh k}*ﬂerrrﬂ% gflﬂ@ﬁi h&s ﬂﬁ%ﬂ%g a2 JBRM RS Caré BeldHetked

CUSSG ove 1S reverse

an event onver RLOcess resented here
using fhebuY RRE the et BRHECRR T PREEER T I BRER AR BEERE.
properly rendered on the nonitors of the system and
t he assémgraus pepiicatians W%P@ﬁ%@ﬂﬁy’fQWé@ '@Mﬂ%@%W&HOUt
process is performed by the server 14 in Fig. 2.
depaimgrrbhyits dewpengs tainebimvibesippenpgedcesmst he aspect
ratio of each image (that is, the ratio between its
hei ght and width) is maintained. Once the nodified
security inmage is obtained by using the 10 conversion
factors di scussed above, it is transmtted to the
custoner site were it can be inbedded into a docunent.
The docunent with the inbedded security inmage can then
be authenticated by |ooking at it through a viewer.
The viewer has etched or printed lines at a |line
density and angle nmatching the Iine density of the
lines of the security elenent. If the aspect ratio of
the security elenments is

16



15changed, then the line density if the security
el ements is changed as well and a different viewer has
W@ 20080949%%d to aut henticate the docunent. PCT/US2008/052450
In anot her enbodi nent, after the security elenents are
created they nust be inported into a secure dat abase,
to keep people from grabbing them and pl ayi ng or
altering them The elenents in the database are stored
in 20bipgyyaf@rmat and are to be retrieved when
needed. Aclient wll have a dedicated

real -ti S ' I ' . e
desi gn gﬁé %rérrrﬁt%'m%ier%@ Qﬁﬁﬁ%gﬁa@%@%e@w&m‘smg-
Thi s out put w |l havF both secure and jnsecure data.

The client' s? AREUBENT (PEGVEYTEERINING HEERRNICAGL §PEN t hat

will print out their docunent. When the data is being
docuseendi Bed for printing, the process will take the

security fields and will replace themw th the

security i megescurniganagg gehatateagdnesating atseclirigl ichagel |
be parsed letter by letter and the service wll

inclUdfT) 2BRIr8IRG Df BEL R aiérhBnisheraReuoRjAcdm 16 @86 iother, each
i mage at a 5specific size (height and width) to get

secutéiilf&ggllkégriér}t [?gﬁ'gj formed of at Jeast two g@f’s,rbftpi;é‘??lﬁégtligg% g\gplto%/ed at

ata reques ng w
e | es. Upo rinting of this output, the .security
diftef e Jedres 10 shrcerapeieo dt e Hoihanggns Bhgfacter and
printing has finjshed, the docunents can be checked
usi ng the viaiadifigshdegmentgenspiienaeaciaingremeditigdi t v
i mages can be read. 10Nunerous nodifications can be
documgetd tyomerging isawdeseduaity Wwiageowith dejoigplainndpdunaenti t s
scope as defined in the appended cl ai ns.
2. The system of claim 1 further comprising a library for said
security elements, said security image generator accessing said library to

generate said security image.
3. The system of claim 1 further comprising a server remotely
located from said document generator, said security image generator being

incorporated in said server.

4. The system of claim 1 further comprising a verification station for

detecting the alphanumeric characters in the security image.

17



We claim 1. A systemfor generating docunents
el ectronically conprising: a docunent receiver

WO 28wy el ectronically a plain docunent; anBCT/US2008/052450
a security inmge generator generating a security imge
including a plurality of security elenents arranged
adj acent to each other, each security el enent being
formed of at |east two sets of parallel lines disposed

at di ffmr &Rt sgs@hest @amn qoierepossld l%@cuﬂyarhab@aﬁdlu@@s
al phanumeric character; and

[

R A SRR %‘biée%%ﬁﬁﬁ'ﬁéﬁé&%%“‘%*ﬁhé%ﬁ%ﬂe”o
h $I ain documant 2. The systemof claiml
charg¢leffier conprising a library for said security

el ements, said security inage generator accessing said

library to generate said security inage.

3. The systemof claim1 further conprising a server

renot el§. Tbeayslent pbetapail dvireimsesid pirndeaviment waluties

security imge generator being incorporated in said
datasetvelierein said security imbgeTheludgssecarif etdraémbs vifrusa dhex

conprising a verification station for detecting the
strin%bpg%léﬁ@ FeficCihar A48 & SortdspohBingae Wadid Yatamage.

. The systemof claim1 wherein said security inage
i ncludes security elenments corresponding to a
predeterm ned stri ng of al phanuneric characters.

6. Th f 1 d pl d t
el el ThE By atka oramst 1 080 Subiisind o brageStater water

_ security elenents with a data string of al phanuneric
printiega a@m%@cgoyc@frs{e& pesifiasyde@ eentpt @ilirat resolution and a monitor

rendering an image of said modified document at a second resolution, wherein
said modified document generator generates said document at one of said first
and second resolutions and wherein said document processor processes said

modified document to conform to the other of said first and second resolutions.

8. The system of claim 7 wherein said printer prints said document
using a printer resolution and said monitor displays images at a monitor
resolution and wherein said document processor processes said modified image

based on said printer resolution and said monitor resolution.
9. The system of claim 8 wherein said processor scales said

document using a scaling factor based on the ratio between said printer and said

monitor resolution.
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7. The systemof claim11l further conprising a
processor, a printer printing a hard copy of said
woreeBM94es docunent at a first resol ution and aPCDHE1008/052450
rendering an image of said nodified docunent at a
second resol ution, wherein said nodified docunent
generator generates said docunent at one of said first
and second resol utions and wherein said docunent
processor processes said nodified docunent to conform
to the other of said first and second resol utions.
8. The fYSTRESOLieh 8 Saifn BARIGER SRl BrdldsabrEnANELN fhe
sai d docunen sing a printer resolution and safd
nmoni for di spl ays 1 mges, at _a nonitor r | ution and
prociheebiiede i B8 TRtk ot BogliedMpog arialbvis e deriig of one
nodi fi ed i mage based on said printer resolution and
of saigirgagrmealyif the HPeRSSSH. iImage has a resolutiog. ofmm%em
of claim8 wherein said processor scal es said docunent
numbei.ng a scaling factor based on the rati o between said
printer and said nonitor resolution.
10. Thet syAtmesthot of lgeherdlingteseture saicdnent cespesing:
anal yzes the processed i mage resulting fromsaid

modi fi esbridiBGSy athigldoeumenendering of one of said
inagesqgaly 117t e]processed i mge has a resol ution of

o e P B A R AR Poccur

docunent ; enerating a security | e by
elemedise,Ageh sgCurPIgmant by 0 dedie i SRR arald g8 our e
el enent being fornmed of two sets of parallel |ines
dispeseshaistitiersnt angles ransh arsairg esktoatadinararnalgbanymede chaeacier,
al phanuneric character; and nmergi ng said
and pl ai n docunent and said secure image to forma secure
docunent . 12. The method of claim 11
wher ei mehfing 88Mfaidl @IRATeNt @hdSRiidseQFE iR agBRI®orm a
define a predeterm ned string of al phanuneric
, . 13. The nmethod of claim 11
secu%%??ggﬁgégid pl ai n docurent includes data specific to
said plain docunent further conprising selecting the
al phanuneric characters corresponding to said data as

part of said st |n§. _ .
12. The method of claim 11 wherein the secure elements of said

secure image define a predetermined string of alphanumeric characters.

13. The method of claim 11 wherein said plain document includes

data specific to said plain document further comprising selecting the

alphanumeric characters corresponding to said data as part of said string.
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14. The nmethod of claim 13 wherein said plain docunent
i ncludes a data field containing said data, further

wWQ@Rmenawdhg said string of al phanuneric char acR&r/ES2008/052450

based on said data field. 15. The net hod
of claim 14 wherein said plain docunent is generated
renmotely, fromsaid string, further conprising

transmtting data fromsaid data field to a security

i mge generatGhethed O%Fé‘%a@ WHeeM gaigigfsihidotuhB@tcludes
16. The nmethod of claim 11 further generating a

a da%ﬁéla@éﬁ%mﬁg's%@&%&&fr%ﬁe‘?tg%ﬁg sald strlng of eph%nlumerlc

her r s ng ng

it by defi fill
chargels BESHAh Splh SB ML sot of Bgrgl I(:erflisnesl, "

form ng one of said al phanuneric characters with a
second set of parallel lines and joining said first
and second set of parallel |ines. 18. The
met hod 6. Thaimeth@d fobicleirer! 4dcwhgneirs said Haij weicu gt e
relative positions of said sets of parallel lines

genethatdd rRneot8l§s fbit ai€ lserey) furtiteri dosnsrisitdebnemBtifp 8 atat frérh
portion of said lines of said sets intersect each

T
said gtg:fbgﬁ(?lfjrtgta sec rlsyel(r:%angéeg eergé’rg dﬁéﬂ%&éuﬁ# ﬁéelg‘sg%gWH%dé
per pendi cul ar to each ot her. 20. The
nmet hod of claim 11 wherein said secure docunent is
rendere o or and nter, further ,

conpri s1d %é“f?tﬁaé Pﬁ@‘agﬁcﬁrfgrtb@&@%‘?ﬁa“f‘%@%&”’ary of said
resol ution conpatible to one of a printer and a
seculipheteorentesol ut i on. 21. The net hod of
claim 20 wherein said scaling factor is determ ned
froma nonitor resolution characteristic of said
nonitor and a printer resolution characteristic of

sai d print €he method of claim 16 fa’hed B6MPRERGGeRbritly $Bid1
further conprising scaling the secure docunent to a

securrlﬁfsgl g#én%] b i aﬁﬁg(b]é Earflash ﬁ@ogggﬁot ?énvaggfl g{ Jirod g

sal secure I Splraying

ol S U Rl 1.8, 580 9 St

23. An apparatus for generating a securltﬁ/ i mage

paralig)dines ghedpinga erid fisstrandgsasongtist o paradletltngsr i si ng:

18. The method of claim 17 further comprising adjusting the
relative positions of said sets of parallel lines within a security element to insure

that a substantial portion of said lines of said sets intersect each other.

19. The method of claim 18 wherein said first and second set of

parallel lines are perpendicular to each other.
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a processor receiving said string of characters; and
a dat abase storing a library of security el enents,
we@2R0%eeurity el ement being fornmed of a honbogRCIEUS208/052450

i mge corresponding to an al phanunmeric character, said

al phanuneri c character being substantially invisible

in said inage; wherein said processor
selects a plurality of security elenments fromsaid

|'i br ar y2@oThesmsthdd o cpand 1swhéreth sdidclkauactecsmantds
joins themseanm essly to formsaid security inmage.

rendéfed dN8 rABRBSrardSa Blinter aluhdBcuhBFising s%éiiﬁ’? ks Ure
hol ds i nmages forned of two sets of parallel |ines

docuﬁwi]érpc%veg r@éqlgféc{rg?énrﬁgéti%% Bhe of a. innFt)er andam torng?lution,

apparatus o er el n sai Focessor furt

sizes the security inage to render it nore visible on

a nonitor. 26. The apparatus of claim25

wherei n said processor sizes the security inmage based

at | east’.ohheneetbed gf plgin 2 wherginaspieiseabrg fasgw it i on.

27. A nmethod of generating a security inmge
deteooimedifsim@: monitor resolution chemdiatistig cd skicomanitooénd a printer

security elenments, each el enent being forned of an

resolufiBE & hefddt@sierstisagl penteh al phanumeric character, said
al phanuneric character being substantially invisible

in said inmage; receiving a plurality of characters;
retrieving a plurality of security elenments from said

L braryyy SRR oL had 8Y BEirR A Tahe FOSHERERE Lolhd fieDhure
document to a resolution compatible with a monitor, determining a size of said

scaled secure document, and displaying said scaled secure document only of

said scaled secure document has an integer number of lines.

23. An apparatus for generating a security image corresponding to
a string of characters comprising:

a processor receiving said string of characters; and

a database storing a library of security elements, each security
element being formed of a homogeneous image corresponding to an
alphanumeric character, said alphanumeric character being substantially invisible
in said image;

wherein said processor selects a plurality of security elements from
said library corresponding said string of characters and joins them seamlessly to

form said security image.
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joining said security elenents to forma security
i mge corresponding to said characters.
WQRN08AM95ret hod of claim 27 wherein said securP@yUS2008/052450

el enents are joined seanm essly. 29.
The nmethod of claim 28 wherein each security el enent
is formed of sets of parallel |ines disposed at

respective angles, and wherein during the step of

j oi ni nga4 | TRE S phs R PLHECISRE UB vihereinesBdlibfey Ablds images
continuations of lines of an adjacent el enent.

form%ﬁof mgsgﬁtwﬁ%&%%% msﬁgs«gﬁ‘%ﬁ Affer&QAMNJISd N9 scaling

€ Ssecurity presentation on & nonitor.
31. The nethod of claim 30 wherein said scaling is
performed using a scaling factor dependent on the

resol utjion_of said nonitor. ) ) ,
25. The apparatus of claim 23 wherein said processor further sizes

the security image to render it more visible on a monitor.

26. The apparatus of claim 25 wherein said processor sizes the

security image based at least on one of a monitor and a printer resolution.

27. A method of generating a security image comprising:

providing a library of security elements, each element being formed
of an image corresponding to an alphanumeric character, said alphanumeric
character being substantially invisible in said image;

receiving a plurality of characters;

retrieving a plurality of security elements from said library, each
retrieved element corresponding to one of said characters; and

joining said security elements to form a security image

corresponding to said characters.

28. The method of claim 27 wherein said security elements are

joined seamlessly.

22



WO 2008/094995 PCT/US2008/052450

29. The method of claim 28 wherein each security element is
formed of sets of parallel lines disposed at respective angles, and wherein during
the step of joining, lines from one security element form continuations of lines of

an adjacent element.

30. The method of claim 27 further comprising scaling the security

image for presentation on a monitor.

31. The method of claim 30 wherein said scaling is performed

using a scaling factor dependent on the resolution of said monitor.
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