SPECI FI CATI ON A CARD CAPABLE OF AUTHENTI CATION Field of The Invention
[0001] The present invention relates to a structure of an object
such as a card, a bank note, securities, etc., which is often forged
or count er KeEtreCa™oN ch requires authentication to check whether
it is authentic or not. The invention also relates to a nethod for
identifying authenticity of such the object. Background Art [0002] In
t he present- tgé SOCIetiE which is often called a card-oriented

soci ety, a &F&W@EHCA@I@E of cards are widely

propagated. Specifically, a cash card and a credit card issued by a
credit conmpany which are relating to the assets of property owners
and a prepﬁeqldgpzr rities, and identification cards such as a
driver's license, a ea th insurance card and a passport are w dely
used. [0003(p001h nany of the cards relating to property or securities
and bonds, necessary information is witten on a magnetic stripe

di sposed o he [pEesent Maertiasy relzies trea pauetura pffaacbiest sudheasoneatd, Byanksi ng

t t chi h ted te
a1 caBoRosaaBen el panil A R Slnbsiend sl e h s
magnet i c saﬁﬁlae;caa&@ta/asé&%ayaq@ 1sOfutPE 3 HbD Y e‘%m‘?&ﬁh‘%ﬁﬁtafsg -relafiR04]

Fig. 1 shows an exanpl e of | ow of processing the cas
currently toa ueehod(fby 1d6haﬂmagla1mhmnfmtpfofamahé objesgerts the cash card

into a card slot of a term nal
Background Art
[0002]
In the present-day society, which is often called a card-oriented society, a great
number of different types of cards are widely propagated. Specifically, a cash card
and a credit card issued by a credit company which are relating to the assets of
property owners and a prepaid card as securities, and identification cards such as a

driver's license, a health insurance card and a passport are widely used.

[0003]

In many of the cards relating to property or securities and bonds, necessary
information is written on a magnetic stripe disposed on the surface or on the rear
surface of the card. By using automatic machines such as an ATM (automated
teller machine) or a manual reading device, the magnetic information is read from

the magnetic stripe, and various types of processing are executed.

[0004]
Fig. 1 shows an example of a flow of processing the cash card currently in use.

(1) When an owner of a card inserts the cash card into a card slot of a terminal



devi ce such as an ATM a sensor at the card slot senses the inserted
card, and the card is taken into the device. [0005] (2) Wen the card
is taken into the device, the term nal device reads card i nformati on

froma magnkbice suecey sh ATMY $en8tt Afthé BRdGMtGenddd 689 ePled RaRBER the
card, the card informati on such as a bank code, a bank branch code, a

type of acceuhs talan intctherdevieenber, etc. is read. A card
identification nunber, the expiration date, a type of account and an
account nunber are recorded as the card information on the magnetic
recordi ng Reh gon of a credit card. If a personal identification
nunber is recorded on a cash card or a credit card, the personal

i denti fi catipn W@k dafd B! tsRed B&dthel RARE] the(tégPilﬁgﬁdév%g%gﬁ %aﬂ@\’i ce

j udges whether or not the inserted card is a v car can be
handl ed by infhenitenrfromla megnietie redoBdng bortiod Jof ke ¢drd. Snrage efonédsh e,
that the card can be handl ed by the device fromthe card information
thus read, the carfl fgEmationoyuchas grbagk codee adank beaah cedem e typamof dseountsan

the card i ai ned.even though the card is a valid card,
the terni n;afé%é%:ﬁ@gg%rﬁ%:éés 1eAdy ‘f farfjé&é‘g‘]ﬁfzwglquﬁlb@&r BWWOQ&%FFOF be
handi ed andygh rcanaeand B 260tk nbfRke réRtadNEnt REdifhub forPon fle!
card and when the information on the nmagnetic recording portion o

the card hamghetanreceatihgportion bf y creditroarthi Ifad personall identifi@ish nagmeLiser

starts. [0009& i
recorded on a cash card or a credit card, the personal identification number is also

read.

[0006]

(3) The terminal device judges whether or not the inserted card is a valid card,

which can be handled by the terminal device.

[0007]

(4) Ifitis not confirmed that the card can be handled by the device from the card
information thus read, or if the information on the card cannot be read because the
card is broken or stained even though the card is a valid card, the terminal device

judges that it is an invalid card which cannot be handled and discharges the card.

[0008]
(5) When the card is a valid card and when the information on the magnetic

recording portion of the card has been read correctly, communication with a host

computer starts.

[0009]



(6) The host computer requests the inputting of the personal
identification nunber. C00101 (7) In response to the request from
the host conputer, the card user inputs the personal identification
number. [00(El] THeBhostkemptitee re@tedtsutie inpubing & the pezenada@ltification
identification nunber in response to the request of the host

conput er, tENEEst conputer conpares the inputted persona
identification nunber with the personal identification nunber which
is stored in the host computer and which corresponds to the card
infornatiogobﬂns read. [0012] (9) If the nunbers differ, this fact
is recorded on the magnetic recording portion of the card, and the
inputting of7)t e rpgroasaed thedeldst fioat HRMoBERRFutES the B4AEMin30RI the
In a case where the personal identification nunber inputted again is
proper and Pegdonal, id werenemperocedure is carried out. In a case
where the inputted nunber differs fromthe stored nunber, the

i nputting of the personal identification nunber is requested further
again. If g@@ﬁneous inputting of the personal identification nunber
is repeated three tines, the card is invalidated and is, for exanple,

taken into (8he Wiginiheahrdl@serGepas tihders @b iden@catiby alundet indRsponse to
procedure. [0013] (10) In a case where the personal i1dentification

nunber s ar &hetpaapst aftibe hositcovputart the Hostigesputeratonpaeechiednpiaesd i s a

legitimate card .owner. and requests the user_to input the amount to be

paid. | Oofgijsonal identification number with the personal identification number which is
stored in the host computer and which corresponds to the card information thus

read.

(0012]

(9)  If the numbers differ, this fact is recorded on the magnetic recording portion
of the card, and the inputting of the personal identification number is requested
agam. In a case where the personal identification number inputted again is proper
and valid, subsequent procedure is carried out. In a case where the inputted
number differs from the stored number, the inputting of the personal identification
number is requested further again. If erroneous inputting of the personal
identification number is repeated three times, the card is invalidated and 1s, for

example, taken into the terminal device as the result of invalidation procedure.

[0013]
(10) In a case where the personal identification numbers are equal, the host
computer judges that the card user is a legitimate card owner and requests the

user to input the amount to be paid.



(11) The user inputs the amount which he (she) wi shes to draw. [0015]
(12) When the anmount to be paid is proper, the anount is paid and the
cash card is discharged fromthe term nal device. Then, the paynent

i s recorded06ila bankbook, or a slip indicating the dealing is

i ssued, and _the rocessing finishes. |If the personal identification
number is rédbor ddg user ImEtSThe Rmosptwhichhedshel vgshes tesrawed out under
the assunption that the personal identification nunber is valid.

Then, the personal identification nunber is erased fromthe magnetic
recordi ng qgggj]on. [0016] Fig. 2 (a) illustrates an exanple of the
cash card used'in the processing flow of the currently used cash card
as shown i (1) gWikn thBanforhetehe paid ishoper] e @i6und i€ pEH a6@ ik &QHYard
made of a material such as plastics. On the surface of the card, a
magnet i ¢ st§ fipehapgagifeera thetesreal idevice.s Thenothd@dymant iamecordeomar k 3

to indicate the direction,to.inserf the cash card are di sposed.

Al t hough ng’?n@% TiaSlPAdGRURG 'rs?ﬁ,dt%'iri%elﬁ Iruedand the REQCERNAE Binfes.
entered th Res R L i Qn:wWitten
in the nagﬁgt?l?crb eg%brn ?lgg can %%h@%@ﬁrﬁ&?gcg%@%;g du%ﬁﬁég%g%%e&@éﬁ%d a
ski mer, t baredrodt thdertthe hesuggdionahst E pefofdUSaSReRMMMARIDEr 46 b4, t he
card thus forged. [0012&)i To cope with this problem an IC card

i ncor por at iThgh.athe Perssaplddentsicatiommuybards etneeth fromethe rBmmksc aevdrdnher

or gani zat i onﬁ. have been meking efforts to propagate this type of card
to repl aceP? ¥ nagnetic card. [0019] However, the infornmation stored

in the nenory of the IC card is still possible to be read. |If nore
el aborate forgery is attenpted, we may not be able to say that the
[0016]

Fig. 2 (a) illustrates an example of the cash card used in the processing flow of
the currently used cash card as shown in Fig. 1. The reference number 1 shows a
cash card body made of a material such as plastics. On the surface of the card, a
magnetic stripe 2 where information is recorded and an arrow mark 3 to indicate
the direction to insert the cash card are disposed. Although not shown in the

drawing, other necessary matters are entered thereon by embossed characters.

[0017]
As information written in the magnetic stripe can be easily read by using a device
called a skimmer, the card may be forged, and often causes damage by using the

card thus forged.

[0018]
To cope with this problem, an IC card incorporating a semiconductor memory has
been used. Banks and other organizations have been making efforts to propagate

this type of card to replace the magnetic card,



IC card is absolutely safe. In addition, the IC card is very
expensi ve conpared to the magnetic card, and it would be hard to
expect the rapid propagation of IC cards. [0020] In case of the cash
card used in banks, it would suffice if the card can be used within

t he boundary of one country. However, in case of the credit card, the
card is necﬁ@@sls}éry to be used also in foreign countries. It is
practicall npossible to replace all of the credit cards, i.
magnetic céoéi@veﬁu %lmﬁﬂtaﬁéﬂ ssedin e mempmyrof tee KG card st Poiﬁtﬁm tebe

st andar ds. her n cash car and credit rds, the
i nformati oﬁ lei Oﬁé%(’f%?fytlﬁé“@apf&ao%é?%ﬁ not Pﬁraggotobgﬁy that the

enbossi ng, t Of 0

magnetic i h I?E%ﬁa%‘?%%lﬁ%ﬁ%ﬁ. 1 BB AT B ighad HPGR TR,
be used asti® mhgrtiorcan], K¥RY it Would) 8 RERPRIBpeAthé @ipid BFPhitdion df@@‘éards
[0022] If the magnetic card or the IC card is |ost or stolen,

card owner nmay easily becone aware of the fact of |oss or theft.
However, V\/ﬂ&%toihe card returned into the hand of the card owner after
it has bee l en, in particular, when the card owner does not aware

of the fact, ofe%Ff ﬁ?él 238 cadd uded ih ib?{ﬁ%sgit%u?@ cedﬁlmsg%gg%aﬁ he JKsp of

the forged card. [0023] persona |on nu consisting

of 4-di gi t withimbihe Soudsy bE6e tiMeyNOHowb RSy, Y @YEBE {HRLr6@f S df theard
being illegitimately used by the prevention of the forgery but as the

means to dEtnecessae Wi@tﬁtmd adfo indoreigneconatr@susk s pﬁcmaﬂpanpos‘smima)
assunabl e nug}t‘% ﬁﬁg cre n of ten used for these, persona

i denti fi catP SRS i, agReNiC SRRl Ué%&@sﬂl@fwh%wpdéémm
damage. | ncaﬁ‘@§§ﬁﬁer¥ﬁﬁffe§ s%ﬁﬂﬁ?r ersonal identification nunber is stolen

not only by assunption o ut al so by peeping such as the neans of
steal thily taking a photograph of the personal identification nunber.
It is now very difficult to prevent the illegitinmate use of cards by
usi ng the P¥23bnal identification number.

Further, in cash cards and credit cards, the information such as the name of the
card owner is marked by embossing, and these types of information are also used
for the magnetic information. In this respect, the embossed information may be

used as a clue or a key in the preparation for forging a card.

[0022]

If the magnetic card or the IC card is lost or stolen, the card owner may easily
become aware of the fact of loss or theft. However, when the card returned into
the hand of the card owner after it has been stolen, in particular, when the card

owner does not aware of the fact of stealing, it is liable to cause damage by the use

of the forged card.

[0023]

A personal identification number, consisting of 4-digit numbers, has been used not



[0024] For the purpose of preventing the danage caused by the forged
card, sone adopts the bionetric technique using the
pattern-recognition technology. The typical exanples of the bionetric
techni que @reprevdrtingREAB T drh BBinglillQ@@nhMElyised H9QRE BidveRflon BRINEHRIgEAL S
recognition, finger vein recognition, pallmvein recognition, and
hand- back Wbet zs theaoepmistth deterfimeswhethengnndtithe carsl, usex tsepbpérn: i Since
recognition, contact-type or non-contact-type. It is necessary for

t he recognftsuaHblenyalsirs haye beca oftontused forhass persenal Keptficatign numbers,

Fi e 15 nodlias tals G skt £f BT DRcdeeorh FedEyb i fefigpotal’”

determ nin : i q)%sats ] :
contact-t ygiee nrag%g{gﬁ %PF{)}%F &gt %1%188 slg’? %{r:l'rl]gs C gurfneﬁt?(%tz% % F%e%?ég%ﬁ%efté%ew th
t he det ect sath shetieangana v steiRhity GikingesplRvtdRraill €the Patsohslddeifiicatiohy
feel physiol [c;gi cal repugnance or disgust. Also, in a case where the
user has i APWPSL. off is MeWPTeFY idiBculpter prevent dbe dlegitimate ube obtasdseby neing
recogniti ogF or in t{%e. rst cg&e where the user has | ost the

physi cal p&i%PEE b dsa R IHfe recognition, it is inpossible to
use the bionetrical recognition. Also, the recognition is partially
made during the process of identifying, and accordingly, it is not a
perfect mefdapd] [0026] In the systemusing the bionetrical
recognition, the card user hinmself or herself can only use his or her
own card. Yaethermepesgrof preenting shendamagacaugedttiyntie tforgad eardhsors@adbpts
personal | y_.or. .does. H:gt f.ind a card processing device nearby, even if

the user wHit NOPETCHEFpgueusing, H-TerasyRon fechp@lAgy-1 J hadupicdle
At : il '
Co097] he Sulbftieron BUBmetL JelrRioliate IARINEM A Enb SbribATetalon,

hol ogr am i palfoptiite eedo@nition,Mirfpef vadeetdgnRibal pdlint ¥ r@Rdehifign RSt ic
surface in case of credit cards, prepaid cards, securities, etc. This
enbossed hbingcraghivein reeegnitiin f Thedet recognitinn iscetcept irs rebognitiomspect , it
i s actual I¥ [ Rossi ble to forge the card provided with the enbossed
hol ogram 994 'mrrww@%?meonﬁ@ neqessayy o1 the wesngnitiontto iregister the

person, wh d_hologram at a glance. Thus, it i

Poser bi o pate i AEpET” 3RS A Br o BGR By ol A ¥ itae Spyation o the

hol ogr am ofat&d-i dnataidoViige i i Jgﬂl)h LI : | e of
a credit gg?rd V\’,idtnﬁa'ghe e%%@é%%hﬁ@%aécm or?hv%ilﬁz%]ﬁé%egﬁégg%%@%

aut hent i cadéterminmgyard thaecksalts digengost t he human sense. The
reference nuneral 1 shows a credit card body made of a material such
as plastics. On the surface of the card, a magnetic stripe 2 where
infornatio[;hrq'gg recorded and an arrow mark 3 to indicate the direction
to insert %redit card are di sposed.

In case of the contact-type recognition, the user must come into direct contact with
the detection device, and there arises a problem that the user may feel
physiological repugnance or disgust. Also, in a case where the user has injury on
the physical part necessary for the biometrical recognition, or in the worst case
where the user has lost the physical part to be needed for the recognition, it is
impossible to use the biometrical recognition. Also, the recognition is partially

made during the process of identifying, and accordingly, it is not a perfect method,



Al t hough not shown in the drawi ng, other necessary matters are
entered thereon by enbossed characters.. [0029] This credit card 1 is
inserted into a termnal device wwth a portion with the arrow mark
pl aced at £08861 or enpst position. Near the forenpbst portion on the
card, an authentication verifying chip 4 consisted of, for exanple,
an enbossd# thelsygieamusg theéraatricaboRognitics, thegersd iuses himgmsf disherself
di sposed, unlike the.cash card, o e rear surface of the credit

card, but ERODG FEcIDH 1eF PHB & + NEheIhthe ¢and yisenbag sptennughdane de use
is the sane. As result. the direction.to read the.magnetic .

i nf or mat i gﬁe GAFd ﬁ%rs@i;%ihxl pr g%ersdnqtﬁthe% ML PTOCESHE E%”ch ﬁ%aréﬁ’s%"e@a‘if ghe
[0031] In | £yi | H?Et ne A exa e, 1s
cpnfirneduggpgﬁgg%%%%ggaﬁgi?ﬁ%%%ﬁ% héﬁ%@%%gﬁﬁgg%%ﬁgﬂ?gﬁﬁfﬁépIHgvice,
vi sual 1y, ailoRed.DYTIHE RS YeHpiniBAR e Ybr bife B&Iy, r€ad by the card

term nal device. [0032] 'The authentication verifying by sensuous
nmeans provides high effects in primary screening but its reliability
is |ow because there are variations in the ability of each individual
person whd0@ffirns and identifies or there are also variations in

the identifying environment and psychol ogi cal and/or physical
condi t i onds@neraidhpeneans. for poaEpting the forgery, an embossed hologram is mounted

_ to form surface irregularities on the plastic surface in case of credit cards, prepaid
<. cards, securities, etc. This embossed hologram is very difficult to duplicate. In
this respect, it is actually impossible to forge the card provided with the embossed
hologram. In the current condition of the use, however, it is a person, who read
the embossed hologram at a glance. Thus, it is possible that the card is forged to

use by using the embossed hologram of similar type.

[0028)

Fig. 2 (b) illastrates an example of a credit card with the embossed hologram, on
which the car& authentication is verified according to the human sense. The
reference numeral 1 shows a credit card body made of a material such as plastics.
On the surfdce of the card, a magnetic stripe 2 where information is recorded and
an arrow mark 3 to indicate the direction to insért the credit card are disposed,
Although not shown in the drawing, other necessary matters are entered thereon

by embossed characters.

[0029]

This credit card 1 is inserted into a terminal device with a portion with the arrow

mark placed at the foremost position. Near the foremost portion on the card, an

authentication verifying chip 4 consisted of, for example, an embossed hologram is



When verifying the authentication by using an auxiliary tool, it is
carried out by ultra-fine lines, special |lines and mcro-characters
by using a screen with special shape, a nmagnifying device such as a -
magni fyi ng gduassi, or a special type filter generating optical
interferences. [0034] Practically, a material having a speci al
optical property is mxed into the base material, lamnated filmor
ink using such.as a base material with light-emtting property, a
light-em t tPOPI ami nated film 1ight-enitting ink, thermno-chromic

i nk, photgschrom ¢ ink, .ete. nd_t.he,auxiliary tool of a_specgjal
Filter a OrErieeels stitied ofsahed Wpike ThE Cuueard /o B dpar siack oL g

al so [ ow i | daddDit)sh : b tol i hf 4 i re
onsequent 1 e e B o e R e o
verifying kymeedtanresalt, theadingtomeo reudithe waghdtic iafoihendd 6 the &dit
mechani cal ly detecting the property of the object material. The
magneti c pﬁ@fﬁéﬁf@thqmt@g@ﬁ@ﬁhﬁi‘@perty may be used for the
detection. [0036] Practically, alight-emtting naterial or a
magnetic material is mxed into a base material, lamnated filmor
ink and a dggfgtion device is used. O, specific coded infornmation is
magnetically or optically added by using OCR characters or magnetic

bar codes, &ntheaverdgingchip Ha papeirc9”, seireetingie, devoriemed bysesbrsd) §3:6]
In the authentication verifying by the nmechanical processing, an
artif act - n¥eerte shesgare apgo e termunal dlevice, adsually titeo by serpuong means, but is
reproduci bi | it random.y arranged in a nmedium is used instead of
the i nf or nBP} %%&%gﬂ? fard tF’amP%e‘gqvfc\?i ng body. This is described in
"Fi nanci al Business and Artifact-Metrics"” published by the Institute
for Monetary and Econom c Studies, the Bank of Japan
(http://wwpd32zes. boj.or.jp, 5apanesdps/ 2004/ 04-J-12. pdf) and "The
Patterns of Artifact-Metrics in Financial Field"; 6th Information
Security SYhpeuthentication verifying by sensuous means provides high effects in primary

http:/1ww.iines boj.or.jp/japanes/kinyu/2004jkjc23-2.6.pcff).
E 00 3g] screening but its rehainﬁts; 1sqow because ¥here are {rar{ations in thepabilits)z of each

individual person who confirms and identifies or there are also variations in the

identifying environment and psychological and/or physical conditions of the person.

[0033]
When verifying the authentication by using an auxiliary tool, it is carried out by
ultra-fine lines, special lines and micro-characters by using a screen with special

shape, a magnifying device such as a magnifying glass or a special type filter

generating optical interferences.

[0034]
Practically, a material having a special optical property is mixed into the base
material, laminated film or ink using such as a base material with light-emitting

property, a light-emitting laminated film, light-emitting ink, thermo-chromic ink

'+



In the artifact-nmetrics system a light reflecting pattern of
granul ar substances, a transm ssion |ight pattern of optical fibers,
a parallax image pattern of polyner fibers, a fiber inage pattern, a

Tagnet i ¢ P tihidTARNGE! fnd WREKRIiR oPOEPUE fkS] JRRAORI Gay

pattern, a‘random nagneti ¢ pattern o magnetic stripe, a

el ectric changetpds uged) HowkveETRéset £€hlso |G LEEMBBIllGEhdRakdeereo@ition
electrically conductive fibers, a resonance pattern of a vibrating

seal , etc. andidentificationfape venseyentlyanslying err thedsmuhn §ef8389] As t he
matters subject to the illegitimte use or the forgery of the card,
"the information of the descriptions of the card" added when the card
is issued 2[90% user and "the information of the card" given to the
card in th marquf acturing process are included. ("Handbook on the
Techni que tiheRu@katicRr @91tYin® By Wi@hSHEd %E&eégin{;{sf tolveRfeslithéntfedy 85"
publ i shed by the National Printing Bureau, the nistry of FInahcé
(see: htt pntdonemicallybletrting Ahapropboy iof tie gigéct njb€d0] THehmagmdtiorpregergn
of the descriptions of the card is the information which is accorded
and print e&n‘éghq pricabpePeIdy axihernsed ferethe detectien.user, and which is
relating to the card issuance such as the card owner information, the
period of validity, etc. Falsification, which is a typical act of the
illegitinatfgp3gie of the card, is an act to alter all or a part of the
information of the descriptions of the card, done by erasing the
genui ne i nfPoactisaliypn lightemdting qnatdriab gi & inmahetid mberiabisi mized (204 Hase The
information of .the card is the information of the card itself, other
than the i AaTRhtIABIMaE flReorgiak @pd grdetassion flevipriscened. | Or, shecificeaded
card. It i inf.ormation,relating to,the card dy such as the .
hysi cal o iR i g g B Reredfin atasiarre Qb ichedciees onaaints
in pre-pri g f i ft I : isng | ayer and

| am nat ed B%.Hg?(%gt ?I\%Q%%%d 6&%6(,1. i]o‘%ﬁ‘g‘{“"ﬁgﬁgg%‘]‘%g an illegal act
carried out for the card body. It is carried out by duplicating or

imtating the design, patterns, etc., relating to the card body to
forge a cat@3%hich is simlar to the authentic card in the external

£ he”aut hontt (ieciitprtiouorcuettEyd Dy dhierEaraaL rosessinEs enAFEICL T En. ar e

then, editgd:ar Qnpndedi¥ ¥ihag hﬁbﬁgr}ggr%auc%ﬁg, EhdSmby :in%negred in a
medium, is used instead of the information specific to the living body. This is
described in "Financial Business and Artifact-Metrics” published by the Institute for
Monetary and Economic Studies, the Bank of Japan (http://www.imes.
hoj.or.jp/japanese/jdps/2004/04-J-12.pdf) and "The Patterns of Artifact-Metrics in
Financial Field"; 6th Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kinyu/2004/kk23-2-6.pdf) .

[0038]
In the artifact-metrics system, a light reflecting pattern of granular substances, a
transmission light pattern of optical fibers, a parallax image pattern of polymer

fibers, a fiber image pattern, a magnetic pattern of magnetic fibers, a



[0043] Many types of techniques to prevent the forgery of the card
body are known through conbining the printing node, types of ink,
printing patterns, etc., only in the pr(i%ntlg_g artg&bu; PO deci si ve
t echni que i 0 :E58Mm : tic stri
aut hen?i ca@géﬂgfgg?%ﬁ%?r?gat 0 éragcogn’liz%%én% Hllcéﬁ?lgﬁy %ﬂedlag?a_ Fy‘.:(S:a ®be
roughl y cl agsadon€e6ledsicachaBicyitteba 6E41 methoby (AT aSeEGHaaNS pakirhicky; a
nmet hod using auxiliary tools; and a method by nechanical processing.
[ 0045] In ﬁlg@étra:aﬂme@n uctive Bers,er resguange pytternef auiteatisg seljatis, which iatey
the authenticity of a card is identified by the sensuous ability such
as the vis egéﬁfﬁ?mieﬂéret%@i | e sense, etc. The nmeans to identify by
the visual sense includes colors of the card itself, a waternmark and
a hol ogram which changes the color and patterns provided on the card
by changi ngog39¢ vi ewi ng angle. The neans to identify by the tactile
sense includes detecting the surface irregularities added on the card
and det ect Aadghe nattem@uh@tmthdiﬁegiémdtdmméyoritheédrgery[(ﬁ_(t%]:adﬂp’lttpfal ![y, a
|l ogo mark, .a special font, .printing lines for preventing duplication,
spgci Al colbrTagRn OF iS4 ERPHAES 0 nadglpf N :tge @aurdg@ isjﬁgech?x ehseal ,
a latent i . i.ch ar ifficult to.duplicate or
copy and i M%ﬁﬁéﬁﬁgﬂtﬁﬁﬁ RIS AL {30[ tﬁ’& 0} tﬁgrrpa?ggfa %&ngfmcess are
i dentifi edingjudede (ViTandbols 6A%Ee RE@nfRG0 PABFLE 'F%Pg%?&&ﬂzth% S[L{‘]f%%f
irregularities, perforation, etc. are also used, ©n ich the
aut hent i ci f\ffiligted I0eCardgnpililished by tifed Nafonal BeihtimgBereatythe Ministyual
sense. [0047] Fig. 3 shows a conventional exanple of a card, to which
an aut hent ?E‘%:’quo egehtt:f Wiy -enb.go-ipfa/iafo/ighh-pdfhct - met ri cs chi p using
nmetal granules is nounted as disclosed in Japanese Patent Laid-COpen
Publication No. 1110-44650. Fig. 3 (a) is a general view, Fig. 3 (b)
is a crossfmagiional view and Fig. 3 (c) is an enlarged view of the
veri fying chip.

‘The mformation of the descriptions of the card is the information which is accorded

and printed on the card body when issued to the user, and which is relating to the
card issuance such as the card owner information, the period of validity, etc.
Falsification, which is a typical act of the illegitimate use of the card, is an act to
alter all or a part of the information of the descriptions of the card, done by erasing

the genuine information and adding illegitimate information.

[0041]

The information of the card is the information of the card itself, other than the
information of the descriptions of the card in the issued card. It is the information
relating to the card body such as the physical shape of the card, background
patterns applied to the card in pre-printing factory, printing layer on underlying

layer and laminated protective layer, etc.

[0042]
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[0048] In the card 1, the artifact-netrics chip 4 in thin-plate shape
made of a light transmtting resin mxed with netal granules 5 is

| ayered on a card base nenber 7, having a |light non-transmtting
property, ViRjegdiyhaisn aRgAPRRICAGlYut trand G@rﬁ?ﬁoﬁ*ﬁ% 1sOrRe on it.
And a non-transparent card surface plate 6 is Turther layered, in

whi ch a naghplidating tor ipatthgathe desigar panermsn ek, Iehtiag to tredrd bedyetnfosged
anot her opening is arranqed at the same position as the opening on
the card basar ispimflgoedhe pHdents eard dr thiutxenal ppearnsed Actually,

T A Sl e R Bt
o il o BRE 1L OAED: MIEORETHON ok ORGERI ) SORYRIRLAS

|'i ght to passh i tigtert he artifact-netrics chip 4 is photographed via
t he opening, and the arrangenent pattern of the netal granules 5 can
be observed. Therefore, it is possible to identify each individual
artifact-mib@[%\,ﬁs chip 4 and then, the card. [0051] Fig. 4 shows

anot her co i onal exanple of a card, to which a verifying chip of

o Cpon MASbESotBLiU SR el Bt A3%,d foclaaigias, Mot o'

Lai d- Open Publi cation No. I's a genéral "Vview,
Fig. 4 (b) threugh combiningahé penthg wicaw &fi iffk, intiBY patteAR, 8¢l 3hGSH
view of the artifact-nmetrics chip. [0052] In the card, the

artifact - mha pRmgrp @it oo wleaisiveigclmique sé knewmbget & mesknshort fi bers
10 three-dinensionally mxed in a transparent resin is placed into an
openi ng of the card base nenber 1, which has a non-transparent
property, @§ehsd magnetic stripe 2 and an arrow mark 3 are di sposed on
t he surface ereof. On the artifact-netrics chip 8, an interference

pattern ibs Tue ?gétﬁécﬁ@obﬁuﬂaéﬁid@ﬁbﬁ SEffyRg thBcdFRRE JHE MREHifP 1AM deliP can
shor i bers .
be roughly classified as 2 method based on human sensuous ability; a method using

auxiliary tools; and a method by mechanical processing.

[6045]

In the authentication verifying by the human sensuous ability, the authenticity of a
card is identified by the sensuous ability such as the visual sense, the tactile sense,
etc. The means to identify by the visual sense includes colors of the card itself, a
watermark and a hologram, which changes the color and patterns provided on the
card by changing the viewing angle. The means to identify by the tactile sense
includes detecting the surface irregularities added on the card and detecting the
texture of the card body itself.

(0046]
Actually, a logo mark, a special font, printing lines for preventing duplication,

special color ink, embossed hologram, an optically changing material, a latent image

-11 -



[0053] This interference pattern is inherent in each of the
artifact-nmetrics chip 8 1i.e., in each card. By utilizing this
characteristic, the pattern of the artifact-netrics chip 8 of the
verifying ¢hiterni stchheticlgmapdifidulpYo auflicalsdrdopednd iroRhich %@aﬁtﬁéﬂﬁi@t}r%
light for the card to be identified. [0054] Mechanical reading o
such t he pdle eard caft bbicasiyt identifiedrbyahe ivisaalt semee riecsedds Amhembbdsyng,
performed by an . rrage-gi ckup device and the result is identified by a

pat t er n- r e EBE#fic irESUAEHEAh PGHaratipp, ¢iey age lsg weed, ony Wik thesaughenticity can
possibility that..f n.be made according to a duplicating
t echni que. %e[@%}algfgkg%{“%%‘g%ﬂuﬁ PPy WS i@ S%gp consists of a real

substance, not of an inmage, it is inpossible to arrange the conponent
el enents of the artifact-netrics chip intended for the forgery

i dentical to604Mose of the authentic one. However, the possibility
that the sanme pattern may appear according to the sane conponent

el ements, &R shRVEGrrontentinaak eample @fammg tpavhaglt 1 authentisation verifying
Therefore, a forged.ohject. thus obtained incidentally, can. be regarded
as the aut ﬁ@‘ﬁt(’?é‘go jé‘gjfmetﬁ‘(‘jf’ iSRS BN plfle.ns I?)‘B'r“}f\éﬁi s le’ée(ﬁignfi rm
whet her th i utdne o : e ' o] oy t

arti fact-ng%tprﬁ?‘f:% i;aih?'g [ 00 %fpggn%gé%ygbgg@g%g@é’ ﬁt%g @éc‘%?ﬁ et o
det erm ne wiesy, &ig. 3e(it)i i5i 4 yrosd-sddtienal afed AidPBigl 31(8) M9tn Yalardddrigw of the
established, and a_ card, which cannot be forged, is not realized.

Al so, the vewbimgqder-to elininate the use of a forged card is not yet
realized. [Patent Docunent 1] Japanese Patent Lai d-Qpen Publication
No. H10-44650 [Patent Docunent 2] Japanese Patent Lai d- Qpen

Publ i cati opgd¥a) 2003-29636 [ Non- Patent Document 1] "Financi al

Busi ness and Artifact-Metrics" published by the Institute for

Monet ary ahfthecardl] the SitifliresetricheniBani afn-glaeamadinh@e bf YWpht TES.

boj . or.jp/japanesendps/ 2004/ 04-J-12. pde [ Non-Patent Docunent 2] "The
Pat t er ns oframgmittingctesivemixed svithhmEtah grapitles 5Rs ddyeted &t f cAndftaseraieinbar 7,

Security Sﬁaru)osi Hm - ) )
ing a light non-transmitting property, which has an opening for the identification

purpose on it. And a non-transparent card surface plate 6 is further layered, in
which a magnetic stripe 2 and an arrow mark 3 are formed thereon and another
opening is arranged at the same position as the opening on the card base member
7.

[0049]
The metal granules 5 are mixed three-dimensionally in the light transmitting resin
without regularity. As a result, the arrangement pattern of the metal granules 5

observed through the opening is inherent in each of the artifact-metrics chip 4.

[0050]
By utilizing these characteristics, a light to pass through the artifact-metrics chip 4

is photographed via the opening, and the arrangement pattern of the metal granules

-12 -



(http://ww.imnmes.boj.or.jp/japanese/ ki nyu/ 2004/ kk23- 2-6. pdf)

[ Non- Pat ent Docunent 3] "Handbook on the Techni que to Prevent Forgery
on the Surface of Affiliated | C Cards", published by the Nati onal
Printing Bdr@ake dibervivini Biaryfod, itfis pasuible ¢6 &Rntify each individual

http: //www. npb. go.jpija/info/ichb.pdf). Di sclosure of The Invention
Obj ect of TPHRéastrpetyics ghip[4oaBirthen e cprdesent i nvention provides a card
for increasing security w thout addi ng basic changes to a cash card
or a credit card as practically used, and a nmethod for processing the
card. [0058[})05]} is an object of the present invention to alleviate

t he burden on ;ut hentication verifying work and to exclude the

possi bi | i t yrig hiadhowvsiabarRe colbieafibn RkAhRE &f k R&idd eV vit|ch ¥ »%if%}i SR &n
is regarded as an authentic object. Means for The Object | 0%9] To
attai n t he agifastenetbice chip usimgtfibers asvdintlosed in faphhesePaastitaidPpen cat i on,
an aut henticatian rifving.chip difficult to be forged is added and
an aut hent iP(‘}g}E‘?aHHnﬁ ?9@@‘?’%3 eviiged i@ apsenard vdeweliged (bhris a

processi ng 3 f tjieation verificati of the card. ..
Po060] - the TaFeEcietal e 1R 4 £ 0l it GRS iR G2 ghing
chi p: granul es such as netal granules dispersed in a transparent
medi um fiber pieces dispersed in a transparent nedi unm an

i nterferend@05gattern between a pattern having regularity arranged in

a transpar i_gt medjum and. fi ber, pieces dispersed in the transparent

medi um  an bHS0SEG AR ATHTARGIICS (P Sswoataining amesh gnemsgyeht anstistiont a

L 2ne par eniindfe dy e Aeh QAR Shicid iy B3he RS FaD Y hocd BRI Senin
of the card base member 1, which has a non-transparent property, and a magnetic

stripe 2 and an arrow mark 3 are disposed on the surface thereof. On the
artifact-metrics chip 8, an interference pattern is generated by the pattern of the
mesh member 9 and the short fibers 10.

[0053]

This interference pattern is inherent in each of the artifact-metrics chip 8, i.e., in
each card. By utilizing this characteristic, the pattern of the artifact-metrics chip 8
of the verifying chip is photographed by a transmitted light or a reflected light for
the card to be identified.

[0054]

Mechanical reading of such the pattern of biometrics or artifact-metrics is generally
performed by an image-pickup device and the resuit is identified by a
pattern-recognition technique. In this respect, there is a possibility that forgery

can be made according to a duplicating technique.
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[0061] Further, in addition to the verifying chip, another type of
chip is provided. The information described in the verifying chip is
digitized and the digitized data is encrypted. Then, the encrypted
data is entrgp in the latter chip, and this is used as an

aut henti cation certifying chip. [0062] Wen the card is used, the

i mge of t e tHehitifydtiifetelds PhigRohdiss @R Fedl Subfatteanst Hiadlifinhgeds isAt t he
sane tinme, the encrypted data of the authentication certifying chip
on the saneémpessible & ateangg phe dompdrent elemedtscofithe edifictonettibe cldp intefidadng
chipis cogﬁred with the data of the verifying chip. If_these are
equal to e&RMbe{ergrry artiabiaitiose plfdaithertC 43¢ aHenRveBHhe ogsilibty | f

not, the card.is_j s.a forged card. [0063] For a cryptosyste

e the o e s 9o nd eSS ik ouf® S FbySheBh IR, i
the card i afgh ikARURIKNETBERECENIERY odiied S TERFrB0P REM Polict YRR 2

publ i c-key cryptosystem in which different keys are used for

encr ypt i onobinthed enndgutallyrcan be repardpdibd the-duehentic whjeos y Foe Bhis deason, it is
public-key and a private-key are used_and either key can be used for
encrypt i onVew Y tosenkim whether thereard is authenti arrnot Biingpnly on the

encryption/de .on,,.hash al gorithm such as MD5 (Message Digest 5),
SAH 1 (Secﬁgéégﬁ%jgﬁ%%?ithm- 1) SAH 2, etc., are used. [0065]

[0056]

As described above, the technique to determine the authenticity of the card itself is
not yet firmly established, and a card, which cannot be forged, is not realized.
Also, the technique to eliminate the use of a forged card is not yet realized.
[Patent Document 1] Japanese Patent Laid-Open Publication No. H10-44650
[Patent Document 2] Japanese Patent Laid-Open Publication No. 2003-20636
[Non-Patent Document 11 "Financial Business and Artifact-Metrics" published by
the Institute for Monetary and Economic Studies, the Bank of Japan
(http://www.imes. boj.or.jp/japanese/jdps/2004/04-J-12.pdf)

[Non-Patent Document 2] "The Patterns of Artifact-Metrics in Financial Field":
6th Information Security Symposium
(http://www.imes.boj.or.jp/japanese/kiny/2004/kk23-2-6.pdf)

[Non-Patent Document 3] "Handbook on the Technique to Prevent Forgery on
the Surface of Affiliated IC Cards", published by the National Printing Bureau, the
Ministry of Finance (see: http://www.npb.go.jp/ja/info/ichb.pdf) .

Disclosure of The Invention

Object of The Invention
[0057]
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For exanple, the card ID and information of the card owner are added
or mxed into the digitized data and are encrypted on the whol e.
Further, a digital watermark is entered to the digitized data.

Turni ng of Hag,reiit idlentlah gre&viﬁeg %Sdﬁlrd/ Bl WRore AN Rutiewitiia @@djﬁg":ﬂﬁ‘éic

information and entering t digital watermark nmay be adopted al one

or in conbichaigesto a[cAsi66drd lon atdredidenrd ae pfaticalyased,sindg mbthodderd, t he
authenticity of the card is identified prior to the starting of
actual operPEeGesHRE thencaid. i nputting the personal identification
nunber. The devi ce di scharges the forged card or gives a warning, or
takes the forged card into the device. Effects of The Invention
[0067] G argh such as netal granules dispersed in a transparent
medi um fibers dispersed in a transparent nedium an interference

pattern betiisein @jqRabf tlepragst igvention tauilldviat@ telgGaeh b agtheh@RAspar ent
medi um and fibers dispersed in the transparent nedium fluorescent
granul es diveplingesiorkrangl torexakige themposaibility that adorzadiobjet ohtainedibst ance

granul es di.spersed in an arbitrar e of nmedi ym can be obt ai ned
only inci d&@‘%ﬂﬁ\?‘mf%w%éﬁ%@éﬁga&ﬁ?ﬁ éﬁpaél ?%%E’icgileé’tto be dupl i cat ed.
An enbossed hol ogram has a three-dinensional structure, and is al so

i npossible to be duplicated unless a replica is produced directly

fromthe pidantygeThd 06 Al so, a forged card attenpted by
duplicating the nmagnetic recording data or the data in an I C chip can
be excl udegpoféﬂﬂd it cannot be used. [0069] Further, when it is

at t enpt ed use the card, such_the use can, be rejected and

i ]l eqal
damage or Itrgs"%ta@a eb”bgb‘? akiect: Wdths degnaion of theRreseny applicaien, 4y | an
illegitim o . r. th - { me.extent. .but it
enabi es t Otatgtggl %mg@ggﬁﬁfé ét@;\"ﬁﬁﬁc@ﬂ totbe%o}éﬁﬁ 1S gdd%g and an auﬁxehhcalfxon
verifying device is added to a device for processing the card for authentication

verification of the card.

(0060]

The following can be adopted for the authentication verifying chip: granules such as
metal granules dispersed in a transparent medium,; fiber pieces dispersed in a
transparent medium; an interference pattern between a pattern having regularity
arranged in a transparent medium and fiber pieces dispersed in the transparent
medium; an embossed hologram; flucrescent granules dispersed in a transparent
medium; and radioactive substance granules dispersed in an arbitrary type of

medium.

[0061]

Further, in addition to the verifying chip, another type of chip is provided. The
information described in the verifying chip is digitized and the digitized data is
encrypted. Then, the encrypted data is entered in the latter chip, and this is used

-15-



the user of the illegitimate card by finally ensuring to hold the
illegitimate card. [0070] In a case where the verifying chip and the
certifying chip are both present on a single card, the authenticity
of the caras anauthenbeatfon eastifyilg Hoipt resort to the host server, if a
crypt key is given to the term nal device such as an ATM [0071]
Even when the sane artifact-nmetrics are obtained by chance and the

sane hasho[\rlo%l 2? I's obtained incidentally, unless algorithmof |ID of
the card fS ormation of the card owner further added or mxed to

used Tor SEFS $he et ihseh vlednfh 3RS Bl ) AR i e, o
1 ow of -t arek B TENARREHEPAE el el doby & e heiRlchibd B,

convent i oihlp biyPle 6AB8 ARl & ddthipted. STIRVHataMetXARed Boff ti certiﬁ;in chip is
conventional type card using artifact-nmetrics; "Fig. 4 shows a ot%er

exanpl e oftomparsvwithithaalata yiihecarifyingichip. alf ihkae braretuidl @6 .eafh Bthe?, the
shows an exanple of a card, on which an authentication verifying chi p

i s rmount edardAsgdedifgttoasam avthisetic exmoplicaf the cad ds jinigedias ahforderl card.
verifying chip is nounted,

) [0063]
( For a cryptosystem, as the simplest way, it is used a secret-key cryptosystem
where only the card issuer knows the secret-key. It is also possible to use a
public-key cryptosystem, in which different keys are used for encryption and

decryption. In the public-key cryptosystem, a public—1<€§ and a private-key are
used and either key can be used for encryption or decryption.

[0064]
To alleviate the burden of encryption/decryption, hash algorithm such as MD5
(Message Digest 5), SAH-1 (Secure Hash Algorithm - 1) SAH-2, etc., are used.

b [0065]
Foi‘ example, the card ID and information of the card owner are added or mixed
into the digitized data and are encrypted on the whole. Further, a digital
watermark 1s entered to the digitized data. Turning of the digital data to hash
value, adding the ID and owner information and entering the digital watermark may

be adopted alone or in combination.

[0066]

In the device for processing the card, the authenticity of the card is identified prior
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Fig. 7 shows still another exanple of a card, on which the verifying
chip is mounted; Fig. 8 shows exanpl es of the nmounting position of
the verifying chip; Fig. 9 shows other exanples of the nounting

posi ti on oftotthe stacung ¢fi actpat hpgratiéi euchlB inputtisg thet geysaahiiektifiatios he
position alignment;. Fig. 1] shows fhe verifying, chip prepared

accor di ng IR cHhedsviker dscharges tliezfqrgeda%r%se&ﬁw%adfmaawnﬁamm@r s
to be usedfiln t.he ve%é%idlqg.chi p; Fig. 13 shows an arrangenent
exanpl e of ?ﬁagﬁﬁdnlﬁ F9E%e used in the verifying chip;, Fig. 14
shows an exanpl e where the random nunbers used in the verifying chip
are in binary nunbers; Fig. 15 shows an exanple where the random

nunber s usetffacts ¢fEhevivefityonng chip are arranged as bi nary nunbers;
Fig. 16 shows an exanple of the additional random nunmbers used in the

verifying c¥0f7] Fig. 17 shows an exanpl e where additional random
nunbers us In the ,verifying chip.are in binary nunbers; Eig. 18
shows an ej‘gﬁ%‘lﬂgs ek 35 IE&@ g&('}ﬂgfs%fsgﬁ’%ﬂf’hﬁﬁ‘ﬁg?@%éﬂe Py Etée%
verifying | Ly e : e El | e
where the Sggrﬁlés{r%ﬁa(n?ﬁﬁber Sﬁ%rgfétn I.Eb%m{})ﬁgﬁ) \%???Jéb%gp%%fg%gﬁeegg r@rﬁ%gig in
quat er nar y hauvinpeegilartty Gurrad@ed hoyeameparat afediie bed ARt ersed in the

authentication verifying chip is obtained fromthe verifying chip
prepar ed orttangprIBRh Hediiel Juorescent granules dispersed in a transparent medium and

radioactive substance granules dispersed in an arbitrary type of medium can be
obtained only incidentally or by chance, and are impossible to be duplicated. An
embossed hologram has a three-dimensional structure, and is also impossible to be

duplicated unless a replica is produced directly from the prototype.

[0068]
Also, a forged card attempted by duplicating the magnetic recording data or the data

in an IC chip can be excluded, and it cannot be used.

[0069]

Further, when it is attempted to illegally use the card, such the use can be rejected
and damage or loss can be prevented before it actually occurs. Or, an illegitimate
card may e allowed for the use to some extent, but it enables to easily specify

the user of the illegitimate card by finally ensuring to hold the illegitimate card.

[0070]
In a case where the verifying chip and the certifying chip are both present on a
single card, the authenticity of the card can be confirmed without resort to the host

server, if a crypt key is given to the terminal device such as an ATM.,
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Fig. 21 shows an exanple of a card nounted with the authentication
verifying chip and an authentication certifying chip; Fig. 22 is a
flow chart to show a flow of authentication certifying of the card
shown in Fig. 21; Fig. 23 shows another exanple of a card nounted
with the verifying chip and the certifying chip; Fig. 24 is a flow
chart to sH8WHE flow of authentication certifying of the card shown
Is still another exanple of a card nounted with

in Fig. 23;. Fig. 2

the veri fyi5ygh eﬁﬁa tﬁ%amflﬁéﬂ#éqttm?tylpﬁ@recqhtﬁ?e@sg@ha@ee pad ther yasg lashr ¢
to show a fJ . Nk i cahd on rtifyin t car,d _shown in Fig.
25 g, -2/ GH IR RGN P BuS aieenth BT 108 BB SR B
verifying ehd RardRimel 8irfif tidfied AMImERURe thd Bash3BideSs %ng‘%a]ﬂ,VYt gt to
show a flow of authentication certifying of the card shown in Fig.

27; Fig. 26ssilde do khowtidhenypt key adedvioneddroptionf  Phas; elss degea of eslirigar d
according to the present invention; Fig. 30 is another flow chart to
show a fl ol B¥YW#keessing a cash card according to - 19 -

Brief Description of The Drawings

[0072]

Fig. 1 is a flow chart to show a flow of the processing of a currently used cash card:
Fig. 2 shows a conventional type cash card;

Fig. 3 shows an example of a conventional type card using artifact-metrics;

Fig. 4 shows another example of a conventional type card using artifact-metrics;
Fig. 5 shows an example of 2 card, on which an authentication verifying chip is
mounted;

Fig. 6 shows another example of a card, on which the verifying chip {s mounted;
Fig. 7 shows still another example of a card, on which the verifying chip is mounted;
Fig. 8 shows examples of the mounting position of the verifying chip;

Fig. 9 shows other examples of the mounting position of the verifying chip;

Fig. 10 illustrates a mark for the position alignment;

Fig. 11 shows the verifying chip prepared according to random numbers;

Fig. 12 is an example of random numbers to be used in the verifying chip;

Fig. 13 shows an arrangement example of random numbers to be used in the
verifying chip;

Fig. 14 shows an example where the random numbers used in the verifying chip
are in binary numbers;

Fig. 15 shows an example where the random numbers used in the verifying chip

are arranged as binary numbers;
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the present invention; and Fig. 31 is still another flow chart to
show a flow of processing a cash card according to the present

i nvent i on. Figr il6fshdes en epampla of theTarditRablormedue nmiersaksed[if) @FSeriyingr d
2 a magnetic stripe 3 an arrow 4, 8, 12, 15, 18, 21, 22, 32, 42, 46,
61 an aut h&HPi cation verifying chip 5 metal granules 6, 14, 34, 44 a

surface pl ?‘}g? 17 'shWs aft gxﬁnﬁgrv&e?g ggdit%engl)zearxldgmanu%gnséps ngréb]% "the verifying
chip are in binary numbers;
Fig. 18 shows an example where additional random numbers used in the verifying
chip are in quaternary numbers;
Fig. 19 shows an example where the random numbers used in the verifying chip
are arranged in quaternary numbers;
Fig. 20 shows examples where another authentication verifying chip is obtained
from the verifying chip prepared on random numbers;
Fig. 21 shows an example of a card mounted with the authentication verifying chip
and an authentication certifying chip;
Fig. 22 is a flow chart to show a flow of authentication certifying of the card shown
in Fig. 21;
Fig. 23 shows another example of a card mounted with the verifying chip and the
certifying chip;
Fig. 24 is a flow chart to show a flow of authentication certifying of the card shown
in Fig. 23;
Fig. 25 is still another example of a card mounted with the verifying chip and the
certifying chip;
Fig. 26 is a flow chart to show a flow of authentication certifying of the card shown
in Fig. 25;
Fig. 27 shows still another example of a card mounted with the verifying chip and
the certifying chip;
Fig. 28 is a flow chart to show a flow of authentication certifying of the card shown
in Fig. 27:
Fig. 29 is a flow chart to show a flow of processing a cash card according to the
present invention;

Fig. 30 is another flow chart to show a flow of processing a cash card according to
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10 short
verifyin
Is not f
granul es
start th
I ndi cat e
chip

fibers 11, 31, 41 a card capable of the authentication

g 16, 19, 22, 23, 25 a pit 17, 20, 24 a portion where the pit
ormed 33 fluorescent granules 43 radi oactive substance

47 an IC chip 48 a position alignment mark 49 a line to

readi . .line to finish the reading 51, 52 a line to
etpﬁg’lg%egﬁﬁg??&é#’ﬁl& 64, 66, 68 an authentication certifying
Fig. 31 is still another flow chart to show a flow of processing a cash card

according to the present invention.

Brief Description of The Reference Numerals

[0073]

1 card

2 amagnetic stripe

3 an arrow

4,8,12, 15, 18,21, 22,32,42, 46, 61 an authentication verifying chip
5 metal granules

6, 14, 34, 44 a surface plate

7,35, 45 a card base member

9 a mesh member

10 short fibers

11, 31, 41 a card capable of the authentication verifying
16,19, 22, 23,25 apit

17,20, 24 a portion where the pit is not formed

33 fluorescent granules

43 radioactive substance granules

47 an IC chip

48 a position alignment mark

49 aline to start the reading

50 aline to finish the reading

51, 52 aline to indicate the end portion

62, 64, 66, 68 an authentication certifying chip

60, 63, 65, 67 a card capable of the authentication certifying
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60, 63, 65, 67 a card capable of the authentication certifying Best
Mode for Carrying Qut The Invention [0074] Description wll be given

bel ow on t Besbhdtle &gPCatyih® Out IheMhnGitiodt the invention by referring
to the accaonpani ed drawi ngs. First, the foll ow ng describes an
aut henticatfg%]veri fying chip for a card. [Enbodinent 1 of the
aut henti catjon.verifying.chip] Fig. 5 shows a basic arrangenent of a
card, on whCEHIBLEM c!?s%\ﬁe%g?l@)‘ﬁtoarﬁl% Rey$ aspeotiurmangingsow the fivegtiongby

chi p accor dig. ' 1. Fig. 5 (a) shows a general view,
Fig. 5 (b) %f@%ﬁ%@%@%@{&?ﬁ%ﬁ and each of Figs. 5 (c) to (e)
shows an eRiraf, gRdrobRM es&ﬂ%%ﬁﬁe@; A LB /31 A card
11 conprises a surfaceggf ate 184 Wt gn opce)‘%irrl g %gl;uﬁggor[n%%r{ eéd on a
card base hBmbedimtst hafthegawrtheamitatioraraiiping thippr operty, and an

enbossed h ]ogram chip 12 being placed into the opening. On the
surface pl 8t $h0Ws 2 bagia armapgesnent é aZard dn avhiclr aroembesskd Aclagam chip is

di d. T d hol o ' d of ' i

W th dopt h SRS of § Ve FPBCEP RGEANBHO 3 eBrLBBRn 196 ahd Bpora i on
wh th iderdl SRR tRIE. is PardsBeapi | O e | d |
beginei S 2I ?érﬁe ndalttsneét};@biggé\@c? é)gnisgﬁgésugr ajbp‘géa‘]ri”r'; &gnég}f rﬁghrgg? % gﬁ)t égs(ggser

beam i s noshoskstancindztgedmiewhel the eiibosseditoltetim thig, Pit, the reflected
| aser beamis detected as not elinmnated by the incident |aser beam

[0075]
A card 11 comprises a surface plate 14 with an opening being mounted on a card
base member 13 having a non-transparent property, and an embossed hologram

chip 12 being placed into the opening. On the surface plate 14, a magnetic stripe 2

and an arrow mark 3 are disposed.

[0076]

The embossed hologram is composed of a pit portion with depth equal to 1/4
wavelength of a laser beam used and a portion where the pit is not formed. On
the pit portion, a reflected laser beam is eliminated by an incident laser beam, and
the reflected laser beam is not detected. On the portion without the pit, the

reflected laser beam is detected as not eliminated by the incident laser beam.

[0077]

The laser beam used is an infrared laser beam with A (lambda) = 780 nm (/4
= 195 nm) in case of a CD. In case of a DVD, a red laser with 1 = 650 nm (2
/4 = 151.25 nm) is used. In case of the next generation DVD, using a blue-violet

laser with 2 = 405 nm, an ultraviolet laser with 1 = 351 nm or a far ultraviolet
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[0077] The | aser beamused is an infrared | aser beamw th | (Ianbda)
=780 nm( X /4 =195 nn) in case of a CD. In case of a DVD, a red

llaser Wi t Nachr wiftPQ G dnd 1 @déﬁ&u&? Ny igslt)i'.%gmi{rh IS?.@% QPESGB%

next generation DVD, using a blue-violet |aser nm an

ul travi ol aespgeadeglywm th 1 = 351 nmor a far ultraviolet |laser with 2,
= 266 nmis under study. 114 is 101.25 nm 87.75 nmor 66.5 nm
respectively. [0078] Fig. 5 (c) shows the npbst basic structure. Pit
portions é[%) %1”] the depth of 114 wavel ength of the | aser beam used
and porti 9 ]7 Wi thout a pit are arranged with an adequate di stance

BT R I e r R S U U T
| ndi cat es fiafenf0t 8 the Gisde Bearh hSY ariYbelid BOWRBo it 20 Sr RS Aty

Each broken [ine shown by a uni-directional arrow indi cates that
there i s iamcddeute Histante beitween thehlometzadther gt hokgpane skipt 15, [ BOTR]
Fig. 5 (d) shows an exanple where the direction of the |laser beamis
i ncli ned. S¥AMBESHOWNJR this ifigHI S fa¢theolidiling shawn &y ibidicpstipnabBriewsi ¢ i s

difficult . : itten.therei,n. . ln this ex i ncl i ned
oit port1 dhaAE et RSBt eiiehd B HRRLE et Feipteorf R SepteBdian
used and igAGih % RRIdireBiichal S liflRtite Pt thedd B iﬂ&iﬁ@:ﬂ%g‘ﬂt Bt flo an
adequat e di stance between them one another on a hologramchip 18. In
t he exanplreflaieiighitns ptessnt. i gure al so, each solid |ine shown by
bidirectional arrows indicates that both incident |light and reflected
| ight are present, and each broken |ine shown by a uni-directional

arrowindir@a%ﬁs that there is incident light but reflected light is
not present.'1t is alnost inpossible to duplicate this structure. It

IS possible,t %gtﬁv Eﬁﬁi{ [ j: he: St ture
shown in Iﬁ%équ)( . cszﬁelgu St. lf@gﬁﬁeﬁﬁ%&‘g‘ ?fe%hgg%fg\?\gg%b\ ‘%%‘3%%
wher e | asqfgdmermbtidn én Heutlahhdly iPivanmi€lieRafifieulRtSresdete dhal ess
information on all of the |aser beans used is available, it is
di fficul t wrdtencthdrdime Imthis tegampllet mclined gihpatioxabPiwith the pepthpdrlfd on 22
with the depth of 114 wavelength of the red (R) | aser beam a pit
portion 23vaxelensthind thelseer bram psed gnddndingd porsions B8 witheuha pi)are aser
beam a pit_porii 25 W t he depth of 114 wavel ength of the hl.ue
(51 acer b i a8 Hg8ial, 15GaCFitath e RE dpeihel i GROER Fitr
adequat e qgStREE QYR SRobH AL FigdUhdS badlscha Bk QUEH oG icirethional
arrows indicates that both incident light and reflected light are present, and each
broken line shown by a uni-directional arrow indicates that there is incident light
but reflected light is not present. It is almost impossible to duplicate this
structure. It is possible that the structure shown in Fig. 5 (¢} and the structure

shown in Fig. 5 (d) coexist.

£0080]
Fig. 5 (e) shows an example where laser beams with a plurality of wavelengths
are used. Unless information on all of the laser beams used is available, it is

difficult to read the written data. In this example, a pit portion 22 with the depth
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[0081] In the exanple shown in this figure also, each solid |ine
shown by bidirectional arrows indicates that both incident |ight and

reflected |ight are present. E&C)th broken |ine shown by a
uni - di r ect HorhagsleRgihiof dherrde ) faser benska BisPOTHER ddrtith therdepHuel b

BELI oot hAaT of RNy (6] b BoREL ol BB 2 S Bl
0082] | Emtadt g oA 80 U E I, e Pt o € b Hirifued

shows Enbowltirentdéymate fdisensehdtinenthamhiope afother én § aploghaweship 2dr aw ng
where a card is seen fromabove; Fig. 6 (b) is a cross-sectional view
of the card; and Fig. 6 (c) is an enlarged view of the

cross-secthﬁ %aniemL A card 31 conprises a surface plate 34 with an
openi ng be 8 unted on a card base nenber 35 having a

non- t r ans pgreatyBh ORYhbYm 3 fhid ﬁé@fe‘ Jlé’dé ggchcefﬂliﬁ liﬁﬁ shOWR %2 %?diﬂ%tionai

fl uorescent substa@ce granul es m X I'n"synthetic resin berng

pl aced i nt@rdwicindieates RGat bAEDidRIEnSligH: a6€ rédcated Y aRepleay@tl €Bacdn t he
verifying chip 32 and the surface plate 34. [0083] The card

base- pl at ebr8&eni kngyshawnchy pluat-direpsignal girosymdiceties ¢hat dbeng ipvindedept lighdd i n
a cash card or the || ar a thin_.pl ate made of . syntheti resin, used
e ety Mo apicused K pResern ity Bliod) RGo S Kamer ke Subiihte ths

5, 8 S 0 SO R A i 1

the surface p uorescent substance are

m xed therghfturk QA8 i Pig. bh@) n@detict.al of the surface plate 35,
either of synthetic resin transparent to the incident light and to

the reflected Iight for the card or synthetic resin non-transparent
to the incident light and/or the reflected light for the card and to
ot her vi si K082 ights may be used. For the surface plate |ayered

sur face pl drebednent Xotde ApRaieR 2R8I S T o < he 1 noi dent 11 ght

and the refl egLfld £ABbdidnt's OF thd PMphg chip. Fig. 6 (a) shows a drawing
where a card is seen from above; Fig. 6 (b) is a cross-sectional view of the card;
and Fig. 6 (c) is an enlarged view of the cross-sectional view. A card 31
comprises a surface plate 34 with an opening being mounted on a card base
member 35 having a non-transparent property and a verifying chip 32 composed of
fluorescent substance granules 33 mixed in synthetic resin being placed into the
opening. Another surface plate may be layered on the verifying chip 32 and the
surface plate 34.

[0083]

The card base-plate 35 is a thick plate made of synthetic resin widely used in a
cash card or the like or a thin plate made of synthetic resin used in a prepaid card
or the like. The verifying chip 32 has such the area and such the thickness that it

can be placed into the opening of the surface plate 34, and fluorescent substance
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[ Enbodi nent 3 of the authentication verifying chip] Fig. 7 shows
Enbodi ment 3 of the verifying chip. Fig. 7 (a) shows a draw ng where
a card is seen fézgm abovg; Fig. 7 (b) is a cross-sectional view and
Fig. 7 (C)grﬁgug% ﬁ{earrnag t{}?rg "of the cross-sectional view. A card 41
conprises a surface plate 44 with an openi ng bei ng nounted on a card
base menber 45 having non-transparent property and a verifying chip
42 with rafdiogarti ve substance granules 20 m xed in synthetic resin
bei ng placed into the opening. On the surface plate 44, a magnetic

stripe 2 alfit the matemnal ofblickswiage glags 8pwithar of DOgsitic rThin transpargetniorthe
attern of, the m xed radjoactive bst ance anules is inherent in
e ver £ yinsigeumeht sl &'t Tehcota et e el Eheiiusicabid |
identifie i t.:eLj St 7 | f i
position ]ﬁjn Oo?xyt{#e%b%rgﬁ ﬂ@@%éaﬁi%}rlt h\%g% %‘?@%ﬂ%e[g ip F]?%h? f%tt trslll‘g()c\i\g/}s%]u @da@& es
of the nmowihémdsiBRlightOmaphetided.V Fok thd SiifL8ipRtORyareddudhCaiPHd Ng to

the structural features as described above. hizhe verifying chip 46 can
be nount edveridihe chip ﬁ%annadeeof_mynﬂmtio mesiy ambthetsurfaee pletet 34 Isyphetic ogsiof

the card body as shown .,in Fig. 5 to Fig, 7, at the follow ng

posi t i ons:ASPEREL ‘F"oﬁ\ggﬁﬁ‘ége%g’gm ahthe refected igfdiie uBist ti on as shown in
Fig. 8 (a); at the central position in the mddle portion as shown in
Fig. 8 (W at the posterior position in the nmddle portion as shown
in Fig. 8 [pog5] at the forenpst position in the lower portion as shown
in Fig. 8 (d); at the central position in the |ower portion as shown
in Fig. 8 [(Bmbodimehtsd of the aptientcition vedsiing cipi n t he | ower portion as
shown in Fig. 8 (6. Wile it can also be npunted at a position in the
upper por thign? shaws BmedimentB of the varifengshint | g pda) tshovis aslrawiog d t he
position in the upper portion, when e may be influence op_the
Pead ng. of VISHE S ARDREER Gt MisHFt BE: frabnds hCrassrebiona] 68 Bltafpl o
2 of the [ e | kcatio LAY [

From t he vibvpelapRaped e ot the Lt SRl M PR3 oflpRier d Biace,
provi di ng etk U rwilORY SHBIEBein@ hicRidondd Cur® BhROmBEREEr 1D iR t he 1 C
chip in an information storage nmedium The IC chip has a

sem condugtoortramspaeyt pnopétty and a whafysgnihip 42] with andioeotive \substanaer adi at ed

by an el ectron beam in particular, by )3 (b_etaz ray, .the_menory
written n@arwéesc%mg@g N syaibsc sepypbeing placed into the opening. On the surface

plate 44, a magnetic stripe 2 and an arrow mark 3 are disposed.

{0086]
The arrangement pattern of the mixed radioactive substance granules is inherent in
the verifying chip 42, 1.e,, in the card 41, and the card is identified by this

characteristic.

[0087]
[Example of the mounting position for the authentication verifying chip)
Fig. 8 shows examples of the mounting position of the verifying chip on a card

according to the structural features as described above. The verifying chip 46 can
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[ 0089] Arnong the radiations, a (alpha) ray can be shiel ded even by a
pi ece of paper. For this reason, there is alnbst no need to give
consideratjion on the influence to the sem conductor nenory. However,
for the puliBWENtd, sHiex handhe positign ahabautthe wenirpl persionfof thensaidnbody as

t hi ck . acrylic ql in thick i ded.
herator o Hop i BeY5uRdPe™ Githa delloTEns Bostians it dha foteamee apsitipndn the
t he_inf.l by 3 b i ded by di ' .
o RS g Yifhad ol UGG VTS LAY, SO GnBEP nEShaR T Bh BIGHE Fofion
f h .t : 9 i it] henti cat i .
Lo och 2t 199981 )] 266 1085 kAo A5 IS SOREB3H Aam
are strictiiy. @t(c)qyﬁt&hedfoﬁdhw??ﬁnmﬂfeﬂé Mw& pdritén %%%%B{vﬁ% Hg.es (d); at

Accordi ngly, physical standar of the conmponrents to be nmount&d on
are al so she centiral pursitiordadtheHowey gostidnt ad Shovat ireRid. Bele) ; daaakhe t hat
deformation may occur due to the excessive use. [0091] To cope with
such the postieriempositiongndbeilowd portion asrshoga ia Figs$ t(Han Vhil@itr@ntalso be
mark 48 as shown in Fig. 10 on the verifying chip. In a sinple case,
only one P¥mEehat %PP@%@EH’@ the RPeraROTEORS it de desimbde for, the meundang position
ensure th rmr.& éel [ agl e g(%ﬁl tion al i.%nrregt , ,qi;t woul d he desirable to
have pl ur 5 2V KRS PPYHEBTL (tRE YPBek PULORWheR thenednak hainfianse @n the
reliably, . i i e e of the position alignnent
mark, it ﬁohjf&(jeh‘gfeﬁggg{oyggﬁ m%@&&%ﬁjé ﬂ%%‘fr@ er marks at the
position to start the reading and the position to finish the reading
of the authentication verifying chip. For instance, a line 49 to
start the[@@8&di ng in noving direction and a line 50 to finish the

reading in noving direction and further, lines
[Example 2 of the mounting position for the authentication verifying chip]

From the viewpoint of maintaining higher security for the card or of providing
better convenience, attempts are being made to use the IC chip in an information
storage medium. The IC chip has a semiconductor memory in it. If the
semiconductor memory is irradiated by an electron beam, in particular, by g

(beta) ray, the memory written may be changed in some cases.

[0089]

Among the radiations, « (alpha) ray can be shielded even by a piece of paper.
For this reason, there is almost no need to give consideration on the mfluence to
the semiconductor memory. However, for the purpose of shielding 8 ray, an
aluminum plate of 1 mm in thickness or an acrylic plate of 10 mm in thickness is
needed. Therefore, in a case where radioactive substance granules emitting j3

ray are used, the influence by B ray can be avoided by disposing a verifying chip

46 and an IC chip 47 with a distance of 10 mm or more from each other.

[0090]
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51 and 52 to indicate the end portions may be arranged. [0093] The
readi ng of data on the verifying chip is perfornmed by the relative
novenment OE the authentication verifying chip and the reading device.
To ensure tReadieg pagitien of fag agthenticationiesrdwagropindo synchroni ze the

t t.h t tjcati | fyi hi d the readin
T Pl A Rl L P L SR04 e
I fyi hip..th t, of t di devi b
R T R —
di t ' di )| ' [of .the mark far .
o 9 R0 A 0 B AT B Bl S
the si gnalchpy aemeskith pHpestié 89 A LGATERL B! K, { he readi ng

start/finish lines and/of the mark for synchronization signal are

made of fluorescent substance. For instance, these can be prepared by
an adequate printing neans such as an ink jet printer. [0095]

[ Embodi merli0021bf the authentication verifying chip] The

aut hentication verifying chips on the card as shown in Fig. 6 to Fig.
7 are of arq ¢anecwitheeh gb@ protdersy tti if slesirahde to awrangea@ositonf digyatnt mark

while it ig alsoi sible to control the pattern when .

manuf act u r@r?@ Sﬁ’IOWT‘EES.ﬁ 183 ib 8 tﬁpd{er@gpg é&%%piﬂé§ SHAPIEESer oY afdesition
ey : : . t table f hani cal

: 22 d:’ﬁg' f éjrlg%gglgﬂd’%ﬁ‘@y E'H%'IO e'ep %e%gﬁg&fp%era 0 gnsu% tﬁrg %o%glr%ﬁable

position alignment, it would be desirable to have plural marks.

[0092]

In order to perform the reading more reliably, at the same time with the use of the
position alignment mark, it would be desirable to arrange some other marks at the
position to start the reading and the position to finish the reading of the
authentication verifying chip. For instance, a line 49 to start the reading in moving
direction and a line 50 to finish the reading in moving direction and further, lines
51 and 52 to indicate the end portions may be arranged.

[0093]
The reading of data on the verifying chip is performed by the relative movement of
thé authentication verifying chip and the reading device. To ensure the reliable

reading, it 1s necessary to synchronize the movements of the authentication

verifying chip and the reading device. If a mark for synchronization signal 53 is
disposed on the verifying chip, the movement of the reading device can be

synchronized according to the reading of the mark,

£0094]
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[0096] In the verifying chip shown in Fig. 11, 1024 binary data are
arranged in a matrix formof 32 x 32. In this figure, the position
where binary data "0" is witten is shown in blank, and the position
wher e t he B Egaging stagt ine and; the readiag fpish dmevadar the mak foar k "+

[ 0097] Now, nmet hod t.0 obtain_the bipary data i escribed. Fig. 12
Shows. an_ eXaTPRion 8wt 4R bE Al Grel P2 e hh Rl B W Sl & o
256 digit ' ' shAct ; %Qggg' ;

i rradi at eé"rg‘\sf&tb ililg %%u?@%mﬁ%g%gg fi s’tgil%%aglfn ﬁr adi oigg?ih\g}gé/%}bdé%ﬂtgﬁce.
Random nunfgiksforisgdhfamization signil dceynade of fgorekdent afilastaener BdrliMstance,
suppl i ed as hexadeci mal nunbers as such. Fig. 13 shows hexadeci nal

r andom nuribessscashspreparediby an adequate poritng meansesughias ar iflojetrpontes
colums X 32 rows. [0098] The hexadeci mal nunbers can be expressed
by replacing with binary 4-digit nunbers. That is, "0" of the
hexadeci maEQO Sﬂw‘oer corresponds to "0000" of binary nunbers.
Simlarly, corresponds to "0001", "2" corresponds to "0010", "3"
cor r espondiEmodiR@t14lds the dutieaticRPRoRASIAOChPILO0", "5" corresponds to
"0101", "6" corresponds to "0110", "7" corresponds to "0111", "8"

cor r espondEhe autharggation verifyige chips wartlie cand asishown in Fiy. 6ctorlfigspaned¥ t o
"1010", "B" .corresponds to n1011", "C' carresponds.to ,"110Q", "D

cor r espondtiegt-mey . ?fheém‘&%'%%%@?@&fg’i y WE ‘“Eilt"‘ﬁi'aéedmﬁ’%%s ds

to "1111". e i i ] 6-digit
hgx adeci naﬁo[cggtgéﬂotpnggjgﬁg@?@hés %&%@é\tﬁﬁ'ﬁ%?ﬁﬁr@%gﬁﬁ% ?éla ? é}?&énoﬁ %Syoﬁ‘:[-l%;r y
random nureingeentSAFAne véﬂ%rﬁigguhiﬁ-ﬂ%ugﬁE bitaf) Gat®buitdde e xadasdism!
nunber can be replaced by 4-digit binary nunbers. Thus, 256-digit

hexadeci nmakadingipeemaredby espmpdter ar@8fowdi.gi ts X 4 digits = 1024 digits
in binary nunbers. These binary nunbers can be obtained directly in a
random nunber generator, and in such a case, it is not necessary to

perforn1thﬁm§ggstitution operation. [0100] These nunbers are arranged
in the matTl f 8 colums x 32 rows in Fig. 13 and further arranged,

for each di,qht y%@g%ﬁ%sﬁﬁﬂpﬁrﬁg 117 1628 b iR dafa e 2anE0d HDHhathid2

rows as shown
form of 32 X 32. In this figure, the position where binary data "0" is written is

shown in blank, and the position where the binary data "1" is written is shown with

the mark "*",

£0097]

Now, a method to obtain the binary data is described. Fig. 12 shows an example of
true random numbers with hexadecimal numbers of 256 digits, which are obtained
by detecting a radiation ray irradiated as the result of nuclear fission of radioactive
substance. Random numbers used for a crypt key or the like are generally
supplied as hexadecimal numbers as such. Fig. 13 shows hexadecimal random

numbers shown in Fig. 12 arranged in the matrix form of 8 columns X 32 rows.

[0098]
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[0101] Finally, the position corresponding to "0" of the binary
nunber in the matrix of Fig. 15 is left without witing the
information. Information is witten to the position wwth the mark "*"
cor r espondi Ag hexpdeqimal qwabeys camfe eEpresssd hytieplaging avith kiauychdighr i f yi ng

chip as sho in E.g, .1%.J hus, obtajned. The verifyin hip.

or epared | PURHES. \HIH fiact' b HpspRelRL fiiaher chPeeSha s "0ho0; hingey
bit = 1024 _hi f afipys hent | 1 Shhd1yiBg ! o} Nagr an
aut hent i ca{l%}?lée'egl?g% (Ee(%/ ré%b?x%ﬂ%jﬁb?(%d} FO&%&%%%ésstPhgéled;b?ssed
hol ogr am sfwvespbmisHo000H " ('q) cerpebpblids fol "0DIES'GE BbrrEdHREIARCYISITO i N
Fig. 6, the lights with a plurality of wavel engths can be used. Next,
an exanpl ecarfespirglsgiot"0 B diTt) eoreerponds & "0ELL"f 3" ngrredpopdofo 006 &
which is of binary data sujtable for nechanical reading, and is

pr epar ed bSPFEf'@F}?ﬂﬂééP B0 ' eprreeneads te 1014 B corregeensk 4p 1 '401da) "Ced
rEd (R), g A} Lau " i CJi |dn 1{0 T (5] " 1'l " 'u
and "B" Caé}o%ge)%géne@ssggt g%adbt’o al(ch)g]e é@(r)lgg&)c&r]i@?t i%ncsojnloe%k?nlﬁéi%ﬁglmg' anvx%gre
no dat a i ScoMdsbéR-tol"piather words, these can be handl ed as

guat ernary nunbers. The quaternary nunbers can be expressed by four
2-bit nunbers: "00", "01", "10" and "11". [0104] Fig. 16 shows

hexadeci mat raﬂdom nunbers of 256 digits shown in Fig. 12 and further
hexadeci matY%ghdom nunbers of 256 di gits which antecede those. Here,

what is shgwn +hexadeci mal . r.andgm n er.s. group .a' s .the sane
Fandom nunbipd &8 sl EXARETHITLe APGORTYE RRctish BetitRal Lnabi Bl <
group b" i d@ny iHﬁhary”‘ dﬁg.n BSR Fleapdom
nunber s gr%lgﬁ)&gp. '0105]8%%§§eﬁ\g§adem wsrﬁlan obrﬁ}ﬁ)éﬁgers gr%ll%bﬂgs
converted One dighifahe he:adddmanunisrcagbeuppladdddy 4-digithtivey hhmbeandom

nunbers divided for every 2 bits in order to convert to the

quat er nar ylsnBed-digihiex lawmbers corresponddo phdligiss' X 4 digits = 1024
digits in binary numbers. These binary numbers can be obtained directly in a
random number generator, and in such a case, it is not necessary to perform the

substitution operation.

[0100]
These numbers are arranged in the matrix of 8 columns X 32 rows in Fig. 13 and
further arranged, for each digit of binary numbers, in the matrix of 32 columns X

32 rows as shown in Fig. 15.

[0101]

Finally, the position corresponding to "0" of the binary number in the matrix of Fig.
15 1s left without writing the information. Information is written to the position
with the mark "*" corresponding to "1". The arrangement of the authentication
verifying chip as shown in Fig, 11 is thus, obtained. The verifying chip prepared in
this way has the information of 32 column X 32 rows X 1 bit = 1024 bits for
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[0106] Further, binary nunmber "00" is converted to quaternary nunber
"0", binary nunber "01" to quaternary nunber "R', binary nunber "10"
to quaternary nunber "G' and binary nunber "11" to quaternary nunber
"B" as shomhensicaion verdying,othatzs, ifhas aw autéentigation yanyms kdyud 1984 hithed
are arranged in the matrix of 32 colums x 32 rows, simlarly to the
bi nary nunbers shown in Fig. 11 or Fig. 15, and these are shown in
Fig. 19. T@g(}g}erifyi ng chip thus prepared has the information of 32
col ums x rows X 2 bits =2048 bits for authentication verifying,
in other WyrdBe eibobd lbgath REGHH GaFIg0D (¢Branfi)th® HudR¥cat sd®dihcbi ts.
[0108] Now, referring to Fig. 20, a nethod to obtain a plurality of
veri fyi ng sithiwpsn fFig 0, trelights goiin nplotséitsofgrartengthsdas deidsed. Naxt,. an20
(a), Fig. 20 (b), Fig. 20 (c) and Fig. .20 (d) each shows a matrix
pattern ofeX@pl¢ afghe REurapgemnpR ohd Yerkyips iR 0ha 6ard whichgs of inprycdatay 1
Fig. 20 (a).: h r.igi . 1 he .coordi nat.es (0 Eig.. .20 has
the or i gt uiep £ Bl dting 1o BiemsRAUR  clybolion g Hosoh
the coor diatest %e@eﬂally%ﬂlqiecﬁeﬂ- (B0 gbedh (@Satd B (BY B Rbcritea. ,
coordinates (1,1) . In this way, I't is possible to have a plurality
of matrix patterns fromone matrix pattern obtained fromthe random

nunber s gr@)}ig shown in Fig. 12. [0109] For the purpose of obtaining a
plurality Hatri x patterns from one random nunbers group, it is

I il el ke h h .hod. h h
e ooos 1 e R G w3 B8 B, 0 B s B R AR ol R 0S5 8%,
met hod to rﬁma&g% AR’ §R L1 WD Wde! AR bk RaRdied bs bhiRedBH hdmRabt ern

shown in Fig.
The guaternary numbers can be expressed by four 2-bit numbers: 00", "01", "10"

and "11",

o

(0104]

Fig. 16 shows hexadecimal random numbers of 256 digits shown in Fig. 12 and
further hexadecimal random numbers of 256 digits which antecede those. Here,
what is shown as "hexadecimal random numbers group a" is the same random
numbers as shown in Fig. 12, and "hexadecimal random numbers group b" is the

random numbers, which antecedes "hexadecimal random numbers group a".

[0105]
These hexadectmal random numbers group is converted to a binary random
numbers group. Fig. 17 shows the random numbers divided for every 2 bits in

order to convert to the quaternary numbers expressed as "0", "R, "G" and "B".

(0106]
Further, binary number "00" is converted to quaternary number “0", binary number
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[0110] In so doing, a card issuer can maintain secrecy by arranging
one random nunbers group as a nmaster random nunbers group and can

obtain a pJurality of matrix patterns based on the nmaster random
nunbers gr J@E E)@O qqa¥f?r§a%( I W%sgﬁ&“@q BUBmbeo At TRt mRiy FuRher ¢ 19,2 and

Po111) 1 v PV By DO R UeFREERyE0e, 2E oy BB B T1e 01O

aut hentication verifying information is recorded by binary nunbers
expressed in 1 bit, and in the exanple shown in Fig. 19, the

aut hent i cafftilon) verifying data is recorded by quaternary nunbers
expressed in 2 bits. In addition to these, it is also possible to use
oct al nunbEisqEtgnayseambays shus ebiainetiangaamased meihe ipatis of 32 pliBwsed

H . 22 ShoWATDER PPN B AP pUmBesapyn thE 4l o Fikdfy atgse 21
i |1 ustrat e Lhew e &f Hig29. v&%)gﬁggﬁl?ut%ﬁkgg{epﬁgi!h%"%h@{nfclﬁ-ﬁmaﬁon of 32

aut henti cation ven?lf’?ng chip an cation certitying chip.
[0113] On @harisdx682 rbwene Abies 2048 Hieslfor avtenfipitiog velifying In viner e
information for verifying a card Authentication "A" such as

arti f act - neerds,cb hpssans gythertication verifyimetheyyof 2g4& bith 62 where t he

aut hentication verifying information "A" is digitized to the
digitized data Message "M and is encrypted to the encrypted data "C'
and is stofggg) and both are non-separably nounted on the card body.
On upper portion of the surface of the card 60, a magnetic stripe 2

and an ar riww,fefd¢ring 8¢ Bigd 26 poseehod(t0 bbthin a plurality of verifying chips from one
random numbers group is described, Fig. 20 (a), Fig. 20 (b), Fig. 20 (¢) and Fig.
20 (d) each shows a matrix pattern of 16 X 16 based on the matrix pattern of 32
X 32 in Fig. 11. Fig. 20 (a) has the origin at the coordinates (0,0), Fig. 20 (b)
has the origin at the coordinates (1,0), Fig. 20 (¢) has the origin at the
coordinates (0,1) and Fig. 20 (d) has the origin at the coordinates (1,1).
In this way, it is possible to have a plurality of matrix patterns from one matrix

pattern obtained from the random numbers group shown in Fig. 12.

[0109]

For the purpose of obtaining a plurality of matrix patterns from one random
numbers group, it is also possible to use various methods such as a method to
change the use position to start the random numbers group shown in Fig. 12 or a
method to change the preparation position to start the matrix pattern shown in Fig.
13.

[0110]

In so doing, a card issuer can maintain secrecy by arranging one random numbers
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I nstead of the nmagnetic stripe 2, or together with it, an I C chip can
al so be used. The verifying chip 61 and the certifying chip 62 may be

arranged at separate gosc{gti ons rez&ecti vel s.sho .21 or

chip
Cheso ey SRS TSt THELRImbES 2aap b OB AP o FREIX [ 0115]
Lhese | i A" ik i 15]
TheCT unc?afehisthasafon HEPRELEL NSRBI KRD! Or O EplBRICHEXRTP ©

the card GRtcRQRlY Sodttd thelBlurdiify bf fatrZdatieRB 1abk&Psn (He inforfnalios hEW

the fl ow when the card is prepared by a card issuer. The steps (6) -
(10) showthherigm. user uses the card by neans of a termninal device
such as an ATM [0116] (1) A verifying chip 61 is prepared, in which
card authentication verifying information "A" being artifact-netrics
or an errbo[?)igﬂ] hol ogramis stored. Because all artifact-metrics are
di fferent each other, all of the verifying chips 61 having

ferent 1o ! o1 Lt
artifact- nRtd Eﬁ?an%iﬁsogiévﬁ?ﬁaeﬂ‘lh. i{_) & ﬁgggs,qg@%meﬁ&%&l azélfblfgi ing the

verifying chip as shown in Fig. 0 I'S prepare

data of 3Znfoirhation i82edvria] by Biddd Miriisers bfesbediin $ bit) afke i thel exawpleer )
or nore with the nunber of bits according to the nmethod shown in Fig.
11 to Fi g.shown in Fig. gpobgsuthenficaiontveaing date iovecorded g avatesnarer i f yi ng
chi ps can be,very low and,i.t is _neql.iqgible Becayse the enpbossed

ol bor am FADEER FrreE¥af i n bitsn Jp el o piese, F USSR OL Y 8% S ke
optical dyplireatd ¢ rdi oot | lbid el 4 nto forge
T [oriaf PSR e SHRS s Mkt hipett el 4012 g By
analog or digital neans. In order to accurately performthe reading

when the card is used, it is desirable that the reading is perforned
after the [0&k3lfying chip 61 is mounted on the card 60.

[Embodiment 1 of the certifying chip]
Fig. 21 and Fig. 22 show an example of a card to certify the card itself. Fig. 21
illustrates the card and Fig. 22 shows the functions of an authentication verifying

chip and an authentication certifying chip.

[0113]

On a card 60, there are provided a verifying chip 61 where information for verifying
a card Authentication "A" such as artifact-metrics is stored; and a certifying chip 62
where the authentication verifying information "A" is digitized to the digitized data
Message "M" and is encrypted to the encrypted data "C" and is stored, and both are
non-separably mounted on the card body. On upper portion of the surface of the

card 60, a magnetic stripe 2 and an arrow mark 3 are disposed.
[0114]

Instead of the magnetic stripe 2, or together with it, an IC chip can also be used.

The verifying chip 61 and the certifying chip 62 may be arranged at separate
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[0119] (3) The anal og inage of the verifying chip 61 thus read is
digitized to the digital data "M'. In a case where the data to be
stored in the verifying chip 61 to be read is digital data, the

di gi ti zat i posttions wespecewsdpry shgval BOFig. 2Uor fieee diagibiealisppatdadiddent ©
encrypt ed, and the encrypted data "C' is obtained. As a cryptosystem
a secret- k‘e'*ﬁ h otRgs s gast itffd- a publ i c-key cryptosystem can be used.
[0121] A crypt key used in the secret-key cryptosystemis called a
secret-key. In recent years, with the propagati on of the public-key
crypt osyst gjpysyore and nore people refer a private-key used in the
publ i c-key cryptosystemas a secret-key. In this respect, it is also

cal | ed a crefRingk®)Fif2Rdesdiptibes balow esplain, oh A LS cAemplediRdfulidions
"Modern Cryptography” published by the Institute of Electronics,
| nf or mat i oef thmre$mmhxmﬁl a@dnﬂ@@m@mgsch(g %amﬂ;e camé GQere'essn Fig. 21

obtain the ted dat Encr in age "

a crypt Kely1 f@%%?%gyed %‘?2 oW qlﬁ%tof%‘gh I&rﬂf‘é@g%d B%
decrypt ed in t Key
K s exp?%“seze?h PLRY ROERn e G el e, t’i’*ﬁ A et
above, theteﬁhﬁﬁeméecmﬁnca@)gﬁtATMe digital data "M by a Secret- key Ks
of the secret-key cryptosystemto obtain the enCrypted data "Cs" is
expressed as Cs = E (Ks, M, and the process to Decrypt the encrypted

data "Cs" ﬁﬁ&fe Secr et - key Ks to obtain the digital data "M is
expressed D (Ks, Cs).

(1) A verifying chip 61 is prepared, in which card authentication verifying
information "A" being artifact-metrics or an embossed hologram is stored. Because
all artifact-metrics are different from each other, all of the verifying chips 61 having

artifact-metrics are different from each other.

[0117]

If the verifying chip as shown in Fig. 5 to Fig. 7 is prepared by using the data of 32
bits X 32 bits = 1024 bits (307 digits in decimal number) or more with the
number of bits according to the method shown in Fig. 11 to Fig, 20, the probability
of the existence of the same verifying chips can be very low and it is negligible.
Because the embossed hologram has a three-dimensional structure, it is impossible

to make optical duplication, and accordingly, it is very difficult to forge it.

[0118]
(2) The information on the verifying chip 61 is read by analog or digital means.
In order to accurately perform the reading when the card is used, it is desirable

that the reading is performed after the verifying chip 61 is mounted on the card 60.

-32.



[0124] The process to Encrypt the digital data "M by a Puli c-key
"Kp" of the public- key cryptosystemto obtain the encrypted data "Cp"
|s expressed as Cp = E (Kp, The process to Decrypt the encrypted data
Op by a B} 1i19At e- key "Kv" to obtaln digital data "M is expressed as

pL ;ccte)s(; :(Yo(ﬁ'\ﬁ% ‘??Sm?ﬂrgg &r o I%Ig %ﬁlpb@‘ {EH@ r 1@5{%&4@@}1%@/@@?1
expr besed St e DIRR R ifhe! e Walatbel el BV G lvR LA dothe rgad

data "COv" fyidiae dieihe GhdexatiofRs ufuecefhpl.n the digital data "M is
expressed as M= D (Kp, Cv). These are the digital signature. [0126]
(5) The encrypted data "Cs", "Cp" or Cv" are stored in a certifying
chip 62 vvh Ch@js non- separably nmounted on the card body 60. For the
st orage of L4 encrypted data, adequate means such as the opti cal

di ’ d; oL G o f
bar coda or (Dot T fHeReh dFFk ME1s rSGuPRERRd e SREBL B o€ Kobidiea. 4
case wher epd heridssieth, iaSsedrtikey @f’}ﬁ)@b bl A1 d fu ﬂ]@lﬁﬁr&%&é‘a@t&f‘cﬂﬁ

it is also possi bIe to store the encrypted data in the TC chip. To be
a non-separcatded. structure, they are integrated or a nethod such as
wel di ng may be adopted. Also, the encrypted data may be recorded on

t he card itself i nstead of nounting the certifying chip on the card.
[ 0128] lé\gfn the card is used, the encrypted data "C' stored in

t he certlf chip 62 is read.

A crypt key used in the secret-key cryptosystem is called a secret-key. In recent

years, with the propagation of the public-key cryptosystem, more and more people
refer a private-key used in the public-key cryptosystem as a secret-key. In this

respect, it is also called a common-key to avoid the confusion.

[0122]

According to "Modern Cryptography" published by the Institute of Electronics,
Information and Communication Engineers (Japan), the process to obtain the
enCrypted data "C" by Encrypting the Message "M" by using a crypt Key "K" is
expressed as C = E (K, M), and the process to obtain decrypted data by
Decrypting the enCrypted data by using a crypt Key "K" is expressed as M = D
(K, C).

[0123]

Here, following after the above, the process to Encrypt the digital data "M" by a

Secret-key Ks of the secret-key cryptosystem to obtain the enCrypted data "Cs"
is expressed as Cs = E (Ks, M), and the process to Decrypt the encrypted data
"Cs" by the Secret-key Ks to obtain the digital data "M" is expressed as M = D
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[0129] (7) The encrypted data "C' is decrypted by using a
predet erm ned cryptography algorithmand the crypt key, and the
decrypted data "M is obtained. [0130] (8) At the sane tine,

i nf or mat i oRKS,AC8).0f t he verifying chip 61 is read. As the reading
nmeans, canera is generally used, while a reading head or a scanner
ot her than canera may be used. [0131] (9) The information "A "of
t he verifygg%4 hip thus read is digitized and the digital data "M
"i s obtained: ?0132] (10) The decrypted data "M is conpared with

. h d . . " n f . I | h | , 1 1 .

| udged t harts RESteSs 40 Bnarl b i 3af A0 Ry olnpAEY Hni e tpubﬁf;-key
gee ! . on. o

cther U LrERoBysenl & b HECR i GBS TS eRbiesSHERL ol 2R T My

the certi fRiengroehsd td Decsyprahe leabiviptdPifa "epdnl erﬁ@ﬁtg&l«?he%iﬂéﬁigllﬁgb?ﬁn

illegitimate. Thus, the authenticity of the verifying

certified digita etac®t i giprgssdd 3 BR2=wDi (Kv,i Gp)t. oGRiRBYE tRANBMEKERH oo
the card. [0133] In this exanple, the data "M "read fromthe

veri fyi ng CEfiitkey1 is conpared to the data "M decrypted fromthe
certifying chip 62. It may be possible that the encrypted data "C
"obtai ned by encrypting the data "M "read fromthe verifying chip 61
is corrparefgléé?I the encrypted data "C' read fromthe certifying chip

62.
(2 The process to Encrypt the digital data “M” by the priVate-key “Xv” of the
public-key cryptosystem to obtain the enCrypted data Cv is expressed as Cv
=E (Kv, M). The process to Decrypt the encrypted data “Cv” by the public-

key “Kp” to obtain the digital data “M” is expressed as M =D (Kp, Cv).

These are the digital signature. -

[0126]

(5) The encrypted data “Cs”, “Cp” or Cv” are stored in a certifying chip 62
which is non-separably mounted on the card body 60. For the storage of the

encrypted data, adequate means such as the optical reading and recording method,
the magnetic recording, etc. for barcode or two-dimensional barcode, etc. may be

adopted.

[0127]

In a case where the card 60 is an IC card with an IC chip mounted on it, it is also
possible to store the encrypted data in the IC chip. To be a non-separable
structure, they are integrated or a method such as welding may be adopted. Also,

the encrypted data may be recorded on the card itself instead of mounting the

certifying chip on the card.
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[0134] The data on the certifying chip 62 is encrypted. In this
cryptosystem either of the secret-key (or the conmon-key)
cryptosystemusing a single crypt key and the public-key cryptosystem
using two crypt keys can be adopted. In the public-key cryptosystem

a conbination of the public-key and the private-key (the secret-key)
or a conbi H¥2ZBbn of the private-key and the public-key may be adopted

when used fQr e encryption and decr ion, . [0135], Wen a, user, .uses
the car . by oWen Ghe SAds Rrcsmicieurated P18 "CH SiGreakiyns Gprdes b gy
i s used. Tﬁqegiypt key is stored within a server or within the
termnal dévice. If it is so designed that the crypt key is stored
within the server and when authentication verifying of the card is
needed, the crypt key needed then, is delivered to the term nal

devi ce eackdiZbhe, it can be a nethod with high security on on-1line
basis. If the crypt key is stored within the term nal device,

aut hent i cat? onlienqrypieg daf "Chas detrpted Ay Haing raveddermyned coptogphy

term nal devi on f-1ine basj wever., .. fakhe tn.,nal device is
Stolen: t MR ARdDE el el Biidpe BT aala MR EIRES'  Lay ' e
crypt key is stored in a DRAMin the term nal device and the crypt
key stored in DRAMw || be | ost when the power to the term nal device
is cut off[dd8Bhuse the termi nal device is destroyed or stolen, the
stealing of the crypt key can be prevented. [0136] | Enbodinent 2 of
the certif (®ngAtHiegpmppanetinformation ‘9 or efithegrerifung thinidgs repd. As the
authenticity,of the card is trangmtted f.rom %ggggé)qst server to the

term nal f1pg MEARs-{HICLR 1S RAAETANY yed Svhile 4 ep fed SEARETOfher

devi ce, or the card is read and transmtted to the
1 thx\@:‘éﬁnéﬂ%%a S, ! P
server and the authe tllr)cflty is verified on the server, the storage

data volune in the server and the transmtting data vol une becone
| arge because the digital data volune of the verifying chip 61 is
| arge. [0182BllTo cope with such the situation, if M5 (Message Di gest

5), which js the typical hash algorithm or other hash. al gorithm such
as SAH 1 (@Zcuﬁée mﬁgﬁlaﬂ%o&i t w%fﬁ]e iﬁng&mggﬁméui; §ea§§§64g1tﬂ¢3 agdhe can
be convert hgr16-~ e. hash val ue regardl ess of how | arge the
data may baggmg%a&fg/{si flél)éé%‘?lflg% of the original data is al ways
reflected in the hash value. If utilizing these characteristics, the
storage data volune in the server and the data transm ssion vol une

may not be[0482) arge. To alleviate the burden for

encryption/ decrﬁlpti on, hash algorithmis used. . ,
(10) e decrypted data "M" is compared with the digitized data "M’ ". If these

are equal to each other, it is judged that the combination of the verifying chip 61
and the certifying chip 62 is legitimate, If these are different from each other, it is
judged that the combination of the verifying chip 61 and the certifying chip 62 is
not legitimate, and the card is judged as illegitimate. Thus, the authenticity of the
verifying chip 61 is certified by the certifying chip 62 which is togetherwith present

on the card.

[0133]
In this example, the data "M’ " read from the verifying chip 61 is compared to the
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[0138] Fig. 23 and Fig. 24 show an exanple of a card using the hash
algorithm Fig. 23 shows the card. Fig. 24 shows the functions of the
verifying chip and the certifying chip. [0139] On a card 63, there
are provi défa MU dedrfptied drooh e Gttifyiner chipe62. d Ihmah datpossble dhatvibe i f yi ng
information "A" suych as artifact-metrics is stored; and a certif%/(}nrég

chip 64 \gh@%cmtﬁf&daa_t" eri't‘zbé%{lﬁ“'%w GRAVRHAEIGE AR Mrat ire ﬁrﬁm the ver
vabue' 1 ariiin s S SRR EREERR s BRI GRRAE B o e

and both are non-separably nounted on the card body. On the upper
portion of the surface of the card 63, a magnetic stripe 2 and an
arrow mar k[(A34} e di sposed. An IC chip may be used instead of the
magnetic stripe 2 or together with it. The verifying chip 61 and the
certifyi nglihiizaen theyenidyiag chind@ds eaeryptegarlatthispusptosystam, either of the
respectivel

each ot herS%Featﬁ‘&; h@‘é‘%%{%&_{]{éilgr hegtr%mrra nﬁb g S}%rg é&%ﬁtfjkg’di“adcfﬁg Lo

descripti : . ad i of, .t Wf i el and
fhe tert i foLbkef tpXtySieth hilf b EinP Ryl tlbftel) Y AINE PlalicAdy:
the steps driptosystem, S bmubihdtton§ dfane plibliceyrindpas ptivate-kel the card by a

card issuer. The steps (7) - (11) show the flow when a user uses the
card by nesgaEetdeyh arérganpunation of che puivate-key anvl iEnubliokay may (be)adapted
verifying chip 61 is_.prepared, in which card authentication verifying
i nformati o‘ﬁgﬂﬁuseééj%ﬂﬁa‘?@m’@?- {FFYBUN} { he enbossed hol ogram i s
stored. Because all of the artifact-netrics are different from each
other, all of the verifying chips 61 having the artifact-nmetrics are
di fferent fpigs) each other. In particular, it is inpossible to

duplicate the artifact-netrics having the three-dinensional
ar r angenmenthemadser usearthe tatdeyf meapscof a[tedmiadl device, the crypt key for

decryption is used. The crypt key is stored within a server or within the terminal
device. If it 1s so designed that the crypt key is stored within the server and when
authentication verifying of the card is needed, the crypt key needed then, is
delivered to the terminal device each time, it can be a method with high security
on on-line basis. If the crypt key is stored within the terminal device,
authentication verifying of the card can be executed only on the terminal device on
off-line basis. However, if the terminal device is stolen, the crypt key is also
stolen. If it is so designed that the crypt key is stored in a DRAM in the terminal
device and the crypt key stored in DRAM will be lost when the power to the
terminal device is cut off because the terminal device is destroyed or stolen, the

stealing of the crypt key can be prevented.
[0136]

[Embodiment 2 of the certifying chip]
When the data stored for confirming the authenticity of the card is transmitted from
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If the verifying chip as shown in Fig. 5to Fig. 7 is prepared by
using the data of 32 bits X 32 bits = 1024 bits (307 digits in
deci mal nunber) or nmore with the nunmber of bits according to the

met hod shopfa hdvt Refrerkd th@ tgﬂrﬂmaﬁ@ev&é@ncf)g%bgﬁhéﬁ%é{tyofs ‘;egﬁegig&s@%nce

of the same verifying chips can be ver I’s " ne
Because t hgreiiosiseidenot %éﬂfﬂléﬂﬁtaaoﬂthé Qerdlis"RAg 'aﬁﬂ%fan%ﬁ'{ ied HS ﬁle Ydrver

Is inpossible to make optical duplication, and accord

very diffiand thetanthertigpetyi it vefifitd 3h thé%bﬁdfﬁthdﬁéﬁf@ d=91 v@ﬁlrdé‘ﬁl the server
verifying chip 61 is read by analog or digital nmeans. In order

accur at el yar@etglﬁctran&m@mm ivglumhe heddmee tagel besaussete didital ﬂaﬂiesﬁjhﬁra@'oe
that the readin erformed after the verifying chip 61 is nounted
on the cartBGG’@U%[IOM p 61 B langge anal og |nage of the verifying chip 61
thus read is digitized to the digital data "M'. In a case where the
data to be stored in the verifying chip 61 to be read is digital

data, di giqoiléﬁ]i on i s unnecessary. [0145] (4) The digital data "M
is turned e hash value "H'. The hash val ue obtai ned when usi ng
the MD5 algpgd }}ehﬁ)tﬁ thi ﬁﬂﬁ llgé 28 bits 0146
(5) The h’l%l?u %ﬁ&fdrs?é élncryp e &l%t%ﬁgyg%ﬁi 3 ¥ % g@‘?[tYPéca
obt ai ned. hAsh bi¥erienHPsOsMEE HaBh sflch la8 P .
publ i c-key cr y%’?osys’tpem can be 3%23%0147] S ES)&)&?& ?ﬁsﬁ@ﬂg&&%m
1) or SAH-2 is used, the data can be converted to the 16-byte hash value
regardless of how large the data may be, and falsification of the original data is
always reflected in the hash value. If utilizing these characteristics, the storage
data volume in the server and the data transmission volume may not be so large.

"To alleviate the burden for encryption/decryption, hash algorithm is used.

[0138]

Fig. 23 and Fig. 24 show an example of a card using the hash algorithm. Fig. 23
shows the card. Fig. 24 shows the functions of the verifying chip and the
certifying chip.

[0139]
On a card 63, there are provided a verifying chip 61 where card Authentication
verifying information "A" such as artifact-metrics is stored; and a certifying chip 64
- where the authentication verifying information "A" is digitized to the digitized data
Message “M”, turned to the hash ValuékH\: and H'is encrypted to the encrypted
data "Ch" and is stored; and both are non-separably mounted on the card body.. On
the upper portion of the surface of the card 63, a magnetic stripe 2 and an arrow |
mark 3 are disposed. An IC chip may be used instead of the magnetic stripe 2 or
together with it. The verifying chip 61 and the certifying chip 64 may be arranged
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(6) The encrypted data "Ch" is stored in the certifying chip 64,

whi ch is non-separably nmounted on the card body 63. For the storage
of the encrypted data, adequate neans such as the optical reading and
recor di ng atetparete postions gespeciiveleaosidivmgn Rig.23 drathesmamay de aomnged

t wo- di nensi pnal barcode may be adopted. [0148] In a case where the
card 63 i s2diEgentdocashy ottier 9T sk |ke wntef: mounted on it, it is al so
possible to store the encrypted data in the IC chip. It may be

i ntegrated as a non-separable structure or a nmethod such as wel di ng
may be adopyg The data may be recorded on the card itself instead
of mounting the chip. [0149] (7) Wen the card is used, the

encr ypt ed Rifte@ing@h Figt24; descriptibiiehal@ ekplxinnge iticHofstol the vesifling EnlpO]
(8) The encrypt ed data "Ch" is decrypted by using a predeterm ned
crypt ogr agHyang| t@@lﬁﬁﬂﬁﬁﬂﬁlﬁﬂlptmltﬂlﬁplard(@wmmaﬁdeﬁ ypo Feg. @dt the" H' i s
obt ai ned 15 tinme, inforyation "A "of t he

aut hentica{t? %er?&/ﬁﬁa‘”éﬂ?ﬂ éier%faam%@l ?fﬂtg € Cal g CHEdRYe caner a
s generaly u;gsdwwlcggzgh&s@ﬁé Al 8RS aWseP uSEARRGErPhP Rlead @) t hE

camera may
terminal device such as an ATM.

[0141]

(1) The verifying chip 61 is prepared, in which card authentication verifying
information "A" being artifact-metrics or the embossed hologram is stored.
Because all of the artifact-metrics are different from each other, all of the verifying
chips 61 having the artifact-metrics are different from each other. In particular, it
is impossible to duplicate the artifact-metrics having the three-dimensional

arrangement, and it cannot be forged.

[0142]

If the verifying chip as shown in Fig. 5 to Fig. 7 is prepared by using the data of 32
bits X 32 hits = 1024 bits (307 digits in decimal number) or more with the
number of bits according to the method shown in Fig. 11 to Fig. 20, the probability
of the existence of the same verifying chips can be very low and it is negligible.
Because the embossed hologram has a three-dimensional structure, it is impossible

to make optical duplication, and accordingly, it is very difficult to forge it.
[0143]

(2) The information on the verifying chip 61 is read by analog or digital means.

In order to accurately perform the reading when the card is used, it is desirable
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(10) The information "A "of the verifying chip thus read is
digitized, and the digital data "M "is obtained. [0153] (11) The

digital data "M "is turned to hash value and the hash value "H "is
obt ai ned. thetlBk]readid@)s frbroedaftpr et dalfang Elipitd is ompateddbnihielvatdés.
hash value "H ". If these are equal to each other, it is judged that

t he conbi nation of the verifying chip 61 and the certifying chip 64
is legiti rr@tr]fg% If these are different fromeach other, it is judged
that the c ]nation of the verifying chip 61 and the certifying chip
64 is not gi 44 S o ql | eyt SLihi s
vay, the airhenys BE Al Re Rfivig OB S Sedd i ST s R
certifyi ngdathiNg". 64n ahsscWhér® the dgeatthdewtérad i drendrifging thip lagothe read
[0155] In this exanple, the hash value "H "obtained by the hashing
of the datig digital datadgitiediant I anpegessayy.ng chip 61 is conpared to the
hash val ue "H' decrypted fromthe encrypted hash value "Ch" read from
the certifying chip 64. It may be possible that the encrypted hash
val ue "Ch' 5\9;'145)pt ai ned by encrypting the hash value "H "by hashing

t he data " read fromthe verifying chip 61 is conpared to the

encrypted @At arhChigitilate: MO thliedasihé haghn@n@Ep. 6%he h&kS@EIueThe
cryptosystem and the nethod to use and nanage crypt keys used in this
enbodi mentobigieedwheniinging thnMDS dgonithm asawidelyfusedds BABG diteent= 128f t he
certifyi ngnitcs?i p, and new description is not given here.

[0146]
(5) The hash value "H" is encrypted, and the encrypted data "Ch" is obtained.
As the cryptosystem, the secret-key cryptosystem and the public-key cryptosystem

can be used.

(0147]

(6) The encrypted data "Ch" is stored in the certifying chip 64, which is
non-separably mounted on the card body 63. For the storage of the encrypted
data, adequate means such as the optical reading and recording method, the

magnetic recording, etc. for barcode or two-dimensional barcode may be adopted.

[0148]

In a case where the card 63 is an IC card with an IC chip mounted on it, it is also
possible to store the encrypted data in the IC chip. It may be integrated as a
non-separable structure or a method such as welding may be adopted. The data

may be recorded on the card itself instead of mounting the chip.
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[ 0157] [Enbodinment 3 of the certifying chip] There nmay be the cases
where the verifying chip is destroyed or stained and the

aut hentication verifying informati on cannot be read. In such the
case, the @34 cannot be used even when it is legitimate. The

fol |l ow ng sql,i bes the arrangenment to cope, w,th sych the sjtuation
[o158] R ot 5avheiithe Gid St Elome srcmpleb i il eherdi G e seat g O o
the card. dzlifre illustrates the card. Fig. 26 shows the functions
of the verifying chip and the certifying chip shown in Fig. 25.
[0159] On a card 65, there are provided a verifying chip 61 where
card Authentication verifying information "A" such as
artifact-n®ls0lcs is stored; and a certifying chip 66 where the
authentic%é'on veri fyi information "A" is digitized to the

gi giti zeﬂ tal h@e%r@gfégf? ﬁ#t? "@ia"rﬁaéi@cgatqdrﬁwwef@da graadatermmewrﬁ&amﬁ%hy
- I i [ (1} H
data ~ 0~ RS el aBERE sl s BB ER L sbBidCnt eq on ¢ he

card body. On the upper portion of the surface of the card 65, a
magnetic stripe 2 and an arrow nmark 3 are di sposed. An IC chip may be
used inst da#isnf the nagnetic stripe 2 or together with it. The
verifying chip 61 and the certifying chip 66 may be arranged at
separate pdsi tAtdhe spiae pirg; infermatios " o'{/\?fp the, apghgnticatiop verfyamgechiml ke
arranged adjacent to each other or may be united. [0160] Referring to
Fig. 26, 58% riptions bel ow explain the functions of the verifying

chip 61 a RV I C § R g W =Y .
n Fig. 20 PhachRid ki dafifafls Bndiy s St RReRRplfedibrd danrer
prepared lhyher thar thei @fiees mayhe wedps (7) - (11) show when a user uses

the card by nmeans of a term nal device such as an ATM
[0152]
(10} The information "A’ " of the verifying chip thus read is digitized, and the
digital data "M’ " is obtained.

[0153]
(11) The digital data "M’ " is turned to hash value and the hash value "H’ " is
obtained.

[0154]

(12) The decrypted data "H" is compared with the hash value "H’ .

If these are equal to each other, it is judged that the combination of the verifying
chip 61 and the certifying chip 64 is legitimate. If these are different from each
other, it is judged that the combination of the verifying chip 61 and the certifying
chip 64 is not legitimate, and the card is judged as illegitimate. In this way, the
authenticity of the verifying chip 61 is certified by the certifying chip 64, which is
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[0161] (1) A verifying chip 61 is prepared, in which card
aut hentication verifying information "A" being artifact-netrics or an
enbossed hologramis stored. [0162] Because all artifact-netrics are

di fferent fogetheewith mtbett,onadhle @kd.t he verifying chips 61 having
artifact-nmetrics are different fromeach other. In particular, it is
i npossible to duplicate the artifact-nmetrics with three-di nensional
arrangenent, and it cannot be forged. [0163] |If the verifying chip
as shown ilW1E b 5to Fig. 7 is prepared by using the data of 32 bits
024 bits s,.Ln, decimal nunber) or nore with the

32 bi =
hurber of B t{%gs G 6 s Ht‘%@ené’% neab SR Ihegtinmotigeri 0. res
th b h t
vory ™l oo arh e RErinfife BN CR Goflared b AE Baahoialia R ooy e iim ahe

h d " 1] t t
Hn! T eat ?%%Ebﬁ"@%ﬂ 2%%%*# Ahten kad o TREIR R RillBES FRALRL possible
[0164]  ( 2)atTene éd&fﬁs’t@@%&i‘vﬂﬁet"bﬁ v%uﬁlﬁe@gg;é?bﬁg%g'tﬁe ggvﬁﬁgi"lﬁg " by

anal og or digital neans. In order to accurat e rea

when the tasiingsheider, Mt "irsad @i 8 fe IS 6198¢hmgaled B
after the verifying chip 61 is nounted Igﬂr%a%em%ard 65. 9a0165]9dhfe nS'EFﬂ)ted

The anal odaande reéd friem ther cdryitying chip461 thus read is digitized to
the digital data "M'. In a case where the data to be stored in the
verifying chip 61 to be read is digital data, the digitization is
u\nnecessar[515é]0166]

The cryptosystem and the method to use and manage crypt keys used in this

embodiment are not different from the case of the Embodiment 1 of the certifying

chip, and new description is not given here.

[0157]

[Embodiment 3 of the certifying chip]

There may be the cases where the verifying chip is destroyed or stained and the
authentication verifying information cannot be read. In such the case, the card
cannot be used even when it is legitimate. The following describes the

arrangement to cope with such the situation.

[0158]

Fig. 25 and Fig. 26 show an example of a card using the ID of the card. Fig. 25
illustrates the card. Fig. 26 shows the functions of the verifying chip and the
certifying chip shown in Fig. 25.

[0159]

On a card 65, there are provided a verifying chip 61 where card Authentication
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(4) The data such as the ID of the card is added to the digital data
"M and | D-added data "I" is obtained. [0167] (5) The |ID added data
"r is encrypted and encrypted data "G " is gbtained. For the

AL AT Sy Lo bt g sl
o O 1 otk 2 Benchilardh Se BRI Bl ERAER A i hiaia b A HekPat dua,
65. For thgeshgs age tﬁfn(fms Ist%axcpaagtﬁgtaagiﬁg%ﬁtﬁkﬁ.ag%ﬁ@ﬁ) SEER &g,

the optical reading and recordi ng ne € magnetic recording fo
bar code orandWi-idieneryptedrtalthdanaopied detaC'Cinamy i storeiphie ot £269] In a
case where the card 65 is an IC card with an IC chip nounted on it,
it is al sopexsiebly meunedpe theheard hody pOadthd apper portibe of Gecturipce dft

may be integrated as a nan-separab) e structure or a netho ch, as
el ding iy isa e dRAkmeRy SePeChE LAY B e HRgoBE. S8 Jeaup on

the card i | 1S tHOHM | car [QL (7)
When the crg%gt% géélﬁlégt%g(% ﬁfe encér-%]g gé&g’gté@%ﬁ%@% g’?tgdei ‘:l‘ eh‘g"}lml]lg
certifyi nechghbPa@btiiescereibhg dnéhl@d ay be arranged at separate positions

respectively as shown in Fig. 25 or these may be arranged adjacent to each other

or may be united.

[0160]

Referring to Fig. 26, descriptions below explain the functions of the verifying chip
61 and the certifying chip 66 on the card 65 shown in Fig. 25. In Fig. 26, the
steps (1) - (6) show the flow when the card is prepared by a card issuer. The
steps (7) - (11) show when a user uses the card by means of a terminal device

such as an ATM.

(0161]
(1) A verifying chip 61 is prepared, in which card authentication verifying

information "A" being artifact-metrics or an embossed hologram is stored.

[0162]

Because all artifact-metrics are different from each other, all of the verifying chips
61 having artifact-metrics are different from each other. In particular, it is
impossible to duplicate the artifact-metrics with three-dimensional arrangement,

and it cannot be forged.

[0163]

-42



(8) The encrypted data "Cite is decrypted by using a predeterm ned
cryptography algorithmand the crypt key, and a decrypt ed data "I" is
obtained. [0172] (9) At the same tine, information "A "of the
verifyi ng & Hiepvesifying chipzg. shawnin Fig- S4aifig %é}ﬁgpar@@hﬁﬂ%lﬂgéh@éﬁép@?y

o g S, A by RO oS b3, bGors BhR e o°
thus read diu?nb%k%f h&é&&oﬁdﬁﬁ’g gﬁ&?%ﬁm&@gh & B 11 {osFi%b%@'tggng{bLaﬁil Al

(11) The data such as t e card 1S added to-t
"M, anaf tlhd%ﬂ@t@ﬁéb offha same vetifyigbeibesh be ¥eky dw aﬂci?c)m 'ﬁhghglble
decrypted data "1" is conpared with the | D- added data " t hese

are equal H@aMemssed: holmgramdﬂgadhtd&ahmenmombmuata, amasompodsé)le

verifying Chl 61 .and t e certify chip .66 is legitimte, If these
are differt@fd '?‘Iﬁrocsﬁf%é@ﬁ Ay and 209 %@Ua&éﬁ@%@lﬁﬂé%%? Hati on of

the verifying chip 61 and the certifying chip 66 is not legitimate,
and the card is judged as illegitimate. [0176]

[0164]
(2) The information on the verifying chip 61 is read by analog or digital means.
In order to accurately perform the reading when the card is used, it is desirable

that the reading is performed after the verifying chip 61 is mounted on the card 65.

[0165]

(3) The analog image of the verifying chip 61 thus read is digitized to the digital
data "M". In a case where the data to be stored in the verifying chip 61 to be read
1s digital data, the digitization is unnecessary.

[0166]
(4) The data such as the ID of the card is added to the digital data "M" and
ID-added data “I" is obtained.

(0167]
(5) The ID-added data '"T" is encrypted and encrypted data "Ci" is obtained. For
the cryptosystem, a secret-key cryptosystem or a public-key cryptosystem can be

used.

[0168]
(6) The encrypted data "Ci" is stored in a certifying chip 66, which is
non-separably mounted on the card body 65. For the storage of the encrypted
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In this way, the authenticity of the verifying chip 61 is certified
by the certifying chip 66 which is togetherwith present on the card.
[0177] The data recorded on the certifying chip 66 is the encrypted
data whi chdits, albquate ecaby sachdisne tdpecdl Beadingt dnél reedrdingasetiogthe he dat a
of the verifying chip 61 and is encry d?ted" In order to confirmthe
aut hent i ci wgttﬁmtrﬁ@ord@gu fox, bargodengrgwotdimepsipnal hagedss g6 may heflopied. | D
to the data obtained fromthe certifying chip 66 prior to the

conpari son of the data. By keeping this IDin secret, any one who
does not kpppggt his | D cannot cryptanal yze to know the crypt key.

[0178] In I's  exanple, the information "A" "read fromthe verifying
chip 61 i ski giseiviirge tite tara 631igiah 3 caall withi bh IC chipunblrged addedt it Ao
card information, and thus obtained data "I ' is conpared to the

]glata % \Amsm;ei@ %meﬁihﬁmcwtmm&hngctoﬂw leﬁdn%)pb@mtamaed aaa*l <r:| ead
|

Rfmﬁ}q. §hce¥%e@¥@£%e§:%rpmmﬁ&%%ﬁgcrb HEkEgPHREs BfPPte %h%a%i%;:;a

66 15 comarern PE U, (ArdRoh thand ?g.ﬂ‘n%%ﬂoéf”@mﬁl%.ﬂ#ﬂ o™ P

i nf or mat i ofhe"cArd." r ead from the verifying chip 61. [0179] The

cryptosystem and the nethod to use and manage crypt keys used in this
enbodi nrent are not different fromthe case of the Enbodinent 1 of the
certifying and new description is not given here. [Enbodi nent 4
of the cer£q1f79?ng chi p] [0180]

(7) When the card is used, the encrypted data "Ci" stored in the certifying chip

66 is read,

(0171]
(8) The encrypted data "Ci" is decrypted by using a predetermined cryptography
algorithm and the crypt key, and a decrypted data "I" is obtained.

[0172]
(9) At the same time, information "A’ " of the verifying chip 61 is read. As the
reading means, camera is generally used, while a reading head or a scanner other

than the camera may be used.

[0173]
(10) The information "A’ " of the verifying chip 61 thus read is digitized and the
digital data "M’ " is obtained.

{0174]
(11) The data such as the ID of the card is added to the digital data "M’ ", and



The card where both the verifying chip and the certifying chip are
present is under the control of the user. In the verifying chip, the
authentication verifying information subject to the encryption is
present noiD-ddded detaci. "nhobthmedertifyi ng chip, encrypted data of the
aut hentication verifying information is present. Then, if the card is
given into the hand of any one who has malicious intention or if the
user has liygmus intention, the encryption may be cryptanalyzed and
the crypt Key y becone known. Descriptions bel ow explain

arr angement) f ofhelde@iréd Bdta 3G cdiiGirdd WiAthO M-ai@dBdata P Ot Hinand
Fig. 28 show an exanpl'e of a card using the electronic watermrk.

Fig. 27 ildrestuatesadthaetheniis jkdged tB4 thé owmbinhgorf ofnht iverisyigf cHipn 61
verifying chip and the certifying chip shown in Fig. 27. [0182] On a
card 67, tdndrtae semifyingohind§ 16 frgitimates yIf thpse Rrp dbferan &om eaghdbther, it is
Aut henticatio rifying. ipnforpation. " A" Su as artifact-netrics is
Stored:  adtieeReiEne Fribingtin phResYinani o ol i BB TR BE IS i ng
i nformati Ny S oAb O (o TN data Message "M,
turned to gtleglt\j/ah%ﬁ’ée e%l'tef%% fg‘}a%égra%éﬁgﬁ%ﬁ@by addi ng the electronic
watermark to "M, and is encrypted to encrypted data "Cw' and is

stored; and both are non-separably nounted on the card body. On the
upper porti03#6lof the surface of the card 67, a magnetic stripe 2 and

an arrow mark. 3 are di sposed. An | C chi my. he used.instead of the
oot e Bifisdiag! e S RBSRREY offhaveriint AP el CGA o the ErtR t re
certifyin i [ te positions respectively
as shown ?ﬁﬁgﬁgwﬁ§9q%¥“¥§§§@ﬁﬂ y SPQ%?gﬁgég adj acent to each ot her
or united. [0183] Referring to Fig. 28, descriptions bel ow explain
the functions of the verifying chip 61 and the certifying chip 68 on

the card dP1%Hown in Fig. 27. In Fig. 28, the steps (1) - (6) show
the fl ow when_the card is_prepared by a card issuer. The steps (7). -

d
(11) show Miseftareseeded padhe cpeilyipg ghipybons dbm crrypied dataiwhich iscabtaieed
such as an ALM [0l 1), A.verd fyin hi.p, 61 i.s. prepared,,in which
card auth thdglgltgitg %é%? é?ﬁ% b?sfﬁdoqn?@?%ﬁ of he Hﬁ?%ﬁ%aﬁq égﬁlﬁd- Fetrics
or an enbQsgagtda0l B6AER tconlithate abdRRity of the verifying chip 61, it is
necessary to add the ID to the data obtained from the certifying chip 66 prior to the

comparison of the data. By keeping this ID in secret, any one who does not know

this ID cannot cryptanalyze to know the crypt key.

[0178]

In this example, the information "A’ * read from the verifying chip 61 is digitized to
the digital data "M’ ", further added the card information, and thus obtained data "I
" " is compared to the data "I" which is obtained by decrypting the encrypted data
"Ci" read from the certifying chip 66. It may be possible that the digital data "M"
which is obtained by removing the card information from the data "I" obtained by
decrypting the data "Ci" read from the certifying chip 66 is compared to the digital
data "M’ " obtained by digitizing the information "A’ " read from the verifying chip
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Because all artifact-netrics are different fromeach other, all of
the verifying chips 61 having artifact-netrics are different from
each other. In particular, it is inpossible to duplicate
artifact-nEtrics with three-di nensional arrangenent, and it cannot be
forged. If the verifying chip as shown in Fig. 5to Fig. 7 is
prepared by using the data of 32 bits x 32 bits = 1024 bits (307
digits in ﬁﬁzéga nunber) or nore with the nunber of bits according
to the met hown in Fig. 11 to Fig. 20, the probability of the

exi stence e {3 e Al thY nineonReGAR RN Ept RUYAMaliA dhis

negl i gi bl e. osse | ogram di mrensi onal

structure, emlﬁodnﬁentrm@mt &i}ffErdn@ frorkeheQfatd oflhe Bibddeasntonof thedertifying
accordingly, it is very difficult to forge it. [0186] (2) The

i nf or mat i olipand hew\dsseriptiongs obt pivel héxs. read by anal og or digital
means. In order to accurately performthe reading when the card is
used, it is desi rable that the reading is perfornmed after the

verifying ﬂs4 Wﬁ}@]téﬁﬁﬂgtci@]card 67. [0187] (3) The anal og
i hu

i mge of t ver| ying c read is digitized to the digital
data "M'. ﬂ(ng(a] case where the data to be stored in the verifying chip
61 to be read is digital data, the digitization is unnecessary.

[0188]  (4fhemtaed wherd bothethe verfying chipaidedietcortifing dhipi aralprelantus udder

TR N
encr Yot od gl g Qi O01R! ARALOAI0brestn ol E3EE VR BEL kO

is stored’I'n Y1 ng I's non-separ abl'y wou

the card Ragy eh&ypleardatder thk Qﬁﬁﬁﬁu&ftloh h@n@rﬂfg MRkRdt G lsPprefdRdUBe, if

means such as the optical reading and reco ng met hod the magnetic
r ecor di ng,thetard i§ givehantdiie hand vivmydineewmiss tma:ha}hmxsad&nuem or ifithy be
adopt ed.
P user has malicious intention, the encryption may be cryptanalyzed and the crypt
key may become known. Descriptions below explain arrangements for preventing

such the situation.

[0181]

Fig. 27 and Fig. 28 show an example of a card using the electronic watermark.
Fig. 27 illustrates the card. Fig. 28 shows the functions of the verifying chip and
the certifying chip shown in Fig. 27.

[0182]

On a card 67, there are provided the verifying chip 61 where card Authentication
verifying information "A" such as artifact-metrics is stored; and the certifying chip
68 where the authentication verifying information "A" is digitized to the digitized

data Message "M", turned to data with electronic watermark "W" by adding the

electronic watermark to "M", and is encrypted to encrypted data "Cw" and is stored;
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[0191] In a case where the card 67 is an IC card with an IC chip
nmounted on it, it is also possible to store the encrypted data in the

| C chip. Forning a non-se abl e structu r t hod such as

wel di ng mAPdetRE B EAREY meted iR HiFteet badk o OretheSEDFCRBHERA! on
the card i ' f ' £y ' rd.
[0192] (795€§éﬁw%ﬁg%@§r_ ﬁ?qgggﬁ?&%hégﬁﬁ?%@%@%&“%%%%thﬁﬁﬂ%bg 55
the certifad NUCKPinRayOie isedif@tdad b0h8Magné sthpe z%bg&h@ﬂw&ﬁti@ TR/

is decrypted by using a predeterm ned cryptography algorithmand a
crypt key,veaifidng ttep 6@ cnyl the derdifiting ¢Aly 6B snayliecirragied pOd&dtate pB3itidds t he
same time, information "A "of the verifying chip 61. is read. As the
readi ng megsRectivelynas shewn geKgr &7 oy these anaylisi areanged adiaceny theard Ghera
scanner ot her.tglan the canera may be used. [0195] (10) The

i nformati ¢ "4 of the verifying chip thus read is digitized, and
the digital data "M "is obtained.

(0183]

Referring to Fig. 28, descriptions below explain the functions of the verifying chip
61 and the certifying chip 68 on the card 67 shown in Fig. 27. In Fig. 28, the
steps (1) - (6) show the flow when the card is prepared by a card issuer. The
steps (7) - (11) show when a user uses the card by means of a terminal device

such as an ATM.

[0184]
(1) A verifying chip 61 is prepared, in which card authentication verifying

information "A" being artifact-metrics or an embossed hologram is stored.

[0185]

Because all artifact-metrics are different from each other, all of the verifying chips
61 having artifact-metrics are different from each other. In particular, it is
impossible to duplicate artifact-metrics with three-dimensional arrangement, and it
cannot be forged. If the verifying chip as shown in Fig. 5 to Fig. 7 is prepared by
using the data of 32 bits X 32 bits = 1024 bits (307 digits in decimal number) or
more with the number of bits according to the method shown in Fig. 11 to Fig. 20,
the probability of the existence of the same verifying chips can be very low and it
1s negligible. Because the embossed hologram has a three-dimensional structure,
it is impossible to make optical duplication, and accordingly, it is very difficult to

forge it.
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[0196] (11) Electronic watermark is added to the digital data "M ",
and the data with the electronic watermark "W "is obtained. [0197]
The decrypted data "W is conpared with the digital data with the
el ectronic watermark "W ". |If these are equal to each other, is
judged that the conbination of the verifying chip 61 and the
certifyingl(dB6p 68 is legitimate. If these are different from each
other, it ¢% j udged that the conbination of the verifying chip 61
and the cet®i fﬂ“%ﬂféﬁnéu% on she yerifyerg ehindilels read bgjanalegtri Bgitw ymeanse
authenticity qf the verifying chip 61.is certified hy the certifying
hi b 08 wHOF S SURIrE PR bleorsrdisg Ve Hie Eralb uoes, i Hoderdieble
recor ded i f-yi chi 8. 1,s Lhe encr d data obtaipned b
encrypti ngﬂ#r@%o%g gﬁﬁ"}%’( Cp%?ﬁogng@aﬁar h}f}ev'é?fggltgr%ﬁﬁb?v}%f%‘? O 6ﬂ? ﬁ%rdy67-
data based on the information of the verifying chip 61. In order to
confirmthe authenticity of the verifying chip 61, it is necessary to
add the elfgegypnic watermark to the data obtained fromthe verifying
chip 61 prior to the data conparison. By keeping this electronic
vat er mar k (8Bh sHox ataloginiagnef theoveiiging nhip BDeNd Fiad isldpstizeicCthe digital
wat er mar k cannot cryptanal yze to know the crypt key. [0200] In this
exanpl e, data "Mt olmatdase whare thee datafto dim stheedviarthe wiendyiaichipp8l i be read
digitized.tg the digital data "M "and is added the el ectronic
wat er mar k1S @igHak ¢ata, st digibigatiomtsaunngcessasy.conpared to the data "W
whi ch is obtained by decrypting the encrypted data "Cw' read fromthe
certifying chip 68. It may be possible that the digital data "M
which is EM% ned by renoving electronic watermark fromthe data "W
obt ai ned by gcrypti ng the data "Cw' read fromthe certifying chip 68
I's conpar eg) t Eiéheodl Qiattéklngﬁtiéaa&édf tooﬁfeadlgﬁﬂ (%ﬁa 419! daZda? 26N the
information "A'" "read fromthe verifying chip ;

electronic watermark "W" is obtained.

[0189]
(5) The electronic-watermark-added data "W" is encrypted and the encrypted data

"Cw" is obtained.

[0190]

(6) The encrypted data “Cw” is stored in a certifying chip 67, which is
non-separably mounted on the card body 55. For the storage of the encrypted
data, adequate means such as the optical reading and recording method, the
magnetic recording, etc. for barcode or two-dimensional barcode, etc. may be

adopted.
[0191]

In a case where the card 67 is an IC card with an IC chip mounted on it, it is also

possible to store the encrypted data in the IC chip. Forming a non-separable
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[ 0201] The cryptosystem the nethod to use and manage crybt keys used
in this enbodi nent are not different fromthe case of the Enbodi nent
1 of the certifying chip, and new description is not given here.

cor i ng ERE 8! BSEPb s Hildbe oy B R FIBRE BB et o cn
2 the 1D B PReciaTRY oM ARt TR P RRGREGT MALERS: L Coli B 05 Bty

the el ectr@pjc watermark is added in the Enbodinent 4. As a result,

it becones difficult to forge. In the technique added with these
features, it is also possible not only to sinply add only one of
these features but also to conbi ne several of them That is, the hash
al gorit hm[®a92be conmbined with ED of the card or the like, the hash
al gorithm may be conbined with the electronic watermark. I D of the
card or tH& | iWaendhe sartisrsedethevknanyptied datzetEwbstorediant tenmrlfyimr chip
the hash aglgorithmand ID of the card or the |like nmay be conbi ned
with the %5é§€? ic watermark. [0202] Descriptions bel ow explain the
flow on the card authentication verifying process. [Enbodi ment 1 of
the processing flow] Referring to Fig. 29, the Enbodinent 1 of the

fl ow of cap :guthentication verifying processing is described. (1) A
card user ‘insSerts a cash card into a card slot of a term nal device

d 3 . ti the ¢ d_with
arrow at (he TReeRRybeadtd Lol AfRuiled By § oflelEE AL Softlagranty
it, and tHeofigd and & @pnkbptadiiie dewrted dh@28P]is obtained.

[0194]
(9) At the same time, information "A’ " of the verifying chip 61 is read. As the
reading means, camera is generally used, while a reading head or a scanner other

than the camera may be used.

[0195]

(10) The information "A’ " of the verifying chip thus read is digitized, and the
digital data "M’ " is obtained.

[0196]
(11)  Electronic watermark is added to the digital data "M’ ", and the data with the

electronic watermark "W’ " is obtained.

) [0197]

The decrypted data “W is compared with the digital data with the electronic
watermark “W’ 7. If these are equal to each other, i is judged that the
combination of the verifying chip 61 and the certifying chip 68 is legitimate.

If these are different from each other, it is
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(2) When the card is taken into the device, the term nal device reads
the card information fromthe magnetic recording portion of the card.
[ 0204] (3) The term nal device judges whether the inserted card is.

avalid c ' : r o : ; ey s )
Fooe) ! (I5IREER SERGhRBAGA e, Pl TSR Saustnppip o6

t he devi cqshbp[@gﬁﬁma@@jd i nformation thus read, or if the information
of the card cannot be read because the card is broken or stained even
though it is a valid card, the term nal device judges that it is an
illegitimgte card which cannot be processed and di scharges the card.
[0206] ( P1$&ﬁ terminal device reads the authentication verifying

data from:the. verifying chip. by nechanical scanning using the
movenment oF qﬁ’r"f’e‘”ﬁ% rtée El??nltflt‘)f@y ©h e veriyEgeehip Ml ds cheiitrsiyc theorertifyimg

E ngmstnglop%@@?@%%ﬂ%@g&t%&%ﬁeﬁ%&ﬁtﬂ%%%ﬁ:oﬁ gi((ﬁg%lt ini:aE ?3271/er |( ?ill -rll-gedat a
thus read is valid or not. [0208]
[0199]
The data recorded on the certifying chip 68 is the encrypted data obtained by
encrypting the data which is added the electronic watermark to the data based on
the information of the verifying chip 61. In order to confirm the authenticity of the
verifying chip 61, it is necessary to add the electronic watermark to the data
obtained from the verifying chip 61 prior to the data comparison. By keeping this
electronic watermark in secret, any one who does not know thié electronic

watermark cannot cryptanalyze to know the crypt key.

[0200]
In this ':example, the information “A” ” read from the verifying chip 61 is
digitized to the digital data “M’  and is added the electronic watermark, and
thus obtained data “W” ” is cdmpared to the data “W” which is obtained by
decrypting the encrypted data “Cw” read from the certifying chip 68. It may be
possible that the digital data “M” which is obtained by removing electronic
watermark from the data “W” obtained by decrypting the data “Cw” read from
the certifying chip 68 is compared to the digital data “M* * obtained by

digitizing the information “A’ ” read from the verifying chip 61.

[0201]
The cryptosystem, the method to use and manage crypt keys used in this

embodiment are not different from the case of the Embodiment 1 of the certifying
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(7) I'n a case where the term nal device judges that the card

aut hentication verifying data is not valid, it is judged that the
Inserted card is not a valid card. Then, the card is discharged from
t he ter nmi naip, dedinew, deacmptidnds pobgiwesheg. i s termi nated. [0209] (8) In
a case where the term nal device judges that the card authentication
verifying data is valid, it instructs the user to performfurther

| nput opergiio f anpl.e. . i nput of the anmount to draw. [0210]
(9) The us@m?ogfsqlg%%?ﬁ%e{%ﬁewl&gfg@ﬂ and perforns the input operation
such as t ' ' t ey ey Lhsic 64D t host
conput er Pﬁddég % i“!%/\I,hl;li()alt@ ﬂ gf)altehée%?%%%g% Ep %S?d t Eré@n%ﬂé’ggér aty on sgue-gkﬁaigo

t he anountshb@nlie tipaEehbodinsse dbish adgoritlah.is p@REZheretd i) thefEmb@iihent 2,
conput er judges that the content of the input operation is

i nadequat ehe iBrof ekt or the bke i added isHerEmbodimpat Hapddhe elecheniear d
is discharged fromt devjce, .and th ocessing . s term.nated.
5215 R | R SR e enf e a FRat fhsCRmRs BiERCILTto fprge.
i nput oper@td : t e palid, L t put
oporat § o Byt echtle A84dd oieR ORI 36 AL ORISR o0 Mol D

i s di scharag@adnfy éia dfithedecfeninned bideldoxe cambineheverbefdismng That is, the
t er m nat ed.
hash algorithm may be combined with ID of the card or the like, the hash algorithm

may be combined with the electronic watermark. ID of the card or the like may be
combined with the electronic watermark, or the hash algorithm and ID of the card

or the like may be combined with the electronic watermark.

[0202]

Descriptions below explain the fiow on the card authentication verifying process.

[Embodiment 1 of the processing flow]

Referring to Fig. 29, the Embodiment 1 of the flow of card authentication verifying
processing is described.

(1} A card user inserts a cash card into a card slot of a terminal device such as
an ATM by setting the portion of the card marked with an arrow at the foremost

position, the sensor at the card slot senses it, and the card is taken into the device.

[0203]
(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0204]
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[ 0214] [ Enbodi ment 2 of the processing flow] Referring to Fig. 30,
Enbodi ment 2 of the flow of the card authentication verifying process
S descrlbed In the flow of the card authentication verifying

process, i3t h&he terainaldewige jusges mheth@r tieyinrytesheand issa falid Gaad i‘«‘@lCht he

card is disc ar ed fr(ﬂ?tthe terr&a device in the Enbodinent 1. In

t he Enbodi fA2rie Brocesped Ry tog, SYi¢OPF %¥r i fying data is not valid,
the card is taken into the termnal device, and an alarmis given. In
so doing, it can be easy to dig up the illegitinmate card. [0215]

(1) When af[ogap¥l user inserts a cash card into a card slot of a

term nal device such as an ATM by setting the portion of the card

mar ked wi t fd)anif air is gt aonfirmedftbatetive sardpma ibei pwocessdiebys thestevicatfrann ehec ar d
slot senses it, and the card is, taken into the device. [0216]

When the cerdinfamation thisread; paif &i@/m\fpémav%oft@ﬁ%@na@wec@afl@s%?se he

Ponan " o Rl e PR B oL F RaPP b e bl B < &
val i d car dyahisGiiaCieis REIIRERESSS @&d%lah@anh@m pRkeded hi® dREhIEEs the

card.

[0206]
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0207]
(6) The terminal device judges whether the card authentication verifying data

thus read is valid or not.

[0208]

(7) In a case where the terminal device judges that the card authentication
verifying data is not valid, it is judged that the inserted card is not a valid card.
Then, the card is discharged from the terminal device, and the processing is

terminated.

[0209]
(8) In a case where the terminal device judges that the card authentication
verifying data is valid, it instructs the user to perform further input operations, for

example, input of the amount to draw.
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[0218] (4) If it is not confirmed that the card can be processed by
the device fromthe card information thus read, or if the information
of the card cannot be read because the card is broken or stained even
though it is a valid card, the term nal device judges that it is an
illegitimate card which cannot be processed and di scharges the card.
[0219] (5)02¥k terminal device reads the authentication verifying

data fromithe \xerifyi chip.b chani cal. scanni.ng using the
movenent  of9): HEM i R R dniniEhoR Shd BRLeTTIS 6 TG OEPRER S Fider
the stopp hE 4 gard is taken in. [0220] (6) The
term nal gg@‘#@@%ﬁ%&ﬁﬁgﬁﬁﬁ?ﬁe card authentication verifying data
thus read is valid or not. [0221] (7) In a case where the term nal
devi ce judges that the card authentication verifying data is not

valid, it 081lldged that the inserted card is not a valid card. Then,

the card i el d in the device, and the alarmis_given. [0222] It may
be possi bl @0? hakRec RSt SPTAPYHFT MBS HBEHIShIAF coptent of BEDPUARNCEAIONGHEY he

term nal da%‘@h&ﬁmo@t%o%e%@%%e&&at@%ﬁ@ﬁi on failure is displayed on
ce.

the term nal devi

[0212]
(11)  If the host computer judges that the content of the input operation is
inadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.

[0213]

(12) When the host computer judges that the content of the input operation such
as the amount to be paid is adequate, the output operation such as paying of the
amount is performed. Then, the card is discharged from the terminal device and

the processing is terminated.

[0214]

[Embodiment 2 of the processing flow]

Referring to Fig. 30, Embodiment 2 of the flow of the card authentication verifying
process is described.

In the flow of the card authentication verifying process, if the card authentication
verifying data is not valid, the card is discharged from the terminal device in the
Embediment 1. In the Embodiment 2, if the authentication verifying data is not
valid, the card is taken into the terminal device, and an alarm is given. In so

doing, it can be easy to dig up the illegitimate card.
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This makes it easy to have the user of the illegitimte card under
control. [0223] (8) In a case where the term nal device judges that
the card authentication verifying data is valid, it instructs the
user to performfurther input operations, for exanple, input of the
anount to draw. [0224] (9) The user follows the instruction and
per forns {1813 nput operation such as the inputting of the anmount to

be paid. [Q22 10) ,The haost, conput er, .j.udges ther the, gontent of
t he i nput @Eef‘gﬁ‘éﬁ R PSFHE aaf%@hfﬁrdtl%m gcab%\é@?pga mﬁg‘wgﬁ not .
[0226] ( gﬂ%qﬂ | t

i nput ope:sg%lll génal? ?ngtesgua e,E?gIrﬂOg}gﬁg g%}a?%%ﬂgda@ﬂcag%ﬂﬁ %tt":ﬂg t he
deposi t, tfvemoat gositorrithe barsgeat theatrd slet shdvéck, andntle ichel iprgeassiong
is termnated. [0227] (12) Wen the host conputer judges that the
cont ent ofthe Heviteiput operation such as the anount to be paid is
adequat e, output operation such as paying of the anmpbunt is perforned.
Then, the card is discharged fromthe term nal device and the

pr ocessi nqebfﬁ]t er m nat ed.

(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0217]
(3) The terminal device judges whether the inserted card is a valid card which

can be processed by the terminal device or not.

(0218]

(4) I it is not confirmed that the card can be processed by the device from the
card information thus read, or if the information of the card cannot be read because
the card is broken or stained even though it is a valid card, the terminal device
judges that it is an illegitimate card which cannot be processed and discharges the

card.

[0219]
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0220]
(6) The terminal device judges whether the card authentication verifying data
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[ 0228] [ Enbodi ment 3 of the processing flow] Referring to Fig. 31,
Enbodi ment 3 of the flow of the card authentication verifying process
is described. In the flow of the card authentication verifying

process, whi¢ eeadfis tyhléd eliiét. aut henti cation verifying data is not
valid, the card is quickly taken into the term nal device and an
alarmis given i n t he Enbodi nent 2, if the authentication verifying
data is no gaj the process to use the card continues in the
Enbodi ment 0:3 n so doi ng, it can be easy to dig up t he use of the

illegitim rd into a
card sl ot é) a tae(%aﬁ{: g’éﬂ%?%l‘éth 5%'“ %ﬂﬁgﬁévgce Jiﬁgeﬁfﬁf?tg&% u%éeritﬁ%md'orti on
of the cargaarkeasta hbt ilidak i9agéd fhlaeﬁe%%f&eﬁtcapm ﬁdt%aw&% the
sensor at the card slot senses 1t, and the card is taken into the
devi ce. [ OHKB®} the(@)d\Mbeidhrh#hecmwte; and thkenferinnis @itele devi ce, the

term nal device reads the card information fromthe nmagnetic

recordi ng portion of the card. [0231] (3) The term nal device judges
whet her th@lzb%}zerted card is a valid card which can be processed by
the termn vice or not.

It may be possible that the alarm is issued only at a place remote from the terminal
device, and a message of operation failure is displayed on the terminal device.

This makes it easy to have the user of the illegitimate card under control.

[0223]
(8) In a case where the terminal device judges that the card authentication
verifying data is valid, it instructs the user to perform further input operations, for

example, input of the amount to draw.

[0224]
(9) The user follows the instruction and performs the input operation such as the

mputting of the amount to be paid.

[0225]
(10) The host computer judges whether the content of the input operation such

as the amount to be paid is adequate or not.

[0226]
(11) If the host computer judges that the content of the input operation is
inadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.
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[0232] (4) If it is not confirmed that the card can be processed by
the device fromthe card information thus read, or if the information
of the card cannot be read because the card is broken or stained even
though it is a valid card, the term nal device judges that it is an
illegitimate card which cannot be processed and di scharges the card.
[0233] (5)23He terninal device reads the authentication verifying

moveront 2L nav i theuteh Coeitir Eec it s FoR A of Pl R4k QPSTaon, el

tor mnal - aevieariobicR S By s PEAREE o AR ab Buctt M A 11 ng ot o

thus read dnfoueld serRfmeal - THENZ AR card 19 disdhafe@dafn YLIBmIdAL déREThTHR
devi ce judges that the card authentication verifying data is not

val i d, it thegtocessing tshermietedt o perform further input operations, for
exanple, input of the anpunt to draw. [0236] (8) The user follows
the instruction and perforns the input operation such as the

i nputti ngh[@E §ghe anount to be paid. [0237] (9) Then, the card is
held in t %e]rm' nal device, and an alarmis given.

[Embodiment 3 of the processing flow]

Referring to Fig. 31, Embodiment 3 of the flow of the card authentication verifying
process is described.

In the flow of the card authentication verifying process, while if the card
authentication verifying data is not valid, the card is quickly taken into the terminal
device and an alarm is given in the Embodiment 2, if the authentication verifying
data is not valid, the process to use the card continues in the Embodiment 3. In

so doing, it can be easy to dig up the use of the illegitimate card.

[0229]

(1) A card user inserts a cash card into a card slot of a terminal device such as
an ATM by setting the portion of the card marked with an arrow at the foremost
position. Then, the sensor at the card slot senses it, and the card is taken into the

device.

[0230]
(2) When the card is taken into the device, the terminal device reads the card

information from the magnetic recording portion of the card.

[0231]

(3) The terminal device judges whether the inserted card is a valid card which
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[0238] It may be arranged that the alarmis issued only at a place
renote fromthe term nal device, and a nessage of operation failure
is displayed on the term nal device. This nakes it easy to have the
user of t heanibd prgressedibye thetedminalidevieomtrasl . [ 0239] (10) In a case
where the term nal device judges that card authentication verifying
data is valid, it instructs the user to perform further input
operations&@g?ﬂ as the input of the anount to draw. [0240] (11) The
user follo e instruction and perfornms the input operation such as

the input of) tHe @3mRHRsnfirthelahfahe cald®af bk préceddedMietHaQslice Fay tR

j udges whet her the content of the input operation such as the anount
t o be pai dcard irdoteoutiah ¢has readf or if @24idjorméatish) of thetchal dyaasdt leorqadtbecause
judges that the content of the input operation is inadequate, for
exanpl e, tthe el wrheekepherr stainad even depeisitts awakd easddthe Jeamigelideviged

fromthe dﬁgéecsethatai@ (iis zEuP ﬁle@ft%a es %Ellrlaq}vﬂléh (tta?’l'ilg% eafn%g:éss[eg %Illlg’ hischarges the

card.

[0233]
(5) The terminal device reads the authentication verifying data from the verifying
chip by mechanical scanning using the movement of the card when the card is

taken into the device or under the stopped condition after the card is taken in.

[0234]
(6) The terminal device judges whether the card authentication verifying data

thus read is valid or not.

[0235]
(7) In a case where the terminal device judges that the card authentication
verifying data is not valid, it instructs the user to perform further input operations,

for example, input of the amount to draw.

[0236]
(8) The user follows the instruction and performs the input operation such as the

inputting of the amount to be paid.

[0237]

(9) Then, the card is held in the terminal device, and an alarm is given.
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Wth the arrangenment as described above, the tinme, during which the
user who uses the illegitimate card uses the term nal device, can be
extended. This neans not only that gives longer tine for capturing
the card user, but also that makes it possible to obtain further

evi dence szch S the user's fingerprints fromthe input operation.
If a contac? elsipe touch swtch is adopted, this nakes the taking of

fingerprints | er trial |.icabilit 0244) The card

w b the clrBRhEe AERMe e B Bss Bl kb A et geimgt o the

aut hent i catd it Qe¥itd, WnA9 HESReASE SHRBATInIEHIBR RONSIGAN ALaRARRARG 1 N

t he applications such as bank cash ‘cards, credit cards, prepald
cards, nenlievishi Thisangses i egyyrtothiaes thd et af € illagitinatd cind ahfi@veantel.
and ot her types of certificate. CLAIMS 1. An object for

aut hentication verification, for which authentication verification is
needed, V\hﬁéﬁ:ﬂ an aut hentication verifying chip provided with
specific a n-duplicable information for identifying said object

and with agr kyf | L | ' abloy.added
o sai d objagt . = SRR IPRH R ol PEE el BulAISARcH R B

accor di ng tftadd edlid) it instheteite wet th pEfshf fuethan thpa o Bpatbiiddriscaubh @s the
information for identifying said object is an artifact-netrics
pattern. 1nput of the amount to draw.

[0240]
(11) The user follows the instruction and performs the input operation such as

the input of the amount to be paid.

[0241]
(12) The host computer judges whether the content of the input operation such

as the amount to be paid is adequate or not.

[0242]
(14) If the host computer judges that the content of the input operation is
inadequate, for example, the balance short in the deposit, the card is discharged

from the device, and the processing is terminated.

[0243]

With the arrangement as described above, the time, during which the user who
uses the illegitimate card uses the terminal device, can be extended. This means
not only that gives longer time for capturing the card user, but also that makes it

possible to obtain further evidence such as the user's fingerprints from the input
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3. An object for authentication verification according to claim 2,
wherein said artifact-netrics pattern conprises an enbossed hol ogram
4. An object for authentication verification according to claim 2,
wher ei n sai@Pesdtionf act - metri cs pattern conprises radi oactive substance
granul es. . An object for authenticatian verificajion_according to
L aim 2. wiEpEPRACRNRE dpocPraafich s Faopbh 36 mes M Bkigee e gorEBoent
subst ance pﬂ&q’ &lsfs:. 6. An object for authentication verification
according to claim1l, wherein said specific and non-duplicable
information for identifying said object is an artificial pattern. 7.
An object for authentication verification according to claim1,

wher ei n sailddesttialf Appiliasbilityt t ern conpri ses an enbossed hol ogram 8.
An object for authentication verification according to claiml1,

wher ei n sai @%&i ficial pattern conprises radioactive substance

granul €s.  Tye carg with the card authentication verifying chip and the card authentication

certifying chip as described above can be adopted in the applications such as bank
cash cards, credit cards, prepaid cards, membership cards, securities, ID cards,

admission allowance and other types of certificate.
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9. An object for authentication verification according to claim1,
wherein said artificial pattern conprises fluorescent substance
particles. 10. An object for authentication verification according
to clai m@AlM¥erein said artificial pattern is digital data arranged
inamtrix formand said digital data is based on binary random
nunbers. 11. An object for authentication verification according to
cl ai m 10,1, whengioBjesefod a@héritichtidnaderiBadtion) r which abdEidticafiodiffeaiondat a
arranged in a larger matrix form 12. An object for authentication
veri fi cati§ isdele vhe@ingg augheatiegtinn yerifxinecbippraagded with soceidie apéadi ng
position ali : ' i O | f.ors
aut hent i élgit1 :dgﬂﬂi\ﬁlgl%i1ﬁ§%%tﬂ§ﬁoﬂg§%zgfgﬁpggﬂq%bjg%g?dm Qh 9%"‘2‘?2"."69@“& urality
of sai d masike: fdlgnmestadnogysgpasibly wideddoisgidmbiect. are provi ded. 14, An
object for authentication verification according to claim1, wherein
aline to start the reading, a line to finish the reading and a |ine
to indicate thaobfedt foorithanicai® yerifivitdadccordiby toAlaimb], @tlereirdaid

aut henticatipon verificatjon according.to claim112, 13 or 14, wherein
a mark fgPec WHPB%‘@E&‘N‘@? J%ﬁ%&H%‘fonif%T RS sqd BYUFHATAN 16, An obj ect
for aut hgpip¢aldus péérhf i cation, for which authentication
verification is needed, wherein an authentication verifying chip
provi ded with specific and non-duplicable information for identifying

sai d obj gct ang oﬂﬂekﬁofaﬁﬁéﬁﬁc%t?&n Jeﬁagziti%g aE’c%?dih¢ f&’k}&hﬂﬁmgn safnd
information for certitying the authenticrity of said verifying chip
ar e addedrifotregpapatén compdses dn einpessed hdldgran. obj ect for

aut hentication verification according to claim 16, wherein said
aut hentication verifying chip provided with said specific and

non- dupl i4cabl aniobfeorfaaiithentitation vdafAtdton ht@rding & neX; whaneth d h t he
mar k for r,efadi ng.position alignnent, and said information for
certifyi AGEHEEHIS RAKGR CPMprtsp radinagtiviebsigAcRgrashiep are added at

di fferent positions.

5. An object for authentication verification according to claim 2, wherein said

artifact-mefrics pattern comprises fluorescent substance particles.
6. An object for authentication verification according to claim 1, wherein said
specific and non-duplicable information for identifying said object is an artificial

patiern.

7. An object for authentication verification according to claim 1, wherein said

artificial pattern comprises an embossed hologram.

8. An object for authentication verification according to claim 1, wherein said

artificial pattern comprises radioactive substance granules,

9. An object for authentication verification according to claim 1, wherein said

artificial paitern comprises flucrescent substance particles.
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18. An object for authentication verification according to claim 16,
wherein said authentication verifying chip provided with said
specific and non-duplicable information for identifying said object
and wit hlfhe Anmkjetoior pghetitingtiqgpogiiticaion atdoglingwtclaiang whareth said

I nf or mat i for certifyi t he authenticity of said.verifying chip
are. added e prsthind alil Foek At 5 B et e U et it o
veri fi cabh®B oabhiRafiaAdorh Qudbéksm 16, 17 or 18, wherein said specific
and non-duplicable information for identifying said object is an
artifact-metrics pattern. 20. An object for authentication
verification | 1.2 rel ni:sal t = I CS
pat ter n copr | edea e RN e ST A0 PRl

aut hent i edificehpatiem fsiagattiod digaecdatdirreg gedon@llagen irix Wher. ei n sai d
artifact-metrics pattern conprises radioactive substance granul es.
22. An object for authentication verification according to claim 19,
wher ei n sai d anbbfeachor AEhdénticatiqnatetifedtion atqerdise® ddimar, eseent saklibst ance

articles. 3. obj.ect for authentication verification accordin
IF-_)O cl ai rnl'fflé( f%l’ reaérzllg pO&I%Oﬁ ahgnment proviaed 1s one mark. 9

13.  An object for authentication verification according to claim 1, wherein a

plurality of said marks for reading position alignment are provided.

14, An object for authentication verification according to claim 1, wherein a line
to start the reading, a line to finish the reading and a line to indicate the end

portion are provided.

15. An object for authentication verification according to claim 12, 13 or 14,

wherein a mark for synchronization signal is further provided.

16.  An object for authentication verification, for which authentication verification
is needed, wherein an authentication verifying chip provided with specific and
non-duplicable information for identifying said object and with a mark for reading
position alignment, and information for certifying the authenticity of said verifying

chip are added non-separably to said object.

7. An object for authentication verification according to claim 16, wherein
said authentication verifying chip provided with said specific and non-duplicable
information for identifying said object and with the mark for reading position
alignment, and said information for certifying the authenticity of said verifying chip

are added at different positions.
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wherein said specific and non-duplicable information for identifying
said object is an artificial pattern. 24. An object for

aut hentication verification according to claim 23, wherein said
artificidP patnebiscclonpithenicati \@ﬂﬁ@@@edcq@&m@mlm W whawinobj ect f or

2ut hent| Gl L oL SR 00 A BOAIcR%.4 0l R 2 ISHEHORA ¢

artificia €rn co oactive sunstanceé gran 26. An
obj ect fmrfomrmbefdrimmltfymgmdoﬁ;eaaﬁd @nh&mmrkifmgeadmg;ioaltmza wherei n

said artificial conpri.ses fl.uorescent. substance, partjcles.

57 0B} GRS SF HENTHERE £SOy RE I B DO O H T GECP i m 23,

wherei n gaidd@f diithd @hRlpoBi@bhern is digital data arranged in a matrix

formand said digital (:Ii) ta is based on binary random nunbers. 28. An

obj ect for authentication verification according to claim 23, wherein

said arti ?' ci ﬁ]h oB%EF@F RuthéhtiRatRAVeriflardh dbdoflin Rl R feapged 1n a

| arger matrix
or 18, wherein said specific and non-duplicable information for identifying said

object is an artifact-metrics pattern.

20, An object for authentication verification according to claim 19, wherein said

artifact-metrics pattern comprises an embossed hologram.

21, An object for authentication verification according to claim 19, wherein said

artifact-metrics pattern comprises radioactive substance granules.

22, An object for authentication verification according to claim 19, wherein said

artifact-metrics pattern comprises fluorescent substance particles.
23.  Anobject for authentication verification according to claim 186,
wherein said specific and non-duplicable information for identifying said object is an

artificial pattern.

24, An object for authentication verification according to claim 23, wherein said

artificial pattern comprises an embossed hologram.

25.  An object for authentication verification according to claim 23, wherein said

artificial pattern comprises radioactive substance granules.

26.  An object for authentication verification according to claim 23, wherein said

artificial pattern comprises fluorescent substance particies.
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29. An object for authentication verification according to claim 16,
wherein said mark for reading position alignnment provided is one
mark. 30. An object for authentication verification according to

cl ai m 16 27wheAaiohjcat fof authériticytianfvegifitatiopaedesdifigio daadi3ngherexi t i on

al i gnnment__.ar e. ' . s ' f - entd cat J. :
oL e SR i 400 RRREln Bl R ER A o,
r eadi ng, basel bhéiracy fahduns huhbasreading and a line to indicate the end
portion are provided. 32. An object for authentication verification

according to claim?29, 30 or 31, wherein a mark for synchronization

si gnal i ggfur kRekjeRr BY hilRchticat veAllcBh 8&dordifd oaidient h&kinon
verification according to claim 16, wherein said information for

certifyi nyd atigicalipaven iseinayt odBigstal dhtaasvangsd ing laBerpnitgx émox ypt ed dat a
obt ai ned in accordance with said specific and non-duplicable

I nformation for identifying said object. 34. An object for

aut hent i @at i oAnvbjerf foc atthenicatnordiicgioh accotdngmokzimitte waeminsaidd

encrypted data_is. encr.ypted data obtajned by encrypting said specific
ond mon. QB 1L ERRERRT U E B GOV HALRENT PG oo 6 oby eot.

30.  An object for authentication verification according to claim 16, wherein a

plurality of said marks for reading position alignment are provided.

31.  Anobject for authentication verification according to claim 16, wherein a line
to start the reading, a line to finish the reading and 2 line to indicate the end

portion are provided.

32.  Anobject for authentication verification according to claim 29, 30 or 31,

wherein a mark for synchronization signal is further provided.

33.  Anobject for authentication verification according to claim 16, wherein said
information for certifying the authenticity of said verifying chip is encrypted
data obtained in accordance with said specific and non-duplicable information

for identifying said object.

34, Anobject for authentication verification according to claim 16, wherein
said encrypted data is encrypted data obtained by encrypting said specific and

non-duplicable information for identifying said object.
35, An object for authentication verification according to claim 16, wherein

said encrypted data is encrypted data obtained by encrypting hash value of said

specific and non-duplicable information for identifying said object,
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35. An object for authentication verification according to claim 16,
wherein said encrypted data is encrypted data obtained by encrypting
hash val ue of said specific and non-duplicable information for

i denti fyPhg sah@bishfecauthentiggionpgrifpstion acdoghngigtctremt lioe wherewm

verifica i data is
encr ypt i SR AE! Sl chifiel (b LBl Bl Shy R b AR i ng of
said specbﬂsusﬂngnﬁsai&medﬁplanatadm éupliohtde midrivatior for idedefyirigf spidnapisai d
object and, identifi ca%l on..i nf%ﬁ%i.o of said object. 37. An object
for aut h&MiRAtHearonBFqrIaton $tding to claim16, wherein said
encrypted data is encrypted data obtained by encrypting the

i nformation consisting of said specific and non-duplicable

i nf or mat Pén f 6n obigeifer aythengicatiang esBration aeneeringmtostiat lowhereimat er nar k.
38. An o [ o claim 33,
34, 35, 6T ety AU ARRG LA KR b Bhert BTENMAIANGE by Using
a conmo n-cms;snug oiésaiﬁcﬂmﬂc lae@nm—ghpﬂm@s infrmanatefor tdesti fymg sagl] obpdfct an

i ssuer cf cgr 2CL e q{ An object for authentication verification
accor di ng K rﬁf? 435, 36 and 37, wherein said encrypted data
is encrypted by using a public-key of a publ i C- key crypt osystem under

the control of ap issuer of. said aqhject. bj.ect for
aut hent i &t i oﬁn&E}ethfP"c%Pct]P%‘l‘FC%{E’é‘d’FH ??@wflaccerdalil%rsos“émmﬁ 3495, Heridnd 37,

wher ei n - 3aicheehe sHPERGyslad @até%e%&%ﬁé%?%ﬁg/a Hthfen Rep 61 &‘JtmrK&yk@f a
publ i c-key cryptosystem under the'control of an i|ssuer of said

obj ect. cuptosystenaurdee Hici coatrolow ay éasidrpil seyd ehjettem f or veri fyi ng
authenticity of an object, wherein an authentication verifying chip
provided with specific and non-duplicable information for identifying
sai d obj égt aﬂdohjettrfoaaumaﬂticétmn vedfichtiog aposding mmlaahi@nh@dﬁﬁ@mi a

chip for ertlf thea enticit f said dded
mon" separ koY ALpI LS marevit Bearite Spflleriey o Buiiaohe
aut hent i GﬂyFMS)QYenﬁ;@rﬁﬂéﬁﬂielwnﬁ@cdaﬁlhb%iﬂﬁﬂfée@(ﬁ&ﬂjévﬂ verifying chip with
said certitying chip. 42. An authentication verifying system

according to claim4l, wherein said specific and non-duplicable

i nformatkgn f@p oh@&hE fithdgic ARt eARERGh addrdil B idihiast 348

pattern
37, wherein said encrypted data is encrypted by using a secret-key of a public-key

cryptosystem under the control of an issuer of said object.

41.  An authentication veritying system for verifying authenticity of an object,
wherein an authentication verifying chip provided with specific and non-duplicable
information for identifying said object and with a mark for reading position
alignment, and a chip for certifying the authenticity of said object are added
non-separably to said object,

whereby said object is judged the authenticity by comparing said authentication

verifying chip with said certifying chip.
42, An authentication verifying system according to claim 41, wherein said

specific and non-duplicable information for identifying said object is an

artifact-metrics pattern.
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43. An authentication verifying systemaccording to claim4l, wherein
sai d specific and non-duplicable information for identifying said
object is an artificial pattern. 44. An authentication verifying
syst em adéor dithguthgnigdatipmyarifyinglsesien acoseding orelaomfat wherethoridcer ti fyi ng
t he auth oA I | 1an oL L f Vi oy n ted
dat o obt SPRiH Sl eBgBAs A BhRRM AT B Rk A MG B ERTBh
information for identifying said object. 45. An authentication
verifying,system according to. claim44, wherein said encrypted data
(o n” endfy bt B8 RIGPERGHPRT B ARE AP STE S pUefPR Hand

non- dupl iigaRhioh FérQeABYing fhe MEhehS@RI kil BOhSRIcti PDIeBEfing ciifis AN

aut hentication_verifying systemaccording to claima44, Wwherein said
encr ypt ednazrted data ebfaingdacarding ta said specifedng oedepigeblengforagienan ue of

sai d specif ik and;Nehsgdupl i cable information for identifying said
obj ect. i3 .IR%%@aiﬂ}% ntication veri fying systemaccording to claim
44, wherein said encrypted data is encrypted data obtai ned by

encrypti t he i nformat.ion consisting of,said. s ifjc and

mon- dupl 1 Gabl 8" NPT IFALP SRer e TR FoegTE Al ar BeFe iy

i dentifi eadriyned daid Branehegpteld datadBiathe® by efdrypting8aid APectfitd 1Nt i cat i on
verifying systemaccording ta.clai.m44, wherein said encrypted data
is encry%?%ﬁmﬂ§@§68ﬁ?%?ﬂ@gﬁﬁyd YyHtaheb)¢de i nf or mati on consi sting
of said specific and non-duplicable information for identifying said

obj ect and an el ectroni c water marK. .
46.  An authentication verifying system according to claim 44, wherein said

encrypted data is encrypted data obtained by encrypting hash value of said specific

and non-duplicable information for identifying said object.

47.  An authentication verifying system according to claim 44, wherein said
encrypted data is encrypted data obtained by encrypting the information consisting
of said specific and non-duplicable information for identifying said object and

identification information for said object.

48.  An authentication verifying system according tc claim 44, wherein said
encrypted data is encrypted data obtained by encrypting the information consisting
of said specific and non-duplicable information for identifying said object and an

electronic watermark.

49, An authentication verifying system according to claim 44, 45, 46, 47 or 48,
wherein said encrypted data is encrypted by using a common-key of a common-key

cryptosystem under the control of an issuer of said object.
50.  An authentication verifying system according to claim 44, 45, 46, 47 or 48,

wherein said encrypted data is encrypted by using a public-key in a public-key cryptosystem

under the control of an issuer of said object.
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49. An authentication verifying systemaccording to claim44, 45, 46,
47 or 48, wherein said encrypted data is encrypted by using a
conmmon- keY of a common-key cryptosystem under the control of an

i ssuer oflsaj 0 dphenticatiomyerifung sypidre preprding to flae Af£45i AG Ky dm
accordin ; i : j i a
o encryptea By ua g g tainif ProrfbPly the URERLY 9 o BOLEY B RIERRE,
t he cont noder gfe cantrélsod arissodr of adidiobjbgtect .  51. An aut henti cati on
verifying systemaccording to claim44, 45, 46, 47 or 48, wherein
said encrypted data is encrypted by using a secret-key of a

publ i c-key cryptosystem under the control of an issuer of said

obj ect.
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