The smart cover obtains a real card information list of smart cover end

The smart cover prompts the real card information list of smart cover end

The smart cover receives a real card selecting instruction, and determines a selected real card; the
simulation card receives first data sent by a transaction terminal, and sends the first data to the

smart cover

4

The smart cover prompts the first data, and receives a confirming instruction for confirming that
the first data is correct, and sends the first data to the real card manager

A

The real card manager receives the first data sent by the smart cover, and sends the first data to the
selected real card

Fig. 1
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The smart cover searches for an identification list of smart cover end

If the smart cover finds the identification list

of smart cover end, the identification list of Y
smart cover end is sent to the real card If the smart cover does not find the
manager identification list of smart cover end, the
+ smart cover sends a preset identification to
After receiving the identification list of smart the real card manager

cover end sent by the smart cover, the real
card manager determines whether the

received identification list of smart cover end y
is the same as the identification list of real When receiving the preset identification sent
card manager end stored in the real card by the smart cover, and determining that the
manager preset identification is used to indicate that

there is no identification list of smart cover
end stored in the smart cover, the real card

If no, the real card manager sends an updating manager sends the updating instruction and
instruction and updating data to the smart the updating data to the smart cover
cover

Y \

After receiving the updating instruction and the updating data, the smart cover updates the real card
information list of smart cover end

Fig. 3
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The real card manager sends the identification list of real card manager end to the smart cover

4

The smart cover receives the identification list of real card manager end sent by the real card
manager, and determines whether the received identification list of real card manager end is the

same as the identification list of smart cover end stored in the smart cover

If no, the smart cover sends an updating request to the real card manager

The real card manager receives the updating request, and sends the updating instruction and the
updating data to the smart cover

4

After receiving the updating instruction and the updating data sent by the real card manager, the
smart cover updates the real card information list of smart cover end

Fig. 4
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In the heartbeat sieep mode, the smart cover sends a detecting message to the real card manager
every a first preset time

[

The real card manager receives the detecting message, and sends a response message to the smart
cover

/

If the smart cover receives the response message in a second preset time, and the response message
includes updating prompt information, the smart cover stores the updating prompt information

i

After entering the operation mode from the heartbeat sleep mode, the smart cover sends an
updating triggering request to the real card manager

|

The real card manager receives the updating triggering request, and sends the identification list of
real card manager end to the smart cover

The smart cover receives the identification list of real card manager end sent by the real card
manager, and determines whether the received identification list of real card manager end is the

same as the identification list of smart cover end stored in the smart cover

If no, the smart cover sends an updating request to the real card manager

1

The real card manager receives the updating request, and sends the updating instruction and the
updating data to the smart cover

y

After receiving the updating instruction and the updating data sent by the real card manager, the
smart cover updates the real card information list of smart cover end

Fig. 5
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In the heartbeat sleep mode, the smart cover sends a detecting message to the real card manager
every a first preset time

|

The real card manager receives the detecting message, and sends a response message to the smart
cover

1

If the smart cover receives the response message in a second preset time, and the response message
includes updating prompt information, the smart cover stores the updating prompt information

i

After entering the operation mode from the heartbeat sleep mode, the smart cover sends the
identification list of smart cover end to the real card manager

\
The real card manager receives the identification list of smart cover end sent by the smart cover,
and determines whether the received identification list of smart cover end is the same as the

identification list of real card manager end stored in the real card manager

If no, the real card manager sends the updating instruction and the updating data to the smart cover

y

After receiving the updating instruction and the updating data sent by the real card manager, the
smart cover updates the real card information list of smart cover end

Fig. 6
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simulation
card

smart cover

sends a first secure connection instruction

(a first connecting ciphertext and a first connecting signature)

decrypts the first connecting ciphertext
to obtain a first binding decryption
factor of smart cover end and a first
connecting random decryption factor

I

verifies the first connecting
signature

verifies whether the first binding

decryption factor of smart cover end

is the same as the binding factor of
simulation card end

t

generates a second connecting
random factor

obtaining a second connecting
ciphertext and a second connecting

signature
» sends a first secure connection response
the second connecting ciphertext and the
second connecting signature
decrypts the second connecting ciphertext to
obtain a decrypted first connecting random
decryption factor and a decrypted second
connecting random decryption factor
verifies the second connecting
signature
verifies whether the decrypted first
connecting random decryption
factor is the same as the first
connecting random
|
generates a first secure transmission generates a secure transmission key
key of smart cover end between the of simulation card end between the
smart cover and the simulation card smart cover and the simulation card

i
| |

Fig. 7

6/14



smart cover

a third connecting random factor and a unique identifier

of the simulation card

simulation
card

sends a second secure connection instruction

-

(a unique identifier of the smart cover, a third connecting
ciphertext and a third connecting signature)

sends a second secure connection response

judges whether the unique identifier |
of the smart cover is in the binding
list of simulation card end

|
decrypts the third connecting ciphertext
to obtain a third connecting random
decryption factor and a fourth
connecting random decryption factor

|
verifies the third connecting
signature
[

verifies whether the third connecting
random decryption factor is the same

as the third connecting random factor

I
obtains a fourth connecting
signature

verifies the fourth connecting
signature

t

generates a first secure
transmission key of smart cover
end between the smart cover
and the simulation card

|

performs the first treatment to the third
connecting random factor and the
fourth connecting random factor with
the first secure transmission key of
smart cover end

(the fourth connecting signature)

generates a secure transmission
key of simulation card end
between the smart cover and the
simulation card

performs the first treatment to the
third connecting random factor and
the fourth connecting random factor

performs the second treatment to the
received data, and compares whether
the data after being performed to the
second treatment is the same as the
third connecting random factor and
the fourth connecting random factor

T

Fig. 8
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with the secure transmission key of
simulation card end

i

1
performs the second treatment to the |

received data, and compares whether |

the data after being performed to the
second treatment is the same as the
third connecting random factor and
the fourth connecting random factor

i
i
i
i




real card
manager

smart cover

sends a third secure connection instruction

(a fifth connecting ciphertext and a fifth connecting signature)

decrypts the fifth connecting ciphertext
to obtain a second binding decryption
factor of smart cover end and a fifth
connecting random decryption factor

verifies the fifth connecting
signature

|

verifies whether the second binding

decryption factor of smart cover end

is the same as the binding factor of
real card manager end

[

generates a sixth connecting random
factor

|
]

obtaining a sixth connecting
ciphertext and a sixth connecting
signature

sends a third secure connection response
the sixth connecting ciphertext and the
sixth connecting signature

decrypts the sixth connecting ciphertext to
obtain a decrypted fifth connecting random
decryption factor and a decrypted sixth
connecting random decryption factor

verifies the sixth connecting
signature

verifies whether the decrypted fifth
connecting random decryption
factor is the same as the fifth
connecting random

generates a second secure generates a secure transmission key
transmission key of smart cover end of real card manager end between

between the smart cover and the the smart cover and the real card

real card manager manager

!
I
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|

{ smart cover }

L

real card
manager

a seventh connecting random factor and a unique
identifier of the real card manager

A

sends a fourth secure connection instruction

(a unique identifier of the smart cover, a seventh
connecting ciphertext and a seventh connecting signature)

sends a fourth secure connection response

judges whether the unique identifier
of the smart cover is in the binding
list of real card manager end

[

decrypts the seventh connecting ciphertext
to obtain a seventh connecting random
decryption factor and an eighth connecting

random decryption factor

|
verifies the seventh connecting
signature
l

verifies whether the seventh connecting
random decryption factor is the same as

the seventh connecting random factor

I
obtains an eighth connecting
signature

verifies the eighth connecting
signature

1

generates a second secure
transmission key of smart cover
end between the smart cover
and the real card manager
l
performs the first treatment to the
seventh connecting random factor

(the eighth connecting signature)

generates a secure transmission
key of real card manager end
between the smart cover and the
real card manager

and the eighth connecting random
factor with the second secure
transmission key of smart cover end

performs the first treatment to the
seventh connecting random factor
and the eighth connecting random

performs the second treatment to the f
received data, and compares whether |
the data after being performed to the }
second treatment is the same as the ‘
seventh connecting random factor and
the eighth connecting random factor

Fig. 10
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factor with the secure transmission
key of real card manager end

performs the second treatment to the
received data, and compares whether
the data after being performed to the
second treatment is the same as the
seventh connecting random factor and
the eighth connecting random factor




simulation

smart cover i card ‘
o ]
receives a triggering instruction for
indicating to bind to the simulation card
sends a first binding instruction _
(a first binding random factor, a certification of the smart o

cover, and a unique identifier of the smart cover)

sends a first binding response

verifies the certification of the smart
cover with a root certification

generates a second binding random factor

l

obtains a first binding ciphertext, and
obtains a first binding signature

verifies the certification of the simulation
card with a root certification
}
decrypts the first binding ciphertext with a
private key of the smart cover to obtain a
first binding random decryption factor and
a second binding random decryption factor
l

verifies the first binding signature
I
verifies whether the first binding random
decryption factor is the same as the first
binding random factor

]
informs the unique identifier of the
simulation card

receives a triggering ins‘truction for determining

that the unique identifier of the simulation card is
correct, and signs the first binding random factor
and the second binding random decryption factor

to obtain a second binding signature

(the first binding ciphertext, the first binding signature, a
certification of the simulation card, and a unique
identifier of the simulation card)

sends the second binding signature

Y

stores the unique identifier of the
simulation card, the certification of the
simulation card, and a first binding factor
of smart cover end to a first binding list of
smart cover end

|

i

Fig. 11

10/14

verifies the second binding signature

stores the unique 1d‘ent1ﬁer of the smart
cover, the certification of the smart cover,
and a binding factor of simulation card
end to a binding list of simulation card
end




smart cover

receives a triggering instruction for
indicating to bind to the real card manager

sends a second binding instruction

real card

manager {

(a third binding random factor, a certification of the smart
cover, and a unique identifier of the smart cover)

sends a scond binding response

>

verifies the certification of the smart
cover with a root certification

l

generates a fourth binding random factor

I

obtains a third binding signature

obtains a second binding ciphertext, and

verifies the certification of the real card
manager with a root certification

I
decrypts the second binding ciphertext with
a private key of the smart cover to obtain a
third binding random decryption factor and
a fourth binding rand}om decryption factor |

verifies the third binding signature

verifies whether the third binding random
decryption factor is the same as the third
binding random factor

informs the unique identifier of the real
card manager

I

receives a triggering instruction for determining
that the unique identifier of the real card manager
is correct, and signs the third binding random
factor and the fourth binding random decryption
factor to obtain a fourth binding signature

~{the second binding ciphertext, the third binding signafure, a
certification of the real card manager, and a unique identifier
of the real card manager)

sends the fourth binding signature

stores the unique identifier of the real card
managet, the certification of the real card manager,
and a second binding factor of smart cover end to a

second binding list of smart cover end

Fig. 12
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verifies the fourth binding signature

stores the unique identifier of the smart cover,
the certification of the smart cover, and a
binding factor of real card manager end to a
binding list of real card manager end




updating
smart cover
platform

a certification of the smart cover

generates a first updating
encryption key

encrypts an] application
installation package of the
smart cover to obtain a
ciphertext of the first

installation package
!

signs the ciphertext of the first
installation package to obtain a
first installation package
signature

I

encrypts the first updating
encryption key to obtain a
ciphertext of the first updating
encryption key

" updating information of the smart cover

verifies a certification of the
updating platform

I

verifies the first installation
package signature

|

decrypts the ciphertext of the
first updating encryption key to
obtain a first decryption key

decrypts the ciphertext of the first

installation package to obtain the

application installation package of
the smart cover

|

verifies whether a data format of
the application installation package
of the smart cover is correct

)

install according to the
application installation package
of the smart cover

Fig. 13
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simulation
card

smart cover

a certification of the simulation card

updating
platform

s

generates a second updating
encryption key

encrypts an application installation
package of the simulation card to
obtain a ciphertext of a second
installation package

updating information of the simulation card

signs the ciphertext of the
second installation package to
obtain a second installation

package signature

encrypts the second updating
encryption key to obtain a
ciphertext of the second

updating encryption key

performs the first treatment to
the updating information of the
simulation card

data after the first treatment

performs the second treatment
to the received data, and
obtains updating information of]
the simulation card
I
verifies a certification of the
updating platform
I
verifies the second installation
package signature
I
decrypts the ciphertext of the
second updating encryption key
to obtain a second decryption key

decrypts the ciphertext of the
second installation package to
obtain the application installation

package of the simulation card

[

verifies whether a data format of
the application installation package
of the simulation card is correct

|
install according to the
application installation package
of the simulation card

Fig. 14
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real card updating
manager platform

a certification of the real card manager

generates a third updating
encryption key

encrypts an application installation
package of the real card manager to
obtain a ciphertext of a third

installation package

signs the ciphertext of the third
installation package to obtain a

third installation package signature

encrypts the third updating
encryption key to obtain a
ciphertext of the third updating

encryption key

updating information of the real card manager

verifies a certification of the
updating platform

l

verifies the third installation
package signature

I

decrypts the ciphertext of the
third updating encryption key
to obtain a third decryption key

decrypts the ciphertext of the
third installation package to
obtain the application
installation package of the real

card manager

verifies whether a data format
of the application installation
package of the real card

manager is correct

install according to the
application installation package
of the real card manager




