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Abstraet: Information on the condition of use of nusic cornt gl a
distributed from e.g. a server is expressed by automaton and transforned
into a pro- gram Thus, the degree of freedom of description of the use
condition is heightened.

1

DESCRIPTION

Controlling System of Using Condition Information of Contents

Technical Field

This invention relates to a method and apparatus for transmitting contents data
with appended using condition information for placing limitations on the number of .
times of contents replay, or copyright management, and a recording medium having
stored therein a corresponding ‘operating program. This invention also relates to a
method and apparatus for controlling contents data for controlling the contents data
based on the using condition information, and a recording medium having stored

therein a corresponding operating program.

Background Art

Recently, on-line distribution of music contents employing a network such as
Internet or cable television has come to be practically used.

In a distribution system for music contents, a contents distributing company
furnishes music contents on e.g., the Web in distributing music contents over the
network. On the other hand, a user exploiting this music distributing system accesses.
the Web etc., furnished by the contents distributing company, to download desired
music contents.

The contents distributing company has to supervise the copyright of the



I nforrmation of Contents Technical Field This invention re :
and apparatus for transmitting contents data w th appended using condition
itformation for placing imtations on the nunber of tines of contents
replay, or copyright management, and a recording medi um having stored
therein a correspondi ngoperating program This invention also relates to a
nmet hod and. apparatus for controllingacontents data for controlling the
contents data based on the using condition information, and a recording
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distributing company also appends the using condition information to the music

contents furnished in order to place limitation on the number of times of use and in
order to protect the copyright. |

In general, the description format of the using condition information includes

policies for the using conditions. These policies and corresponding values are

indicated in a tabulated form. However, if the using condition information is given in

. this tabulated form, it becomes extremely difficult to add or change the policies, thus

significantly limiting the degree of freedom in expressing the using conditions.

Disclosure of the Invention.

It is therefore an object of the present invention to provide a method and

apparatus for transmitting contents data whereby it is possible to enlarge the degree
- of freedom in the description of the ﬁsing conditions.

It is another object of the present invention to provide and a method and
apparétus for controlling contents data whereby it is possible to enlarge the degree of
freedom in the description of the using conditions.

It is yet another an object of the present invention to provide a corresponding

recording medium.
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data whereby it is possible to enlarge the degree of freedomin the
descri pfiloahdia iesameten dilsosaid agipmaton file including an automaton describing

portion stating the using condition information in an automaton; said parameter file
describing coefficients of a function for changing a value stated in said automaton
describing portion; a program stated in said automaton describing portion being
constituted to generate status transition based on occurrence of an event.

In another aspect, the present invention provides a method for furnishing
contents data in which the using condition information indicating using conditions for
the contents data is transmitted along with the contents data, wherein: said contents
data and said using condition information are furnished; said contents data being
constructed in a state of having been added to with said using condition information;
said using condition information including an automaton file and a parameter file; said
automaton file including an automaton describing portion stating the using condition
information in an automaton; said parameter file describing coefficients of a function
for changing a value stated in said automaton describing portion; a program stated in
said automaton describing portion being constituted to generate status transition based

on occurrence of an event.



It is yet another an object of the present invention to provide a
corresponding recording nedium 14 April 2004 3 1In one aspect, the
present invention provides an apparatus for furnishing conteddApA6804 n

whi ch the using condition information indicating using conditions for the
contents data is transmtted along with the contents data, said apparatus
conprising: neans for furnishing saidsgontents data and said using
condition information; said contents data being constructed in a state of
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automaton file including an automaton describing portion stating the using
condi t i meluding enratomatamdensribing pertion; steting the nsingt conditiore infessation iy
coefficients of a function for changing a value stated in said autonaton
descri bimaufopidtb@Niaid pafaastenYisd atReibiy coefficients of a function for changing a

value stated in said automaton describing portion; a program stated in said automaton
describing portion being constituted to generate status transition based on occurrence
of an event.

In still another aspect, the present invention provides a control apparatus for
contents data in which one or more contents data and the using condition information
stating the using condition for said contents data are supervised and in which, based
on said using condition, contents data associated therewith are controlled, said control
apparatus comprising: control means for controlling the contents data based on the
using condition information associated therewith; said contents data being constructed
in a state of having been added to with said using condition information; said using
condition information including an automaton file and a parameter file; said
automaton file including an automaton describing portion stating the using condition
information in an automaton; said parameter file describing coefficients of a function

for changing a value stated in said automaton describing portion; a program stated in
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anot her aspect, the present invention provides a recording medi um havi ng
stored therein a furnishing programfor contents data furnishing the using
condition information indicating using conditions for the contents data
along with the contents data, whereidbthe furnishing programfor
furnishing the contents data includes the processing for furnishing the
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status transition based on occurrence an event. In sti anot her
aspect, the present jnyention provides a,contro] apparatus.for _ contents
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havi ng been added to with saji.d using condition informatjon; said using
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said automaton file including an autonaton describing portion stating the
usi ng ciaficknidtivn associated therewith; said contents data being constructed in a state of
having been added to with said using condition information; said using condition
information including an automaton file and a parameter file; said automaton file
including an automaton describing portion stating the using condition information in
an automaton; said parameter file describing coefficients of a function for changing a
value stated in said automaton describing portion; a program stated in said automaton
describing portion being controlled to generate status transition based on occurrence
of an event.

In still another aspect, the present invention provides a recording medium
having stored therein a confrol program for contents data, in which one or more
contents data and the using condition information stating the using condition for said
contents data are supervised and in which, based on said using condition, contents
data associated therewith are controlled, said control method comprising: controlling

the contents data based on the using condition information associated therewith; said

contents data being constructed in a state of having been added to with said using
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portion; a programstated in 14 April 2004 3b said automaton descri bing
portion being controlled to generate status transition based on occurrence
of an event. In still another aspect, the present invention provides a
control method for contents data in which one or nore contents data and
the using condition information stating the using condition for said
contents data are supervised and in which, based on said using condition,
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control J:énﬁgnts data; said contents data being constructed in a state of having been added to
with said using condition information, said contents data being controlled based on
said using condition information associated therewith; said using condition
information including an automaton file and a parameter file; said automaton file
including an automaton describing portion stating the using condition information in
an automaton; said parameter file describing coefficients of a function for changing a
value stated in said automaton describing portion; a program stated in said automaton
describing portion including processing for managing control to generate status

transition based on occurrence of an event.

Brief Description of the Drawings

Fig.1 shows a system structure of a music contents distributing system
embodying the present invention.

Fig.2 explains the configuration of a personal computer used in the content data
management system.

Fig.3 explains the configuration of a portable device included in the content data



the contents data based on the using condition infornatiole%?qﬂgghgd
therewith; said contents data being constructed in a state 0o P I'ng been
added to with said using 14 April 2004 4 condition information; said using
condition information including an automaton file and a paraneter file;
said automaton file including an automaton describing portion stating the
using condition information in an automaton; said paraneter file descri bing
coefficients of a function for changing a value stated in said autonmaton
describing portion; a programstated in said automaton describing portion
i ncl udi %aﬂﬁg@ﬂéﬁimtefﬁpr managi ng control to generate status transition
based on occurrencé of an event. In yet another aspect, the present

i nvention prow ' rdj. ium haying stored therein contents data
and the usi n?‘g%ﬁ%’.‘@f%ﬂ?ﬁﬂ%&?f&f@w Reﬁoréa!icag‘p&%‘?{tents data; said contents
dat a bei ng co@st cted in a state of having been added to wth said using
condi tion i nfOBmaEhONS a8 sxamplhekdisplayieperptéominstnictivel Wimldvased on  sai d
using condition information associated therewith; said using condition

i nformation iFiglGslion arexamtsoef dre wildovewtlich thatesRiiig prooeamsAalts the
automaton file including an autonmaton describing portion Stating the using
condi ti qnsl'bl'gg,%migﬁﬁ in an automaton; said paranmeter file describing
coefficients of a f ngti on for changing a value stated in said automaton

descri bi ng paG#:Li-o0 & program stated jn sai d.auton n describjng portion
i ncl udi'ng pr géggg%é%rmﬁéﬁ%?“ l%ﬂt‘mﬁe?iﬁ %@H@E&%rﬁ%ﬁ%&@at& HaHsPR¢ on
based on,,occurrence of an event. Brief Description of the Drawings Fig.1
shows a dstEbEterdoranofigrandhe musie renteptstdipributingtsystem.i ng system enbodyi ng
the present invention.

Fig.8 illustrates the relation bcltwcen a unified transfer protocol layer and an

application layer.
. -Fig.9 illustrates the format of the routinely used using condition information.

Fig.10 illustrates a file constituting the unified using condition informétion
employcd in a comprehensive management unit.

Fig.11 illustrates the structure of an automaton. file of the - unified using
condition information.-

Fig.12 shows an example of an automaton indicating the operation transition of
music contents stated in the automaton stating portion of the automaton file.-

Fig.13 represents the automaton in a tuple string.

Fig.14 illustrates the structure of the automaton stating portion.

Fig.15 shows an event and a command defined in a DTD determined based on

- the specification of an XML.

Fig.16 shows a first statement example of the automaton stating portion.



Fig.2 explains the configuration of a personal conputer usqqAﬁﬂtzlagdfcontent
dat a * managenent system Fig.3 explains the configuration of portabl e
device included in the content data 14 April 2004 5 nmanagenent system
Fig.4 explains functions of the personal computer. Fig-5 shows an exanple
of display/operation-instructive window. Fig.6 shows an exanple of the

w ndow whi ch the recordi ng program nmakes the display unit display. Fig.7
expl ai ns unified handling of content<¥ having different formats from one
distributor to another in the nusic contents distributing system Fig-8

i Il ustr at esFight7 ieh atate trahsitionariew afithe first statensingexpmpiocol | ayer and an
application layer. Fig.9 illustrates the format of the routinely used using

condi tion | pPIgRLHAR-a sctbid shikmbhtistantplesorhé ahforagmalstiting portidie uni fi ed
usi ng conditidn information enployed in a conprehensive managenent unit.

Fig.11 illustrates t tructure of .y e-uni fied using
condition i E*%ﬁnﬁ Péﬂ’ﬁc ,iﬁaasfilgnsng‘o(Bonﬁc§§é§;ﬁ§9g§fﬁ%ﬂe€g@hﬁ,¥§t on i ndicating
the operation transition of music contents stated in the automaton stating
portion of Fig2ashowstaothind statemenf gxampls ehthecuiomatonsialing RYYAN n a tupl e
string. Fig.14 illustrates the structure of the automaton stating portion.
Fig. 15 shopig.an ieusnite andsitionoriewruf thefthivddtitemanO&kampleer ni ned based on

Fig.22 shows a fourth statement example of the automaton stating portion. - -
.. Fig.23 shows the structure of a parameter file of the unified using condition
information.
Fig.24 illustrates the structure in case the parameter file has been changed.
Fig.25 illustrates the structure of a parameter statement portion of the parameter
file.
Fig.26 il!ustratés a method for supervising the contents by the comprehensive
management unit.
Fig.27 -illustrates the processing sequence in case the comprehensive
management unit is installed from a CD-ROM.
. Fig.28 illustrates the processing sequence in case the comprehensive
‘management unit is installed on being downloaded from the network.
Fig.29 illustrates an ﬁi}dating sequence from a ripping key to an EMD key.
Fig.30 illustrates a first example of the EMD key updating sequence.

Fig.31 illustrates a second example of the EMD key updating sequence.



the specification of an XM.. Fig.16 shows a first stat ement; 4 §4of t he
automat on stating portion. 14 April 2004 6 Fig.17 is a state~transition
view of the first statenent exanple. Fig.18 shows a second st atenent
exanpl e of the automaton stating portion. Fig.19 is a state transition
view of the second statenent exanple. Fig.20 shows a third statenent
exanpl e of the automaton stating portion. Fig.21 is a state transition
view of the third statenent exanple. J4ig.22 shows a fourth statenent
exanpl e of the automaton stating portion. - Fig.23 shows the structure of a

par anmet 1] e o e unifi I ng,.condition information. Fig.24

I 11 ust rgeégh{%jg @f%mpgoﬁfi@;@é’eﬂﬁgnpar aneter file has been changed.
Fig.25 illustrates the structure of a paraneter_statenent portion of

t he- par anet eReferrang toithe dmwings,atmusie sontenis disibusingsyplenyiembagyingthe
contents by the conprehensive managenent unit. Fig.27 - illustrates the

. pr-ocess preseat invaantion, repressditingethe depr @iods Bif \ekecutisia gL thpredentt inventidwgt al | ed
froma CD-ROM Fig.28 illustrates the processing sequence in case the
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network. Fi'g.29 illustrates an updating sequence froma fip key-to an
EMD key., Fikqg.30.illustrates a.first exanple of the EMD key updati
sequent BOWHGAIs themSic cPMERLs TramL 3 SeryT &% amsreong] COMPUNCPTAS)A Bertalieng
sequence.

f device over a network and which supervises the so-downloaded music contents and

music contents read out from a CD. , :
(1) Overall Structure of Music Contents Distributing System
Fig.1 shows a system configuration of a music contents distributing system 1
. embodying the present invention.

The music contents distributing system 1, embodying the present invention,
includes a personal computer 1, a network 2, such as local area network, a registration
server 3, a plurality of EMD (electrical music distributibn) servers 4 (4-1,4-2-and 4-3)
di_stributing music contents, referred to below as contents, and WWW sefvérs 5(5-1
and 5-2). The personal computer 1 has stored therein a storage medium, such :;IS a
memory-‘card, over USB cables 7 (7-1; 7-2-and 7-3), and-is connected to portable .
devices 6 (6-1, 6-2, 6-3) as a portable music reproducing equipment for reproducing

: tﬂe contents.

The personal computer 1 is connected over a network 2 to the EMD registration

server 3, EMD servers 4 (4-1, 4-2 and 4-3) and to the WWW (World Wide Web)

servers 5 (5-1 and 5-2).



14 April 2004 7 Best node for Carrying out the Invention qug{ri?§ o the
drawihgs, a nusic contents distributing system enbodying tﬁ IHB Q nt

i nvention, representing the best node of execution of the present

invention, is explained in detail. This nusic contents distribution system
IS such a system which downloads the nmusic contents froma server to a
personal conputer or to a portable device over a network and which

supervi ses the so-downl oaded nusic cohtents and nusk contents read out
froma CD. 1 Overall Structure of Misic Contents Distributing SystemFig.1
shows a sysip@ pesbidwoaipueer Die@ivasscantenisteomtpresiest ini dncordancsysitbra 1
enbodyi ng the present invention. The music contents distributing system1,
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2, suc area gi strat server 3, a plurality of EMD

(electrical nusic distributiaq ervers 4 -1, 4-2- - di Wbat i ng
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5-2). The personal conputer 1 has stored therein a stora&e r’(rledi um ﬁCh as
a nengadaptivartdansform dgsBsitabbdingy 3 {radenmark) op AdP7 (B{PEGHy 10ilayonhect ed
to portable devices 6 (6-1, 6-2, 6-3) as a portable nusic reproducing
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connect e(}’ over a network to the EMD registration server 3, EMD servers 4

(542)1 %}ximig%l?u%%ind to the WW (World Wde Web) servers S (5-1 and

In receiving the distributed contents, the personal computer 1 also receives:
distributed using condition information, indicating the using conditions for the
contents, to record the distributed data. When recording the contents read out from
e.g., a CD, the personal computer 1 generates the using condition information

“depending on the contents: reproducing conditions to record the generated using
condition information.

Also, the personal computer 1 records and stores the contents, recorded
encrypted, in the portable devices 6 (6-1, 6-2 énd 6-3), over th USB cables 7 (7-1, 7-2
and 7-3), along with the relevant information, such as the using condition information,
titles of musical numbers or the names of the performers, while updating the using
-condition information responsive to the recording and storage. This processing is
called checkout. In this checking-out operation, the nunber of times of possible
.checking-out operations.for the contents, recorded by the personal computer 1, is

.decremented by 1 in the using condition information. If the number of times of

- possible checking-out operations is 0, the corresponding contents cannot be checked



8 The personal conmputer 1 receives contents conpressed in gccorg@age W th
" a pre-set conpression system and encrypts the conpressed é ﬁﬂgﬂ In
accordance with a pre-set encryption systemfor storage. As the
conpressi on system ATRAC (adaptive transform acoustic coding) 3
(trademark) or MP3 (MPEG audio layer-3) nmay be used. As the encryption
system -description (data encryption standard), for ...,exanple, is used..
In receiving the distributed contents, gthe personal conputer 1 also
recei'ves. distributed using condition information, indicating the using
condi ti for the contents, to record the distributed data. Wen
recording the contents read out from e.g., a CD, the personal conputer 1
gener at es thﬁﬂgsing ﬁgndition informatj on depending on the contents-

r epr oduci ng HavesndietRersonat 6pmputd Lerseathaicorienty storsddnithe portable

I nformati on. Also, the personal conputer | records and stores the contents,

r ecor dedlevécesiy(§i-bb-2iandtth3), proughlithe YSB catde$7 (B-117-Bartl M3, ArBlpdpyer th
USB cables 7 (7-1, 7-2 and 7-3), alongwith the relevant information, such

as. the Ygé Q8ing@BHUitiWInfdrhiiFRlih 9bocidtidn with t1Rf erdifieC q{hég%fﬁgﬁre%ggfat#)&f.
d I'on 1 Kt or i on

names of the perforners, I'l'e updating the using -condi

wh
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checki ng-.out operations-for the contents, recorded by the personal
conput efchgcking-outonesstionse geqoydad by thepetsonabcemputerilods ineremanteddny 111 t he
nunber of tines of possible checking-out operations is 0, the
cor r espdhii mged dmtdhe sontentomabalshee kade hubdable ind@8d 0B being erased. -
It is noted that the personal computer 1 is unable to check-in the contents some
other personal computer has checked out to the portable device 6. That is, the personal
. computer 1 is only able to check-in the contents checked out by no other than the
personal computer 1.
When the personal computer 1 has started acquiring the contents from the EMD
- servers 4 (4-1, 4-2 and 4-3), the EMD server 3 is responsive to a request from the
*.personal computer 1 to transmit an authentication key necessary. for reciprocal
authentication between the personal computer 1 and the EMD servers 4 (4-1, 4-2 and
4-3) to the personal computer 1, over the network 2, Wﬁile transmitting the program
for connection to the EMD servers 4 (4-1, 4-2 and 4-3) to the persenal computer 1.
The EMD servers 4 (4-1, 4-2 and 4-3) are each responsive to a request of the
. personal computer 1 to furnish contents to the personal computer 1, over the network

2, along with the using condition information and data relevant to the contents, such

as the titles of the music numbers or the performers.



out. Moreover, the personal conputer 1 erases the contents tor t he
portable devices 6 (6-1, 6-2 and 6-3), through the USB caﬂ Ig%@941 7-2
and 7-3), and updates the using condition information in association with
the erasure. This erasure operation is called check-in. In this check-in

operation, the. nunber of times of the possible checking-out operations,

recorded by the personal conputer 1, is increnented by 1. It is noted that
the contents may al so be nmade unusabll® i nstead of being erased. It is noted
that the personal conputer 1 is unable to check-in the contents sone other

personal compet &niés disemasst B};Tthé fespeetive BEMD serdeni< @4, 47bandi43)t he
personal conputer. 1 is only able to check-in the contents checked out by

ot art ol o & BEPh AR o s LOR Flepn eb%%ggéﬁéﬁ%ﬁ%’?%ﬂimﬁi‘ﬁa as
4-3 EMD 3 f

comput &itter 18m papSHEr i aEoR enmﬁ# Shexhsathabe sonfepis Fnidhedt B Shey

aut henti cati on between the personal conputer 1 and the ENMD servers 4 (4-1,

4-2 anEMB-yvems 4 (del, prandnb3) anndlistrirutéd envryptedhin azsondance2withia pre-
transmtting the program for connection to the EMD servers 4 (4-1, 4-2 and

4-3) tgeﬂé}ﬁ:rféfﬁﬂ@ teﬁpﬁﬂiﬂlﬁha% alst@iffeYBr SR serder(td-ahoter2 and 4-3) are .

each responsive to a request of the personal conputer 1 to furnish

isi ng. condi LS NB AR G G20 P SPED IR PENEIS sl B e €

titles of the nusic nunbers or the perforners, ril 2004,,10 T

cont enpsrsemst eomputed 1dp fupush tos mwaﬁwgmi Aﬁ%r&eﬁpowﬂzg 169 2ﬁlss)
which has read the contents, such as album name of the CD or the CD selling
company) and data corresponding to the contents read out from the CD, such as the
name of the rﬁusical number or the composer’s name, to the personal computer 1.

The portable devices 6 (6-1, 6-2 and 6-3) reproduce the contents furnished from -
the personal computer 1, that is the content as checked out, to output the reproduced
contents to e.g., a headphone, not shown.

Each of the portable devices 6 (6-1,'6-2 and 6-3) has a recording medium for

_storage of the contents. As the recording medium, a unremovable IC memory, loaded
on an internal substrate of an apparatus, or a removable memory card, is used. The
portable devices 6 .(,6-1, 6-2 and 6-3) are connected to the personal computer 1 over

* physical interfaces 7 (7-1, 7-2 and 7-3), such as USB, for transferring the contents.
The contents, to which is also appended the using condition information, are
transferred in the encrypted and compressed form.

The portable devices 6 (6-1, 6-2 and 6-3) are usually employed in such a state



have been conpressed in accordance with a pre-set encrypti t whi ch
may differ fromone server to another. On the ot her hand,qgﬁg&iéﬁ@%nts
furni shed by-the EMD servers 4 (4-1, 4-2 and 4-3) are distributed
enérypted in accordance with a pre- set encryption system which may al so
differ fromone. server to another. The WWVservers 5 (5-1, 5-2) are each
.responsive to the request .fromthe personal conputer 1 to furnish to the
personal conputer | data correspondingyto a-CD which has read the
contents, such as al bum nanme of the or the CD selling conpany) and data

[ : f h ) h f
he. muoi) 2 rhhaeife RIGHG abEncBhecitd B ne P il P et oat 8. “he

port abl gﬁaﬁevi ces 6(&2-;1, 6- 2 and 6-3) _reﬁ,r oduce the contents furnished from
t he per 5dHaYy cemmmandis igsuedfpomithe us@r indhiscsiteatheconsexpied sontents atutaadt t he

reproduced contents to e.g., a headphone, not shown. . . Each of the
por t abl eut ftewi thegeéordng meiuin and réprafiutzak Moremertheporabldédevioss 6 @-or age
-of the contents. As the recording nedium a unrenovable |IC nenory, [ oaded

on an inf gnzlahdS@ngt;ﬁﬁﬁa%eoéorﬁfblg@?%gftg@atr@r %@gg)&ﬂi@b'tﬁsé@@%ﬁ%ﬁ%iﬂg 's

used. The portablé& devites 6 ( are éonnect e
per sona . ver_ . icgl interfaces,7 (7-1, 7-2 and 7-3)., such
B e, Co A ikonhyaioR pnmcBOKE I B s PEHE Rt o ax Bechrany, feflings
appended the using condition information, are _.transferred in the
encr ypt B CAdERs o wRdading the msingheonstitien bafermalivses 6 (6-1, 6-2 and 6-3).
are usually enployed in such a state 14 April 2004 11 that the respective
devi ces. 6 arn thesfolionang Af itfis anmedessqrgrie aistingdstpihieqiorfabld Hevices 6g6aY,
command is issued fromthe user in this state, the encrypted contents are
read  6-2and 6-3) from one another, they are simply referred to as portable devices 6.
FIG. 2 is an explanatory illustration of the configuration of the personal
. computer 1.
As shown, the personal computer 1 comprises a CPU (central processing unit) .
11. The CPU 11 actually executes a variety of applications (will further be described
later) and OS (operating system). A ROM (read-only memory) 12 is also provided in
the personal computer 1, and generally stores basically fixed data of programs and . -
computational parameters used in the CPU 11. Also, 2 RAM (random-access
"memor)'r) 13 is included in the personal computer 1 to store programs used for
execution of the applications and OS by the CPU 11 and parameters which are.
appropriately variable in the execution of the applications and OS. The. CPU 11, ROM
12 and RAM 13 are mﬁtually connected to each other by a host bus 14 composed of
a CPU bus, etc.

The host bus 14 is connected to an external bus 16 such as PCI (peripheral



- out fromthe recordi ng nedium and reproduced. Moreover, Hﬁﬁg?q558 |l e
deviceés 6 (6- .1, 6-2 and 6-3) manage control for |imting tH&"
reproduction, based on the- using -condition infornmation appended to the
réspective contents, or as necessary, deleting the contents, or updating
the using condition information. In the followng, if it is unnecessary to
di stinguish the portable devices 6 (6-4, 6-2 and 6-3) from one anot her,
they are sinply referred to as portabli devices 6. FIG 2 is an

explanatory illustration of the configuration of the personal conputer 1.
AS ShOWRiRCRPTRERBNESTRIPice) by ABYiligegsa CPU (central processing unit)
11. The 11 actually executes”a“variety of applications (wll further be

<2l sopr ovr B N pPBERE Y A IHELE Ll bFB o TRETRO 12

basically fixed data of prograns and conputational paraneters used in the
cPU 11. 1Al domousRARiwhighdousedceieths uses ke ppintiand selegt araiaten the s¢reepdfsonal
conput er 1 to st ore -prograns ' u.sed .f or execut [ on of the applications and
exectt 1 on of The appl | cat 1 ohe and S e CPU 1L, HOM 42 ang RAM 13 are
ot T PORPEYEy Y ERED oFhlTBEm Mo IR, FHP of # CRMERT inblac, Rufich, Ous
157 W apod (B wishdevotar GPVERE il B ERBRE bl BERRaRibE 1 n°
o ssheb 42 BT i o 5o e R 51251 21
The drive 22 reads data or program recérded in any of a magnetic disc 41,
optical disc 42 (including CD), —magnc_to-optical disc 43 and semiconductor memory
44, whichever is connected to the drive 22, and supplies the read data or program to
the RAM 13 connected thereto by an interface 17, external bus 16, bridge 15 and host
bus 14. |
The USB port 23.(23-1, 23-2, 23-3) has the portable device 6 (6-1, 6-2; 6-3)
.- connected thereto by the USB cable 7 (7-1, 7-2, 7-3), and outputs data (including a |
content or a command to the portable device 6, for example) supplied from the HDD
| 21, CPU 11 or RAM 13 fo the portable device 6.(6-1, 6-2, 6-3) via the interface 17,
-external bus 16, bridge 15 or host bus 14.
An audio input/output interface 24 having an IEC (International
- Electrotechnical. Commission) 60958 terminal 24 interfaces a digital audio

input/output or an analog audio input/output. A speaker 45 provides a predetermined

sound corresponding to each content based on an audio signal supplied from the audio



a display unit 20. The display unit 20 is a liquid crystal %i“i&% gnr CRT
(cathotle-ray tube) .to display a variety of information i H4en 90 of a
text and/or i-mage. Further, an HDD (hard disc drive) 21 drives a hard disc .
to'wite or read a programto be :executed by the CPU 11 and information to
or fromthe hard disc. The drive 22 reads data or programrecorded in any
of a magnetic disc 41, optical disc 42 (including CD), magneto-optical

di sc 43 and seni conductor menory 44, vhichever is connected to the drive
22, and supplies the read data or programto the RAM 13 connected thereto

by an i n{gidi % ryypl . bus 16, bridge 15 and host bus 14. The USB
port 23(2@ 1aﬁggétzlﬁté§§%%)zkﬁas the portable device .6 (6-1, 6-2, 6-3)

connected thereto by the USR cable 7 -1, 7-2. 7-3), and outputs data
(including a ﬁ'&ﬂ%ﬁﬁs%ﬁdﬂ Hﬁ#h%@etl%?(ygﬁér%g&tths|ﬂé01@ﬁé'«/1%éh6,dlsrtl)ay eRaihgs! e)
supplied_fromthe HODD 21, CPU 11 or RAM 13 to the portable device 6.(6-1,

6-2, 6-3HRPDa2lhdrive 32 rthaddSB7port & endidhe udid Gnputfaudpet difiedacd104t afus
14. An audio input/output interface 24 having an | EC (I nternati onal

El ect.r ot ecimécted to enmtcficen)7 WARRSN ke ik t8hndded & & Cﬂgg 1 gﬂh@ giéfs%k%aﬁ}“d‘ 0

i nput/out put or an anal-og audi o i nput/output. A speaker ovi

pr edet er g r kpg to each content based on an audi o signal
suppl i edsﬁlgﬁi ?ﬁgﬁgggﬁﬁhfﬁﬁﬁgpngom 13 input/output interface 24. The

accessories including.the keyboard 18, the nouse 19, the display 20, the
HDD 21, ‘drive ,m'i‘wgl"tﬂ%ﬂﬁqu& congested tathe netwiopki2/and isaasmit asstdrade 24
are connected to the.interface 17 which in turn is connected. to th CPU 11
by the ekxpackglsinapredetermined manner, data (e.g., request for registration or request for

- sending a content) supplied from the CPU 11 or HDD 21 via the network 2 while
outputting data (e.g., authenticate key or content) stored in received packets to the
- CPU 11, RAM 13 or HDD 21 via the network 2.

The CPU 32 of an-adaptor 26 formed integrally as a semiconducter IC, and
connected to the personal computer 1 is connected to the CPU 11 by the external bus
16, bridge 15 and host.bus 14 and thus cooperates with the CPU 11 to effect various
processes. - The RAM 33 stores data and programs necessary for execution of the

. various processes by the CPU 32. The nonvolatile memory 34 stores data which have
to be held still after the personal computer 1 is turned off.: The ROM 36 stores a
program for decryption of an .encrypted program transferred from the personal
computer 1. The RTC (Real Time Clock) 35 keeps time to provide time information.
The semiconductor IC is designed to have a secured environment and has tolerance
toward fraudulent accesses from outside. This function may be structured in a software

program.



bus 16, bridge 15 and host bus 14. A communications bl ock 25 connected to
the network 2, and transmt, as stored in packets in a preﬁhﬁﬁﬁhﬁoﬁéd,
manner, data (e.g., request for registration or request for sending a
content) supplied fromthe CPU 11 or HDD 21 via the network 2 while
outputting data (e.g., authenticate key or content) stored in received .
packets to the CPU 11, RAM 13. or HDD 21 via the network 2. . The CPU 32
of an -adaptor .26 formed integrally 44 a sem conductor IC, and connected
to the personal conputer 1 is connected to the CPU 11 by the external bus

16, bridge lFpandniiashicalivfis BbcR?S dritiedapRon26 aicconticcied foethERSPU 1 1ttsy
effect various processes. . The RAM 33 stores data and prograns necessary

for exegution of.the . yari r the CPU 32. The nonvol atile
menory g)ftgyr&l b&'élig’ &Hfiggqﬁa@ﬂﬁﬁgg 1ﬁ)'/el d still after the personal
conputer 1 is turned off._The ROM 36 stores a . programfor. decryptign of an -
encrypted pr BsferingnowtaFiad, theportah ﬁéeﬁl&f‘%ﬁéf'h @Bﬁfﬁ]fyelllluit.raéﬁé“&lec

(Real Time Cock) 35 keeps tine to provide tinme information. The

sem confiereh of allock ditggagned to have a secured environnent -and has

tol erance toward fraudul ent accesses fromoutside. This function may be

structured i ' % véRadPaigpl RAForh% drj@ 1SN @edrnahs
bl ock 25 and% a%’?f)éwéé?g%gbgg%necyedaﬁgtﬂﬁe CPU 11 b[}; t he external bus 16,
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When connected to the personal computer 1 by a USB connector 56 and USB
cable 7, the USB controller 57 will supply data including a content transferred from
the personal computer 1 to the CPU 53 via an internal bus 58.
_ A data to be-transferred from the personal computer 1 is composed of data of - -
64 bytes per packet, and transferred from the personal computer 1 at a transfer rate of
- 12-Mbits/sec.. -
.A.data to be transferzed to the portable device 6 is composed of a header and |
content. The header stores a confcnt ID, file name, header size, content key, file size,

" «codec ID, file information, etc. and also using condition information, etc., necessary .
for the playback limitation. The content is coded by the encoding method such as
ATRACS3 and encrypted.

The header size indicates a data length of a header (e.g., 33 bytes), and the file

:-size indicates a data length of the content (e.g., 33,636,138 bytes). .

The content key is a key for decryption of an encrypted content, and transmitted



- power of a predeterm ned voltage. Supplying the power to cog&oggﬁba froma
CPU 53 to. display unit 67, the power circuit 52 will thud*dfti% e
entire portable device 6. Wien connected to the personal conputer 1 by a
USB connector 56 and USB cable 7, the USB controller 57 will supply data

i ncluding a content transferred from the personal conputer 1 to the CPU
53 via an internal bus 58. A data to be transferred fromthe personal
conputer 1. is conposed of data of 64qgytes per packet, and transferred
fromthe personal conputer 1 at a transfer rate of 12. M its/sec. A

content. T RERGEPhE(tohd l‘tEF%E‘%’ s P € e ot e FRRRERHyPleabatERodn, ™

key, file size, dec.|.D, file information, etc. and al so usi ng condltlon
nf or mat SRSSIER key (B ewégwxger\emte@ Kia ainyiisd apthentication betwerndhepersenal | s
coded by the encoding nethod such as ATRAC3 and encrypted. The header size
i ndi cat esompdeal hedgortable deviiefler (e.g., 33 bytes), and the file size

i ndicates a data | ength of the content (e g., 33,636,138 bytes). The

content key i SWRek e EQi‘taﬂR:Cdéb%é 8's ebnAeCtEN 6 Y %E?Bﬁeﬂi of ersonal
transmtted 14 April 2004 15 fromthe personal conputer 1 to e portable

device 6 b S a_session k Vi sio
gener at e \ﬁa}pgjtéﬂwgﬁtﬁgfﬂgﬁ ﬁ%bﬂ? i ﬁ}eﬁgﬁﬂeﬁwg egﬁgu%fégtﬁ;&p?c;&tb%ﬂ%g%eep and
- portabl e devi c 6 ._ﬁnge port ble device 6 | s connected to the USB port
23 of tht"BPES de"é%‘hg rPersQAa tCﬁglRm &aleélSﬁnutuaé pathgnticatien gmataa
mut ual aut hentication between the portable device 6 and personal conputer
1. This ehallengearashensed typt famexampié. Note that a DSP (digital signal processor) 59 is
also provided in the portable device 6 to decrypt an encrypted content when the
challenge-response type authentication is done.
. The above-mentioned challengc-résponse type mutual authentication is such
that in response to a certain value (challenge) generated by the personal computer, for
example, there is generated a value (response) by the portable device 6 by using a
private key common to both the portable device 6 and personal computer 1. In the
challenge-response type mutual authentication, the value generated by the personal
computer 1 varies at every authentication. So, even when for example a value
generated using the private key and outputted from the portable device 6 is read, that
is, a so-called disguised attack takes place, the personal computer.1 can detect a
fraudulence since a next mutual authentication is done using a different value. -
. The content ID.is an ID for a content to identify the content.

The codec ID is an ID corresponding to an encoding method for a content. For

example, a codec ID of “1” corresponds to ATRAC3 while a codec ID of “0”



chal | enge-response type for exanple. Note that a DSP (digital Si I
processor) 59 is also provided in the portable device 6 td d§€ﬂ§@64an
encrypted content when the chall enge-response type authentication is done.
The above-nenti oned chal | enge-response type nutual authentication is such
that in response to a certain value (challenge) generated by -the personal
conputer, for exanple, there is generated a value (response) by the
portabl e device 6 by using a private lgey common to both the portable
device 6 and personal -conputer 1. In the challenge-response type nutua

t hent | i t _ t ’ : "
aut hent e6geiRthds foemesy @Pﬁ@ﬁ%@% P&tﬁ&%%rgsog?%)%ﬁ% [Adyer-3aries a

every aut cat 1 on. for exa ue genéerateéd using

the private nd out putted fr the portabl.e degvice R , IS,
a so-cal | ed di g@iesr@ﬂn%i)staagﬁlatrgﬂ’gggdpﬂggg?OQWéﬁﬁgr°§3n%1nt%lgrﬁlﬁt@aﬂfu%lgglt
detect a fraudul ence since a _next mutual authentication is done using a
di f f er ebe deacmbed later)contespendipg to 8 contand andregordsd i Hic personalompuyter ne
content. The codec IDis an ID corresponding to an encodi ng nethod for a
cont ent 1t65ah ASCINARerieas diigional BlaatiardCode fordsfomatidrolnédirhageiudde. a -

codec 1D of "0" 14 April 2004 16 corresponds to MP3 (MPEG (Moving Picture
conver S5 TP nHMIGE qatd ostPa O COATEIon O£ HAICLE HAS Cofteht
P L L S A
The file information is a data resulted from.conversion of a nusic piece
title (pisveconnamentyhe gampossr afithe anesis piggedpiangAbRdl geds-c pi ece, nane of
the songwiter of the nusic piece-or nane of the conposer of the nusic
piece to an ABREh th®gertable device 6 receives a content and a content write command
from the personal computer 1, the CPU 53 which executes a main program read from
.a RAM 54 or ROM 55, will receive the write command, control:-a flash memory -
céntrolle_r 60 and write to a flash memory 61 the content received from the personal
computer 1.
The flash memory 61 has a storage capacity of about .64 Mbytes to store-the
.content. Also, the flash memory has stored therein in advance a playback code for
expansion of a content having been compressed in a predetermined rﬁanner.
- Note that the flash memory 61 may be formed as a memory card which is . .
connectable to, and removable from, the portable device 6.
When the CPU 53 is supplied with a playback command corresponding to a
push-down operation of a play/stop button (not shown)viaan operation key controller

62, it will make the flash memory controlier 60 read the playback code and content

from the flash memory 61 and transfer them to the DSP 59 of the portable device 6.



When the portable device 6 receives a content and a contenhﬁvgj ? fnnand
fromthe personal conputer 1, the CPU 53 which executes a i r@ 8@ am r ead
from a RAM 54 or ROM 55, will receive the wite command, control a flash
mermory controller 60 and .wite to a flash nmenory 61 the content received
fromthe personal conputer 1. The flash nmenory 61 has a storage capacity
of about 64 Moytes to store. the content. Also, the flash nenory has
stored therein. in, advance a playback gode for expansion of a content
havi ng been conpressed in a predeterm ned manner. Note that the flash

menory 61 may LA r ar.d whi chi connecgtahle to nd
removabl e fron‘%m ?‘jhgétgg‘?‘i‘é%{fgfdﬁﬁ%ﬁ@fe%ﬁé‘%h@@(f@qf§ ug iﬂ(iYeﬁfl%q‘?)h a
pl ayback cognand corresponding to a push-down operation of a6|pl ay/ stop
butt on ( Aithed aGenrdingtodhe Blaxbagk edetmapstaarad tspmdhe flggh memanyi6l, theddSPhe
flash nenory controller 60 read the playback code and content fromthe
flash mefBnyilgilapbdck thensinéent tahd thé playbd-basR dafk @hdichedpoith abéferdreipg 6. |
14 April 2004 17 After detecting error in the content in the CRC (cyclic

r-ed'u”da”?IYFYG?Szbé@E%lPﬂ/aﬁﬁﬁ%rcgig'@gﬁlhﬁn H}guﬁ)l@yback code transferred from

the flash nmenor he "DSP ay back the content and the

pl ayed- back d lRdEgat W th reference DI in FIG.3).tp a
di-gi t al / anal o?”%of?%’? & &ﬁe_fg,F‘PE@i‘P?egéf.’e'iyrﬁ‘é‘?%ﬁ%s%ssf%} HEBZ'F r{t?'é’b SEPFMwi t h
a transmssign_¢ircuit (not shown) provided inside the portable device 6
to play BEMdgd iesidethe pertatie devise fdotmiay bpek R coMink basashoma neaster elatk
crystal oscillator: 59A, and supplies the digital/anal og

: . MCLK from an external crystal oscillator 59A, and supplies the digital/analog

' conversion circuit 63 with the master clock MCLK, a bit clock BCLK generated by an
internal osciilation circuit based on the master clock MCLK and having a
predetermined frequency, and an operating clock LRCLK composed of an L-channel -

- clock LCLK and R-channel clock RCLK in the units of frames..
For playing back a content, the DSP 59 will supply the above-mentioned
operating clock to the digital/analog conversion circuit. 63 according to the playback
. code. When playing back no content, the DSP 59 will stop supplying the operating -'
- clock according to the pléyback code to turn off the digital/analog conversion circuit
63, thereby reducing the power consumption of the entire portable device 6.
Similarly, the CPU 53 and USB controller 57 have external crystal oscillators
53Aand 57A connected thereto, respectively, and effect predetermined operations on
. the basis of master.clocks MCLK supplied from the oscillators 53A and 57A, -
respectively.

Because of the above-mentioned construction, the portable device 6 needs no



conversion circuit 63 with the master clock MCLK, a bit cl cir%lééBg:jﬁ
generated by an internal oscillation circuit based on the 200 ock
MCLK and having a predeterm ned frequency, and an operating clock LRCLK
conposed of -an L-channel clock LCLK and R-channel clock RCLK in the units
of frames.. For playing back a content, the DSP 59 will supply the
above-nentioned operating clock to the digital/anal og conversion circuit
63 according to the playback code. Wién pl ayi ng back no content, the DSP
59 will stop supplying the operating - clock according to the playback code
“to turnchddk gheerdiigh nedduie s sgpplgrvelosk eneadhr ofihe CBB153,HeBBISHY adiiiSBig t he
power consunption of the entire portable device -6. Simlarly, the CPU 53

and USB -6anbLiek 58 a8 \n D flsigledioyBdvdl a SRplet 8h@mForeoctpiét Siféuit

connecteéﬁ ereto, respectively, Tand eftect predeterm ned opgratlons on
the basis of master. clocks MCLK supplied fromthe. oscillators 53A and
57A, r&OPETEENMy . Because of the above-nentioned construction, the
portabl e device 6 needs no 14 April 2004 18 clock generation nodule to
supply a cl odkhe digitatlnadpgtdeaveripngircwsp3sgnyads @éy%ha%wréﬁntsﬁo ahd
t hus can be designed to have a sinpler and nore conpact circuit

const r uahhRiE addie siioil all/sappliegitaonivemsplificatiorciréuib84 c heearhplification
pl ayed- back content " to an anal og audi 0. signal and supplies it to an

anplifi ' | e o HAE BN A f 3 [: 08+ 1 £1 | ; i shelaudi o
si gnal %n hg{}s{;ﬁr@gh% ﬁl%oa Eet']gs ondé) dvsiﬁgbggﬁ]égg%%o gbfgélé@gg%b%@ﬁaﬁ%n t he
pl ay/st%% buttqn I s pressed, the portable device 6 plays back a

Thus, when the play/stop button is pressed, the portable device 6 plays back a
content stored in the flash memory 61 under the control of the CPU 53. When the
play/stop button is pressed in the course of playing back a content, the portable device
6 will stop playing back the content. |

When the play/stop button is pressed after stopping the content playback
operation, the portable device 6 will resume the content playback at the position where .
the playback operation has been stopped under the control of the CPU 53: When a |
time of a few seconds has passed with no additional operation effected after the

- playback operation is stopped by pressing the play/stop button, the portable device 6 -
will automatically shut off the power supply, thereby reducing the power consumption.

It should be noted here that when the play/stop button is pressed after the power-
supply is turned off, the portable device 6 will resume the playback at the first music
piece or music piece No. 1 without playing back the content at the position where the

playback operatioﬂ has previously been stopped.



content stored in the flash nmenory 61 under the control of .the 3. Wen
the play/stop button is pressed in the course of playing Bﬁéﬂxﬁggb%tent,
the portable. device 6 will stop playing back the content. Wen the
play/stop button is pressed after stopping the content playback operation,
the portable device 6 will resune the content playback at the position
where . the playback operation has been stopped under the control of the
CPU 53: Wien a tine of a few seconds passed with no additional
operation effected after the playback operation is stopped by pressing the

' .w | automaticall hu ff the
bover supply, ahe HSCPEGER fe PRHB: Evicti s aheh aﬁ?ﬁélffog%eﬁ%%%&s@%%q
wh th . t button is pressed after the power supply is

i ned ofah arHspgB b HE HBAYBEC Made (Hbs trASAtaMED YA jDoRuGmE: PlayT Bl
music piece or nusic piece No. 1 without playing back the content at the

posi ti on egmehizatitre adpistmbat Ki.@pgnit adjnsthaentploeva Siegjugnbe dandt P BR audib
April 2004 19 Also, the CPU 53 of the portable device 6 makes an LCD

cont rol | gig:ff), Husile? YoORuicPisd, playitip AimE ok GY Rk s BR4Eadfad; stop GREAT €0
Eugwézat | on&aﬁj us ITEI’IFE?I . €. ’aﬁtﬂp

pl ay, introducing play, etc), &

dj ust me cy, band of the audio sigpal), nunper for .
i o- pi donvetd dhd REPHEIEY, BRI Broghiife Soh & adinklVoshing an{ Gpitagalsvel in
forward d fast rew nd, and information such as sound volune and voltage
| evel ~i“n?‘g‘?ﬁéY(éIFlJ/Siel-l -51. . Further, the portable device 6 stores into an
EEPROM 68 a nunber of contents witten in a flash nenory 80, |ocations of

bl ocks of t he Rurtieh, the portgbRldévicedistores it ureBEBROM 68 4 hl@Ber 6£8MREhisVe! Y,
and a so-called FAT (file allocation table) for
written in a flash memory 80, locations of blocks of the flash memory 61 in which
contents are written, respectively, and a so-called FAT (file allocation table) for
various information stored in the memory.
It should be noted that in this embodiment, a content is taken as one block of .
64 kbytes and a location of the block for the content of each music piece is stored in
the FAT.
In case a FAT is stored into the flash memory 61, when the content of a first
music piece is written into the flash memory 61 under the control of the CPU 53, the
location of a block coricsponding to the content of the first music piece will be written
as FAT into the flash memory, aﬁd then when the content of a second music piece.is
written into the flash memory 61, the location of a block corresponding to the content
. of the second music piece will be written as FAT into the flash memory 61 (in the

same area as that in which the first music piece has already been written). .

In this way, a FAT is rewritten each time the content is written into the flash



various information- stored in the nenory. It should be not nthis
enbodi'nent, a content is taken as one bl ock of 64 kbytes alﬁoA%P %@étlon of
the bl ock for the content of each nusic piece is stored in the FAT. . In
case a. FAT is stored into the flash nenory 61, when the content of a first
music piece is witten into the flash nmenory 61 under the control of the
CPU 53, the |location of a block corresponding to the content of the first
music piece: will be witten as FATZOnto the flash nenory, and then when
the content .of a second nusic piece. is witten into the flash nenory 61,

the | ogaémely 8 andTusihikr B swapandiwill bowrtencqniie for resérvati@nstequottorusi c.

piece wll be witten as FAT into the flash nenory 61 (in the sane area as
t hat |QE¥? h the first music piece has already been witten). . In this
way; s rewitten each tinme the content is witten into the flash 14

April 2004 2 61 .and furthe he sane ta wll be Wl’l ain
for reservat ﬁmgyﬁt‘gﬂite“tlﬂg’ é‘&téas MEX t?ws,ameeﬁrqangb l{ehgia]s ash
menory 61, the same area in the flash- nmenory will be rewitten tw ce

cor r es mewong kill be reweittemi tdcoorr¢spohdingly tmtheewnte pbthe first sontead odforwhen
content wite has been nmade a small nunber of tines, a specified nunber of

times fipfs Ireﬁwﬁﬁ 4h&H chitenf W2RE hA® BB nfalew éﬂaah@mﬁﬂ%‘rhﬁhm&@ 4 bpdcifibe flash
menory 61 w ’not be rewritable any longer. To avoid the above, the

bR PR e TP,

each content.
~ memory 61 will not be rewritable any longer.

To avoid the above, the portable device 6 makes the EEPROM 68 store FAT
so that FAT will be rewritten a reduced number of times in the flash memory 61 at
write of each content.

By storing into the EEPROM 68 a FAT which is rewritten a large number of
times, the portable device 6 can be adapted such that content can be written into the
flash memory 61 at a frequency tens times larger than that at which FAT is stored into

- the flash memory 61. Further, since the CPU 53 makes the EEPROM 68 additionally
store FAT, the same area in the EEPROM 68 is rewritten at a reduced frequency to
prevent the EEPROM 68 from early becoming not rewritable.

When the portable device 6 is connected to the personal computer 1 by the USB .
cable 7 (which will be referred to as “USB connection” hereinafter), it-is recognized

. based on an interrupt signal supplied from the USB controller 57 to the CPU 53.that
the USB connection has been made. .

When the portable device 6 recognizes the USB connection, it is supplied with



By storing into the EEPROM 68 a FAT which is rewitten a Iair4g}g Jﬁlﬂ@gr of
times, ‘the portable device 6 can be adapted such that content Ran be
witten into the flash menory 61 at a frequency tens tines larger than
that at which FAT is stored into the flash nenory 61. Further, since the
CPU 53 nakes the EEPROM 68 additionally store FAT, the sane area in the
EEPROM 68 is rewitten at a reduced frequency to prevent the EEPROM 68
from early becoming not rewitable. .5phen the portable device 6 is
connected to the personal conputer 1 by the USB cable 7 (which will be

ref err edafhy exasy "1%,&0(5@ L OR" i rd. it. 1Is recogni zed . based on
an interrupt s{%nal supp??%%afi?g%ﬁpﬁgp?@ég%%ﬁth?IPQFSQS‘?fF‘ngH@TdDYJmCt hat
t he USB 135458 Lgn _has been made., . . n the portable device 6 recognizes
the USB con n%gt{]{i 211?“4313]3?33 LBPWEr @chvgi stpp the ppwer oapply from theedityareilad 1. power
of a specified current value fromthe personal conputer 1 via the USB

cable 7, and he Usdheonnsiotioniis esablishe, thec II0\6Sw S8R5 the THOPS T Y
cell 51. When the USB connection is established, the CPU53 will stop the

DSP 59 fplayingback agotank FhasnheiCPU sSSP prévif B A3 'pg);g\geggs‘éfyﬁbe{lﬂg

external power supplied fromthe personal Conputer rom

speci fi eflofgisheStrs external power. of the specified
current val ue gg% %ﬂgégﬁﬁ‘é&ﬁ;ﬁ%ﬁﬁgé?ee?’m%ﬁlw’g@ﬁiﬁ%%@te@ that the
establ i CPU.33 make sel ection between the power supplied from
the dr y%ﬁ%agﬁggﬁﬁofﬁ& ﬂ%ﬁﬁéﬁeiﬁwwf«a‘éﬂ[?@ 6#@ alveaysghe supplledconput er 1. That
i's, the inexpensive external power fromthe personal conputer 1 can be
used, and so XS, ¥dwn|the 358 copnepianeis cstablishéd, tHe CPIG 8B makesash1e Ml E -

costs high is | ess- consuned. Thus, the dry cell- 51 can be used for a
| onger between the power supplied from the dry cell 51 and the power supplied from the
personal computér 1. That is, the inexpensive external power from the personal
computer 1 can be used, and so the costly power supplied from the dry. cell 51 and
which- costs high is Iess consumed. Thus, the dry cell 51 can be used for a longer
service life.
Note that when supplied with the external power from the personal computer. -
.1-via the USB cable 7, the GPU 53 stops the DSP 59 from playing back a content to -
reduce the radiation from the DSP 59, so that the radiation of the entire system
-including the personal computer 1 can further be reduced..
The functions of the personal computer 1 implemented by execution. of
programs.installed in the personal computer 1 will be explained in the following.
Referring now to FIG. 4, there is illustrated a diagram of the personal computer
1, explaining the functions of the personal computer 1, implemented by execution of .

predetermined programs.



service life. Note that when supplied with the external power fromthe
personal conmputer .1- via the USB cable 7, the CPU 53 stoﬂé‘%ﬂ’fé 288 59
fromp laying back a content to - reduce the radiation fromthe DSP 59, so
that the radiation of the entire~ system -including the personal conputer
| can further be reduced. The functions of the personal conputer 1

I npl emrent ed by execution. of prograns. installed in the personal conputer
1 will be explained in the follow ng.2Referring nowto FIG 4, there is

il lustrated a diagram of the personal conputer 1, explaining the functions

of the pers §héw do ﬂ%h‘ﬁiﬁ?&ﬁ?ﬂs&ya%ﬁ@ﬂhﬁh melit kT ped
pr ogr ans. 1?3%\pril 0035352 IlaAs shown, the personal cg‘r%%uter(pf@%ses a

el na O ERfosRact Etuthy o eOgtain BRRIEE ALRRIR IR perdhy O ° ™

program 132, copy nanagenent program 133, = _nove nmanagenent progra 34,
encr yptlida chegkrai/ chesk-enk MmanagegRLROZIEN l%w%w%gemeﬁépmﬁia@ai’%r si on
- program 136, encryption program 137, conpression/expansion program 138,
usage nmmbee chaNsgamont progaamiBa9, encsppiéon uhethodncagesmsivn prograam 138),

aut henti cati on program 141, decryption program 142, PD driver 143,

pur Chasgnfi5,REEBHT. ibthdif dedfiversith | bRy ©1 78 COERITpIiORC fiBBLART 137,

managene program | s conposed ‘of | ed or cryptied.” instructi ons,

L B R B IS BTSSP 8T SR g RO,
r ead. qingggggleﬁlér?t%rggrn;ﬁ ?50,“3:?1?3&@?5@%3%2%}11}&,1. ﬁecr}gpt?{)n ;?ggrg?nn?fi Pi]SIent 'y
driver 143, purchase programs 144 and 145.
Of the above programs, the content management program 111 is composed of
shuffled or encrypted instructions, for example, to conceal the instructed .operations
from outside to make it difficult to interpret the instructions (for example, even if the -
user can read directly the content management program 111, he or she cannot identify
the instructions.
The EMD selection program 131 is not included in the content management
program 111 ﬁhen the latter is installed in the personal computer 1 but it is received
from the EMD registration server 3 via the network 2 at the time of EMD registration.
The EMD selection program 131 selects a connection with the EMD server 4 (4-1 to .
. 4-3) to enable a purchase application program 115, purchase program 144 or 145 to
have a communication with the EMD server 4 (4-1 to 4-3) (e.g., download of a content

for purchase).

Based on a setting of either check-in or check-out and usage rule files 162-1 to



the instructions. The EMD sel ection program 131 is not incluyded.i ahe
content nmanagenent program 111 when the latter is installégfﬁﬁﬂgﬁg
personal conputer 1 but it is received fromthe EMD regi stration server 3
via the network-2 at the tinme of EMD registration. The ENMD sel ection
program 131 selects a connection with the EMD server 4 (4-1to 4-3) to
enabl e a purchase application program 115, purchase program 144 or 145 to

. have a comunication with the EVMD servgr 4 (4-1 to 4-3) (e.g., downl oad of
a content for purchase). Based on a setting of either check-in or .

< ont vl B SRR 1 Lhiey 1 Baforth, B0 el dApbhagentiee 1o

a cont ent check-out managenment  progr

checks out cont s.stored in . content . files 161-1 .t 1- any of. .t he
or + abi o RigBth 182 2P0 S conmte siotes in o SRsrcales L6t b 1P1 201 bF 6.

In response to the check-in or check-out.  having been done, the

check- i npoutable device aatgheakstinmontpnisstosal ipdetatabhe dedisgé.rul e stored in
the usage rule files 162- 1 to 162-N recorded in the content data base 114.

Based on the Uaaggpondt e fhicl dbechir o cherkloat-MivimeERsedrdbrie)iHetheeRih Rhkcldat a
- base 114, the copy nmanagenent program 133 copies contents stored in the

cont ont s O ERneREicht bRea T2 e wlalf R A Rt RSB Bue o 020
pase 1141 P FR0G G o DR Eoplah fala bess Tives contents stored in the -
content files. 161-1 to 161-N to any of the portable device 6, or contents
from t he port &Ased on the usage rule files 162-1 to 162-N recorded in the content data base
114, the copy management program 133 copies contents stored in the content files
161-1 to 161-N to any of the portable device 6, or copies contents from the portable
- device 6 to the content data base 114.
Also based on the usage rule files 162-1 to 162-N recorded in the content data -
base 114, the move management program 134 moves contents stored in the content
files 161-1 to 161-N to any of the portable device 6, or contents from the portable
- device 6 to the content data base 114. |
The encryption method conversion program 135 converts, to the same
.. encryption method as that used with the contents stored in the content files. 161-1 to-
161-N recorded in the content data base 114, the encryption method used with a
content the purchase application program 115 receives from the EMD server 4-1 via
the network 2, a content the purchase program 144 receives from the EMD server.4-2 .

via the network 3.

The compression method conversion program 136 converts, to the same



device 6 to the content data base 114. - . The encryption nethod conversion
program 135" converts, to the same encryption nethod as t HAARIEE80%i t h t he
contents stored in the content files. 161-1 to. 161-N recorded in the
content data base 114, the encryption nethod used with a content the

pur chase application program 115 receives fromthe EMD server 4-1 via the
network 2, a content the purchase program 144 receives fromthe EMD server
4 -2 via the network 3. The conpressi2dn net hod conversion program 136
converts, to the same 14 April 2004 24 conpression nethod as that used

wi th t heofifpitesibn ntdthodds ihat ubel withtientorftenisstded-id theocortént filesd6drtitd i n
"the content data base 114, the conpression nethod used with a content the

pur chasqc30R| featd e inPlRUdR ik atd 8581 YEA, theUBrhfiesilR mehearustdluitha the

net wor k a content e purchase program 144 receives fromthe EMD server

4-2 via the network 2. The encryption ogram 137 | t rypt, a
cont ent CoRG St PypTes aPRICFUN REETEA It Gupproautie SH SPaBs Al Rl
program 113 for exanple to the same encryption nethod as that used with
cont ent $henetvearkiZ; atcostant theepurchpsesprogem 14d geggyeniropetisrledd servend-2
content data base 114. The conpressi on/ expansi on program 138 encodes a
cont ent i e gaRiirResed) - read froma CD and supplied-fromthe recording
program 113 by the sanme encoding nethod as that used with contents stored

1 e SPon S nd G TptE] proghfin L7 Mulses 8 Rchyph 8 dohferftfibCBicrdpi) peae LL4

I n addition, e cofpres expansi on progr 138 w expa ecrypt) a

'c.oded : nc;rgn;; CD and supplied from a recording program 113 for example to the same

encryption method as that used with contents stored in the content files 161-1to 161-N
recorded in the content data base 114.

‘The compression/expansion pfogram 138 encodes a content (not compressed)
read from a CD and supplied from the recording program 113 by the same encoding
method as that used with contents stored in the content files 161-1 to 161-N recorded

. in the content data base 114. In addition, the compression/expansion program 138 will
expand (decrypt) a coded content.

‘The usage rule conversion prograxﬁ 139 C(\)nverts, to the same format as that of
the usage tule stored in the usage rule files 162-1 to 162-N recorded in the content data

~ base 114, a usage rule for a content the purchase application program 115 receives
- from the EMD server 4-1 via the network 2, a content the purchase program 144
receives from the EMD sever 4-2 via the network 2..
Before execution of content copy, move, check-in or chc'ck-out, the usage rule

management program 140 detects a falsification or alteration of the usage rules based



The usage rul e conversion program 139 converts, to the sane for S that
of the~gsage_rule stored ig tge usage rule files 162-1 tonﬁéiﬁﬁﬂggggrded I n
the content data base 114, a usage rule for a content the purchase
application program 115 receives fromthe EMD server 4-1 via the network
2, a content the purchase program. 144 receives fromthe EMD sever 4-2 via
~the network 2. Before execution of content copy, nove, check-in or
check-out, the usage rule managenment pikogram 140 detects a falsification
or alteration of the usage rules based 14 April 2004 25 on hash val ues

(which will r - [ i t he .usage rul es,stare in
t he usaggIn r}lﬁsg ‘HII‘F és@ggﬁ?ﬁpoﬁﬁgﬁ{ﬁé ?é%cgf%?&a{%ﬁ) pﬁgtlggﬂ?eemag&épgesogg@%lm_
As the wusage rules sggerégld in the usage rule files 162-1 to 162-N recorded
in the cdhiBHESags yle o2rh ta 162t aegarded in e gpntantdatabasnd 1dopds theove,
check-in or check-out, the wusage rule managenent program 140 updates the
hash val ussgesdes stgrachin theagage nile £ilesThé2-duoHGR-Nomtbaizdinelie aontkal data

executes a mutual authentication between the content. managenent program

111 and . puse NadearaRipdatet ﬁl@ﬂﬁ?ﬁﬁgg?pgﬁi%o@ggné% c@é&k@ﬁ o?%@ae-tdﬁ,gfﬂegd“so

bet ween t he content "managene purchase program

t he auth | caki r 41 wil } store an authenticate key used .in the.
mutual - agoseftie BRnBE SRR RRubk 14 uBOES pB n Sy e ARt g B SRR O s 145,
It should be ted that when the content nmanagenment program 111 is

instal l ed in Hgutisndisation pspgranti4l exqqutessa mdwaliautheatication between the

aut hentication program 141 used .in the nutual authentication is not yet

st ored i nonteat ansiegenicrtprogram ddriaand plirchise appdivation program 111, and a
di spl ay/ operation-instructive program 112 has successfully registered the

gugggnt | fifit@akauthehtiGatioRybdwekn IRe eoRRht SthrlagEMehl Brégfihd £85 Sha PurOffaser ver
program 144. Also, the authentication program 141 ﬁvill store an authenticate key used
- in the mutual authentication between the EMD server 4-3 and purchase program 145.
It should be noted that when the content management program 111 is installed
in the personal computer 1, the authenticate key the authentication program 141 used
in the mutual authentication is not yet stored in the authentication program 141 but
when a display/operation-instructive program 112 has successfully registered the
authenticate key, the key‘ will be supplied from the EMD registration server 3 and
. stored in the authentication program 141.

. The decryption program 142 decrypts a content when the pérsonal computer 1
plays back the content stored in the content files 161-1 to 161-N recorded in the

content data base 114.

When checking put a predetermine content to the portable device 6 or checking

in 2 predetermined content from the portable device 6, the PD driver 143 supplies the



stored in the authentication program 141. The decryption pr%g}{&gmgbﬁg
decrypts a content when the personal conputer 1 plays bacK*Ha! ent

stored in the content files 161-1 to 161-N recorded in the content data
base 114. Wen checking put a predeternmine content to the portable device 6
or checking in a predeterm ned content fromthe portable device 6, the PD
driver 143 supplies the 14 April 2004 26 portable device 6 with the
content or a command neking the porta@ble device 6 do a predeternned
operation. The purchase program 144 is installed along with the content
managepertablepdogeatvitll thatentt itops cenmand amkine thelporsatilpldevttd 6 @wd he EVD
registration server 3 via the network 2, or supplied as recorded in a
predetﬁ?gkﬂggd Pd opBefidstal led in-the personal - conputer 1, the purchase
program 144 w1l transmt or .receive the. content nmanagenent program 111
and data vig,an interface of rede 1 ned for t he content nmanagenent
program '111%#539""? @%H’f%ﬁ@eﬁb‘f&bf@ﬁi@da Qg Y g’@oC(H\‘te%thU\ale‘g‘c’fnSgt
encrypted instructions, for. exanple, to conceal the instructed operations
f r om opregram 15l indethe persiorial icomputerdl, supplegfrom thedEMDhesgisteaticonseryéor
exanple, even if the user. can read- directly the purchase program 144, he

cannot 3ivdghé hytwidik 4, vsshppliédasrecorddieinla! pEiREATHIHOO G Wied RfitASdS. . Vi a
the network 2, the EMD. server 4-2 to  send a predeterm ned content and

thus r | _ fr A4~ 2; - f ' f the
cont ent T ReTRATLRAPRERS J; G puRAeS BrORAT 144 it uRSHir SCRRENALUR A o
the CO?:E)Stntnt management program 111 and data via an interface of a predetermined form -

the content management program 111 has.
- The purchase program 144 is composed of shuffled or encrypted instructions,
for example, to conceal the instructed operations from outside to make it difficult to
- interpret the instructions (for example, even if the user can read directly. the purchase
program 144, he cannot identify the instructions.
- The purchase program 144 requests, via the network 2, the EMD server 4-2 to
. -send a predetermined content and thus receives the content from the EMD server 4-2.
Upon reception of the content from the EMD server 4-2, the purchase program 144
will account for the content.

The purchase program 145 is to be installed along with the content management
program 111. It requests, via the network 2, the EMD server 4-3 to send a
predetermined content and thus receives the content from the EMD server 4-3.- Upon
reception of tile content from the EMD server 4-3, the purchase program 145 will

account for the content.



The purchase program 145 is to.be installed along with the coptent
managenent program 111. It requests, via the network 2, t A& Amvb28€4 ver
4-3. to send a predeterm ned content and thus receives the content from
the EMD server 4-3.. Upon reception of the content fromthe EMD server
4-3, the purchase program 145 will account for the content. 14 April 2004
27 Based on a filtering data file 181, display data file 182, inage files
183-1 to 183-K or a history data file,L84, the
di spl ay/ operati on-instructive program112 displays an inage of a

pr edet er m ne | t.he n ck-' or
check- out ing% %@%ﬁvﬁlﬁﬂgﬂpgéﬂtﬂoﬁk%#fn@ﬁﬁé&p@ﬁ? g‘bﬁ?&é ah‘?’f&i rlggﬁo?%e to
an operéitsi og of the keyboard 18 or nouse 19 by the user. The fllterl ng data
file 18483 r%fsadh’@@fﬁo@atﬂeﬂ@h%ﬁgthﬁ)ﬁﬂ@iw@mﬂed instruetéve pooglam 112 es
161-1. to 161-N recorded in the content data base. 114i and is recorded in
t he HDDdisplagthan dinagé af adptedeferiminddindowasn dedf di ﬁf aaRo2al il fRvekhe
contents stored in the content files. 161-:1 to 16 recorded iR the

cont ent |es 183

IR e bl e S S AR S %%éﬁ'?@rcon Bheeptf LLTRGE RS

- 161-Nr LNt nt a_ base 0 es correspondi ng to
package§§ah9§%H“FPIqﬁapgﬁgs ﬂ%ﬂﬁ%QEPr%eaﬁ&jﬂe CUSEH are recorded in the HDD -

21. .. The ipmmge_files 183-1 to 183-K will be referred to sinply as |nage

file 183" h@"héaﬁk%fﬂn&\ﬁéraeﬁb? 1Bhesjorsadata dor wecighting contents stodediiduthiel v .

The history data -file 184 stores history data including a nunber of tines
t he content files 161-1 to 161-N recorded in the content data base 114; and is recorded in

the HDD 21.

The display data file 182 stores data corresponding to the contents stored in the
content files. 161-1 to 161-N recorded in the content data base 114, and is.recorded in
the HDD 21.

The image files 183-1 to 183-K store images corresponding to the content files
161-1 to 161-N recorded in the content data base 114 or images corresponding to
packages which will further be described later, and are recorded in the HDD 21. .-

The image files 183-1 to 183-K will be referred to simply as “image file 183”

- hereafter wherever thesr have not be referred to individually:

The history data file 184 stores history data including a number of times the

contents stored in the content files 161-1 to 161-N recorded in the content data base
-114 have been checked out, a number of times the contents have been checked in, and
the dates on which the check-out an check-in were made. The history data file 184 is

recorded in the HDD 21.



contents stored in the content files 161-1 to 161-N record g I n,. the content
‘dat a base 114 have been checked out, a nunber of tines ch éﬁﬁﬂgﬁﬁg have .
been checked in, and the dates on which the check-out an check-in were
made. The history data file 184 is recorded in the HDD 21. 14 April 2004
28 For the registration, the display/operation-instructive program 112
transmts, via the network, an I D of the pre-stored content managenent
program 111 to-the EMD registration28erver 3, while receiving, via the
network 2, t-he authenticate key and EMD selection program 131 fromthe EMD

regi strati oFof gfe/Rigistraith, ship@isplajdopdrarivh-dnithectivegirogrdm nEITagen®Enits,pr ogr am
111. The recording program 113 is used to display an rnage of a

P om = EOPBEF a0 o e pRAROAR Sl el i praedh + 11 RLEMBECD T
Bascd GREIRTRUATLAGN Fos 1 e TSP Oring Niadhe DEBEoRcredne s oasats ey Fad BMPng
program 113 requests, via the network 2, the WMVserver 5-1 or 5-2 to send

data selecésppragram 131 fiom the BMEhregistaatbiamsarser3 end anpplyingtheanto e dat a
corresponding to a content recorded in the CD such .as a nusic piece

title, c8@nl Miha éﬁ%ﬁ{F raviBithe network 2, the data corresponding to
the CD or the coftent recorded in the. CD from the WW server 5-1 or 5-2.

A0 AR AL 2980 53 P BN B it .
c'qr rves&()iggci)\rn}?aﬁc? 'rezE(? %aﬁlogi}c%n;[ls 2 Tecor 1endg {ilqlet gte a %I(D)htent from a CD being the
optical disc 42 set in the drive 22 in this embodiment in response fo an operation of the
keyboard 18 or mouse 19 by the user.
- -Based on a recording time of a content recorded in a CD, the recording program
113 requests, via the network 2, the WWW server 5-1 or 5-2 to send data-
corresponding to the CD such as album name or artist’s name or data corresponding
to a content recorded in the CD such as a music piece title, and thus 1eceives, via the
.- network 2, the data corresponding to the CD or ih;e content recorded in the- CD from
the WWW server 5-1 or 5-2.

Also, the recording program‘ 113 supplies the display/operation-instructive
program 112 with the received data corresponding to the CD or data corresponding to
the content recorded in the CD.

Further, when supplied with a recording instruction, the recording program 113

reads and outputs to the content management program 111 a content from-a CD being

the optical disc 42 set in the drive 22 in this embodiment.



Further, when supplied with a recording instruction, the recordin rogram
113 reads and outputs to the content nmanagenent program 1M‘Ad’f€8ﬂ9 nt from
"a CD being the optical disc 42 set in the drive 22 in this enbodi nent. 14
April 2004 29 The content data base 114 stores into any of the content
files 161-1 to 161-N a content supplied fromthe content managenent program
111 and havi ng been conpressed in a predetern ned manner and encrypted in
a predeterm ned manner (records the cgntent into the HDD 21). The content
data base 114 stores usage rules for TOntents stored in the content files
161-1 to 161-ﬁli nt o a{‘ng of th(i #sage rule files 162-1 to 162-N

correspondi ng' P CPRENt d3fachase 114 stares datoranyooh the. eontentufiles H 61 Hkto d6hNnt s
are stored (records the usa%e rules into-the HDD 21). The content data base

114 may % &opteatiwppbedifeom thel eanténtomahapemeal phoganidadeand Wheifd besn162- 1
to 162-N as records. A usage rule for a content stored in the content file

161-1 f oromprespidin @ predéteeimindd ARntSANE ehbhypibd i aé@%ﬁ%te{lﬁﬂ?&pﬁlaréﬁ:eﬁ' feor

a content stored in the content file 161-N. “i's stor e usag
file 16 . £1lies tg, 161-N wi.l] be referred to sinply as
"cont enf(f};“ﬁf@%ﬁ%ﬁtﬁ@(ilgﬁ]g t%b ﬁﬂi} e@g? C?ngf'w %‘\?é’%ﬁ%tﬁﬂé,tmﬁ%flé#gf‘eﬂﬂﬁfo
i ndi vi dual Ié. Ago, ‘“H]le Hsage rule. files 162-1 to 162-Nw |l be referred
to si mpliYT gentepisyared indhe coptent filesikqle te d61-Nuntoranyeof theesagenderfiles t o be
referred to individually. The purchase application program 115 is supplied
f rom t helG2vb toel2N epitesporstingdo the wiomtértefitet W61K 2 A61aN MEGAedhaN 2
predeterm ned CD-ROM The purchase application program 115 requests, via
the net wankerds atdstof 1865148 thetndageGufNfitthe HDD 21).
The content data base 114 may record the content files 161-1to 161-N or usage
rule files 162-1 to 162-N as records.
"+ Ausage rule for a content stored in the content file 161-1 for example is stored
in the usage rule file 162-1. A usage rule for a content stored in the content file 161-N
is stored in the usage rule file 162-N.
The content files 161-1 to 161-N will be referzed to simply as “content file 161”
hereinafter wherever they have not be referred to individually. Also, the usage rule-
files 162-1 to 162-N will be referred to simply as “usage rule file 162” hereafter
wherever they have not to be referred to individually.
The purchase app]ication program 115 is supplied from the EMD registration
server 3 via the network 2 or as recorded in a predetermined CD—ROM. The purchase
- application program 115 requests, via the network 2, the EMD server 4-1 to send a

predetermined content, while thus receiving the content from the EMD server 4-1 and -

supplying it to the content management program 111. Also, upon reception of .the



predeterm ned content, while thus receiving the content frqm%\rﬁ Z%W server
4-1'and supplying it to the content managenent program 111. SO, “upon
‘reception of the 14 April 2004 30 content fromthe EMD server 4-1, the
pur chase application program 115 will account for the content. Next, the
correspondence between data stored in the display data file 82 and the
content files 161-1 to 161-N stored in the content data base 114 will be
described herebelow . Firstly, a cdftent stored in any of the content
files 161-1 to 161-N belongs to a. predeterm ned package. More

speci f centient fronh thepBlyda gervies 4ehyhopurhase applicationgrogeage 116wilaiceotint
package and filtering package. O the above packages, the original package
has nofs thBaan®s. content . bel onging thereto. This package corresponds to
the. content classification (nanely, so- called albun) in the EVD server 4

or to one I oL1 ai Nnal bel ong
fo = o ural N EdRE SRR R Reh U LR he BRREFARIEREC E200TIng ™ "2
content belo qs $gnr}gt gg nodi fied. The user can_edit a part of information
corresﬁ%ﬁ&ﬁhg‘ ¢olahlola dphAY stoxed ddhg ronteas dafn baseadld syibnbodeserilest nat i on
or change of added information). Mdre than one content freely sel ected by

t he usherebeloomg to the ny sel ected package. The .user can arbitrarily -edit
contents for assignnent to ny selected packages, respectively. A content

cor, b 03, FESIFL € e ST ) o W cspelom 261 ST NAOIG R
on a fi ]Br%%fégmqﬁéda p%EE{lgeeq "Noft Ef}é&iﬁ&l’f}% it %aéliczlg% llss'%ny of an original
package, my selected package and filtering package.
Of the above packages, the original package has more than one content
‘belonging thereto. This package corresponds to the content classification (namely, so- -
called album) in the EMD server 4 or to one CD. ‘A -content belongs to any original- -
package and cannot belong to a plurality of original packages. Also, an original
package to which a content belongs cannot be modified. The user can edit a part of
information corresponding to an original package (for e)iémp]e, addition of
information or change of added information).
More than one content freely selected by the user belong to the my selected
package. The user can arbitrarily -edit conténts for assignment to my selected
- packages, respectively. A content can belong to more than one my selected package -
: ai a time. Also, a.content may not belong to any my selected package.

- Contents selected based on a filtering data stored in a filtering data file 181

belong to the filtering package. The filtering data is supplied from the EMD server 4



belong to the filtering package. The filtering data is supplied, frontthe
EMD server 4 14 April 2004 31 or WMWMVserver 5 via the net érderd

recorded in a predetermined CD. The user <can edit the filtering data
stored in the filtering data file 181. The filtering data is a reference
for selection of a predeterm ned content or for calculation of a weight
corresponding to the content. For exanple, filtering data corresponding to
top tens of the weekly J-POP (Japanesespops) can be used by the. personal
conputer 1 to identify contents of the meekly Japan pops Nos. 1 to 10. The

f
in *the BESTURH bor¥er i BF b G4 RhpliRa Rt bbbt (RE, Phetbcon

checked out for_ the past one m)nth a filtering data for selection of
cont ent s AR edfdhe dtesing daga stomd n b filtering AdferfledBli i nes they have been

checked out-for:the past half year, or a filtering data for selection of
content s i n wWiihelfilteroiypd#ia iea refétenct doegcledtion ocd prbeldidrmihéd conentor forece
titles (content nanme). Thus, contents in the filtering package are sel ected

bt S"[‘ﬁi%%%ﬁms"EEI"“@%“’%?%??”‘“E% S T e Y e i g, "0
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digital data suppl i ed from outside and supply it to the content nmanagenent
pr ogr am Pemsonaliepmputesd te idemtifyreantents of thewieckht JapapglapsdNes.dntot Hy content
data base 114 via the content managenent program 111, or output an anal og
si gnal cor r esThediltgitgdata ilat8htinclufded a Eilterimpnd4th focssleetivn dﬂé@ltbﬁtseml 14

via the content management program 111.
the descending order of the lengths of period for which they have been checked out for
the past one month, a filtering data for selection of contents in the descending order
of the numbers of times they have been checked out for.the past half year, or a filtering
data for selection of contents in which a character “Al (love)” is included in the music
piece titles (content name).

- Thus, contents inthe filtering package are selected by comparing a filtering data
with a content display data 221 (including data the user has set), a history data 184 or |
the like.

The driver 117 drives the audio input/output interface 24 under the control of
~ the content management program 111 or the like to input a content being a digital data
. supplied from outside and supply it to the content management program 111, output

as a.digital data a content supplied from the content data base 114 via the content

management program 111, or output an analog signal corresponding to a content

supplied from the content data base 114 via the content management program 111.



14 April 2004 32 FIG 5 shows an "anple of the .

di spl ay/ operation-instructive w ndow the displ ay/ operati on-1i4ﬁ%1?rfltgt99‘|*ve
program 112 makes the display unit 20 display. There are displayed in the
di spl ay/ operation-instructive window a button 201 for starting up the
recordi ng program 113, a button 202 for starting up the EMD sel ection
program 131, a button 203 for displaying a field in which check-in or
check- out is set, a button 204 for d¥kplaying a field in which a ny

sel ected package is to be edited, etc. Wien a button 205 is selected, data
cor r espondi G .o5 showrsi @i eadmpde lodghe i displdy mplestioh-instarctivel eridddw othet he

wi ndow. When a button 206 -is selected, data corresponding to a ny

sel ect Qﬁslﬂﬁgt ation-THstRICAY 8 Hrdfrand Mzwﬁdl&elsdheaisgééyﬁﬂitqmgg%d 207 is

sel ected,” d corresponding’to a filtering pac I's displ inthe

exam o, 11 TR P62l bk Brtafofe Bt B EHARe RuBEGHEForbi20e, 5

there are displayed in the field 211..a package nane, "FIRST" and artist's
“name " Ao ARptingaup bk secordmgeprogEamnbt 3.oh dutipni 202 forsiadting nptRrdEMIat ¢ |
The. di spl ay/ operati on-instructive window has also a field 212 in which
t her e isslectionga d31 pa bottse 208 fio digplaging cheldantwibieh chgelodn dboclegkacket
selected in the field 211. Data displayed in the field is a nusic piece

title, Y | tH ! out .
' ot B S0 atRaI0RED iy Bl 4 KR Ve O e R 8 a1

2004 edited, etc.

When a button 205 is selected, data corresponding to an original package is
displayed in a field 211 of the window. When a bution 206 ‘is selected, data
corresponding to a my selected package is displayed in the field 211. When a buiton

. 207 is selected, data cerresponding to a filtering package is displayed in the field 211.

Data displayed in the field 211 concerns a package. For example, it is a package
-name or an artist’s name.

.. .As shown in FIG. 5, there are displayed in the field 211 a package name
“FIRST” and artisf’s name “ATARO?”, a package narﬁe “SECOND” and artist’s name
“A TARO”, etc.

- The display/operation-instructive window has also a field 212 in which there is

displayed data corresponding to a content belonging to a packet selected in the field

- 211. . Data displayed in the field is a music piece title, playing time or a number of
times the content can be checked out.

In FIG. 5, a package corresponding to the package name “SECOND” is



33 selected. So, there are displayed in the field 212 the lqu&'rﬁz%bgce
title {content nane) "M NAM - NO- SAKABA" corresponding to the ‘content

bel onging to the package corresponding to the. package nane "SECOND', a
nufrber of tines the content can be checked out (for exanple, one eighth
note is for one- check-out and two eighth notes are. for two check-out's),
and nusic piece title (content nane) "KITA-NO HAKABA" and nunber of tines
the. content can be checked . (for exanghe, one eighth note corresponds to
one check-out). Thus, one eighth note as a nunber of tines a content can be

hecked | o]l L R: fi.el . i ndi cat es t.hat .. orrespondi.ng

content Sgectodt L%Séﬁ%f%‘%??m%g%ceg! lﬁ;ﬂaféﬁﬁi%gi Bt tffe t&ﬁeﬂt&lam ont
b I in the fie , indicates at a

cor r capor b MINOS ARARA” sarermendies dathy Snitont pplameang (@ Hispackages | s

zero; however, the personal conputer | can play back that content). A C

clef as eorrespendiof te thequckagondeat SEQONE chatinber oftimesiRnionyéast daf Hehe
field 212, indicates that the nunber of check-out's for a corresponding

£ L A mBS) |
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FIG § as |1 as a,.nunber. Also there is displayed in the )

di spl ay/ rf&{mgﬁt ohdimescthey gonfienti san e chgckedodor iexamiple; honm cighthenate t he

l'i ke corresponding to a sel ected package or content 1 14 April 2004 34
- corresponds to one check-out).

Thus, one eighth note as a number of times a content can be checked out,
displayed in the field 212, indicates that a corresponding content can be checked out
once.

. Arest as-a number of times a content can be checked out, displayed in the field -
212, indicates that a correspondiﬁg content cannot be checked out (the number of
‘check-out’s is zero; however, the personal compater 1 can play back that content). A
.-C clef as a number of times a content can be checked out, displayed in the field 212,
‘indicates that the number. of check-out’s for a corresponding content is limitless (the
content can be checked out any number of times).

Note that the number of times a content can be checked out may be indicated

with a corresponding number of pieces of a predetermined figure (for cxampfe, it may
- be a circle, star, crescent or the like) as shown in FIG. 5 as well as a.number:
Also there is displayed in the display/operation-instructive window a field 208

in which an image or the like corresponding to a selected package or content



(corresponding to any of the inmage files 183-1 to 183-Kin Fl G . ;S
displayed. In this field, a. button 209 is clicked when plg&gh%ﬁ%gék a

sel ected content (outputting a sound corresponding to the content to the
speaker 45). When a nusic piece title of a predeterm ned content (content
nane) displayed in the field 212 is selected and a deleting operation is
made while the button 205 is selected and data corresponding to an
ori gi nal package is being displayed i4he field 211, the

di spl ay/ operation-instructive program 112 will nake the. content nmanagenent

pr ogr am(¢ddresipdimiing tdenypofitie imape fitkd 18301 WlS&H@i’rﬁEIG.M)ﬁ@&ispWﬁedn Indaka
base 114, corresponding to the selected nusic piece title. en a content

read fr ' ) ' : WE ton
255 (wnieay s Piten 200 & HEkel Winighy B B O SRR RRE Qultitifig a2qBll 01
the .control of.the recordi rogr 1 I's being selected (nmade active),
the i Sprisppafdingtpshe Eauknlih MeePERbbTam: 112 vi 11 nake t he -

displ ay/operation-instructive w ndow display a field 213 in which there is
di splayed a n¥dicn aghesie pigceltifleosf mprosietesntined conteah(camdend)nasnordigpiagedhe -
pre-desi gnated portable device 6. Wien a content read froma CD is recorded

i nto t henchetfRId 202iasdlasied hbd abéleing opetdtivh £Omadehvkile e bufton DOSrisbe
described later) in the w ndow di spl ayed under the . . control, of the

recordi %gle%%l?ﬁﬁﬁﬂﬂ%oirl%spgﬁmgs L Egﬁl@?aggfgg{iﬁ% d?:%ﬁ?yeerﬁlt in the field

di spl ay/ operation-instructive program managenent
AR K T N e e
2004 35 There is displayed in the field 213 at the | eftnpst position
t her eof progragsddddieleje the predetermined content stored in the content data base 114,
corresponding to the selected music piece title.
When a content read from a CD is recorded into the content data base 114 while
- a button 255 (which will further be described later) in the window displayed under the
.control of the recording program 113 is being selected (made active), the
- display/operation-instructive program 112 will make the display/operation-instructive
window display a field 213 in Which there is displayed a music piece title of a content
(content name) stored in the pre-designated portable device 6.
When a content read from a CD is recorded into the content data base 114 while "
a button 255 (which will further be described later) in the window displayed under the - -
“ control . of the recording program 113 is being selected (made active), the
display/operation-instructive program 112 will make the content management program -

111 check out the content recorded in the content data base 114 and read from the CD

to the pre-designated portable device 6.



to the nusic piece title of a content (content nane) a sy I i,rlldio(():ati ng

mh
‘whether the content can be checked in to the personal conﬂgﬁﬂ“ #9040,

exanple, a synbol at the leftnost position of the field 213 indicates that
a content corresponding to-a nusic piece title of a content can be checked
in to the personal conputer 1 (that is, it has been checked out fromthe
personal conputer 1).. A synbol "x" at the |eftnost position of the. field
213 indicates that a content correspondj'sng to a nmusic piece title of a
content cannot be checked in to the personal conputer | (that is, it has

not been che ut. f,romt e | .Cc uter 1; for ex le, it has
been checked gﬁfeq? ‘fsoch?p ‘8}4‘33 ﬁqﬁgﬁem ?ﬂeolgﬁfﬂﬁﬁ pesition ther rigsponding

di spl ay/ operation-instructive program 112 has displayed the field 213 in
the dis pltaﬁl% Fasae prseititln ofle contentu(eombent mames)di sypnbyl/ iodmatingovhdthet thect i ve
program 112 will display in.the display/operation-instructive w ndow a

field 214ontentwande diseked fiptoethefpepsanal taapaiepaC KR xbifpidhi §mBorast gnt
stored in the pre-designated portable. device 6 belongs) 'is “displayed, a

b : i el o . check- |
o check e leTuRbRTRhih 4f e fickd 315 iddle il 8 Potiblr oo mbtge "
| di.spl the field 213 in th

G opi 2y Bl Bt ARG, depebe b Tarte ths BemeprboRmRvies - (hat isuifthase

program 112 wi ll_ display in the display/operation-instructive w ndow a

" button 2bser ghegked gut fkun -thetp coniputerr 1h - odrsyertiol ¢’ etstientifigosto a -
-music piece title selected in the field 212, a button 217 to set a
: check- i npopitiomtdofothe ffizld 218 dndieates thatrLsRnBRt G oﬁ@ifniglto%oﬂﬂsi%ﬁ)ieécotiﬂe”USi- c

i piece title selected in the field 213, a button 218 to set a c

.
1

eck-1n

pper atl o8t alcditcHticah RO B Re KRR 1T 20 AU D&ohA AR 1 (PR, 2R Stk e
checked out from the personal comput_ervl ; for example, it has been checked out from
-any other personal computer).

~ When the display/operation-instructive program 112 has displayed the field 213
in the display/operation-instructive window, the display/operation-instructive program
112 will display in.the display/operation-instructive window a field 214 in which the

.name of a portable paékage (to which a content stored in the pre-designated portable- |
device 6 belongs) is displayed, a button 210 to close the field 213, and a button 215
1o execute a:check-in or check-out operation.
Further, when the display/operation-instructive program 112 has disp}ayed the
field 213 in the display/operation-instructive window, the display/operation-instructive
program 112 will display in the display/operation-instructive window a button 216 to

set a check-out operation for a content corresponding to a music piece title selected -

in the field 212, a button 217 to set a check-in operation for a content corresponding



219 to cancel the check-in or check-out setting. Even with . the ck-in or
check-=out setting nade by using the buttons 216 to 219, hdﬁéﬁgﬁgﬁﬁﬁe
personal conputer 1 will not execute the check-in or check-out .operation.
When the button 215 is clicked after a check-in or check-out is set by
using the buttons 216 to 219, the displ-ay/operation-instructive program
112 will nake the content nanagenent program 111 execute the check-in or
check-out. That is to say, when the ®6tton 215 is clicked, the

di spl ay/ operation-instructive program 112 will rnake, based on the.check-in

or checko auiusiepidcdtitletsBRceatinaht fishd 208 ebiitton 098 0setlaléh dratfon
content, or a command to erase a predeterm ned content corresporiding to.

t he chegk:] ' ; : hReE t ent

stor od 1o HpesitEhisearicSpbiing 1S OBRE R SHS3 v M AR AN 1A SN o o
.the us% rul e tﬁreﬂ i.n.-the sage ryle file 162 corresponding to the
cont ent gg te&ﬁﬁﬁ?sl& ¢ FOECk-IL AL Fhe XAt $HUREt he check-in or check-out is
executed, the display/operation-instructive. program112 will respond to

t he transmi t Byénowith the clieckeinnoreeie ckeoutpdtting infade liysusing thelbttioss dl&€to i n
the history data file 184. The history data includes information for

i dent i f D49t heWeQkr,ahe peisvmhl bamipiterDE SRIIChECKRLuO I cRedk-I of catie-onpen
the content has been checked in or out, and the nanme of the portable

devi ce ?Ef @f@phi ch the content has been checked out. 14 April 2004 37
Since t 8 caheélk-i n or check-out can be set in a short tinme, the user can

operat s on. - wRhEhJietitor e cbked pigha Ahedhin ocmicsl-GHaERoltY SHnEHe k- out
operation is done can be reduced
buttons 216 to 219, the display/operation-instructive program 112 will make the
content management program 111 execute the check-in or check-out. That is to say,
when the button 215 is clicked, the display/operation-instructive program 112 will .
make, based on the check-in or check-out setting, the content management program - -
111 transmit a content, or a comfnand to erase a predetermined content correspoading
to the check-in setting (e.g., acommand to erase a predetermined content stored in the
portable device 6), to the portable device 6, and to update the usage rule stored in'the |
usage rule file 162 corresponding to the content or command thus transmitted.

When the check-in or check-out is executed, the display/operation-instructive
program 112 will respond to the transmitted content or command to update the history
data stored .in the history data file 184. The history data includes information for
identification of a content having been checked in or out or a date when the content

has been checked in or out, and the name of the portable device 6 from which the

content has been checked out. .



to mnimze the total tinme (including the setting and EXECLit4i ril%fo A
-check-itn or check- out operation) taken for the check-in or ¢ eck-8 t
procedure. FIG 6 shows an exanple of the w ndow which the recording
program 113 nmkes the display unit 20 display. Based on CD information
~received fromthe WWVserver 5-2 for "anple, the recording program 113
will display a CDtitle such as "ACYNCHRONI ZED'in a field 25L. Also,’
based on CD information received fromtfe WAVserver 5-2, the recording
program 113 will display an artist's nanme such as "KUWAI" in afield 252.
Based on CD i rd; ' eqel i erver,.5-2,. the recordi
program 113. rgv&ﬁf&?mcﬁ ‘gﬁdéﬁﬁt% Héﬁg%lé (E))? %‘Qlﬁ%%i&e%‘%{fdwea@&%@v qulﬁk&%ET" ,
where nusic piece titles

are co oSt s Solis el Pign dlia Shecbinion shariogntaparmsion, Whestaply an

artist's nane such as ."KUWAI" is a region of the field 253 where artists'
nanes ar AWRPGOTAIBeS aljwe-takingaheckdpiov checlaopt epteaiomisdsheFanibefredn@dd on,
the recording program 113 wll store it into -a predeterm ned directory in

the HDD 2d mintinéze the ¢etal iime (hfchedingthé seitGhiand koe ﬁg% | AR ;
i nformation via clicking of( a but Fon 254, gt he ?e%lgr | n%é %&%r@rgr?ﬁgclw |1

115! et bpiich) SELELGTIREhodLieh Bl JobRe2 T, tren e, <D
ueer Tor Sol SIET G AR CRARRE 06 IS Bndavgshich 15 teserding mDgrah Akt | on
stored in the directory. Wien a button 256 di splayed in the w ndow
di spl ayed@akestthe dispdey uni @0ptisplapm e :
Based on CD information received from thc WWW server 5-2 for example, the
recording program 113 will display a CD title such as “ACYNCHRONIZED” in a field
251.- Also, based on CD information received from the WWW server 5-2, the
- recording program 113 will display. an artist’s name such as “KUWAJ” in a field 252.
Based on CD infc;nnation received from the WWW server 5-2, the recording
program- 113 will display titles of music pieces such as “HEAT”, “PLAN ET”,
“BLACK?”, “SOUL?, etc. in a region of a field 253 where music piece titles are to be |
displayed. Similarly, the recording program 113 will display an artist’s name such as
“KUWALI” is a region of the field 253 where artists’ names are to be displéyed. :
- After receiving a predetermined CD information, the recording program 113
will store it into a predetermined directory in the HDD 21.
.Upon reception of an instruction for acquisition of CD information via clicking -

of a button 254, the recording program 113 will first search the predetermined

fiirectory in the HDD 21. When the CD information is found stored in the directory,



- 113 and which instructs to start recording of a content, isl- Cli%ﬁ %j t he
recording program1.13 will read a content froma CD set ilh AR 6 ve 22,
and supply it along with the. CD information to the content nmanagenent
pf.ogram 111. The conpressi on/ expansi on program 138 of the content _
managenment program 111 conpresses the content supplied fromthe recording
program 113 in a predetermi ned manner, and the encryption program 137
encrypts the conpressed content. Al so,38& he wusage rule conversion program
139 generates a usage rule for the conpressed and encrypted content. The

cont ent tﬂ%@ﬂ?ﬁ‘iﬁg&)r%ﬁ% 3 R4l didplhy §'€!P£b%ue 5&@{1@ @Bbe@gﬂ p?élliiigt meqr%ﬁgt ed

content al ong w e usage rule to the Content data )

content .datg base 114w ||, generate a.content. .fi . f. file
165 for fenatedivnat athen b7 ShRE eRinkolf B e GR BREmRRASe L §RER H1fe g
store the content into the content file 161 and the usage rule into

t he- usagieci@ir¥. file 162. Wien the content and usage rule for the content

are stored into the content data base 114, the content managenent program

111 wi || supfWlei hbuftbn 266 disphdyedrin drewindosgdisplaykd byeheracaddibg progiam
recordi ng program 113 to 'the display/operation- instructive program 112.

14 Aor i 113001 SohicilNRstlh ! 8Y40R SeRbidifls (015 CHfitcht CisPERAAIN hd Zcbbiding |

di spl ay or 'storage Into t I splay data fil'e 182 according to
usage rule for e.content stored in e..content ta.base, 114 by the
Fecor df RICEIAE £ e VeI brieRbRom A Cen b e Bia 26 alasippwit ed i
program 113 has di spl ayed therein a button 2S5 to automatically

set - whetheer Gle informagfien déoi dbe 'somiend twapgeareyt program 1117 The

compression/expansion program 138 of the content management program 111
compresses the content supplied from the recording program 113 in a predetermined
- manner, and the encryption program 137 encrypts the compressed content. Also,the .
--usage rule conversion program 139 generates a usage rule for the compressed and
encrypted content.
‘The content management program 111 will -supply the compressed and
encrypted content along with the usage rule to the content data base 114.
The content data base 114 will generate a content file 161 and usage rule file
162 for the content received from the content management program 111, and store the
content into the content file 161 and the usage rule into the -usage rule file 162.
When the content and usage rule for the content are stored into the content data
base 114, the content management progrdm 111 will supply the CD information and
usage rule received from the recording program 113 to the display/operation-

instructive program 112.



content read fromthe CD when the content read fromthe CD.is rﬁaﬁéged into
the - ° content data base 114. For exanple, when the butt(}ﬁp‘f‘\%r

clicked, the recording program 113 will display a pull-down nenu show ng
the portable device 6. Wien the user selects the portable device 6 from
the pull-down nenu,. the personal .conputer 1 will automatically check out

the content recorded from the CDto the selected portable device 6. Wen
t he user selects "NOI CHECK QUT" from tie pull-down nenu, the personal
conputer 1 will not check out the content recorded fromthe CD. Thus, when

W th only the B Fés?’ﬁi‘ééﬁ?‘?@?ﬁi“%ﬁ%‘ﬁ%%éﬁ@}éﬁﬁ_P?tﬁ%ﬂ@ﬂ@%@fﬁgi@r@%m d
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CD. 2 Handlin Cg'ﬁt en Different Formats Meanwhile,. there are nunerous

contents ‘Eﬂ"é?'%i # &ase 114 hy 4h¢ myordisganditbe (Tannfortmztioni t h t he encrypti-on

systens of the contents and the. formats of the using condition

i nformation diThewindowdisployed by e idvskdingtprognh 193 haSQispled BRreifla

| arger 14 April 2004 40 'has to purchase contents managenert applications

-or portaly i tyd ' ck- I f.ferent, from
G st e rs 8 ubomuGRIACHA AhePhe L WeGIETS widtls ottt ance

one distributor of contents rnis e

2 <ol o menauafsRabor et Fhen B LSRRl Fam thedely baccadedting fhecsent

system envi sz}ge to handl e the contents having different formats from one
di st ri buti9nig ‘fﬁﬁ%bﬁ%@rl% the personal conmputer 1 in a unified fashion.

For example, when the button 255 is clicked, the recording program 113 will
display a pull-down menu showing the portable device 6. When the user selects the
- portable - device 6 from the pull-down menu, the personal -computer 1 will ..
automatically check out the content recorded from the CD to the selected portable
device 6. When the user selects “NOT CHECK OUT” from the pull-down menu, the
personal computer 1 will not check out the content recorded from the CD.
Thus, when the content read from the CD is recorded into the content data base |
114 with only.thc button 255 in the window displayed by the recording program 113
-being set active, the personal computer 1 can make any pre-designated one of the - -
portable devices 6-1 to 6-3 check out the content read from the CD.
-(2) Handling between Different Formats
Meanwhile, there are numerous contents distributors furnishing the music
contents, with the encryption systems of the contents and the formats of the using

condition information differing from one distributor to another. So, the user at larger



Referring to Fig.7, unified handling of contents having different h rmat s
fromene distributor to another, in this nusic contents diéﬁ#ﬂﬁﬂgp é,
system is explained with reference to Fig.7. It is assunmed that the
pl'ural EMD servers 4, connected to the network 2, are an EMD server A4-.1,
di stributing the nusic contents furnished by a nusic furnishing firm A, an
EMD server B4-2, distributing the nusic contents furnished by a nusic
furnishing firmB and an ENMD server X443, distributing the nusic contents
furnished by a nmusic furnishing firmX These EVD servers 4 (4-1, 4-2 and

4-3) furis$h phiR$iasEbsitenE MU RBEmMenl a lﬁdar@ﬁmwargexgsble%gﬂ:ggfgﬂggreérdacﬁaﬁh

firm over a network. 2 to a “perso conput e owne

Mor eover he, r.especti v servers 4,.(4-1 4-2 and, 4: 3 | siribute the
st o comRPkRATEE S pRe B e distfiphicr of EpReAB SR b ELBES, g
encryption systens of nusic contents, formats of the using condition

(usage rt@lanothes, snddenss thewser canunithandie Bwwusicgopienty stosed oardparsenali ng
systens for the notion conpensation, which are unique to the servers. In

t he per ssomputeniyud eole mandpenenaapplicstia@l beby aaslapottiblatdesicesof t ware for
14 April 2004 41 reproduction or nmanagenent of the nmusic contents, a

reproduction %Rhéﬁ]?étshe envigé’éeﬁﬁl_ih%ﬂ@l%ﬁﬂ@wrﬁ%ﬂ@@é@ﬁié%&@f%&?%&%uci ng

musi ¢ contents fro server a reproduction 312,

for purchasin S rvisin nd reproducin - I G .cont ent r.omthe ENMD
corver 40w o5 gRRRUHT HomRE o TRE PERRUALrarmPiRs 1 Rer UFBER LA Ebent s <o
the portable device A6-1 and a device driver B314 for transferring the
nusi ¢ cont ent Befegringdo fag.fapnidieddandbingef zontanis v ing diffprent &pnnaais draron -
application 311, 312, shown in Fig.7, correspond to the application program
115 for onedistributor to another, in this music contents distributing system, is explained with
reference to Fig.7.
It is assumed that the plural EMD servers 4, connected to the network 2, are an -
EMD server A4-1, distributing the music contents furnished by a music furnishing firm
A, an EMD server B4-2, distributing the music contents furnished by a music
: furnishing firm B and an EMD server X4-3, distributing the music contents furnished
.by a music furnishing firm X. These EMD servers 4 (4-1, 4-2 and 4-3) furnish the
music contents of a line-up each being unique to each firm, over a network 2 to a
. personal computer 1 owned by a user. Moreover, the respective EMD servers 4 (4-1,
- 4-2 and 4-3) distribute the music contents in respective different styles, by the servers
- 4 adopting encryption systems of music contents, formats of the using condition
(usage rule) information, music contents compression systems and charging systems

for the motion compensation, which are unique to the servers.

In the personal computer 1, there are installed, as application software for



purchase and the driver 117, shown in Fig.4, respectively. In the Bersonal
conputer 1, there are installed a conprehensi ve managenent 14 Appi400% 315, .
for managi ng conprehensive control of the totality of nusic -contents
stored in the HDD 21: This conprehensive managenent unit X 315 is nade-up
of a reception interface 316 for EMD, a transm ssion interface for EVD 317
and a driver .for PD 318. . It is.assﬁtimed here that the portable device
A6-1 is a dedicated device for coping With a nusic furnishi ng firmA, the
portable devjce B6-2 is a dedicated device for coping with a nusic

f ur ni shifRBL qf*l#CHPB gaanagsnysst phtheanysigicentents, 3 reproductienapplieation Addlce for
coping wwth a nmusic furnishing firmX It is also assuned that the nusic
cont ent fospurchdsing, alpmmismgmﬂrrd%arcmcmgmupite:dniemtsaﬁﬁﬁﬁﬂaIEMD/Qei'%rm—
encryption systemunique to each nusic furnishing firm with the formats

for the s h%p?@d\?étidrpﬁgplid&fti%”ﬁﬁi?,”fd%g%#&ﬁgﬁﬁgg%@ﬁ%iggﬁXE& ‘?ﬁro‘&% al'so

different, so"that no SsIC contents on connectl

directl .q. Q.other .dev] drivers, 14 April. 20 The yeproguction
appl i Ca‘#@ﬂggbg@t%ﬁpﬁm@mswgggég%r?géqvﬁ‘ge gﬂﬁﬁ’e‘géilﬁé‘)‘i Hapgigrr erver,
uploading e.g., a log file and downl oadi ng nusic contents, contents Kkeys
and usi M6 FENtaNdRIe teqarebledevicniAd-1 epd adlaviceodrivgdd3 bfardranafertinigs

adapted - for-perform ng connection processing only to the EMD server the

appl i cathomisicabdrtents toplee Woktable-keicet BS-2.e phrduadile) thppepfahictionA311
I's adapted for performng the processing. associated wth the EVD server

AL e S e T S
the pr O%ﬁ?c%iars].g al;larthg%tn}%%? ﬂ‘f,asthio%]n m'F xcg%,nr%(szlgfi:c?ﬂrely.
In the personal computer 1, there are installed a comprehensive management
-unit X 315, for managing comprehensive control of the totz;llity of music contents
stored in the HDD 21. This comprehensive management unit X 315 is made-up of a
reception interface 316 for EMD, a transmission interface for EMD 317 and a driver
for PD 318..

_ Itisassumed here that the portable device A6-1is a dedicated device for coping
with a music furnishing firm A, the portable device B6-2 is a dedicated device for
coping with a music furnishing firm B and the portable device X6-3.is a dedicated -

- “device for coping with a music furnishing firm X. It is also assumed that the music
contents stored in a memory card are encrypted in accordan.cc, with an encryption
system unique to each music furnishing firm, with the formats for the using condition

- Information or the compression systems being also different, so that no music

contents can be transferred on connection directly e.g., to other device drivers.



to the EVMD server A 4-1,the processing for authentication ﬂ %IOH to
the =portable device A6-1 and the processing for encryptl 5@@ i on of
the music contents and the using condition information stored in the HDD

21. The reproduction application A311 encrypts the nusic contents,

downl oaded fromthe EMD server 4-1 and the correspondi ng using condition

information with the contents key andggncrypts the -contents key with the
session key to store the, encrypted key in the HDD 21. Meanwhile, the

respective r ' 0, on
Systens, so [ha ?gﬂfﬁéﬁ%'ﬁ%%é%%?fgh@%ﬁ‘?m edﬁﬁﬂ‘?ﬁ*&é‘?s%é'fﬁié%owﬁe%%é‘*h'
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al so nanages the using condltlon |nfornat|on appended to each musi ¢

cont entlkeysrod usieggtnslition infornationy Thisereporduchien apphicetionA Xlil ieadayted
reproduction is stated in the using condition information, such that 14

Apri | 209pefdrnling éﬁsé&m proged ﬁﬁ?{sﬁﬁ t81thé EMDUSERGEr BE a ? plB&icH iPasie bl e

contents repr oduc the " reproduction application A3l decr enents the

L SRR PSR R AR,

transmts the nusic cotents-a usi conditiqgn in I’rTB.tIOI’]It
manage PTORCIHRE: %ﬁ?%teﬁt Wit the iS%WCF n’-{] 3r fglide dy ds. ung eEm) Prrioma
conpr ehensi ve- managenent unit X 315. The reproduction application B312

per.f or ronnketipn quesessmg 66 anynoticriBMD servene ENE2 seproductioplapplicagor. g., a
log file and downl oadi ng the nusic contents, contents key or the using
condi ti AB1 14156 i§RddpREd FotMhEF6RRMBAHE POtk s3NY fof 3t iRMtB2fién on connection
to the EMD server A d—l,the processing for authentication on connection to the
-podable device A6-1 and the pmcess.ing for encryption/decryption of the music -
contents and the using condition information stored in the HDD 21. The reproduction
application A311 encrypts the music contents, downloaded from the EMD server 4-1
and the corresponding using condition information with the contents key and encrypts
the .contents key with the session ‘key to store the encrypted key in the HDD 21.
Meanwhile, the respective reproduction applications adopt respective unique
encryption systems, so that the music contents: stored in the.same HDD 21 in the
personal computer 1 cannot decrypt other reproduction applications than the dedicated
reproduction application.
The reproduction application. A311 also manages the using condition

information appended to each music contents. For example, if a limit value for the

* number of times of reproduction is stated in the using condition information, such that



I s adapted for performng the processing for connection only to the, ENM
server.the application is able to cope wth. Specifically}4ﬁﬁgﬂ2004
reproduction application B312 is able to performthe processing associ ated
wi t-h the EMD server4-2, while it is unable to performthe processing for
connection to the other EMD servers. The reproduction application B312
perfornms -the processing for authenti& tion on connection to the EM
server4-2, the processing for authenti'tation on connection to the portable
device _B6-2_and-the processing for encrypting/ decrypting the music

cont ent Sk iqnsare npgsed aHde mugber of Smasial possibls ennients gepreducipn.the For

exanpl e, the reproduction application B312 encrypts the nusic contents
downl oadeproduotion hpplidddioneAStl deCrenmmds thedimitrvatep ofithamumbes oftimesdift i on
information, with the contents key, while encrypting the contents key with

_ ; i ' § Dei HDD 21. 14
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‘condition informatio ended to respectiv sic contents. FE
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stated in the using condition information, such that limtations are

i nposed using seadifiominfomnatiomi masragpnes ths HDJ) Ailde tke raception interface 3lfe
reproduction application B312 decrenents the limt value of-the . nunber of

ti mes -ofor EMD@fd¢h¢ oomprehdupiveanbnapeniant inftaX 3dach reproduction or :
duplication. - The reproduction application B312 also transmts the nusic

Leation. ! tion aj on B T
contents an .Tm.%eregfbﬂu@ﬂog%gshﬁtgdg] E%@@fmo@@ é%%g?%ﬁs Sedectibl gl to

the reception interface e managenent unit

X 315. the EMD server, uploading e.g., a log file and downloading the music contents,

contents key or the using condition information. This reproduction application B312
is adapted for performing the processing for connection only to the EMD server-the
application is able to cope with. Specifically, the reproduction application B312 is -
able to perform the processing associated with the EMD server4-2, while it is unable
to perform the processing for connection to the other EMD servers. The reproduction.
application B312 performs-the processing for authentication on connection to the
EMD server4-2, the processing for authentication on connection to the portable device
'B6-2 and the processing for encrypting/decrypting the music contents and the using -
-condition information stored in the HDD 21. For example, the reproduction
application B312 encrypts the music contents downioaded from the EMD server4-2
- and the corresponding. using condition information, with the cc;ntents key, while
encrypting the contents key with a session key and saving the encrypted contents key

in the HDD 21.



The device driver A313 is an application software for transferri sic
contents to the portable device A6-1. The device driver A3?§‘§Pr&:@9121;s t he
music' contents to the portable device A6-1. . . The device driver B314 is
an application software for transferring nusic contents to the portable
device B6-2. The device driver B314 transmts the nusic contents to the
portabl e device. B6-2. The conprehensjqve managenent unit (X)315 is. an

application .software, dedicated to the nusic furnishing conpany X, and

which is furmes *}%Braﬂutcnohh%meuéAttfon( ;gggn&?gf hRiRaBBe DS londifiof 3

The conprehensi ve' managemnen ni supervi ng software

for transferrjng the i¢ contents and. t he, usi condi,tiQn . nfornmation
bet weeAMIAIaPT: 3RpeadeY ke T Fesprclive musie cogtated oy aspatpleaf adint vallis, '
2004 45 reproducing application (A) 311 and the reproducing application
(B) 31for thenmuraber of timemefireproduction is statedhia the usinga¢onsitipu inflormation,

conpr ehensi vely. The conprehensive nmanagenent unit (X)315 is also able to

t r ansf gich WhafMIfhitatiiy 88 Smbbséd oRULRY Yiukibed oft tinfdieofl pdissibleedoptentabl e
device 6-3 which is the portable music reproduction device. The

conpr eﬁgéﬁoid“%tigﬁnﬁﬁeﬁ?)%dy&iién Sﬁﬁéﬁk&eﬁgﬁﬁﬁcgéﬁgﬁﬁgggimﬁ Wﬂ?l?é BPRRL Ng to

the co Nt rmenagement program shown™in Hi rojection display
63 andUgH DL S OB FEREHHICLRD, o UPHEBLSH By Arkpt: FTe ARPIRFHR F
processi ng between it and the portable device 6-3. Mreover, in
t r ansf euplicgtiomsi ¢ contents-etc to other portable devices 6-1, 6-2, the
projection display unit 318 transfers the nusic contents and the~ using
condi tion i Ry fEpro@ITtioN spflitatibs BEM 180 dankfiits(the music contents and the

using condition information it manages on the HDD 21 to the reception interface 316

- “for EMD of the comprehensive managément unit X 315.

- The device driver A313 is an application software for transferring music-
contents to the portable device A6-1. The device driver A313 transmits the music
contents to:the portable device A6-1.

~The device driver B314 is an application software for transferring music
contents to the portable device B6-2. The device driver B314 transmits the music
contents to the portable device B6-2.

The comprehensive management unit (X)315 is. an application. software,
dedicated to the music furnishing company X, and which is furnished with the music
contents from the EMD server (X)4-3. The comprehensive management unit (X)315

is also a supervising software for transferring the music contents and the using

condition information between it and the device driver (A) 313, device driver (B) 314,



313 or the device driver (B) 314. The reception interface faor, E 16
receives the nmusic contents and the using condition inforr}gtf?‘Rfﬁsz'p;%mthe
reproduci ng application (A) 311 and.the reproducing application (B) 312,
while receiving the nusic contents and the using condition information
transferred fromthe EMD server (X-) 4-3 through the -network 2 and
exchangi ng the nusic contents and the &si ng condition information with the
PD driver 318. In receiving the nusic~contents and the using condition
information fromthe. .rep ing, gpplication (A),.311 and the reproducing
appl i cat’ FBW%}“%EE?’"E%@W@%& il ﬁlerfPB!‘qdé’@B]g #prIos (B) A termenage

reci procal authentication, conversion of the 14 April 2004 46 encryption
syst em thonusieronteots inithe pensomal domputee] cempgelemsitiely.offhe obmpratidnsivest c. |
appended to the nmusic contents being transferred and conversion of the

conpr es shaagesyEitamiofXj3S FURoatlON Bahsfep B thusi@BsitehtsGHis s reRfifeY P! I on
system wusing condition information or the conpression system use )g t he

repr odugi |1 Gat . . hhe «epr cing.application (B) 312 is
changedt? 3% AEBL BRI Aol f ViR dhERURONE pitfBRuRidciRT atibars.
The system ursﬁ% by the conprehensive managenent unit (X)315 is referred to
bel ow as ‘a urni¥ e§ompsshensiven magagtmentheunit (P934p¢ i perfemmser precessing END
316 transmts the nusic contents and the using condition information, thus
conver t earrespendingripfthe dontennmhvaggmentquopram Ad 1 dhewaeindFigeer (A) 313  or.
the device. driver (B) 314 through the-PD driver 318. The reception

interface fofThefpfajettfonadisPlay LARITRLS ahhﬁteméi@ dﬁ@rag ot Aifedtith #5inRY

condition information, converted to the unifi nsfer protocol, to the"
por t abl ﬁoﬂﬁﬁlecﬁe\ﬁ'cg 48R4t i authentication processing and the encryption

processing between it and the portable device 6-3. Moreover, in transferring music
contents efc to other portable devices 6-1, 6-2, the projection display unit 318 transfers
the music contents and the using condition information through the device driver (A)
313 or the device driver (B) 314. |
The reception interface for EMD 316 receives the music contents and the using -
condition information from the reproducing application (A) 311 and.the reproducing -
application (B) 312, while receiving the music contents and the using condition
information transferred from the EMD server (X) 4-3 through the network 2 and
: ekchanging the music contents and the using condition information with the PD driver
318.
In receiving the music contents and the ﬁsing condition information from the .
reproducing application (A) 311 and the reproducing application (B) 312, the receptioh

interface for EMD 316 performs reciprocal authentication, conversion of the



driver 318. . The nusic contents provided fromthe EMD ser gr Q_A 4-1 and
the EMD server (B) 4-2 are once downl oaded by the reproduﬁl ﬁ”é)p)B?‘f cation
(A) 311 and the reproducing application (B) 312, and the encryption-
system the conpression system and the using condition information of the
musi c contents are converted to the unified transfer protocol and are
transferred to the conprehensi ve managenent unit (X)315. The conprehensive
managenent unit (X)315 conprehensively supervises the nmusic contents of

th : i Shi e ' C ; 4-1,
ED ccrhayplign YyBisht AR ERTRTRLAR SKAHAL ARy TSRS ARYE o, T
' i f f END 316 .al h he f ' f ' i ng,
and_ peRPBIHGHIoRE RSO SN BHREIRE DD oo HR T OOn SRS COPRESEEbpt - on
interface for EMD 316 perfornms the processing of copying or noving the

nusi ¢ systeentd thicommdic nonthetsr bpingdtransfgriagdpl That eneryplipn 3systany, URNZ
reproduci ng application (B) 312, in accordance with the command for copying

or - NMDYSHEfon Tt nUtHMe cOinpk&issort éy¥esm ubed by depicpesdidihgapplieatioar EMD
316 converts the- encryption system of the nusic contents, conpression

27 85 3054 SRRl c Al 16) 651 SRMEAA R 558yt Y e,
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6-3, into the conprehensi ve managenent unit (X)315, in accordance with the
CD ri ppianggemmemtnoiitofX)316 istrefdrrech te behawcst 2 amifi¢rk trassfer profocobt T s :
time, the encryption systemor the conpression systemof the nusic contents
reception interface for EMD 316 transmits the music contents and the using condition
information, thus converted to the unified transfer protocol, the device driver (A) 313
or the device. driver (B) 314 through the-PD driver 318. The reception interface for
EMD 316 also transmits the music contents and the using condition information, -
converted to th;a unified transfer protocol, o the portable device 6-3 through the PD
driver 318.
. The music contents provided from the EMD server (A)4-1 and the EMD server
(B) 4-2 are once downloaded by the reproducing application (A) 311 and. the
reproducing application (B) 312, and the encryption system, the compression system,
and the using condition information of the music contents are converted to the unified
transfer protocol and are transferred to the comprehensive management unit (X)315.
The comprehensive management unit (X)315 comprehensiv'ay supervises the music

~ contents of the contents fﬂrnishing companies downloaded from the EMD server (A)

4-1, EMD server (B) 4-2 and from the EMD server (X) 4-3.



or the description format of the using conditions are nothéﬁgﬁgﬁhgﬁ .the
unified transfer protocol, the reception interface for L %s the
conversion into the unified transfer protocol. . The reception interface
forr EMD 316 al so perforns the processing of recording the. music contents
managed by the conprehensive managenent unit (X)315 in the portable device
6-3.in accordance with a check-out co nd fromthe user. If, at this

time, the encryption systen1or t he coggpe55|on system of the nusic contents

or the descrjption t of on |t|ons are not converted to the
unified tran 1?‘2‘? recEpi ? e@@ gil\%bigﬁ%’éﬁfp ag the THRGHQN PIHOPY NS MAHBES or
EMD 316 makes the conversion into the unified transfer protocol. Al so, at

t hi s mofBgtperformingathegktin andreheck-oirt ofithekmusic ahtdms using condition is
decreased by one. The conprehensi ve nmanagenent unit (X)315 has the unified

~transfer protTig®teception iheyfice FoPEMBLIT érfdl?ﬂist Bﬁﬂycéfsiﬁgof%ﬁzﬁ offata
to ot her purchase applications, as shown n . Fig. he conpre I ve

22?32?”?%@@3%‘1{%%@%3#%8? 1% 8 TP e RRies FERLGAR AT 30T eSR,
(hyper text ftransfer é In the above- descrlbed musi c contents
di st ri bdERTRS %éﬁ?il&d ﬂnf%ol 120kt ageprdange syith ghe cammmaid fofecepyingedner

(A) 4-1 and the EMD.server (B) 4-2 are acquired by the conprehensive
nanagendtevement frodndhe user. Aethiotmet thereoeptimningenface for BMD, 314 denvetsi. ¢
contents distributed fromthe EMD server (X) 4-3, EMD server (A) 4-1 and

(he ELSVISCAEOPAED 4rkonct e sieie ot SRERLNACHEY o8 Lo
format of the use conditions into the unified transfer protocol.

The reception interface for EMD 316 also performs the processing of copying
and checking-in the music contents stofed in external media, such as Compact Disc,
or in the portablé devices 6-1 to 6-3, into the comprehensive management unit (X)315,
in accordance with the CD ripping command or the check-in command from the user.
If, at this time, the encryption system or the compression system of the music contents -
or-the description format of the using conditions are not converted to the unified
transfer protocol, the reception interface for EMD 316 makes the conversion into the
unified transfer protocol.

The reception interface for EMD 316 also éerforms the processing of recording
the. music contents managed by the comprehensive management unit (X)315 in the

“portable device 6-3.in accordance with a check-out command from the user. If, at this

time, the encryption system or the compression system of the music contents or the

description format of the using conditions are not converted to the unified transfer



conprehensi ve managenent unit (X)315 operates to convert tQﬁ enﬁréﬁ%ion
systemfor nusic contents to be transferred, the format of & g
condition informati on appended to the nusic contents to be transferred or
t he conpression systemof the nusic contents to be transferred, in
-association with the respective reproducing applications and the device.
drivers, to effectuate transfer of thg nmusic contents with the aid of the
unified transfer protocol. So, the nusic contents downl oaded by the

repr odugi applicati.on . 3 t P iC
cont endgotdb e eBifh hetator BRI FiReS e Ginyctiof it e ubfifedrt
312 fromthe EMD server (B),4-2 can _ be transferyed tpmo r ehensi ve
managerEanstenprotesol 3Akos# thisapomgat, thsqV@llagBQﬂlgﬁggr fC%QFl PSS shed

only by e.g., the nusic furnishing conmpany A can be transferred to the
por t ablcondiétion és dedredsed.byldwad. i s, since the present nusic contents
di stributing system converts the encryption system of nusic contents,

format of thepe eg}n@gemg%tﬂ]mﬁfﬁegg {It‘ﬁfrt ?h(ZSPS‘Haé {ife wififed eaabfeR peytoice f-or

the nusic contents*into the u fer protocol, the music contents
of vari.ablg syste .Stored.in.the hard i f : er 1,
can be ‘P@pﬁﬂ'd‘%}cqu Loy, y@éﬁ‘ﬂ)%ﬂ‘ghgq 3n%ﬂg§gﬂn@n?thgﬁﬁﬁﬁh?%%h%ﬁor t he
portable device (X) 6-3. In particular, since the nusjc ts ,

di stri mst ishevey sineHigdnvEhe scempredsasiyst MANagEaesh, 4Ry (ﬁ%’fiﬂ;ﬁ 38 ti on

information at the time of transfer, the degree of freedomin handling
-t he misAsneissioniesepstion with tha BMIR demiet (X) drdtwithiadayef balhe thepynifight s of
the nusic contents is assured. That is, in the nmusic contents distributing

Y5t e st PBROEAS NG MEPRAPHRRERY pRAGcbhe USi ng condition [ nf orat | on

are converted tween r uci ng application adapt.ed for reproducing or
controlling £hg THalS SN fubid ohft! BlstriOfify'Sfem, the music contents

distributed from the EMD server (A) 4-1 and the EMD server (B) 4-2 are acquired by
- the comprehensive management unit (X)315 for reproduction or management. Also,

the music contents distributed from the EMD server (X)4-3, EMD server (A) 4-1and
. the EMD server (B) 4-2 are transferred to the portable device (X) 6-3.

In the music contents distributing system, as described-above, -mainly the
comprehensive management unit (X)315 operates to convert the encryption system for
music contents to be transferred, the format of the using condition information
appended to the music contents to be transferred or the compression system of the
music contents to be .transferred,. in association with the respective reproducing
applications and the device drivers, to effectuate transfer of the music contents with

. the aid of the unified transfer protocol. So, the music coﬁtents downloaded by the

reproducing application (A) 311 from the EMD server (A) 4-1 and the music contents



contents and the- using condition information. By so doing,42%§1§@?ic
contents distributing systemis able to nove the nusic coHt S %red I n
e.g., the hard disc 21 in .the personal conputer 1, even if there are

pl ural reproducing applications, thus enabling unified. managenent of the
musi ¢ contents. Mreover,. since the using condition information is
transferred along with the nusic cont ggts, there is no risk of the using
conditions overlapping with sole nmusic contents thus assuring nore reliable

14 Apri 4 ectiqgn of the music c nts. ing Condjtion

| nf or mb?gﬁ??@gl%ﬁ% f%?{oaflclﬁgappﬁgwomﬁ%hgfiﬁﬁgw t@@ﬁjﬁ\dﬁs sEverthrddcren) A
typical format, of the using condition information used in the reproducing
appl i caP® dFATSAITen 10| the runpsehrnsive dnanagentent repit (X315 goathet ithatmesic (A)
311, the using condition information, represented by a tabulated form

shown foentexntswpf &n aitist Fugrstia, only b}se.gaiﬂ;g gzdlkg% ferhish S?IPEQBY wkm\% of

the Table are stated, in . the columar , the I es of the using
condi ti @agsfRRddBeR: b s | Gi espectively. For

exanpl e, the. possiqgi: @b?gg‘ég@éi}ég? gj‘l F:\%W’? Bgtlrlé’pﬁgf/e Q}]edlgr&g?rg IPP%‘): C&“?ffrﬁé cost
per repka.: ay/play) are stated as .policies. The using condition

i nf or naél?ﬁhblft@]%f’)&#ﬁﬁpgaﬁ ﬁW“QIMBt‘Eﬂ/EY%’rW%f mugic epnfens, fasmat ef dherat i on

i s appended to _each nusic contents, as shown in Fig.9B. The reproducing
appl i cH§1BE copglitpmingenmatinnsandtheneamnpressioneysteni for the aousianogtents inté he
.stated policies and the correspondi ng val ues. For exanple, assune that

t he posthebinifiedrhasferipiototdl] i®misic S6hRBE of3ariabRAYstene k@e@ﬂf’t{ngﬁra?d (to)
i s Novenber 24, 1999 and the cost per replay (pay/play) Is yes/10: yen. In
such cafi§e of the personal computer 1, can be reproduced by the comprehensive management
unit (X)315 or the portable device (X) 6-3. In particular, since the music contents
distributing system converts the encryptioﬁ system and the using condition information -
at the time of transfer, the degree of freedom in handling the music contents can be
enhanced while protection of the copyrights of the music contents is assured.
That is, in the music contents distributing system, at least the encryption system
and the using condition information are converted between reproducing applications -
adapted for reproducing or controlling the music contents to transfer the music
contents and the using condition information. By so doing; the music contents
distributing system is able to move the music contents stored in €.g., the hard disc 21
in the personal computer 1, even if there are plural reproducing applications, thus
-enabling unified management of the music contents. Moreover, since the using

condition information is transferred along with the music contents, there is no risk of

the using conditions overlapping with sole music contents thus assuring more reliable



the nmusic contents.can be reproduced as from Cctober 25, 1%29 aﬂ
reproduction .thereof before this data is_ inhibited even i Apr @Bp‘éy
command is issued fromthe user. The nusic contents al so can be r epr oduced
‘unhtil Novenber 24,.1999 such that the nusic contents are erased as from
this date. The nusic contents also are set so that 10 yen is assessed per
replay . The nunber of times of reprgduction by the user is 14 April 2004
51 stored as the separate |l og information which is uploaded to the EVD
server_(A) . 4-1 .to0 assess the user who heard or viewed by an anount

corre gﬂ%ﬁt‘rﬁ’{f qfc}hf’ﬁé“sﬁ%ﬁ%lgpnﬁf times the music contents are heard or

vi ewed. Epr anation of the Using Condition Information as Used by the
Conpr dBgdising Conditiorelafarmation ())315) The using condition information, as
used by the conpr ehensi ve managenent unit (X)315, is now expl ai ned. The
usi ng (Expladativn (bﬂWR@l!tim’ﬂyd)fs,edﬂ.d)srmg@duaimedlnfosmaalppénded to the nusic
contents "downl oaded fromthe EMD server (X) 4-3, and is wused when the

~conpr ehens :\%Glggﬁg?ﬁﬁﬂﬁgtog gﬁ% télsgr@&;tﬁhﬂﬁﬂ FRST RO Wedoin theaeptisduting

contents. dition information is used asaunlfled

f or mat en . cally transferring nusic contents between the

r epr odtRR W@tlﬁﬂﬂa)g{oﬁ ’BHO%/VA?’{@ 8and t he conprehensi ve management unit
(X)315 or between the reproducing lication (A 311.and.

conpr ehensi lne thmamepreducinguappl 1c(ajqulégﬁjﬂi, 15 thejwygn c‘éﬂ’i’é‘l??’brfn*?ff‘?f’rtm’l on is

referred to below as the unified using condition information: The unified

usi ng &gi’ébehtélﬂb ¥ aftabulzed Forh showdefosexampde, inftig:daf id wse@B1, an  aut onat on.
“file 33 a paranmeter file 333 and a hysteresis-file 334, as shown in

Fig 4 ThegpbiibfandTigntbahbth o di Pl b Saea) il the onkinal detthes)

| anguage.

the policies of the using conditions and specified values of the policies, respectively.
For example, the possible replay date (frdm), replay end date (o) or the cost per replay
(pay/play) are stated as policies. The using condition information is distributed from
the EMD server (A) 4-1 as the information is appended to each music contents, as
shown in Fig.9B. The reproducing application (A) 311 controls the music contents in
accordance with the stated policies and the éorresponding values. For example,
assume that the possible replay date (from) is October 25, 1999, replay end date (to)
is November 24, 1999 and the cost per replay (pay/play) is yes/10.yen. In such case,
the music contents can be reproduced as from October 25, 1999 and reproduction
thereof before this data is inhibited even if a replay command is issued from the user.
The-music contents also can be reproduced until November 24, 1999 such that the
music contents are erased as from this date. The music contents also are set so that

10 yen is assessed per replay . The number of times of reproduction by the user is



In the index file 331-is stated e.g., the reference informgtion. of each
file. To the automaton file 332 are appended an autonatonngﬂéﬂﬁﬂéoﬂgrtion
341, stating the using conditions by automaton, an authentication code by
~conitents keys. (MAC, Message Aut hentication Code) 342, a signature by a
contents purveyor (Sig) 14 April 2004 52 343 and a certificate for
verifying the signature (Cert) 344, as..shown in Fig. 11 - The contents key
i's denoted KC, whilst a private key a & a public key of the contents

rveyor, whqQ prepared the contents are, denoted K-'E and KL1E, respectively.
Pt “austsied o8 68 Siate ]G in Biraiion ubich Bapianeddpdhadivl seeeld) rbsi &

contents by an Extended State Machine stated in tuple sequence. Wth a set
of the d&passess the wieamvsw bdard loe viewedby amamiaunt eotrespondingnd thd hlbmbesef  of
i nput symnbol s representing the events of the nmusic contents E, the

aut omat ¢inessthetmigicRontdn®ardleafX B ¢3s08ja set Q of the operating states
of the nmusic contents following status transition as follows: Q@ {d | d =

S(q, a) ) : =.Sh in this uafion,. the set .of the
oper at i K]g:jﬂ agtﬁ fe-i)gn i%sf t?)é g[rJ Sélgg}e(&éi%“%’.“om%ﬂrénﬁ“?% aﬁgl?ﬁﬁiehy bV’eaEPGWE?I?“gﬁ“fP

havi ng vari ables g, a. . i ndicates one operating state of the set Q of
t he opep}ﬁqaﬂﬁ“@éﬂgg(&wf% musi c contents. The.a indicates an event of
the set of events E. The function Sis a map of a power set of Qand E to
Q Based onTheaisitgeendifiof informhalion, esabed bplthe compreliasiadmayagetient,
d>lq, dEQ aEE}. Note that <q, a, d> indicates an exanple of pernutation

?gg p;:/ ;)TT’Qgirlmf{B%)tQ[l?,ggsyﬂoy\;r?exgasigfﬂ.rgh%iugij'}geeéﬁdiﬁklﬁ-']nﬁﬁ‘rﬂa?mn?%o(xplafﬁlhineﬁ?ﬁ)é'
appended to the music contents downloaded from the EMD server (X) 4-3, and is
used when the comprehensive management unit (X)315 manages control of the music
contents. Moreover, the using condition information is used as a unified format when

- reciprocally transferring music contents between the reproducing application (A)311
and the comprehensive management unit (X)315 or between the reproducing
application (A) 311 and the comprehénsive management unit (X)315. This using
condition information is referred to below as the unified using condition information:

The unified using condition information is made up of an index file 331, an
. - automaton file 332, a parameter file 333 and a hysteresis file 334, as sh'own in Fig.4. |
These files are stated in an XML (eXtensible Markup Ianguage) language. -
In the index file 331 is stated e.g., the reference information of each file.
To the automaton file 332 are appended an automaton stating portion 341,

- stating the using conditions by automaton, an authentication code by contents keys.

(MAC; Message Authentication Code) 342, a signature by a contents purveyor (Sig)



start date and tinme .(from YMD), play end date and time (to., YM)). nunber
of usable days (in Ddays), or null event (e), are stated a]s‘“?‘gﬁl@%: E =
(Play, copy, pay Y, fromYMD, to YMD, in Ddays, e). 14 April 2004 53 so,
the follow ng statenent is made in autonmaton descriptor 341. A specified
statenment in the automaton descriptor 341 is hereinafter explained. An
illustrative description by a tuple-rgw of the automaton, representing
operation transition of nmusic contents shown in Fig.12, is shown in Fig.13.

{ransi o3 %ﬁ%”ﬁﬁﬁbiﬁﬁgﬁ%{&Ejfﬁ%?&ﬁ?si?f*%ﬁ% E€9ﬁ23§%%53%"‘§§'8*'§§%‘?ﬁf-t LG
5 Fro 1 5,. ] [ e

ovent  GontenEy bow ét damele(KCs auHING HOVIE Ky AN O PhiheS e o g1,

transition to the state g2 occurs. If the play event (play) occurs in the

state poeyoraviss proparédtheactmtents ahedsnated Kj' amkhK{ , irespectizelyr esent
automaton indicates that,-if the paynent of 10 yen is nade, the nusic

cont ents mayphe : I i Népeg iR gite afpmBisket
anount , suc%ﬂhgsal%tg%c?%wg{%?éft%gz%c%eusfgb?ﬁwﬁe E::t ate Sqli,3 tr angi tion is
again made to the . status, Q3, eci.fical ly. this ton -indicates .

t hat , - C?'Ftei’iﬂeb%%r%ﬁ'?mgefd %6" 3@4&#’%@ ﬂﬁk’é‘y mtthgierﬁfgi%%gg%nt ents can

be. reproduced without regard to the nunber of tines. | Lﬁﬁ gaymﬁgt event in
an anount cVithgsehal thg apsrating staies of the upedRIICSANtEHER [RNE FY1thA Set '
reproduction, such as 10.yen (Payl Oxn) occurs, transition is nmade to the
_stat usofi4nput fymbblsereprésentingi the dventdef shanussig4ontdnts Pl, dhe eautomatqipl ay)
occurs, transition is again nmade to this state gq4. If n play events occur

in -t h%&tirfgt poidif341 Eﬁﬁlt%h%s% s5QMBHehd Bpérafing!seites ofithe sl éontehts i s.

aut onmt on. , 'S snown

following status transition as follows:
Q’ = {d|d = 8(q,0)[qQ, «Q, 5: QxE ~Q}

- Asshown in this eqﬁation, the set Q of the operating states is expressed as d.
The d is defined by a function & having variables q,&. The q indicates one operating
state of the set Q of the operating states of the music contents. The « indicates an
event (th the set of events Z. The function  is a map of a power set of Q and Z to Q..

Based on the above Q, X, and Q’, each tuple is expressed by
'{<q-, ¢, d>|q, deQ, aeX}. |
Note that <q, &, d> indicates an example of permutation and combination of q, «, d.
In I, events such as replay (play), copy (copy), amount (pay Y), possible play
start date and time (from YMD),'play end date and time (to. YMD), number of usable .
days (in Ddays), or null event (€), are stated as follows:

% = (Play, copy, pay Y, from YMD, to YMD, in Ddays, €).



If 10xn yen is paid, the nusic contents can be reproduced t] . If a ,
paynment gvent o? A pre-set anpunt, such as 100 yeg, occursqﬁﬁ%gﬁéogﬁate gs,
14 April 2004 54 transition is nade to the state 6. If a copy event
occurs in the state g6, transition is nmade to the state g5. - If a copy
event occurs in the status g6, transition occurs to the status g8. If a
pl ay event occurs in the state 8, trgnsition Is again nade to this state
g8. If a copy event -occurs in this s Hte g8, transition is nmade to the
state 9. Thig state g9 is a final state where no transition to other
states occur80gthg faowingstatementds mpdstin ausomatan desgriptdredddn shows that, if
100 yen is paid, the nusic contents can be copied once to other device.

Mor eover, t hAspacifizdataiemshoinghé hetomabh des@iptohd4 Misshareinaftepskslaimepi ed
can be reproduced any desired nunber of times, reproduction is 1npossible

if once the ' - AL ' ) o) ' | f nt
cvent of a pro: TREUERYC MLEfich 19°5 BRI Oa ST Hhe S8Kfon, rebRSeRTTC
state g5, transitign is. made to , the state q7. _ Lf.a,copy.evenf occurs in the
State qperliphiiansEn SLmige RN D b 612, i GPON in Heckby ovent

occurs in the state q7, ‘transition is nmade to the state 8. If a play
event - occur sThis autematom: perf@m)s the statas triansitions as ags explathedt 0. t hi s state
g8. If a copy event occurs in this state g8, transition is made to the

state q9.. ThFsstgtrahsitiaf i ma@efﬂcﬂﬁﬂar}sihﬂizﬁ_s!mef@ﬁ)_ 1o $taRNGl hn@ Vo heté jsr -
states occurs and no event occurs.That is, this autonmaton shows that, if

2000 yeoins ¢ 'tQteS}tilf?ﬁnl‘@eéﬁ_f%WQtrﬁB%érpﬁ@f‘o%rgopi ed to another device a -

limtless nunber o reover, aut omat on shows that, although

th i ed nusic_content b duced desi red.punber of tines,
the misi o coMARRACRGeELOT & PaorhamouBl ek at 4 Yiok (pa¥10) Peis b cher.

state 1, transition to the state q2 occurs. If the play event (play) occurs in the state
q2, transition is made to the state q1. Tﬁat fs, therpr,esent automaton indicates that,-if
the payment of 10 yen is made, the music contents may be reproduced only onée. If
a payment event of a pre-set amount, such as 1000 yen (a.pay1000) occurs in the state
q1, transition is again made to the status 3. Specifically, this automaton indicates
that; if the payment of 100 yen is made, the music contents can be reproduced without
regard to the number of times. If a payment event in an amount cbrrcs[)onding ton
times the reproduction amount for one reproduction, such as 10 yen (pay10xn) occurs,
tranéit-ion is made to-the status g4.. If, after transition to the status q4; the play event
(play) occurs, transition is again made to this state q4. If n play events occur in this
state g4, transition is made to the status q1. That is, in thisﬁautomaton-, it is shown that,
if 10xn yen is paid, the music contents can be reproduced n times.

If a payment event of a pre-set amount, such as 100 yen, occurs in the state g5,



Fig.13 shows a tuple row statenment of the autonmaton perforn}p& tﬂgmabove 14
April® 2004 S5 described status transitions. It is possible P

automaton stating portion 341 to state parallel synthesis of operating
states, in order to update the novenent of nusic contents. For exanple,
paraIIeI synthesis of the operations a. and a, may be represented by the
tupl e sequence as follows: <qo, a-, sa0, go> <qO a-, a,, qO. It is also
possible to state an action acconpanying the status transition in the

aut omﬁgﬂsﬁﬁ}igg@g&‘;@ghe Qatet as. Pk cBEG LR oddifs ﬁf‘fﬂe%at'esqr | SANSARM RA DY

tupl e as 'S actlon IS re sented as a
function enploying a_p deflned varlable v abl e, up of an
1D & Sededbaht stle fsr i a eoms et St Pt eiius 4B iy Bon psBr e the
representing the purchasing price of an albun1(a) statenent is such that
a.n: =sta0G0q8. Hha planpicet occurhenélmsiﬁ@tq&t@mattlmglspﬁgaﬂm sradz40 thissfateg an
action with respect to the variable is as shown below <% payl OO q,

a. n: %8”Ifa £BPY event dcklirs iRQRis stRR Mﬁ, fran$itiodlis nfade to the Skaté 8) Thisgtatep! ay,
g2> -(3) This exanple indicates that the purchasing price of a sole nusic

((:g)n ; ?nﬁﬁ is § BAUPLL R wh&n L R5iSn tE1RE shfesbecufl BB LEhARRuEE IPRAH ON
. is, this automaton shows that, if 100 yen is paid, the music contents can be copied once
to other device. Moreover, this automaton shows that, although the music contents
copied can be reproduced any desired number of times, reprodugtion is impossible if
once the music contcnfs are copied to another device. |
If fhe payment event of a pre-set émount, such as 2000 yen (a.pay2000) occurs
- in the state g5, transition is made to the state q7. If a copy evént occurs in the state q7,
transition is again made to this state 7. If a copy event occurs in the state q7,
transition is made to the state g8. If a play event occurs in the state ¢8, transition.is
again made to this state q8. If a copy event occurs in this state g8, transition is made
to the state q9. This stétc q9 is a final state where no transition to other states occurs
and no event occurs. ‘That is, this automaton shows that, if 2000 yen is paid, the music
contents can bé copied to another device a limitless number of times. Moreover, the
automaton shows that, although the copied music contents can be reproduced any
. desired number of times, the music contents, copied to another device, can not be

reproduced.

Fig.13 shows a tuple row statement of the automaton performing the above-



14 April 2004 56 The above-descri bed automaton stating portion, %48 i s made
up of an entry 1D 345, a contents ID 346, version infornat il e ,O’bari abl e
information 348, and a tuple sequence 349, as shown in Fig.14. Aspecified
. exanpl e of the automaton stating portion 341 the description format of

whi ch has been defined will be described in the follow ng; Meanwhile, the
events and commands used bel ow as the_agutonmaton descriptions are defined
by a DID (Docunent Type Definition) sﬁgcifi ed on the basis .of the XM
specificatign. For exanple, the reproduction (play), duplication (copy),
pay f or dptcaiped slalusAmnsyions)  pay for duplication (pay-for copy), pay for
al bum play (pay-for-album play), pay for al bum duplication

( pay- f or - al biins popsible foo s hitematom sthting pdation 34 I ondtate paraibed sgnthesiztaf (t o)
and a null operation (null) are set as events by the DID. Fig. 16 shows an

exenp! abycABnEdkk.Ofh Oidef 16 VBHARIMEfloBEAEMGF BRI AShifi. FRY KK

| anguage” i ndi Cating that the sic contents can be repro

Sept enber_ 1, ,1999; .The . descri.pti on shown in Fig.16 is,an,aytqmaton shown in
i o, 17. Padel SYptBsic SR meDtetsRinsdaada Anpray e reisbenigd YInE AR ReqUane, at e
and the .state gq2. Wen the date. becones Septenber 1, 1999 which is a
possi bl @s feJlows:art -date (from in the state . ql, the state is noved to
the state g2. Wien the reproduction event (play) is generated in the state
g2, the<quws,a,cqptents are reproduced, and the state is again noved to the

state gq2. In such manner, the automaton controls to enable reproduction of
the nuskg o£QNIgRLS from Septenber 1, 1999. 14 April 2004

It is also possible to state an action accompanying the status transition in the
automaton stating portion 341. For example, the action is represented by tuple as
follows:
<(qg> ©; (;; action>

This action is represented as a function employing a pre-defined variable. The
variable is made up of an ID, a scope and an initial value. For example, with a variable
n representing the purchasing price of an album (a), statement is such that a.n: = 1000.
An example of the automaton stating portion 341 stating an action with respect to the

~ variable is as shown below: ..

. <qy, pay100, q,, a.n: = a.n— 100> (1)
<qos Pay (a.n), q;, an:=0>. w(2)
'<qy, play, @;> - = . o(3)

This example indicates that the purchasing price of a sole music contents -

(equation (1)) affects the price of album purchase (equation (2)).



57 Fig. 18 shows an exenplary description of the automaton stating portion
341 by the XM | anguage indicating that the nusic cont ent s [&aPrpe004
reproduced until COCctober 31, 1999. The description shown in Fig.18 is an
automaton shown in Fig.19. The automaton is constituted by the state gl as
an initial state and the state end as an end state. Wen the reproduction
event (play) is generated in the stakg g2, the nusic contents are
reproduced, and the state is again noved to the state g2. Wen the date

becones Cctgber ,31 99 ich | . @ i , the
state is nﬁ?‘&?bf’gé't §Cr§l?%4]%&8ﬂﬁ$m?ﬁt%ﬁﬁg%s%ﬁ é?'zbgrl\dg Hiatégq’?{(gf%ﬁ%@ﬁétﬁzmved
to any state, or no event _is,generated., In such nannet, ayta on
cont r oB45; mcentantsdDy 346, yatsien OUﬂatﬂ%347ﬂYﬁF'@gifHH¥‘§fﬁ‘ﬁa§‘Ql}é‘&ﬁ a@@@dﬁ@ 31,
1999. Fig. 20 shows an exenplary description of the automaton stating

por ti ope@fthce)349 heshdd linbggade i ndi cating that the possible reproduction
‘time period for the nusic contents is from Septenber 1, 1999 until Cctober

31, 1.999, ‘M%J%\%ﬂ}fﬁhfan&gﬁﬁﬁ%ﬂhetahfmﬁatoﬁkta@ﬁ%fpo@iisrlB@ptmbrsh'ﬁgﬂoh%ﬁﬂaﬂe. The

descri ption” sho 'S an automaton shown in Fig:21. The autonmaton
I s const.i tut by th tate. as an, initjal. stat.e, the state g2 and the .
state Ogﬂé‘lﬁﬁg‘%%ﬁ%g‘%ﬁ%ﬁ W'ﬂ\i?&rﬁgetgﬁrénb%cg{rb{h&f@@ﬁé‘bﬁ%eptenber 1, 1999 which is
a possible use start date (from) in the state ql, the state is.mved to

the state qMeanverle ths evenisandgommmndsisad belomvags the guipmaliondesChiplions st at e

g2, the nusic contents are reproduced, and the state is again noved to the
state grs doMestl bya DIFID ¢Doeamens T pe Brfiniti@dspebHied on the basis.of the XML

specification. For example, the reproduction (play), dup]icatiop (copy), pay for play
(pay-for-play), pay for duplication (pay-for copy), pay for album play (pay-for-album-
play), pay for album duplication (pay-fof—a]bum—copy), possible use start date (from), .
use end date (to) and a null operation (null) are set as events by the DTD.

Fig. 16 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the music contents can be reproduced as from
September 1, 1999: .

The description shown in Fig.16 is an automaton shown in Fig.17. The
automaton is constituted by the state gl as an initial state and the state q2. When the
- date becomes September 1, 1999 which is a possible use start date (from) in the state .
ql, the state is moved to the state q2. When the reproduction event (play) is generated
in the state q2, the music contents are reproduced, and the state is again moved to the

state q2. In such manner, the automaton conirols to enable reproduction of the music

contents from September 1, 1999.



Oct ober 31, 1999 which is a use end date (to) in the statelgz, ﬁr2 éﬁlpe
reproduction event s generated 16 tines (play x 16), the 3R 2084 oy ed
to the state end. In the state end, the state is not noved to any state,
or '-no event is generated. In such manner, the automaton controls to define
“the reproduction period from Septenber 1, 1999 to Cctober 31, 1999, and to
define the nunber of reproduction to Ss; 16 times. . Fig. 22 shows an

exenpl ary description of the automatorn’stating portion 341 by.the XM-

| anguage indi[l:pawéhthat the nunber of times of reproduction of the nusic
contents is té&& Qs dHexemphuy desariptiqiaehihe atomaten gatingportipmddded a
paraneter statenment portion 351, ‘authentication code 352 by contents key,
a si gnabyrtbe XBHL Bynguagerindivasinguhae yter musie coatents tarobe agphriiced afntin 354
verifying the signature, as shown in Fig.23. The contents key is denoted

KC, whi iOdiobdie3priioget e key and the public key of the contents purveyor who
prepared the contents are denoted K-'E and K E, respectively.. The

paraneter fike 3 an. be rewi.tten .a contents purveyor, opher than the
contents pur @?o&gﬁlgﬁﬁpeﬂ&% PHe'&; d%eﬁfbﬁ"&?%mge,%ho %rmek%@elﬁé
secondary, purveyor such as a contents retail dealer or by an internediate
cont ent 8uignaatenps,constitaigd byrbie state g tas anfinitial 388e end thewiate emd asamppdnded a
unique entity I D 355. accorded to the purveyors or to the internediate

di stri bstata.. Wieanthki leprodéctionseviehe (plag) éapenbedin the stai€ (@N4RE YnddiE veyor
with Kc = HKC Entity ID. The contents - key K c of the sSecondary

e ot | oo AR UE SERC e et B F B VB Bl D
the wri -Bécolrﬁ'cspﬁrc%be%'obpﬁ 1999k n i igeanaéecgrgé date (to) in the state g2, the state is
moved to the state end. In the state end, the state is not moved to any state, or no event
- is generated. In such manner, the autoﬁlaton controls to enable reproduction of the . .
munic contents until October 31, 1999. .
Fig.20 showsan exemplary description of the automaton stating portion 341 by
‘the XML language indicating that the possible reproduction time period for the music
contents is from September 1, 1999 until October 31, 1999, with the number of times
of possible reproduction being 16.

- The. description shown in Fig.20 is an automaton shown in. Fig.21. The
automaton is constituted by the state q1 as an initial state, the state q2 and the state
end as an end state. When the date becomes September 1,:1999 which is a possible use
start date (from) in the state ql, the state is moved to the state q2. When the

reproduction event (play) is generated in the state q2, the music contents are

reproduced, and the state is again moved to the state q2. When the date becomes



The paraneter file 333 is verified by MACif the contents ﬁgy iﬁ %L{eady to
ﬁgﬁ 2
|

hand.-If the contents key is not avail able for reasons per

safety,

the paraneter file 333 is verified by signatures and instrunments. Wth the
primary and secondary contents purveyors S and A, and with the termnal B,

the pratocol verified by MACis as follows. S-'A indicates transm ssion
fromSto A S-Bindicates transm ssicgn fromS to B, and A- B indicates
transm ssion fromA to B. IDA indicates an ID of the device A S-'A K c

H (KC, 1D -' B X = EK5(KC) 1 A-B: | DA . Paranmeters = >

(Por antihleyr 3Tp 150 mkistose e snd e to) W s LA EhEpe tmoiblion event 1
351 states coefficients of a function for changi ntg the_ val ues stated in

t he auiogatevatedtifttimgs (play Xok6)3the statetinmaveddadhostate prd. Indbe siads cBGanpl e,
in the exanple shown in Fig.13, there are occasions wherein the price of

t he NMUBHE GRS TLALE mRRedBSany §ERSoraid evmt ispenerabad. ot sudh) mammer fi( 10) ),
ql> <q,, pay (f2(10)xn), 92> In this case, the above functions f1 and f2

e e ugh L AT L Ser R, 1R {8 auctloh Plrigd i, $&iihber 90 1990, . 14

ing ons as above, it ‘iIs possible for the

i t t a default ' | uesand f t d
P(rjl ?Eel\r,\%l)qpt)gtr)%/e eb§9§n§§@;§fip xgggl@m% greo %pl#gd{?crhon 3 be lfgtisnleé:sqn purveyor

Fig. 22 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the number of times of reproduction of the music
contlents is to be limited to 16.

To the parameter file 333 are appended a parameter statement portion 351,

- authentication code 352 by contents kej, a signature 353 by a contents purveyor, and
a writ of authentication 354 verifying the signature, as shown in Fig.23. The contents
key is denoted KC, whilst the private key and the public key of the contents purveyor
who prepared the contents are denoted K™ and K'g, respectively.. .

The parameter file 333 can be rewritten by a contents purveyor other than the
contents purveyor who prepared the automaton file 332, for example, a secondary
purveyorsuchasa contenté retail dealer or by an intermediate contents distributor. To
the parameter file 333 so rewritten is appended a unique entity ID 355 accorded to the
purveyors or to the intermediate distributor. Meanwhile, K'¢ is the contents key of the
secondary purveyor, with K’c = H(K,, Entity ID). The contents.key K’; of the
secondary purveyor is formulated from the contents key K, of the primary purveyor.

The primary and secondary purveyors are distinguished from each other by the writs



change the price. The above-descri bed paraneter statenent qgrtiqg &fl IS
made up of an entry |ID 356, contents ID 357 and the coeffi it €0

i nformation 358, as shown in Fig.25. The hysteresis file 334 is a file for
stating the trajectory of the operation of the nusic contents, operated
based on the contents of description, in the automaton stating portion
341. The status and the variable in t@s tupl e of the autonmaton stating
portion 341 is recorded. For exanple;”if reproduction is carried out tw ce
in the exanple of , Fig.13, <0, ql, qO0,-gl> results, so that the trajectory
of the Pgﬁgﬁﬁmﬂﬁagﬂ%ration: <payl O, play, payl O, play> is obtained. I|f
this is summed and uploaded in e.g., the conprehensive managenent unit

(X) 15, it isThesparametardileodiiisevarifiedaby MAG iy thiel enitgnts Heylisalrealip tbhe
musi c contents distributing system1, in which.the unified using condition

i nf or mehasd. IfYRPEGSERsIKRY ié h6t miilas]cqeﬁféagbﬂ@g&xin%ﬂt RIPLHL O3 Jja??etf{egegh the

policy itself and its concrete value. are progranmmed, Is°used,

possi bl ﬁ]e_g§3g§ ?%ﬂﬁ???’Qﬁ%’g_&?ﬁﬁ%eﬂgﬁfg{}ftﬁﬁg&m in the description of the

contents usin 3nd Re- downl oadi ng of Destructed
Campr chons! vOVIAABE BRIV Seoopdey CoRLeABPURISYIS BoAndiy end With Wy
managenent met hod of the conprehensive managenment unit
terminal B, the protocol verified by MAC is as follows. S~ A indicates transmission
from S to A, S~ B indicates transmission from S to B, and A-B indicates transmission
frofn Ato B. ID, indicates an ID of the device A. |
S-A: K. =H (K, ID,)
$-B: X = Byy(Ko)l
A~B: ID,, Parameters, M = MACK’ (Parameters)
B: I\/I%MAC’K,c (Parameters)?
This parameter statement portion 351 states coefficients of a function for
changing the values stated in the automaton stating portion 341 of the automaton file
332. For example, in the example shown in Fig.13, there are occasions wherein the
price of the music contents becomes a function, as shown below:
<Go, pay (£,(10)), q,>
<qy, pay (£,(10)xn), g,>
In this case, the above functions f, and f, are defined, for example, as follows:
fitn) = 0.9n- :

f,(n) = 90 + 0.1n.



(X)315 is explained by referring to Fig.26. The conprehen5| ment
unit (X)315 stores the nusic contents Cl1,-C2, C3, . ﬁﬁqgﬁﬁﬁgﬁard
disc 21 in the personal conputer 3. The conprehensive nanagenent uni t
(X) 315 al so stores the contents keys Kcl, Kc2, Kc3, ---, Kcn, associated
with the nusic contents Cl, C2, C3, - Cn, respectively. The contents keys
Kc are in a one-for-one corresponden to the nmusic contents C. To the
music contents C13 C2, C3, - Cn are appended the contents IDs for

i dentification, Tlesecntents I are ter dCI

O n The. mBSideTiiRE Bicameaoncas aBeye, I RO ge g sty RET iR sehi &
keys Kcl, Kc2, Kc3, ---, Kcn and, in this state are recordep ihe har d
di sc 24 defaulbprievahreaind foo tirusenond. puEyeyordy rewikie dke parametppl FOE}

have- been encrypted with the key K Usually, the contents IDs are recorded
ina h%ﬁ&’%;jeﬂfe;%ﬂi‘@e.”mi c contents C and encrypted along with the nusic
contents he MAC i s appended to the nmusic contents C, such that the

tents | t f
cont onts. TG A SERELE Bafir RESA R poriBRY A mal up of cifentyy

storage keys KS and are recorded_jn the tate of Kc Kc2),
E(SK, KO35 6 contents HR 357and) the coefldcigntsdntprazatiog ’tar'f'eSh[?é'er%Efg onput er

1. This storage keys Ks exhibits 14 April 2004 62 so-called resist nce to
short wavel gigthysterdsisSils 38dds a filaforetating thy trajeetor nef theppeatiopoft '
referenced by an ordinary user. If, in the conprehensive nmanagement unit

§m>05 |3 ({i%gg@&%@ bﬁ%r?{eggggmmhe c@nmwamlmme@m Awtomatmysatinge
mple, 1s to be
portion 341. The status and the variable in the tuple of the automaton statmg portion
341 is recorded. For example, if reproduction is carried out twice in the example of
. Fig.13, |
<Qo> 915 o> 4s>
results, so that the trajectory of the following operation:
<payl0, play, pay10, play>
is obtained.
If this is summed and uploaded in e.g., the comprehensive management unit
(X)15, it is possible to corhpute the amount payable by the user.
In the music contents distributing system 1, in which the-unified using condition
information, representing the using condition by an automaton in which the policy

itself and its concrete value are programmed, is used, it is possible-to elevate the

degree of freedom in the description of the contents using conditions.

(4) Re-storage and Rc-downlqading of Destructed Music Contents




reproduced, the contents key Kcl is decrypted, using the Stﬁr%ﬁ%iﬁ@ KS,
and swubsequently the nusic contents Cl is decrypted, using this Ccontents
key Kcl. In this manner, the conprehensive nmanagenent unit (X)315 is able
‘to ‘reproduce the nmusic contents Cl. If, in the conprehensive nanagenent
unit (X)315, where the key nmanagenent .is performed as descri bed above, the
musi c contents Cl is to be noved fromﬁtlhe hard disc 21 to the portable
device (X) 6-3, reciprocal authentication is performed with the portable

device (X) 6-+3, conpl eti.on of e aut hentication, the contents key Kcl
i s decrypt edﬁgf"%?&'lg’@g’i‘l&ﬁ%C.ﬁ%@}c '{ﬁg’y @ﬁé‘OBHHF SEYe BBRegFmEniayt 5‘(5’115%
well as .the encrypted .nusic contents Cl is transferred to the portable-

devi ce (Xnow-explaied. contents key Kcl and the encrypted, music contents Cl
are both transferred to the portable device (X) 6-3. The contents key Kcl

and the nusi Fissonthenkey Glnagembat Metlfs@oedhé '@MpreRemdvdl ntimpedient BHiSO
doi ng, the conprehensive nmanagenent unit (X)315 is able to ve the nusic

cont ent %(ﬁéls%giﬁgmaﬁp}e%ﬁﬁgggqﬁg 6-3. The nethod of regenerating t he

musi ¢ contents as becones necessary®whén the nusic contents or
the.contents,lléjgy ceaSﬁ tQ be reproducihl frgmthe hard di sc 21 due to,
for exanpl e, 'AEHYRRIENEASIE Manasement unildX)31> stosestheanpsic cententsdCLiGad. - 14
April 2004 63 Usually, the conprehensive managenent unit (X)315 saves the
backup &% a"oCIltﬁEﬁwélaycbtdé&c Riisinctheopemsnnal Compdtdrnd. Thet emhprdtenske i n
the hard disc 21. Al so, usually, the conprehensive managenent unit (X)315

IS supemanagemenbanip (XI¥ES aldoesioresstif comentiuRéys Kot us rleywnl.ogded form
the EMD server (X) 4-gxgnd the list of the cont%snts iDof the totality of

the Mushesqettq With heMEdc bonttRf GRAEL, ¢3¢ Cn, respectively. The contents keys
Kcare in a one-for-one correspondence to the music contents C. To the music contents
C1,C2,C3, - Cn are appended the éohténts IDs for identification. These contents IDs
are termed CID1, CID2, CID3, ---, CIDn.
The music contents C1, C2, C3, - Cn are encrypted by the contents keys Kcl,
Kc2, Kc3, -+, Ken and, in this state, are recorded in the hard disc 21 of the personal
computer 3. E(K, C) denotes that the contents C have been encrypted with the key K.
Usually, the contents IDs are recorded in a header of the music contents C and
encrypted along with the ﬁusic contents C, or the MAC is appended to the music
-contents C, such that the contents IDs are not separable from the main body portion
of the music contents. -
‘The contents keys Kcl, Kc2, Kc3, -, Ken are encrypted by the storage keys
KS and are recorded in the state of E(SK, Kc1), E(SK, Kc2), E(SK, Kc3), -, E(SK,

Kcen) in the hard disc 21 of the personal computer 1. This storage keys Ks exhibits



21 as use log information.. This log information is to be Ligdatﬁg ﬁ‘ﬁ t he
time of controlling of the-nusic contents as when the nusi HHeARts i s
downl oaded fromthe EM server (X) 4-3 or noved to the portable device (X
6--3. The conprehensive managenent unit (X)315 uploads the log information
to the EVMD server (X) 4-3 periodically or. after accessing. . . If the
music contents C or the contents keygsc stored in the hard disc 21 of the
conpr ehensi ve managenent unit (X)315 are destroyed, the follow ng

processi ng,4 executed. . | h ' : Scaffpt Kc are
destro?@b‘,%lfteaereﬁléfﬁ&%ﬁ%ﬁgql{tlg&av%cﬁ%g}ﬁggggén| dsl{')% gélcgtr&r?‘ﬁ?t} Egglci:'éetsses fhe EMD
server (X) 4-3 to performuser authentication. . The EMD server (X) 4-3

t hen r beageterencedby @8 ©rdiBgry 8@ mati on of the conprehensi ve managenent
unit.(X)315, fromthe user ID of the authorized user, to generate an
integrity chgdk thatoapfdhedive Tiammge@ént anij¢XoBhb cahelisdbefeymarigemien! as
the contents ID of the nusic contents C stated in the use log information

and on . . e4Hz0 ' renagsedmple, tis (18) B&5, in
accor dé%?’:er%ﬁbﬁ{da%g %?ﬁ'@zggﬁ%}f&l @fsﬁ@&:@ﬁ(&ﬁ% RSN O AT Dn)

-1 where H(K t I S, a, uni-directignal h.J 1O, r&s | ue
changedepwcﬁﬁegﬁéﬁ&@nﬁm&ﬁ@yE%?s@r 6%CFIYPPE)%?4‘3%H£ ﬁ?allﬁ P mﬁféz It{]‘é’e atd

generated integrity check value [CV to the c,onp{lehensi ve. na efiﬁ uni t
( X) 315 subséquemdlyntheinusio pertants €l & dagsppiednueingdhisspnjents 5%@1: RY8p, the

manner, the comprehensive-management unit (X)315 is able to reproduce the music-
contents C1.

If, in the comprehensive management unit (X)315, where the key management
is performed as deécribed above, the mﬁsic contents C1 is to be moved from the hard
disc 21 to the portable device (X) 6-3, reciprocal authentication is performed with the
portable device (X) 6-3. On completion of the authentication, the contents key Kcl
is decrypted by. the session key and the encrypted contents key Kcl as well as the
encrypted .music contents C1 is transferred to the portable- device (X) 6-3. The
contents key Kcl and the encrypted music contents C1 are both transferred to the
portable device (X) 6-3. The contents key Kcl and the music contents C1 are both
erased from the hard disc 21.. By so doing, the comprehensive management unit
(X)315 is able to move the '-i;;usic contents C1 to the portable device (X) 6-3.

The method of regenerating the music contents as becomes necessary when the
music contents or the contents key cease to be reproducible from the hard disc 21 due

to, for example, destruction of the hard disc 21, is hereinafter cxplained.



conprehensi ve managenent unit (X)31.5 re-stores the backup %apza.tzﬁ ZZave t he
music .contents C or the contents key Kc in the hard disc 37 AR 200 nusi ¢
contents C or the contents key Kc are backed up, the nusi-c contents C or
the contents key Kc destructed is to be re-distributed fromthe EMD server
(X) 4-3. At this tinme, the EMD server (X) 4-3 references to the purchase
hysteresis of the user, and refrains fromassessnent if the contents have
once been purchased. The conprehensi vé3managenent unit (X)315 perforns the
above processing to re-construct the nmusic contents C or the contents key
Kc dest r oyed Usufilly hiderosiprebensienmanagementhmit(hy3d Stsavisethe backey dataradt ed
are to be reproduced or controlled, the conprehensive nmanagenent unit (X)3

15 checigse éﬁ@%@tda Plsic@nt s Car®Heedintemy ke ¢ i fRNIrd dideezK val ue 1CV.

By checking the nusic contents C or the contéents key Kc reconstructed

using the int i egk. ) i th., - I i ptention,
who nenor i zeéﬂ%;’(‘{%'flﬁy’dﬁfg Cfﬁé%ﬁ?b%%&%??@eﬁ%ﬁ&(&% 'Sg%:@%}yfgﬂg@%ed t he
nmusi ¢ contents, in_case the nusic contents C is noved to the _portable

devi ce Pwychasgregoads of the aawsic porfentsflovwrlpaded foempthe EMD sonyer @X)45386r oduce
or nove the 14 April 2004 65 data by way of control. If it is not the nusic
cont ent thedistroftthe confenénild of ¢lye Katalityt oft the nstisic @gateneystisfed inhthe haad diseen :
destroyed, the conprehensive managenent unit (X)315 is re-installed. Even

in suchzgageysd %ﬁ%ﬂo@ﬂﬁti@h. rehiOWY RFhstib® if %@%ebﬁgddtéd $ §he tffk T at i on
is made in the server (X) 4-37and the log information is uploaded. In

R T A R e e N T L T
the ws%ﬂi&f)osnéne/grt EX) 4-3 or moved to the portable device (X) 6-3. The comprehensive
management unit (X)315 uploads the log information to the EMD server (X) 4-3
periodically or after accessing. |
- If the music contents C or the contents key Kc stored in the hard disc 21 of the - -
comﬁrehensive management unit (X)315 are destroyed, the following processing is
executed.

- If the music contents C or the contents key Kc are destroyed; the comprehensive
management unit (X)315 first accesses the EMD server (X) 4-3 to perform user
authentication.

The EMD server (X) 4-3 then refers to the use log information -of the
comprehensive management unit (X)315, from the user ID of the authorized user, to

. generate an integrity check value (ICV). This ICV is generated, based on the CID, as
the contents ID of the music contents C stated in the use log information and on th.e

storage key KS of the comprehensive management unit (X)315, in accordance with:



have been destroyed by hard disc crushing. If, for exanple, E&?,gudai C
contents have been purchased correctly, it can be _re-constlr4 Hf0Pf ee of
charge. 5 Method for Allotting Master Key and Aut hentication Key of the
Conpr ehensi ve Managenent "Unit (X) Between the conprehensive nmanagenent
unit (X)315 and the portable device (X) 6-3, there occurs reciprocal

aut hentication using the ID and an alél;,‘henti cation key (MG 1D I1K-) proper
to the portable device (X) 6-3 and -a master key (OMG MK) proper to the
conpr ehensi ve nanaage. ni 2 it 315. If there has occurred reciprocal
aut henlGVaeill® CIp| el nsive .managenent unit (X)315 and the
portable device (X) 6-3, it becones possible for-the conprehensive
management wilicre Ihtapissem-drim@tmmbhﬁﬁhﬁglc“pﬂ(ﬂﬂdtlwélt%\ﬂiﬁ?é’ apgsde
managenment unit (X)315 to the. portable device (X) 6-3 or to. return the
musi c mthe portable device (X) 6-3 to the conprehensive
nanagerg}vggftm&hﬁﬁcl){K?X) 315. Meanwhil e, the conprehensive nanagenent unit

(X) 315 hol ds.,t h ril 4. j : ifeckRalhear d

G ae 21 of e FADABY et (R, Mn RAHRL e BUECa AP AT, dibciSmIRes

hol ds the encrypted nusic contents in the.lLnternal recording nedium such
as ‘a : IG¥nter fhecepmprebensive m%@gﬁﬂ%‘?ﬂ&‘l@gr{&h? -are sent fromthe
conprehensi ve nmanagenent unit (X)315 to the portable device (X) 6-3, nusic
contents on [f hhehangidimtéits o onethsercontents dkaypdferare haeked Rt dh¢ed to
the nenory card | oaded on the portable device 10. On the other hand, if

musi ¢ &gﬂtpﬁ@fléns%@n{aﬂaﬁéncﬁﬁﬁ‘ﬁit gqxgms hestppes tbltackepidata (0§ave-tBe musibe

conpre ve management unit (X)315, the nusic contents on the nenory
card | %ggtee%to&ct)rht%e%%gﬁeanlfsl Eefzj RY f5hé BarParcF1C If the mpsic contents C or the

contents key Kcare backed up, the music contents C or the contents key Kc destructed
is to be re-distributed from the EMD server (X) 4-3. At this-time, the EMD server
(X) 4-3 references to the purchase hysteresis of the user, and refrains from assessment
if the contents have once been purchased.

The comprehensive management unit (X)315 performs the above processing to

. re-construct the music contents C or the contents key Kc destroyed.

If the music contents C or the contents key Kc regenerated are to be reproduced
or controlled, the comprehensive management unit (X)315 checks the CID of the
music contents by the integrity check value ICV. By checking the music contents C

_ or the contents key Kc reconstructed using the integrity check value ICV, a user with
a malignant intention, who memorized E (Kci, Ci) as encrypted music contents Ciand -
re-stored the music contents, in case the music contents Ci is moved to the portable

device (X) 6-3 and is erased from the hard disc 21, is unable to reproduce or move the



transferred to the hard disc 21 on the personal conputer 1. The, abl e
device. (X) 6-3 holds ID information (M&1D), authenticatiOH4K§§gB8é%K}IIQ
for plural generations and naster keys (OMG MK) for plural generations
fremthe outset. The portable device (X) 6-3 is not furnished with these
keys or the information fromoutside. The portable device (X) 6-3 updates
the generation of the authentication keys (MGI1K) and the naster keys
(OMGMK). The portable device (X) 6-3 effectuates reciprocal

aut henti cati on not by the authentication key or master Kkey of the old
gener at data bybway lo§ cohsel of the new generation: In the following it is
assuned that the portable device (X) 6-3 is holding the authentication keys
(MG 1D)  andiftihgmotihs imisida@tetOoMie donteritd kegdbebat iherstorage kepK S er ot h
to 100th generations. The authentication key for the ith generation is
denot e | ng, .t : ' =V | enot ed
the_( oiehfipt Y5 ool o R L1 Bt b R

mast er keys. ( 14 ril 2004 6 4.1 8. able tao.transfer t.he.nusic

Cont entSveR mensase,dEstamie on mdev i Soaaels it ToaslraicR MR v 4
for storage therein. On the other hand, the conprehensive nmanagenent unit
( X) 315, inHéedEMDtskevardX) dr-3 kod $he iganfegmation ploadediownl oad  the nusic
contents fromthe EMD server (X) 4-3 for storage in the personal conputer
1. It is. notRBghkhdisic tohtthe d@ﬂﬁb{lﬁhg peitum ITapdeseivud dbove, fiyidkontdrite
master key (OMGMK), that is able to transfer the nusic contents fromthe
conpact . di- Ut LG ; erver
(0 4 A pebniRuctt ARl pRoOHh BR A CHOR prERE T Ph H IS oS Ty

music contents both fromth and. . .
have been destroyed %y hard d(]:S% crushing. If, for example, the music contents have

been purchased correctly, it can be re-constructed free of charge.

- (5) Method for Allotting Master Key and Authentication Key of the Comprehensive

Management Unit (X)

Between the comprehensive management unit (X)315 and the portableldevice

.(X) 6-3, there occurs reciprocal authentication using the ID and an authentication key
(MG-ID/IK) proper to the portable device (X) 6-3 and-a master key (OMG-MK) -

proper to the comprehensive management unit (X)315.

If there has occurred reciprocal authentication between the comprehensive

.management unit (X)315 and the portable device (X) 6-3, it becomes possible forthe

comprehensive management unit (X)315 to send music contents from the

.. comprehensive management unit (X)315 to the portable device (X) 6-3 or to. return the

music contents from the portable device (X) 6-3 to the comprehensive management

unit (X)315. Meanwhile, the comprehensive maﬂagement unit {X)315 holds the



fromthe EMD server (X) 4-3. In the follow ng, the-key that is lilp to
transfer the nusic contents fromthe conpact disc but is dﬁ&:ﬂr@ @_4

downl oad music contents from the EMD server (X) 4-3 is ternmed a key

dedicated to ripping and the key that is able to transfer nusic contents
both fromthe CD and the EMD server (X) 4-3 is ternmed an EMD key. In the
present enbodi nent, the nmaster key fﬁg the zeroth generation (OMG MK 0])
is the key dedicated to ripping, whilst the naster' keys (OMGMK[ 1 to 99])

are EMD keys.. The.s ence. f or prqcessi | ovi : . | dto

ri ppi nﬁ“‘?"é’%“‘é]x’&“é?%@gﬂep?s lﬂih@lec‘g?}{ar‘ﬁﬁ%?gﬁ}@%ﬁ%&?%éﬁﬁ%g@& to be
installed fromthe CD- ROM the portable device (X) 6-3 and flo di sc
52, foposablepleyicea(®) 64 hiolds the seeryptedapnpic combentsgn thg ipferaal SORENES 1
having installed therein an installing software of the conprehensive

nmanagefRdiumnisich Xas3 Aomensorghead. iSv, Ff gh2 7mukic tbetehtsopey seits frade thee
stored the I'Dinformation ( ID) for the portable device (X) 6-3, the

For " neoBBRgfhs it ekl E (ROTFY okie"Potdie diilbd GG IomER &
‘et soneeiesih s G s disflsiic prrrbreb Rometista e Ul MR kel S0
then is installed fromthe CD-ROM 361 onto the personal conputer 1. The
conpr ebexislondedrandhe perfablendavigex) 310n the athes hapd; imusic conteRts H&M8 W sc of
t he personal conputer 1 (step S13). The ID information (M5I1D) of the
sent from the portable device (X) 6-3 to the comprehensive management unit (X)315,
the music contents on the memory card loaded on the portabl.e device (X) 6-3 are
transferred to the hard disc 21 on the personal computer 1.
The ponablé device (X)6-3 holds ID information (MG-ID), authenticationkeys
(MG-IK) for plural generations and master keys (OMG-MK) for plural generations -
from the outset. The portable device (X) 6-3 is not furnished with these keys or the
information from outside. The portable device (X) 6-3 updates the generation of the
authentication keys (MG-IK) and the master keys (OMG-MK). The portable device
(X) 6-3 effectuates reciprocal authentication not by the authentication key or master
- key of the old generation, But by those of the new generation. In the following it is - -
assumed that the portable device (X) 6-3 is holding the authentication keys (MG-ID)
and the ‘master keys (OMG-MK) for 100 generations of from zeroth to 100th
. generations. The authentication key fof t“he ith generation is denoted the (MG-IK[i]) -
and the master key for the ith generation is denoted the (OMG-MK(i])..

The comprehensive management unit (X)315, holding the master keys (OMG-



portabl e device (X) 6-3, stored in the floppy disc 362, ch autﬂ%hi cation
key for the zeroth generation (M>1K0]) and the master k §}pr’6 % zeroth
generation (OMG MK[O0]) are then saved in the personal conmputer 1 (step
S14). This enables the nusic contents furnished by e.g., a nusic CD 363 to
be stored in the hard disc of the personal conputer 1 (step S15).
Meanwhi | e, since the naster key for tﬂe zeroth generation (OM>MK[0]) is a
key dedicated to ripping, no nusic c8Atents can be downl oaded from the EVD
server (X) 4-3. The portable device (X) 6-3 holds authentication keys and
mast er- » Is gpleltodrangtay dheamusiecanée s fome gh agasapaatidise fopaudiorgto the t he
initial setting, the generation is the zeroth generation. So, reciprocal
aut hent pessonah coatputen 1tfoe storape ethersihv ©n then agerelidnd)nthe dofhprebénsiokdi ng
the authentication key of the zeroth generation and 14 April 2004 69 the

mast er- I - 3@?% ‘| P i
'beconesh%glgggﬁlbe?]gﬁ? gqgét)g?%q%ﬂgmgﬁgfegﬁ%%%t%ﬁ ur ﬁl%ﬁ%ék Egﬁtﬁ?emnﬁglldghw. 363
etc in f,he menor ar.d of t ort abl vice 6- step S16). On the
ot her " nUHmURFE Sateri b her B8 SRR G na fotoats e eisohal (o Giuter

t hrough the network, the address, user ID and the password etc., on the EMD
regi stration server 3 on the Internet, al ong with the- conprehensive

managenent unit (X)315, as shown in~Fig.28. If the portable device (X) 6-3

etc., as sol ftisinetddthhs; in gedwneskcismile mandgembi unie k)3 mhh@mas&rr\keg -3.0n
the network is accessed, using the- user ID and the password (step S21).

e EATDMSSAL U RS rb LG R SRR 8
unable to download music contcnt-s from the EMD server (X) 4-3, differs from the
master key (OMG-MK), that is able to transfer music contents both from the CD and
from thé EMD server (X) 4-3. In the fo]lowing, the.key that is able to transfer the

- music contents from the compact disc but is unable to download music contents from -
the EMD server (X) 4-3 is termed a key dédicated to ripping and the key that is able
to transfer music contents both from the CD and the ‘-EMD server (X) 4-3 is termed
an EMD Kkey.

In the present embodiment, the master key for the zeroth generation (OMG-
MK][O]} is the key dedicated to ripping, whilst the master keys (OMG-MK]1 to 997])
are EMD keys. -
| The sequence for processing employing the key dedicated to ripping is
explained.

If the comprehensive management unit (X)315 is to be installed from the CD-

ROM, the portable device (X) 6-3 and a floppy disc 52, for example, are sold as a set



registration server 3 transmts the installing software of the |

conpr.ehensi ve managenent unit (X)315, ID information (MG Ilﬁ)‘ﬁ\%lflzf)%
portabl e device (X) 6-3, 'he authentication key of the zeroth generation
(MG1K Q) and -the naster key of the zeroth generation (OMGMK[O0]) to the
personal conputer 1 (step S23). The personal conputer | then boots the
instal ling software of the corrpreheg§i ve managenent unit (X-)315to
install the conprehensive nanagenent "unit (X)315, while saving the ID

i nformation . of..the portabl eyice (X) 6- .t he t] i.on key
of thertilerao%oégéfiaﬂoEa‘(’ F’?ﬁt{@?‘ﬁ‘fiéﬁﬁreﬂﬂea‘?‘raglsgq’“]bgySgﬂ“{}ﬁg ggroeh-
generation. (OMG MK[O01) in the hard disc 21 é_ste‘? S24). This . stores the
conpr efempielensiveagenagement niit (XY 5335 shownén Hig- 37 dindbe flopgy d “aI€4 Apri |
2004 70 This enabl es the conprehensive managenent unit (X)315, furnished

by e. %toréd’ﬂxenl‘]!?irﬁoﬁ?&tﬁ(M@ID?for&h@peﬂablm delvicd (XK )b-8i, the anthafticabion
personal conputer 1 (step S26).° Meanwhile, since the master key of the

zer ot eper.at i on h ¢ j _ PR} tiEmsi C
cont err:lf%’ @’Jdﬁ%?e%)éﬂ %Mgég@@ ﬁmb%d ms? gt?e%g@y T‘?[X?IE&EM%H g%ﬂgﬁpor tabl e
devi cgﬁéﬁ}@& hol ds the aut hentication keys and nmaster keys for 100
gener -MK{(J)-der to cope -with the generation innovation. In the
initial state, the generation is set to the zeroth generation. Sq the
reci procal Fot bmﬁli@hbsoldt;mméﬂﬂdevme(&)&ﬁ@ﬁembqus%ﬂyg@%ﬁpmql (X) 315 -

hol di ng the- authentication key and the nmaster key of the zeroth

gener ajgi rthabhersefi eenlpter613 (&iepoBEs). poThe btempildiensiver e, t he
nmusi cafgo%{}gﬁpga§%fn‘?ghed yst he nusili:@tCD 383 gtc. ) can be stored in the

et ym%%%%e%en& ﬁ%ltp@{ﬁf? el fVinSRalledirdndhe CD-ROM 361 onto the personal
computer 1. The comprehensive management unit (X)315 t.hen is installed in the hard
disc of the personal computer 1 (step ‘813). The ID information (MG-ID) of the
portable device (X) 6-3, stored in the floppy disc 362, the authentication key for the
zeroth generation (MG-IK[0]) and the master key for the zeroth generation (OMG-
MK [0)) are then saved in the personal computer 1 (step S14).
This enables the music contents furnished by e.g., a music CD 363 to be stored
in the hard disc of the personal computer 1 (step S15). Meanwhile, since the master
~key for the zeroth generation (OMG-MK([0]) is a key dedicated to ripping, no music
contents can be downloaded from the EMD server (X) 4-3.
The portable device (X) 6-3 holds authentication keys and master keys for 100
generations to cope with generation updating. In the initial setting, the generationis .
the zeroth generation. So, reciprocal authentication between the comprehensive

management unit (X)315 holding the authentication key of the zeroth generation and



In addition to the nmethod shown in Figs.27 and 28, such a qgtho& g@ al so
be used in which the conprehensive managenent unit (X)315 AP B ster
key of the zeroth generation (OMGMK[O0]) dedicated to ripping is stored in
the CD-ROM 361 and in which the authentication IDwith respect to the
portable device (X-) 6-3 and the authentication key for the zeroth
generation (McID 1K) - are furnished_over the network. The sequence of
operations for updating the key dedicg ed to ripping to an EM key to
enabl e the handling of nusic contents _down] oaded fromthe EMD server (X)
4-3 i s thermagter ey a@ﬁéﬁhaim@bquemﬁ? fX) é@ohewewffésevéﬁpﬁ‘b%ﬂéi gomes
managenent unit (X)315 is furnished via a renovable nedium such as a

CD- ROM passildedo storadhewnrisic suntdntsfurnished bytthe usit€Ds¥Hifeto aethefmempey at | ons
shown in Figs.27 and 28, and is installed in the hard disc 21 in the

persona&ard%ﬁﬁhﬁhﬁﬁta%le &vib@i&X)B@P&teﬁ Qfg);orrprehensi ve naenagement unit
(X)315 is holding the master“key of the zeroth generation (OMG MK 0])

dedi cated t oy i,ppi nd .t aut henti cation key for t ot £ ation
(Ve 1 o g of 70 R g, s EhBRtshs PR el plet R3S BabeRRRRAT e
default generation. First, the personal_conputer 1 accesses th EMD

regi st ri&dpegh dbe\retworknthe, address, wsser , 1) sindythen passyegrd) eicaren the EMI2 wor d
(step S31), as shown in Fig.29. The -EMD registration server 3 then

aut hent fegastestidihserused onBDhabetetive, sleng withothe coapprER&)sivd mahbgementumiod
probl emin authentication, the EMD registration server 3 registers the ID

one etk g cormuter, | (VG D) Lo e e a0 2pen Kok

of the open ﬁet}'le portable device (X)) 6-3 etc., as sold, is to be rendered usable, the EMD
registration server 3 on the network is accessed, using the user ID and the password
(step 821). The EMD registration server 3 then authenticates the user ID and the
password (step S22). If there is no problem- in the authentication, the EMD
registration server 3 transmits the installing software of the comprehensive
management unit (X)315, ID information (MG-ID) of the portable device (X) 6-3, the
authentication key of the zeroth generation (MG-IK[0]) and the master key of the
zeroth generation (OMG-MK][0]) to the personal computer 1 (step S23). The personal
computer 1 then boots the installing software of the comprehensive management unit
(X)315 to install the comprehensive management unit (X)315, while saving the ID
information (MG-ID) of the portable device (X) 6-3, the authentication key of the
- zeroth generation (MG-IK[0]) and the master key of the zeroth g.eneration.(()MG-
MK{0}) in the hard disc 21 (step $24). This stores 'the comprehensive management

unit (X)315 in the hard disc (step S25).



for the conprehensive managenent unit (X)315 to connect to.the '?';,@ %erver
(X) 4-3 (step S33). The EMD registration server 3 then tralﬁsbfﬁq Phe
generated open key (OMGPK), secret key (OM>SK) and the wit of

aut hentication (Cert [PK]) to the personal conputer 1(step S34). The EMD
registration server 3 then transmts the IDinformation of the portable
device (X) 6-3 (M>1D), authenticatieg key of the ith generation (MzIK[i])
and the master key of the ith generation (OMGM[i]) to the personal

t 1 {. 5 Th ' '
o en ke OERR I e A BRI R e
MG I D), t henticati key, of the ith ti MG | K[
st er mkesic 61D 863, 1 be Gervat athe s AKOTTC PUSORS SmPHEhd (SEPAYst ep
S36). The conprehensive nmanagenent unit (X)315 then executes

aut heneaiwhilepsintetthe maspar kabbe thtezéroth gzyiedtion (ME-BK[0]) @ a key

aut hentication the portable-device (X) 6-3 updates the generation of the
own ke | fi n hSIB chifeRB @3Bt bd BowntarldgorhhiBe EMD sdreesi ve
rranage)frr]gm)cagﬁﬁqﬁ?@glg{c?%hgggre musi ¢ contents furni shed by the nusic CD
363 to gﬂs] ored in the hHard- disc of the personal conmputer 1 as well as
to stor( 1

hard disc 21 of the personal conputer 1(step S39). The s ?Igaenc of £
oper ati ons dFhegpomableidsmider(¥oad iheldsghe authenticatiopeyx and; stegjﬁy Sitffed.
The conprehensi ve managenent unit (X)315 is holding the master key of the
i th geneatdmnatiéM>iMstddrio cope fith the gemeratien amoetion.c dn ithminidyl Hate,
the.zeroth™ generation (M>IK[i]), with the generation of the portable
devi ce i &y eferdtiBRlis bt 8 1 zeroth generation. So, the reciprocal authentication between

the comprehensive management unit (X)315 holding the authentication key and the

master key of the zéroth generation and the portable device (X) 6-3 becomes possible. -

Therefore, the music contents furnished by the music CD 363 etc., can be stored in the

memory card of the portable device (X) 6-3.

In addition to the method shown in Figs.27 and 28, such a2 method may also be

used in which the comprehensive management unit (X)315 and the master key of the

zeroth generation (OMG-MK[O]) dedicated to ripping is stored in the CD-ROM 361

and in which the authentication ID with respect to the portable device (X) 6-3 and the

authentication key for the zeroth generation (MG-ID/IK)-are furnished over the

network. -

. The sequence of operations for updating the key dedicated to ripping fo an

- EMD key to enable the handling of music contents downloaded from the EMD server

(X) 4-3 is hereinafter explained.

“nusi ¢ contents downl oaded fromthe EVD server (X) 4-3 in the =



the ith generation. First, as shown in Fig.30, if the persoggi‘ c%ggéter 1
accesses the EMD registration server 3 to do sone processi1 ,prfl VD
registration server 3 authenticates the 1D of the conprehensive managenent
unist (X)315 to transmt the authentication key of the (i+k)th generation
(Mz1K[i+k]) and the master key of the (i+k)th generation (OMG MK[i+k]) to
the personal.. conputer | (step S41). _The conprehensive managenent. unit
(X) 315 of the personal conputer 1 upda’@es the 14 April 2004 73 received
aut henti catiqn key and the master hey to_ the Si +k)th generation (step S42).
The conpr ehenbi& Sompiakgnsivg masegenxaBusitt (393 18us Humished wia @rrénmuabgebl e
device (X) 6-3 (step S43). Wien authenticated, the portable device (X) 6-3
updat es médiungesneh as addDoR OMgoraver kaietworknsubleas Irheﬁﬁﬂdimb%gﬁ@ldehﬁf

(i +k)th generation (step S44). On the other hand, as shown in Fig.31, if

the ge wp@}atmhﬁaoygﬁph%gm%hs%i Qfﬂaisﬁﬁ%iﬁg%&g%th%%?d msctzh%{.mé@é&%ﬁ?gggvi ce

n
(X) 6-3, "is the ener ati oh n the authentication

etc.,. held h rehepsi ve nagenment unit 315, Ls-the jth.

Gener at iBMPHHEL o RERTIEGS roBprehean erBa mtias AteanBLS isdolking ey
conprehensi ve managenent unit (X)315 results in failure, even if such

aut hent imeagteokey ofahe ezgrot gengratiop (E8MG-MK[Q]) aledicateshto eipping andsthiet s i n
failure, the conprehensive managenent unit (X)315 requests a key to the

EMD r egiaatheiticationekese foBtHes keptibgéherationt (MGIDAKFORE with- € ke§ .oft ik EMD
regi stration server 3 authenticates the ID of the conprehensive nmanagenent

UL PRI b spubtah gckppog e (101D gener ot on

$ ZEEF(/ edSSB) Fir-gt],eth(éop%%oen% r}:%i"\llpeutgla PoEeRES th rl\L:J;I\J[/ID( ré)g?sltgatlto?nes%r\lrjgrdg to?lsthtehe
network, using the user ID and the palésword (step S31), as shown in Fig.29. The
"‘EMD registration Server3 then authenticates the user ID and the password (step S32).
If there is no problem in authentication, the EMD registration server 3 registers the ID -
information of the personal computer 1 (OMG-ID) to generate an open key (OMG-
PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) of the open key -
for the comprehensive management unit (X)315 to connect to the EMD server (X) 4-3
(step S33). The EMD registration server 3 then transmits the generated open key
(OMG-PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) to the
personal computer 1 (step S34). |

The EMD registration server 3 then transmits the ID information of the portable

device (X) 6-3 (MG-ID), authentication key of the ith generation (MG-IK([i]) and the
master key of the ith generation (OMG-MK([i]) to the personal computer 1 (step SSS). _

The EMD registration server 3 then updates the received keys etc., based on the



aut henti cati on key and master key to the (i+k)th generatiog ( tﬁ%@ﬁ 4). The
conmpr.ehensi ve managenent unit (X)315 then authenticates th ﬁé%q devi ce
(X) 6-3 (step Sb5). . This enables the conprehensi ve managenent unit

-.€X)315 to store the nmusic contents furnished by the nusic CD 363 etc., to
be stored in the hard disc 21 in the personal conputer 1 and to store the
musi ¢ contents downl oaded fromthe 14 April 2004 74 server (X). 4-3 to
be stored in the hard disc 21 in the'Personal conmputer 1 (step S38). In the

above-descri hed. nusic copten distri.buting s em 1, the, r

aut henfaceiap m@%patwb@d@yﬁ?s)@‘géﬁﬁ%%%gwéﬁhﬁﬁh&&ﬁ%ﬁ?‘og'm&(lgﬁﬁs and
the portable device (X) 6-3, are classed into keys dedicated to ripping
and t hasétheomastet kel ofithe ithgesenation ,(OMG}-Mié[lk)dpéheckbhgemr@aonést@n83§gr ver -
are downl oaded over the network. The. result is that, in the mnusic

Cohte“’gﬁe ! \}Skﬁéﬁéiﬂgnﬁfﬁgéﬂbﬂt uft{(X)¥15 théhexdbusésCauthientieation it thiebut ed
fromthe server iIs inproved, such that, if the keys dedicated to ripping

are brok the .mus{.c cont.en ownl Qa [ LYES 102 3
dect r opSaRDler B TR SC Bufk sl Sk AR icR iR AF eRPRBR dEAEETN® 2
aut hentication keys, = used by the congrehensive,na agegg t"unit (X)315 and
t he poupdales thiogenasation obthe own key e dhe silugenstation G ‘on i nnovati on.
Moreover, the conprehensive management unit (X)315 is fed with the master
and aut hent Thi enabliesthe asomprichensiet wnahagamentgemiér()BdH tonstorat mysIC t hus
raising safety of the nusic-contents. Industrial Applicability In the
met hod G nAPRFARKES by The MRTSOD 3631 BORIGIEE t ! ifard di8¢ bPthedpétsonal
computer 1 as well as to store the music contents downloaded from the EMD server
-(X) 4-3 in the hard disc 21 of the personal computer 1 (step S39).
The sequence of operations of generation innovation of e.g., the EMD key is
explained.
The comprehensive management unit (X)315 is holding the master key of the
ith generation (OMG-MK{i]}, ID for au and the authentication key of the zeroth
generation (MG-IK[i]), with the generation of the portable device (X) 6-3 being also
the ith generation.

. -First, as shown in Fig.30, if the personal computer 1 accesses the EMD
registration server 3 to do some processing, the EMD registration server 3.
authenticates the ID of the comprehensive management unit (X)315 to transmit the
authentication key of the (i+k)th generation (MG-IK[i+k]) and the master key of the
(i+k)th generation (OMG-MKJi+k]) to the personal-computer 1 (step S41). The

comprehensive management. unit (X)315 of the personal computer 1 updates the



apparatus for controlling the contents data and the correspondi recordi ng
medi umy according to the present invention, the degree oflﬁﬁﬁgﬂgﬁpgn t he
description of the wusing conditions can be enlarged by expressing the
using condition informati on appended to the contents data by an autonmaton.
14 April 2004 75 CLAIMS 1. An apparatus for furnishing contents data in
whi ch the using condition information_indicating using conditions for the
contents data is transmtted al ong mﬁph the contents data, said apparatus
conprising, neans fqQr furnishing said contents data and said using

condi t i Wﬁ%ﬁu@?%ﬁ%ﬁtm%@wa%%wgteﬂ%ﬁ te dher G Hkothsganesatéon (stemS42ht e of
havi ng been added to with said wusing condition information; said using
condi t i dheicohoprehensive menagemegt anit {HdMEtien dithentiveatheaparatiedeticee;
said automaton file including an automaton describing portion stating the

using EXE‘@—Bi(TQt@PL% fmliéi‘gali%t'ﬁeﬁﬂcﬁ%oﬂﬁt@ tali@! dbvid mrggﬁ Su{p'dhﬁa the

descri brng coeff unction for anging a v ated 1 n said

o o BRRABh LR i DT ERRATI P T SRR G i
occurrence of an event. 2. -: The apparatus for furnishing contents data
accor di ng t 0O themtheipandsian showa indrigtiloif thegenerssion of Yaiawthenticationr file
represents the pricing- of said contents. 3. The apparatus for furnishing
cont ent keyletca, imed dydhagottablel dévitel(X) 6-3, is the (i+k)th generation, and that of the
.authentication key etc., held by the comprehensive management unit (X)315 is the ith
generation, the authentication between the portable device (X) 6-3 and comprehensive
management unit (X)315 results in failure, even if such authentication is attempted.
(Step SSII). If the authentication results iﬁ failure, the comprehensive management unit
(X)315 requests a key to the EMD registration server 3 (step S52). If there is a key
request, the EMD registration server 3 authenticates the ID of the comprehensive
management unit (X)315 to transmit the authentication key of the (i+k)th generation
(MG-IK[i+k]) and the master key of the (i+k)th generation (OMG-MK([i+k]) (step
S53). The comprehensive management unit (X)315 then updates the received
- authentication key and master key to the (i+k)th generation (step S54). The
- comprehensive management unit (X)315 then authenticates the portable device (X) 6-3
(step S55).
This enables the comprehensive management unit (X)315 to store the music

contents furnished by the music CD 363 etc., to be stored in the hard disc 21 in the

personal computer 1 and to store the music contents downloaded from the EMD



wherein said paraneter file is constructed to permt re-witing fromone
content purveyor to another. .14 April 2004 76 The appar atldA gy 2004

furni shing contents data according to claim1 wherein said using condition
iaformation further includes a hysteresis file stating the operating
trajectory of the contents operating based on the contents of description
of said autonmaton describing portio 4 5. The apparatus for furnishing
contents data . according to claim1 ‘wherein said automaton is descri bed

in a tuple- i,ng. 6. The, appar.atys,.fot. furni shing,conte

accor d?gﬁ'.etrzké ﬁa? n ge aﬁ%?%frﬁﬁles%fﬁ%ﬁﬁ bt QW RfdR léﬁoﬁgplﬂéf?ﬂg‘ﬁs B8 at ed
in XM. (eXtensible Markup Language). 7. The_apparatus for furnishin

cont ent s datim the abewk-dgsaribed musicicomtesntsidistribating sysematlo rﬁh"d%ﬁiqumg
portion describes parallel synthesis of operating states for wupdating the

oper at h@theticadbs ! 85¢Bby Ghe TompreRaisiv e ndnagementiusi (X)3donamhtlse dat a
according to claim1l wherein said automaton describing portion describes

an acti c j st at Lid &0 T hHse fndcedi shi ng
cont onPORgBESERENANES S clsed (B Rhks Qticatdd 1o ABpARRRIRIS. SHnctt
provided in an EMD (electric nusic djistributio server,. 10 A nmethod for
f ur ni she He saneRAnd Qh%de(sys eprpectad tofe sgries af%a%\!fﬂf%ﬁd Qv gl?%ﬁ?ﬁ“b‘?{ﬂ-
indicating using conditions for the contents data is transmtted along with
t he coflthentesullas dhatyHarthe musiaicontoons distsbutang systens 4 satety iy theo AHSi¢ on
information are furnished; said contents data being constructed in a state
of haviBgtcree distdBRddiffory the seRled is improved, such that, if the keys dedicated to

ripping are broken, the music contents downloaded from the server cannot be

destroyed.

- In the music contents distributingrsystem 1, the master and authentication keys,
used by the comprehensive management unit (X)315 and the portable device (X) 6-3,
are used subject to generation innovation. Moreover, the comprehensive management

unit (X)315 is fed with the master and authentication keys over the network for

- generation innovation, thus raising safety of the music contents.

Industrial Applicability

In the method and apparatus for transmitting contents data, method and
apparatus for controlling the contents data and the corresponding recording medium,
according to the present invention, the degree of freedom in the description of the
using conditions can be enlarged by expressing the using condition information

appended to the contents data by an automaton.



using condition information; 14 April 2004 76a said using qgndiﬁiﬁg
information including an automaton file and a paraneter sai ng{g %on file
i ncl udi ng an aut omat on descri bing portion stating the using condition
information in an automaton; said paraneter file describing coefficients of
a function for changing a value stated in said automaton descri bing
portion; a programstated in said automaton descri bing portion being
constituted to generate status trandition based on occurrence of an event.
11. The method for furnishing contents data according to claim 10 wherein
the function described in said p&lahBYIS file represents the pricing of
said contents. 12. The nethod for furnishing contents data according to

cl ai mI110 wher ei n A@hpparpairsaor fighishi ' t j i tin
PSS SOA T BBl

from one content purveyor to anothert. ni shi ng

t L . : . usi it 7.
ot or nagoraRRaRRRaHh R sl i lmtol U @rieiE detad Hag i Elangovivy
contents operating based on the contents of description

trajegtory of t
of sai%E'ie Cé%ﬂ%‘i]agﬁ’ P APPHRHE YUAPTIPAL: 14. The nethod for furni shing
contents data according to claim10 wherein said automaton is described in
a tupl e- st meags fosfurnishing shidcconoents dats aid sgid ashigesdiRiieh nREMALBNT t O
claim 10 wherein said autonmaton describing portion is stated in X
(eXtensi bl gailoktents-aiabrae) consfrubiid tn 2994 of having been added to with said
using condition information;
said using condition information including an automaton file and a parameter
file;
said automaton file including an automaton describing portion stating the using
condition information in an automatdn;
said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;
a program stated in said automaton describing portion being constituted to -
generate status transition based on occurrence of an event.

2. ~~* The apparatus for furnishing contents data according to claim 1 wherein

the function described in said parameter file represents the pricing- of said contents.

3. ~ The apparatus for furnishing contents data according to claim 1
wherein said parameter file is constructed to permit re-writing from one content

purveyor to another.



76b- 16. The method for furnishing contents data according 13%01 %ﬁgélo
wherein said automaton describing portion describes parallé€l pgg} sis of
operating states for wupdating the operation of said contents. 17. The

met hod for furnishing contents data according to claim10 wherein said

aut omat on descri bing portion describes an action acconpanyi ng status
transition. 18. The nethod for furnishiéhg contents data according to claim
10 wherein said contents data and said using condition information are

distribdted by an EWhéﬁi;@@tdth§foﬁﬁﬁh¢slﬂﬁ$hbh&ﬂtd dta B&otaing P clafim 1

recordi ng nmedi um having stored therein a Turnishing programTor contents

recordi ng medi um havi ng stored therel ni Shi ng pr ogr am'f or cont ent

For t ho' Penih S8 nk SRR Ritchiralteh TR e Rteh A Thrbid i shBin B chi'mg
for..f . Shi tents data_includes th [ f

Fur mi arangeting RicleRfel e caRicols apeiaiing badrsok RncomahorHadsaRbinniafdi ng

an automaton file and a paraneter said automaton file including an

aut omat Bad dutanatenrdespubmigqrortipat i ng the using condition information in an
automaton; said paranmeter file describing coefficients of a function for

changi n§y a val ue SUBiedppdtafind ﬂ)r%&ﬂi@ﬁf@”c&ﬁéﬁ{si@@@hd&&dihg% BlalfhOpr am

stated in said automaton describing portion being constitutgd to denerate

A cont rof ORE SR RBREIE PRI Rl One of more coniente data
6. The-apparatus for furnishing conterits data according to claim 1 wherein
said automaton describing portion is stated in XML (eXtensible Markup 'Language).
7. The apparatus for furnishing contents data accordi;lg to claim 1 wherein
said automaton describing portion describes parallel synthesis of operating states for
updating the operation of said contents.

8. . The apparatus. for furnishing contents data according to claim 1 wherein

said automaton describing portion describes an action accompanying status transition.

9. - The apparatus for furnishing contents data according to claim 1 wherein

said furnishing means is provided in an EMD (electric music distribution) server.

10. A method for furnishing contents data in which the using condition
| information indicating using con‘ditions for the contents data is transmitted along with

the contents data, wherein:

said contents data and said using condition information are furnished; -

said contents data being constructed in a state of having been added to with said

using condition information;



and the using condition information stating the using condition for said
contents data are supervised and in which, based on said uklApikci9dition,
contents data associated therewith are controlled, said control apparatus
conprising: control means for controlling the contents data based on the
using condition information associated therewith; . said contents data
bei ng constructed in a state of havi nggheen added to with said using
condition information; said using condition information including an
automaton file . and a paraneter, file; said _automaton file_ including an

aut ormat on deSEf HIRg CBBﬁi‘lt‘ioBrﬂng?%‘Wlﬂji mcidiag 3y awemaian Ble and grpaiemsteri n an
automat on; said paraneter file describing coefficients of a function for
changi ndiler val ue stated in said automaton describing portion; a program
stated in said automaton describing portion being controlled to generate

status transiti : . . Th ratus for
Furni shi ng cononiQRAR R REGUIEERE Bultimdh K Hibing e GoPRR S hitRe
described.in said paraneter file represents the pricing of said contents.
.22, ThEORGHERANIosM3LIPA LY dnEYtoBRANENt s data according to claim 20 wherein
said paranmeter file is constructed fromone content purveyor to another.

23. The cont saill wzp@ets Uslel duscebiticesdetidRting 8f a0fudthish tBr chaigihg® whasei n
14 April 2004 76d said using condition information further includes a

=L eSS BEBBTIE bRy 2 ot crY of he contents cperating

a program stated in said automaton describing portion being constituted to

generate status transition based on occurrence of an event.

11.  The method for furnishing contents data according to claim 10 wherein the

function described in said parameter file represents the pricing of said contents.

12.  The method for furnishing contents data according to claim 10 wherein said

parameter file is constructed to permit re-writing from one content purveyor to

another.

13. The method for furnishing contents data according to claim 10 wherein said

using condition information further includes a hysteresis file stating the operating

trajectory of the contents operating based on the contents of description of said

automaton describing portion.

14, The method for furnishing contents data according to claim 10 wherein said

automaton is described in a tuple-string.

15.  The method for furnishing contents data according to claim 10 wherein said

automaton describing portion is stated in XML (eXtensible Markup Language).



aut omat on describing portion. 24. The control apparatus for contents data
according to claim?20 wherein said automaton is descri bed lf#dfpil 2004
tuple-string. 25. The control apparatus for contents data according to
claim 20 wherein .said.automaton describing portion is stated in XM
(eXtensi bl e Markup Language). 26. The control apparatus for contents data
according to claim20 wherein said auiggnaton describing portion describes
paral |l el synthesis of operating states for wupdating the operation of said
contents. 27.. - The control apparatus for contents data according to claim
20 -wherd®: | dhesmethogdyfasniraishimgseonteits dlato accoding se claies 10 rwhereinosaid
acconpanyi ng status transition. 28. The control apparatus for contents

dat a ace@fdhhatont Qesetidhip m@r@s&ib¢ss§ia9almn§yr@ﬁesﬁ@@iso'e%aﬁﬁgsgthﬁeytﬁﬁ by a
reproduci ng application for reproducing said “contents data. 29. A control

met hod G ents data in.which one or nore contents data and the using
condi ti %ﬁa?ﬁgﬁ}?ﬁﬂe&“ﬂ%ﬁ% PR¥EYsi ng condition for said contents data
are supervised and in which, based on said using condition, contents data

associ atléd {lhermathod forefucnishing| ¢aadents alath acodrdirg bechainh &0 vplidrsinngaid
controlling the contents data based on the using condition information

cosoc) 24l Beiind oA SetPBls IS Scammuk S ERE AN, o,
e Or e BOn T8’ fletfRd fbr Riiching contorts Tata Secordig 't i 18 Wiheramn wsid' ' ©
contents data and said using condition information are distributed by an EMD (electric
music distribution) server.
19. A recording medium having stored therein a fumnishing program for contents
data furnishing the using condition information indicating using conditions for the
contents data along with the contents data, wherein
the furnishing program for furnishing the contents data includes the processing
for furnishing the contents data,
said using condition information including an automaton file and a parameter
file;
said automaton file including an automaton describing portion stating the using
condition information in an automaton;
said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;

a program stated in said automaton describing portion being constituted to

generate status transition based on occurrence of an event.



file; said automaton file including an automaton describing portion stating
the using condition information in an automaton; said pargﬁéﬁ€ﬂ2p94eA
describing coefficients of a function for changing a value stated in said
aut omat on describing portion; a programstated in said autonmaton descri bing
portion being controlled to generate status transition based on occurrence -
of an event. 30. The nethod for furnis?%gg contents data according to
claim?29 wherein. the function descrited in said paraneter file represents

the pri4dng of sg LS., 1. The cantr.ol t hod for contents,data
accordifnog to cl a?img%@t?%a}:ﬂigfﬁugﬁqrd:onbed{,taﬁ%?épV\d}q&l&_o_n? gtg’é’ﬁ%f’?’ﬂl‘@f‘&d#?om one
cont ent veyor to agnother. 32. The control method for contents data -
accor di 4;81” ‘5‘8 ‘éF’bg rendioppeiasmation statingstha gstngreanditéen forrseidreontentsidataher™
includes a hysteresis file stating the operating trajectory -of the -

cont entaye sopervasechandirswhian badml onsinisingtondision] pdntentsatats akdbeigygonat on
describing portion. 33.. The control nethod f.or contents data according to

cl ai m ARcHRIERf sl R U RIBHARI DpAERE Liifibtlen LuPl o-string. 4. The

control nethod for contents data ac g-to M 29 wherein said 14
Nar kup Languagtiol BETRRE EEREMipE Tk REuenB s sl &0 dht yectmaingnt 0
claim 29 wherein sajd autonaton describing portion describes parallel
synt hednforgratigmeasseriagedstheramithior  updating the operation of said contents.
' said contents data being constructed in a state of hﬁvingbeen added to with said
using condition information; |
said using condition information including an automaton file and a parameter
file, |
said automaton file including an automaton describing portion stating the using -
condition information in an autbmaton; |
said parameter file describing coefficients of a function for éhangirig a 'Valué :
stated in said automaton describihg portion; |
a program stated in said automaton describing portion bei{.lg' con_tlrolle'd' t‘c;d
~ generate status fransition based én occurrence of an event. T |
21. The apparatus for furnishing contents data according t(; claim 20 wherein
the function described in said parameter file represents the pricing of said contents.
22, The control apparatus for contents data according to claim 20 wherein

- said parameter file is constructed from one content purveyor to another.

23, The control apparatus for contents data according to claim 20 wherein



36. The control nethod for contents data according to claim,29 %g 5 in
sai d aut omat on descri bing portion describes an action accoﬁ%éﬁ?% § st at us
transition. 37. The control nmethod for contents data according to claim 29
wherein said control neans is constituted by a reproducing application for
reproduci ng said contents data. 38. A recording medi um having stored
therein a control program-for contents data, in which one or nore
contents data and the using condition information stating the using
condition for said contents data are-$%¥bervised and in-which, based on

said usj ondi ti.Qn, contents a associ ated therewi th are controll ed,
sai d c?ﬁ?@gﬁngﬁé’f‘ﬂ@bdn(:lBﬁ‘i‘fmarshq{bﬁ%ﬁﬁir\‘z‘F‘quﬂd'Y§Wée¥%ﬁ¥m%ﬂ?§nﬂQeaoﬂﬁ‘dé@ﬂgon t he
using condition informati on associated therewith; said contents data being
const r dEaleefory of Hieacentontshepdrating dascddaethet contenls ehiddscriptiony of aradd t i on

i nformation; said using condition information including an automaton file

and a patemeter désdribind fodfun.! 2004 76g said automaton file including an
automat on descri bing portion stating the using condition information in an

St o, 521 PRI I S SR AT A
Stated sall Afomalon SREEE TR plelsfifg, | O ' el uing Processing for
- 25. The control apparatus for contents data according to claim 20 wherein
. said automaton describing portion is stated in XML (éXtensible Markup Language).
26. - . The control apparatus for contents data according to claim 20 wherein
said automaton deécﬁbing portion describes parallel synthesis of operating states for
updating the operation of said contents.
27, . The control apparatus for contents data according to claim 20 wherein -
said automaton describing portion describes an action accompanying status transition.
28. , The control apparatus for contents data accofding to claim 20 wherein.
said control means is constituted by a reproducing application for reproducing said
contents data.
29. ' control methed for contents data in which one or more contents data
and the using condition information stating the using condition for said contents data
are supervised and in which, based on said using condition, contents data associated
therewith are controlled, said control method comprising:

-controlling the contents data based on the using condition information

associated therewith;



managi ng control to generate status transition based on occ#rrengﬁ of an
event. 39. . | A recording nmedium having stored therein confrérrd @ta, and
the using condition information for said contents data; said contents data
being constructed in a state of having been added to with said using
condition information, said contents data being controlled based on said
using condition information associated therewith; said using condition

i nformation including an automaton file and a paranmeter .file; said
automaton file including an aut omaton’@escri bi ng-portion stating the using
- condition jnformation in an automaton, said rgmeter file describing
coef fici ent sSHfl ng?ftm% a?taﬁ’ef%%?ﬂ’lﬁfeﬁ‘dn agtq}gpgﬁawgg beewadded ity withsaishat on
‘describing portion; a programstated in said automaton describing portion,
i ncl udi BYNGceadiiominfponatiomnagi ng control to generate status transition
based on occurrence of an- event. 14 April 2004 77 ABSTRACT Using

condi ti on i néaid Rin®BordiEeN IefdriAtibAIn RIS adRhatdhFIE 12 taﬁgarsﬁ%ra
server etc. is represented by an aut omaton "and progranmed. Thus, 1t Is
possi blgeto enlarge the degree of freedomin the description of the using

condi tions.

said automaton file including an automaton describing portion stating the using
condition information in an automaton;

said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;

a program stated in said automaton describing portion being controlled to
generate status transition based on occurrence of an event.
30.. © - The method for furnishing contents data according to claim 29 wherein
the function described in said parameter file represents the pricing of said contents.
31. - " The control method for contents data according to claim 29 wherein said
parameter file is constructed from one content purveyor to another. -
32. + The control method for contents data according to claim 29 wherein
said using condition information further includes a hysteresis file stating the operating
trajectory -of the con.tents. operating based on the contents of description of said
aufomaton describing portion.
33.. The control method for contents data according to claim 29 wherein said .
automaton is described in a tuple-string,

34. “'The control method for contents data according to claim 29 threin said
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automaton describing portion is stated in XML (eXtensible Markup Language).

35. - The control method for contents data according to claim 29 wherein
- said automaton describing portion describes parallel synthesis of operating states for
updating the operation of said contents.
36. The control method for contents data according to claim 29 wherein
said automaton describing portion describes an action accompanying a status
transition.
37. ~ The control method for contents data according to claim 29 wherein
said control means is constituted by a reproducing application for reproducing said
contents data.
38. A recording medium having stored therein a control program - for
contents data, in which one or more contents data and the using condition information
stating the using condition for said contents data are supervised and in-which, based
on said using condition, contents data associated therewith are controlled, said control
- method comprising: |
controlling the contents data based on the using .condition information
associated therewith;
said contents data being constructed in a state of having been added to with said
using condition information;
said using condition information including an automaton file and a parameter -

file;
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said automaton file including an automaton describing portion stating the using
condition information in an automaton;

said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;

a program stated in said automaton describing portion including processing for
managing control to generate status transition based on occurrence of an event.
39. . Arecording medium having stored therein contents data-and the using
condition information for said contents data;

said contents data being constructed in a state of having been added to with said
using condition information, said contents data being controlled based on said using
condition information associated therewith;

said using condition information including an automaton file and a parameter

file;

said automaton file including an automaton describing portion stating the using

condition information in an ‘automaton;

said parameter file describing coefficients of a function for changing a value
stated in said automaton describing portion;

la program stated in said automaton describing portionincluding processing for

managing control to generate status transition based on occurrence of an-event.





